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18سورة الجاثية  – "ثم جعلناك على شريعة من ا�مر فاتّبعھا"  

 

 

“Then We have put you (O Muhammad) on a plain way of (Our) commandment [like the one 

which We commanded Our Messengers before you (i.e. legal ways and laws of the Islamic 

Monotheism)]. So follow you that (Islamic Monotheism and its laws)”1 

 

                                                           
1  Holy Quran- Surah Al-Jathiyah- 18, Tafsir At-Tabari Vol. 25, Page 146. 
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 Introduction  Chapter 1:

Everything in our lives is governed by a set of laws. Law  is defined in  [1] as a system of rules 
and guidelines which are enforced through social institutions to govern behavior, wherever 
possible. Law shapes business, economics, politics and society in every aspect. It plays the role 
of the arbitrator between people and institutions in case a disputation arises. 

 Law has numerous perspectives governing the various relationships between individuals, 
institutions and countries. “Contract law regulates everything related to trading, e.g., Service-
level agreements (SLA) [2]. Property law defines rights and obligations related to the transfer 
and title of personal and real property. Trust law applies to assets held for investment and 
financial security. Tort law allows claims for compensation if a person's rights or property 
are harmed. If the harm is criminalized in legislation, criminal law offers means by which the 
state can prosecute the perpetrator. Constitutional law provides a framework for the creation of 
law, the protection of human rights and the election of political representatives. Administrative 
law is used to review the decisions of government agencies. International law governs affairs 
between sovereign states in activities ranging from trade to environmental regulation or 
military action” [1].  

In the business world, business processes form the foundation for all organizations, and as such 
are impacted by industry laws and regulations. Ensuring the compliance of business processes 
with applicable laws and regulations is a key concern that has been paid much interest 
particularly after the recent high-profile business failures and scandals, such as Enron [3] and 
WorldCom [4].  These incidents resulted in the enactment of a broad body of strict legislations, 
e.g. Sarbanes-Oxley act [5]. These laws extend the long-standing requirement for public 
companies to maintain systems of internal controls for managing compliance, requiring 
management to certify and the independent auditor to attest to the effectiveness of those 
systems. Subsequently, organizations are left struggling and spending billions of dollars [6], 
[7] on compliance by developing and/or deploying ad-hoc compliance solutions, which have 
inherent problems in terms of the reusability, flexibility and evolution that make it difficult to 
verify and ensure continuous guaranteed compliance.  

Therefore, a business need for a comprehensive and structured compliance management 
solution for absolute compliance assurance becomes a must. Business process compliance 
management is characterized by being multi-disciplinary, which has its roots in computer 
science, distributed computing, business process management, Service Oriented Computing, 
modeling and formal methods. A major challenge in this area of research is to bridge the gap 
and combine knowledge from these areas in order to realize the business need for an 
automated comprehensive compliance management solution 

The main contribution of this dissertation is meeting this business need by establishing a 
comprehensive compliance management framework and supporting solutions that manages 
and ensures compliance throughout the complete business process lifecycle, primarily with a 
preventive focus. This involves design-time business process compliance management and 
analysis, which is integrated and complemented with the subsequent monitoring of the 
corresponding running business process instances. Hence, achieving a preventive lifetime 
compliance support.  
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On the other hand, offline monitoring (e.g. [8]) of the completed business process executions 
can be viewed as an appealing yet not a mandatory complement. This is mainly because offline 
monitoring is retrospective by nature, which is based on after-the-fact principle. Retrospective 
approaches detect violations after their occurrences, while today’s business environment 
requires a pro-active approach, where a violation is avoided and in case it occurs, a recovery 
action(s) should (semi-) automatically take place to mitigate/minimize the impacts of these 
violations. This proactive focus can be realized by the integration between design-time and 
runtime compliance management. 

The rest of this Chapter is structured as follows: the motivation behind our research is 
elaborated in Section  1.1 by showing how compliance can impact business entities and the 
high-cost associated with being non-compliant.  The objectives pertaining this research are 
enumerated in Section  1.2. In Section  1.3, we draw the scope and the boundaries of this work. 
The fundamental research problem considered by this research is precisely defined in 
Section  1.4, along with the assumptions. The research methodology that we have followed to 
solve the research problems (discussed in Section  1.4) and to achieve the objectives (portrayed 
in Section  1.2) are addressed in Section  1.6 and Section  1.7, while decomposing the problem 
under consideration into a set of discrete research questions. The contributions of this 
dissertation are summarized in Section  1.8. Finally, the structure of the dissertation is outlined 
in Section  1.10.    

1.1 Motivation 

Today’s business entities are faced by an ever-growing number of compliance laws and 
regulations, such as Sarbanes-Oxley [5] and Basel III [9]. These require all organizations to 
audit their business processes and ensure that they meet compliance requirements set forth in 
laws and regulations. Without explicit business process definitions and effective internal 
control structures, organizations face litigation risks and even criminal penalties. Executives 
and analysts of diverse industry sectors [10] identified regulation and compliance as one of the 
top business risks. As shown in Figure  1-1, AMR research report [6] has estimated that U.S. 
companies in 2010 would spend 29.8 Billion dollars on Governance, Risk and Compliance 
(GRC), with an increase of 3.9% than the actual spending in 2009.  

 

Figure  1-1 (a) GRC market size, original forecast in 2008-2009, (b) 2010 GRC spending 
forecast with actual spending in 2008 & 2009 [6] 
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Although nowadays the term GRC (Governance, Risk and Compliance) is an increasingly 
recognized term, there is no common consensus on its exact meaning. For some companies, 
GRC is tightly tied to security, while others view it as fraud and audit functions [6]. 
Governance, risk management and compliance can be defined as follows: 

• Governance describes the overall management approach through which senior 
executives direct and control the entire organization, using a combination of 
management information and hierarchical management control structures. 
Governance activities ensure that critical management information reaching the 
executive team is sufficiently complete, accurate and timely to enable appropriate 
management decision making, and provide the control mechanisms to ensure that 
strategies, directions and instructions from management are carried out systematically 
and effectively [11]. 

• Risk management is the set of processes through which management identifies, 
analyzes, and, where necessary, responds appropriately to risks that might adversely 
affect realization of the organization's business objectives [12]. Whereas 
organizations routinely manage a wide range of risks (e.g. technological risks, 
commercial/financial risks, information security risks etc.), external legal and 
regulatory compliance risks are arguably the key issue in GRC. 

• Compliance: we define compliance as the process of ascertaining and proving the 
adherence of business processes to relevant laws and regulations, which may emerge 
from: 

- legislation and regulatory bodies, e.g. Sarbens-Oxley [5] and Basel III [9]. 

- standards and code of practices, such as, ISO 9000 [13], ISO/IEC 27000 
[14].  

- Internal policies and business partner contracts, e.g. service level agreements 
(SLA) [2]. 

• The term GRC represents the umbrella term covering an organization's approach to 
address governance, risk management and compliance. The findings in [6] have also 
shown that GRC is still an intensely human effort, with more than two-thirds spent on 
people-related activities. 

As shown in Figure  1-2, compliance management software investment has been ranked as the 
highest among other GRC software investments in 2010 [6]. Business Process Management 
(BPM) investment has gained the second rank after compliance management. BPM 
encompasses all activities performed by businesses to model, automate, optimize, monitor and 
adopt their business processes [15]. Therefore,   Business Process Management Systems 
(BPMS) become commonly used by business entities to automate and support their business 
processes. However, when it comes to compliance, BPMSs rear their heads. Although BPMS 
can be used to implement IT processes and controls to recognize one of the frameworks 
defined in COSO [12], COBIT [16] or ITIL [17] to address compliance; nevertheless, these 
frameworks don’t provide an absolute assurance that existing business process models are 
actually compliant with the applicable set of laws and regulations. Standards such as COSO 
and COBIT basically provide high-level frameworks and guidance on the establishment and 
maintenance of an effective internal control system, nevertheless, they don’t provide any 
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concrete guidance on how to actually implement, ensure and maintain compliance throughout 
the complete business process lifecycle.  

With the ultimate objective of having absolute compliance assurances, many organizations 
implement compliance solutions on an ad-hoc and on a per-case basis. These ad-hoc solutions 
are generally handcrafted for a particular compliance problem, which creates difficulties for 
reusability and evolution. These solutions usually lack the flexibility needed to rapidly adapt to 
ever-changing business imperatives, as they usually involve hard-coded implementations 
across multiple systems. This makes it difficult to verify and ensure continuous absolute 
compliance that crosscuts the complete business process lifecycle and limits the possibilities of 
reuse.  

 

Figure  1-2 GRC software investment priorities in 2010 [6] 

Having recognized these problems and their implications for organizations and firms, major 
enterprise software vendors have developed commercial products that provide a bundled set of 
compliance solutions (e.g., Oracle GRC Accelerators, SAP BusinessObjects GRC, IBM 
OpenPages). However, these commercial products usually suffer from being highly proprietary 
(vendor lock-in) and technology-specific as they are usually tightly interweaved with pre-
existing enterprise systems. Besides, these solutions consider compliance management starting 
from the runtime phase of the business process lifecycle, while neglecting design-time 
business process compliance management. Design-time compliance management is key first 
step towards preventive absolute compliance assurance. 

To address these problems, a major requirement is coming up with a generic compliance 
management framework, which enables the automation of compliance-related activities that 
are amenable to automation. This framework should be sustainable throughout the business 
process life cycle [18]. A preventive focus is fundamentally required such that compliance is 
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considered from the early stages of business process design, thus enforcing compliance by 
design, which must further be taken up by compliance monitoring and adaptation of the 
running process instances. Accordingly, we consider design-time and run-time compliance 
checking to be complementary and indispensable to achieve preventive compliance assurance. 
This represents the business need that this research is geared to address.  

In the rest of this Chapter, we discuss on how we approach a preventive lifetime compliance 
support by means of a comprehensive compliance management framework that crosscuts the 
design-time and runtime phases of the business process lifecycle. 

1.2  Goals 

As discussed in the previous Sections, to address the urge business need for a compliance 
management support, ad-hoc compliance solutions are mostly developed with hard-coded 
implementations embedded across multiple systems. This creates difficulties in terms of 
reusability, flexibility and evolution, which inhibit the ability to cope with the continuously 
changing business and compliance imperatives. These solutions are usually based on 
retrospective approaches that detect violations after their occurrences, while a preventive and 
proactive focus is fundamentally required. Preventive approaches detect violations as early as 
possible, even before the actual business process executions, which can significantly reduce 
expenditures spent on compliance. Furthermore, these ad-hoc solutions usually involve intense 
manual human activities, which hamper the ability to verify and maintain continuous absolute 
compliance due to the high likelihood of errors and the high-cost of these activities.  

Therefore, today’s business environment is striving for a preventive comprehensive 
compliance management approach for continuous absolute compliance assurance. An 
approach for preventive compliance management must thereby rely on a framework that: 

1. Aids the refinement and maintenance of relevant compliance requirements. 
Compliance requirements as they originate from compliance sources (e.g. Sarbens-
Oxley [5]) are high-level, vague and sometimes ambiguous, which requires 
interpretations from business and compliance experts.  

2. The framework must offer efficient mechanisms to maintain the traceability between 
compliance requirements and business process models. Traceability mainly involves 
tracing compliance requirements back to their sources (backward traceability), and 
linking compliance requirements to the processes that enforce them (forward 
traceability) [19], [20].  

3. This framework must crosscuts the complete business process life cycle, 
fundamentally with a preventive focus, while minimizing manual human involvement 
and automating compliance activities that are amenable to automation.  

4. The first key step to achieve a preventive compliance support is to address and 
automate compliance starting from the design phase of the business process lifecycle. 
Therefore, the framework should enable design-time automated verification of 
business process models against the applicable set of compliance requirements. To 
achieve this goal, both compliance requirements and business process models should 
be based on a formal foundation of logical/formal languages (e.g. Linear Temporal 
Logic – LTL [21], Formal Contract Language – FCL [22]), which  capacitates the 
utilization of their associated automated verification and analysis tools, e.g. model-
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checkers [23], to verify the adherence between the two specifications (business and 
compliance specifications) in a sound, complete and predictable manner.  

5. However, it is a well-known phenomenon that the use of formal languages creates 
difficulties for the end-users, particularly in terms of usability and comprehensibility. 
This problem represents the main obstacle for the utilization of the sophisticated 
verification and analysis tools associated with these languages. The framework should 
provide a solution that addresses the usability concern of formal languages. 

6. In case of compliance violations, the framework should incorporates a structured 
mechanism to reason about the root-causes of these violations and provides the user 
with guidelines as remedies of how to resolve compliance anomalies. 

7. An integrated runtime compliance monitoring approach should be complemented to 
the design-time business process compliance management approach within the 
compliance management framework. The compliance monitoring approach ensures 
that the corresponding running business process instances of the statically compliant 
business process model (as an output of the design-time compliance management 
approach) are always compliant.  

A framework that meets all the previously stated discrete goals realizes a preventive 
comprehensive business process compliance management framework. This framework 
provides a preventive lifetime compliance support. The establishment of such a framework 
represents the ultimate objective of the work presented in this dissertation. 

1.3 Scope 

Business process compliance management can be addressed on three main dimensions [24],  
corresponding to the key phases in the business process lifecycle [25]; design-time compliance 
management, runtime compliance management and offline compliance management. In 
particular: 

- Design-time business process compliance management: concerns with the static 
verification and analysis of business process designs (before the actual business 
process execution) against the applicable set of compliance requirements. This phase 
is highly-iterative, which involves the continuous verification and modification of 
relevant business process model until a compliant model is produced.  

In design-time compliance verification, a process model is considered as compliant 
with the set of relevant compliance requirements if it allows only for the execution of 
process instances not violating these constraints [24]. Consequently, it is 
(theoretically) ensured that corresponding process instances are compliant. Design-
time compliance verification supports the idea of detecting and resolving any 
compliance violation as early as possible before the actual business process execution, 
thus entails the first key step towards a preventive compliance support. Design-time 
compliance verification has lower verification cost compared to the subsequent 
runtime (dynamic) verification phase. Hence, it is desirable to ensure the compliance 
of as much compliance requirements as possible during design-time.  

- Runtime Business Process Compliance Management: encompasses the tracking of 
particular event patterns in the executions of individual processes or in the interaction 
between different processes, as well as the provision of statistics on the performance 
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of some processes or the whole system [26]. Runtime violations might occur even if 
the relevant business process model has been statically checked for compliance, due 
to human and machine errors. Furthermore, not all compliance requirements can be 
checked statically due to the absence of some necessary contextual information, 
which are only available during runtime. In addition, some compliance requirements 
need to be considered for design-time verification as well as runtime monitoring due 
to their sensitivity and the high-cost associated with their violations.   

These requirements should be considered for runtime compliance monitoring. 
Runtime compliance monitoring also provides a preventive compliance support, such 
that violations are avoided and in case they occur, defined recovery actions can 
automatically be invoked to resolve runtime compliance violations. 

- Offline Business Process Compliance Management: concerns with the diagnosis and 
analysis of the completed business process executions by possibly mining relevant 
execution logs for knowledge extraction and aggregated statistical information [8]. 
This mainly involves posterior or after-the-fact reporting. Possible violations and 
trends resulting from the analysis of execution logs are presented on monitoring 
dashboards in the form of various indicators and charts. This gives a profound insight 
into the subtle flaws in the design of the running business process models, which 
could not be detected in the previous design-time and runtime compliance 
management phases.   Similar to design-time verification, these indicators may trigger 
multiple iterations of the business process lifecycle from the analysis and design to 
improve business process designs and resolve any detected violations. 

Since the main objective of this research (as outlined in Section  1.2) lies on achieving a 
preventive lifetime compliance support, the scope of this research is limited to address the 
design-time and runtime compliance management phases. Although design-time compliance 
management and runtime compliance monitoring are two complementary compliance 
assurance phases, yet, they have studied distinctly in the literature (as will be discussed in 
Chapter 2). The current literature lacks a preventive compliance management approach that 
addresses and integrates design-time compliance management with runtime compliance 
monitoring, which is addressed in this dissertation. 

In regard to runtime compliance management, runtime statistical analysis and runtime 
compliance violations analysis are kept out of the scope of this work. Offline compliance 
management is also kept outside the scope of this thesis, mainly because it is featured by being 
detective by nature. Addressing these issues is considered as future work directions for a 
preventive/detective comprehensive compliance management support.  

1.4 Problem Definition 

As we have shown in the previous Sections, today’s business environment requires a 
preventive comprehensive compliance management solution to ensure continuous absolute 
compliance. This represents the fundamental business need addressed in this dissertation. To 
meet this business need, a solution for preventive compliance management should be based on 
a comprehensive framework that considers compliance throughout the complete business 
process lifecycle starting from the design phase. With a preventive focus, the framework 
should provide efficient mechanisms for refining high-level compliance requirement, 
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automated design-time compliance verification, design-time violations analysis and runtime 
compliance monitoring.  

In the next Chapters, we will investigate and analyze the basic building blocks for the 
establishment of such framework, which should be based on a robust formal foundation that 
validates the rigor of the research presented in this dissertation. Having a rigor basis of a 
formally-based comprehensive compliance management framework is means to achieve the 
fundamental objective of this research: 

Problem Definition: How to aid organizations to manage and ensure 
continuous absolute compliance with a preventive focus? 

1.5 Assumptions 

To address the research problem defined in Section  1.4, we are presuming the following 
assumptions: 

- Compliance requirements and business processes specifications and their related-
concepts (e.g. risks, controls…etc. as will be explained in Chapter 4) are maintained 
in a shared environment. We assume that these two specifications (business processes 
and compliance requirements) share the same constructs – mainly business process 
elements residing in the business process repository.  

- We assume that a compliance requirement can only affect one business process 
model. In real-life situations, compliance requirements might affect more than 
business process [24], and hence, to verify the satisfiability of such requirement, it 
needs to be decomposed into a set of coherent parts, which need to be checked against 
multiple business process models. A support for these inter-process compliance 
constraints within the proposed compliance management framework entails a future 
work direction.  

- We assume that running business process instances cannot be modified during 
runtime. In real-life scenarios, business process instances might need to be modified 
on an ad-hoc manner at runtime to deal with exceptional situations. These changes 
might lead to violations to the compliance requirements that have been already 
ensured for compliance during design-time. Verification of process changes are kept 
out of the scope of this work. 

1.6 Research Questions 

To answer the fundamental research question stated in Section  1.4 in order to provide a 
preventive compliance management solution, we break down the problem under consideration 
into a set of discrete research questions. Each research question either constitutes a scientific or 
technological challenge, which is also highlighted below: 

1. What is the state of the art in the areas of design-time business process compliance 
management and runtime compliance monitoring and related areas? Can we build our 
work on some of these studies?  What are the drawbacks of these proposals?  

These research questions constitute scientific challenges, which are addressed in 
Chapter 2 of this thesis by investigating, analyzing, classifying and comparing state of 
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the art in the areas of design-time and runtime compliance management and similar 
research fields. 

2. How to refine high-level compliance requirements (as they originate from compliance 
sources) to produce a set of concrete organization-specific compliance requirements? 
How to represent compliance requirements at various levels of abstractions to 
accommodate with different stakeholders perspectives? What refinement 
methodology can be followed? How to maintain the traceability between various 
compliance requirements levels and related compliance and business process 
concepts? 

These research questions represent scientific challenges, which are addressed in 
Chapter 5 of this dissertation by introducing a compliance refinement methodology 
and supporting compliance conceptual model to aid the refinement and maintenance 
of compliance requirements and link them to related business process specifics. 

3. How to formally specify compliance requirements to enable design-time automated 
verification against relevant business process models? What are the mandatory 
features that should exist in a logical language as the formal basis of compliance 
requirements? What is the most appropriate formal language to be adopted? 

These research questions constitute scientific challenges. They are addressed in 
Chapter 6 of this dissertation by conducting a thorough comparative analysis between 
a set of candidate logical languages as the formal ground of compliance requirements. 

4. Formal languages are well-known of their complexity in terms of their usability and 
understandability. This problem represents the main obstacle for their utilization. 
How to address the usability concern of formal languages? 

This research question represents an interesting scientific challenge that is related to 
language design and extension. This question is addressed in Chapter 6 by 
introducing the Compliance Request Language (CRL) as a high-level pattern-based 
compliance specification language that acts as an intermediate representation between 
refined compliance requirements and their formal representations. 

5. What are the recurring patterns in the compliance context? How to identify and define 
these patterns? How to automatically map (compliance) patterns into the target logical 
language? 

These research questions constitute scientific challenges, which are addressed in 
Chapter 3 and Chapter 6 of this thesis. By analyzing compliance requirements 
relevant to two real-life case studies (introduced in Chapter 3), recurring compliance 
patterns could be identified. Furthermore, in [27] we have analyzed a wide range of 
compliance legislations and frameworks, which also enabled us to identify frequently 
used compliance patterns. Next, based on the semantics of each compliance pattern, 
we have defined its mapping scheme into the target logical language (Chapter 6). 

6. Compliance requirements are not always stringent. How to allow the overriding of 
these less-strict compliance requirements by their pre-defined exceptions to capacitate 
the flexibility required in some situations? 

This research question represents a scientific challenge, which is addressed in Chapter 
6 of this thesis by incorporating and integrating an efficient technique that allows the 
pattern-based specification of non-monotonic requirements and links them to their 
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pre-defined exceptions. Formal statements can then be automatically generated from 
non-monotonic requirements the same way they are generated from monotonic 
compliance constraints. 

7. How to conduct automated design-time compliance verification? What is the 
compliance evaluation approach? In case of design-time compliance violations, an 
intelligent feedback should be provided to the user to aid the resolution of detected 
compliance anomalies, not merely yes/no answer. What mechanism can be applied to 
enable the analysis of compliance violations to detect their root-causes? 

These research questions constitute scientific challenges that are related to formal 
verification and analysis. They are addressed in Chapter 4 and Chapter 7 of this 
thesis, where model-checking techniques are utilized for design-time compliance 
verification (Chapter 4) and then a root-cause analysis approach is introduced in 
Chapter 7 to reason about and analyze the root-causes of detected design-time 
compliance violations.  

8. How to integrate design-time compliance management with runtime compliance 
monitoring for a preventive lifetime compliance support? How to use design-time 
compliance patterns for both design and runtime compliance verification? How to 
actually perform runtime compliance monitoring? What is the monitoring evaluation 
approach? 

These research questions represent scientific challenges, which are addressed in 
Chapter 8 by integrating an efficient compliance monitoring approach [28] to the 
proposed design-time compliance management approach (which is portrayed in 
Chapter 4 of this thesis). The integration between design-time compliance 
management and runtime compliance monitoring is achieved by means of the 
Compliance Request Language. 

9. How can the proposed solution be validated and evaluated? What are the benefits, 
shortcoming and limitations of the proposed approach?  

These research questions constitute technological challenges that are related to 
architectures, validation and implementation. They are addressed in Chapter 9 of this 
thesis by building up an implementation architecture that realizes the proposed 
approach, developing a compliance management integrated tool-suite [29] as an 
instantiation artifact and proof-of-concept, testing and experimenting the approach on 
the two case studies introduced in Chapter 3 and evaluating the work presented in this 
thesis in terms of the guidelines provided in [30] for the evaluation of design science 
in information systems. 

1.7 Research Methodology 

Based on [30], the work conducted in this dissertation belongs to design science in information 
systems. Design science has its roots in engineering and the science of artificial and is 
basically a problem-solving paradigm. Design-science seeks to create innovations (artifacts) 
that define the ideas, practices, technical capabilities, and products through which the analysis, 
design, implementation, management, and use of information systems can be efficiently 
accomplished [31].  
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The innovation (artifact) we are seeking to produce as the outcome of this research is a 
preventive comprehensive compliance management solution that ensures continuous absolute 
compliance. The research methodology followed in this work to establish this artifact 
constitutes five main iterative steps; problem definition, investigation and analysis of the state-
of-the-art, solution design, validation and assessment.  These steps are discussed below. 

Problem definition 

A primary requisite to solve any problem is its precise understanding and definition. This 
allows the establishment of a clear vision of the problem under consideration, which is 
mandatory for future investigation activities. Associated with the progression of the research, 
the preliminary definition will evolve into discrete research questions. The problem definition 
and the related research questions addressed in this research are portrayed in Section  1.4 and 
Section  1.6 of this Chapter.    

Investigation and Analysis of the state-of-the-art 

Developing an efficient solution to address any research problem should start with the 
investigation and analysis of the existing literature on the considered problem and related 
research fields. This provides a better understanding of the defined problem, better 
determination of the scope of the research, and iteratively causes the refinement of the problem 
definition.  

In addition, the classification and comparison of related research-proposals capacitates the 
identification of open research challenges, and enables the re-usability of other research efforts 
to address the defined problem. An exhaustive analysis and comparison of the state-of the-art 
in the areas of design-time compliance verification and runtime compliance monitoring is 
covered in Chapter 2. Furthermore, a comparative analysis between a set of logical languages 
is conducted in Chapter 6, which aids us to make a decision of what logical language should be 
adopted as the formal foundation of compliance requirements to enable design-time and 
runtime automated compliance verification. 

Solution design  

Having a mature definition of the considered research problem (as the outcome of the previous 
investigation steps), a preliminary solution to solve the defined problem and to address the 
open research challenges considered within the scope of the research is conceptually 
developed. This step involves the development of a preventive compliance management 
framework (as will be discussed in Chapter 4) that focuses on the design-time and runtime 
compliance assurance activities. The framework provides efficient mechanisms to address the 
research questions highlighted in Section  1.6, as will be discussed in details through Chapter 5 
to Chapter 8. 

Validation  

The utility, quality, and efficacy of a design-artifact must be rigorously demonstrated via well-
executed evaluation methods [30]. The solutions proposed in this research are validated on 
three dimensions: 
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• The internal and construct validity of the approach are verified by formalizing its 
underpinnings to validate its logical consistency. This validation will be progressively 
performed as part of the discussion in the next Chapters (Chapter 4 to Chapter 8).  

• The implementability of the approach is ascertained with an experimental integrated 
tool-suite3. The details are presented in Chapter 9. 

• We have explored and tested the design-time compliance management approach with 
two industrial case studies (introduced in Chapter 3). Furthermore, we have 
conducted a set of functional black-box testing to ensure the utility and applicability 
of the proposed approach. The findings and results of the case study conducts and 
functional testing are discussed in detail in Chapter 9.  

Evaluation and Assessment 

This step involves the analysis and evaluation of the benefits, shortcomings and limitations of 
the developed solutions. It also constitutes the identification of improvement points based on 
the results concluded from the previous validation steps. Future research directions can also 
be identified by considering the research challenges that are kept out of the scope of this work 
and the possible applications of the research results to other problem domains. The details of 
this evaluation step are presented in Chapter 9 and Chapter 10. 

1.8 Contributions 

The major outcome of the research conducted in this dissertation is a preventive 
comprehensive compliance management framework that can aid business entities to ensure and 
maintain continuous absolute compliance. The framework is developed with a preventive and 
proactive focus in mind, subsequently; it focuses on providing an integrated solution for 
design-time and runtime compliance assurances phases.  

The design-time compliance management approach (that we have presented in [32]) as the 
heart of the framework first aids business and compliance experts in the refinement of high-
level compliance requirements by incorporating a compliance refinement methodology and a 
supporting conceptual model (which we have presented in [33, 34]). Compliance requirements 
are formally grounded on temporal logic to enable design-time/runtime automated compliance 
verification against relevant business process models/instances.  

Similarly, business process models should also be mapped to a formal model for automated 
design-time/runtime verification. For this mapping, we adopt and integrate the mapping 
framework proposed in [35], and then a model-checking approach is utilized for design-time 
compliance verification. For runtime compliance monitoring, business process executions are 
abstracted into execution traces that are stored in relevant execution logs and an XML query 
evaluation approach is utilized for runtime compliance checking [28]. The integration between 
design-time and runtime compliance management is achieved by means of a high-level 
pattern-based language (i.e. Compliance Request Language – CRL [36]) that we introduce to 
enable the abstract specification of compliance requirements as an intermediate step to their 
formal representations (details are given below). 

                                                           
3 BPCM- Business Process Compliance Management Tool Suite: http://eriss.uvt.nl/compas/ 
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Our choice of temporal logic as the formal ground of compliance requirements for both design-
time and runtime compliance verification is justified by a comparative analysis we conducted 
(that we presented in [37, 38]) between a set of commonly-used logical languages, i.e. Linear 
Temporal Logic - LTL, Computational Tree Logic - CTL and Formal contract Language-FCL. 
The comparative analysis revealed that temporal logic is a robust foundation for compliance 
requirements and reflects its strengths and limitations. Introducing efficient solutions to 
address these limitations is one of the refined goals of this research (as listed in Section  1.2).  

In particular, the contributions of the work presented in this dissertation are summarized as 
follows: 

- The establishment of a preventive comprehensive compliance management 
framework that spans over and integrates the design-time and runtime compliance 
management phases, for continuous absolute compliance assurances (Chapter 4). 

- In the heart of this compliance management framework is the design-time compliance 
management approach, which incorporates: 

- A compliance refinement methodology and compliance conceptual model (Chapter 5) 
that aid the refinement of high-level compliance requirements to generate concrete 
organization-specific compliance requirements. These refined requirements can then 
be formally specified for automated static compliance verification. The outcomes of 
this refinement process are populated in the compliance conceptual model, which 
maintains the traceability between business and compliance specifications and 
related-concepts.  

- To make a decision regarding the choice of a specific logical language as a formal 
foundation of compliance requirements, we have identified a set of mandatory 
features that this formal language should meet. These features are identified based on 
a comprehensive analysis we have conducted in [27] that included a wide range of 
compliance legislations and frameworks including Sarbanes-Oxley [5], Basel II [39], 
IFRS [40], FINRA (NASD/SEC)[41], COSO [42], COBIT [16] and OCEG [43], and 
a variety of relevant works on the specification of associated compliance 
requirements (that are summarized and analyzed in Chapter 2). These features are 
presented in detail in Chapter 4. 

Then we have conducted a comparative analysis between a set of commonly used 
formal languages (i.e. LTL, CTL and FCL), on the basis of these identified features 
(the comparative analysis is detailed in Chapter 6). This study revealed the 
capabilities and limitations of the considered logical languages. The comparative 
analysis emphasized that temporal logic family is a robust foundation to expressing 
compliance concerns. More specifically, we have selected LTL that is justified by the 
comparison conducted by Vardi in [44] between LTL and CTL. 

- The usability concern of LTL (and temporal logic in general) was one of the 
shortcomings of temporal logic that has been revealed by the comparative analysis we 
conducted. To address this issue, we have developed the Compliance Request 
Language (CRL), as a high-level pattern-based language for the intuitive and abstract 
specification of compliance requirements. CRL incorporates a set of expressive and 
novel compliance patterns that spans over the four structural aspects of business 
process, i.e. control-flow, data, employed-resources and real-time dimensions (CRL is 
explicated in detail in Chapter 6). 
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- From high-level pattern-based expressions, design-time formal rules (as LTL 
formulas) are automatically generated based on the mapping scheme we have 
introduced from CRL into LTL (Chapter 6).  

- CRL also supports the specification of non-monotonic requirements as high-level 
pattern expressions. As concluded in [45], compliance requirements are not often 
stringent and a support to this type of constraints is vital to address real-life business 
situations. Non-monotonic requirements are less-strict compliance constraints that are 
open to violations to certain extend and under specific pre-defined conditions. This 
enables the handling of exceptional situations (Chapter 6). Non-monotonicity is one of 
the comparison criteria we considered in the comparative analysis we conducted 
between LTL, CTL and FCL. 

- Business process models are automatically mapped into Finite State Automata (FSA) 
by integrating the mapping approach proposed in [35]. Then, a model-checker 
approach  (i.e. SPIN model-checker [46]) is utilized to check the static compliance of 
the generated LTL rules against formal business process models (Chapter 9). 

- The outcome of model-checkers is usually yes/no answer indicating whether each 
compliance rule is satisfied or violated. To aid the resolution of the detected 
compliance violations by providing an intelligible feedback that includes the root-
causes of violations and guidelines on how to resolve compliance anomalies, we 
propose a root-cause analysis approach to reason about design-time compliance 
violations based on the Current Reality Trees of Goldratt’s Theory of Constraints 
(TOC) [47], [48] (Chapter 7). This root-cause analysis approach is presented in [49, 
50]. 

The output of this iterative design-time compliance management approach is a 
statically compliant business process model, which can be directly deployed on a 
business process engine for execution. 

- A runtime compliance monitoring approach is integrated to the design-time 
compliance management approach on the basis of CRL. The compliance monitoring 
approach is based on [28] and integrated to the compliance management framework 
in the context of the EU COMPAS project [51] (Chapter 8). 

- The validation and evaluation of the approach proposed in this work is conducted in 
several directions. First, the internal and construct validity of the approach are 
verified by formalizing its underpinnings to validate its logical consistency. Second, a 
prototypical implementation is mandatory to validate the utility of the proposed 
approach, which we have developed (Chapter 9). Furthermore, validation via two 
industrial case studies (introduced in Chapter 3) has been conducted to assess the 
ability of CRL to capture real-life compliance requirements, which enables their 
automated verification and analysis against business process models (both statically 
and dynamically). Moreover, functional black-box testing is also carried out to 
validate the feasibility, utility and applicability of the proposed solution in practice 
(Chapter 9).  
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1.9 Limitations 

The limitations of the proposed preventive business process compliance management 
framework that will be elaborated throughout the next Chapters can be stated as follows: 

- The refinement process of high-level compliance requirements as the first key step for 
compliance management is dependent on human judgment and therefore susceptible 
to decision making. While the compliance refinement methodology and supporting 
conceptual model introduced in Chapter 4 can aid the experts to efficiently conduct 
this refinement process, however human failures such as errors or mistakes can still  

- As will be shown in Chapter 6, the expressive power of the Compliance Request 
Language used for the abstract specification of compliance requirements is bounded 
to the expressive power of the underlying formal language. However, since CRL is a 
domain-specific language (DSL), there is a usually a trade-off between 
expressiveness, computational complexity and usability.    

- We do not argue that CRL is complete. However, based on the results of the 
evaluation study that we is conducted to check the ability of CRL to capture the 
compliance requirements that are relevant to the two industrial business real-life case 
studies (Chapter 3) and to validate the feasibility of overall approach (details are 
presented in Chapter 9), we can argue that CRL is able to capture a major subset of 
the compliance requirements relevant to real-life compliance requirements. 

- Currently, our approach also inherits the limitations posed by the adopted 
technologies and methods (such as BPEL) used for process specifications and 
verifications.  

- The root-cause analysis approach to reason about design-time compliance violations -
that is presented in detail in Chapter 7- does not consider the inspection and analysis 
of defined data domains to reason about the violations of data-dependent constraints. 
This is considered as a future extension to the approach.  

- As will be shown in Chapter 9, some compliance requirements are inherently manual 
by nature, for example requirements related to guarding critical assets, such as the 
existence of locks, fences, surveillance cameras and alarms. These requirements can 
only be ensured by human activities. The proposed framework can only serve in 
documenting, reporting and maintaining these requirements for traceability purposes 
and for future statistical and aggregated analysis. 

1.10 Structure of the Dissertation 

Figure  1-3 portrays a roadmap of the structure of the dissertation. In particular, the rest of this 
thesis is organized as follows: Chapter 2 summarizes the state-of-the-art in the fields of design-
time compliance management and runtime compliance monitoring and related research areas. 
Two comprehensive comparisons are drawn between key work proposals in both areas. 
Chapter 3 introduces two industrial case studies that have been developed within the context of 
the EU funded COMPAS research project [51]. The case studies are conducted in companies 
operating in different industry sectors and covered processes taking place in the e-business and 
banking domains, which are two highly-regulated application domains. The case studies are 
used as running scenarios throughout the rest of this dissertation and for validation purposes.  
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A preventive comprehensive compliance management framework is introduced in Chapter 4, 
which integrates design-time and runtime compliance management phases. This is followed by 
the introduction of the compliance refinement methodology and supporting conceptual model 
(Chapter 5) that aid the refinement and analysis of high-level compliance requirements to 
generate concrete organization-specific compliance requirements a business entity is required 
to comply with.  

A comparative analysis is then presented in Chapter 6 that we have conducted between Linear 
Temporal Logic (LTL), Computational Tree Logic (CTL) and Formal Contract Language 
(FCL) to select a formal language as the formal foundation of the compliance management 
framework for compliance requirements specification. Next, Chapter 6 is devoted to present 
the Compliance Request Language as a high-level pattern-based language for the abstract 
specification of compliance requirements for design-time compliance verification and runtime 
monitoring. The root-cause analysis approach to reason about design-time compliance 
violations is then covered in Chapter 7. The runtime compliance monitoring approach and its 
integration to the design-time compliance management on the basis of CRL is discussed in 
Chapter 8. In Chapter 9, the validation of the proposed approach is conducted in terms of the 
development of an integrated experimental tool-suite [29], case study conducts and black-box 
functional testing. The evaluation of the approach is also presented by applying the guidelines 
in [30] for conducting design-science research in information systems. Finally, conclusions 
and future work directions are highlighted in Chapter 10. 
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Figure  1-3  Structure of the dissertation 
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 Background and Related Work Chapter 2:

Business process compliance management is characterized by being multi-disciplinary, which 
has its roots in computer science, business management, Service Oriented Computing, 
modeling and formal methods. A major challenge in this area of research is to bridge the gap 
and combine knowledge from these two distant worlds; the business world and the formal 
world. In particular, in order to realize the business need for an automated comprehensive 
compliance management solution (as discussed in Chapter 1), mathematical theories and 
formal methods should be exploited and prudently applied in the business process context. 
This mandates that business process and compliance specifications to be abstracted to some 
formal representation (e.g. Linear Temporal Logic to represent compliance requirements and 
Finite State Automata- FSA to abstract away business process specifications) to be able to 
utilize and apply associated automated verification and analysis tools for compliance 
verification and analysis. 

In the next discussion, we summarize the state-of-the-art in the areas of design-time business 
process compliance verification and runtime compliance monitoring and related fields. 
Although, these two research areas are tightly-related and complementary to each other to 
achieve continuous guaranteed compliance, yet, they have been studied distinctly in the 
literature. In the following, we highlight key work efforts in both directions and draw two 
comparisons between key work efforts in design-time business process compliance verification 
and runtime compliance monitoring.  

First, state-of-the-art in the area of design-time business process compliance management is 
covered in Section  2.1 and a comparison is drawn between key related-work approaches 
focusing on automated design-time compliance verification (summarized in Section  2.1.2.ii). 
Then, section  2.2 presents key work efforts in runtime compliance monitoring, which is also 
followed by a comparison between these approaches. These investigation and analysis steps 
allowed us to establish the background of our work and concretely determine the scope and 
objectives of this research. Furthermore, it enabled us to ground our work on some related 
research proposals, as will be shown in the next chapters.  

2.1 Design-time Compliance Management 

Research in design-time business process compliance management is conducted in several 
directions. Some research efforts are geared to analyze, refine and manage high-level 
compliance sources, e.g. [52], [53] and [54]. Compliance requirements as they originate from 
compliance sources, e.g. legislations (Sarbanes-Oxley [5]), standards (ISO/IEC 27000 [14]) are 
characterized by being abstract, vague and ambiguous. Thus, they require interpretations from 
experts to generate a set of concrete organization-specific compliance requirements an 
organization is required to comply to. Key research proposals in this direction are discussed in 
Section  2.1.1 

. 
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On a parallel context, a majority of research efforts in the area of business process compliance 
management have focus on developing approaches and solutions to enable automated design-
time business process compliance verification. Section  2.1.2 is devoted to discuss these 
proposals, which ends by a comparison between these business process compliance 
verification approaches. 

Typically, the outcomes from design-time automated compliance verification merely point to 
the set of compliance requirements that have been violated. A third related research direction 
has considered the analysis of detected design-time compliance violations to assist the user to 
convert non-compliant business process models into compliant ones, by resolving these 
violations. Although, this is an important related issue, yet, it has not been paid much interest 
from the research community. State of the art in design-time compliance violations reasoning 
and analysis are covered in Section  2.1.3. 

As discussed in Chapter 1, the main contribution of this thesis is the development of a 
comprehensive compliance management framework (Chapter 4) that combines and integrates 
design-time compliance verification and runtime compliance monitoring for a preventive 
lifetime compliance support. Design-time compliance management constitutes the integration 
between these three research challenges; i.e. Compliance requirements refinement and 
management (Chapter 5), automated design-time compliance verification (Chapter 6 and 
Chapter 9) and root-cause analysis of design-time compliance violations (Chapter 7). 

2.1.1 Compliance Requirements Refinement and Management 

With the increase in attention paid to the role of compliance within business processes, several 
works have been produced in the area of compliance management, attempting to address the 
current needs of organizations. Notably, the COSO  framework [42] is an early work 
introduced as a key guidance to establish internal control systems in organizations. The COSO 
framework does not propose concrete model to describe compliance concepts, however, it 
elucidates the way the organization progresses from objectives, abstract requirements, to 
controls instituted into the processes. Other initiatives, such as COBIT [16]  and OCEG’s GRC 
[43] provide a governance model with control objectives for particular domains to help 
organizations to refine concrete controls. However, similarly these models do not provide 
explicit guidance addressing how compliance concepts and their interrelationships are defined 
and integrated.  

Risk management is key component in managing compliance [12] and there are few works on 
conceptualizing risks and processes; e.g. [52], [42], [55], [56] and [57]. In [52, 55, 58] , a 
compliance conceptual model is introduced to manage and connect compliance and business 
process concepts. The authors identified a set of first class entities and relations in business 
process compliance. The core entities are: (i) Accounts, which represent the significant 
accounts in an enterprise such as the Inventory, (ii) Business processes, which are the set of 
business processes that affect the significant accounts, (iii) Controls, which are the set of 
control objectives that should be defined for each business process, and (iv) Risks that are 
assessed to identify their implication on each control objective. The set of relationships among 
these entities are also identified and structurally represented.  

Furthermore, a set of properties that internal control system within enterprises should satisfy 
are concluded in [52]. These properties can be used to measure the effectiveness of internal 
control systems. Subsequently, an enterprise can ensure that its internal control system 
responsible for implementing and managing the compliance is itself compliant by checking 
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whether its current state satisfies these properties. Similarly, a compliance conceptual model is 
proposed in [59] based on OCEG’s GRC framework [43]. In [60] ontology concepts (TBox) is 
maintained connecting legal resources with formalized compliance rules. 

The REALM model is proposed in [61], which constitutes (among others) a concept model and 
metadata. The conceptual model captures the concepts and relationships related to a certain 
domain (domain ontology), which are used to build up compliance rules. The metadata 
component captures information regarding structure of the regulations in effect, such as their 
names, the modeled paragraph or section. Lifecycle information is also maintained, such as 
enactment date of regulations, the validity duration and the expiry date. 

In [54, 62], a refinement methodology is proposed that is tailored towards the healthcare 
domain. The ‘Semantic Parameterization’ process is exploited to derive rights and obligations 
from privacy goals. ‘Rights’ and ‘obligations’ are the two basic concepts extracted following 
this methodology. Similarly, a framework for tracking healthcare compliance requirements is 
introduced in [53], which is based on User Requirement Notation (URN) goal-oriented 
language. 

A systematic review is conducted in [63] to assess the body of literature on compliance 
management that consider goal-oriented modeling methods for compliance measurement. The 
review also aims to identify the adopted methods that are based on Key Performance Indicators 
(KPIs) for quantitatively measuring the compliance of business processes against relevant laws 
and regulations. The study concluded that few proposals in the literature, mostly papers written 
in the last five years, effectively represent compliance results using dashboards and similar 
visual tools. This study [63] advocates the importance of quantitatively measuring the degree 
of compliance within organizations. Similarly, a literature survey is conducted in [64] that 
consider studies utilizing requirement engineering techniques; i.e. goal-oriented techniques, to 
model and reason about compliance requirements in system design and business process 
management. The findings revealed that the literature mainly focused on areas of extracting 
compliance requirements, modeling them following a goal-oriented approach and linking them 
to relevant business process. Some gaps and future research directions are also identified based 
on this analysis, e.g. prioritization of compliance requirements, templates for generating 
compliant processes…etc. 

Sharing the same interest of exploiting Goal-oriented Requirements Engineering Models 
(GORE) for compliance management, the approach in [65] proposes a goal-oriented approach 
as a formal framework to assess and measure laws and regulations against business processes. 
The study has considered ISO/IEC 15504  [66] to provide such a framework and the overall 
approach is validated through a real business case related to Basel II [39] on operational risk 
management in the financial sector.  

A major problem in these studies is that they fail to address several concepts, such as 
compliance requirements, sources and concerns, which are particular to business process 
compliance, compliance refinement and maintenance are addressed separately, and some are 
tailored to address specific domains (e.g. healthcare). As discussed in Chapter 1, establishing a 
generic compliance refinement methodology and supporting conceptual model for compliance 
refinement and management represents one of the goals of this research (details are presented 
in Chapter 5). 
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2.1.2 Business Process Compliance Verification 

The advent of the Web services paradigm was accompanied by a mine of research challenges 
[67] that need to be addressed  to be able to take full advantage of the benefits promised by this 
paradigm. One of these challenges has focused on Web services composition, and some 
research in this direction have addressed the behavioral verification and analysis of web 
services compositions, to ensure their adherence to desired properties and constraints. 
Although the motives behind these research efforts were not triggered by emerging laws and 
regulations, such as Sarbanes-Oxley [5] and Basel III [9], however they built up the 
foundations for the successor regulatory compliance solutions. Dominant web services 
verification approaches are summarized in Section  2.1.2.i.  

These web services verification and analysis proposals are followed by compliance-specific 
approaches. This is triggered by the recent high-profile business scandals and failures, e.g. 
Enron [3], WorldCom [4]. After which, compliance has been paid much interest from both 
academia and industry. However, the majority of the industrial solutions (as will be discussed 
in Section  2.2) have neglected design-time compliance verification and considered compliance 
after the actual business process execution (i.e. Runtime and offline compliance monitoring). 
Oppositely, some research efforts have recognized the importance of ensuring compliance as 
early as the design-time phase of the business process lifecycle for  preventive compliance 
assurance; thus achieving compliance by design [18]. Major work efforts in design-time 
compliance verification are summarized in Section  2.1.2.ii, which is followed by a comparison 
between these approaches.  

2.1.2.i Web Services Verification Approaches 

In this aspect, some related research works have only considered the analysis of the control 
flow (order) of exchanged messages, while abstracting away the contents of these messages. 
We call these approaches as data-agnostic approaches. Other related approaches rather 
considered the analysis and verification of message contents in addition to their order. We call 
these approaches as Data-aware approaches.   

Data-Agnostic Approaches 

This class of approaches focus on the analysis and verification of Web services behavior, in 
terms of the order of exchanged messages between interacting Web services. The contents of 
the exchanged messages are abstracted away, which limits the types of analysis that can be 
performed on data. In the following, we will summarize key work efforts in this class. 

One of the early inspiring static Web services verification proposals is introduced in [68], such 
that the de-facto Business Process Execution Language (BPEL) [69] is considered as the web 
services orchestration language. This approach assumes peer-to-peer distributed interactions 
between web services participating in a web service composition, communicating 
asynchronously. This means that participating web services can communicate directly with 
each other with the absence of a mediator service. BPEL is used to model the behavior of each 
participating web service (named as a peer).  

To enable the automated verification of these BPEL compositions against user-defined 
properties and constraints, BPEL is abstracted to a conversation protocol, which is a finite 
state automaton representing the global sequence of messages exchanged between participating 
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peers. From a set of BPEL web services participating in a distributed composition, they are 
first mapped into their corresponding guarded automates, then to Promela (Program Meta 
Language) code. A guarded automaton (GA) implements the conversation protocol, which is a 
FSA augmented with unbounded queues for incoming messages. Promela is the input 
language accepted by SPIN model checker [70].  

On the other hand, desired properties and constraints are specified in Linear Temporal Logic 
(LTL) [21]. SPIN model-checker [46] is then utilized for the automated verification of the 
conformance between the generated Promela program and LTL rules. The authors have proven 
in a previous work [71] that this model-checking problem is undecidable due to the presence 
of unbounded queues that are necessary for synchronous communications. To solve this 
problem, a set of conditions are developed to check the equivalence of conversations under 
synchronous and asynchronous communication semantics. This synchronizability analysis 
allows complete and more efficient Web service compositions verifications. The presence of 
GA as an intermediate step enabled this synchronizability analysis.  

Similar verification approaches are proposed in [72] and [73]. For example, the study in [72] 
proposes to model BPEL specifications in UML activity diagram. UML activity diagram is 
then automatically mapped into Promela code (the input language accepted by SPIN model-
checker [46]). Desired properties and constraints are formally represented in Linear Temporal 
Logic (LTL), and then SPIN model-checker is utilized to ensure the conformance between the 
two specifications. The study in [74] proposes a transformation framework to translate BPEL 
processes into Promela code. 

The authors in [75] propose a model-based verification approach that considers BPEL 
compositions. The objective is to ensure that properties created from design specifications are 
compliant with the corresponding implementation models (BPEL models). On one hand, 
specifications of the design are first modeled in UML using Message Sequence Charts 
(MSCs), and then mapped into Finite State Process Notation (FSP), such that FSP belongs to 
process Algebra (PA) family [76]. On the other hand, BPEL models are also mapped into FSP. 
Then equivalence trace verification is performed between the two specifications. The approach 
is extended in [77] to consider Web Service Choreography Description Language (WSCDL) 
[78]. An instantiation of this approach is developed via a suite of cooperating tools for 
specification, formal modeling and trace animation of the BPEL model [79].  

A similar process algebraic approach is proposed in [80], such that BPEL models are formally 
represented in BPE-calculus, which is a PA language tailored to capture BPEL semantics. 
Desired properties and constraints are formally represented in µ-calculus, which is temporal 
logic language grounded on Computational Tree Logic (CTL). Next, Process Algebra 
Compiler (PAC) is used to verify the adherence between the BPE-Calculus representation and 
the µ-calculus formulas.  µ-calculus is an expressive temporal logic language, however it is 
notoriously known of its difficulty in terms of usability and understandability [44]. 

Analogously, the studies in [81], [82], [83], [84], [85] and [86] propose different frameworks 
to translate BPEL processes into some PA language, and then various temporal logic languages 
are utilized to formally represent desired properties and constraints (e.g. CTL is utilized in 
[81]).  

Authors of [87] propose a pattern-based specification and verification approach for Web 
services compositions. This work is based on the property specification pattern system 
introduced in [88]. Property specification patterns are high-level abstractions of frequently 
used temporal logic formulas. The property patterns help users who are not experts in logical 
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languages to write, use and understand formal specifications. The authors introduce the 
PROPOLS (Pattern Ontology Language for Service Composition) language as an XML 
pattern-based language. PROPOLS is encoded in OWL language; this is mainly because 
ontology can be used to define standard terminology for pattern system, and making the 
PROPOLS properties sharable and reusable. The logical composition of patterns via Boolean 
operators is also proposed to capture complex requirements and constraints. On the other hand, 
business process specifications are modeled in BPEL and similarly a model-checking approach 
is utilized to ensure the adherence between the two specifications. 

In [25], a service execution control framework is proposed to ensure that dynamically bounded 
concrete Web services to a Web service composition satisfy the policies of the corresponding 
Web service providers. The framework has the objective of supporting the flexible and 
dynamic discovery and adaptations of web service compositions while satisfying service 
providers’ policies. This approach carries a similar objective as the approach in [89]; however 
the former targets the satisfaction of the service providers’ policies, as opposed to the latter 
approach [89], which targets the satisfaction of the changing users’ goals (service requesters’ 
goals).  

The verification approach in [25] entails a model-checking verification technique in its core, 
such that BPEL models are mapped into Promela notations (the formal language accepted by 
SPIN). This mapping is performed automatically by applying the mapping framework 
proposed in [74]. Service providers’ polices are formally specified in LTL and SPIN model-
checker [46] is utilized for static verification. Similarly, authors in [90] use probabilistic 
temporal logic as the formal basis of Quality-of-Service (QoS) constraints to ensure the 
adherence of BPEL compositions against these constraints by means of model-checkers. 

The study in [91] advocates the integration of formal verification and conformance testing for 
the verification of reactive systems. Formal verification and conformance testing compare two 
different levels of abstraction of a system. More specifically, formal verification compares a 
formal specification of the system with respect to a set of higher-level properties/constraints 
that the system should satisfy. Whilst, Conformance testing compares the observable behavior 
of an actual black-box implementation of the system with the observable behavior that is 
described by a formal specification. The authors propose to complement formal verification 
with conformance testing, mainly because in real-world scenarios verification might be 
undecidable or too complex to be carried out exhaustively (due to the state explosion problem); 
therefore, optimized and symbolic techniques should be applied. Hence, conformance 
verification can be used after formal verification to fill-in this gap.  Conformance testing is 
performed on real implementation of the system by means of interactions between the 
implementation and test cases derived from the specification, and it can only detect non-
compliance between the two “views” of the system.  

Data-Aware Approaches 

Other web services verification approaches have considered the analysis and verification of 
data contents as well as the control-flow aspect of web services compositions.  

An extension to [68] (summarized above) is proposed in [35] to support the verification and 
analysis of the contents of exchanged messages. This data-aware approach allows rich data 
manipulation via XPath expressions [92]. In this extension, guards can be specified on guarded 
automata transitions (the formal model of BPEL compositions), which are represented as 
XPath expressions. Desired properties and constraints are also specified in Linear Temporal 
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Logic (LTL) and SPIN model-checker is used to check the satisfaction of these properties. As 
will be explained in Chapter 4, we utilize this mapping framework (from BPEL into Promela 
code) in the design-time compliance management framework we propose in this thesis. 

Similarly, the approaches in [93], [94], [95], [96] and [97] share the same interest for a data-
aware web services verification approach. For example, the authors in [96, 97] propose an 
extension to Computational Tree Logic (CTL) [21] to capture data-dependent constraints; i.e. 
CTL-FO+. CTL-FO+ extends CTL with first-order quantification on message contents. The 
authors also propose the mapping scheme from CTL-FO+ into plain CTL formula to be able to 
utilize existing model-checking tools for verification. On the other hand, BPEL is 
automatically abstracted into a workflow messaging model, which is a Kripke structure [98] 
and then NuSMV model-checker [99] is utilized to ensure its conformance against the 
generated CTL formulas. Artifact Behavioral Specification Language (ABSL) is proposed in 
[94], which extends CTL with first-order quantification to capacitate the specification and 
verification of web services compositions data-dependent constraints. 

2.1.2.ii Compliance Verification Approaches 

We classify research proposals in the area of design-time business process compliance 
verification into two broad categories: Temporal Logic Approaches and deontic Logic, 
corresponding to the formal model of compliance requirements. In the next discussion, we first 
summarize key work efforts in each category, and then we draw a comparison between these 
approaches that reveal their strengths and drawbacks. This comparison is based on the 
following comparison criteria: 

- Structural business process perspectives support: business processes have four 
structural facets; i.e. control-flow, data, employed resources and real-time aspects 
[100], [27]. Compliance requirements usually spans over these four perspectives, such 
that: 

- Control-flow support: states whether the approach supports the specification 
of ordering compliance constraints. E.g. “Activity A should always be 
preceded by activity B”. 

- Data-aware vs. data-agonistic approaches: As discussed above in 
Section  2.1.2.i, data aware approaches consider the analysis and verification 
of requirements related to data validation and analysis. This enables various 
kinds of analysis on data contents. Whilst, data-agnostic approaches abstract 
away data contents and the focus is on the control-flow aspect.  

- Real-time support: indicates whether the approach supports the specification 
and verification of time-dependent constraints. E.g. compliance requirement 
such as “Activity A should be followed by activity B within k time units”.  

- Resource allocation support: whether the approach supports the specification 
of resource allocation and task authorization compliance constraints. E.g. 
“Activity A should always be performed by Role R” 

• Business process specification language: what is the business process specification 
language considered? For example, BPEL [101], BPMN[102]…etc. 

• Underlying formal model abstracting business process models: different approaches 
consider various types of logical models to formally capture the behavior of business 
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process models. For example, some approaches consider process algebraic languages 
(e.g. [103]), while others utilize Finite state machines (FSAs) representations (e.g. 
[104]), …etc. 

• Verification technique: what is the verification technique utilized? For example, 
model-checking evaluation, graph homomorophism…etc. 

• Bottom-up approaches vs. top-down approaches: Bottom-up approaches starts with 
the low-level business process models (e.g. BPEL models) and translate them to some 
formal representation to enable their automated verification against relevant 
compliance requirements (e.g. [104], [105]). Whilst, top-down approaches starts with 
a high-level formal language to represent business specifications, then a 
corresponding Business Process model (e.g. BPEL model) may be generated if the 
abstract specification has been proven to be compliant (e.g. [103], [100]). 

• Non-monotonicity support: some compliance requirements are less-stringent, such 
that a violation to a respective compliance rule is not necessarily an error. Non-
monotonic rules are open to violation to a certain extend and under specific 
conditions to handle exceptional situations. Depending on the rigidity of the rule, the 
expert can decide on the type of the rule, and the exceptions under which a specific 
rule can be overridden. Does the approach support the specification and verification 
of non-monotonic compliance requirements? 

• Intelligible feedback: Indicating whether there is a violation to a specific rule is not 
sufficient. It is important to provide the user with guidance/caveats as remedies of 
why a violation occurs and what strategies can be taken to resolve compliance 
deviations. Does the approach provide such an intelligible feedback? 

Temporal Logic-based Approaches 

Temporal logic has been successfully utilized in the literature to formalize and reason about 
the correctness of software and hardware designs and their adherence to desired properties and 
constraints in diverse application domains. Like the case with the web services verification 
approaches (summarized in Section  2.1.2.i), the core idea underpinning these verification 
approaches encompasses:  

- Using a temporal logic language (e.g., LTL, CTL) to formalize compliance 
requirements; 

- Abstracting existing low-level business process models (e.g., modeled as BPEL) 
to a corresponding formal representation (e.g., finite state automata, process 
algebraic representation); 

- Then, using associated model-checking and analysis tools for compliance 
verification.  

The study in [103] proposes a design-time compliance verification approach grounded on 
Process Algebra (PA) and temporal logic. First business process specifications are abstractly 
represented using BP-Calculus. BP-Calculus is an abstract specification language based on π-
Calculus that is dedicated to workflow languages. Compliance requirements are formally 
specified in π-logic, which is a branching-time temporal logic language. Then BP-Calculus 
specification is automatically translated into History Dependent (HD) automata (the input 
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specification language accepted by HD-Automata Laboratory -HAL- toolkit [106]). Next, a 
model-checking approach is utilized to check the compliance of the π-logic formulas against 
the generated HD automata (capturing the BPEL model). If compliance is ensured between the 
two specifications, a compliant BPEL v2.0 [22] program can be automatically generated that 
carries the same behavior as the statically compliant BP-Calculus specification. Using π-
Calculus as an intermediate representation allows the conduction of some analytical checks, 
e.g. Bisimulation equivalence, reachability analysis…etc.  

This approach is a top-down approach [103], as abstract BP specifications are first built, then 
an equivalent BPEL program is automatically generated. We consider this approach to be data-
aware as it doesn’t abstract away the contents of data. Since π-logic does not support real-time 
aspect, time-dependent constraints are not supported. However, sequential constraints are fully 
supported. Resource-allocation constraints, e.g. authorization constraints and resource 
allocations are not supported. 

Real-time temporal object logic is proposed in [61] for the formal specification of compliance 
requirements. The proposed REALM (Regulations Expressed as Logical Models) models 
consist of three parts:  

- Concept Model: representing the concepts and relationships related to a certain 
domain (domain ontology) modeled as a UML diagram using a UML profile. A UML 
profile is a group of extensions (stereotypes) of UML base constructs to fit a specific 
domain. Predefined abstract types are provided such as: ‘Person’, ‘Organization’, 
‘Process’, ‘Action’, ‘Artifact’…etc.  

- Compliance Rule Set: Compliance rules are then formalized using Timed 
Propositional Temporal Logic (TPTL) using concepts and relations from the concept 
model.  

- Metadata:  Metadata are captured and maintained regarding the structure of the 
regulations such as the name of the regulation and the modeled paragraph or section. 
Lifecycle information can also be stored such as enactment date of the modeled 
regulation, the validity duration and the expiry date.  

The set of formalized rules (in the compliance rule set) are then mapped into a set of 
implementation artifacts which are deployed into the identified target systems. While this 
study supports real-time compliance constraints, it doesn’t provide a clear verification 
approach on how the set of formalized regulatory rules can be checked against business 
process specifications. 

Reo tool-kit is introduced in to [107] for design-time business process compliance verification 
[102]. Reo is a channel-based coordination language that admits formal analysis using model-
checking and bi-simulation techniques. Within this approach[107], business process models 
represented in BPMN [102] or UML activity diagrams [108] can be automatically mapped into 
constraint automata. Constraint Automata (CA) are essentially a variant of labeled transition 
systems where transitions are augmented with data constraints. Compliance requirements are 
represented in LTL, ASL (Alternating time-stream logic, is a temporal logic that is based on 
CTL). Then the compliance is checked between the two specifications using the model-
checking techniques incorporated in the Reo toolkit. We utilize Reo in [109] for automated 
compliance verification of business process fragments (i.e. a sub-set of business process) 
against compliance requirements formally based on LTL. 
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Authors in [110] follow a top-down approach, such that LTL is exploited as the formal 
foundation of compliance requirements. From a set of LTL rules (capturing applicable 
compliance requirements) and by applying process mining techniques [8], process templates 
are synthesized semi-automatically. Process templates refer to process models that are 
synthesized from compliance rules, which cannot be directly used for implementing a business 
process. Instead, they should be seen as a blueprint that is used as a basis for negotiation 
between business and compliance experts. Similarly, a business process synthesis approach is 
proposed in [111] based on temporal business rules. 

Graphical/Pattern-based Verification Approaches 

Temporal logic is well-known of its complexity in terms of its usability, comprehensibility and 
understandability. Since in the business world, users are usually inexperienced in formal and 
mathematical theories as they usually don’t possess strong mathematical backgrounds, the 
usability concerns of these powerful formal languages represent the main obstacle of the 
utilization of their associated sophisticated verification and analysis tools (e.g. model-
checking, bi-simulation…etc.). To address the usability concern of temporal logic, other 
temporal logic proposals offer pattern-based and/or graphical languages as an intermediate step 
into compliance requirements formal representations. Prominent key work efforts are: [104], 
[105], [112] and [113].  

The study in [104] proposes a static-compliance checking framework and a supporting 
commercial tool (i.e. IBM Open Process Analyzer - OPAL). The framework includes various 
model transformations both from the business and compliance sides. First business 
specifications are modeled using the de-facto Business Process Execution Language (BPEL). 
Next, the BPEL specification is automatically mapped into a process algebraic formalisms; I.e. 
π-Calculus representation.  The π-Calculus representation is then automatically mapped into a 
corresponding Finite State Machine (FSM); hence, various model-checking tools (e.g. 
NuSMV2 model-checker [99]) can be utilized to statically verify the compliance between the 
two specifications. Having π-Calculus as an intermediate step between the business process 
model and the Finite State Machine (FSM) representation has the advantage of decoupling the 
front-end (business process specification) from the back-end (model-checkers), which enables 
the integration of other business process specification languages and model-checkers. It also 
has the advantage of enabling the conduction of some structural verification, e.g. deadlock 
detection and bi-simulation. 

On the other hand, to facilitate the work of the user, compliance requirements are first modeled 
using Business Property Specification Language (BPSL) [114], which is a graphical property 
specification language. Visual BPSL expressions are then automatically mapped into LTL 
rules. Having a BPEL specification represented as a FSM, and the set of applicable compliance 
rules formalized as LTL rules, NuSMV2 model-checker can then be used to verify the 
satisfaction of these LTL rules. This approach is a data aware-approach such that data 
requirements can be represented and verified against BPEL models. This framework adopts a 
bottom up approach, as the verification process starts from low-level BPEL specifications.   

Authors in [105, 115] propose the BPMN-Q language, which extends BPMN to graphically 
represent compliance requirements analogously to the way business processes are modeled in 
BPMN. BPMN-Q is then mapped into Past LTL (PLTL) (in [105]) or CRL (in [115]) and then 
a model-checking technique is utilized for static compliance verification. Similarly, Extended 
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Process Pattern Specification Language (EPPSL) is proposed in [116] to capture quality 
constraints, which is an extension of UML activity diagrams.  

DECLARE is another graphical constraint language that has a direct translation into LTL and 
is built upon the concept of workflow patterns [117]. The study in [118] utilizes Dwyer’s 
patterns [88] for the verification of service compositions and introduces the logical 
compositions of these patterns via Boolean operators. The CHARMY framework is proposed 
in [119] for modeling and verifying designs in UML. CHARMY uses Property Sequence 
Chart (PSC) as a visual scenario-based language for representing required properties and 
constraints, which is mapped into LTL formulas. Next SPIN model-checker  [46] is used to 
ensure design-time compliance satisfaction. 

Studies in [120-122]  propose to extend Dwyer’s property specification patterns [88] with real-
time related patterns. For example, in [120] five real-time patterns are proposed based on an 
analysis performed on real-time requirements emerging from real-time embedded systems. On 
the other hand, the study in [123] proposes a set of timed automata patterns that is formally 
grounded on time-enriched process algebras. 

Resource Allocation Approaches 

The modelling and verification of task allocation and authorization constraints have also 
gained significant interest, particularly in the information systems security field. Some studies 
in this area focus on the modelling and visualization of authorization constraints inside 
business process models, without offering any verification facility. Works in [124] and [125] 
fall in this category. The study in [124] proposes to extend BPMN notations to enable the 
modelling and visualization of task-based authorization constraints. More specifically, they 
have proposed to structurally annotate authorization constraints into BPMN models. We are 
aligned with the argument in [18] that the business and compliance specifications should be 
handled separately. This is mainly because business and compliance specifications have 
different objectives (business perspective vs. ownership and governance perspectives), nature 
(procedural vs. declarative), and lifecycles.  

There are also studies on task allocations that consider the verification of authorization 
constraints against relevant business process models.  For example, an extension to [124] is 
presented  [126] to enable the automated verification of these constraints following a model-
checking approach. Extended BPMN notations are first mapped into Coloured Petri net (CPN) 
enriched with authorization constraints, which are formally represented using CPN ML 
language. Then SPIN model-checker [46] is applied for design-time compliance checking of 
these task allocations and authorization constraints, which are formally represented in LTL. 

Deontic Logic Verification Approaches 

Deontic logic is also common in specifying compliance constraints especially in the context of 
business partner contracts, e.g. SLAs. The works in [22, 127-130] provided the foundations for 
the FCL (Formal Contract Language) language. These studies consider compliance 
requirements that stem from business partner contracts. However, as proposed in [18], FCL 
can be used to express other types of compliance requirements emerging from legislation and 
regulatory bodies, and standards and code of practice. FCL is a combination of non-monotonic 
formalism (defeasible logic) and deontic logic of violations, which enables the specification of 
non-monotonic compliance constraints. Deontic logic of violations provides the ability to 
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reason about violations, and the obligations arising in response to violation. Reparation to a 
specific violation can take the form of a reparational chain.  

Compliance requirements are first modeled in FCL. According to deontic logic of violations, a 
normative document consists of a set of normative clauses, these clauses can’t be considered in 
isolation. However the entire document should be conceived as a whole. Thus, FCL 
representation should be transformed into its normal form (NFCL). A normal form is a 
representation of a contract based on an FCL specification containing all contract conditions 
that can be generated /derived from the given FCL specification. The main purpose of the 
normal form is to clean-up the FCL representation to identify loopholes, deadlocks, 
inconsistencies, conflicts and most importantly to make hidden rules explicit. On the other 
hand, business specifications are modeled using BPMN (Business Process Modeling Notation) 
notation. Business models are reduced into the possible set of execution paths the system can 
go through. Next, Compliance can be checked between the two specifications following the 
Idealness notion [131]. 

The study in [18] also utilizes FCL to formally represent compliance requirements. Business 
requirements are modeled by means of directed-graphs. To be able to enrich business process 
models with relevant compliance requirements, the notion of control tags has been introduced. 
Control tags allow the visual annotation of compliance requirements into business process 
models. Next, the Idealness notion [131] is used to check the compliance between the two 
specifications.  

Extensions to FCL are proposed in several directions. In [132], an extension is proposed to 
FCL to incorporate real-time compliance dimension, i.e. Temporalized Violation Logic. LKIF-
Rule language [133] is extended with defeasible logic (FCL) in [60] for the formal 
specification of compliance requirements. The authors in [134] propose to extend FCL with the 
notion of goals (i.e. goal compliance), such that business process models could satisfy at the 
same time the goals of the organisation, and the compliance requirements governing the 
business. In particular, the proposed logic extends and combines FCL for modelling contracts 
and regulatory compliance, and the defeasible BIO (Belief-Intention-Obligation) logic for 
modelling agents [135]. This approach [134] lies under the top-down approaches umbrella, 
such that business process models are first abstractly represented and then checked for 
compliance and goals satisfaction. When compliance and goal satisfaction are ensured, a 
corresponding compliant business process model is automatically generated. 

Similarity, the study in [136, 137] introduces the Contract Language (CL), which is a deontic 
logic language geared to capture compliance requirements emerging from business contracts. 
The authors also propose an evaluation algorithm to check the adherence between CL rules and 
component models. 

In [100], the PENELOPE (Process Entailment from the Elicitation of Obligations and 
PErmissions) language is proposed for the formal specification of compliance requirements. 
PENELOPE is a language to express temporal deontic assignments. PENELOPE allows the 
explicit definition of deadlines on the performance of activities. Reparation to violations can 
also be specified. This approach focuses on the timing and sequence constraints emerging from 
external regulations or internal business policies. This is a top-down approach, such that 
compliance requirements are first represented using PENELOPE language, and then an 
automatic generation of a corresponding state space can be produced. The generated state 
space is then analyzed for anomalies and compliance violations. From the compliant state 
space, corresponding business process models (as BPMN models) can be automatically 
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generated. In particular, the state space is first mapped into an XML document, and then a 
graphical BPMN is automatically generated. 

 

Comparison between Key Design-time Compliance Verification Approaches 

A comparison between key design-time compliance verification approaches discussed above is 
drawn in Table  2-1. The appraisal of these approaches is based on the comparison criteria 
presented in Section  2.1.2.ii. The ‘Comp. Req. Abstract Spec.’ column reports the high-level 
language used to represent compliance requirements (if any). The ‘Compliance requirements 
formal lang.’ column lists the logical language used as a formal foundation of compliance 
requirements. The ‘BP specification’ column represents the business process specification 
language considered by the approach (if any). The ‘BP abstraction model’ states the formal 
model utilized to semantically abstract business process models. The ‘Structural BP support’ 
column indicates which structural facets of business processes the approach supports, i.e. 
control-flow, data, employed resources, time. The ‘Verification approach’ column specifies 
the exploited technique for compliance evaluation, e.g. model-checking. The ‘Bottom-up/top-
down’ column indicates whether the approach falls under the bottom-up or top-down 
categories. Finally, the ‘Non-mon’ and ‘feedback’ columns specify if the approach supports the 
specification and verification of non-monotonic requirements, and whether it incorporates a 
mechanism to reason about detected design-time compliance violations, respectively.  

As discussed in Chapter 1, one of the primary goals of this research is the establishment of a 
comprehensive compliance management framework for a preventive lifetime compliance 
support. The framework should encompass automated design-time compliance verification 
approach in its core (details are discussed in Chapter 6 and 9). Based on this comparative 
study, the design-time compliance verification approach should: 

- Be grounded on mature and exhaustively-experimented rigor formal foundations. 

- Address the usability concern of formal/logical languages; 

- Consider implementable business process specifications; e.g. BPEL. This is mainly 
because compliance violations may arise when translating abstract business process 
models (e.g. BPMN) into executable models (e.g. BPEL), even if the abstract 
business process model has been checked for compliance. 

- Supports the specification and verification of compliance requirements related to the 
four structural aspects of business process; i.e. control-flow, data, employed resources 
and time perspectives.  

- Support the specification and verification of non-monotonic compliance requirements; 

- Provide the user with intelligible feedback in case of compliance violations; 

- Be integrated and complemented to the subsequent runtime compliance monitoring 
phase.  

State of the art in runtime compliance monitoring is summarized next in Section  2.2, 
and the runtime compliance monitoring approach incorporated into our 
comprehensive compliance management framework (presented in Chapter 4), is 
discussed in Chapter 8. 
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2.1.3 Compliance Violations Reasoning and Analysis 

Assisting the user to resolve detected design-time compliance violations has been 
studied in [60], [105], [138], [139], [140] and [104]. The notion of proximity relation is 
introduced in [141] that quantifies the degree of deviation of a modified business 
process model from the original one. The goal is to resolve non-compliance by 
identifying the least modified process models. The authors also introduce heuristics for 
detecting and resolving compliance violations. This approach [141] can help the user to 
identify the minimal set of modifications to be performed on a non-compliant business 
process model to transform it to a compliant one. Furthermore, a visualization of 
compliance violations has been introduced [105] by utilizing Temporal Logic Querying 
(TLQ). In this approach the user is given feedback by highlighting the fragment in the 
business process model (BPMN) that is considered as the source of violations. A 
similar approach is proposed in [104] that highlights the parts in the Business process 
model (BPEL) that need attention from the experts.   

The notion of compliance degree is introduced in [140]. Compliance degree gives a 
quantification of the effort required to transform a non-compliant business process 
model to a compliant one and consequently helps the designers to comparatively assess 
how far the business process model deviates from being compliant. The compliance 
degree also gives the business analyst and compliance expert a better view of the 
consequences of non-compliance. The computation of the compliance degree is mainly 
based on the idealness notion [131]. 

The ideal compliance degree is used to evaluate how well the process model supports a 
given rule with respect to the ideal situation(s). When ideal compliance degree 
evaluates to ‘1’, this means that all the ideal situation(s) of the compliance rule are 
represented in the process model. On the other hand, if the degree evaluates to ‘0’, this 
means that none of the ideal situations is represented in the process model, and this 
indicates that the process model is non-compliant with a specific compliance rule. 
When the degree evaluates between ‘0’ and ‘1’, this means that the process model 
represents part of the ideal situation. The overall compliance degree is the sum of the 
compliance degree of each compliance rule. A weighted approach can also be used in 
the computation of the compliance degrees according to the importance of different 
rules to the process model. Experts can provide a value for the weights reflecting the 
different levels of risks of non-compliance. Similarly, the study [139] introduces the 
notion of compliance distance as a quantification of the effort required to transform a 
non-compliant business process model to a compliant one, which takes the value 
between zero and one. 

The study in [138] follows an automated planning-based approach to (semi-) 
automatically resolve design-time compliance violations, which is based on a pre-
defined resolution context. It focuses on representing and checking the constraints 
regarding only the control-flow of process specifications. A catalogue of violations 
(violation patterns) has been identified for these sequential constraints and a resolution 
algorithm has been proposed for each identified violation pattern.  

Although, these approaches can provide some aid to the experts to resolve detected 
design-time compliance anomalies; however, none of them tend to reason about and 
analyse the root-cause of these violations and accordingly provide the user with 
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guidelines/caveats on what strategies could be followed to resolve compliance 
deviations. As discussed in Chapter 1, this represents on the goals of the research 
reported in this thesis (details are presented in Chapter 7). 

2.2 Runtime Compliance Monitoring 

Design-time compliance verification and runtime compliance monitoring are two 
important and complementary business process compliance checking phases, yet, they 
are studied separately in the literature. Their integration provides preventive lifetime 
guaranteed compliance assurance.  

Business process monitoring encompasses the tracking of particular event patterns in 
the executions of individual processes or in the interaction between different 
processes, as well as the provision of statistics on the performance of some processes 
or the whole system [26]. Runtime monitoring to ensure the correctness of system 
executions and their adherence to design specifications has been an active research 
topic during the last decades in different problem domains (e.g. computer programs, 
real-time systems…etc.). In regard to business process compliance monitoring, it has 
been paid much interest from both academia and industry. In the next discussion, we 
classify related work into two categories: research-based approaches (Section  2.2.1) 
and industrial-based approaches (Section  2.2.2). Research-based approaches are 
approaches that are proposed by the academic research community. While, Industrial-
based approaches are solutions that are developed and proposed as commercial 
products by the industrial community 

Analogous to design-time verification, runtime monitoring requires - from one side - 
business process models to be reduced to some abstract representation, which are built 
up by collecting runtime information, e.g. exchanged messages sequences, performed 
activities…etc. The observation and collection of runtime information can be 
performed by an external component, e.g.  External Observer, or by calling internal 
monitoring code instrumented into the execution engine, e.g. Internal Observer. The 
collected runtime information may then be stored in some execution logs. On the other 
hand, runtime monitoring also requires compliance requirements to be 
structurally/formally represented using a formal/structural language, e.g. LTL, CTL, 
Event-Condition-Action (ECA) rules. In addition, various querying languages can also 
be utilized, such as BP-Mon[26], XQuery [142].  

In general, monitored constraints (compliance requirements) can be classified into 
functional and non-functional properties [143]. Functional properties concern with 
verifying whether the system deliver what it is expected from it to deliver. Whilst, non-
functional requirements concern with “quality of service” constraints, e.g. availability, 
security, performance…etc. Compliance requirements can fall into these two 
categories. For example, a compliance requirement that falls in the functional category 
may be “The user is immediately notified whenever her personnel data is collected”. 
On the other hand, a compliance requirement that concerns a quality-of-service 
constraint may be “The average response time after submitting a loan request should 
not exceed 30 seconds”. Hence, it is important for a compliance monitoring approach 
to support the verification of both functional properties as well as non-functional 
requirements. 
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The actual compliance checking between abstract traces and formal rules/queries is 
performed by a runtime compliance checker, which is usually an external component 
that is incorporated into the execution environment. The checker can check the 
adherence to the requirements either after the execution is completed, or step-by-step 
synchronous with the execution. However, we consider the main objective of runtime 
monitoring is to detect any online violation as early as possible and to alter the 
execution once a violation is detected. Hence, we are not in favor of waiting until the 
execution is completed, which might be too late to resolve a compliance violation and 
to take necessary recovery action (s). When runtime compliance violations are 
detected, some actions may take place to mitigate/minimize the impact of these 
violations. For example, altering the current execution, notifying an expert, 
automatically/manually invoking a recovery action(s)…etc. 

In the next Sections, we briefly summarize key work efforts in the area of runtime 
compliance monitoring, then we draw a comparison between them in Section  2.2.3.  

2.2.1 Research- based Approaches 

In the last recent years, Business process runtime monitoring and business process 
compliance -in general- has been an active research area. In this Section, we highlight 
key research proposals that mainly target business process/Service-oriented 
architecture runtime monitoring then other similar domains, e.g. software/programs 
verification, real-time systems verification...etc. We further classify this category into 
two sub-classes; i.e. technology-dependent research approaches, which are approaches 
that are based on current technologies such as XML technologies, and  technology-
independent research approaches, which are approaches that do not assume the 
existence of a specific technology. 
2.2.1.i Technology-Independent Research Approaches 

Business Process Monitoring (BP-Mon) language is proposed in [26, 144]. BP-Mon is 
a query language for monitoring business process executions for some interesting 
execution patterns. BP-Mon also enables the conduction of statistical queries on the 
performance of the system.  BP-Mon is a graphical query language that allows users to 
visually represent monitoring requirements and associated reports the same way they 
visually design business process models. The monitored system in this case is Business 
Process Execution Language (BPEL) processes [101].  

For monitoring purposes, BPEL executions are abstracted to event traces (EX-traces). 
For each activity, two events are generated, corresponding to its activation and 
completion. Each event is annotated by a timestamp and other necessary contextual 
information. Events are reported in XML format. On the other hand, monitoring tasks 
and statistical queries are visually represented by the same BP-Mon language. A BP-
Mon query runs on the same BPEL application server as the monitored BPEL process. 
BP-Mon queries are then mapped to execution patterns (EX-patterns) that generalize 
EX-traces. EX-patterns are EX-traces without time stamps. The adherence between 
EX-traces and EX-patterns are verified by checking for a homomorphism [145] from 
the ex-pattern to the ex-trace. Deciding whether there exists such a homomorphism is 
NP-Complete. Therefore, an optimized evaluation algorithm is also proposed that takes 
advantage of the business process structure.   
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Functional and non-functional requirements can be represented using BP-Mon. The 
observation of events is done internally and the verification is performed after the 
executions are completed. BP-Mon also allows the specification of recovery actions to 
be taken whenever a violation to a specific BP-Mon query is detected.  

The approach in [55] provides a framework and a methodology for compliance 
requirements’ analysis, refinement and monitoring, which is based on [58] 
(summarized in Section  2.1.2.ii). A conceptual model is proposed to analyze, organize, 
maintain and provide a persistent storage of compliance requirements concepts, where 
compliance requirements can be represented at various levels of abstractions. This has 
the advantage of accommodating with different stakeholders views, facilitating the 
communication about the domain between different stakeholders, easing the formal 
representation of compliance requirements, and providing the flexibility required to 
decide on the adopted logical language(s).  

During business process execution and monitoring, a SematicMirror layer is updated 
with information about the current instance and if a control is violated, then the 
recovery action(s) that is defined in the control is automatically executed. The 
SemanticMirror also maintains a Knowelge Base of Activities (KBA) to keep track of 
the activities that are performed in a given business process instance.  

Functional requirements can be represented following this approach. However, the 
degree of support to non-functional requirements depends on the adopted logical 
language. Business process instances are reduced into activity traces, which are 
observed and maintained by an external component (KBAs). The verification is 
performed step-by-step synchronous with business process executions. Defined 
recovery actions are invoked whenever a violation to the formal rule (e.g. ECA as used 
in the implementation) is detected by the rule engine.  

LTL-FO+ is proposed in [146] as an extension to the traditional Linear Temporal Logic 
(LTL) that includes full first order quantification over data inside a trace of XML 
messages. The study considers message-based workflows, such as web services 
interactions. To enable runtime monitoring, LTL-FO+ is used to formally represent 
required properties and constraints, focusing on data-aware constraints.  Data-aware 
constraints concern with sequence of messages as well as their content. The LTL 
extension is proposed to give a full support to these constraints.  

On the other hand, workflow executions are abstracted to message traces, where 
external watchers observe and record message sequences. For each monitored property, 
a watcher is built up as a finite state automation, where the set of accepting states is 
replaced by a function returning an outcome for each state. The outcome is either the 
property is violated, fulfilled or inconclusive. The inconclusive outcome means that the 
property still needs to be checked in the future states to determine whether it is fulfilled 
or violated. The watcher executes the model-checking algorithm in [147].  Functional 
requirements can mainly be represented as LTL-FO+ formulae , providing full 
quantification over data. The approach does not provide any mean to define actions to 
be taken whenever a violation to the LTL-FO+ rules is detected.  

Similarly, a runtime verification framework is proposed in [148], which utilizes linear 
temporal logic and colored automata and then a model-checking approach is adopted 
for synchronous runtime compliance monitoring. Declare [117] visual constraint 
specification language is used as an intermediate language to overcome the complexity 
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of LTL. The approach also provides a mechanism to diagnose detected runtime 
compliance violations. On the other hand, workflow executions are abstracted into 
event traces, where external components observe and record message sequences.  
Functional requirements can mainly be represented as following this approach.  

The study in [149] uses Event Calculus as the formal basis of monitored properties and 
constraints. Event Calculus is an expressive language, however it is excessively 
difficult to be used and understood. Behavioral properties and behavioral assumptions 
are considered in this approach. Behavioral properties are requirements automatically 
generated from the BPEL specification, while behavioral assumptions are requirements 
manually specified by the user. The approach mainly considers BPEL business process 
as the target monitored system. For monitoring purposes, an Event Interceptor 
component observes and collects interesting events (events are referred to in this 
approach as phenomena).  Hence BPEL executions are abstracted to event traces, 
which are stored persistently in an event database. The runtime verification is then 
performed by an external checker, which implements integrity-checking techniques on 
temporal databases. 

This approach [149] supports both functional and non-functional requirements. The 
Event Interceptor is an external component that intercepts and observes interesting 
events. The verification is performed after BPEL executions are completed.  

The study in [150] propose a runtime monitoring framework that is formally based on 
Past Linear Temporal Logic (PLTL) and implements a model-checking verification 
technique. The approach targets web service compositions implemented as BPEL 
processes. The approach adopts Active BPEL, which is an open source BPEL engine 
[116]. Active BPEL Engine has two main sub-components: (i) Process Manager: 
which is responsible for creating new BPEL instances when one of its start activities is 
triggered by an incoming message, as well as the termination of instances, (ii) Queue 
Manager: is responsible for dispatching incoming/outgoing messages and directs them 
to the matching BPEL instances’ inbound/outbound queues, respectively. Active BPEL 
Engine interacts with a Processes Inventory, where BPEL specifications are stored.  

For runtime purposes, the approach [150] introduces the Runtime Monitor (RMT) 
component, which constitutes software modules that run separately, in parallel to 
BPEL executions; observe their behavior by intercepting the input/output messages and 
signals violations, and situations or events of interest. To enable the loose interaction 
between the BPEL engine and the RMT components, the approach extends the Active 
BPEL engine with the Mediator sub-component. The Mediator sub-component allows 
the RTM to interact with the Queue Manger and the Process Manager of the BPEL 
engine to intercept input/output messages and other interesting runtime information 
(e.g. start and termination of a BPEL instance). The authors introduce the Runtime 
Monitoring Specification Language (RTML), which is an expressive language that is 
based on PLTL, for the formal specification of required monitoring properties and 
constraints. This approach [150] supports both functional and non-functional 
requirements. The verification is performed step-by-step synchronous with system 
executions.  

The study in [151] considers distributed control systems, which is defined as a set of 
distributed hardware equipments that run concurrent processes, communicating 
asynchronously through some network. The communicating processes collaborate to 



 2.2 Runtime Compliance Monitoring 

 

39 

 

control, through sensors and actuators, some environment, such as a satellite. Model 
checking has been utilized to monitor distributed control system executions against 
properties formally specified in Linear Temporal Logic (LTL). The code of distributed 
control systems is instrumented to record and output, during executions, some pertinent 
events; hence, the events observer is an internal component. For monitoring purposes, 
the recorded events are abstracted as event sequences.  

Functional requirements can mainly be represented as LTL formulae. Since LTL 
doesn’t support the specification of time-dependent (real-time) constraints, simple non-
functional properties can only be specified. The verification is performed step-by-step 
synchronous with system executions. However, it is unclear what happens if a violation 
is detected and what actions can be taken. 

With a goal-oriented and requirements focus, the study in [152, 153] proposes a web 
services monitoring framework that integrates methods of requirements analysis and 
software execution monitoring. The framework assists analysts to develop web services 
requirements monitors.   

2.2.1.ii Technology-Dependent Research Approaches 

An extension to the approach in [146] (summarized in Section  2.2.1) is proposed in, 
such that LTL-FO+ formulae is mapped into XPath 2.0 path expressions [92]. Then, 
the actual online checking is evaluated by using any standard XQuery engine. 
Workflow executions (e.g. web services interactions) are abstracted to message traces. 
Messages are observed internally. Runtime checking is actually performed by any 
standard XQuery engine, which is an external component. The evaluation of the XPath 
expressions is performed after the executions are completed.  

The study in [154] provides a reference model of how to extend current Business 
Process Management (BPM) platforms with Complex Event Processing (CEP) 
technology, to enable flexible business process adaptations and monitoring. CEP is a 
platform that defines, analyses and processes events. The integration between these two 
disciplines is called Event-Driven Business Process Management (ED-BPM). During 
business process executions, an event cloud is updated with pertinent events. These 
events are passed as inputs to the CEP component, which filters and correlates events. 
Based on some defined rules encoded as decision trees, interesting event patterns are 
identified to detect suspicious transactions. Some intelligent components can also be 
incorporated. E.g. a “Discriminat Analysis” component might be used to make a 
second analysis to filter suspicious event patterns. The outputs are two sets of event 
patterns: suspicious and non-suspicious. Neural networks might then be employed to 
filter unknown suspicious patterns. For suspicious patterns, defined alerts automatically 
take place that notify the appropriate personnel.  

This approach [154] is quite generic; hence, it doesn’t specify how required properties 
and constraints are formally represented. Theoretically speaking, functional 
requirements can be represented, which are interpreted over decision trees. However, it 
is unclear if the approach supports the specification non-functional constraints. The 
verification is performed step-by-step synchronous with business process executions. 
Recovery actions are defined as separate processes that are invoked when the CEP 
engine detects a violation (e.g. fraud management processes).  
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Dynamo (Dynamic Monitoring) approach is proposed in [143, 155]. Dynamo provides 
a language called WSCoL (Web Service Constraint Language) for the specification of 
monitoring properties and constraints. Dynamo considers WS-BPEL processes as the 
target system. The approach basically allows users to separately specify required 
constraints as pre-conditions and post-conditions over the web services participating in 
the BPEL interactions, using the WSCoL language. Although WSCoL rules are defined 
in a separate file, BPEL specifications are extended to allow it to interact with external 
monitors (analyzers), which are external components integrated to the execution 
environment to actually verify the specified pre- and post-conditions against BPEL 
executions. BPEL2 is the component used to weave the BPEL code to link the process 
to the external monitoring managers. BPEL2 expects as inputs pure BPEL code and an 
external Monitoring Definition File (that contains pre- and post conditions specified in 
WSCoL).  

The updated version of the process substitutes each BPEL invocation with a call to the 
Monitoring Manager. The Monitoring Manager is a component that acts as a proxy for 
service invocations as well as a gateway toward external components that actually 
perform the runtime verification. External data analyzers actually do the run-time 
monitoring job and return the results to the Rule Manager (a sub-component in the 
Monitoring Manager). The approach blocks the process execution to check defined 
pre- and post-conditions. 

This approach [143, 155] mainly supports functional requirements and simple non-
functional properties. Since, more than one external analyzer can be utilized, which 
means that the mapping rules from WSCoL to the various languages accepted by the 
data analyzers should also be defined. While, it is clear that using WSCoL as an 
intermediate language has the advantage that the user is exempted from learning more 
than one specification language (accepted by each adopted data analyzer); however, 
WSCoL has a complex textual syntax that also requires a prior knowledge of XPath 
expressions [92]. The verification is performed step-by-step synchronous with BPEL 
executions, however executions are blocked to check pre- and post-conditions that 
usually has a negative impact on the overall system performance. The approach does 
not provide any means to define recovery actions in case of a runtime violation. 

An interleaving planning and execution monitoring approach on web service 
compositions is proposed in [89]. The idea is to continuously monitor and plan web 
service compositions during runtime to satisfy the changing user’s goals. User goals (or 
requests) are expressed in a high-level XML language called XML Service Request 
Language (XSRL). The main objective is to empower the user to gain explicit control 
over the execution of BPEL processes and dynamically change the nature of web 
service interactions conducted with a particular business partner based on the state of 
the process. During runtime, the approach interacts continuously with the user, and 
plan for adaptations to meet the changing needs of the user.  A monitor takes BPEL 
specification and a goal specified in XSRL as inputs then communicates with a 
Planner component that produces a composition plan (if any). The Monitor then 
checks if the returned plan satisfies the user goals (XSRL request) by implementing an 
evaluation algorithm that implements an assertion-checking. Then the Executor starts 
to implement the new plan by dynamically binding and invoking new/existing web 
services. Since BPEL lacks formal semantics, the authors propose to extend BPEL 
based on state-transition systems to enrich it with domain operators and constructs.  
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Only a subset of functional requirements can be expressed in XSRL that covers 
sequential constraints and simple non-functional properties can only be specified. If the 
user’s goal (XSRL request) is not satisfied (the Planner could not produce a plan that 
satisfies her request), the user is notified by the Executor so that she can change/relax 
her plan and the process continues interactively until a plan is produced. The 
verification of the XSRL request is performed step-by-step in parallel to the BPEL 
executions. Although this approach falls under the umbrella of runtime monitoring of 
web service compositions, however its objective differs from runtime compliance 
monitoring discussed in this Section.  

The study in [156] uses BPath query language to represent monitoring properties and 
constraints, and statistical queries. BPath is an XML query language, which extends 
XPath 2.0 [92] with hybrid logic capabilities. First order Hybird logic [157] is an 
extension of first-order temporal logic (e.g. LTL); such that it is possible to name states 
and to assert that a specific formula is true at this state. The approach considers BPEL 
processes. For runtime purposes, BPEL specification is abstracted to a business 
protocol, which represents the finite sequences of the exchanged messages 
(conversations). During runtime, the BPEL engine is instrumented to record and 
publish the incoming and outgoing messages, and then these events are stored in 
execution logs. Furthermore, based on the extracted Business protocol, the Business 
Protocol Monitor component monitors and records the state changes (with respect to 
the Business protocol), then these states are stored in the states log. Next, a BPath 
expression is evaluated over the states log. The states log is linked to the events log 
where execution information can be extracted and retrieved for the BPath expressions 
evaluation (i.e. the message that leads to state change, its parts and a timestamp that 
represents when the message has been sent/received). 

Functional and non-functional requirements [156] are supported by this approach. The 
verification of the runtime properties is performed step-by-step synchronous with 
business process executions. This approach is integrated to the comprehensive 
compliance management approach (Chapter 4) proposed in this dissertation as the basis 
of the runtime compliance monitoring approach (details are in Chapter 8). 

2.2.2 Industrial-based Approaches 

Some industrial monitoring approaches and commercial products are also developed 
and proposed in the market, which are tailored to the requirements of service providers. 
While some of these approaches are not purely industrial, which means that they are 
collaboration between both academia and industry, we also list them in this Section.  

The approach in [121] utilizes various IBM products and standards to achieve runtime 
compliance monitoring. Real-time temporal object logic is proposed as a high-level 
formal specification of compliance requirements based on a pre-defined domain 
ontology, where concepts and relationships related to a specific domain can be 
modelled as a UML diagram. To overcome the complexity of Real-time temporal 
object logic, a set of rule patterns are defined. Formulae built up by instantiating the 
proposed rule patterns are called REALM formulae. REALM formulae are the starting 
point of a series of model transformations. REALM formulae are just high level 
representation of compliance requirements, which are mapped to various technologies 
supporting compliance such as storage, access control and correlation. For monitoring 
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purposes, REALM formulae are automatically transformed into various classes of 
event correlation rules. 

Business process executions are abstracted as event traces. The Common Base Event 
(CBE) [158] is used as the standard event XML model.  The approach encompasses the 
following IBM products:  

- WebSphere Process Server (WPS) as the business application server that runs 
BPEL processes. 

- Tivoli Access Manager that emits CBEs events. 
- Common Event Infrastructure (CEI) that implements a publish-subscribe 

event server for persisting and distributing CBEs. 
- Active Correlation Technology (ACT) [159] that represents the core 

component of the approach. ACT is an internal component to Tivoli Access 
manager that performs event-correlation of CBE events. ACT consists of: 

o A java-based correlation engine. 
o An XML-based rule language. 
o A rule complier. 
o The ruleset that the correlation engine directly evaluates during 

event-processing.  
The ACT component supports several rule types, e.g. SequenceRule, 
ComputationRule, ThresholdRule...etc. Having the high-level REALM formulae, they 
are then automatically transformed to ACT rules. Action handlers are also 
automatically generated that are linked to relevant ACT rules, which represent the 
implementation of actions to take place upon the detection of a violation. The 
transformation is implemented by the Rational Software Architect (RSA). Functional 
and non-functional requirements can be represented as REALM Formulae. The 
verification is performed step-by-step synchronous with business process executions.  

The solution proposed in [160] entails a model-checking approach in its core. It is a 
joint work between academia and industry. In this approach, a subset of standard UML 
Sequence Diagram (SD) [108] is used to visually represent required properties and 
constraints. Sequence diagrams is a popular formalism for modeling behavioral 
scenarios by describing sequences of messages communicating between different 
objects over time. The authors prove that safety (something bad will never happen) as 
well as liveness (something good will eventually happen) properties can be fully 
represented using the selected subset of SD. The authors also show that Dwyer’s 
property specification pattern system [88] is expressible by using the proposed 
language (the SD subset).  

To enable runtime monitoring, SDs are then automatically mapped to Nondeterministic 
Finite Automata (NFA). From the generated NFAs, corresponding monitors are 
automatically generated for runtime monitoring. On the business process side, BPEL 
executions are considered, which are abstracted into event traces representing the 
exchanged messages between different partners. Having event traces, generated 
monitors dynamically check the conformance of these traces as a model-checking 
problem.  

Functional requirements can mainly be represented following this approach [160] as 
SD. The verification is performed step-by-step synchronous with BPEL executions. 
However, the approach does not provide any mean to define actions to be taken 
whenever a violation is detected. Implementation-wise, the approach fully utilizes IBM 
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products (e.g. IBM WebSphere engine, WebSphere IDE+) with the objective of 
releasing a commercial IBM business process monitoring product.  

The study in [143] provides an interesting discussion on runtime monitoring in service-
oriented architectures, and highlights some major (purely) industrial monitoring 
approaches in this area. The criteria considered for comparing and discussing these 
industrial approaches overlap with the criteria we are considering in this Section, e.g. 
the target monitored system, the collected runtime information…etc. Among these 
industrial approaches, we are discussing next the Cremona [161], Colombo [162] and 
GlassFish [163] industrial approaches.  

Cremona (Creating and Monitoring of WS-Agreements) is an IBM product that is a 
part of the Emerging Technologies ToolKit [161]. The main objective of Cremona is to 
assist service providers and service consumers to establish an agreement, setup of the 
agreement and automatically monitoring systems of all the parties involved to ensure 
the satisfaction of the agreement clauses, e.g. security, availability and other QoS 
properties stated in the agreement. The approach adopts WS-Agreement technology 
[164], which standardizes the interaction between organizational domains. Cremona 
provides the architecture and the infrastructure required for the realization of WS-
Agreements both for service providers and requesters. From a service provider 
perspective, Cremona provides the architecture and infrastructure required to manage 
agreement templates, implement the interfaces, check availability of service capacity 
and expose agreement states at runtime. From a service requester perspective, it 
provides the architecture and infrastructure to read agreement templates, fill in 
templates to create suitable agreements and monitor agreement state at runtime. 

Cremona doesn’t assume a specific collaboration paradigm, e.g. BPEL; instead any 
caller-and-provider paradigm can be used. An external observer component is 
responsible for collecting and storing runtime information, which are mainly service 
providers’ system resources. Functional and non-functional requirements can be 
specified following this approach (as an agreement). Besides, various offline queries 
can also be performed on generated logs. Recovery actions can be defined. We view 
Cremona as a quite sophisticated product; however, it has high proprietary costs. 
Besides, its applicability to a wider compliance requirements context, rather than 
business partner contracts (e.g. compliance requirements emerging from legislations, 
regulations and standards) is unstudied. It is unclear if, e.g. regulatory compliance can 
be represented as WS-Agreements and verified by the Compliance Monitor.  

Colombo [162] is an IBM platform. Colombo is a lightweight middleware for SOAs, 
which provides optimized and native runtime environment that does not build on 
existing application servers. This would ensure simplified models for development, 
deployment and monitoring. Colombo adopts WS-Policy technology, which is a 
standardized declarative language that aggregates QoSs properties that are defined 
using various domain-specific languages (DSLs). The DSLs that are widely used for 
QoSs specification are WS-Security [165] and WS-Transaction [69]. For monitoring 
purposes, Colombo assigns each defined policy a dedicated policy verifier, which 
verifies the compliance to the policy against BPEL executions. The monitoring 
evaluation algorithm that is executed by the policy verifiers differs from one verifier to 
another.  Verification is done step-by-step in parallel to BPEL executions. Colombo 
mainly targets non-functional requirements, which are specified as policies using WS-
Policy. We also consider Colombo as a sophisticated product; however, it has high 
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proprietary costs. Besides, its applicability to a wider compliance requirements 
concerns, rather than security is unstudied.  

GlassFish [163] is an open-source implementation, which mainly collects and 
aggregates runtime information. However, it does not provide any form of automated 
analysis of the collected data or verification on the collected data. Analysis of the 
collected data is done manually by the user intercepting the visually represented 
collected information. GlassFish supports two main levels of monitoring, which are: 

- Low Level: this level gives indications on response times, throughputs and the 
total number of requests and faults. 

- Meduim level: this level concerns with collecting message traces and visually 
displaying them. 

Collected data can also be aggregated to compute some statistical information, e.g. 
average response time, average throughput…etc. GlassFish mainly supports non-
functional properties; however it does not support functional requirements. The target 
monitored system is a proprietary deployment infrastructure. No automated analysis or 
verification is done on the collected runtime information; hence there is no monitoring 
approach This tool can be beneficial for users to monitor statistics of client-service 
interactions. However, it is far away from being used for business process compliance 
monitoring, unless an automated monitoring component is integrated to it. While this 
integration might be non-trivial, the approach should also propose a language to 
represent compliance requirements and support the specification, analysis and 
monitoring of functional and non-functional requirements.  

2.2.3 Comparison between Key Runtime Compliance Monitoring Approaches  

A comparison between the previously highlighted research (Section  2.2.1) and 
industrial (Section  2.2.2) proposals for runtime monitoring is drawn in Table  2-2. The 
comparison is based on the features described in the introductory Section, e.g. the type 
of the monitored system, the formal language used, the necessary collected runtime 
information…etc. The appraisal of these approaches is based on the following 
comparison criteria (which correspond to columns in Table  2-2): 

• What is the target monitored system? E.g. BPEL processes. 

• Is the observer of relevant runtime information an external component or 
internal monitoring code? 

• What is the necessary collected runtime information? E.g. exchanged 
messages, performed activities…etc. 

• What types of logs (if any) needed to perform the runtime monitoring? E.g. 
Event log, States log…etc. 

• What are the types of the monitored properties? Functional and/or non-
functional.  

• What is the formal/querying language(s) utilized? 

• What is the runtime checker component(s) (verification technique)? 
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• Is the actual verification performed after the execution is completed or step-
by-step? 

• What happens when a violation is detected? 

In Table  2-2, we first list the technology-independent approaches, then technology-
dependent approaches. Next, we list the industrial runtime monitoring approaches. 

As discussed in Chapter 1, the ultimate goal of this research is the establishment of a 
preventive comprehensive compliance management approach that complements and 
integrates design-time compliance verification phase with the subsequent compliance 
monitoring phase. Based on the findings of this comparison (Table  2-2), the runtime 
compliance monitoring approach (Chapter 8) incorporated into our comprehensive 
compliance management framework (Chapter 4) should: 

- Integrate smoothly and loosely with the design-time compliance 
management phase. 

- Not have high proprietary costs (vendor-lock). 

- Support the specification and verification of compliance requirements 
that fall in both the functional and non-functional categories. 

- Check runtime compliance monitoring step-by-step synchronous with 
business process executions. 

- Enable the definition and the automated invocation of appropriate 
recovery actions whenever a runtime compliance violation is detected.  



 

Table  2-2 Comparison between runtime monitoring approaches 

 Monitored 
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Internal/

External 

observer 
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Inform

ation 

Functional/ 

non- Functional  

constraint 
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Verification 

technique 

Verificatio

n mode 

Violations’ 

recovery actions 

[26] BPEL 

processes 

Internal Event traces 

(activities 

start/completi

on) 

Yes 

 

Functional, non-

functional 

BP-Mon Graph 

Homomorphis

m 

Step-by-

Step 

Can be defined 

and invoked 

automatically 

[55] Workflow 

systems 

Internal Activity traces Yes 

 

Mainly 

Functional, Non-

functional 

support depends 

on the logical 

language 

Open (LTL, 

CTL, 

ECAs…etc) 

Depends on 

the logical 

language. E.g. 

for ECA, a Rule 

Engine is 

used. 

Step-by-

Step 

Can be defined 

and invoked 

automatically 

[146] Workflow 

Systems 

Internal Message 

traces 

No Mainly 

Functional, 

Simple non-

functional 

LTL-FO+ Symbolic 

Model-

Checking 

technique 

Step-by-

Step 

Merely reporting 

the violation. No 

recovery action 

(s) defined 

[148] Workflow 

Systems 

External Event traces Yes Mainly 

Functional, 

Simple non-

functional 

LTL Model-

Checking 

technique 

Step-by-

Step 

Incorporate a 

technique to 

diagnose detected 

runtime violation  

[149] BPEL 

processes 

External Event traces 

(exchanged 

messages) 

Yes Functional and 

non-functional 

Event 

Calculus/ SQL 

queries on 

event logs 

Temporal DB 

integrity-

checking 

technique 

Completed 

executions 

Report the 

violation. No 

recovery action 

(s) defined  
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System 
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External 

observer 

Collected 

Runtime 

Information 

Store 

Inform

ation 

Functional/ 

non- Functional  

constraint 

language 

Verification 

technique 

Verificatio

n mode 

Violations’ 

recovery actions 

[150] BPEL 

processes 

External Event traces 

(exchanges 

message, BP 

instance 

start/terminat

ion events) 

No Functional and 

non-functional 

RTML Model-

Checking 

Step-by-

step 

Report the 

violation. No 

recovery action 

(s) defined 

[151] distributed 

control 

systems 

Internal 

 

Event 

sequences 

(exchanged 

messages) 

No Mainly 

Functional, 

Simple non-

functional 

LTL Symbolic 

model-

checking 

Step-by-

step 

Report the 

violation. No 

recovery action 

(s) defined 

[166] BPEL 

processes 

Internal Message 

traces 

No Mainly 

Functional, 

Simple non-

functional 

XPath 2.0 XML query 

evaluation 

technique 

Step-by-

Step 

Report the 

violation. No 

recovery action 

(s) defined 

[154] BPEL 

processes 

External Event traces 

(exchanged 

messages) 

Yes Functional, non-

functional 

Decision trees CEP 

technology 

evaluation 

technique 

Step-by-

Step 

Can be defined 

and invoked 

automatically. 
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Internal/

External 

observer 

Collected 

Runtime 

Information 

Store 

Inform

ation 

Functional/ 

non- Functional  

constraint 

language 

Verification 

technique 

Verificatio

n mode 

Violations’ 

recovery actions 

[155] BPEL 

Processes 

Internal Exchanged 

messages 

Yes Mainly 

Functional, 

Simple non-

functional 

WSCoL 

(pre/post-

conditions) 

Depends on 

the integrated 

analyzers 

Step-by-

Step 

Report the 

violation and 

alerts the current 

execution. 

[89] BPEL 

Processes 

External Runtime 

information, 

e.g. exchanged 

messages, 

user’s 

requests, 

choices…etc 

No A subset of 

functional 

requirements 

(sequential 

constraints), 

Simple non-

functional 

XSRL Assertion 

checking 

Step-by-

Step 

Report the 

conformance/ 

violation to user’s 

XSRL request  

[156] BPEL 

Processes 

Internal 

and 

External 

Event traces 

(exchanged 

messages) 

Yes Functional, non-

functional 

BPath XML query 

evaluation 

Step-by-

Step for 

runtime 

properties. 

Report the 

violation. 

Recovery actions 

can be defined. 

[121] BPEL 

Processes 

External CBE event 

traces 

Yes Functional, non-

functional 

REALM/ ACT 

rules 

Implementati

on-Specific 

techniques 

Step-by-

Step 

Can be defined 

and invoked 

automatically 

(action handlers). 
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 Monitored 

System 

Internal/

External 

observer 

Collected 

Runtime 

Information 

Store 

Inform

ation 

Functional/ 

non- Functional  

constraint 

language 

Verification 

technique 

Verificatio

n mode 

Violations’ 

recovery actions 

[160] BPEL 

Processes 

Internal Event traces 

(exchanged 

messages) 

Yes Mainly 

Functional, 

Simple non-

functional 

Sequence 

diagrams 

Model-

checking 

technique 

Step-by-

Step 

Report the 

violation and 

alerts the current 

execution. 

[161] Caller-

provider 

paradigm 

External Runtime 

information, 

i.e. provide 

systems’ 

resources 

Yes Functional and 

non-functional  

WS-

Agreement/ 

SQL queries 

on event logs 

Implementati

on-Specific 

techniques 

Step-by-

Step 

Can be defined 

and invoked 

automatically 

[162] BPEL 

Processes 

External 

(Pipes) 

Conversations 

(sequence of 

exchanged 

messages) 

Yes Mainly non-

functional 

WS-Policy Depends on 

the policy 

verifiers 

(Implementati

on-specific) 

Step-by-

Step 

Report the 

violation. 
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Inform

ation 

Functional/ 

non- Functional  
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language 

Verification 

technique 

Verificatio

n mode 

Violations’ 

recovery actions 

[163] Proprietary

-based 

paradigm 

External Runtime 

Information; 

i.e. response 

time, 

throughput, 

number of 

requests and 

message 

traces. 

Yes Mainly non-

functional 

Proprietary-

based 

language to 

specify 

aggregation 

and statistical 

functions 

Manual 

analysis 

Completed 

executions 

Can’t be defined 
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 Case Studies  Chapter 3:

In this Chapter, we introduce two case studies that have been developed within the context of 
EU funded COMPAS research project [51]. The case studies were conducted in companies 
operating in different industry sectors and covered processes taking place in the e-business and 
banking domains.  Taking into account the demands for strong regulation compliance schemes, 
such as Basel II [39], Sarbanes-Oxley (SOX) [5], ISO 27000 [167] and sometimes 
contradictory needs of the different stakeholders, such business environments raise several 
challenging compliance requirements. 

The first case study covers the ‘loan origination and approval’ process that takes place in the 
banking domain, which is described in detail in Section  3.1. The second case study involves an 
Internet reseller company that offers products through online systems. This case study covers a 
wide range of business processes, such as order processing, invoicing, cash receipting, 
delivery, and ledger maintenance. The Internet reseller case study is elaborated in Section  3.2. 

3.1 Loan Origination and Approval Scenario 

The general environment in which this scenario takes place is the e-business applications 
domain, and particularly, banking applications. In the context of service-oriented architectures 
(SOA), a banking service is typically a series of Web services combined with simple business 
logic that can be accessed and used repeatedly to support a particular business process. 
Aggregating Web services into business-level enterprise services provides more meaningful 
building blocks for the task of automating enterprise-scale business scenarios. 

Taking into account the demands for strong regulation compliance schemes, such as IS0 27000 
[14], ITIL [17], Sarbanes-Oxley (SOX) [5], Basel III [9] and sometime contradictory needs of 
the different stakeholders, such scenarios raise several challenging technical issues. For 
example, one of the selected compliance scenarios in this area may be:  

“Credit Bureau institutes must comply with (some of) the above mentioned regulation 
schemes, as well as national legislation such as the national transcription of the European 
Directive 95/46 /EC [168] on the protection of individuals with regard to the processing of 
personal data and on the free movement of such data.” 

In terms of security, the realization of open, decentralized, efficient, flexible, upgradeable and 
sensitive architecture is particularly challenging especially for auditing, monitoring and 
reporting. In this setting, one of the most critical factors is the integration, which takes various 
perspectives:  

- Application-to-application (A2A) integration. 

- Integration with database systems. 

- Automated interaction with customers and suppliers (e.g., across the firewall) 
resulting in B2B integration, etc. 

The growth of financial institutions and their impact on the economy require a strong and 
international control over the banking domain. Moreover, financial institutions use advanced 
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collaboration schemes to achieve risk assessment, they are regularly controlled by central 
banks and they interact with the whole spectrum of the society. Therefore, the banking domain 
offers a challenging and interesting example of e-business application scenario where (quite) 
contradictory needs might require to be accommodated. For example, on one hand, banking 
applications have to be flexible to fulfill the needs of all the parties involved (e.g., bankers, 
customers, investors, administration, etc.) and, on the other hand, they must stiffly guarantee 
protection against security and privacy threats as well as compliance with respect to evolving 
local/national regulations. 

The legislative framework proposed by regulations such as Basel III and SOX imposes on IT 
solution vendors the obligation to enhance support for security, privacy and traceability. For 
instance, to comply with SOX, organizations must enable data confidentiality by protecting 
them from unauthorized access, data integrity by ensuring that the real contents of the 
documents are coherent with their prescriptive contents, as well as data availability, selective 
access and portability. 

In this case study, we primarily focus on the typical loan origination process in the context of 
which the activities about assignment of rights, roles, and tasks need to be carefully considered 
from a security point of view. In this banking scenario, we are going to emphasize the 
necessity of preventing frauds, preserving the integrity of data, insuring a secure 
communication between customer and the bank and protecting the privacy rights of customers.  

In the next discussion, we will first detail the business scenario (Section  3.1.1), and then we 
will highlight some of the compliance requirements that are imposed on this scenario 
(Section  3.1.2). Throughout the next Chapters (Chapter 4 to Chapter 9), we will use these 
compliance requirements to exemplify, validate and evaluate the compliance management 
framework proposed in this dissertation. 

3.1.1 Business Process side 

Figure  3-1 presents a high-level view of the loan approval case study that represents the main 
activities carried out, the information flow, and the interactions between the actors and the 
system with backend applications. As shown in Figure  3-1, there are five roles involved in this 
business scenario, more specifically: 

• The Customer: is the applicant for a specific loan. There is some important 
information that needs to be included in the loan application request submitted by the 
customer, such as the occupancy of the applicant, her age, her gross salary, 
collaterals, the reason behind the loan request …etc. 

• The Credit Broker: makes the financial arrangements for the credit project of the 
customer. She checks whether the customer has provided the required documents and 
verifies their conformity with the relevant regulations. She also checks whether the 
customer’s banking privilege is suspended. 

• The Post Processing Clerk: is the post-processing clerk of credit operations. She is 
responsible for checking the customer credit worthiness. 

• The Supervisor: is the supervisor of the post processing clerk. If a credit request 
exceeds 1 million euros, the supervisor performs the same activities instead of the 
post processing clerk. 
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• The Manager: is the branch office manager, who by her signature engages the bank. 
She checks the risk level of the loan request, and whether it is profitable. She 
negotiates with the customer about the loan contract and she has the right to accept or 
reject the entire operation. 

In a coarse-grained context, the scenario constitutes four major steps (as highlighted in 
Figure  3-1). 

Step 1: The customer submits the loan application 

When the customer submits the loan application, the credit broker connects to the application 
“Credit Salaried “, a software application for processing loan requests from salaried 
professionals. We assume that this web service application is protected by proxy SSO 
LemonLDAP4. The access is done via the proxy, by using the module Liberty Alliance of 
LemonLDAP for the authentication. The LemonLDAP portal, configured with the 
authentication Liberty Alliance module’s, receives the request of the customer. On this portal, 
two Identity Providers are referred; one is reserved to the bank clerks and the other is dedicated 
to the customers. The credit broker then checks the Customer Information File to retrieve her 
data, which may involve processing customer’s confidential data. The credit broker’s feedback 
on the customer’s credentials is determined and signed by the credit broker. 

Step 2: The bank double checks the credit worthiness of the customer 

The access to the necessary information providing the level of assurance required is regulated 
by appropriate collaborative services. These services behave accordingly to precise security 
policies defined and enforced through an authorisation infrastructure that relies on pre-existing 
trust relationships between the data owners and the bank.  

In selecting the post-processing clerk, the bank encounters the separation of duty requirement 
imposing a mutual exclusion constraint on the tasks of credit broker and post processing. In 
our scenario, this results in preventing the credit broker to be involved in the post processing 
phase. If the loan amount exceeds 1M euros, the post-processing supervisor is obliged to 
perform the credit worthiness check instead of the clerk. The post-processing clerk (or 
supervisor) evaluates the customer’s credit worthiness by invoking the Credit Bureau service. 
Then the process proceeds to the next step. 

Step 3: The bank evaluates the risk level and calculates the price for the bundled 
product (loan) 

The manager then invokes the internal rating application. The internal rating application 
assigns a preliminary risk level to the loan application. She also checks if the loan is profitable 
in the case that the rating application returns a negative response. The manager then chooses 
the most appropriate bundled product for the customer in the database products. She queries 
the Pricing Engine service to compute a price for the bundled product. The results are then 
communicated by the manager to the customer.  

In doing these operations the process ensures the provision and treatment of anonymous data 
on the side of the pricing engine service, protects the communication between the enquiring 

                                                           

4 Lemon LDAP is the first SSO software deployed in French administrations. It can handle more than 150 000 users.  
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service and the Pricing Engine service to preserve the integrity of the data, and provides 
appropriate log mechanisms to guarantee the transparency of the price calculation process. 

 

Figure  3-1 Process and Information flow of the scenario linked to the backend applications 

Step 4: The bank and the customer sign the form 

If the customer agrees about the loan contract, the contract is digitally signed using the 
respective secure signature creation device (SSCD) of the customer and the manager. A copy 
of the contract is printed for the customer’s documentation. The process exploits an 

Backend Applications/ 

Service-provider

Process and Information Flow

Input Customer 

Master Data

Start

Customer 

Identiifcation

Check Credit 

Worthiness

Check Rating

Choose bundled 

product

Price bundled 

product

Print Opening 

Form

Customer signs 

form

Bank signs form

Open Account

Process Context

Customer 

Data

Customer 

Collaterals

Rating Report

Product 

Bundle

Contract

End

Customer 

Information 

File

Credit Bureau 

service

Internal Rating 

Application

Pricing Engine

Output 

Management 

System

Account 

Management 

System

Step 1

Step 2

Step 3

Step 4



 3.1 Loan Origination and Approval Scenario 

55 

 

appropriate security protocol to enforce the non-repudiation of the signature. It should also 
ensure that an adequate certification authority and a time stamping system are used during the 
signature process. Once the contract is signed, the manager updates the bank information 
system with the remaining data and provides to the customer a formal document stating that 
the amount of the loan will be transferred to the customer’s bank account in a specific period 
of time.  

In a more detailed level, Figure  3-2 depicts the loan origination and approval process model 
using Business Process Modeling and Notation (BPMN) [102]. BPMN is used in this Section 
for illustration and presentation purposes; however, as will be explained later next in Chapter 
4, we consider the de-facto Business Process Execution Language (BPEL) [69] for business 
process specifications. The detailed process flow of the case study may be described as follows: 
first, the customer is introduced to the credit broker at the bank. The customer explains to the 
credit broker her situation and the purpose of her loan request. The history of the customer’s 
bank account is then checked, and if the customer is a long-term customer to the bank. Due to 
the ‘Segregation of duties’ policy of the bank (in accordance with ISO 17799 Sec 10.1.3 and 
SOX Sec 404), the inspection carried out by the credit broker might not be sufficient to 
provide the level of assurance required by the bank. Therefore, the post-processing clerk 
checks the credit worthiness of the customer by outsourcing to a Credit Bureau service.  

The Credit Bureau is a third party business partner of financial institutions that processes, 
stores and safeguards credit information of physical individuals and industrial companies. The 
Credit Bureau gathers data from various sources and cross-checks and matches the data for 
accuracy. Some of these sources may include publicly available records (Courts and Deeds 
Offices) and Credit account details (from Credit Grantors or subscribers). Credit Grantors are 
companies such as banks, retailers and any other organisation that needs to manage their risk 
when extending credit to the public. They are also called ‘subscribers’ because they subscribe 
to the Credit Bureau in order to collect, submit, use and share the information held in the 
database libraries. They use the information from the Credit Bureau to make decisions on 
whether or not to grant credit, in terms of their own credit granting policies. In summary, it 
mainly performs three tasks:  

- It gathers data from various sources (mainly banks and credit institutes). 

- It cross-checks this data. 

- It sells on demand this data to its clients to allow them for checking the credit 
worthiness of their customers.  

Next, if the result of the customer’s credit worthiness check is positive, the manager evaluates 
the risk level of the credit request by performing a risk assessment operation. If the risk 
assessment process returns a negative response, the manager then checks if the loan request is 
profitable. If the risk associated with the loan request is low, or the risk level is high and the 
transaction is profitable to the bank, the manager then prepare the bundled product in more 
details and finalize the process.  This is followed by the manager signing the loan contract, and 
sending the contract to the customer to sign. A legal waiting time of seven days is provided to 
the customer to send back the signed contract. If a timeout occurs, which means that seven 
days have passed and the Customer has not sent the signed contract, the relevant loan approval 
application is closed by the system and the process terminates. Otherwise, a loan settlement is 
performed by the system, and the customer is finally notified. 
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Figure  3-2 BPMN model of the Loan Approval case study 
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3.1.2 Compliance Requirements side 

The banking domain ought to enforce security and must be in conformity with the regulations 
in effect. Particular measures like separation of duties, secure logging of events, non-
repudiable action, digital signature, etc., need to be considered and applied to fulfil the 
mandatory security requirements in order to comply with regulations.  

For example, Separation of duties is a design principle for the protection of information in 
computer systems and it is a mechanism to control fraud and error and ensure the consistency 
of the data objects. One classic example related to separation of duties is that of preventing 
fraud performed by the purchasing officer in a company. Separation of duties concerns with 
dividing responsibility for sensitive information so that no individual acting alone can 
compromise the security of the whole data processing system. A simple way to enforce a 
separation control consists of preventing a single principal to own all the necessary 
authorizations for each required step of a process. A more relaxed alternative may be to not 
allow a particular actor to perform all the steps on her own. This is sometimes referred to as a 
dual control or the four-eye principal, since two or more actors are needed for the execution of 
a critical process.  

Another typical compliance requirement applicable to the loan approval case study is that the 
credit broker cannot reach some information without customer authorization because it is 
covered by privacy regulations. The customer will provide the authorization by means of her 
electronic signature.  Since the bank is a subscriber of a credit bureau, it is likely that this 
authorization also includes a standard notification and consent clause to notify the customer 
that personal information and payment behaviour may be accessed from and supplied to a 
credit bureau for risk management purposes. 

On the other hand, Credit Bureau institutes must comply with national legislations such as the 
national transcription of the European Directive 95/46/EC [168] on the protection of 
individuals with regard to the processing of personal data and on the free movement of such 
data. They may also adopt a code of conduct for ensuring the well-functioning of the credit 
information industry in terms of maintaining proper mechanisms to ensure data processing and 
safety, ensuring high data safety standards to avoid the costs and consequences of data loss or 
unauthorized access, and monitoring/auditing their systems regularly. 

Subsequently, the tasks performed by the Credit Bureau must offer mechanisms for 
guaranteeing compliance to the applicable regulations and code of conduct. The Credit Bureau 
process should ensure a secure inter-operation of the services running on the bank side and on 
the Credit Bureau side,  protect the privacy of the data exchanged, take care of managing and 
checking all the customer authorizations, and (for auditing purposes) keep a record of all the 
operations performed.  

Table  3-1 presents some high-level compliance requirements that are relevant to this case 
study. The first column of the table refers to the name of the compliance source\directive, e.g. 
a specific regulation or standard. The ‘Compliance Requirements’ column lists a specific 
clause in the relevant compliance source (compliance requirements as they are stated in laws 
and regulation). The ‘Description’ column gives a more detailed description as a preliminarily 
refinement of the compliance requirement. Noticeably, compliance requirements as they are 
stated in laws and regulations are very high-level, vague and ambiguous. Hence, they require 
interpretations from the experts to produce concrete organization-specific compliance 
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requirements. Chapter 5 presents a compliance refinement methodology and a conceptual 
model to address this problem. 

Table  3-1 Compliance requirements relevant to the Loan Approval case study 

 Compliance 
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Description 
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3.2 Internet Reseller Scenario 

The general environment in which this case study takes place is the e-business applications 
domain, and particularly, online product selling systems. An online product selling system 
allows clients with networks accessible to the Internet to contact a service provider network for 
purchases. Such systems guarantee any business a steady flow of new and repeat customers. 

Taking into account the demands for regulation compliance schemes, including ISO 27000 for 
protection against security threats and sometimes contradictory needs of the different 
stakeholders; this scenario raises some technical issues.  The business, company ZYX, is a 
direct reseller of products via the Internet. The competition in the market is high. ZYX is 
running business through multiple websites (front ends) to realize market competitive growth 
and to increase sales. As business strengths, all websites are hosted under one’s own brand. 
Therefore, ZYX is unknown in the market by brand.  

The organization operates as an intermediary between suppliers and customers, by having a 
business-to-customer character. ZYX has one internal back office to process all the 
transactions. For the coming years, ZYX has defined a cost-oriented strategy by providing 
customers with products at competitive prices, delivered with minimal difficulty or 
inconvenience. Value among customers has to come to the best total cost; price and ease of 
purchase that no one else in their market can match. ZYX obtains growth by working to assure 
a constant, steady volume of business so as to use their assets with an optimal workload. For 
efficiency reasons and to strengthen market position, ZYX provide products in one specific 
market and manage customer expectations accordingly. 

ZYX deploys an operating model developed for end-to-end product supply and basic services 
that are optimized and streamlined to minimize cost and hassle with suppliers. Operations are 
standardized, simplified and tightly controlled, and centrally planned based on efficiency and 
reliability. Management has a focus on continue professionalising the organisation, to obtain 
cost benefits. 

Concepts from the area of the business strategy contribute to a basis of the understanding of 
the ICT strategy. ICT contributes to the business strategy in several ways and can therefore 
realize organizational objectives. For efficiency reasons, ZYX has implemented transactional 
systems that automate transactions and reduce costs, are fast, reliable, resulting in accurate and 
timely management information. Since ZYX critically depend on ICT, the organization 
recognizes the strategic importance of their information resources. Therefore high standards 
for continuity, availability and security are implemented.  

In the next discussion, we first explain in detail the Internet reseller business process model, 
which is covered in Section  3.2.1. Then, we will list some of the compliance requirements that 
are relevant to this case study, in Section  3.2.2.  

3.2.1 Business Process Side 

We focus here on an online product selling scenario in the context of which the activities about 
assignment of rights, roles and tasks need to be mainly considered from a security point of 
view. In coarse-grained context, Figure  3-3 shows the key steps of the process flow linked to 
the involved roles and backend applications and service providers. Within this selling process 
multiple actors and roles can be introduced. A short description is provided below for each role 
involved in this process: 
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• The Customer: wants to buy a specific product online from a ZYX brand website. 
After a search she finds the product that matches her demands at one of ZYX brand 
website. The customer can then buy the product directly online.   

• The Sales Department employee: checks the credit worthiness of the customer. Next, 
the sales employee validates the incoming sales order data and checks the availability 
of the products. 

• The financial administration employee: creates the invoices and sends them to the 
customer. The financial employee also performs all financial accounting 
(bookkeeping) for ZYX. 

• The Purchase Manager: designs and negotiates the contracts with the suppliers for all 
ZYX subsidiaries (brands). She inspects if the suppliers comply with the formulated 
contract specifications. She also places purchase orders at the suppliers in line with 
the contracts. 

• The supplier: delivers the ordered products directly to the customer.   

 

Figure  3-3: Process flow in combination with Backend Applications and Service Provider in 
Internet Reseller Case study 
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The brief process flow of the case study may be described as follows: the scenario starts by the 
customer visiting the website of ZYX. She identifies the specific product she wants to buy and 
checks the availability of the product through the system. If the product is available, she can 
order it by filling in the required information (name, address, bank account number). The sales 
employee then spots the incoming order and checks the credit worthiness of the customer by 
outsourcing to the Credit Bureau. The sales employee then validates the order information and 
carries out a second check on the availability of the product.  

If the Credit Bureau returns a positive response, the sales employee signs the order digitally. 
The workflow system passes to the financial administration employee. At the Financial 
Administration, an order is calculated automatically to an invoice. The financial employee 
checks the calculated invoice and signs the invoice digitally. The workflow system then sends 
the invoice automatically to customer. The Customer receives and pays the invoice. Next, the 
financial employee checks the payments and checks if the customer has paid. If the customer 
has paid, the financial employee sends a confirmation message to the sales employee, who 
sends a delivery request to the supplier. The supplier then directly delivers the product to the 
customer. 

Table  3-2 Activities involved in the process flow steps 

Process 
Flow key 
Steps 

BP Activities Description 

Order 
processing 

Check 
Information 
On Web site 

A customer searches for a product on the website of ZYX. She 
considers the details of the product, the selling price, the terms of 
delivery and may decide to buy one or multiple products. The 
system checks if there is stock available regarding the selected 
product and indicates to the customer if she can order.  

Input 
Customer 
Master Data 

The customer registers his personal information, such as name, 
address, contact information, nationality, bank account number and 
authorization for credit worthiness check. The system then checks 
if everything has been fully and corrected filled.  

Check Credit 
Worthiness 

The Sales Department sends the Credit Bureau a formal request to 
check the credit worthiness of a specific customer. The Credit 
Bureau verifies the authorization of handling the data and checks 
credibility of the customer. The official results are sent to the Sales 
Department. The Sales Department decides whether to proceed 
with the customer order and marks the initiator of the order as 
credible.   

Validate 
order 

The Sales Department validates the order by checking whether all 
its fields are fully and correctly filled and the indicated price is 
correct. It also double-checks if the ordered products are still 
available. Finally, the order is digitally signed by the Sales 
Department inside the Order Application.  
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Based on the sales expectations designed by the Chief Sales and the supplier contracts 
purchase prices are determined and registered in the financial application. Bands are defined 
and standard selling prices are calculated based on the purchase price and the minimal band. 
Products are registered in the database and prices are linked. The brief process flow of the case 
study may be described as follows: the scenario starts by the customer visiting the website of 
ZYX. She identifies the specific product she wants to buy and checks the availability of the 
product through the system. If the product is available, she can order it by filling in the 
required information (name, address, bank account number). The sales employee then spots the 
incoming order and checks the credit worthiness of the customer by outsourcing to the Credit 
Bureau. The sales employee then validates the order information and carries out a second 
check on the availability of the product.  

If the Credit Bureau returns a positive response, the sales employee signs the order digitally. 
The workflow system passes to the financial administration employee. At the Financial 
Administration, an order is calculated automatically to an invoice. The financial employee 
checks the calculated invoice and signs the invoice digitally. The workflow system then sends 
the invoice automatically to customer. The Customer receives and pays the invoice. Next, the 
financial employee checks the payments and checks if the customer has paid. If the customer 
has paid, the financial employee sends a confirmation message to the sales employee, who 
sends a delivery request to the supplier. The supplier then directly delivers the product to the 
customer. 

Table  3-2 defines the activities involved in each process step, and a detailed description of 
these activities and their flow to achieve the overall business goal. In a more fine-grained 
context, Figure  3-4 depicts the business process model of the order processing process of the 
Internet Reseller case study, in Business Process Modeling and Notation (BPMN) [102].  

Invoicing Invoicing 
The Financial Department automatically creates an invoice based 
on the information from the Order Application, checks and signs 
the invoice and sends the invoice to the customer.  

Cash 
Receipting 

Cash 
Receipting 

The Financial Administration automatically checks the debtors’ 
records to identify customers who have not paid yet. If a customer 
has not paid, a warning is displayed in the Financial Application 
and a reminder is automatically generated by the system. The 
Financial Administration checks the reminder and sends it to the 
customer. If a customer paid correctly, the state of the order will be 
set to “paid” and the order will be further handled by the Sales 
Department. 

Distribution 
and 
Delivery 

Send 
delivery 
request 

The Sales Department checks the payment (right product) and 
sends the delivery request to the supplier. Based on this delivery 
request, the supplier creates its invoice. The supplier delivers the 
product to the customer and receives a proof of delivery from the 
customer. The supplier sends the proof of delivery to ZYX.  

Pay the 
supplier 

Based on the invoices which are matched with the proofs of 
delivery the Financial Administration pays the invoices which are 
sent by the supplier 
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Figure  3-4 BPMN model of the Order Processing process of the Internet Reseller business case study
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3.2.2 Compliance Requirements Side 

ZYX ought to enforce security and must be in conformity with the regulations in effect. For 
example, the separation of duties within the process and system needs to be considered and 
applied in order to protect the information within the system and to control fraud and error and 
ensure the consistency of the data objects. This scenario illustrates multi-compliance 
requirements of business processes, mainly originating from the company’s internal policies, 
with information processing objectives. These objectives can be divided into 4 categories:  

• Completeness: All transactions that occurred are entered and accepted for processing 
once and only once. 

• Accuracy: Transactions are recorded at the correct amount, in the appropriate account, 
on a timely basis (in the proper period). 

• Validity: All recorded transactions actually occurred (are real), relate to the 
organization, and were approved by designated personnel. 

• Restricted Access: Data is protected against unauthorized amendments, its 
confidentiality is ensured, and physical assets are protected.  

Obviously, these compliance objectives are high-level, vague and ambiguous. They need to be 
contextualized based on the company’s specific needs. To address this issue, Chapter 5 
introduces a compliance refinement methodology and a supporting conceptual model that 
assists the refinement and internalization of compliance requirements to generate concrete 
organization-specific compliance requirements. The outputs of applying the refinement 
methodology on both the Loan Approval and Internet reseller case studies are reported in 
Appendix D. Next, these refined compliance requirements can be formally represented and 
hence automatically verified against relevant business process models to ensure their static 
compliance (details are presented in Chapter 6 and Chapter 9). 
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 A Comprehensive Business Process Chapter 4:

Compliance Management Framework 

Having reviewed and analyzed the literature in the area of business process compliance 
management (summarized in Chapter 2), we could identify and study in depth the major 
challenges in this field. Basically, the current literature lacks a comprehensive business process 
management framework, which should be sustainable throughout the complete business 
process life cycle for absolute compliance assurance. A preventive focus is fundamentally 
required such that compliance is considered from the early stages of the business process 
design, thus enforcing compliance by design, which must further be taken up by compliance 
monitoring and adaptation of the running process instances. Accordingly, we consider design-
time and run-time compliance management to be complementary and indispensable phases to 
ensure full and guaranteed compliance.  

Based on these motives, in Section  4.1, we introduce a high-level comprehensive business 
process compliance management framework that addresses compliance throughout the 
complete business process lifecycle; i.e. design-time, runtime and offline compliance 
assurance phases. The framework incarnates the big picture that outlines its basic constituents 
compliance components and practices.  With a preventive focus, in Section  4.2 we then refine 
this comprehensive compliance management framework by focusing on design-time 
compliance management and runtime compliance monitoring, while achieving a smooth 
integration between these two compliance management phases. This synergy achieves a 
preventive lifetime compliance support.   

The refined framework mainly constitutes integrated design-time and runtime compliance 
management approaches. The design-time compliance management approach (Section  4.2.1) 
is the heart or the framework and may commence by the refinement and internalization of 
relevant compliance requirements. Compliance requirements as they originate from 
compliance sources are high-level, abstract and sometimes ambiguous [18, 24], thus they 
require interpretations from experts to produce concrete organization-specific compliance 
requirements. One of the key research questions this research is geared to answer (as discussed 
in Chapter 1) is “what methodology can be followed that aids this refinement process?” To 
answer this question, the preventive compliance management framework incorporates a 
compliance refinement methodology and a supporting conceptual model [33, 34]. The 
compliance refinement methodology is detailed in Chapter 5 

Having a set of refined compliance requirements as the outcomes of the compliance refinement 
methodology (will be detailed in Chapter 5), one of the main goals of this research (as 
discussed in Chapter 1) is to minimize manual human efforts by automating compliance 
activities that are amenable to automation. This can significantly reduce compliance 
expenditures and provides the first key steps towards absolute compliance assurances. To 
achieve this automation, compliance requirements and business process specifications should 
be based on a robust foundation of formal languages.  
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Subsequently, the next research questions we have faced is “what is the most appropriate 
formal language to be used as the formal foundation of compliance requirements to enable 
design-time and runtime automated compliance verification?” To answer this question, we 
have conducted a thorough comparative analysis [37, 38] between a set of logical languages 
that are successfully utilized in the literature to represent compliance requirements and in other 
related research areas (as discussed in Chapter 2). In particular, we have considered  Linear 
Temporal Logic (LTL) and Computational Tree Logic (CTL) [21] from the temporal logic 
family, and Formal Contract Language (FCL) from the deontic logic family. The Comparative 
analysis is based on a set of features we have identified based on our analysis [27] of a wide 
range of compliance legislations and our examination of a variety of relevant works on the 
specification of associated compliance requirements. A brief overview of the analysis we 
conducted in [27] to identify the mandatory features a compliance specification language 
should possess is presented in Section  4.3. The comparative analysis [37, 38] conducted to 
select a logical language as the formal foundation of compliance requirements is drawn in 
Chapter 6 of this thesis. The findings of this comparative study emphasized that temporal logic 
is a robust foundation to expressing compliance concerns. This is due to its maturity and 
sophisticated tool support, which have been successfully applied to the verification of various 
large-scale systems [46].  

Accordingly, we have selected LTL as the formal foundation of compliance requirements, 
which is justified by the comparison conducted by Vardi in [44] between LTL and CTL. 
However, as revealed by the findings of our comparative analysis (as will be shown in Chapter 
6), LTL (and temporal logic in general) are well-known for their complexity in terms of 
usability and comprehensibility, which represents the main obstacle of the utilization of their 
associated verification and analysis tools for automated compliance verification  and analysis. 
To surmount such problems, we have developed the Compliance Request Language (CRL) that 
integrates a series of novel and expressive compliance patterns that supports shielding the 
complexity of logical formalisms from business and compliance experts and facilitates their 
abstract specification. CRL is an intermediate intuitive abstract specification language between 
refined compliance requirements and their formal statements. From high-level pattern-based 
CRL expressions, design-time and runtime formal statements can be automatically generated 
for both design-time and runtime compliance verification. CRL is explicated in detail in 
Chapter 6. On the other hand, for the automated mapping of business process models into 
some formal representation, we adopt and integrate the mapping framework proposed in [35]. 
Then design-time compliance verification can be automatically performed by means of model-
checkers [23]. 

Furthermore, the design-time compliance management approach incorporates an efficient root-
cause analysis approach [49, 50] to reason about and analyze detected design-time compliance 
violations, which can aid the user in resolving compliance deviations. The root-cause analysis 
approach is discussed in detail in Chapter 7 in this thesis. The expected output of these 
iterative design-time compliance assurance activities is a statically compliant business process 
model. The validation and evaluation of the proposed design-time compliance management 
approach is conducted in various directions to ensure the feasibility and applicability of the 
approach in practice, which is discussed in Chapter 9.  

To maintain continuous guaranteed preventive compliance, design-time compliance 
verification should be integrated and complemented with the subsequent runtime compliance 
monitoring phase. Therefore, the preventive compliance management framework provides an 
integrated runtime compliance monitoring approach, which is based on [28], and is integrated 
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to the design-time compliance management approach (proposed in this dissertation) on the 
basis of the same high-level pattern-based language; i.e. CRL. From pattern-based CRL 
expressions, runtime compliance formalisms can also be generated for runtime compliance 
verification. The runtime compliance monitoring approach is also based on LTL and standard 
XML query languages, i.e. XPath [92], and then a standard XML query evaluation engine are 
used to check runtime compliance. The integrated Runtime compliance monitoring approach is 
summarized in Section  4.2.2 and discussed in more detail in Chapter 8 of this thesis.    

4.1 Lifetime Compliance Management Framework 

As a pre-requisite condition to enable business process compliance management, both 
compliance and business specifications should be decoupled and handled separately [18]. 
However, their interrelationships should be carefully maintained. The main reasons behind this 
are [18]: 

• Business and compliance specifications have different objectives. The main objective 
of business specifications carries a Business perspective, as opposed to the 
compliance objectives, which have ownership and governance perspectives. 

• Business and compliance specifications differ in nature. Business specifications are 
procedural by nature specifying how business process activities are carried out. Hence 
a procedural language is more suited for business specifications. On the other hand, 
compliance specifications take the form of normative notions, specifying what should 
be done. Therefore, compliance requirements should be specified declaratively. 

• Contradictions and conflicts may arise between the two specifications. Hence, their 
interactions and interrelationships should be prudently analysed. 

• Both specifications have different lifecycles that interact and impact each other at 
different stages.  

By satisfying this pre-requisite condition, Figure  4-1 depicts a high-level operational view of 
the comprehensive business process compliance management framework. As shown in 
Figure  4-1, the main phases in the business process lifecycle are interconnected to compliance 
management practices [33]. There are two abstract roles involved in the framework:  

• A business expert, who is responsible for defining and managing service-enabled 
business processes in an organization while taking compliance constraints into 
account. 

• A compliance expert, who is responsible for the refinement, internalization, 
specification and management of compliance requirements stemming from external 
and internal sources in close collaboration with the business expert.  

The approach encompasses two logical repositories: the business process repository and the 
compliance repository, which may reside in a shared environment supported by the database 
technology. Process models and related specifics (business process elements) including service 
descriptions are defined and maintained in the business process repository, while compliance 
specifics (requirements and all relevant concepts) are managed in the compliance repository. 
These repositories foster the reusability of business and compliance specifications.  

In the overall, the approach starts either from the business process lifecycle (the upper-part of 
Figure  4-1) or with compliance practices (lower part of Figure  4-1`), which afterwards align 
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and run together exchanging inputs and outputs. BP lifecycle starts with the analysis and 
design of business processes. This involves the analysis of existing processes and the design of 
‘to-be’ processes taking into account various factors, such as business objectives, risks, 
industry best practices and frameworks, and compliance constraints including business rules. 
The processes can be designed as high-level models using notations, such as Business Process 
Management and Notation (BPMN) [102], which is followed by the construction of detailed-
level executable service and business process specifications using, for instance, the de-facto 
standard, Web Services Business Process Execution Language (WS-BPEL) [101].  

 

 

Figure  4-1 Overview of the Business Process Compliance Management Framework 

On the other hand, compliance management practices commence with compliance analysis 
and refinement, which involves; First, the analysis of the sources of compliance requirements, 
such as laws, regulations, standards, policies, etc. that provide the norms mandating or 
impacting the way the organizational business processes are executed. Second, the 
transformation of these abstract norms into a set of concrete compliance specifics collectively 
captures the compliance imperatives. Compliance analysis and refinement requires not only 
compliance but also business process domain knowledge. Hence, to define and iterate an 
effective set of compliance specifics, the compliance expert may work collaboratively with 
legal experts as well as business domain experts, as the refinement process requires individuals 
possessing the necessary knowledge of a company’s business. The key output of this step is the 
compliance specifics that are stored and managed in the compliance repository. We elaborate 
further on this refinement process and introduce a compliance management conceptual model 
for managing and maintaining this compliance information in Chapter 5.  

The approach depicted in Figure  4-1 encompasses three main compliance assurance phases, 
each having a corresponding business process lifecycle stage.  Design-time compliance 
verification involves the static verification of business process models against the applicable 
set of compliance requirements. In design-time compliance verification, a process model is 
considered as compliant with the set of relevant compliance requirements if it allows only for 
the execution of process instances not violating these constraints [24]. Consequently, it is 
(theoretically) ensured that corresponding process instances are compliant.  

Design-time compliance verification supports the idea of detecting and resolving any 
compliance violations as early as possible before the actual business process execution, thus 
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providing a preventive compliance support. Design-time compliance checking has lower 
verification costs compared to the subsequent online monitoring phase. Hence, it is desirable to 
check as much of compliance requirements as possible during design-time. The expected 
outputs of this verification phase are the detected design-time compliance violations and 
possible root-causes. These violations may trigger another iteration of the business process 
cycle from the analysis and design to resolve any design-time compliance anomalies and 
transform the non-compliant business process model into a compliant one. Our solution to 
realize this verification and analysis phase represents the main contribution of this dissertation 
and is discussed in detail in Chapter 6 and Chapter 7. 

Nevertheless, not all compliance requirements can be checked at design time. Some 
compliance requirements may require variables instantiations and/or runtime information that 
are not known until runtime. In addition, enforcing the compliance with a huge number of 
compliance requirements at design time will lead to complex business process models [24].  
Moreover, human and machine errors might lead to violations during execution even if the 
requirements were verified during design time. In this case, checking some compliance 
requirements at runtime may be more realistic. Business process monitoring encompasses the 
tracking of particular event patterns in the executions of individual processes or in the 
interaction between different processes, as well as the provision of statistics on the 
performance of some processes or the whole system [26].  

The business process compliance management framework (cf. Figure  4-1) assumes that 
runtime monitoring is performed step-by-step synchronous with the execution, which enables 
the detection of any online violation as early as possible and alter the execution once a 
violation is detected. This allows the invocation of the necessary correction/recovery actions to 
mitigate/minimize the impact of the detected violations. The outputs of this verification phase 
are the detected runtime violations and the aggregated statistical information. Our approach to 
address runtime compliance monitoring that integrates the design-time compliance 
management approach is detailed in Chapter 8. The integration between these two verification 
phases provides a lifetime guaranteed compliance assurance, and realizes our research 
objective.  

An important question that might arise in this context is: which compliance requirements 
should be checked at design time and which should be considered for runtime monitoring? The 
answer to this question mainly depends on the nature of the compliance constraints. For 
example, in cases where process instances can be modified during runtime to deal with 
exceptional situations, compliance monitoring is extremely important [24]. Ad-hoc changes in 
the running business process instances may result in a violation to the compliance 
requirements even if the compliance problem has been checked at design time. Factors such as 
the changes that might occur in the running business process instances are not taken into 
account during design time verification, because these changes are mostly ad-hoc. To 
summarize, based on this framework, compliance requirements should be categorized into 
three distinct categories: 

- Design-time requirements: constitutes compliance requirements that should be 
checked during design-time and may not be considered for runtime monitoring. 
Assuring the compliance of these requirements during design-time is sufficient to 
guarantee the adherence of their running instances during runtime. 

- Runtime requirements: constitutes compliance requirements that cannot be checked 
during design-time due to the lack of some necessary contextual information and 
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should be verified against running business process instances during runtime, where 
this information is available. 

- Design-runtime requirements: constitutes compliance requirements that should be 
considered at both design-time verification and runtime monitoring phases due to 
their sensitivity and the high risk associated with their violations. 

Classifying compliance requirements into these three categories is context-dependent and 
requires both compliance and business expertise. 

Finally, the third verification phase is the offline monitoring, which concerns with the 
diagnosis and analysis of the completed business process executions by possibly mining 
relevant event logs for knowledge extraction and aggregated statistical information [8]. This 
mainly involves posterior or after-the-fact reporting. Possible violations and trends resulting 
from the analysis of the execution logs are presented on monitoring dashboards in the form of 
various indicators and charts. This gives an insight inside the subtle flaws in the design of the 
running business process models, which could not be detected by the previous design-time and 
online verification phases.   Similar to design-time verification, these indicators may trigger 
another iteration of the business process cycle from the analysis and design to improve 
business process designs and resolve any detected violations. 

In the course of this research, we are focusing on providing efficient and integrated solutions to 
address the design-time and runtime verification phases. A more detailed overview of the 
proposed solution is discussed next in Section  4.2. For the moment, offline monitoring is kept 
out of the scope of this thesis. However, complementing the proposed compliance solution 
with an efficient offline monitoring facility is a future research direction. 

4.2 Integrated Design-time & Runtime Compliance Management 

Figure  4-2 presents an overview of our integrated solution that addresses and integrates design-
time and runtime compliance verification phases. The approach realizes the high-level 
framework presented in Section  4.1 and currently excludes the offline verification phase. As 
with the abstract version of the framework (Figure  4-1), the integrated approach encompasses 
two abstract roles; i.e. a business expert and a compliance expert.  

Auditors play an essential role in the compliance process. In particular, auditors are required to 
certify and attest to the effectiveness of enterprises’ internal control systems, which is 
mandated by Sarbanes-Oxley act [5]. In this context, auditors can be classified into internal 
auditors and external auditors [18]. We consider that the internal auditor concrete role 
instantiates the abstract compliance expert role (as represented in Figure  4-1 and Figure  4-2), 
who is responsible for the refinement, internalization, specification and management of 
compliance requirements stemming from external and internal sources in close collaboration 
with the business expert.  

External auditors can benefit from our proposed comprehensive compliance management 
framework (and supporting solutions) to certify and attest to the effectiveness of enterprises’ 
internal control systems. Having a structural and integrated compliance management solution 
in place with a robust and rigor formal foundation that ascertains absolute compliance 
assurances, can aid external auditors to ensure and subsequently certify the adherence of 
inspected organizations.  In addition, auditing is mainly a manual human-intensive and time-
consuming task. Automating fundamental compliance management activities helps auditors to 
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carry out their work more efficiently and significantly cut the time and expenditures spent on 
auditing. 

As shown in Figure  4-2, the integrated design-time & runtime compliance management 
approach also encompasses two logical repositories (as explained in Section  4.1); i.e. the 
business process repository and the compliance requirements repository. We assume that 
business and compliance specifications share the same constructs – mainly business process 
elements residing in the business process repository.  

The upper part of Figure  4-2 portrays the design-time compliance management approach (that 
we have presented in [32]), which is discussed in detail next in Section  4.2.1. Whilst the lower 
part of the figure presents the runtime compliance management approach, which is elaborated 
in Section  4.2.2.  

 

 

Figure  4-2 Integrated Design-time and Runtime Compliance Management framework 

4.2.1 Design-time Compliance Management Approach 

Figure  4-3 zooms in the design-time compliance management approach of the integrated 
design-time & runtime compliance management framework shown in Figure  4-2. The business 
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process definition (right-hand side of Figure  4-3) involves the specification of process models 
using the de-facto Web Services Business Process Execution Language (WS-BPEL). However, 
BPEL specifications are not grounded on a formal model. To enable BPEL models to be 
automatically verified and analyzed against the applicable set of compliance requirements, the 
BPEL program should be transformed into some formal representation. The automated 
mapping of process specifications into a formal representation have been intensively studied in 
the literature (e.g. [35], [104], [103], [61]). For this transformation, we adopt and integrate the 
mapping framework proposed in [35]. We specifically have chosen to exploit this approach 
due to its support to handle rich data manipulations via XPath expressions [92]. This allows the 
analysis and validation of data exchanged as messages between participating services. Other 
BPEL mapping proposals (e.g. [74], [169]) abstract away data contents, which limits the types 
of analysis that can be performed on data. Following this mapping approach [35], a BPEL 
specification is first mapped into an intermediate representation, i.e. guarded automata (GA), 
and then to Promela code; the verification language accepted by SPIN model-checker. 

On the other side (left hand-side of Figure  4-3), as with the high-level version of the approach 
(Figure  4-1), compliance management practices commence with the refinement of compliance 
constraints originating from various compliance sources into a set of organization-specific 
compliance requirements. This involves not only compliance but also business process domain 
knowledge. The proposed compliance refinement approach and its supporting conceptual 
model are discussed in detail in Chapter 5. Our work on this part has been presented in [33], 
which has been revised and appropriately extended in [34].  

As shown in Figure  4-3, the outputs of compliance requirements refinement are internalized 
organization-specific compliance requirements. As with business process specifications, 
compliance requirements should be grounded on a formal language to enable their verification 
and analysis against formally-represented business process model. However, it is a well-known 
phenomenon that the use of formal languages creates difficulties for the end-users, particularly 
in terms of usability and comprehensibility. This problem represents one of the main obstacles 
for the utilization of sophisticated verification and analysis tools associated with these 
languages. To surmount such problems, we introduce the Compliance Request Language 
(CRL), which is a high-level pattern-based language for the formal specification of compliance 
requirements. CRL encompasses a series of novel and expressive compliance patterns, which 
supports shielding the complexity of logical formalisms from business and compliance experts 
and facilitates their abstract specification. CRL spans the four structural facets of business 
process; i.e. Control-flow, data, employed resources, real-time perspectives, which enables the 
abstract specification of a wide range of compliance requirements, as will be shown in the 
validation Chapter of this thesis (Chapter 9).  

Compliance experts may then apply and combine compliance patterns using CRL to render the 
organization-specific compliance requirements. This serves as an auxiliary step to refine 
internalized compliance requirements into formal statements. We have selected Linear 
Temporal Logic (LTL) [21, 23] as the formal basis of compliance requirements. The 
justification of this choice is based on the findings of a thorough comparative analysis that we 
have conducted between a set of commonly used logical languages, which will be discussed in 
Chapter 6. 
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Figure  4-3 Design-time business process compliance management 

The CRL expressions are then automatically transformed into LTL formulas based on the 
defined mapping scheme that we introduce. Next, the verification of the business process 
specifications mainly involves checking formal business process specifications (i.e. the 
generated Promela code) against LTL rules using the SPIN model-checker [70]. SPIN is a 
popular open-source software tool that is intensively used in both academia and industry for 
the formal verification of large-scale distributed software and hardware systems. The expected 
inputs to SPIN are: 

- A Promela code that captures the behavior of the BPEL specification. 

- A set of LTL rules capturing relevant compliance requirements. 

The outcome of SPIN is a yes-no answer indicating whether each LTL compliance rule is 
satisfied or violated. CRL is explicated in detail in Chapter 6 of this dissertation. The 
automated verification of business process models against the generated LTL rules by SPIN 
model-checker is discussed in Chapter 9. This part of our research is presented in [36]. 

Obviously, indicating whether a compliance requirement is satisfied or not is not sufficient. A 
structured approach is critical to (semi-) automatically detect the root-causes of compliance 
anomalies and provide appropriate guidelines/warnings that can aid the users to resolve the 
compliance violations. To address this problem, we propose a root-cause analysis approach 
that is based on CRL to analyze and reason about the root-causes of design-time compliance 
violations and provide the user with suggestive guidelines/caveats of how to resolve the 
compliance deviations. The root-cause analysis approach is presented in detail in Chapter 7. It 
has been presented in [49] and is under publication in [50]. 

The business experts then alter the process specifications taking these guidelines/caveats into 
consideration with the objective of transforming the non-compliant BPEL model into a 
compliant one; this is followed by the automated re-mapping of the BPEL specification to their 
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formal forms (GA and Promela) and then their re-verification against the set of applicable 
compliance rules. This process iterates until all violations are resolved and a compliant BPEL 
program is produced. In the next Section, we will continue with the subsequent runtime 
compliance verification approach, which is based on CRL and integrated smoothly with this 
design-time compliance management solution on the basis of the same high-level compliance 
specification language; i.e. Compliance Request Language. 

4.2.2 Runtime Compliance Management Approach 

Figure  4-4 zooms in the runtime compliance management approach of the integrated design-
time & runtime compliance management framework shown in Figure  4-2. As shown in 
Figure  4-4, the outcome of the design-time compliance verification phase is a compliant BPEL 
program. This business process model is ready to be deployed and run on a BPEL engine for 
execution. However, the fact that the BPEL model has been proven to be statically compliant 
doesn’t guarantee that the corresponding running business process instances will be always 
compliant. Human and machine errors might lead to violations during execution even if these 
compliance requirements have been verified during design time.  In addition, not all 
compliance requirements can be checked at design time. Some compliance requirements may 
require variables instantiations and/or runtime information that are not known until runtime 
[45], which are reserved for this runtime verification phase. 

 

 

Figure  4-4 Integrated runtime compliance management approach 
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The runtime compliance management approach is based on  [28] and integrated to the design-
time compliance management approach, as a joint work in the context of the EU COMPAS 
project [51]. The integration between the two verification phases is achieved on the basis of the 
same high-level pattern-based language; i.e. Compliance Request Language (CRL). The inputs 
to this business process monitoring phase (which are the outputs of the prior design-time 
verification phase) are: 

- A compliant BPEL model as an outcome of the design-time compliance verification 
phase.  

- A set of XML queries automatically generated from pattern-based CRL expressions, 
the same way LTL rules are generated for design-time compliance verification as 
explained in Section  4.2.1.   

During runtime, multiple business process instances may run independently on the business 
process engine; i.e. BPEL engine.  For monitoring purposes, a business process instance is 
captured as a sequence of states (i.e. state trace). Given an initial state, a BP instance goes 
through a series of intermediate states, until it reaches its final state. Following the SOA 
paradigm, the transition from one state to the next is basically triggered by receiving or 
sending a message, or the assignment of instance variables (e.g. variables defined in the 
corresponding BPEL specification). 

An external component, e.g. Execution Listener, can be deployed in the monitoring 
environment that keeps track of system’s activities (incoming and outgoing messages), 
captures and publishes events during business execution (according to the events specified in 
the design phase). Monitored events are then populated in relevant logs, i.e. the State trace and 
the Execution data source logs (cf. Figure  4-4). State trace log is an XML document that 
records business process instances state changes whenever a message is sent or received. The 
State trace log only contains the sequence of execution states for each BP instance. The real 
execution data is stored separately in the Execution data source, which contains execution 
variables and their respective values.  

From the compliance requirements side, their monitoring is based on XML query languages; 
i.e. BPath [28]. BPath is an XML query language that extends XPath with LTL capabilities. 
The advantages behind our choice of an XML query language for runtime compliance 
monitoring instead of using a model-checking approach similar to the design-time verification 
phase (explained in Section  4.2.1) are twofold:  

- First, the resulting XPath queries can be deployed on any XML query engine, which 
facilitates the integration of this monitoring system to any business process 
framework supporting XML technologies.  

- Second, the computational complexity of checking a document against an XML query 
expression is shown to be P-complete in [170], compared to the complexity of the 
exhaustive model-checking problem that is known to be NP-Complete. Therefore, 
XML query processors are more efficient for runtime monitoring. 

BPath expressions have a direct mapping to standard XPath queries, which enables the 
utilization of any standard XML query engine for compliance requirements evaluation. Having 
a set of XPath queries capturing relevant compliance requirements and execution data 
(maintained in relevant logs), a standard XPath query engine is used to evaluate the generated 
XPath queries (originally generated from CRL expressions) over the State trace and Execution 
data source logs. The state trace log is linked to the Execution data source log where 
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execution information can be extracted for XPath query evaluation (i.e. the message that leads 
to state change, its parts and a timestamp that captures the exact time when a message has been 
sent/received). 

Identified runtime violations are then displayed to the Dashboard for inspection and analysis 
by the compliance and business process experts. In case a runtime compliance violation is 
detected, countermeasures can be enacted in order to mitigate possible negative effects (as 
detailed in [171]), i.e. enforcement of automatically controllable actions, modifying relevant 
BP model or the adjustment of internal policies. The integrated runtime monitoring approach 
briefly described in this Section is explicated in detail in Chapter 8. 

As discussed above, to enable design-time and runtime automated compliance verification and 
analysis, compliance requirements should be grounded on a robust foundation of a logical 
language. One of the first research questions we have faced while conducting this research is: 

What are the mandatory features that should be possessed in a logical 
language as the formal foundation of compliance requirements? 

To answer this question, in [27] we have analyzed a wide range of compliance legislations and 
frameworks including Basel II [39], Sarbanes-Oxley [5], IFRS [40], FINRA (NASD/SEC)[41], 
COSO [42], COBIT [16] and OCEG[43], and examined a variety of relevant works on the 
specification of associated compliance requirements. This set of regulations and frameworks 
constitute a faithful representation of the range of compliance requirements that can be found 
within compliance legislations. Based on the findings, we have identified a set of features that 
should be satisfied by a formal compliance specification language. A brief discussion of this 
investigation steps and the concluded features is presented next in Section  4.3. 

4.3 Analysis of Current Compliance Legislations and Frameworks 

In [27], an overview of the state-of-the-art in compliance languages, particularly focusing on 
languages for regulatory and legislative provisions. Based on this analysis, we have identified 
different aspects of compliance, which includes: 

- Compliance discovery. 

- Compliance specification. 

- Reporting. 

- Improvement. 

- Risk management.  

We then have reviewed current compliance-specific solutions addressing these compliance 
aspects. Chapter 2 of this thesis covers current solutions related to compliance specification, 
verification and analysis, which represents the main focus of this thesis. The reviewed 
solutions advocate the same conceptual approach with regard to compliance specification, 
which mainly constitutes: 

- The need for models to describe compliance enriched business processes. 

- The need for policies and rules to describe the compliance requirements to which 
business processes must conform. 
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- The explicit separation of compliance and business specifications while at the same 
time establishing how they are related. The solutions also share a weakness in the 
sense that they only cater for reactive (after-the-fact) compliance support.  

Next, a wide range of compliance legislations are studied. Specifically, the legislations defined 
within Basel II [39], FINRA (NASD/SEC) [41], HIPAA [172], IFRS [40], MIFID [173], 
Sarbanes-Oxley [5] and Tabaksblat [174] regulations are analysed. From this analysis a set of 
core compliance concerns is identified. Table  4-1 summarizes the results of this analysis by 
indicating which compliance concerns each analyzed legislation addresses.  

Table  4-1 Compliance Legislation by Compliance requirement types 

 

As can be seen in Table  4-1, two groups of compliance concern are addressed by these 
compliance legislations. The first group constitutes so-called basic compliance concerns. These 
concerns are basic in the sense that they pertain to the basic structure of business processes, 
which are: 

- The control flow compliance concern encompasses requirements concerning how 
things are done in business processes (i.e. what activities are carried out and in what 
order). For example, the International Financial Reporting Standards (IFRS) 
statements target the financial reporting processes of organizations, mandating among 
others requirements for what activities to perform in the process control flow. 

- The locative compliance concern addresses requirements concerning the location 
where business process activities are carried out. For example, the Sarbanes-Oxley 
Act’s interpretation in the IT Control Objectives for SOX identifies as one important 
aspect the location at which information is stored. 

- The information compliance concern deals with the information used and produced in 
business processes as well as the syntax and semantics of this information. Chapter I 
of the MIFID regulation provides several articles for example for when dealing with 
new clients, e.g. with regard to the provisioning of high quality information (both 
about the firm and particular services and products). Another example is Basel II, 
which places demands on the information stored during credit provisioning in order to 
facilitate future credit risk assessment. 
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- The resource compliance concern considers the question of which resources are used 
within business processes (e.g. employees and customers, and computerized systems). 
To illustrate, the ’Code Tabaksblat’ promotes the usage of separation of duty (just as 
other legislations such as SOX). 

- The temporal compliance concern takes requirements concerning when things are 
done/must not be done within a business process into account (e.g. in terms of 
relevant business events). To exemplify, Pillar II of the Basel II accord seeks to 
enforce monitoring capabilities for banks (as well as supervisors) to assess their 
capital adequacy. This requires definition of proper events in order to capture 
temporal occurrences.  

As Table  4-1 shows, some legislation (such as Sarbanes-Oxley and Tabaksblatt) covers all five 
basic compliance concerns. Others, for example Basel II, only stipulate information, locative, 
and temporal concern related requirements. 

The second group of compliance concerns in Table  4-1 is more advanced in nature. Advanced 
compliance concerns build on basic ones, that is, without the latter advanced compliance 
concerns cannot be addressed. Seven advanced concerns are often found in compliance 
legislations:  

- The monitoring compliance concern deals with compliance requirements that 
organizations have to meet with regard to the (real time) awareness of the state of a 
business process; as such building on the temporal concern. Basel II, mentioned for 
the temporal compliance concern, requires adequate monitoring of credit provision 
processes. This suggests the presence of monitoring mechanisms inside these 
processes to warn when provision of credit endangers capital levels 

- The payment compliance concern recognizes the need of organizations to specify 
payment related requirements, e.g. to comply with MIFID regulations concerning the 
payment of provided financial services. It builds on the control flow concern in the 
sense that payment specifics are typically associated with the activities performed 
within a business process. An example is that payment must be done electronically 
and such that it cannot be repudiated. 

- The privacy compliance concern encompasses compliance requirements related to 
privacy in business processes. It builds on both the information and resource concern. 
In relation to the information concern, the privacy compliance concern poses 
requirements regarding the sharing and usage of personal information within a 
business process. In context of the resource concern, the privacy compliance concern 
comprises constraints regarding the anonymity of involved process participants (e.g. a 
customer or employee). For example, the Health Insurance Portability and 
Accountability Act is aimed at the medical domain. It defines a Privacy Rule which 
mandates the capability to indicate which information is private and which may be 
disclosed (to whom), how consent may be acquired, and how disputes are resolved.  

- The quality compliance concern is relevant for covering preferences and demands 
concerning the level of quality in business processes. It builds on the control flow and 
information concern. With regard to the control flow concern quality comprises issues 
such as responsiveness, reliability, accessibility and availability of business process 
activities (and their automated implementations). E.g. relevance and reliability of 
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financial information (IFRS), accuracy of personal health information (HIPAA), and 
completeness of data while calculating the credit risk (Basel II). 

- The retention concern revolves around the proper archiving, retrieval and disposal of 
information. It builds on both the information concern (regarding the storage of 
information) as well as the temporal concern (regarding the logging of events). 
Requirements in the retention concern encompass issues such as the period of storage, 
location, method of disposal for process documents and/or events. To illustrate, 
retention of records is covered in section 8, Chapter III of MIFID detailing that 
transaction related documents must be kept a minimum of 5 years and client relation 
details for the length of this relation. 

- The security compliance concern addresses security related compliance requirements 
for business processes. It builds on the control flow and information concern. For 
control flow the security compliance concern is of importance for ensuring 
authenticated and authorized access to resources within business processes. Relating 
to the information concern, it deals with preserving the confidentiality of information 
during message exchanges as well as detection of information tampering. These kinds 
of requirements are found in e.g. the HIPAA Security Rule, which addresses a wide 
range of security requirements encompassing issues surrounding authorization, 
authentication, integrity and confidentiality.  

- The transaction compliance concern involves transactional requirements for business 
processes, such as that a group of related securities (e.g. investment bonds, stocks) 
orders from a customer must be placed and effectuated in an all-or-nothing manner. 
For example, to ensure accuracy of financial information IFRS poses transaction 
demands to assure that failed financial transactions do not lead to inconsistent and 
incorrect financial information 

Interesting in this regard is that the dominant concerns in these legislations constitute quality 
and retention, followed closely by monitoring and transaction. Relatively less widespread are 
privacy, security and payment. Also, it is important to note that advanced compliance concerns 
are typically cross-cutting over multiple basic concerns. To illustrate, retention of information 
usually not only refers to exchanged messages (part of the information concern), but also 
monitored events (part of the temporal concern). This implies that the specification of 
advanced compliance concerns must also be cross-cutting in nature; and thus that the 
integration of such specification details into business process designs requires an approach that 
is orthogonal to the solutions used to capture the basic concerns. Moreover, it is crucial to 
observe that advanced compliance concerns can be intertwined as well. For example, in 
compliance legislations such as Sarbanes-Oxley it is not only stated that certain information 
must be retained, but also that this must be done in a tamper proof manner. That is, information 
must be stored such that its authenticity can be proven if so required. This suggests a mixture 
of security requirements applied to retention related requirements in order to assure 
compliance within a business process 

Based on the investigation and analytical steps conducted in this Section and in Chapter 2, we 
could identify a set of features a formal language for compliance requirements specification 
should satisfy. These features are listed next in Section  4.3.1, which builds up the ground for 
the work presented throughout the rest of this dissertation 
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4.3.1 Mandatory Features in a Formal Compliance Specification Language 

In Chapter 2 and in the previous Section, an extensive body of work in the areas of compliance 
specification and analysis and a wide set of compliance legislations and frameworks are 
analysed in order to identify required features for specification of compliance requirements. 
These features have been iteratively refined and extended throughout the course of this 
research and the resultant list can be summarized as follows: 

• Formality: The language should be formal to pave the way for the application of 
associated automatic analysis, reasoning and verification tools and techniques to 
ensure compliance. In addition, this allows the augmentation of business process 
models with compliance requirements for visualization, which in turn can help the 
business and compliance experts to understand the interplay between the two 
specifications.  

• Declarativiness: Compliance requirements are commonly normative and descriptive, 
indicating what needs to be done [18]. Therefore, declarative languages are more 
suited to their formal representation. 

• Expressiveness: The language should be expressive enough to be able to capture the 
intricate semantics of compliance requirements. 

• Usability: The language should not be excessively complex to inhibit users to 
understand and use it. Obviously, the expressivenesses and the usability concerns may 
contradict with each other. The more expressive the language is, the more difficult to 
be used and understood by users. There should be a prudent balance between these 
two criteria. 

• Genericity:  The language should enable to capture compliance requirements that 
span over the four structural perspectives of business processes, which are:  

- Control-flow (sequence and ordering of activities). 

- Data (data validation and requirements). 

- Employed resources (task allocation and data access rights). 

- Real-time perspective. 

• Non-monotonicity: Some compliance requirements are less-stringent, such that a 
violation to a respective compliance rule is not necessarily an error. Non-monotonic 
rules are open to violation to a certain extend and under specific conditions to handle 
exceptional situations. Depending on the rigidity of the rule, the expert can decide on 
the type of the rule, and the exceptions under which a specific rule can be overridden.  

• An example of a non-monotonic compliance requirement from the healthcare domain 
may be “A complete blood count test should be performed on patients before any 
operation”. An exception to this requirement may be “if the physician decides 
otherwise, this requirement may be overridden”. This means that a violation to a non-
monotonic requirement is not an error if it is overridden by one of its pre-defined 
exceptions. 

• Intelligible feedback: Indicating whether there is a violation to a specific rule is not 
sufficient. It is important to provide the user with guidance/caveats as remedies of 
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why a violation occurs and what strategies can be taken to resolve compliance 
deviations.  

• Consistency checks: Contradictions and conflicts might arise between compliance 
requirements particularly when they originate from different sources. It is desirable 
for the language to provide supporting mechanisms to identify and resolve these 
inconsistencies. 

• Normalization: This feature is the dual of Consistency checks. It refers to cleaning-up 
of the requirements specification to identify and remove redundant rules. 
Redundancies can negatively impact the processing cost of compliance verification.   

• Symmetricity: This feature refers to the ability to annotate business process models 
with compliance requirements. The annotation can help users to understand the 
interplay between the two specifications.  

• Tool Support: This feature refers to the degree of sophistication of the verification and 
analysis tools associated with the logical language, and how intensive they have been 
tested in practice. 

• Computational Complexity: This feature refers to the computational complexity of the 
algorithms associated with the language that are used to do the actual verification. 

These features will be later used in Chapter 6 as the basis of the comparative analysis [37, 38] 
we conducted between a set of candidate formal compliance specification language. Based on 
the findings revealed by the comparative analysis, we could select an appropriate logical 
language for the formal specification of compliance requirements, i.e. Linear Temporal Logic, 
which enables the automated verification of compliance requirements against relevant business 
process models and running instances.  

4.4 Summary 

This Chapter portrays the roadmap of the coming chapters. In particular, it presents the 
proposed lifetime preventive comprehensive business process compliance management 
framework that addresses compliance throughout the complete business process lifecycle. This 
incarnates the overall big picture, outlines the scope of this research and gives direction on the 
main focus of the next Chapters. The framework is then refined and an integrated design-time 
& runtime compliance management solution is outlined; hence providing a preventive lifetime 
compliance support. Offline compliance monitoring is kept out of scope, however, integrating 
an efficient offline monitoring approach is considered as a future work direction.  

To enable design-time and runtime automated compliance verification, compliance 
requirements should be grounded on a robust foundation of a formal language. A set of 
mandatory features to be possessed by a formal compliance specification language are 
identified based on our analysis of a wide range of compliance legislations, regulations and 
frameworks. Then, a thorough comparative analysis is conducted between a set of candidate 
logical languages based on these features, which revealed that the temporal logic family is a 
robust foundation of compliance requirements (the details of the comparative analysis is 
presented in Chapter 6). 
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In the next Chapters (Chapter 5 through Chapter 9), we will zoom in on various building 
blocks of the proposed design-time & runtime compliance management approach, showing 
how guaranteed compliance can be accomplished by following the proposed framework. 

. 
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 Compliance Refinement Methodology and Chapter 5:

Conceptual Model  

The first key step for business process compliance management starts with the investigation 
and analysis of relevant legislations, standards, laws and regulations. Compliance requirements 
as they are stated in these high-level sources are very abstract and sometimes vague. They 
require interpretations and refinements by the experts to produce organization-specific 
compliance requirements. The refinement process involves the transformation of these abstract 
norms into a set of concrete compliance specifics that collectively captures the compliance 
imperatives. Compliance analysis and refinement requires not only compliance but also 
business process domain knowledge. 

 

Figure  5-1 Design-time compliance management approach 

The refinement process involves representing compliance requirements at various levels of 
abstraction to accommodate with different stakeholders perspectives. It also involves the 
identification of relevant concepts and specifics that are important to manage the compliance, 
e.g. risks, controls, related business process elements…etc. These concepts should be linked to 
relevant compliance requirements at various levels of abstractions and relevant business 
process models. This enables maintaining the traceability between compliance requirements 
and relevant business process models. Traceability can be classified into backward and 
forward traceability [19], such that: 

• Backward traceability mainly involves tracing compliance requirements back to their 
sources.  
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• Forward traceability refers to linking compliance requirements to the processes that 
enforce them.  

This bi-directional traceability is important as it helps to recognize the implications of 
changing requirements and processes. It also allows analysing why a particular decision in a 
process was made and what the implications of changing these specifics are in relation to the 
compliance requirements. 

This Chapter focuses on introducing a compliance refinement methodology and supporting 
conceptual model that can aid business and compliance experts in the refinement, maintenance 
and organization of compliance requirements to generate concrete organization-specific 
compliance requirements. These concepts are then stored and maintained in the compliance 
requirements and business process repositories. Figure  5-1 shows the design-time compliance 
management approach that was previously introduced in Chapter 4. The dotted part in 
Figure  5-1 highlights the scope of this Chapter. 

The compliance refinement methodology we introduce in this Chapter is based on the COSO 
(Committee of Sponsoring Organizations of the Treadway Commission) framework [42]. 
COSO is a de-facto framework that is dedicated to providing guidance to executive 
management and governance entities on critical aspects of organizational governance, business 
ethics, internal control, enterprise risk management, fraud, and financial reporting. COSO is a 
widely-adopted framework for the establishment of enterprises internal control systems. 
However, it does not provide explicit guidance addressing how compliance concepts and their 
interrelationships are defined and integrated. In Section  5.1, we introduce the compliance 
refinement methodology that provides the necessary guidance on how compliance concepts and 
their interrelationships are defined and integrated. The outcomes of this compliance refinement 
process are maintained in the shared compliance and business process repositories (cf. 
Figure  5-1), which implements the supporting compliance conceptual model that we introduce 
in Section  5.2.  

The basic outcome of the compliance refinement process is a set of concrete organization-
specific compliance requirements that the business entity is required to comply with. Recall 
from Chapter 4 that to enable the automated verification of these refined requirements against 
relevant business process models, compliance and business specifications should be formally 
represented. Next in Chapter 6, we introduce the Compliance Request Language as a high-
level pattern-based compliance specification language, which acts as an intermediate abstract 
language between refined compliance requirements and their formal representations (as LTL 
formulas). This significantly facilities the work of compliance experts, as they do not need to 
go into the complex and low-level details of such formal languages. Next, model-checkers can 
be utilized to check the adherence between business and compliance specifications (which is 
discussed in Chapter 9). The output of model-checkers is merely yes-no answer indicating 
whether each compliance rule has been satisfied or violated. To aid the user in resolving 
detected compliance violations by providing an intelligible feedback that includes the root-
causes of violations and guidelines as remedies, we propose in Chapter 7 an efficient root-
cause analysis approach to reason about design-time compliance violations.   

As shown in Figure  5-1, the outcome of these iterative compliance assurance activities is a 
statically compliant business process model that is ready for runtime deployment. Chapter 8 
introduces an integrated runtime compliance monitoring approach that complements the 
design-time compliance management approach (discussed in Chapter 5 to Chapter 7) on the 
basis of the same high-level compliance specification language; i.e. CRL. 
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5.1 Compliance Refinement Methodology 

In the last recent years, Business Process Management (BPM) has gained a great interest from 
both the industrial and the academic communities. BPM encompasses all activities performed 
by businesses to model, automate, optimize, monitor and adopt their business processes [15]. 
Therefore,   Business Process Management Systems (BPMS) become commonly used by 
business entities to automate and support their business processes. However, when it comes to 
compliance, BPMSs rear their heads. Although BPMS can be used to implement IT processes 
and controls to recognize one of the frameworks defined in COSO [42], COBIT [16] or ITIL 
[17] to address the compliance problem; nevertheless, these frameworks don’t provide an 
absolute assurance that existing business process models are actually compliant with the 
applicable set of laws and regulations.  

Notably, the COSO [42] framework is an early work introduced as a key guidance to establish 
internal control mechanisms in organizations. The COSO framework does not propose a model 
to describe compliance concepts, however, it elucidates the way the organization progresses 
from objectives, abstract requirements, to controls instituted into the processes. Other 
initiatives, such as COBIT [16] and OCEG’s GRC [43] provide a governance model with 
control objectives for particular domains to help organizations to refine into concrete controls. 
However, similarly these models do not provide explicit guidance addressing how compliance 
concepts and their interrelationships are defined and integrated.  

 

 

Figure  5-2 Compliance refinement methodology steps 

Risk management is a key component in managing compliance [16] and there are few works 
on conceptualizing risks and processes [56], [57]. Nevertheless, these works fail to address 
several concepts, such as compliance requirements, sources and concerns, which are particular 
to Business process compliance. 
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Below we introduce a refinement methodology that is based on and extends the COSO 
framework [42], which is recognized by regulatory bodies as a de facto standard for 
establishing internal control systems.  CFO magazine indicated that 82% of the respondents 
who participated in a poll [175] initiated by the magazine are using COSO’s framework for the 
establishment of their internal control systems. Figure  5-2 depicts the methodology’s major 
steps, which are linked to the business process lifecycle analysis and design phase. The 
methodology involves three major steps that are discussed in detail in the next sub-sections, 
i.e. objective setting and boundary identification, risk assessment and response, and the 
definition and implementation of internal controls. 

5.1.1 Objective Setting and Boundary Identification 

This is the first step to an improved understanding and establishing of (compliance) objectives 
and the boundaries of acceptable conduct. This involves the analysis and interpretation of 
compliance sources in order to identify and elucidate the requirements with which the 
organization has to comply. These sources prescribe requirements in a range of abstraction 
levels from vague compliance constraints to precisely described (control) objectives. The 
boundaries include both: 

• Mandatory directives, such as laws and regulations (e.g. SOX [5], Basel-III [9])  

• Voluntary sources, such as industry best practices, standards (e.g., ISO-9000 [13], 
ISO/IEC 27000 [14]), policies, and business partner contracts (e.g. Service level 
agreements- SLAs).  

From a compliance perspective, key concepts in this phase are directives (compliance sources) 
and compliance requirements. Recall that, a compliance requirement is a constraint or 
assertion that prescribes a desired result or purpose to be achieved by factoring actions or 
control procedures in processes [33]. A requirement can be prescribed in the form of abstract 
constraints or control objectives such as those specified by the COBIT framework [16].  

5.1.2 Risk Assessment and Response 

A risk-based approach is fundamental to better understand and manage the inherent uncertainty 
involved in pursuing organizational objectives. Taking into consideration the compliance 
objectives and the current design of processes, it is essential to identify, assess and prioritize 
the key events that may compromise process compliance. The likelihood and impact of risks 
are analyzed, which together determine the importance of a particular compliance requirement 
to the organization. Accordingly, response actions to deal with non-compliance are planned 
and designed.  

5.1.3 Control Definition and Implementation 

Controls are key to decreasing the likelihood of a compliance risk to materialize. They 
mitigate risks and provide reasonable assurance of the fulfillment of compliance requirements. 
At this stage, compliance experts (internal auditors) typically work together with legal experts 
and business process domain experts, as analyzing risks over processes and defining necessary 
controls requires not only compliance but also business process domain knowledge.  

 In this aspect, controls can be categorized into preventive or detective, such that: 
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• Preventive controls are geared to avoid violations from occurring. Examples include 
authorizations, segregation of duties, and supervisory approval.  

• Detective controls often produce information regarding an occurred violation to help 
understand its causes and take necessary actions in the future to prevent this violation 
to recur. Examples are management reviews, and reconciliations.  

Controls can also be categorized as process, technical, and physical with respect to the point 
where the control is applied [43], such that: 

• Process controls apply policies and practices concerning the design and execution of 
business processes. Authorizations, approvals, inspections, segregation of duties are 
examples of such controls.  

• Technical controls involve the use of devices or systems mainly for authentication, 
encryption or security purposes. Examples include firewalls and intrusion 
prevention/detection systems. 

• Physical controls are instituted largely to guard critical assets. Locks, fences, 
surveillance cameras and alarms are examples of such controls. 

Business processes are subject to both preventive and detective (process) controls. Automating 
these controls is of utmost importance, as in the long run, manual controls are expensive to 
design and test periodically [176]. Automated assurance of processes implemented in 
enterprise systems mandates formally defined rules for process controls. Formalization should 
be applied only for those controls that can be checked and monitored (cost) effectively through 
automated techniques. Next, Chapter 6 introduces the Compliance Request Language (CRL) as 
a high-level intuitive intermediate language that enables the structural representation of the 
refined compliance requirements using abstract compliance patterns. Formal rules can then be 
automatically generated from these pattern expressions and automatically verified against 
relevant business process model to ensure design-time compliance satisfaction.  

During the conduction of each step of this refinement methodology, various important 
concepts are identified and materialized, e.g. risks, controls…etc., which are stored and 
maintained in business and compliance repositories (as shown in Figure  5-1). As organizations 
typically deal with a number of diverse compliance sources, there is a need for a structured 
means for capturing and organizing compliance information to support business and 
compliance experts particularly in this compliance analysis and refinement process, and to 
capacitate their reusability. Next, in Section  5.2, a supporting compliance conceptual model for 
managing and maintaining compliance specifics during the refinement process is introduced. 

5.2 Compliance Conceptual Model 

The compliance conceptual model proposed in this Section provides a generic and 
comprehensive structure tailored for compliance concepts and their relation to business 
processes, and establishes the underpinnings of the business compliance management approach 
(presented in Chapter 4). The conceptual model is based on the analysis we have conducted [5] 
on a wide range of compliance legislations and frameworks including Basel II [1], Sarbanes-
Oxley [2], IFRS [43], FINRA (NASD/SEC)[44], COSO[45], COBIT [46] and OCEG[47]. 

The proposed model clearly separates two domains -business processes and compliance- while 
establishing their relation and traceability (forward and backward).  Figure  5-3 depicts an 
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overview of the key concepts in the compliance conceptual model. In the next discussion, we 
will first describe in a coarse-grained level (Sections  5.2.1 and  5.2.2) the key constructs both in 
the business process and compliance domains, respectively, in line with the refinement 
approach outlined above in Section  5.1. Then, in Section  5.2.3, we provide a more fine-grained 
description of the key elements of the conceptual model, by identifying and describing the 
involved attributes and their role. 

5.2.1 Business Process Domain 

As the focus of this dissertation is on compliance, we assume a generic model for the BP 
domain also in order for the proposed model not to be constrained by a particular BP 
modelling notation or approach. As shown in the right-hand side of Figure  5-3, we assume 
business processes are designed as a collection of process elements. An organization might 
want to capture different aspects of their processes. Depending on these aspects, process 
elements may take diverse forms including the basic elements, such as activities, events, and 
business objects; and others, such as roles, organization units, software systems, and goals.  

Business processes and process elements are instantiated during process execution to achieve 
process goals. These instantiations are also subject to compliance requirements (through the 
elements they are instantiates from) as many of these requirements are dependent on runtime 
conditions. Runtime compliance management on the basis of the compliance management 
framework presented previously in Chapter 4, is covered in Chapter 8. 

5.2.2 Compliance Domain 

As shown in the left-hand side of Figure  5-3, a compliance source is the origin of compliance 
requirements. It can be in the form of: 

- Regulations, legislations or laws, such as SOX [5] and HIPAA [172]. 

- Standards and code of practices, such as ISO/IEC 27000  series [14]. 

- Internal and/or external policies. 

- Business partner contracts, such as Service Level Agreements - SLAs.  

A source typically consists of a set of sections or clauses in a hierarchical form.  Interpretation 
of these sources results into compliance requirements expressed textually at various 
abstraction levels.  

Performing risk assessment to identify the risks influencing the achievement of these 
requirements/objectives is one of the key components of compliance management. A risk can 
be defined as: 

A risk is the probability of occurrence of an event that might influence the 
achievement of certain goals [56], which in turn might impair the 
organization’s business model, reputation and/or financial condition.  
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Figure  5-3 Compliance management conceptual model 
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A risk is usually measured as a combination of impact and probability (likelihood) of 
occurrence [16]. Risk assessment also generates a set of (internal) controls to mitigate these 
related risks and to ensure an effective implementation of compliance requirements [42]. A 
control can be defined as: 

A control describes the restraining or directing influence to check, verify or 
enforce rules to satisfy one or more compliance requirements. 

Throughout the rest of this thesis, the terms control, refined compliance requirement, concrete 
organization-specific compliance requirements will be used interchangeably, which refer to 
the same concept as defined above. 

Failure to address controls increases the likelihood of a compliance risk to materialize.  As an 
example, Table  5-1 presents an excerpt of the compliance requirements and elements including 
risks, controls and sources applicable to the loan approval process that we introduced in 
Chapter 3, which are resulted from the compliance analysis and refinement activities 
introduced in Section  5.1. The outcomes of applying the refinement methodology on all the 
compliance requirements of the two running scenarios (Loan approval and Internet Reseller 
business case studies) introduced in Chapter 3, are presented in Appendix D. 

Returning back to the compliance conceptual model shown in Figure  5-3, Controls are related 
to different aspects of compliance and can be grouped into compliance concerns, such as 
security, privacy, segregation-of-duties, access-rights/authorizations, management reviews, etc. 
Concerns often crosscut business processes. A compliance source may enforce controls in 
diverse concerns, and solutions addressing a certain concern usually handle relevant controls in 
similar ways. 

A key connection between the compliance and the business process domains is the link 
between the controls and the compliance targets. A compliance target is defined as:  

A compliance target is an abstract concept representing a generic ‘object’ of 
compliance requirements.  

They are in the form of business processes or process elements. A control applies to 
compliance targets and their properties. Based on these concepts, a business process 
compliance assessment can be defined as:  

A Business process compliance assessment is a process that is performed to 
verify and ascertain that an organization is designing and executing 
processes that satisfy the compliance requirements applicable them.  

It involves checking (during design-time, runtime, and offline) whether a set of compliance 
targets conforms to applicable rules with the purpose of identifying if and how a target can be 
updated to make it compliant. 

A control can also be seen as a concrete organization-specific textual description of a 
compliance requirement. Only those controls that can be implemented and checked effectively 
through automated compliance verification should be formally specified into compliance rules. 
More specifically, these are controls that fall in the preventive-process controls categories, as 
described in Section  5.1.3. Control rules should be based on a formal foundation of a logical 
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language to enable their automated verification against relevant business process models. 
However, the difficulty of these formal languages represents one of the main obstacles of the 
utilization of their associated sophisticated verification and analysis tools to ensure 
compliance. To overcome this problem, in the next Chapter (Chapter 6), we introduce a high-
level pattern-based intermediate compliance specification language, i.e. Compliance Request 
Language (CRL) that eases the formal specification of compliance requirements and enhances 
the usability concern of these logical languages. 

Figure  5-4 links and connects the compliance management refinement methodology steps 
described in Section  5.1 with the key elements of the compliance conceptual model presented 
in Section  5.2. The figure also presents an example of instantiating the key elements of the 
conceptual model regarding the compliance requirements of the Loan Approval running 
scenario as shown in Table  5-1. Next in Section  5.2.3, we will zoom in on each class 
introduced in the conceptual model, and introduce and define the relevant attributes. 
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Table  5-1 Selected compliance requirements from the Loan Approval running case study (Chapter 3) 

Control ID Control Comp. Requirement Risk Comp. Source 

Control 1 
Customer bank privilege verifications (to be performed 
by Credit Broker) are segregated from credit worthiness 
checks 

Duties in processing 
loans shall be adequately 
segregated 

- Loan granted with 
inadequate level of 
assurance 
- Fraud/misuse 
- Financial loss 

- SOX Sec. 404 
- ISO/IEC 27002-
10.1.3 
- Internal Policy 

Control 2 
If the loan request’s credit is above 1 million Euros, the 
Clerk Supervisor of Credit Operations checks the credit 
worthiness of the customer.   

Control 3 
The branch office Manager checks risks and 
profitability of the loan request and makes the final 
approval (or rejection) of the request. 

Control 4 
The customer receives an automated email notification 
when his personal data is collected by the “Credit 
Bureau service”. 

Customer’s personal data 
shall be handled 
confidentially 

- Legal penalty due to 
non-compliance with 
laws  

- EU Directive 
95/46/EC (Data 
protection) 

Control 5 
The offer in the signed loan contract is valid for 7 
working days and afterwards it is closed.  

Customers shall receive a 
certain period of time for 
responding to offers 

- Financial loss due to 
changing conditions 

- Internal policy 
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Figure  5-4 (a) Compliance refinement methodology steps, (b) Conceptual model for the key elements of the Compliance Repository, (c) 
Examples for the Key Elements. 
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5.2.3 Compliance Conceptual Model Attributes 

In a more fine-grained context, Table  5-2 describes the set of attributes that are defined for 
each class in the compliance management conceptual model as shown in Figure  5-3. The 
‘Class’ column in the table refers to a particular class in the conceptual model. The ‘Attribute’ 
and ‘Data type’ columns list the set of attributes for each class and their data types, 
respectively. The ‘Description’ column provides a detailed description of the meaning and the 
role of the attribute with respect to the conceptual model. Finally, the ‘multiplicity’ column 
specifies the cardinality of each attribute, which also determines if an attribute is optional or 
mandatory and/or multi-valued. 

Table  5-2 Compliance conceptual model attributes 

  Class Attribute  Data 
Type 

Description Multipli
city 

Compliance 
Source 

Name String 
The name of the compliance source, e.g. SOX, 
Basel III, PHIPA  1..1 

Description String 
Gives a high-level generic description of the 
compliance source 0..1 

Reference String 

Provides a full reference for the compliance 
source, which may contain: the full name of 
the compliance source, date, version, origin, 
URL…etc 

1..1 

Date Issued Date 

Represents the date the compliance legislation 
is released.  1..1 

Compliance 
Requirement 

Name String 

Gives a short name that describes the 
compliance requirement, e.g. Segregation of 
duties, Second set of eyes 

1..1 

Description String 
Gives a more detailed description of the 
compliance requirement. 0..1 

Keywords String 

Gives a list of keywords relevant to the 
compliance requirements, e.g. Security, SoD, 
Role-based…etc 

0..* 

Control 

Name String 
Gives a short name that describes the control, 
e.g. Role_SoD 1..1 

Description String 
Gives a detailed description of the control 

0..1 

Preventive-
Detective 

String 

An enumerated attribute that takes the values 
Preventive or Detective, to determine the type 
of the control from this perspective 

1..1 

Process-
Technical-
Physical 

String 

An enumerated attribute that takes the values 
Process, Technical or Physical, to determine 
the type of the control from this perspective 

1..1 
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Risk Assessment Boolean 

A Boolean attribute that indicates whether the 
control addresses the Risk Assessment 
component in the COSO framework 

1..1 

Control Activities Boolean 

A Boolean attribute that indicates whether the 
control addresses the  Control Activities 
component in the COSO framework 

1..1 

Information 
Communication 

Boolean 

A Boolean attribute that indicates whether the 
control addresses the   Information 
Communication component in the COSO 
framework 

1..1 

Monitoring Boolean 

A Boolean attribute that indicates whether the 
control addresses the   monitoring component 
in the COSO framework 

1..1 

Non-monotonic Boolean 

A Boolean attribute that flags whether a 
control is a monotonic or a non-monotonic 
control 

0..1 

Risk 

Name String 
Gives a short name for the identified risk, e.g. 
Loss or damaged data 1..1 

Description String 
A  detailed description of the risk 

0..1 

Likelihood String 

The probability that this risk can materialize, 
which takes the values: Very low, Low, High, 
Very high 

1..1 

Impact String 

Gives an indication about the impact of this 
risk on the organization if it materializes, 
which takes the values: Very low, Low, High, 
Very high  

1..1 

Control Rule 

Statement String 

Stores the formal representation of the 
relevant compliance requirement, e.g. as LTL 
formula 

1..1 

Description String 
Gives a detailed description of the control rule 

0..1 

CRL expression String 
Stores the CRL (pattern-based) expression of 
the control rule 0..1 

Formal 
Language 

String 

Specifies the logical language that is used to 
formal represent the control rule, e.g. LTL, 
CTL…etc 

1..1 

Design-time Boolean 
Indicates whether the control rule is a design-
time rule. 1..1 

Runtime Boolean 
Indicates whether the control rule is a runtime 
rule. 1..1 

Offline Boolean 
Indicates whether the control rule is an offline 
rule. 1..1 

Controlflow Boolean 

Indicates whether the control rule falls in the 
control flow dimension of Business process 
structural facets. 

1..1 
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Information Boolean 

Indicates whether the control rule falls in the 
Informational dimension of Business process 
structural facets. 

1..1 

Timed Boolean 

Indicates whether the control rule falls in the 
real time dimension of Business process 
structural facets. 

1..1 

Resource Boolean 

Indicates whether the control rule falls in the 
resource dimension of Business process 
structural facets. 

1..1 

Compliance 
Concern 

Name String 

Gives a short name for the compliance 
concern, e.g. Access control, Segregation of 
duties, Information Retention activity 

1..1 

Description String 

Provides a detailed description of the 
compliance concern 0..1 

Business 
Process 

Name String 

Represents the name of the business process 
model, e.g. Loan Approval, Account 
opening…etc 

1..1 

Description String 
A detailed description of the Business process 
model 0..1 

Business 
Process 
Element 

Name String 

Gives a short name for the BP element, e.g. 
CheckCreditWorthiness activity 1..1 

Description String 
A detailed description of the BP element 

0..1 

Element Type String 

Determines the type of the BP element, e.g. 
Activity, DataObject, Event, BP attribute, 
Role, User…etc 

1..1 

Compliance 
Target 

Name String 
Gives a short name for the compliance target 

1..1 

Description String 
A detailed description of the compliance 
target. 0..1 

Type String 

Determines the compliance target type, i.e. 
Business Process, Sub-process, Business 
process fragement, web service 

1..1 

BP 
Compliance 
Assessment 

Name String 
Gives a short name for the business process 
compliance assessment 1..1 

Description String 
A detailed description of the  business process 
compliance assessment 0..1 

Date_Issued Date 
The date where the  business process 
compliance assessment takes place 1..1 

User_ID String 

The Identity of the user who carries out this 
compliance assessment 1..1 

Deadline Date 
The date such that this business process 
compliance assessment should be completed 1..1 
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5.3 Summary  

As a first step to manage compliance in a business entity, in this Chapter, we have introduced a 
compliance refinement methodology and a supporting conceptual model. Compliance 
requirements as they originate from compliance sources are usually very abstract, vague and 
ambiguous; hence, they require interpretation and internalization by experts to generate refined 
organization-specific compliance requirements. The refinement methodology introduced in 
this Chapter is based on and extends the COSO framework [42], which is recognized by 
regulatory bodies as a de facto standard for establishing internal control systems.  The 
refinement process is supplemented by a compliance management conceptual model and 
compliance and business process repositories, which enable the storage, management and 
maintenance of the outputs of this refinement process, i.e. compliance and business process 
specifics. This also enables backward traceability, which mainly involves tracing compliance 
requirements back to their sources, as well as forward traceability, which refers to linking 
compliance requirements to the business processes that enforce them.  

One of the major outcomes of this refinement process is concrete organization-specific 
controls that implement the compliance requirements. The main objective is to automatically 
verify these organization-specific compliance requirements against relevant business process 
models to ensure static compliance. This in turn mandates the formal specification of these 
controls. In the next Chapter, we introduce the Compliance Request Language (CRL) as a 
high-level pattern-based intermediate language that allows non-technical users to structurally 
represent refined compliance requirements in an intuitive manner. Corresponding formal 
statements can then be automatically generated from CRL expressions based on the defined 
mapping scheme and verified for static compliance assurance. 
 

Status String 

The current status of the  business process 
compliance assessment 1..1 
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 Design-time Compliance Management Chapter 6:

Having a set of concrete organization-specific compliance requirements (controls) as the major 
outcome of the compliance refinement process aided by the proposed compliance refinement 
methodology (as described in Chapter 5), a fundamental goal of this research (as identified in 
Chapter 1) is to automate the compliance verification process of these refined requirements 
against relevant business process models. With a preventive focus, compliance verification 
should be considered as early as the design phase of the business process lifecycle. This can 
significantly reduce associated compliance costs, as compliance violations can be detected and 
resolved before the actual business process execution.  

Figure  6-1 depicts the design-time business process compliance management approach that we 
have previously introduced in Chapter 4. The shaded part in Figure  6-1 represents the main 
focus of this Chapter. In particular, the formal specification of compliance requirements to 
enable their automated verification against business process models. Therefore, achieving 
automated static compliance verification. 

  

 

Figure  6-1 Design-time compliance management approach 

As shown in Figure  6-1, we utilize Linear Temporal Logic (LTL) as the formal foundation of 
compliance requirements. Our choice of LTL is built upon the findings of the comparative 
analysis that we conducted between a set of candidate logical languages (i.e. LTL, CTL and 
FCL) [37, 38]. The mandatory features of a formal compliance specification language 
identified in Chapter 4 constitute the major comparison criteria considered in the comparative 
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analysis, which will be first detailed in Section  6.1. Although, the comparative analysis 
emphasized that temporal logic is a powerful formal basis for compliance requirements; 
however, it also highlighted some shortcomings with respect to the Usability, Non-monotoncity 
and Intelligible feedback concerns, which are crucial to be addressed to enable the full 
utilization of our approach. 

To overcome these limitations, we introduce a compliance specification language that 
addresses the major drawbacks of LTL. More precisely, to address the usability and non-
monotonicity concern, we introduce in Section  6.2 the Compliance Request Language (CRL), 
as a high-level pattern-based language for the abstract specification of compliance 
requirements that has a direct mapping into LTL. CRL is an intermediate abstract and intuitive 
specification language that encompasses a serious of compliance patterns in its core. The 
compliance patterns incorporated in CRL spans the four structural facets of business processes; 
i.e. control-flow, data, employed resources and real-time perspectives. This enables the 
abstract specification of a wide range of compliance requirements (as CRL expressions), as we 
will discussed in Chapter 9, and subsequently, enables the automated verification of these 
compliance requirements against relevant business process model (by means of model-
checkers as shown in Figure  6-1). 

The output of model-checkers is merely yes-no answer indicating whether each compliance 
rule is satisfied or violated. To aid the user in resolving detected compliance violations by 
providing an intelligible feedback that includes the root-causes of violations and guidelines as 
possible remedies, we propose in Chapter 7 an efficient root-cause analysis approach to reason 
about detected design-time compliance violations.   

As shown in Figure  6-1, the outcome of these iterative compliance assurance activities is a 
statically compliant business process model that is ready for runtime deployment. Chapter 8 
introduces an integrated runtime compliance monitoring approach that complements the 
design-time compliance management approach (discussed in Chapter 5 to Chapter 7) on the 
basis of the same high-level compliance specification language; i.e. CRL. 

6.1 Comparative analysis between Candidate Formal Languages 

One of the important research questions we have faced, which represents the backbone of our 
approach is:  

What is the most appropriate formal language to be used as the formal 
foundation of compliance requirements, which enables automated design-
time and runtime compliance verification?  

Based on our deep study and analysis of the literature (which is summarized in Chapter 2), we 
have identified two families of logics that have been successfully utilized in the literature as 
the formal specification of compliance requirements and similar domains; i.e. Temporal and 
Denotic families of logics. More specifically, we have considered Formal Contract Language 
(FCL) [22] from the Deontic logic family. On the other hand, we have considered Linear 
Temporal Logic (LTL) and Computational Tree Logic (CTL) from the temporal logic family 
[21, 23].  Then, we have applied these languages on the specification of the compliance 
requirements of the two industrial case studies, which are used as the running scenarios in this 
thesis (and presented in Chapter 3).  
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The comparative analysis reflected that the decision on the selection of a particular formal 
language is context-dependent involving various factors including the nature, complexity and 
sources of compliance requirements. However, based on the results of the comparative analysis 
that are discussed in the coming sub-sections, we could conclude that temporal logic is a more 
powerful ground of regulatory constraints. This comparative analysis has been presented and 
published in [37] and [38] focusing on regulatory compliance (e.g. compliance requirements 
emerging from legislations, standards and internal policies) in the former paper and business 
contracts (e.g. Service Level Agreements- SLA) in the latter. 

In the next discussion, we first start by listing some compliance requirements relevant to the 
Loan approval case study (presented in Chapter 3) that are used as running examples in 
Section  6.1.2. Next, we briefly present the basic concepts and formation rules of the considered 
formalisms; i.e. FCL, LTL and CTL, and examine their capabilities to capture compliance 
requirements of the running examples. Next, we draw the comparative analysis between the 
three logics in Section  6.1.4 based on the mandatory features identified in Chapter 4. 

6.1.1 Selected Compliance Requirements from the Loan Approval Case Study 

To be able to analyze and appraise the considered formal languages (FCL, LTL, CTL), 
regarding their support to the features identified in Chapter 4, we have applied these languages 
on the specification of the compliance requirements of the two running scenarios (Chapter 3). 
Table  6-1 presents an excerpt of some of the compliance requirements that have been 
considered during the comparative analysis. The requirements presented in the table are 
relevant to the Loan Approval running scenario described in Chapter 3. In Table  6-1, the ‘ID’ 
column gives a unique identification of the compliance requirement. The ‘Compliance 
Requirement’ column presents the refined organization-specific interpretation of the 
compliance requirement. The ‘Compliance Source’ column lists the source document(s), e.g. 
specific legislation, regulation, internal policy...etc, where the requirement originates from. 

Table  6-1 An excerpt of compliance requirements relevant to the Loan Approval process 

ID Compliance Requirement  
(refined organization-specific requirement) 

Compliance Source 

R1 Only Post-processing Clerk and Supervisor roles can access the 
“Credit Bureau service”. 

-Bank’s Internal 
Policy 

R2 Customer bank privilege check is segregated from credit worthiness 
check. 

-SOX Section 404,  

-ISO 17799 - 10.1.3 

R3 If the loan request’s credit exceeds 1 million EURO the Clerk 
Supervisor checks the credit worthiness of the customer. The lack of 
the supervisor check immediately creates a suspense file. In case of 
failure of the creation of a suspense file, the manager is notified by 
the system and Post-processing Clerk is allowed to do the check. 

-Internal Policy,  

-SOX- Section 404 

R4 As a final control, the branch office Manager has to check whether 
the request is profitable and risks are acceptable before making the 
final approval.  

-SOX- Section 404. 

-ISO 27002. 

R5 If loan conditions are satisfied, the customer can check the status of 
her loan request infinitely often. 

-Bank’s Internal 
Policy 
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R6 If credit worthiness check activity is performed, then there exists an 
activity ‘evaluation of the loan risk’ that should be performed by the 
manager. 

-Bank’s Internal 
Policy 

R7 The Credit Broker can start a loan approved by the customer, only if 
5 work days or more have elapsed since the loan approval form was 
sent. 

-ISO27002, Sox404 

6.1.2 Formalisms under Consideration 

The following sub-sections present a brief description of the basic concepts and formation 
rules (syntax) of the considered logical languages, and examine their applicability to represent 
the compliance requirements as described in Table  6-1. 

6.1.2.i Linear Temporal Logic (LTL) 

LTL [21], [23] is a logic used to formally specifying temporal properties of software or 
hardware designs. In LTL, each state has one possible future and can be represented using 
linear state sequences, which corresponds to describing the behavior of a single execution of a 
system. The formulas in LTL take the form ��, where � is the universal path quantifier and 	� 
is a path formula. A path formula must contain only atomic propositions as its state sub-
formulas. The formation rules of LTL formulas are as follows:  

• ⊺ and ⊥ are formulas (where ⊺ represents tautology and ⊥ represents contradiction) 

• If 		� ∈ ��, where �� is a non-empty set of atomic propositions, then P is a path 
formula.  

• If  � and  � are path formulas, then ¬�, � ∨ �, � ∧ � , ��,  �, ��, �	�	�, �	�	� are 
path formulas (where ‘∨’ represents ‘or’ and ‘∧’ represents ‘and’ logical operators ), 
such that 

• G (always) indicates that formula f must be true in all the states of the path. 

• X (next time) indicates that the formula f is true in the second state of the path. 

• F (eventually) indicates that formula f will be true at some state in the future of the 
path. 

• U (until) indicates that if at some state in the future the second formula � will be true, 
then, the formula f must be true in all the subsequent states within the path. 

• W (weak until) represents the same semantics as until, however it is evaluated to true 
even if the second formula � never occurs (note that ��� ≡ ���� 	∨ ��	�	��). 

6.1.2.ii Computational Tree Logic (CTL) 

CTL [21], [23] is also a logic used to formally specifying temporal properties of software or 
hardware designs. CTL differs from LTL in terms of their underlying model of time. As 
opposed to LTL, in branching temporal logics (e.g. CTL), each moment in time may split into 
various possible futures. Hence, the structure under which branching temporal logic formulas 
are interpreted is represented as infinite computational tree, which describes the behavior of 
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the possible computations of a nondeterministic program [44]. A well-formed CTL formula 
over a set of atomic propositions �� = {�, �, … } (where � is the universal path quantifier) can 
be formed as follows (in BNF [177] form): 

� ∶≔⊺ |⊥ |�|¬�|� ∧ �|� ∨ �|� → �|���| ��|��| �| 
																	���| ��|�!��"#| !��"#|�!��"#| !��"#	, such that: 

• ⊺ represents tautology and ⊥ represents contradiction (unsatisfiable) symbols. 

• G, F, X, U, W are the temporal operators ‘always’, ‘eventually’, ‘next’, ‘until’ and 
‘weak until’ that hold the same semantics as defined in Section  6.1.2.i.  

• A and E stand for the universal (for All paths) and existential (there Exists a path) 
quantifies, respectively. 

• Each CTL operator should be a pair of symbols. The first symbol is a quantifier (A or 
E), and the second symbol is a temporal operator. 

6.1.2.iii Formal Contract Language 

FCL belongs to the Deontic logic family. Deontic logic has been used in the literature as the 
formal foundation of compliance requirements dominantly emerging from business partner 
contracts (e.g. [22], [18]and [178]). FCL is a combination of a non-monotonic formalism 
(defeasible logic) and deontic logic of violations. Authors in [128] provided the foundations of 
the FCL language. In deontic logic, compliance requirements should be reduced to the set of 
obligations, prohibitions and permissions (and other normative positions) the enterprise has to 
follow in order to be considered as compliant. Deontic logic of violations provides the ability 
to reason about violations, and the obligations arising in response to violation. Reparation to a 
specific violation can take the form of a reparation chain. 

The FCL language consists of two sets of atomic symbols: A finite set of literals (propositions) 
that represent state variables, and a finite set of events. The logical operators that are supported 
are as follows: ‘;’ the sequence operator, (ii) ‘Λ’ conjunction operator and (iii) ‘˅’ disjunction 
operator.  

A rule in FCL is an expression of the form: $: �&,�'	, … , �(├	*, where r is the identification of 
the rule, �&,�'	, … , �( is the set of premises (propositions) and B is the conclusion of the rule. 
The rule is built from a finite set of atomic propositions, logical operators, and a set of deontic 
operators, which are; (i) Negation (¬), (ii) Obligation (O), (iii) Permission (P), and (iv) the 
Contrary to duty operator ( ⨂	 or CTD). Contrary-to-duty operator is used to specify the 
violations and the obligations arise as a response to the violations. The rules are formed as 
follows: 

• Each atomic proposition is a proposition. 

• If P is an atomic proposition, then ¬� is a proposition. 

• If P is an atomic proposition, then OP is an obligation proposition, PP is a permission 
proposition. Obligations propositions and permission propositions are deontic 
propositions. 

• If �├	�&⨂�'⨂…�(⨂q is an FCL rule, where �&, �', …�( are obligation propositions 
and � is a deontic proposition then  �&⨂�'⨂…�(⨂q is a reparational chain. The 
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reperational chain indicates that, if the primary obligation �& is violated, its violation 
can be repaired by the secondary obligation �' and if �'cannot be satisfied then it can 
be repaired by the obligation �-, and so on. Usually the permission appears as the last 
deontic proposition in a reparation chain because it is not possible to violate 
permission. The entire rule is evaluated to false, if none of the primary obligation, or 
any of the reparation deontic propositions (respecting their order) is satisfied. 

• Prohibitions can be either represented as O¬ or ¬P.  

6.1.3 Formal Specification of the Compliance Requirements in LTL, CTL and FCL 

This sub-section examines and compares how the compliance requirements as described in 
Table  6-1 can be formalized in the three considered languages. 

 

R1 Only Post-processing Clerk and Supervisor roles can access the “Credit Bureau 
service”. 

LTL: ��.ℎ012.$0345�6$5ℎ47088. :6;0�:6;01� 	→ �� 
										�:6;01 == �685�$6108847�.;0$2=⋁	:6;01 = ′@A�0$B486$=��� (1) 

CTL: ���.ℎ012.$0345�6$5ℎ47088. :6;0�:6;01� 	→ ��� 
										�:6;01 == �685�$6108847�.;0$2=⋁	:6;01 = ′@A�0$B486$=��� (2) 

FCL: :6;01 ≠= �685�$6108847�.;0$2= ∧ :6;01 ≠= @A�0$B4846$=⊢ EFGHI&¬.ℎ012.$0345�6$5ℎ47088 (3) 

This compliance requirement can be represented in the three languages. In FCL, the 
semantics of the requirement can be captured by prohibiting any other role rather than the �685�$6108847�.;0$2	and the @A�0$B486$ from performing .ℎ012.$0345�6$5ℎ47088 
activity. You can notice that that the LTL and CTL representations are the contra-positive 
equivalence of the FCL representation (� → J ≡ ¬J → ¬�)  

 

R2 Customer bank privilege check is segregated from credit worthiness check. 

LTL: G��CheckCustomerBankPrivilge.Role�Role1�→ G�¬�CheckCreditWorthiness.Role�Role1�� (4) 

CTL: ����.ℎ012.A856b0$*c72�$4B4;�0. :6;0�:6;01�→ ���¬�.ℎ012.$0345�6$5ℎ47088. :6;0�:6;01�� (5) 

FCL: .ℎ012.A856b0$*c72�$4B4;�0. :6;0�:6;01�; 
																					.ℎ012.$0345�6$5ℎ47088 ⊢ EFGHI&¬.ℎ012.$0345�6$5ℎ47088 (6) 

This requirement represents the typical segregation of duties constraint and it can be 
represented in the three languages by mandating that .ℎ012.A856b0$*c72�$4B4;�0 and .ℎ012.$0345�6$5ℎ47088 are not performed by the same role :6;01. 
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R3 If the loan request’s credit exceeds 1 million EURO the Clerk Supervisor checks the 
credit worthiness of the customer. The lack of the supervisor check immediately 
creates a suspense file. In case of failure of the creation of a suspense file, the 
manager is notified by the system and Post-processing Clerk is permitted to do the 
check. 

LTL: .c7=5	e0	$0�$0807503 (7) 

CTL: .c7=5	e0	$0�$0807503 (8) 

FCL: f6c7�b6A75�g� ≥= 1i′├	EjklImnojGm.ℎ012.$0345�6$5ℎ47088 
⨂EpqjrIs@56$0@A8�07804;0�g�⨂EpqjrIs7654�gic7c�0$∧ �tGjruHImv.ℎ012.$0345�6$5ℎ47088 

(9) 

R4 As a final control, the branch office Manager has to check whether the request is 
profitable and risks are acceptable before making the final approval. 

LTL: ¬@4�7E��414c;;g.675$c15	�	�wA3�0x4�ℎf6c7:482∧ wA3�0x4�ℎf6c7:482. c��$6B03 == y08=� 
 

(10) 

CTL: ��¬@4�7E��414c;;g.675$c15	�	�wA3�0x4�ℎ:482∧ wA3�0x4�ℎf6c7:482. c��$6B03 == y08=�� (11) 

FCL: 	.c7=5	e0	$0�$0807503	 (12) 

This requirement can’t be represented in FCL due to its lack of support to temporal operators. 
LTL and CTL formulas assure that wA3�0x4�ℎf6c7:482  and c��$6B03 == y08=	precede  @4�7E��414c;;g.675$c15 activity. The ‘weak until’ temporal operator has been used, 
however it can also be expressed using ‘Until’. ′��� ≡ ���� 	∨ ��	�	��)’ 

R5 If loan conditions are satisfied, the customer can check the status of her loan request 
infinitely often until the customer is notified. 

LTL: ��f6c7.673454678 == z$A0= → ��.ℎ012f6c7@5c5A8�� (13) 

CTL: .c7=5	e0	$0�$0807503	 (14) 

FCL: 	.c7=5	e0	$0�$0807503	 (15) 

Neither CTL nor FCL can express the weak fairness property of R5 (a constantly enabled 
event must occur infinitely often) [21], which is expressible in LTL. The same applies to the 
specification of strong fairness properties (an event that becomes enabled infinitely often 
must occur infinitely often). 

 

R6 If credit worthiness check activity is performed, then there exists an activity, i.e. 
‘evaluation of the loan risk’ that is performed by the manager. 

LTL: .c7=5e0	$0�$0807503 (16) 

CTL: ���.ℎ012.$0345�6$5ℎ47088	 →  � Bc;Ac50f6c7:482�� (17) 
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FCL: .c7=5e0	$0�$0807503 (18) 

This requirement can only be expressed in CTL due to its support to the existential path 
quantifier (E). The CTL formula implies that in all paths whenever .ℎ012.$0345�6$5ℎ47088 is true, there exists a path such that  Bc;Ac50f6c7:482 takes 
place. 

 

R7 The Credit Broker can start a loan approved by the customer, only if 5 work days 
or more have elapsed since the loan approval form was sent. 

MTL ��@073f6c7.675$c15→ {|}�0$�6$bf6c7@055;0b075. :6;0�′.$0345*$620$�~� (19) 

TCTL ���@073f6c7.675$c15→ �{|}�0$�6$bf6c7@055;0b075. :6;0�′.$0345*$620$�~� (20) 

FCL @073.675$c15: 5├	EumI�or�mGvIm	�0$�6$bf6c7@055;0b075: 2	⋀	2 ≥ 5+5 (21) 

Requirement R7 is not expressible in LTL or CTL due to their lack of support to real-time 
requirements. Some extensions to LTL and CTL have been proposed to incorporate the real-
time dimension. For example, Metrical Temporal Logic (MTL) [179] extends LTL with the 
real-time dimension. In MTL, temporal operators can be annotated with a temporal 
expression � expressing a specific time interval as shown in the MTL representation of R7 
(e.g. F{| ). Analogously, Timed CTL (TCTL) [180] extends CTL with the real-time 
dimension. Temporal dimension is also incorporated to FCL as proposed in [22], such that all 
propositions can be time-stamped and a persistence approach can be adapted. This means that 
if we can conclude � at time 5, written as �: 5, then � is true for all 5= > 5, until an event 
occurs that terminates the validity of �. 

6.1.4 Comparative Analysis between LTL, CTL and FCL 

Table  6-2 summarizes the results of the comparative analysis, which highlights the strengths 
and limitations of the three languages based on the set of required features (presented in 
Chapter 4). The degree of support is denoted by: ‘+’, indicating that the feature is satisfied, ‘-’, 
indicating that the feature is not satisfied, and ‘±’ , indicating that the support is partial. 

Some of these results can be generalized to the whole families of Deontic logic and Temporal 
Logic. For example, FCL, CTL and LTL possess limitations in terms of their usability. This 
result can be generalized to the whole families of Deontic and Temporal Logic. The 
complexity of logical languages represents one of the main obstacles of utilizing the 
sophisticated reasoning and analysis tools associated with these languages. FCL, LTL and CTL 
have different expressive powers. For example, the notion of permission is not directly 
expressible in LTL and CTL, while fairness properties are not expressible in FCL and CTL; on 
the other hand, existential properties are not expressible in LTL and FCL.  

Deontic and Temporal families of logic are declarative by nature. Furthermore, FCL provides a 
mechanism for consistency checks by the means of the superiority relation of the defeasible 
logic [181], yet this result can’t be generalized to the Deontic Logic family (denoted by ‘?’ in 
Table  6-2). For example, the Contract Language (CL) [136] is a deontic logic language that 
has been developed for contract specification, however, it doesn’t provide a technique for 
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checking the consistency among compliance rules. However, a solution is provided in [178]. 
Temporal Logic family doesn’t provide a support for checking the consistency among logical 
formulas. The normalization metric is met by FCL as it provides a technique for cleaning up 
the specification and to identify and remove redundancies [22]. The normalization process in 
FCL is a pre-requisite step to constraints verification. 

Table  6-2 Comparative Analyses between LTL, CTL and FCL 

 LTL CTL Temporal 
Logic 

FCL Deontic 
Logic 

1- Formality + + + + + 

2- Usability - - - - - 

3- Expressiveness ± ± ? ± ? 

4- Declarativiness + + + + + 

5- Consistency Checks - - - + ? 

6- Non-Monotonicity ± - - + ? 

7- Genericity + + ? + ? 

8- Symmetricity - - ? ± ? 

9- Normalization - - - + ? 

10- Intelligible feedback + ± ? - - 

11- Tool Support + + + ± ± 

12-Computational 
Complexity 

PSPACE-
complete 

PTIME ? ? ? 

 

Non-monotonic requirements can be expressed in FCL by means of the superiority relation. 
On the other hand, rules in temporal logic are monotonic by nature. The study in [182] extends 
LTL to support non-monotonic rules. In FCL, by exploiting the results in [18], business 
process models can be visually annotated by compliance requirements using the notion of 
control tags. However, with symmetricity we mean the actual augmentation of business 
process models with compliance requirements (thus the support for this feature is marked as 
‘±’ for FCL). Model-checkers are used with temporal logic for automated compliance 
verification [23]. As concluded in [44], it is usually possible with LTL to provide a 
counterexample that may help the users to resolve a compliance violations, thus providing the 
user with intelligent feedback. The support to this feature is sometimes limited for CTL [44]. 
The support by Deontic logic family to this feature is limited. Finally, a basic strength of LTL 
and temporal logic family in general lies in its maturity and availability of sophisticated 
verification tools that have proven to be successful to verify complex systems in different 
problem domains [44]. The computational complexity of verifying LTL and CTL rules are 
known to be pspace-complete and ptime, respectively. On the other hand, the computational 
complexity of FCL is unclear. 

Based on this thorough comparative analysis, we can conclude that the decision on the use of a 
particular formal language is context-dependent, which is based on the nature, complexity and 
source of compliance requirements. However, based on the overall findings of the comparative 
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analysis as well as the relevant literature and the current practice, we conclude that temporal 
logic is more powerful to express regulatory compliance. An important strength in temporal 
logic is its maturity and its sophisticated tool support. In addition, it should also be noted that 
the identified comparison criteria are not equally important. For example, the support of 
temporal logic to the intelligible feedback and sophisticated tool support metrics is vital. On 
the other hand, temporal logic for instance does not provide support for normalization, which 
might be of less importantance. Finding efficient solutions to overcome some of the 
shortcomings of temporal logic that surfaced from the comparative analysis is one of the main 
objectives of this course of research. 

Based on these findings, we have selected temporal logic as the formal ground of compliance 
requirements and CRL.  

The next research question we faced is: 

Which temporal logic language should we use; LTL vs. CTL? 

To answer this question, in [44] Vardi has provided an interesting comparison between LTL 
and CTL. He pointed out that although CTL and LTL correspond to two distinct views of time, 
and consequently LTL and CTL are expressively incomparable. Nevertheless, from a practical 
point of view LTL is considered to be more expressive than CTL. Besides, LTL is considered 
to be more intuitive than CTL. From a verification point of view, CTL is considered to be 
more difficult than LTL due to the branching nature of CTL. Furthermore, CTL does not 
provide full support for compositional reasoning as LTL provides. The main advantage of CTL 
over LTL is its computational complexity. However, Vardi argues that despite this fact, LTL is 
a more powerful logic and CTL’s advantage in terms of computational complexity is valid 
under worst case scenarios, which are unlikely in real life applications.  

It is on the basis of the findings of this comparative analysis (Table  6-2) and our agreement 
with Vardi’s argument in [44] that we have selected LTL as the formal basis of compliance 
requirements. There is usually a tradeoff between expressiveness, usability and computational 
complexity and finding an appropriate balance between them is one of the objectives of this 
research. LTL is sufficiently expressive with respect to the compliance problem (as shown in 
Section  6.1.3) and it has an acceptable computational complexity compared to alternative 
logics. To address the usability concern of LTL, we next introduce the Compliance Request 
Language as a high-level pattern-based specification language that enables the abstract 
specification of compliance requirements. CRL as the core of the proposed compliance 
management approach is presented in detail throughout the rest of this Chapter. 

6.2 Compliance Request Language 

In the coming Sections, we describe the Compliance Request Language (CRL) in detail. CRL 
is one of the basic building blocks of the proposed design-time compliance management 
approach (Figure  6-1). CRL encompasses a series of expressive and novel compliance patterns 
in its core. Compliance patterns are high-level abstractions of frequently used compliance 
requirements, which help non-technical users to abstractly represent desired properties and 
constraints. Compliance patterns spans the four structural classes of business processes 
(control flow, information usage, employed resources and real-time dimensions), which 
enables the specification and verification of a major subset of compliance requirements.  
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In addition, CRL provides two mechanisms to enable the relaxation of some less-strict 
compliance requirements, which are: non-monotonicity and compensations. As concluded in 
[45], compliance constraints are not often stringent and a support to this type of constraints is 
vital to address real-life business situations. Non-monotonic requirements are less-strict 
compliance constraints that are open to violations to certain extend and under specific pre-
defined conditions. This provides the relevant users the flexibility required to handle 
exceptional situations. An example of a non-monotonic compliance requirement from the 
healthcare domain may be “A complete blood count test should be performed on patients 
before any operation”. An exception to this requirement may be “if the physician decides 
otherwise, this requirement may be overridden”. This means that a violation to a non-
monotonic requirement is not an error if it is overridden by one of its pre-defined exceptions.  

On the other hand, CRL also enables the specification of compensations as a response to the 
violations of some compliance requirements. These are requirements such that their violations 
can be repaired by some compensation actions. For example, a requirement relevant to an 
Internet service provider company maybe “if the internet service becomes less than the speed 
agreed on in the SLA for 24 hours, the customer receives a 25% discount on this month’s 
subscription”. This means that a violation has already occurred with respect to the internet 
service speed as stated in the SLA, however, this violation can be compensated/repaired by 
providing the user with a specific discount. 

Based on these objectives, in [5] we have analyzed a wide range of compliance legislations and 
frameworks including Basel II [1], Sarbanes-Oxley [2], IFRS [43], FINRA (NASD/SEC)[44], 
COSO[45], COBIT [46] and OCEG[47], and examined a variety of relevant works on the 
specification of associated compliance requirements. Based on our analysis, we have identified 
structural patterns of frequently recurring (compliance) requirements imposed on business 
processes, which are presented in detail in the next sub-sections. 

Figure  6-2 presents the meta-model for the Compliance Request Language (CRL) represented 
using UML class diagram. The compliance pattern class is the core element of the language, 
and each pattern is a sub-type of it. A compliance pattern is a high-level domain-specific 
template used to represent frequently occurring compliance constraints. The compliance 
pattern class is sub-divided into four main sub-classes of patterns; namely atomic, resource, 
composite and timed: 

• Atomic Patterns: some patterns in this class is adapted from Dwyer’s property 
specification patterns originally introduced in [88]. They deal with occurrence and 
ordering constraints and they are covered in Sections   6.2.1 and  6.2.5. Atomic patterns 
that are represented as ‘shaded’ in Figure  6-2 are new atomic patterns introduced in 
this dissertation.  

• Composite Patterns include patterns that are built up from combinations (nesting) of 
two or more atomic/composite patterns via Boolean logical operators. Composite 
patterns enable the definition of complex compliance requirements in terms of other 
compliance patterns. Section  6.2.3 is dedicated to cover this class of patterns. 

• Resource Patterns capture recurring requirements related to task assignments and 
authorization constraints, e.g. the typical segregation of duties constraint, which 
mandates that two business process activities must be performed by different 
roles/users. As shown in Figure  6-2, resource patterns class is a sub-class of the 
composite patterns class. Resource patterns are elaborated in Section  6.2.2. 
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• Timed Patterns include patterns that are used in combination with other compliance 
patterns (except themselves) to capture time-dependent constraints, e.g. ‘Activity P 
must follow activity Q within k time units’. Section  6.2.4 concerns with this pattern 
class. 

As shown in Figure  6-2, an expression mainly comprises compliance patterns (patterns in 
short) and operands. Expressions can combine multiple (sub) expressions by using Boolean 
operators. For example; the expression }�P	Precedes	Q�And	�R	Exists�~ comprises two sub-
expressions, where: 

- Precedes and Exists indicate atomic patterns (will be described in Section  6.2.1).  
- P, Q and R are operands (that typically represent business process elements).  
- ‘And’ represents the conjunction Boolean operator. 

Operands take the form of business process elements (such as activities, events, business 
objects, etc.), their attributes, or conditions on them. For example, the expression 
“CreateOrder	LeadsTo	ApproveOrder” has two operands (activities in this case) connected via 
the LeadsTo atomic pattern. Similar to expressions, operands can also be combined and nested 
via Boolean operators, e.g.: 

�CheckCustomerPrivilege	And	LoanRequest. Amount> 1M	′Euros′�	LeadsTo		}CheckCreditWorthiness. Role�′Supervisior=�~	
An expression built from compliance patterns and operands has a direct mapping to LTL 
formulas, which enables their automatic verification against relevant business process model. 
The formal description of the CRL grammar defining its syntax is presented in Appendix A. 
CRL has formally defined operational semantics given by the mapping into LTL formulas. In 
the following sections, we describe compliance patterns classes in more detail. 

Next, in Section  6.2.1, the atomic patterns class is described, except for the Else and ElseNext 
patterns that are used to capture compensations, which are covered in Section  6.2.5. The 
resource patterns class is covered in Section  6.2.2. The composite pattern class is described in 
Section  6.2.3.  And, the timed patterns class is elaborated in Section  6.2.4. Finally, in 
Section  6.2.6 we present an efficient approach to specify non-monotonic compliance 
requirements in CRL (Label and ExceptionLabel constructs in the meta-model serve for this).  

To help exemplifying the compliance patterns introduced in next sub-sections, Table  6-3 
presents an excerpt of the compliance requirements that are relevant to the Loan Approval 
running scenario (presented in Chapter 3). In the next discussion, we show how CRL can be 
smoothly applied for the specification of these compliance requirements and generating the 
corresponding LTL rules based on the defined mapping scheme.    
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Figure  6-2. Compliance Request Language meta-model. 
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Table  6-3 An excerpt of the compliance requirements relevant to the Loan Approval case study 

 

ID Refined Compliance Requirement  
 

(High-Level) Compliance 
Requirement 

Compliance Sources 

R1 
The customer should receive an automated email notification when 
his personal data is collected by the “Credit Bureau service”. 

Customer’s personal data is 
handled confidentially 

- 95/46/EC (Data protection 
directive) 

R2 
The checking of the customer bank privilege that is followed by 
checking of her credit worthiness must take place before 
determining the risk level of the loan application. 

??? - Internal Bank Policy 

R3 
The activity ‘Customer bank privilege check’ (to be performed by 
Credit Broker or Supervisor) should be segregated from ‘credit 
worthiness check’ (to be performed by Post Processing Clerk).  

Duties in Loan Processing are 
adequately segregated 

- Sarbanes-Oxley Sec. 404 
- ISO 27002-10.1.3 

R4 
The branch office Manager checks whether risks are acceptable and 
makes either the final approval or rejection of the request.  

Duties in Loan Processing are 
adequately segregated 

- Sarbanes-Oxley Sec. 404 
- ISO 27002-10.1.3 

R5 
The offer in the signed loan contract is valid for 7 working days and 
afterwards it is closed. 

Bank offers for customers and 
third parties are valid for 
certain time periods 

- Internal Bank Policy 

R6 

If the loan request’s credit exceeds 1 million EURO the Clerk 
Supervisor checks the credit worthiness of the customer. The lack of 
the supervisor check immediately creates a suspense file. In case of 
failure of the creation of a suspense file, the manager is notified by 
the system. 

Duties in Loan Processing are 
adequately segregated 

- Sarbanes-Oxley Sec. 404 
- ISO 27002-10.1.3 

R7 
Checking banking privileges is optional for trusted (gold) 
customers.  If a trusted (gold) customer’s loan request is less than 
1M Euros, the evaluation of the loan risk is not performed.  

Customers can take advantage 
of special treatments with 
respect to the customer 
categorization policy. 

- Internal Bank Policy 
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6.2.1 Atomic Patterns 

The requirements that involve occurrence and/or order of business process elements (or their 
attributes or conditions on them) can be described using atomic patterns. Atomic patterns are 
founded on Dwyer’s  property specification patterns [88]. In addition, based on our analysis of 
a wide range of compliance frameworks and legislations [27] and our involvement in the 
analysis and specification of two industrial case studies within the context of the EU funded-
project COMPAS, we also introduce six new atomic patterns; XleadsTo, Release, SFairness, 
and WFairness, which are described in detail below in this section.  

Atomic patterns can be classified into two subclasses - occurrence and order. In the next 
discussion, the patterns highlighted in italic font represent those reused from [88], while 
patterns in bold italic font represent new atomic patterns we introduce in this dissertation. 
Atomic patterns can be summarized as follows (in the next discussion, P and Q represent 
operands):  

Occurrence patterns:  

- P isUniversal: indicates that P should always hold throughout the BP model.  

- P isAbsent: indicates that P should never hold in the BP model.  

- P Exists: mandates that P must hold at least once within the BP model. 

- P BoundedExists (atLeast/Exactly/atMost) k: indicates that P must hold at 
least/exactly/at most k times, respectively, within the BP model.  

- P ExistsOften: indicates that P must hold more than once (frequently) within the BP 
model. 

Order patterns:  

- P Precedes Q: indicates that Q must always be preceded by P.  

- P LeadsTo Q: indicates that P must always be followed by Q. 

- (P1, … Pn) ChainPrecedes (Q1, … Qm):  indicates that the sequence Q1, … Qm must be 
preceded by the sequence of P1, … Pn.  

- (P1, … Pn) ChainLeadsTo (Q1, … Qm): indicates that the sequence P1, … Pn must be 
followed by the sequence.  

- P XLeadsTo Q: Represents a strict case of the LeadsTo pattern, which requires P to be 
directly followed by Q  (in the strict future). We extend the original pattern system 
with this pattern.  

- P Release Q: indicates that the second operand Q has to be true until and including 
the point where the first operand P first becomes true. For example, a compliance 
requirement may state that ‘the status of the loan request should always be pending 
until the evaluation of the loan risk returns a positive response’, which can be 
specified in CRL as:  

“LoanRequest. Approved == Yes=	:0;0c80	LoanRequest. Status = ′Pending′ ”.  
- SFairness: Corresponds to the typical strong fairness property, which states that if an 

activity is infinitely often enabled (not necessarily always) then it has to be executed 
infinitely often [183]. For example, a compliance requirement may be“whenever a 
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loan application is sent by the customer, it should be received by the system”. Strong 
fairness is necessary to ensure synchronous interactions.  

- WFairness: Corresponds to the typical weak fairness property, which states that if an 
activity is continuously enabled (no temporary disabling) then it has to be executed 
infinitely often [183]. For example, a compliance requirement may be “whenever an 
receipt notification of the loan request is sent to the customer, she can check her loan 
application status infinitely often”. Weak fairness is important for modelling 
asynchronous communications.  

Fairness properties are typically needed to prove liveness (something good should 
happen), not for safety properties (something bad will never happen, which is 
captured by the Absent pattern). Fairness is used to prove some form of progress that 
needs to be possible. Fairness is mainly concerned with a fair resolution of non-
determinism, such that it is not biased by consistently ignoring a possible option.  

6.2.1.i Atomic Patterns Exemplified 

Based on the concepts described in the above sections, we represent requirements R1 and R2 as 
described in Table  6-3 in CRL as follows: 

 

R1 The customer receives an automated email notification when his personal data is 
collected by the “Credit Bureau service”. 

 R1:	��RequestBankInformation	Or	CheckCreditWorthiness�		
XLeadsTo	NotifyCustomer� (22) 

Regarding R1; customer information is collected by conducting a credit bureau service to 
check the credit worthiness of the customer. In case the loan requester is already a customer of 
the bank, the Credit Broker can directly access her personal information from the bank 
database by invoking ‘request bank information’ activity. The pattern expression R1 ensures 
that the customer will be notified immediately after her data has been accessed. 

R2 The checking of the customer bank privilege that is followed by the checking of her 
credit worthiness, should usually take place before determining the risk level of the 
loan application 

 	R2: ��CheckCustomerBankPrivilege, CheckCreditWorthiness�ChainPrecedes	 
EvaluateLoanRisk	�	 (23) 

R2 utilizes the ChainPrecedes pattern, which mandates that the sequence of 
CheckCustomerBankPrivilege and CheckCreditWorthiness should precede  EvaluateLoanRisk 
activity. 

 

6.2.1.ii Mapping Scheme from Atomic Patterns into Linear Temporal Logic  

The mapping scheme from compliance patterns into LTL enables the automated 
transformation of CRL expressions into a set of LTL formulas. Recall from Chapter 4 that LTL 
[21, 183]  is a logic used to formally specifying temporal properties of software or hardware 
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designs. In LTL, each state has one possible future and can be represented using linear state 
sequences, which corresponds to describing the behaviour of a single execution of the system. 
The formulas in LTL take the form Af, where A is a universal path quantifier and	f is a path 
formula. A path formula must contain only atomic propositions as its state sub-formulas. The 
formation rules of LTL formulas are as follows: 

• ⊺ and ⊥ are formulas (where ⊺ represents tautology and ⊥ represents contradiction) 

• If 		P ∈ AP, where AP is a non-empty set of atomic propositions, then P is a path formula.  

- If  f and  g are path formulas, then ¬f, f ∨ g, f ∧ g , Xf,  Ff, Gf, f	U	g, f	W	g and f	R	g are 
path formulas (where ‘∨’ represents ‘or’ and ‘Λ’ represents ‘and’ logicG (always) 
indicates that formula f must be true in all the states of the path. 

- X (next time) indicates that the formula f must be true in the next state of the path. 

- F (eventually) indicates that formula f will be true at some state in the future. 

- U (until) indicates that if at some state in the future the second formula g will be true, 
then, the formula f must be true in all the subsequent states within the path. 

- W (weak until) represents the same semantics as until, however it is evaluated to true 
if the second formula g never occurs. 

- R (release) indicates that the second formula g has to be true until and including the 
point where the first formula f first becomes true; if f never becomes true, g must 
remain true forever. 

For each pattern defined within the scope of CRL, a particular mapping rule is defined. 
Table  6-4 lists the mapping rules to transit from atomic patterns into LTL. These mapping 
rules, except ExistsOften, XLeadsTo, Release, SFairness and WFairness patterns, are based on 
[88]. ExistsOften was introduced in [46]. The mapping rules for XLeadsTo, Release, SFairness 
and WFairness patterns are introduced in this dissertation. In Table  6-4, P, Q, S and R 
represent operands, which involve BP elements. 

Table  6-4. Mapping rules from atomic patterns to LTL. 

Atomic 
Pattern 

Pattern 
Expression 

Meaning LTL mapping rule 

isAbsent P Absent P should not exist throughout the BP 
model 

��¬�� 
Exists P Exists P should occur at least once within 

the BP model 
��� 

Bounded-
Exists 

P BoundedExists≤2 
*with bound ≤2 

P must occur at most 2 times within 
the BP model 

¬�	���	� 
�¬�	�	��	�	¬	������ 

P BoundedExists≥2 
*with bound ≥2 

P must occur at least 2 times within 
the BP model 

¬�	���	� 
�¬�	�	����� 

Is-
Universal 

P Universal  P should always be true throughout 
the BP model 

G�P�	
Precedes P Precedes Q Q must always be preceded by a BP 

element P 
¬Q	W	P	
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Atomic 
Pattern 

Pattern 
Expression 

Meaning LTL mapping rule 

Chain-
Precedes 

P Precedes (S,T)  A sequence of  S, T must be 
preceded by P. 

�F�S	 ∧ XF�T���
⟶ }�¬S�U	P~�	

 

(S,T) Precedes P P must be preceded by a sequence of  
S, T 

F	�P� 	
⟶ �¬P	U}S ∧ ¬P
∧ X�¬P	U	T�~�	

LeadsTo P LeadsTo Q P must always be followed by Q G�P ⟶ F�Q��	
Chain-
LeadsTo 

P LeadsTo (S,T)  P must be followed by a sequence of 
S, T  

G�P ⟶ F}S ∧ XF�T�~�	
 (S,T) LeadsTo P A sequence of  S, T must be 

followed P 
G�S	 ∧ XF�T�⟶ X�F}T⋀F�P�~�	

Exists- 
Often 

P ExistsOften P must occur frequently within the 
BP model 

GF�P�	
XLeadsTo P XLeadsTo Q  requires P to be directly followed 

by Q. 
��� ⟶ ����� 

Release P Release Q The second operand Q has to be 
true until and including the point 
where the P first becomes true 

�	�	� 

SFairness P SFairness Q If P is infinitely often enabled 
then it has to be executed infinitely 
often as Q 

���� ⟶ ������ 

WFairness P WFairness Q If  P is continuously enabled then 
it has to be executed infinitely often 
as Q 

���� ⟶ ������ 

 

Applying the mapping rules given in Table  6-4 automatically generates the LTL formulas that 
correspond to the CRL expressions R1 and R2 [expressions (1) and (2) given above]. The 
generated LTL formulas of R1 and R2 are: 

��=:	���:0�A085*c72�7�6$bc5467	˅	.ℎ012.$0345�6$45ℎ7088� 	→ ��¡654�g.A856b0$��	 (24) 

�¢=:		� Bc;Ac50f6c7:482 

	⟶ ¬ Bc;Ac50f6c7:482	�}.ℎ012.A856b0$*c72�$4B4;0�0 ∧ ¬ Bc;Ac50f6c7:482
∧ ��¬ Bc;Ac50f6c7:482	�	.ℎ012.$0345�6$5ℎ47088�~� 

(25) 
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6.2.2 Resource Patterns 

Employed resources is one of the important structural facets of compliance, which includes 
task allocation, access control and authorization constraints. CRL basically gives support to 
this dimension through the Resource pattern class as shown in the CRL meta-model in 
Figure  6-2. Resource patterns class encompasses a set of compliance patterns that are geared to 
capture various task allocation and authorization constraints. These patterns are influenced by 
the categorization given by Wolter in [124]. Before digging in more in the details of these 
patterns, some important pertaining concepts and notions need to be introduced and 
formalized, i.e. Roles, Users and Tasks. Tasks correspond to business process activities. We 
are following the approach in [184] to capture and represent these concepts.  More precisely, 
we assume the existence of three sets, i.e.: Roles, Users and Tasks as follows: 

• :6;08 = {:&, :' , … , :£}, is a partial order set of roles forming a role hierarchy, such 
that ¤ ∈ 	ℵ represents the number of roles. 

• �80$8 = {�&, �', … , �q}, is the set of users, such that 	g ∈ 	ℵ is the number of users. 

• zc828 = {5&, 5', … , 5¦},  is the set of business process activities, such that § ∈ 	ℵ is 
the number of activities. 

We also define the following relations: 

• The relation RoleTasks =  :6;08 × zc828, assigns roles to tasks. 

• The relation RoleUsers =  :6;08 × �80$8, assigns users to roles. 

We also define two predicates: 

•  �05zc828�:� = {5 ∈ zc828: ∃: ∈ :6;08	 ∧ �:, 5� ∈ :6;0zc828}	, is a predicate 
that returns the tasks assigned to the Role R. 

• �05�80$8�:� = {� ∈ �80$8: ∃: ∈ :6;08	 ∧ �:, �� ∈ :6;0�80$8}, is a predicate 
that returns the users that belong to a specific Role R. 

Based on these concepts, we introduce eight resource patterns that are informally defined as 
follows: 

- t PerformedBy R: indicates that business process activity t should be performed by 
role R. 

- t1SegregatedFrom t2: indicates that Activities t1	and t2	must be performed by different 
roles and users. 

- t1 USegregatedFrom t2: indicates that Activities t1 and t2 must be performed by 
different users. 

- t1BoundedWith t2: indicates that Activities t1 and t2 must be performed by the same 
user. 

- �t1, t2� RBoundedWith R1: indicates that Activities t1 and t2 must be performed by the 
same role R1but different users. 

- (t1, t2, … , tn) M-Segregated (R1 , R2, … , Rm): indicates that Roles (R1, R2, … , Rm) should 
be involved in the performance of activities (t1, t2, … , tn). 
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- (t1, t2, … , tn) M-USegregated (U1, U2, … , Uh): Indicates that users (U1 , U2 , … , Uh) should 
be involved in the performance of activities (t1, t2, … , tn�. 

- �t1, t2, … , tn� M-Bounded U1: Indicates that activities (t1, t2, … , tn) must all be 
performed by the same user U1. 

As shown in the CRL meta-model in Figure  6-2, the resource patterns class is a sub-type of 
the composite patterns class. This means that resource patterns are built up by composing other 
compliance -mainly atomic patterns- via Boolean operators. Table  6-5 presents the mapping 
scheme of resource patterns into LTL formula. It also shows the exact atomic patterns that 
built up the resource patterns.  

 

Table  6-5 Resource patterns descriptions and their mapping rules into LTL 

Resource Pattern Atomic Patterns Equivalence LTL mapping rule 

t PerformedBy R }5	�b�;g	5. :6;0�:�~48�74B0$8c; ��5	 ⟶ 5. :6;0�:�� 
 

t&SegregatedFrom t' ª 5&. :6;0�:��b�;g	¡65}5'. :6;0�:�~	48�74B0$8c;«	
�73 

ª 5&. �80$����b�;g	¡65}5'. �80$���~	48�74B0$8c;« 

��5&. :6;0�:� 	⟶ ¬�5'. :6;0�:�� 
∧ ��5&. �80$��� 	⟶ ¬�5'. �80$���� 

t& USegregatedFrom t' ª 5&. �80$����b�;g	¡65}5'. �80$���~	48�74B0$8c;« 
 	��5&. �80$��� 	⟶ ¬�5'. �80$���� 

t&BoundedWith t' }�5& . �80$����b�;g	5'. �80$���~ 48�74B0$8c;�	�73	 }�5'. �80$����b�;g	5&. �80$���~ 
48�74B0$8c;� 

�}5&. �80$��&� → 5'. �80$��&�~ 
∧ ��5'. �80$��&� → 5&. �80$��&�� 

�t& , t'� 
RBoundedWith R& 

}5&	�b�;g	5&. :6;0�:&�~48�74B0$8c; 	�73	 
}5'	�b�;g	5'. :6;0�:&�~48�74B0$8c; �73	 
¬5&. �80$��&��73		5'. �80$��'��73	�& = �'  

48�e8075  �73 {�&, �'} ∈ �05�80$�:&� 

��5& ⟶ 5&. :6;0�:&�� 
∧ ��5' ⟶ 5'. :6;0�:&�� 
⋀�	¬¬5&. �80$��&� 	∧ 5'. �80$��'�	∧ �& = �'� 	 
∧ {�& , �'} ∈ �05�80$�:&� 
 

(t&, t', … , t®)  
M-Segregated 
(R&, R', … , R¯) 

��73&°o°(�5o	�b�;g	E$&°±°s 

²5o . :6;0}:±~��	48�74B0$8c; 
 �73 ��73&³v³s�	�E$&³H³(	�5H . :6;0�:v��� 48�e8075�� 

��∧&°o°( �5o →	∨&°±°s �5o . :6;0}:±~���  ∧&°v°s ���¬�∧&°H°( �5H. :6;0�:v����� 
Such that: 7,b ∈ 	ℵ are the number of 
tasks and involved roles, respectively,  7 ≥ b and 4, ´, 2, ; ∈ 	ℵ 
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Resource Pattern Atomic Patterns Equivalence LTL mapping rule 

(t&, t', … , t®) M-
USegregated 
(U&, U', … , Uµ) 

��73&°o°(�5o 	�b�;g	E$&°±°¶ 

²5o . �80$}�±~��	48�74B0$8c; 
 �73 ��73&³v³¶�	�E$&³H³(	�5H . :6;0��v��� 48�e8075�� 

��∧&°o°( �5o →	∨&°±°¶ �5o . �80$}�±~���  ∧&°v°¶ ���¬�∧&°H°( �5H . �80$��v����� 
Such that: 7, ℎ ∈ 	ℵ are the number of 
tasks and involved users, respectively, 7 ≥ ℎ, and 4, ´, 2, ; ∈ 	ℵ 

�t& , t', … , t®� M-
Bounded U& 

��73&³o³(	�5o . �80$��&��	48�74B0$8c;� ��∧&°o°( �5o . �80$��&��� 
Such that 7 ∈ 	ℵ is the number of tasks 
and 4 ∈ 	ℵ 

 

The LTL mapping rule of PerformedBy, SegregatedFrom, USegregatedFrom, BoundedWith 
and RBoundedWith are self-explanatory. M-Segregated pattern captures the concept of 
Conflicting tasks as defined by Wolter in [124], such that the set of n conflicting tasks, i.e. 
(t1, t2, … , tn) should be assigned to m different roles, i.e. (R1, R2, … , Rm). Its LTL mapping rule 
first generates n conjunctive sub-formulas, to ensure that each activity in the conflicting set 
(t1, t2, … , tn) is performed by any of the m roles in (R1, R2, … , Rm). Then, the mapping rule 
generates m conjunctive sub-formulas, each checks that no single role in (R1, R2, … , Rm) 
performs all the activities in the conflicting tasks (t1, t2, … , tn). Therefore, the resultant LTL 
formula is a conjunction between n +  m sub formulas. 

Analogously, M-USegregated pattern has a similar semantics and mapping rule as M-
Segregated, however, in M-USegregated users are considered instead of roles. Finally, M-
Bounded resource pattern captures the binding of duties security principle [124], which 
mandates that a set of related activities should be carried out by the same user. Its LTL 
mapping rule generates n conjunctive sub-formulas, such that n is the number of the involved 
BP activities. Each generated sub-formula mandates that each activity is performed by the 
same user, i.e. U1. 
Since the assignment of specific users to particular roles might not be known until runtime, we 
consider the compliance rules that involve users to be checked and monitored during runtime. 
During design-time, we only check the rules that consider constraints and assignments of roles 
to tasks, and mark other rules that involve users for runtime monitoring. For example, the 
mapping rule of the SegregatedFrom pattern as described in Table  6-5 is comprised of two 
rules, i.e.: 

• �&:	��5&. :6;0�:� 	⟶ ¬�5'. :6;0�:��: This LTL rule ensures that activities 5& and 5' 
are performed by different roles.  

• �&:	��5&. �80$��� 	⟶ ¬�5'. �80$����: This LTL ensures that that activities 5& and 5' are performed by different users. 

Rule f& can be verified during design-time, while, rule f' is generated and is marked to be 
considered during the subsequent runtime monitoring (details are presented in Chapter 9).  

6.2.2.i Resource Patterns Exemplified 

Compliance requirements R3 of the running scenario as described in Table  6-3 represents a 
resource allocation and authorization constraint that can be represented in CRL as follows:  
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R3 The activity ‘Customer bank privilege check’ (to be performed by Credit Broker) 
should be segregated from ‘credit worthiness check’ (to be performed by Post 
Processing Clerk or Supervisor). 

 �·. �: �CheckCustomerBankPrivilege	PerformedBy	′CreditBroker=� 
�·. ¢: �CheckCreditWorthiness	PerformedBy	′PostProcessingClerk=Or		

	′Supervisior′�	
�·.·: �CheckCustomerBankPrivilege	SegregatedFrom	 
CheckCreditWorthiness�		

(26) 

R3 represents the typical segregation of duties compliance requirement. First, R3.1 and R3.2 
ensure that CheckCustomerBankPrivilege  and CheckCreditWorthiness activities are assigned to 
the appropriate personnel. Then R3.3 checks if these two activities are properly segregated. 

Applying the mapping rules given in Table  6-5, the LTL formulas that correspond to the 
pattern expressions R3 [expressions (5) given above] can be automatically generated as 
follows: 

 

�·. �=:	��.ℎ012.A856b0$*c72�$4B4;0�0	⟶ �.ℎ012.$0345�6$5ℎ47088. :6;0�′.$0345*$620$=��� 
�·. ¢=:	�}.ℎ012.$0345�6$5ℎ47088	⟶ �.ℎ012.$0345�6$5ℎ47088. :6;0�′�685�$6108847�.;0$2=�∨ .ℎ012.$0345�6$5ℎ47088. :6;0�′@A�0$B4846$=��~ 
�·. ·=: ���.ℎ012.A856b0$*c72�$4B4;0�0. :6;0�:� ⟶ 

							��¬�.ℎ012.$0345�6$5ℎ47088. :6;0�:��	 
�·. ¸=: ���.ℎ012.A856b0$*c72�$4B4;0�0. �80$��� ⟶	

							��¬�.ℎ012.$0345�6$5ℎ47088. �80$����		

(27) 

Based on the generated LTL rules ([expressions (6) given above]), rules R3.1=, R3.2=	and	:3.3′ 
are checked during design-time and rule R3.4= are reserved for the subsequent runtime 
monitoring. 

6.2.3 Composite Patterns 

Composite patterns utilize Boolean logical operators, including Not, And, Or, Xor, Imply, and 
Iff  to enable the nesting of patterns, which allows the definition of complex requirements. For 
example,  PLeadsTo pattern introduced in [118], as shown in Figure  6-2, is an ‘And’ 
composition of ‘P Precedes Q’ And ‘P LeadsTo Q’, which indicates that operands P and Q 
should hold and must occur sequentially.  As an extension, we introduce nine composite 
patterns that are used to capture frequently recurring constraints relevant to business process 
compliance. Table  6-6 presents the descriptions of these patterns and their mapping rules into 
LTL formulas. The table also defines the exact atomic patterns and Boolean operators that 
make up these composite patterns. 
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6.2.3.i Composite Patterns Exemplified 

Compliance requirement R4 of the running scenario as described in Table  6-3 forms a 
combination of task allocation and composite compliance requirement. It can be represented in 
CRL as follows:  

 

R4 The branch office Manager checks whether risks are acceptable and makes either the final 
approval or rejection of the request 

 �¸. �: � Bc;Ac50f6c7:482. f6»:482 == ¡6=f0c38z6	wA3�0x4�ℎ:482f6c7� 
�¸. ¢: wA3�0x4�ℎ:482f6c7		�0$�6$b03*g	‘ic7c�0$’		 
�¸. ·: @4�7E��414c;;gf6c7.675$c15			�0$�6$b03*g	‘ic7c�0$’		 
�¸. ¸:¾01;470¾A0z6x4�ℎ:482		�0$�6$b03*g	‘ic7c�0$’		 
�¸. ¿: �wA3�0x4�ℎ:482f6c7		f0c38z6 

	�@4�7E��414c;;gf6c7.675$c15	iA50¤.ℎ6410	¾01;470¾A0z6x4�ℎ:482�� 

(28) 

Compliance requirement R4 can be represented as five expressions: Expression R4.1 checks 
if JudgeHighRiskLoan activity takes place. Then, rule R4.2, R4.3 and R4.4 ascertain that that 
no other role than the manager can perform ℎ:482f6c7 , SignOfficiallyLoanContract and 
DeclineDueToHighRisk activities, respectively. Finally, R4.5 checks whether wA3�0x4�ℎ:482f6c7 is followed by either SignOfficiallyLoanContract or 
DeclineDueToHighRisk (but not both or neither of them).  

Applying the mapping rules given in Table  6-4, Table  6-5 and Table  6-6, the LTL formulas 
that correspond to the pattern expression R4 [expressions (7) given above] can be 
automatically generated as follows: 

 

�¸. �=:	�� Bc;Ac50f6c7:482. f6»:482 == ¡6′	 ⟶ �wA3�0x4�ℎ:482f6c7��	 
�¸. ¢=:	��wA3�0x4�ℎ:482f6c7 ⟶ 	wA3�0x4�ℎ:482f6c7. :6;0�′ic7c�0$′�� 
�¸. ·=:	��@4�7E��414c;;gf6c7.675$c15⟶ 	@4�7E��414c;;gf6c7.675$c15. :6;0�′ic7c�0$′�� 
�¸. ¸=:	��	¾01;470¾A0z6x4�ℎ:482 ⟶ 	¾01;470¾A0z6x4�ℎ:482. :6;0�′ic7c�0$′�� 
�¸. ¿=:	��wA3�0x4�ℎ:482f6c7	 ⟶	 ���@4�7E��414c;;gf6c7.675$c15	 ∧ 

					��¬¾01;470¾A0z6x4�ℎ:482	���	˅	��¾01;470¾A0z6x4�ℎ:482	 ∧ 

					��¬@4�7E��414c;;gf6c7.675$c15�����			 

(29) 
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Table  6-6.  Mapping rules from composite patterns into LTL. 

Compliance 
Pattern 

Description Atomic Pattern Equivalence LTL Representation 

P CoExists Q The presence of P mandates that Q 
is also present 

��	 ¤4858� → J	 ¤4858�= 	¬��	 ¤4858�⋁�J	 ¤4858�		
¬	��� ∨ �J� 

P CoAbsent Q The absence of P mandates that Q 
is also absent 

��	48ce8075� 	→ 	 �J	48ce8075� 	= 	¬	��48ce8075� ∨ �J	48ce8075� ¬	�	�¬��	∨ �	�¬J�			 

P Exclusive Q The presence of P mandates the 
absence of Q. And presence of Q 
mandates the absence of P 

�¬��	0¤4858�	∨ 	 �J	48ce8075�		À 

	�¬�J	0¤4858� 	∨ 	 ��	48ce8075�	 
�¬	}���~ ∨ 	��¬J��À 

	�¬	��J�� ∨ 	�	�¬���		 

Q Substitute P Q substitutes the absence of P ��	48ce8075� 	→ 	 �J	0¤4858� 	= 	¬��	48ce8075� 	∨	 �J	0¤4858� ¬	��¬���� ∨ 	�J� 

P Corequisite Q Either P and Q should exist 
together or to be absent together 

��	0¤4858�4��	�J	0¤4858�= 	 }��	0¤4858�	⋀	�J	0¤4858�~ 
	∨ 	���	48ce8075�	⋀	�J	48ce8075�� 

����	⋀	�J�	∨ ���¬��	 
⋀	��¬J��	 

P MutexChoice 
Q 

Either P or Q exists but not any of 
them or both of them 

��	0¤4858��6$	�J	0¤4858�= 	 }��	0¤4858�	⋀	�J	48ce8075�~ 
	∨ 	��J	0¤4858�	⋀	��	48ce8075�� 

}���	⋀	��¬�J��~ 
∨ �	�J�	⋀	��¬����� 

 



 Chapter 6: Design-time Compliance Management 

122 

 

6.2.4 Timed Patterns 

Real-time dimension is an important aspect that should be supported by CRL. Some 
compliance requirements are time dependent, for example, CRL should be able to express a 
requirement such as: “a notification message is sent to the customer within 24 hours after 
receiving her loan application”.  

We have introduced eight timed patterns as shown in Figure  6-2 under the timed patterns class. 
Timed patterns should be used in conjunction with other compliance patterns (atomic or 
composite patterns) forming -what we call- a timed composite pattern expression. However, 
timed patterns cannot be composed with themselves. In other words, a timed composite pattern 
expression is an expression that contains one and only one timed pattern that is combined with 
other compliance patterns orthogonally. However, there are some limitations imposed on this 
combination to preserve the semantics of the resultant timed composite pattern expression and 
to make this combination simpler. In other words, not every timed pattern can be composed 
with all compliance patterns in Figure  6-2 

Regarding the mapping from timed patterns to formal statements, LTL lacks the support to 
such requirements. Various extensions to LTL have been proposed in the literature to 
overcome this limitation, e.g. Metrical Temporal Logic (MTL) [179] and ForSpec Temporal 
Logic (FTL) [185]. We have selected MTL as the formal foundation of timed compliance 
requirements, mainly because of the availability of model-checkers and its successful use in 
the literature to address problems in different domains. 

MTL is interpreted over a discrete time domain (over the set of natural numbers ℵ). Since 
MTL extends LTL, then it holds the same semantics (and formation rules) as LTL as reviewed 
in Section  6.2.1.ii. In addition, in MTL temporal operators can be annotated with a real-time 
expression I that represents a specific time interval, e.g. F≥5∅, which means that in some future 
state after at least a delay of 5 time units, ∅ must hold. MTL uses the digital-clock model 
[179], such that an external, discrete clock progresses at a fixed rate. The granularity of the 
time can be set. For example, we may decide that each time unit is equivalent to 1 millisecond 
in a fine-grained context, whereas in a more coarse-grained context the time unit can be set to 
100 milliseconds.  

Since each of the eight introduced timed patterns can be combined with different compliance 
patterns, the number of possible combinations is 51. We present in Table  6-7 a subset of these 
possible combinations. For the complete list of combinations, we refer to Appendix B. 
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Table  6-7.  Mapping rules of a subset of  compliance-timed patterns into MTL 

Timed 
Pattern 

Complian
ce Patten 

pattern 
expression 

Meaning MTL Representation 

MinDur Exists P Exists 
MinDur k 

Specifies the min amount of time 
a business process element (e.g. 
activity, data object) has to hold 
once it becomes true. 

���⋀�r��→ rÃ&���⋀rÃ'���⋀ 

…⋀rÃ(��� ∧ �7 ≥ 2�� 
MaxDur Exists P Exists 

MaxDur k 
Specifies the max amount of time 
a business process element (e.g. 
activity, data object) has to hold 
once it becomes true. 

���⋀�r��→ rÃ&���⋀rÃ'���⋀ 

…⋀rÃ(��� ∧ �7 ≤ 2�� 
Every Exists P Exists Every k Specifies the amount of time a 

business process element (e.g. 
activity, data object) has to hold 
at least once. 

°v��� 

Within LeadsTo P LeadsTo Q 
Within k 

Indicates that BP element Q  has 
to follow P within k time units 
after the occurrence of P 

��� → °v�J�� 

Substitute P Substitutes Q 
Within k 

Q substitutes the absence of P 
within at most k time units from 
the start of the BP. 

��¬� → °v�J�� 
 

AtLeast 
After 

LeadsTo P LeadsTo Q 
AtLeastAfter k 

Indicates that BP element Q  has 
to follow P after k time units after 
the occurrence of P 

��� → {v�J�� 

Precedes P Precedes Q 
AtLeastAfter k 

Indicates that BP element P 
should occur before each 
occurrence of Q. The time 
difference between P and Q 
should be more than or equals to 
k time units 

�¬J	�	��⋀��r�J→ °rÅv����� 

ExactlyAt LeadsTo P LeadsTo Q 
ExactlyAt k 

Indicates that BP element Q  has 
to follow P exactly at time k 

��� → Æv�J�� 
Release P Releases Q 

ExactlyAt k 
P must occur exactly at the elapse 
of k time units from the 
occurrence of Q to release it. 

�	:Æv	J 

Exactly 
After 

LeadsTo P LeadsTo Q 
ExactlyAfter k 

Indicates that BP element Q  has 
to follow P exactly after k time 
units from the occurrence of P 

��� → Æv���J��� 

Inclusive P Inclusive Q 
ExactlyAfter k 

The presence of P mandates that 
Q is also present in the next state 
exactly after the elapse of k  time 
units from the time of occurrence 
of P 

�� → Æv}��J�~� 
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6.2.4.i Timed Patterns Exemplified 

Compliance requirement R5 given in Table  6-3 can be represented in CRL as follows: 

 

R5 The offer in the signed loan contract is valid for 7 working days and afterwards it is 
closed. 

 �¿. �:	��@073@4�703f6c7.675$c15	f0c38z6	 
:0140B0.A856b0$@4�703.675$c15�»45ℎ47	7�		 
�¿. ¢:	��.;680f6c7.675$c15	@Ae8545A508	 
:0140B0.A856b0$@4�703.675$c15� ¤c15;g��50$	7�	 

(30) 

R5 is a complex compliance requirement as it uses the timed composite pattern LeadsTo 
combined with Within timed pattern (R5.1). It also combines both the composite pattern 
Substitutes and the timed pattern ExactlyAfter (R5.2). R5.1 states that 
SendSignedLoanContract should always be followed by RecieveCustomerSignedContract 
within time interval less than or equal to 7 units from the start of the first activity 
(SendSignedLoanContract). Here we assume that each time unit equals to 1 day. The second 
expression (R5.2) states that CloseLoanContract substitutes the absence of 
RecieveCustomerSignedContract in the next state after the elapse of 7 time units. 

 By applying the mapping rules given in Table  6-4, Table  6-6 and Table  6-7, the LTL/MTL 
formulas that correspond to R5 are: 

 

�¿. �=: �}@073@4�703f6c7.675$c15
⟶ °È�:0140B0.A856b0$@4�703f6c7.675$c15�~ 

	�¿. ¢=:	��¬:0140B0.A856b0$@4�703f6c7.675$c15 → ÆÈ���.;680f6c7.675$c15��� 
(31) 

 

6.2.5 Capturing Compensations by Else and ElseNext Patterns 

Setting compensations as possible responses to the violations of some compliance 
requirements is an important concept that should be captured by CRL. Violations to some 
compliance requirements may be repaired by some compensation actions, which should be 
defined and linked to the relevant compliance requirement. For example, a compliance 
requirement of this type R may be “A confirmation message in the form of an e-mail is sent to 
the customer after receiving her application”. Assume that a failure has occurred due to a 
technical problem and such email notification could not be sent by the system. In principle, 
this means that requirement R is violated. The user might need to define some compensation 
actions (e.g. emerging from the company’s internal policies or SLA) to repair and compensate 
this violation. For example, the user may need to define (and subsequently verify) a 
compensation action C1 as “if R is violated then its violation is compensated by notifying the 
customer by phone”. And if C1 is also violated, another compensation action C2 to the 
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violation of C1 maybe “if the customer could not be reached by phone, an SMS notification 
should be sent to her cell phone”, and so on.  

This chain of compensations can be defined to the violation of the primary rule R, such that 
each compensation repairs the violation of its predecessor. This kind of requirements are 
analogous to ‘if...then...else’ statements. We call the action that appears just after the ‘then’ 
part of the “if...then...else” statement as the primary action, and every action after each ‘else’ 
part is called compensation action. As well-known, an ‘if...then...else’ statement imposes a 
prioritization on the order of evaluation and performance of its primary and compensation 
actions. For example, C2 can only take place if C1 and the primary action defined in R fail. 
And if the primary action holds, none of its compensations would take place. Similarly, one 
and only one action from the primary action and compensation actions should hold; by 
respecting their order. Having this representation, we consider R to be violated if neither of its 
primary action nor compensation actions holds. We call this type of requirements as 
compensable compliance requirements, which are less-rigid, relaxed compliance requirements 
such that their violations can be repaired/compensated by one of its pre-defined compensation 
actions, while their order is preserved.     

To enable the specification and verification of compensable requirements in CRL and to 
formally capture these concepts, we use LeadsTo and XLeadsTo atomic patterns, explained in 
Section  6.2.1 and we introduce two new atomic patterns; Else and ElseNext. Then, a 
compensable CRL rule is formed as: 

• P	�LeadsTo|XLeadsTo�	P&	�Else|ElseNext�P'… �Else|ElseNext�	P®, Such that: 

• � is the rule condition. 

• �& is the primary action. 

• �'…�( are the compensation actions. 

‘P	�LeadsTo|XLeadsTo�	P&’ captures the ‘if...then’ part of the ‘if...then...else’ statement. Since 
LTL supports modalities by temporal operators, the user can decide if the primary action �& 
should take place immediately after P holds by using the XLeadsTo pattern, or eventually by 
using the LeadsTo pattern. Next, to capture each of the ‘else’ parts in the ‘if...then...else’ 
statement,  Else or ElseNext atomic patterns are used arbitrarily. Else pattern holds the same 
semantics as the traditional ‘else’. ElseNext has the same meaning as Else, but the 
compensation action that appears after it (i.e. P2, … , �() should take place immediately after its 
predecessor action fails (in the strict future) to compensate its failure.  

This means that each compensable rule should start with and include one and only one 
LeadsTo or XLeadsTo pattern and any arbitrary combination of Else and ElseNext compliance 
patterns. For example; compliance requirement R6 given in Table  6-3) is represented in CRL 
using LeadsTo, Else and ElseNext patterns as follows: 

R6 If the loan request’s credit exceeds 1 million EURO the Clerk Supervisor checks the 
credit worthiness of the customer. The lack of the supervisor check immediately creates 
a suspense file. In case of failure of the creation of a suspense file, the manager is 
notified by the system. 

 �É:	LoanRequest. Amount	> 	‘1M’	ÊËÌÍÎÏÐ	checkCreditWorthiness. Role�‘Supervisor’� 
ÑÒÎËÓËÔÕ	CreateSuspenseFile	ÑÒÎË	NotifyManager 

(32) 
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Our objective during design-time verification -if the compensable rule condition is evaluated to 
true- is to ensure that the sequence of the primary action and compensation actions are 
structurally encoded in the business process model, and there is a reachable transition from one 
action (primary or compensation) to the next compensation action only if the first action could 
not be completed successfully; not merely checking if one and only one of the primary action 
and any of its compensation actions takes place. For example, with respect to compliance 
requirement R6 (Equation (11) above), we first want to check that in the case that the loan 
amount is greater than ‘1M’ Euros, then ‘CheckCreditWorthiness’ activity that is performed by 
the ‘Supervisor’ must take place thereafter. Next, we want to check that there is a decision 
point just after ‘CheckCreditWorthiness’ activity that checks whether 
‘CheckCreditWorthiness’ is completed successfully. Then, if ‘CheckCreditWorthiness’ is not 
completed successfully, CreateSuspenseFile activity should follow and so on. Based on these 
semantics, we define the mapping rule of a compensable expression for design-time 
verification in Definition 1 as follows: 

 
Based on this mapping rule, the generated LTL formula from compliance requirement R6 
(Equation (11) above) is: 

 

�É=:	���f6c7:0�A085. �b6A75	 > 	‘1i’	⟶ 		�	1ℎ012.$0345�6$5ℎ47088. :6;0�‘@A�0$B4846$’� 	∧ ��1ℎ012.$0345�6$5ℎ47088¡65@A11003	∨ 	1ℎ012.$0345�6$5ℎ47088@A11003� 	∧ 	�1ℎ012.$0345�6$5ℎ47088¡65@A11003	⟶ 	��.$0c50@A8�07804;0��� 	∧	 �	�.$0c50@A8�07804;0¡65@A11003	∨ 	.$0c50@A8�07804;0@A1003� 	∧ 	�.$0c50@A8�07804;0¡65@A1003	⟶ 	�¡654�gic7c�0$����� 
(33) 

In regard to :6=, 1ℎ012.$0345�6$5ℎ47088¡65@A11003 represents the checking condition of the 
success of the previous activity, i.e. 1ℎ012.$0345�6$5ℎ47088. :6;0�‘@A�0$B4846$’�. On the other 
hand, if 1ℎ012.$0345�6$5ℎ47088. :6;0�‘@A�0$B4846$’� is completed successfully, the workflow 
continues normally, which is represented by the disjunction between 

= ���	 ⟶ |�	(�1	 ∧&°o³( (|�	(�o¡65@A11003	 ∨ �o@A11003) ∧ (�o¡65@A11003	⟶ |�	(�oÃ&)	))))		

Definition 1:  

�	(f0c38z6|�f0c38z6)	�&	( ;80| ;80¡0¤5)�'…( ;80| ;80¡0¤5)	�(  

Where:  

- G, F, X  represent ‘always’, ‘eventually’ and ‘next’ temporal operator, 
respectively; 

- � represents the compensable rule condition; 

- �&  represents the primary action; 

- �', … , �(	are the compensation actions; 

4, 7 ∈ 	ℵ
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.ℎ012.$0345�6$5ℎ47088¡65@A11003 and 1ℎ012.$0345�6$5ℎ47088@A11003 conditions. 
Similarly, .$0c50@A8�07804;0¡65@A11003 is the checking point of the success of .$0c50@A8�07804;0	activity. The generated LTL formula precisely captures the static 
semantics of the compensable compliance rule and ensures that it is structurally implemented 
in the relevant business process model. 

6.2.6 Support for Non-Monotonic requirements 

In real-life scenarios, there are cases where compliance requirements are required to be less 
rigid and can be overridden under some specific pre-defined situations; i.e. non-monotonic 
requirements. In the case that a non-monotonic requirement is overridden by one of its 
exceptions, it is still considered as compliant. We consider CRL support to non-monotonic 
specification and verification necessary to enable requirements relaxation and thus handling 
exceptional situations. Depending on the rigidity of the compliance requirement, the user gets 
the flexibility to decide on the type of the rule (monotonic or non-monotonic) and define the 
exceptions under which these rules can be overridden. In this context, exceptions has two 
distinct types; strong exceptions and weak exceptions [182]:  

• A strong exception R1 on the primary compliance requirement, e.g. R , is a rule that 
mandates that whenever the strong exception R1 holds, the primary rule R must not 
hold. For example, a compliance requirement R that is applicable to the Loan 
Approval may be: ‘After the bank receives a new loan request, the check of the 
customer bank privilege should be performed’. A strong exception R1 on R may be: 
‘ if the loan requester is a long-term customer (e.g. a customer to the bank for more 
than 10 years with a good history), the CheckCustomerBankPrivelege activity must 
be skipped’. 

• A weak exception R1 on a primary compliance rule, e.g. R ,is a rule that states that 
whenever the weak exception R1 holds, the primary rule R may or may not hold. For 
example, a compliance requirement R that is relevant to the Loan Approval running 
scenario may be ‘Checking the customer bank privilege should be followed by 
checking her credit worthiness’. A weak exception R1 on R may be: ‘if the loan 
amount is less than 1 million Euros and the customer is a trusted customer, the 
CheckCreditWorthiness activity may be skipped’. 

Based on the above definitions, exceptions are treated as rules by themselves. To support the 
specification of non-monotonic requirements, the primary rule should be linked to its 
exceptions. We follow the idea from logic programming [182] for linking a rule with its 
exceptions via labels. The Label and Exception Label constructs in Figure  6-2 play this role. 
To differentiate the weak and strong exception labels inside the primary rule, the former’s 
label is enclosed between single square brackets and the latter’s label is enclosed between 
double square brackets.  For example, compliance requirement R7 in Table  6-3 is a non-
monotonic requirement and can be represented in CRL as follows: 
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R7 Checking banking privileges is optional for trusted (gold) customers, which is 
followed by checking the customer loan risk.  If a trusted (gold) customer’s loan 
request is less than 1M Euros, the evaluation of the loan risk must not be performed. 

 ×Ø: ([RÈ& #CheckCustomerBankPrivilege	LeadsTo		[[RÈ'##		EvaluateLoanRisk)	 
×Ø� : (Customer. Type = ′TrustedGold′)	Universal 
×Ø¢ : (Customer. Type == TrustedGold=And	Loan. Amount	 < 	’1M’)	Universal 

(34) 

R7 captures the primary rule, and R71 and R72 represent weak and strong exceptions of the 
primary rule R7, respectively. R71 is linked inside R7 between single square brackets 
indicating that it is a weak exception, while R72 is enclosed between double square brackets 
indicating that it is a strong exception. 

The transformation of a non-monotonic requirement, which encompasses one and only one 
primary rule and a set of exception rules, will result in a single LTL formula that combines the 
primary rule with its exceptions and captures the semantics of the non-monotonicity as defined 
above.  

To simplify the presentation of this mapping scheme, we illustrate it as a two-step mapping. In 
the first step, we first map the non-monotonic requirement (the primary rule and its exception 
rules) into LTL rules augmented by exception labels, following the mapping rules of the 
involved compliance patterns. For example, applying the mapping rules from Table  6-4 on the 
CRL representation R7 [Equation (13)], the generated (augmented) LTL rules are:  

 

:7:	�([:È&#.ℎ012.A856b0$*c72�$4B4;0�0 → 	[[:È'##		( Bc;Ac50f6c7:482))		
:È&:	�(.A856b0$. zg�0 = ′z$A8503�6;3′)									
:È':	�(.A856b0$. zg�0 == z$A8503�6;3= ∧ 	f6c7:0�A085. �b6A75	 < 	‘1i’)									

(35) 

Next, (augmented) LTL rules are mapped to plain LTL formula following Algorithm  6-1 based 
on the following definitions:  

- Let L is the set of labels that are used to define corresponding strong and weak 
exceptions. 

- Let R be the label of the primary rule.  

- Primary and exception rules constitutes a set of rules in the form < e: f >, where e is 
the label, and  f  is the body of the rule.  

- Let < e1: f1 >  be an augmented LTL rule (with labels and exception labels). If e2 ∈ L  
occurs in the body of < e1: f1 > , then e2	depends on e1. The dependency relation is a 
transitive relation. 

- An augmented LTL rules are Loop Free if and only if no label in L depends on itself. 
It is assumed that these formulas are loop free. Based on these concepts, 
Algorithm  6-1 is listed below. 
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Algorithm  6-1 Mapping scheme of a non-monotonic requirement into LTL 

Input: L (set of rule labels), R (primary rule label) 

Input: Set of augmented LTL rules T (the primary rule along with its exceptions) 

Output: R (resulting LTL rule combining rules in T) 

1. Let < Ú: Û� >,< Ú:	Û¢ >,… , < Ú:	ÛÜ >  be all the rules in T, where e is the label, 
such that Ú ∈ {×} ∪ Þ. A formula Û�⋁Û¢ ∨ …∨ ÛÜ is constructed which is called E(e). 
This is done for all labels if the set of rules with e is not empty. 

2. If label ß� depends on ß¢, and à(ß�) is defined. All occurrences of  [ß�#(Û) in à(ß¢) 
will be replaced with à(ß�) → Û ∨	¬	Û. The revised formula is still called	à(ß¢). 

3. If label ß� depends on ß¢, and à(ß�) is defined. All occurrences of [[ß�##(Û) in à(ß¢) will be replaced with à(ß�) → ¬	Û. The revised formula is still called à(ß¢). 
4. Steps 2 and 3 are repeated iteratively until no labels e depending on R, while à(Ú) is 

not empty occurs in à(×). 
5. Lastly, in à(×), all the remaining [á#(Û) and [[á##(Û) (exceptional rules that are not 

defined) are replaced with f. The generated LTL formula is still called R. 

Applying Algorithm  6-1 to R7 and its exceptions (as represented in Expression (14) above), 
step 1 (in Algorithm  6-1) is skipped since no exceptions have the same label in the exception 
rules set. Next, by applying step 2  (in Algorithm  6-1) to replace the weak exception RÈ&  in R7, 
the resulting LTL formula is: 

 

�Ø′: �((.A856b0$. zg�0 = ′z$A8503�6;3′→ .ℎ012.A856b0$*c72�$4B4;0�0	⋁¬.ℎ012.A856b0$*c72�$4B4;0�0)
→ â[:È'#ã( Bc;Ac50f6c7:482))												 (36) 

Then by applying step 3 (in Algorithm  6-1) to replace the strong exception RÈ' in R7′, 
the resulting LTL formula is:  

 

�Ø′′: �((.A856b0$. zg�0 = ′z$A8503�6;3′ → 	.ℎ012.A856b0$*c72�$4B4;0�0	 ∨	 
	¬	.ℎ012.A856b0$*c72�$4B4;0�0)→ ((.A856b0$. zg�0 == z$A8503�6;3= ∧ 	f6c7. �b6A75	 < 	‘1i’	)→ 	¬	( Bc;Ac50f6c7:482))	 

(37) 

Since R7′′ does not contain more exceptions, steps 4 and 5 (in Algorithm  6-1) are skipped. 
Finally, R7′′ as in Expression (16) is a pure LTL rule that captures the non-monotonicity 
semantics by combining the primary rule with its exceptions. The generated LTL formula can 
then directly sent as input to SPIN model-checker to check its compliance (will be discussed in 
Chapter 9).  

Algorithm  6-1 refines the mapping algorithm proposed in [12]. The mapping scheme in [12] 
didn’t consider the existence of temporal operators and it might result in semantically incorrect 
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LTL formula. The refinement we propose in this dissertation regarding the mapping algorithm 
in [182] is with respect to steps 2 and 3 of Algorithm  6-1, which represent the heart of the 
algorithm as these two steps defines the mapping of weak and strong exceptions and 
combining them with the primary rule. Originally, steps 2 and 3 are defined as follows [182] : 

- If label c& depends on c', and  (c&) is defined. All occurrences of [c&#(�) in  (c') 
will be replaced with � ∨	 (c&). The revised formula is still called (c'). 

- If label c& depends on c', and  (c&) is defined. All occurrences of [[c&##(�) in  (c') will be replaced with  (c&). The revised formula is still called  (c'). 
To give an example how this mapping algorithm [12] can result in semantically incorrect LTL 
formula, let’s apply the original mapping algorithm [182] on :7′ (Equation (15) above), the 
resulting LTL formula is as follows: 

 

�Ø′′′: �(.A856b0$. zg�0 == z$A8503�6;3= 	∨ 	.ℎ012.A856b0$*c72�$4B4;0�0)→ �(	.A856b0$. zg�0= ′z$A8503�6;3′	 ∧ f6c7:0�A085. �b6A75 <= 1i=)	 
	

(38) 

The first part of rule :7′′′, i.e. �&: �(.A856b0$. zg�0 =′ z$A8503�6;3′ 	 ∨ 	.ℎ012.A856b0$*c72�$4B4;0�0) captures the weak 
exception RÈ&  (as defined in Equation (14)). It mandates that if the customer’s type is not 
‘TrustedGold’, then .ℎ012.A856b0$*c72�$4B4;0�0 must take place. This is mainly because: 

�(.A856b0$. zg�0 == z$A8503�6;3= 	 ∨ 	.ℎ012.A856b0$*c72�$4B4;0�0)≡ �(¬	.A856b0$. zg�0 == z$A8503�6;3= 	⟶ 	.ℎ012.A856b0$*c72�$4B4;0�0) 
Noticeably, this does not capture the exact semantics of the weak exception as defined above. 
For example, assume that the customer types can fall into more than two categories, e.g. 
TrustedGold, Golden, Regular and YoungProfessional. Then, formula �& mandates that 
Golden, Regular and YoungProfessional customer categories must be treated the same way by 
necessitating the performance of .ℎ012.A856b0$*c72�$4B4;0�0 activity. This is unnecessary, 
for example, the bank might have different policies to treat each type of the customers. The 
mapping rule we propose for the weak exception (step 2 in Algorithm  6-1) precisely captures 
the semantics of the weak exception by checking first if the weak exception holds (e.g. 
.A856b0$. zg�0 == z$A8503�6;3= according to the example). 

Also, regarding :7′′′, the second part of the rule captures the strong exception RÈ'  (as defined in 
Equation (14)); i.e. �':	�}	.A856b0$. zg�0 = ′z$A8503�6;3′	 ∧ f6c7:0�A085. �b6A75 <′ 1i′~. 
This rule does not capture the semantics of the strong exception as defined above, as it does 
not prohibit the performance of  Bc;Ac50f6c7:482 activity if the strong exception holds (i.e. (.A856b0$. zg�0 =′ z$A8503�6;3′ ∧ f6c7:0�A085. �b6A75 <′ 1i′), according to the example). 
The mapping rule we propose in Algorithm  6-1 (step 3) precisely captures these semantics. 

In specifying exception rules, we only allow the usage of the isUniversal atomic pattern and 
any Boolean operators to nest its operands; this is mainly because the isUniversal pattern 
directly captures the semantics of exceptions as defined above. In addition, if we allow the 
usage of other compliance patterns in the formation of exceptions, and by applying 
Algorithm  6-1 to generate the corresponding LTL formula, this might lead to combining 
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several temporal operators, which when combined together might change the intended 
semantics of the resultant LTL formula. For example, assume that we change R7 to TR7 as 
follows:  

TR7 The check customer bank privilege activity should be followed by evaluating the 
loan risk. If the customer is once a trusted gold customer then check customer 
bank privilege can be skipped.  

CRL Ï�Ø: ([z:È&#.ℎ012.A856b0$*c72�$4B4;0�0	f0c38z6	wA3�0x4�ℎ:482f6c7)
Ï�Ø�: (.A856b0$. zg�0 = ′z$A8503�6;3′)	ÑÔäÎÕÎ (39) 

LTL Ï�Ø′: �(�(.A856b0$. zg�0 = ′z$A8503�6;3′→ .ℎ012.A856b0$*c72�$4B4;0�0	⋁¬.ℎ012.A856b0$*c72�$4B4;0�0)
→ (wA3�0x4�ℎ:482f6c7))								 (40) 

As you can notice, the resulting LTL formula in TR7’  (Equation (19) above) combines the 
temporal operators G and F, which gives different semantics than the intended meaning.  

Finally, we allow the usage of timed patterns in the primary rule. That is, the mapping of the 
timed composite pattern expressions (primary rule) into LTL will operate the same way as 
described in this section with non-timed primary rules, by applying the mapping rules of timed 
patterns as defined in Table  6-7 and Appendix B. Since, we only restrict exceptions to use the 
isUniversal pattern; isUniversal pattern cannot be combined with any timed pattern (as 
explained in Appendix B). In other words, CRL supports the specification of timed non-
monotonic requirements the same way as untimed non-monotonic requirement.

6.3 Discussion 

Compliance Request Language (CRL) is a high-level compliance specification language 
geared to capture compliance requirements and it spans the four structural classes of business 
processes (i.e. control flow, data requirements, employed resources and real-time dimensions. 
CRL addresses the usability and non-monotonicity concerns of formal languages. Linear 
Temporal Logic (LTL) and Metrical Temporal Logic (MTL) have been selected as the formal 
ground of CRL. Nevertheless, the idea is not just restricted to LTL/MTL. We consider CRL to 
be an open language, such that the mapping scheme from CRL to other formal languages can 
also be defined, e.g. Computational Tree Logic (CTL). This will enable the specification of 
some requirements that are not expressible in LTL and consequently inexpressible in CRL. For 
example, compliance requirements containing paths quantified existentially, this can be 
expressed in Computational Tree Logic (CTL). Analogously, based on the expressive power of 
the other logical language, some compliance patterns (defined in this Chapter) may not be 
expressible. For example, SFairness and WFairness patterns are inexpressible in 
Computational Tree Logic (CTL).  

CRL is an extensible language. By analyzing various application domains, such as healthcare, 
environment, energy and manufacturing, new pattern classes and compliance patterns can be 
introduced, defined and incorporated into CRL. Therefore, CRL can also be seen as a Domain 
Specific Language (DSL) [186]. 

In regard to the expressive power of CRL, currently, its expressive power is bounded to the 
expressive power of LTL/MTL. This is mainly because the mapping scheme to other logical 
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languages is not yet defined. Obviously, LTL/MTL may be more expressive than CRL. For 
example, an LTL rule such as  ���(�); where � represents the ‘next’ temporal operator, and 
P is a business process element, is currently not expressible in CRL. This LTL rule states that � must hold in the third future state in all the paths of the business process model. However, 
since CRL is extensible, we could have easily introduced a new compliance pattern that 
captures this requirement. Nevertheless, the compliance patterns we have presented in this 
chapter are introduced based on our analysis of a wide range of compliance legislations and 
frameworks and our involvement in the specification of the compliance requirements of the 
two industrial case studies considered under the context of the COMPAS project [51]. We 
have not found that this requirement is commonly used, so we opt off from introducing a 
compliance pattern equivalent to it. It is also known that there is a trade-off between 
expressiveness and usability, and finding an appropriate balance between these two conflicting 
criteria is one of our goals. 

Consequently, we do not argue that CRL is complete. However, based on the results of the 
evaluation study that we have conducted to check the ability of CRL to capture the compliance 
requirements that are relevant to two industrial business real-life scenarios and validate the 
feasibility of our approach, we can argue that CRL is able to capture a major subset of the 
compliance requirements relevant to real-life scenarios. The details of this evaluation study is 
presented in Chapter 9.    

6.4 Summary 

In this Chapter, we have introduced the compliance Request Language (CRL), which is a basic 
building block of the proposed compliance management approach both for design-time 
verification and runtime monitoring. CRL has a direct mapping to Linear Temporal Logic, 
which enables the automated verification of the automatically generated LTL rules against 
business process model to ensure static compliance. CRL is also the basis of the subsequent 
runtime compliance monitoring phase, which integrates the two verification phases and 
provides a lifetime compliance support.  The runtime compliance management approach on the 
basis of CRL is covered in Chapter 8. 

A graphical prototypical implementation of CRL (Compliance Rule Manager - CRM), which 
enables the specification of compliance requirements intuitively using patterns in a drag–and-
drop fashion and to automate the process of transforming these definitions into logical 
formulas, is presented in Chapter 9, along with the other implementation components of the 
integrated designtime-runtime compliance management approach. The actual verification of 
the generated formal rules against business process models by the means of SPIN model-
checker is also discussed in this Chapter.   

As a continuation to the work presented in this Chapter, the next Chapter (Chapter 7) presents 
an efficient technique to reason about the root-causes of design-time compliance violations that 
can significantly aid the user to resolve the detected design-time compliance deviations and to 
transform a non-compliant business process model to a compliant one. 
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 Design-time Compliance Violations Chapter 7:

Reasoning and Analysis   

Figure  7-1 shows the proposed design-time compliance management approach previously 
introduced in Chapter 4. As discussed so far, to enable static automated compliance 
verification and to facilitate the work of the experts by shielding the complexity of formal 
languages, we introduced in Chapter 6 the Compliance Request Language (CRL), which is a 
high-level pattern-based language for the abstract specification of refined compliance 
requirements (which are the outputs of the compliance refinement methodology introduced in 
Chapter 5). CRL is an intuitive intermediate compliance specification language between 
refined compliance requirements and their formal representations, i.e. as Linear Temporal 
Logic (LTL) rules. On the other hand, business process models (i.e. BPEL models as shown in 
Figure  7-1) are automatically mapped into a variant of Finite State Automata (FSA) and then a 
model-checking verification approach is utilized to ensure static business process compliance.  

 

Figure  7-1 Design-time compliance management approach 

However, the verification results of model-checkers merely consist of a list of the compliance 
rules that have been violated. The counter example tracing facility typically provided by 
model-checkers can mark the fragments in the business process formal model (sequence of 
states) that are the source of violations. Nevertheless, since we assume users inexperienced in 
formal theories and definitions, this information is only meaningful/useful for users versed in 
formal languages. 
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Obviously, existing practices and approaches are by far too simplistic to effectively assist users 
in actually resolving potential conflicts and violations. A structured approach is critical to 
allow experts –many of whom are non-experts in formal languages- to semi-automatically 
detect the root-causes of compliance anomalies and provide the appropriate 
guidelines/warnings that can aid in resolving the detected compliance violations. 

This Chapter builds upon the previous Chapter (Chapter 6), by introducing an efficient root-
cause analysis approach that is able to reason about design-time compliance violations and 
directs the user of what strategies can be taken to resolve compliance deviations. The 
Compliance Request Language (CRL) introduced in Chapter 6 is the backbone of the root-
cause analysis approach presented in this Chapter. The Current Reality Tree (CRT) of 
Goldratt’s Theory of Constraints (TOC) [47], [48] is exploited as the adopted root-cause 
analysis technique. In addition to presenting the root-causes/suggestions of violations, the root-
cause analysis approach also provides the user with possible caveats that are not errors by their 
own, but maybe possible hidden causes. The dotted part of Figure  7-1 highlights the main 
focus of this Chapter. 

In the following, Section  7.1 presents the proposed root-cause analysis approach, such that 
each compliance pattern introduced in the CRL meta-model (Chapter 6) is analyzed to detect 
the root-causes of its violation by applying the Current Reality Tree (CRT) technique of 
Goldratt’s Theory of Constraints (TOC). In particular, Section  7.1.1 presents the CRTs that are 
relevant to the violations of the set of atomic patterns. Section  7.1.2 and Section  7.1.3 are 
devoted to discuss the CRTs that analyse the violations of compliance patterns in the 
Composite and Resource pattern classes, respectively. This is followed by the analysis of the 
violations of compliance patterns that belong to the Timed pattern class (Section  7.1.4). 
Finally, the root-cause analysis approach is exemplified by applying it to a set of compliance 
requirements relevant to the Loan Approval case study (introduced in Chapter 3). 

As shown in Figure  7-1, the business experts then alter the process specifications taking these 
guidelines/caveats into consideration with the objective of transforming the non-compliant 
BPEL model into a compliant one; this is followed by the automated re-mapping of the BPEL 
specification into their formal forms and then their re-verification against the set of applicable 
compliance rules via model-checkers. This process iterates until all violations are resolved and 
a compliant BPEL program is produced.  Next, in Chapter 8 we introduce an integrated 
runtime compliance monitoring approach that complements the design-time compliance 
management approach (discussed in Chapter 5 to Chapter 7), by the continuous monitoring of 
the running business process instances of the statically compliant business process model. The 
integration between the two verification phases is achieved on the basis CRL. 

7.1 The Root-Cause Analysis Approach 

A compliance violation in a business process definition may occur due to a variety of reasons 
and it is of upmost importance to provide the compliance/business expert with meaningful 
feedback that reveals the root-causes of these violations and aids their resolution. This 
feedback should contain a set of rationale explaining the underlying reasons and what 
strategies can be undertaken as remedies.  Based on the Compliance Request Language (CRL) 
presented in Chapter 6, we have analyzed and formalized possible root-causes of violations 
with respect to each compliance pattern. In case a design-time violation is detected by the 
model-checker (the details of the verification process are discussed in Chapter 9), and by 
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applying the root-cause analysis approach proposed in this Chapter, only the exact deduced 
cause(s) of the violation(s) is communicated to the user.  

To achieve this goal, we adopt the Current Reality Tree (CRT) technique from Goldratt’s 
Theory of Constraints (TOC) [47]. A Current Reality Tree is a statement of a core problem and 
the symptoms that arise from it. It maps out a sequence of causes and effects from the core 
problem to the symptoms. If the core problem is resolved, each of the symptoms may be 
remedied as well. Operationally the process works backwards from the apparent undesirable 
effects or symptoms to uncover or discover the underlying core causes[47].  

The CRT has been specifically chosen as the root-cause analysis technique due to its simplicity 
and the visual representation of the causes and effects. A CRT usually starts with a list of 
problems called Undesirable Effects (UDEs), which represent negative or bad conditions. The 
key question begins with: 

Why has the violation occurred? (the root of the tree)  

The answer to this question generates child-(ren) of the UDE under consideration. For each 
child, which might be a UDE by itself, the same “why” question is applied, and the answer is 
depicted as a deeper level in the tree. This process continues iteratively until the UDE under 
consideration is the root-cause(s) of the problem (leaf rectangles of the tree). Incoming 
connections to an UDE from its children are connected via logical ‘or’ operator; unless 
otherwise specified as ‘and’. 

For each compliance pattern in CRL, we have analyzed the root-causes of its violation by 
constructing the corresponding CRT such that the violation of a compliance pattern represents 
the UDE of the corresponding tree. These will be discussed in detail in the next sub-sections, 
showing the CRTs of some selected compliance patterns. For the complete list of the CRTs, 
we refer to Appendix C. To exemplify the applicability of this approach in the next discussion, 
Table  7-1 presents an excerpt of the compliance requirements that are relevant to the Loan 
Approval running scenario (presented in Chapter 3). The first and second columns of the table 
give a unique identification and organization-specific interpretation of the compliance 
requirement, respectively. The ‘Compliance source’ column lists the original 
documents/sources where the compliance requirements originate from. The ‘CRL 
Representation’ column shows how the compliance requirements are specified in CRL as 
discussed previously in Chapter 6. 
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Table  7-1 An excerpt of the compliance requirements relevant to the Loan Approval case study specified in CRL 

ID Refined Compliance Constraint (High-Level) 
Compliance constraint 

Compliance 
Source 

CRL Representation 

R1 The activity ‘Customer bank privilege 
check’ should be segregated from ‘credit 
worthiness check’ 

Duties (in Loan 
Processing) should be 
adequately segregated 

Sarbanes-Oxley 
Sec. 404, ISO 
27002-10.1.3 

(.ℎ012.A856b0$*c72�$4B4;0�0	 
@0�$0�c503$6b 
	.ℎ012.$0345�6$5ℎ47088) 

R2 If the loan request’s credit exceeds 1 
million Euros, the clerk supervisor checks 
the credit worthiness of the customer 
before approving the loan request 

Duties (in Loan 
Processing) should be 
adequately segregated 

Sarbanes-Oxley 
Sec. 404, ISO 
27002-10.1.3 

(f6c7:0�A085. �b6A75 > 	‘1i’	f0c38z6	 
1ℎ012.$0345�6$5ℎ47088. :6;0(‘@A�0$B486$’)		�$010308		@4�7E��414c;;gf6c7.675$c15 

R3 The branch office Manager should check 
whether risks are acceptable and should 
make either the final approval or rejection 
of the request 

Duties (in Loan 
Processing) should be 
adequately segregated 

Sarbanes-Oxley 
Sec. 404, ISO 
27002-10.1.3 

(wA3�0x4�ℎ:482f6c7. :6;0(′ic7c�0$′)	 
f0c38z6		(@4�7E��414c;;gf6c7.675$c15	iA50¤.ℎ6410	 

¾01;470¾A0z6x4�ℎ:482)) 
R4 The customer should receive an automated 

email notification directly after her 
personal data is collected by the “Credit 
Bureau service” 

Customer’s personal data 
should be handled 
confidentially 

95/46/EC (Data 
protection 
directive) 

((:0�A085*c72�7�6$bc5467	�f0c38z6 

	¡654�g.A856b0$	�73	 
.ℎ012.$0345�6$5ℎ47088)		�f0c38z6	¡654�g.A856b0$) 

R5 The offer in the signed loan contract is 
valid for 7 working days. 

Bank offers for 
customers and third 
parties are valid for 
certain time periods 

Internal Bank 
Policy 

((@073@4�703f6c7.675$c15	f0c38z6	 
:0140B0.A856b0$@4�703.675$c15)»45ℎ47	7)		 
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7.1.1 Current Reality Trees for Atomic patterns 

This Section presents that CRT relevant to the violations of the atomic patterns class of the 
CRL meta-model. Figure  7-2 shows a part of the CRL meta-model (Chapter 6) that zooms in 
the atomic patterns class.  

 

Figure  7-2 Atomic patterns class 

Figure  7-3 presents the CRTs for Exists, Precedes and LeadsTo atomic patterns. As shown in 
the figure, effects/causes are drawn in the CRTs using rectangles. The root of each CRT 
represents an undesirable effect (UDEs). For our purpose, an UDE is a violation to a specific 
pattern. Therefore, the root of each tree represents a violation to this pattern. Effects/Causes 
are connected to each other using arrows forming a hierarchical tree of effects/causes. The 
root-causes are depicted as the leaf rectangles of the tree. In Figure  7-3: 

• A state sequence, with respect to a specific business process path, is denoted by S1, 
S2, … Sn; where:  

• S1 is the start state.  

• Sn is the end state.  

• There is a transition relation from each Si to Si+1, where 1≤ i < n.  

• And Sk, Sy and Sm are intermediate states, where 1≤ k, y, m ≤ n. 

For example, as shown in Figure  7-3, the violation to ‘(P Precedes Q) pattern’ is considered as 
the UDE of the Precedes CRT. Deeper levels in the tree are guided by answering the same 
‘why’ question. For example, the question that should be addressed here is:  

Why (P Precedes Q) is violated?  

...

Order 
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Based on the defined semantics of the Precedes pattern as described in Chapter 6, the answer 
to this question is because:  

(Q Exists is satisfied) and (P Exists is violated) before it 

This is depicted as the second level of the tree. The same ‘why’ question is applied to the UDE 
under consideration and the analysis continues analogously until the root-causes of the 
problem, i.e. the leaves (depicted as rectangles of the tree) are reached.  

 

Figure  7-3  CRTs for Exists, Precedes and LeadsTo atomic patterns 

As reflected by the Precedes CRT, the root-cause of the violation is mainly because:  

P does not exist before Q (assuming Q exists).  

In addition to this cause, it might be the case that P exists after Q.  Although this situation does 
not violate the ‘precedes’ constraint; however, it can give an indication of misplacement in the 
specification that might have acted as a hidden reason that has led to the violation. We present 
these cases as caveats (or warnings) for the users to consider. For example, in this particular 
case, the user might decide to swap the occurrence of P and Q to resolve the violation. To 
model and distinguish possible hidden causes from definite root-causes, we extend the CRT 
notations. Rounded rectangles in the CRT represent the checks for identifying hidden causes, 
i.e., the cases which do not constitute the definite causes of violations but might act as 
underlying probable reasons for it. Similarly, Figure  7-4 presents the CRTs for XLeadsTo, 
isAbsent, isUniversal and Release atomic patterns. 



 7.1 The Root-Cause Analysis Approach  

139 

 

 

Figure  7-4 CRTs for XLeadsTo, isAbsent, isUniversal and Release atomic patterns 

A CRT presents all possible causes of a violation. By traversing the corresponding CRT of the 
violation to a specific pattern, there might be more than one reason (root-cause) underpinning 
this violation. Our goal is to provide the user only with the valid reason(s) and pertinent 
suggestive guidelines/caveats. Hence, only the pertinent causes/caveats will be communicated 
to the user. Lastly, in case the operand in the leaf rectangle (root-cause) is a pattern expression 
by itself, it is replaced by its corresponding CRT. This process iterates continuously until all 
operands in the leaf rectangles of the tree are atomic business process elements (this will be 
clarified by examples in Section  7.1.5).  

7.1.2 Current Reality Trees for Composite patterns 

Figure  7-5 presents a subset of the CRL meta-model that zooms in the composite patterns 
class. Recall that composite patterns are built up by nesting atomic patterns via Boolean 
operators, which enables the representation of complex compliance requirements. Therefore, 
the CRTs for composite patterns are built up automatically by composing the CRTs of the 
constituting atomic patterns that are discussed in Section  7.1.1, capturing the semantics of the 
used Boolean operator(s).  
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Figure  7-5 Composite patterns class 

Figure  7-6 presents the CRTs for composite patterns that comprise one or more compliance 
pattern expressions connected via Boolean operators. An example output from the analysis 
process could be: 

(PatternExpression1 and PatternExpression2) is violated. 

Let it be UDE1. According to the truth table of the ‘and’ logical operator, the ‘and’ statement 
is only true if its two operands are evaluated to true, otherwise the statement is evaluated to 
false. As shown in Figure  7-6, by applying the same ‘Why’ question to UDE1, the answer is 
either:  

• UDE1.2: Pattern-Expression 1 is violated, or  

• UDE1.2: Pattern-Expression 2 is violated, or 

• UDE1.3: Pattern-Expression 1 is violated and Pattern-Expression 2 is violated.  

UDE1.1, UDE1.2 and UDE1.3 correspond to the violation of some compliance pattern 
expressions, such as the UDEs of atomic patterns discussed in Section  7.1.1. Hence, each UDE 
will be replaced with its corresponding CRT.  

Recall from Chapter 6 that operands (which are business process elements, such as activities, 
events, business objects, etc., their attributes, or conditions on them) can also nested by using 
Boolean operators. The CRTs shown in Figure  7-6 are also utilized to analyse the nesting of 
expressions operands via Boolean operators, such that Pattern-Expression1 and Pattern-
Expression 2 are replaced by Operand1 and Operand2, respectively. 
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Figure  7-6 CRTs for Boolean operators 
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For example, PLeadsTo composite pattern is a conjunction between LeadsTo and Precedes 
atomic patterns, i.e. P PLeadsTo Q = (P LeadsTo Q) And (P precedes Q). The CRTs of 
Precedes and LeadsTo atomic patterns (as given in Section  7.1.1) are instantiated in the ‘And’ 
CRT (presented in Figure  7-6) and added to the tree. Then the constructed CRT for the 
PLeadsTo composite pattern is shown in Figure  7-7.  

 

Figure  7-7 CRT of PLeadsTo composite pattern 

Remarkably, for the negation operator, ‘(Not Pattern-Expression1) is violated’, the undesirable 
effect in this case is that ‘(Pattern-Expression1) is satisfied’, which semantically represents the 
opposite of the CRTs analyzed above. For example, Figure  7-8 shows the CRTs that analyze 
the satisfaction of Exists and Precedes patterns.  

Similar to the constructed CRT for the PLeadsTo pattern as shown in Figure  7-7, the CRTs of 
the other composite patterns (e.g. CoExists, CoAbsent, Exclusive, etc. as shown in Figure  7-5) 
are instances from the CRTs of Boolean operators given in Figure  7-6, by instantiating the 
corresponding CRTs used in the Boolean expression. Two examples of the CRTs of these 
patterns are presented in Figure  7-9; namely: Exclusive and MutexChoice. As shown in the 
figure, the MutexChoice composite pattern is an ‘Xor’ composition between two atomic 
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patterns: (P Exists) Xor (Q Exists). Therefore, for the MutexChoice composite pattern, the CRT 
of the ‘Xor’ (Figure  7-6) is instantiated. The instantiation process starts from the outermost 
pattern expression to the innermost one. Analogously, the CRT of the Exclusive pattern is built 
based on the CRTs of ‘And’, ‘Imply’ Boolean operators and isAbsent atomic pattern. The three 
dots on the leaves of the Exclusive CRT implies that the two UDIs are replaced by the isAbsent 
CRTs (as shown in Figure  7-4), which is omitted for simplicity.  

 

Figure  7-8 the CRTs for analyzing the satisfaction of Exists and Precedes patterns 
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Figure  7-9 CRTs for Exclusive and MutexChoice Composite Patterns 

7.1.3 Current Reality Trees for Resource patterns 

Figure  7-10 presents a subset of the CRL meta-model (Chapter 6) that zooms in the Resource 
patterns class. Recall that the resource patterns class is a sub-class of the Composite patterns 
class. As explained in Chapter 6, Section 6.1.2, this means that resource patterns are built up 
by nesting other compliance patterns, mainly atomic patterns, via Boolean operators. 
Therefore, like composite patterns, the CRTs for resource patterns are built up automatically 
by composing the CRTs of the constituting atomic patterns (that are discussed in 
Section  7.1.1); by capturing the semantics of the utilized Boolean operator(s).  
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Figure  7-10 Resource patterns class 

Figure  7-11 presents the constructed CRTs for SegregatedFrom and USegregatedFrom 
resource patterns. Recall from Chapter 6 that: 

 

 

t&	@0�$0�c503$6b t' =	ª 5&. :6;0(:)�b�;g	¡65}5'. :6;0(:)~	48�74B0$8c;«	

�73	 ª 5&. �80$(�)�b�;g	¡65}5'. �80$(�)~	48�74B0$8c;« 

This means that the CRT of the violation of the SegregatedFrom pattern is built up by 
instantiating the CRTs of isUniversal atomic pattern (as given in Figure  7-4) and Imply and 
And Boolean operators (as given in Figure  7-6). Similarly, USegregatedFrom resource pattern 
is composed of: 

t&	�@0�$0�c503$6b t' =	ª 5&. �80$(�)�b�;g	¡65}5'. �80$(�)~	48�74B0$8c;« 

Its CRT is also built up by instantiating isUniversal atomic pattern (as given in Figure  7-4) and 
Imply Boolean operator (as given in Figure  7-6). 
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Figure  7-11 CRTs for SegregatedFrom and USegregatedFrom resource patterns 

Similarly, Figure  7-12 presents the CRTs of PerformedBy and BoundedWith resource patterns, 
which are composed as follows: 

5	�0$�6$b03*g	: = }5	�b�;g	5. :6;0�:�~48�74B0$8c; 
t&	*6A7303�45/	t' �	}�5&. �80$����b�;g	5'. �80$���~ 48�74B0$8c;�	�73	 

}�5'. �80$����b�;g	5&. �80$���~	48�74B0$8c;� 
The CRL of PerformedBy resource pattern is built up by instantiating isUniversal atomic 
pattern (as given in Figure  7-4) and Imply Boolean operator (as given in Figure  7-6). And the 
CRT of BoundedWith resource pattern is constructed by instantiating the CRTs of isUniversal 
atomic pattern (as given in Figure  7-4) and Imply and And Boolean operators (as given in 
Figure  7-6). 
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Figure  7-12 CRTs for PerformedBy and BoundedWith resource patterns 

Analogously, the CRT of RBoundedWith resource pattern is shown in Figure  7-13, such that: 

�t&, t'�	RBoundedWith R& �	 }5&	�b�;g	5&. :6;0�:&�~48�74B0$8c; 
�73	}5'	�b�;g	5'. :6;0�:&�~48�74B0$8c; �73	 ¬5&. �80$��&��73		5'. �80$��'��73	�& � �'  48�e8075  

�73 ��&, �'� ∈ �05�80$�:&� 
Its CRT is built up by instantiating the CRTs of isUniversal and isAbsent atomic patterns (as 
given in Figure  7-4), and Imply and And Boolean operators (as given in Figure  7-6); which is 
built the same way as the CRTs in Figure  7-11 and Figure  7-12. For the complete list of the 
CRTs that analyze the violations of all resource patterns, we refer to Appendix C. 
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Figure  7-13 CRT for the violation of RBoundedWith resource pattern 

7.1.4 Current Reality Trees for Timed patterns 

Figure  7-14 presents a subset of the CRL meta-model (Chapter 6) that zooms in the timed 
patterns class. Recall that a timed composite pattern expression is built up by combining a 
timed pattern with a compliance pattern. Hence, the analysis of the violation of timed patterns 
requires the analysis of each timed composite pattern expression, which are covered in 
Appendix B. For example, Figure  7-15 presents the CRTs that analyse the violations of 
LeadsTo and Precedes atomic patterns combined with Within timed pattern. As shown in 
Figure  7-15, the violation of Leadsto-Within timed pattern expression may be either because: 

• The involved compliance pattern is violated, regardless of the time factor, e.g. (P 
LeadsTo Q) is violated, as shown in the second level in the tree, or 

• The involved compliance pattern expression is satisfied but not in the correct time. 
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Regarding the first reason, the corresponding CRT of the violation of the involved pattern (e.g. 
P LeadsTo Q is violated, that is given in Figure  7-3) is instantiated and added to the LeadsTo-
Within CRT. Then with respect to the second reason, the analysis will continue normally by 
answering the same ‘why’ question, until the root-causes of the violation is reached (the leaves 
of the tree). As shown in Figure  7-15, “Q exists after the elapse of k time units after the P 
occurs”, is the second root-cause of the violation of the LeadsTo-Within example.   

 

Figure  7-14 Timed patterns class 

 

 

Figure  7-15 CRTs for LeadsTo and Precedes patterns combined with Within timed pattern 
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Similarly, Figure  7-16 presents the CRTs of Exits-MinDur, Exits-MaxDur, and Exits-ExactDur 
composite timed pattern expressions. And Figure  7-17 presents the CRTs that analyze the 
violations of Substitutes and Corequisite composite patterns combined with Within timed 
pattern. For the complete list of the CRTs that analyze all composite pattern expressions, we 
refer the reader to Appendix C.  

 

 

Figure  7-16 CRTs for Exists pattern combined with MinDur, MaxDur and ExactDur pattern 
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Figure  7-17 CRTs for Substitutes and Corequisite patterns combined with Within timed pattern 
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7.1.5 Current Reality Trees for the Running Examples 

This Section examines the applicability of the root-cause analysis approach, by applying it on 
the compliance requirements of the running example listed in Table  7-1. Figure  7-18, 
Figure  7-19 and  

 

 Figure  7-20 present the analysis of the violations of requirements R1-R5. By traversing the 
corresponding CRT, only the root-causes and possible caveats will be communicated to the 
user that she can consider in updating the relevant business process model to resolve design-
time compliance deviations. 
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Figure  7-18 CRTs that analyze the violation of R1 and R2 
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Figure  7-19 CRT that analyzes the violation of R3 
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 Figure  7-20 CRTs that analyzes the violation of R4 and R
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7.2 Summary 

In this Chapter, we presented an efficient root-cause analysis approach to reason about design-
time compliance violations, hence meeting the Intelligible feedback criteria that has been 
considered in the comparative analysis conducted in Chapter 6. The root-cause analysis 
approach is built upon the Compliance Request Language (CRL), which has been introduced in 
Chapter 6 as an intermediate high-level pattern-based language for the formal specification of 
compliance requirements. The Current Reality Tree (CRT) has been utilized as the root-cause 
analysis technique. For this, we have analyzed each compliance pattern in the CRL meta-
model (Chapter 6), and corresponding CRTs are constructed, sometimes automatically. The 
outcome of the root-cause analysis is the set of violations root-causes and possible caveats, 
along with a set of guidelines that can direct the user to resolve the compliance violations.  

Having identified the compliance violations and aided the user to resolve them guided by the 
results of the root-cause analysis approach, the outcome is a compliant business process model. 
This business process model is now ready to be deployed on an execution engine. Next, 
Chapter 8 continues with the subsequent runtime compliance monitoring phase of business 
process executions on the basis of CRL. The runtime monitoring approach is adopted from 
[156],  and integrated to the design-time compliance management approach (discussed in 
Chapter 6 and Chapter 7) as a joint work within the COMPAS project [51]. This provides a 
preventive lifetime compliance support. 
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 Runtime Compliance Monitoring  Chapter 8:

Having identified business process design-time compliance violations by applying the design-
time compliance management approach discussed in Chapter 5 and Chapter 6, and by 
resolving these violations aided by the guidelines provided by the root-cause analysis approach 
explicated in Chapter 7, the outcome of these iterative design-time compliance assurance 
activities is a statically compliant Business process model (i.e. BPEL model).  This business 
process model is ready to be deployed on a business process engine for execution. However, 
the fact that the resultant business process model is proved to be statically compliant does not 
guarantee that its running business process instances will always be compliant.  

 

 

Figure  8-1 Integrated Design-time & Runtime compliance management approach 

Runtime compliance violations may occur due to human and machine errors even if the 
corresponding business process model is checked for compliance during design-time. In 
addition, as we have shown in the previous Chapters, some of the compliance requirements 
relevant to the case studies (introduced in Chapter 3) could not be checked during design-time. 
This was fundamentally due to the lack of necessary variable instantiations and/or contextual 
runtime information. The typical Segregation-of-duties security requirement on the users’ level 
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is an example of such compliance requirements (that cannot be checked at design-time), 
because the exact users that are authorized to carry out business process activities are not 
known until runtime. Similarly, the majority of time-dependent (real-time) constraints cannot 
be statically verified. This is mainly because time information is not encoded in Business 
process designs. Only real-time constraints relevant to timeouts can be checked and verified 
because timeouts are statically encoded in business process models (BPEL models).  

Furthermore, some compliance requirements should be considered for both design-time and 
runtime compliance verifications due to their sensitivity and the high cost associated with 
being non-compliant, e.g. requirements related to accessing customers’ personal information. 
These requirements are also considered for runtime compliance monitoring following the 
integrated runtime monitoring approach presented in this Chapter.  

The runtime compliance monitoring approach summarized in this Chapter is based on [28] and 
integrated to the design-time compliance management approach proposed in this thesis 
(Chapter 4 to Chapter 7) as a joint work in the context of the EU COMPAS project [51]. 
Figure  8-1 shows the integrated design-time & runtime compliance management approach, 
previously introduced in Chapter 4. The shaded part in the figure highlights the main focus of 
this Chapter; i.e. Runtime business process compliance management. The integration between 
the design-time compliance management approach and the runtime compliance monitoring is 
achieved by means of the Compliance Request Language, presented in detail in Chapter 6, for 
the abstract specification of compliance requirements. From abstract pattern-based CRL 
expressions, runtime compliance formulas can also be automatically generated the same way 
LTL/MTL rules are generated for design-time compliance checking. Therefore, exempting the 
user from learning and using multiple low level and complex languages, while enabling both 
design-time compliance verification and runtime compliance monitoring in an integrated 
manner. 

In the following, the integrated runtime compliance monitoring approach is presented in more 
detail, showing its integration to the prior design-time compliance management approach 
(discussed in Chapter 4 to Chapter 7). This synergy provides a preventive lifetime compliance 
management support. For a more detailed discussion on this compliance monitoring approach, 
we refer the reader to [28]. 

8.1 Integrated Runtime Compliance Monitoring Approach 

The design-time compliance management approach (discussed through Chapter 5 to Chapter 7) 
is integrated to the runtime compliance management approach (discussed in this Chapter) on 
the basis of the Compliance Request Language. As shown in Figure  8-1, from high-level 
pattern-based CRL expressions, both design-time and runtime formal statements can be 
automatically generated, based on the mapping scheme introduced in Chapter 6. Thereby 
facilitating automated verification and monitoring techniques to be utilized to ensure design-
time and runtime compliance satisfaction. CRL provides significant support for the 
specification of compliance requirements as the business and compliance experts are not 
required to go into the low-level details of the underlying complex formalisms. As discussed in 
Chapter 6, Linear Temporal Logic represents the formal basis of CRL for design-time 
compliance verification. Whilst BPath [156] is the language used for runtime monitoring, 
which is an XML query language that incorporates LTL temporal capabilities.  BPath has been 
chosen as the monitoring language instead of utilizing a runtime model-checking approach, 
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such as the monitoring approaches proposed in [146] and [151] (as discussed in Chapter 2), for 
the following reasons:    

- No changes are required to the execution environment, i.e. no need to include a 
component that runs the model-checking algorithm to verify runtime compliance. 
Instead the verification is simply done by an XML query processor, which is common 
to exist in all web services environments. 

- Any standard implementation of a query engine can do the monitoring task, since 
XML query languages are standardized.   

- The complexity of checking a document against an XML query expression is shown 
to be P-complete [170], compared to the complexity of the exhaustive model-
checking problem that is known to be NP-Complete [23]. Therefore, XML query 
processors are more efficient for runtime monitoring.  

As shown in Figure  8-1, the inputs to the business process compliance monitoring approach 
(which are the outputs of the prior design-time verification phase) are: 

- A statically compliant business process model, i.e. BPEL model.  

- A set of BPath queries automatically generated from pattern-based CRL expressions 
capturing relevant compliance requirements. These BPath expressions are generated 
the same way LTL rules are generated for design-time compliance verification as 
shown in Chapter 6. 

During runtime, multiple business process instances may run independently on the business 
process engine, i.e. BPEL engine.  For monitoring purposes, a business process instance is 
abstracted as a sequence of states (i.e. State trace). Given an initial state, a business process 
instance goes through a series of intermediate states, until it reaches its final state. Following 
the Service Oriented Architecture (SOA) paradigm, the transition from one state to the next is 
basically triggered by the events of receiving or sending a message, or the assignment of 
instance variables (e.g. variables defined in the corresponding BPEL specification). Business 
process activities cause the transition from one state to the next. A state is a unique 
configuration of activities, information and any other relevant business process elements. 
These events are captured and maintained in relevant execution logs (i.e. State trace and 
Execution data source logs as shown in Figure  8-1).  

Generated BPath expressions (capturing compliance requirements) have a direct mapping to 
standard XPath version 1.0 [187] queries, which enables the utilization of any standard XML 
query engine for runtime compliance checking of these XPath queries against execution logs. 
The details of this mapping scheme are presented in Section  8.1.2. In case a runtime 
compliance violation is detected, countermeasures can be enacted in order to mitigate possible 
negative effects (as detailed in [171]), i.e. enforcement of automatically controllable actions, 
modifying relevant BP model or the adjustment of internal policies.  

In the following, the monitoring approach preliminaries are defined in Section  8.1.1. Then, 
Section  8.1.2 is devoted to describe the BPath language as the core building block of this 
monitoring approach. Finally, Section  8.2 shows how the Compliance request language is used 
to generate runtime monitoring queries for runtime compliance monitoring the same way the 
design-time formal rules are generated for design-time compliance verification (as discussed in 
Chapter 6). 
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8.1.1 Compliance Monitoring Preliminaries 

As shown in Figure  8-1, during business process execution, an external component, i.e. 
Execution Listener is deployed in the monitoring environment that keeps track of system’s 
activities (incoming and outgoing messages), and captures and publishes these events 
(according to the events specified in the design phase). Monitored events are then populated in 
the State trace and the Execution data source logs for future verification and analysis.  

Informally, State trace log is an XML document that records business process instances state 
changes whenever a message is sent or received. Each recorded state is associated with a BP 
Instance Id and a timestamp reflecting when this transition has occurred.  For example, 
Listing  8-1 shows an example of the State trace log relevant to the execution of the Loan 
Approval business process introduced in Chapter 3. The log recorded the state traces 
correspond to the execution of business process instances ‘001’, ‘002’, ‘003’ and ‘004’. For 
example, business process instance ‘001’ has the state trace: @&, @', @- ; such that state @& 
occurred at time ‘00001’ and state @' and @- took place at time ‘00003’ and ‘00007’, 
respectively. 

Definition 1: A state trace log is an XML tree of nodes (states-nodes): »&, »', »-… ,»s , 
such that »' is the direct next sibling of the node »&. Similarly, »- is the unique next sibling 
node of »'…etc. And  »s is the final (termination) state of the state trace.  Each state-node »± 
has: 

- A name 7±; Let f�* be a set of nodes names, then 7± ∈ f�*. We define the predicate 
fce0; that returns the name of a given state-node »±; that is fce0;}»±~ = 7±.  

- A process identifier �$6108843; Let �zz@ be a set of attribute names, then �$6108843 ∈ �zz@. 

- An instance identifier 478543, such that 478543 ∈ �zz@. 

- A timestamp that records the exact time where the relevant event took place; that is 54b085cb� ∈ �zz@.  

 

Listing  8-1 An example of State trace log 

<? ¤b;	B0$8467 = "1.0"	0716347� = "A5� − 8"	? >	
< z$c10 >	

		< @1		�$6108843 = "001"	478543 = "001"	54b085cb� = "00001"/>	
		< @1		�$6108843 = "001"	478543 = "002"	54b085cb� = "00002"/>	
		< @2		�$6108843 = "001"	478543 = "001"	54b085cb� = "00003"/>	
		< @1		�$6108843 = "001"	478543 = "003"	54b085cb� = "00004"/>	
		< @1		�$6108843 = "001"	478543 = "004"	54b085cb� = "00005"/>	
		< @2		�$6108843 = "001"	478543 = "002"	54b085cb� = "00006"/>				
< @3		�$6108843 = "001"	478543 = "001"	54b085cb� = "00007"/>				

</z$c10 >	
…	
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The State trace log only contains the sequence of execution states for each business process 
instance. The real execution data is stored separately in the Execution data source log. 

Definition 2: An execution data source log is a collection of entries ; � ��key = value), (key =
value),… , �$6108843, 478543, 54b085cb�}, such that: 

- {(20g = Bc;A0), (20g = Bc;A0), … , } is a list of relevant execution variables and 
their respective values. 

- �$6108843, 478543, 54b085cb� are the process identifier, the instance identifier and 
the timestamp attributes, respectively, as defined in Definition 1.   

For example, Listing  8-2 shows a part of the Execution data source log relevant to the 
execution of the Loan Approval process introduced in Chapter 3. Each entry in the log contains 
the relevant execution variables and their respective values, at time timestamp. Recall from 
Chapter 3 that the Loan approval process starts with a Customer submitting a loan approval 
request, e.g. entry ‘L1’ contains the loan request information, such as customer name, loan 
amount, customer income…etc., as inputted by customer “1” to initiate business process 
instance ‘001’. The Execution data source log can also be implemented as an XML document. 

An XML query capturing a compliance requirement, e.g. a BPath expression as will be 
discussed next in Section  8.1.2, is evaluated over the State trace and the Execution data source 
logs to ensure runtime compliance adherence. In particular, the XML query is first evaluated 
over the State trace log, which contains meta-data about business process executions; i.e. 
sequence of states and their static attributes (i.e. �$6108843, 478543, 54b085cb�), as shown in 
Listing  8-1. Then relevant execution data can be extracted from the Execution data source log. 
The link between the State trace and Execution data source logs is enabled by means of what 
we call dynamic attributes. In this context, we differentiate between two types of attributes; 
static and dynamic attributes.  

Definition 3: A static attribute is a variable associated with a state-node » in the state trace 
log, I.e.,	�$6108843, 478543 and 54b085cb� defined in the State trace log are static attributes. 

Definition 4: A dynamic attribute � is a variable associated with a state-node » in the State 
trace log, such that its value is defined by the function ë(�, », 478543), which extracts the last 
value of the variable � from the Execution data source log before the last state-node » 
occurred, with respect  to the business process instance 478543. 

Dynamic attributes allow the access to external data (maintained in the Execution data source 
log) associated with a context node (the current state-node under evaluation) in the State trace 
log. For example: according to the State trace and Execution data logs shown in Listing  8-1 
and Listing  8-2, respectively,  ë(fc85¡cb0, @', "001") returns the value "w6708". Function ë 
first captures the timestamp corresponding to business process instance “001”, which is “0003” 
in the State trace log (cf. Listing  8-1). Then navigates the Execution data source log entries by 
matching the values of instid  and timestamp attributes (which are “001” and “0003”, 
respectively) and captures the last value of the fc85¡cb0 attribute among all entries with instid = "001" and timestamp ≤ "0003", which is "w6708" (cf. Listing  8-2).  
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Listing  8-2 An example of Execution data source log of the Loan Approval process 

Ê�:	f6c7:0�A085:	.A856b0$�¾ � ”1”, 4$85¡cb0 = "¾cB43", fc85¡cb0 = ”w6708”,	 
f6c7�b6A75 = ”10000”, .A856b0$�716b0 = ”1500”, �$6108843	 = 	“001”,	 
478543 = ”001”, 54b085cb� = ”00001”	
Ê¢:	f6c7:0�A085:	.A856b0$�¾ = ”2”, 4$85¡cb0 = ”�bc;”, fc85¡cb0 = ” ;�cbbc;”,	
f6c7�b6A75 = ”1.5i”, .A856b0$�716b0 = ”10000”, �$6108843	 = 	“001”,	 
478543 = ”002”, 54b085cb� = ”00002”	
Ê·:	¡654�g.A856b0$:	.A856b0$�¾ = ”1”, f6c74;0�3 = ”51”, @5c5A8 = ”�730$:0B40»”	,	
�$6108843 = "001", 478543 = ”001”, 54b085cb� = ”00003”	
Ê¸:	f6c7:0�A085:	.A856b0$�¾ = ”3”, 4$85¡cb0 = ”Ebc$”, fc85¡cb0 = ”*cℎ00�”,		
f6c7�b6A75 = ”5000”, .A856b0$�716b0 = ”2500”, �$6108803	 = 	“001”,		
�$6108843	 = 	“001”, 478543 = ”003”, 54b085cb� = ”00004” 
Ê¿:	f6c7:0�A085:	.A856b0$�¾ = ”4”, 4$85¡cb0 = ”¡6A$”, fc85¡cb0 = ”@ℎc§;g”,			
f6c7�b6A75 = ”50000”, .A856b0$�716b0 = ”30000”, �$6108843	 = 	“001”	,		
478543 = ”004”, 54b085cb� = ”00005” 
ÊÉ: ¡654�g.A856b0$:	.A856b0$�¾ = ”2”, f6c74;0�3 = ”52”, @5c5A8 = ”�730$:0B40»”,	
�$6108843 = "001", 478543 = ”002”, 54b085cb� = ”00006”	
ÊØ:	.$0c50f6c74;0:0�A085: .A856b0$�¾ = "1, f6c74;0�¾ = "51”, 4$85¡cb0= "¾cB43”	,			
fc85¡cb0 = "w6708", f6c7�b6A75	 = 	"10000", "	85c���¾	 = 	"15",	
85c��:6;0 = ".$0345*$620$"	, �$6108843	 = 	“001”, "478543 = "	001", 54b085cb� = "00007"	
Êî: .$0c50f6c74;0:08�6780:	.A856b0$�¾ = "1", f6c74;0�¾ = ”51", .$0c503 = "5$A0",	
�$6108843 = "001", 478543 = ”001”, 54b085cb� = ”00008”	
Êï:	.ℎ012.A856b0$�$4B4;0�0:0�A085:	.A856b0$�¾ = "1", "4$85¡cb0 = "¾cB43",			
fc85¡cb0 = "w6708", "	85c���¾	 = 	“15”, 85c��:6;0 = ".$0345*$620$",		
�$6108843	 = 	“001”, 478543 = ”001”, 54b085cb� = ”00009”	
Ê�ñ: .ℎ012.A856b0$�$4B4;0�0:08�6780:	:0�4850$03 = ”5$A0”, 7Abe0$E��71430758 = ”0”	,	
�$6108843 = "001", 478543 = ”001”, 54b085cb� = ”00010”	
Ê��: .ℎ012.$0345�6$5ℎ47088:0�A085:	.A856b0$�¾ = 1”,	LoanFileId=”51”	,		
85c���¾	 = 	“16”, 85c��:6;0 = "�685�$6108847�.;0$2"	, �$6108843 = 001,	
	478543 = ”001”, 54b085cb� = ”00011”	
Ê�¢: .ℎ012.$0345�6$5ℎ47088:08�6780:	.$0345�6$5ℎg	 = 	“5$A0”,	
�$6108843 = "001", 478543 = ”001”, 54b085cb� = ”00012”	

…………				
	



 8.1 Integrated Runtime Compliance Monitoring Approach  

163 

 

8.1.2 BPath Monitoring Language 

BPath is an XML query language that extends XPath [92] with LTL temporal capabilities. The 
formation rules of BPath extends the core syntax of XPath [92] with LTL temporal operators. 
Basically, a BPath expression is an LTL formula, such that its basic propositions (operands) 
are in the form of XPath queries. For example, ��@./012.A856b0$*c72�$4B4;0�0:0�A085 →
�@./012.$0345�6$5/47088:0�A085�� represents a BPath expression, such that 
@./012.A856b0$*c72�$4B4;0�0:0�A085 and @./012.$0345�6$5/47088:0�A085 are XPath 
expressions. 

The formation rules (syntax) of BPath can be defined as follows (using EBNF notation [188]): 

 

A formula: φ ::= true() | false() | (φ) | φ and φ | φ or φ| T=T| 
P(T…T) | not φ | LTL 

LTL::= X(φ)| F(φ) | G(φ) | U(φ) 

A term: T::= c |ππππ | ππππ/@q 

A path: ππππ ::= Axis::N | (π) | π [φ] | π / π | π ‘|’ π 

N ::= n | * 

Axis ::= self | following-sibling | preceding-sibling 

Such that: 

- n∈ LAB, such that LAB is the set of states names as defined in Definition 1. 

- P(T…T)  is a first order logic predicate. For example, we defined predicate fce0; that 
returns the name of a given state-node »; that is fce0;�»� � 7; n∈ LAB. 

-  1 ∈ .E¡, such that .E¡ is a set of constant symbol 

- � ∈ �zz@	 ∪ �zz¾ ∪ �¡, such that: 

o  ATTS is the set of attribute names as defined in Definition 1. 

o �zz¾ is a set of dynamic variables. 

Table  8-1 Mapping rules from BPath into XPath 

BPath 
Syntax 

Translation to XPath 1.0 

X(φ)	 	 following-sibling::*[1#[	φ#.	
F(φ):	 (self::*	|	following-sibling::*)	[	φ#.	
G(φ):			 not	(self::*	|	following-sibling::*)	[not(φ)#).	
U(φ,	ψ)	 $S!	 (self::*	 |	 following-sibling::*)	 (ψ	 	 and	 	 not((self::*|	 preceding-sibling::*)	[	not	(	P(	$S=self::*	)	�	φ)	)#	

Such	that	S	corresponds	to	a	state	in	the	state	trace	log.	
To be able to utilize a standard XML query engine to evaluate BPath expressions (capturing 
compliance requirements) against relevant business process executions (maintained in State 
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trace and Data execution logs), BPath formulas are mapped to standard XPath 1.0 expressions 
[187] (as shown in Figure  8-1). 

8.2 Using the Compliance Request Language for Runtime monitoring  

Following the same approach applied for generating design-time formal rules (LTL formulas) 
as explicated in Chapter 6, CRL expressions are also used as sources for the formal rules to be 
used for runtime compliance monitoring. CRL provides a wide set of expressive compliance 
patterns that spans over the four structural aspects of business processes (control-flow, data, 
employed resources and real-time dimensions) that also supports runtime compliance 
monitoring.  

To exemplify the compliance monitoring approach discussed in the previous Sections, 
Table  8-2 presents an excerpt of the compliance requirements relevant to the Loan Approval 
case study (introduced in Chapter 3). The first and second columns in the table give a reference 
and domain-specific interpretation (by applying the compliance refinement methodology 
introduced in Chapter 4) of the compliance requirements, respectively. The ‘high-level 
compliance requirement’ column lists the compliance requirements as they are stated in 
compliance sources.  Finally, the ‘Sources’ column refers to the origin of the compliance 
requirements, e.g. specific legislation, regulation…etc. 

Table  8-3 presents the CRL expressions corresponding to the compliance requirements shown 
in Table  8-2 for runtime monitoring. The table also presents the corresponding BPath query 
expressions that are automatically generated based on the same mapping schemes from CRL 
into LTL that have been introduced in Chapter 6. Table  8-4 presents the mapping rules of some 
of the compliance patterns into LTL. The selected compliance patterns in Table  8-4 are used in 
building the CRL expressions shown in Table  8-3. Since BPath queries are mainly evaluated 
against XML documents (state trace log as discussed in Section  8.1.1), the expected operands 
for runtime CRL expressions are XPath expressions.  

 

Table  8-2 Selected compliance requirements relevant to the Loan Approval process 

ID Refined/ Compliance Requirement High-level Compliance 
Requirement 

Sources 

R1 
The activity ‘Customer bank privilege 
check’ should be segregated from ‘credit 
worthiness check’.  

Duties in Loan Processing 
are adequately segregated - Sarbanes-Oxley Sec. 

404 
- ISO 27002-10.1.3 

R2 

The customer must receive an automated 
email notification immediately when his 
personal data is collected by the “Credit 
Bureau service”. 

Customer’s personal data 
is handled confidentially 

- 95/46/EC (Data 
protection directive) 

R3 
The activity credit worthiness check must 
take place before determining the risk 
level of the loan application. 

Appropriate sequencing of 
related activities - Internal Bank Policy 
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ID Refined/ Compliance Requirement High-level Compliance 
Requirement 

Sources 

R4 
The Customer must receive a notification 
message in all phases of processing her 
loan application. 

Transparency of business 
transactions. 

- Internal Bank Policy 

R5 
The offer in the signed loan contract is 
valid for 7 working days and afterwards 
it is closed. 

Bank offers for customers 
and third parties are valid 
for certain time periods 

- Internal Bank Policy 

 

Table  8-3 Runtime CRL expressions and generated BPath queries 

ID Runtime CRL Expression Corresponding BPath Queries 

R1 
�@./012.A856b0$*c72�$4B4;c�0 
	ûËüýËüÌÕËÍ�ýÐþ	@.$0345�6$5/47088./012�	

��$@�@./012.A856b0$*c72�$4B4;c�0�� 	
∧ ��@.$0345�6$5/47088./012	 ⟶ @�80$	
≠ $@/@�80$�	

 

R2 
�@:0�A085*c72�7�6$bc5467	�ý 
@./012.$0345�6$5/47088�		 
�ÊËÌÍÎÏÐ	@¡654�g.A856b0$		

���@:0�A085*c72�7�6$bc5467	
∨ @./012.$0345�6$5/47088�
⟶ ��@¡654�g.A856b0$��	

R3 (@.$0345�6$5/47088./012	�ýË�ËÍËÎ	 
@ Bc;Ac50f6c7:482�	

��@.$0345�6$5/47088./012� 	
∨ �¬	@ Bc;Ac50f6c7:482	�		
@.$0345�6$5/47088./012�	

R4 �@¡654�g.A856b0$	ÑÔäÎÕÎ�	 ��@¡654�g.A856b0$�	

R5 

�$@	¬@@4�7E��414c;;gf6c7.675$c15� 
ÊËÌÍÎÏÐ	 
�@.;680f6c7���$6Bc;	
		�ý	3cg8$6b¾A$c5467	
�@54b085cb� − 3cg8$6b¾A$c5467�$@	

/@54b085cb�� < 7��	

��$@	¬	@@4�7E��414c;;gf6c7.675$c15	
⟶ ��@.;680f6c7���$6Bc;	
	⋁	3cg8$6b¾A$c5467�@54b085cb�
− 3cg8$6b¾A$c5467�$@	/@54b085cb��
< 7��	

	
Runtime compliance monitoring complements the prior design-time compliance verification 
phase. Compliance requirements in Table  8-2 that are not amenable for design-time 
compliance verification due to the absence of necessary runtime contextual information are 
primarily considered in this verification phase. For example, Compliance requirement R1 in 
Table  8-2 represents the typical segregation of duties (SoD) security principal, which mandates 
that some activities must be performed by different Roles and Users. As highlighted in Chapter 
6, this SoD requirement can only be checked on the roles level during design time, this is 
mainly because the assignment of users to business process tasks is usually unavailable until 
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runtime. Therefore, as shown in Table  8-3 the SoD requirement (R1) is considered for runtime 
monitoring on the user level (complimenting the role-level verification at design time) to 
warrant guaranteed compliance.  

Similarly, compliance requirement R5 is only considered for runtime monitoring. This is 
mainly because it requires real-time information that is not encoded in business process 
models; however, at runtime this real-time information (‘timestamp’ attribute in State trace 
and Execution data logs as shown in Listing  8-1 and  

Listing  8-2) is captured and maintained in relevant execution logs. In addition, requirement R2, 
R3 and R4 which can be verified at design-time, are also considered for runtime compliance 
monitoring, due to the sensitivity of the requirements, e.g. it may include access to customer’s 
personal information. 

Table  8-4 Mapping Rules of a subset of compliance patterns into LTL (Chapter 6) 

Compliance Pattern 
Expression 

Meaning LTL mapping rule 

P Exists P should occur at least once 
within the BP model 

(�) 

P Precedes Q Q must always be preceded by a 
BP element P 

G(P) ∨ (¬Q	U	P�	

P LeadsTo Q P must always be followed by Q G�P ⟶ F�Q��	
P XLeadsTo Q  is a strict case of the LeadsTo 

pattern that requires P to be directly 
followed by Q. 

��� ⟶ ��J�� 

5&SegregatedFrom 5' Activities 5&	and 5'	must be 
performed by different users. 

��5&. �80$(�&)) 	∧ ��5'. �80$(�') 	⟶ �& ≠ �'� 

 

As shown in Figure  8-1, a standard XML query engine is deployed in the monitoring 
environment to evaluate the generated BPath expressions against relevant execution logs. The 
evaluation is done step by step synchronous with the execution. However XML query engines 
expect standard XML query language as input; hence, the generated BPath expressions shown 
in Table  8-3 are mapped to standard XPath 1.0 query expressions by applying the mapping 
rules introduced in Table  8-1.  Table  8-5 presents the XPath query expressions that correspond 
to the BPath formulas shown in Table  8-3. 

The runtime compliance monitoring approach is implemented using Microsoft .NET 
Framework SDK [189]. The details of the prototypical implementation and the validation of 
the runtime compliance monitoring approach are presented [28]. 
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Table  8-5 Generated XPath expressions 

ID Compliance Requirement BPath 
Expression 

Corresponding XPath Expressions 

R1 

�($@(@.ℎ012.A856b0$*c72�$4B4;c�0)
∧ �(@.$0345�6$5ℎ47088.ℎ012	
⟶ @�80$	 ≠ $@/@�80$�	

not	(self::*	|	following-sibling::*)	[not($@(@.ℎ012.A856b0$*c72�$4B4;c�0))#)	And		not	(self::*	|	following-sibling::*)	[not(@.$0345�6$5ℎ47088.ℎ012	 ⟶@�80$	 ≠ $@/@�80$)#)	

R2 

�((@:0�A085*c72�7�6$bc5467	∨ @.ℎ012.$0345�6$5ℎ47088)⟶ �(@¡654�g.A856b0$))	
not	(self::*	|	following-sibling::*)	
[not(¬@:0�A085*c72�7�6$bc5467		E$	@.ℎ012.$0345�6$5ℎ47088  ⟶
�6;;6»47� − 84e;47�: :∗[1#[	@¡654�g.A856b0$#	)#)	

R3 

�(@.$0345�6$5ℎ47088.ℎ012) 	∨ (¬	@ Bc;Ac50f6c7:482	�		
@.$0345�6$5ℎ47088.ℎ012)	

not				(self::*	|	following-sibling::*)	[not(@.$0345�6$5ℎ47088.ℎ012)#)	E$	
$S!	 (self::*	 |	 following-sibling::*)	(@.$0345�6$5ℎ47088.ℎ012		and		not((self::*|	preceding-sibling::*)	 [	 not				 (	 P(	 $S=self::*	 )	⟶¬	@ Bc;Ac50f6c7:482)	)#	

 

R4 �(@¡654�g.A856b0$)	 (self::*	|	following-sibling::*)	[@¡654�g.A856b0$#	

R5 

�($@	¬	@@4�7E��414c;;gf6c7.675$c15	⟶ �(@.;680f6c7���$6Bc;	
	⋁	3cg8$6b¾A$c5467(@54b085cb�− 3cg8$6b¾A$c5467($@	/@54b085cb�) < 7))	

not				(self::*	|	following-sibling::*)	[not(	$@	¬	@@4�7E��414c;;gf6c7.675$c15	⟶ ((80;�: :∗ 	 |	�6;;6»47�− 84e;47�: :
∗)	[	@.;680f6c7���$6Bc;	

	E$	3cg8$6b¾A$c5467(@54b085cb� −3cg8$6b¾A$c5467($@	/@54b085cb�) <7))]#) 
	

  

8.3 Summary 

To ensure continuous guaranteed compliance, a preventive focus should be adopted, such that 
design-time compliance verification should be complemented and integrated with the 
subsequent runtime compliance monitoring phase. The runtime compliance monitoring 
approach introduced in this Chapter complements and integrates the prior design-time 
compliance management approach presented throughout the previous Chapters. This 
integration is enabled by means of the Compliance Request Language introduced in Chapter 6, 
which represents the backbone of the integrated design-time & runtime compliance 
management approach proposed in this thesis. CRL capacitates the abstract pattern-based 
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specification of compliance requirements using a rich and novel set of compliance patterns that 
spans over the four structural perspectives of business processes (control-flow, data, employed 
resources and real-time aspects).   

From abstract CRL expressions, design-time LTL/MTL rules (as presented in Chapter 6) and 
runtime BPath queries (as presented in this Chapter), are automatically generated in an 
analogous manner. This significantly facilitates the adoption of this integrated framework in 
business practice, as it shields the complexity of learning and using multiple low-level 
languages from the users. Generated runtime BPath queries are then mapped into standard 
XPath 1.0 expressions. This enables their evaluation against the running instances of the 
statically compliant BP model (abstracted and maintained in relevant execution logs) via a 
standard XML evaluation engine, for runtime compliance monitoring.  

Having BPath as an intermediate formalism between CRL and XPath, has the advantage of 
decoupling the runtime compliance management approach from the design-time compliance 
verification approach (discussed in Chapter 6 and Chapter 7). This enables the adoption and 
deployment of the runtime compliance monitoring approach independently, while facilitating 
the process of compliance requirements specification as BPath formalisms are easier to be used 
and understood than XPath expressions [28] (as shown in Table  8-5). Moreover, BPath enables 
the handling of the compliance monitoring problem from different abstraction views (details 
are found in [28]). 
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 Validation and Evaluation  Chapter 9:

The comprehensive compliance management framework proposed in this dissertation spans 
over the design-time and runtime compliance management phases. The design-time 
compliance management approach (discussed through Chapter 5 to Chapter 7) is a pure 
contribution of this dissertation. On the other hand, the runtime compliance management 
solution (introduced in Chapter 9) is based on [156], [28], and it is integrated to the design-
time compliance management approach as a joint work in the context of the EU COMPAS 
project [51]. Therefore, in this Chapter we only focus on validating and evaluating the design-
time compliance management approach.  

The design-time compliance management framework is validated in three ways: 

• Firstly, the internal and construct validity of the approach are verified by formalizing 
its underpinnings to validate its logical consistency. This validation step has been 
performed as part of the discussion in the previous chapters.  

• Secondly, the implementability of the approach is ascertained with an experimental 
integrated tool-suite. The details of this prototypical implementation are presented 
next in Section  9.1. 

• Lastly, we have explored and tested the design-time compliance management 
approach with the two industrial case studies introduced in Chapter 3. These case 
studies have been used as running scenarios throughout the previous chapters. The 
findings and results of the case study conducts are discussed in detail in Section  9.2.  

Next and based on the findings of these validations steps, Section  9.3 evaluates the 
comprehensive design-time compliance management framework in terms of the guidelines 
provided in [30] for the evaluation of design science in information systems. 

9.1 Prototypical Implementation 

An implementation of the design-time compliance management framework is a challenging yet 
necessary step to help validating the soundness of the design-time management approach 
proposed in this dissertation. We have developed the Business Process Compliance 
Management (BPCM) Tool-suite [190] as a comprehensive integrated applications for 
supporting the design-time business process compliance management approach proposed in 
this thesis. Figure  9-1 presents the components of the tool-suite and their relationships. In 
particular, the tool-suite constitutes three modular software components:  

• Compliance Requirements Manager (CRM): The first step towards compliance 
management is compliance requirement refinement. For this purpose, we have 
developed the CRM as a web-based application that acts as an interface for the 
compliance conceptual model introduced in Chapter 5. It is used for defining and 
managing compliance requirements and relevant elements in the compliance 
repository. CRM is described in detail next in Section  9.1.1. 
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• Compliance Rule Manager (RM): Having refined compliance requirements as the 
output of the Compliance Requirements Manager, RM is then used for high-level 
pattern-based specification of compliance requirements in an intuitive manner, which 
is an intermediate step to their formal specification. RM is a standalone software 
component that implements the Compliance Request Language (CRL) introduced in 
Chapter 6. To further enhance the usability of CRL, it is implemented as a visual 
language using a graphical notation. RM can then automatically generate 
corresponding LTL rules from graphical pattern-based expressions (CRL 
expressions). RM is presented in detail in Section  9.1.2. 

• Design-time Compliance Verification Manager (DCVM): Having formal compliance 
rules as an output from the Compliance Rule Modeller, DCVM is then used for 
verifying these rules against relevant business process models. Moreover, in case of 
any detected design-time compliance violation, DCVM also analyzes the root-causes 
of these violations by implementing the root-cause analysis approach introduced in 
Chapter 7. DCVM is covered in Section  9.1.3. 

Figure  9-2 presents a screenshot of the BPCM Tool-suite, which is accessible through 
http://eriss.uvt.nl/compas/index.php. The page also contains a demo video for each software 
component in BPCM, which can guide the user on the benefits of these tools and how to use 
them.  

 

Figure  9-1 High-level architectural view of Business Process Compliance Management Tool 
Suite (BPCM) 
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Figure  9-2 Screenshot of the BPCM tool-suite interface 

9.1.1 Compliance Requirements Manager (CRM) 

The first tool component in BPCM tool-suite is the Compliance Requirements Manager 
(CRM). CRM is a web-based application for defining, storing and managing compliance 
requirements and relevant concepts in the compliance repository. Specifically, CRM 
implements the compliance conceptual model that aids the compliance refinement 
methodology introduced in Chapter 5. CRM is implemented using ‘PHP’ [191] as the main 
scripting language and Oracle database (ver.9i) [145] for the compliance repository. Figure  9-3 
shows a screenshot of the CRM main page, which is accessible directly through the BPCM 
homepage (Figure  9-2).  

In the main page, the user can start defining compliance requirements (by clicking on ‘Create 
C.Req’ button). This page is linked to other pages that enable the creation/editing of related 
concepts, i.e. Sources/directives, Risks and Controls, such that a directive is a clause in a 
specific compliance source. For example, Figure  9-4 shows the dialog box designated for 
defining related controls, which is accessible by clicking on the ‘Create Control’ button 
(shown in Figure  9-3). Similarly, compliance directives (sources) and risks can be 
created/edited and linked together by clicking on the relevant buttons. 
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Figure  9-3 Compliance Requirements Manager (CRM) main page 

Recall from Chapter 5 that Controls represent refined (concrete) compliance requirements that 
can then be represented as CRL expressions using the Compliance Rule Manager Software 
component, which is presented in detail in the next Section (Section  9.1.2).  
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Figure  9-4 Controls dialog box 

9.1.2 Compliance Rule Manager (RM) 

The Compliance Rule Manager is a standalone application developed with Microsoft Visual 
Studio [119] environment using C# programming language. Figure  9-5 depicts the internal 
architecture of the Compliance Rule Manager, its components, and their interactions with the 
business process and compliance repositories.   

As shown in Figure  9-5, the Compliance Rule Manager comprises two main components; 
namely, Compliance Rule Modeller and Text Template Transformation Toolkit that interact 
with the business process and compliance repositories to retrieve and forward necessary 
information. The Compliance Rule Modeller is a graphical modeller that is used to visually 
model and create pattern-based expressions (CRL expressions) of compliance requirements in 
a drag-and-drop fashion.  

In the Compliance Rule Modeller, the user can start by selecting a specific control (which is 
stored in the compliance repository). Figure  9-6 shows the ‘Select Control’ dialog box, such 
that controls can be filtered to show only newly created controls (controls without any 
compliance rules linked to it). After the user selects a specific control, she can start building up 
the CRL expressions for it by dragging and dropping different constructs. For example, a 
screenshot from the Compliance Rule Modeller is given in Figure  9-7. The compliance 
patterns and the operand types are situated on the left hand-side of the interface on the toolbox.  
The user can drag and drop these constructs on the drawing canvas to build CRL expressions. 
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The drawing canvas is divided into swimlanes, each belonging to a control retrieved from the 
Compliance Repository.   

 

Figure  9-5 Internal structure of the Compliance Rule Manager 

 

Figure  9-6 Select Controls dialog box 

 

As described previously in Chapter 6, compliance patterns and operands are the main elements 
that comprise CRL expressions. The operands are in the form of business process elements 
(such as activities, roles, data objects, events, etc.), their attributes or conditions on them. 
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When an operand type, such as an activity, is selected from the toolbox and dragged onto the 
swimlane, the Compliance Rule Modeller retrieves the selected type of business process 
elements available in the Business Process Repository and presents the list to the user for 
selection (e.g. ‘Select an Activity’ dialog box shown in Figure  9-7). The Compliance Rule 
Modeller also allows creating new business process elements in the repository or editing the 
properties of the elements that are retrieved.  

As an example, R3 in Figure  9-7 shows the CRL expression of the typical segregation of duties 
requirement exemplified in Chapter 6. As shown in Figure  9-7, each requirement is 
represented with one or more CRL expressions that capture its semantics and each expression 
is enclosed in a Sub-Expression container, which allows the nesting of expressions via Boolean 
operators. The description of the relevant control is also shown automatically on each 
swimlane as a comment.  In Figure  9-7, compliance control ‘R3’ has one expression, which 
constitutes two activities that are linked via the ‘SegregatedFrom’ compliance pattern. As 
shown in the figure, ‘Select an Activity’ dialog box pops up when the user attempts to create a 
new activity, or edit an existing one. The user can select an activity from those stored in the 
database, or alternatively, she can update an existing one or create a new activity.  

Once an activity is selected from ‘Select an Activity’ dialog box, its name is automatically 
associated to the newly created or edited activity construct. The same scenario also applies to 
other types of business process elements, such as data objects, roles, etc. Similarly, swimlane 
R7 represents the non-monotonic control exemplified in Chapter 6. It constitutes three 
expressions, each of which is represented inside a sub-expression. Expressions are augmented 
with labels and exception labels to represent the primary rule and its exceptions of a non-
monotonic requirement, respectively.   

The Text Template Transformation Toolkit component of the Compliance Rule Manager 
enables the automatic generation of formal compliance rules (as LTL/MTL formulas) based on 
the visual CRL expressions. The component is implemented using Microsoft Visual Studio 
2008 - Text Template Transformation Toolkit (also known as T4). T4 can be used to generate 
code based on a text template, which is a file that contains a mixture of text blocks and control 
logic.  For our purpose, the input of the text template transformation is the text-template on 
‘CRL expressions into LTL/MTL’ (as shown in Figure  9-5). The output is an XML document 
that contains formal compliance rules as LTL/MTL formulas and their properties, as well as 
the CRL expressions in text formats. The output file is parsed and resulting data is forwarded 
to the Compliance Repository together with the references to relevant compliance 
requirements.  

The structure of the Text Template Transformation Toolkit described above makes it also 
possible to implement transformations to other target formal languages. For example, 
transforming expressions to BPath5 to enable runtime monitoring of business process instances 
is our on-going work.  

                                                           
5 BPath is an extension of xpath with temporal logic support, http://www.w3.org/TR/xpath/  
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Figure  9-7. A user interface from the Compliance Rule Manager
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Figure  9-8 Examples of generated compliance rules (in LTL) to be transferred to the compliance repository 
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Examples of formal compliance rules generated using the Text Template Transformation 
Toolkit is shown in Figure  9-8.  These sample LTL formulas are based on the CRL expressions 
given in Figure  9-7.  Generated formal compliance rules are inputs to the subsequent design-
time compliance verification phase of the business process compliance management 
framework. These formal rules can then be verified against relevant business process models 
using the Design-time Compliance Verification Manager (DCVM) defined next in 
Section  9.1.3. 

9.1.3 Design-time Compliance Verification Manager (DCVM)  

Like Compliance Requirements Manager (CRM), Design-time Compliance Verification 
Manager (DCVM) is a web-based environment (directly accessible via 
http://eriss.uvt.nl/prototype_1.php), which is also coded in ‘PHP’ scripting language [191]. As 
shown in Figure  9-1, DCVM interacts with the Compliance and Business Process repositories. 
DCVM comprises the Verification Handler, which enables users to formulate compliance 
verification requests. It retrieves formal compliance rules (as LTL formulas) from the 
Compliance Repository and business process specifications from the business process 
repository.  

Recall from Chapter 4 that business process specifications are modeled using the de-facto Web 
Services Business Process Execution Language (WS-BPEL) [69]. However, as BPEL 
specifications are not grounded on a formal model, they should be transformed into some 
formal representation to enable their automated verification against formally specified 
compliance rules. For this transformation, we adopt and integrate the mapping framework 
proposed in [35]. We specifically have chosen to exploit this approach due to its support to 
handle rich data manipulations via XPath expressions [92]. This allows the analysis and 
validation of data exchanged as messages between participating services. Other BPEL 
mapping proposals (e.g. [74], [169]) abstract away data contents, which limits the types of 
analysis that can be performed on data. Data validation is one of the four structural facets of 
business process (control flow, data validation, employed resources and real-time dimensions). 

Following this mapping approach [35], a BPEL specification is first mapped to an intermediate 
representation (guarded automata- GA), and then to Promela code; the verification language 
accepted by SPIN model-checker [46]. A brief description of this BPEL mapping and its tool 
support (WSAT – Web Service Analysis Tool) is presented next in Section  9.1.3.i.  

As shown in Figure  9-1, the verification Handler then passes the retrieved formal compliance 
rules and the generated Promela code (WSAT output) to SPIN model-checker that actually 
performs the verification between the two specifications. Next, the Verification Handler 
retrieves the checking results from SPIN, reports the possible underlying causes and caveats of 
detected violations by implementing the root-cause analysis approach introduced in Chapter 7. 
SPIN implements exhaustive state search as well as multiple optimized evaluation algorithms, 
e.g. partial-order reduction, hash-compact searches, which typically solve the typical state 
explosion problem of model checkers [192].  

Figure  9-9 presents the Design-time Compliance Verification Manager (DCVM) web 
interface. Within this page, the user can select a specific compliance directive (e.g. a clause in 
a compliance source), then all the related concepts will be listed accordingly (lower part in 
Figure  9-9), e.g. compliance risks, controls…etc.  By clicking on the ‘Check’ button on this 
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page, a request to verify selected compliance requirements against the relevant business 
process model (e.g. Loan Approval as shown in Figure  9-9) is sent to SPIN model Checker. As 
a result, Figure  9-10 shows the web page that displays the verification results retrieved from 
SPIN displayed in an intuitive and user-friendly manner. If a violation is detected, the root-
causes of this violation and possible guidelines/caveats are also displayed on this page (Result 
Desc./Remedy column in Figure  9-10). The user can then update the relevant business process 
model guided with these guidelines and re-check its compliance the same way. This process 
iterates until a compliant BPEL model is produced. 

Regarding Figure  9-9, we have implanted an error in the Loan Approval BPEL code that 
violates the segregation of duties requirement, which is not the case with the BPMN of the 
Loan Approval case study presented in Chapter 3.  

 

  

Figure  9-9 Design-time Compliance Verification Manager Interface 
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Figure  9-10 DCVM verification results and violations root-causes 

 

9.1.3.i Web Service Analysis Tool (WSAT) 

Web Service Analysis Tool (WSAT) [193] is an open source tool that implements the BPEL 
mapping approach proposed in [35]. As shown in Figure  9-1, WSAT is integrated to BPCM 
tool suite as part of the Verification Handler of the DCVM software component. Based on this 
mapping framework, a BPEL specification is first abstracted to a conversation protocol 
(intermediate representation), which is a Guarded Automaton (GA) representing the global 
sequence of messages exchanged between participating services. Guarded Automaton is a FSA 
augmented with an unbounded queue for incoming messages. Guards can be specified on 
transitions, which are represented as XPath [92] expressions, which enables rich data 
manipulation and analysis.  

Next, GA is mapped to Promela code. Promela (program meta language) is the input language 
accepted by SPIN model-checker [70]. Having BPEL specifications specified as GA as an 
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intermediate step decouples business process specification languages and formal verification 
tools from the translator. In addition, it enables the application of other static analysis 
techniques, e.g. sychronizability and realizability analysis (we refer the reader to [35, 193] for 
further details). Figure  9-11 presents a snapshot of SPIN tool displaying the Promela code that 
corresponds to the Loan Approval running scenario introduced in Chapter 3. This Promela 
code has been automatically generated from WSAT. 

 

Figure  9-11 A screenshot of SPIN showing the Promela code generated from WSAT 

To be able to verify resource allocation and authorization constraints, Roles are captured from 
the ‘PartnerRole’ attribute of the ‘partnerLink’ element in the BPEL specification. Partner 
links are used to link a BPEL specification to its interacting services. The corresponding 
partner link is then linked to BPEL basic activities (i.e. Invoke, Receive, and Reply) via the 
‘partnerLink’  attribute.  

It is worth pointing out that WSAT has some technical limitations, as it doesn’t support the 
mapping of the ‘wait’, ‘ onAlarm’ and ‘Pick’ BPEL elements, which are used in BPEL to 
implement timers and timeouts. These elements are used in the BPEL implementation of the 
Loan Approval case study to implement the legal waiting time after the loan contract is sent to 
the Customer. To overcome this limitation and to be able to verify compliance requirements, 
we have manually edited the generated Promela code to capture these elements. More 
precisely, we have added a ‘Timer’ process to the corresponding Promela code that 
implements the external discrete clock, and utilized Promela’s ‘timeout’. Extending WSAT’s 
approach and its tool support to capture the full capabilities provided by BPEL v2.0 is an open 
research direction.    

 



 Chapter 9: Validation and Evaluation  

182 

 

9.2 Experiments 

The utility of a design artefact must be rigorously demonstrated via well-executed evaluation 
methods [30]. This involves the integration of the artefact within the business environment. 
Observational methods, such as case studies and field studies, allow an in-depth analysis of the 
artefact and the monitoring of its use in multiple projects within the technical infrastructure of 
the business environment. We consider the ‘case study’ as an appropriate research strategy to 
investigate the applicability and utility of the design-time compliance management framework 
introduced in this dissertation. In this aspect, we have conducted experiments in two 
directions: 

• To investigate the expressiveness of the Compliance Request Language (CRL) as 
high-level pattern-based specification language for compliance requirements. CRL is 
implemented in the Compliance Rule Modeller software component and represents 
the nutshell of the comprehensive compliance management approach introduced in 
this work. Related experiments and results in this direction are presented in 
Section  9.2.1.  

• To examine the feasibility and applicability of actually verifying compliance 
requirements emerging from the two industrial case studies (introduced in Chapter 3) 
following the approach proposed in this dissertation and by using the BPCM tool 
suite. These functional testing verification experiments are discussed next in 
Section  9.2.2. 

9.2.1 CRL Expressiveness Experiments 

In order to examine and evaluate the expressive power of CRL, we have analysed the 
compliance requirements that are relevant to the two running scenarios introduced in Chapter 
3; the Loan Approval and the Internet Reseller business case studies. The high-level 
compliance requirements relevant to the two case studies are also presented in Chapter 3.  

The experiments first involved the categorization of compliance requirements, then 
determining whether the case study team were able to express the requirements in each 
category in CRL. During the case study conducts, we have examined the use of the 
Compliance Rule Modeller software component for building graphical representations of CRL 
expressions and automatically generating corresponding formal compliance rules.  

The team involved in the case studies comprised three compliance and two business experts 
(who are participants in the EU COMPAS project [51]). To define and iterate an effective set 
of concrete and organization-specific compliance requirements, the compliance experts worked 
together with the business experts. Recall from Chapter 4 that the refinement of high-level and 
abstract requirements requires individuals possessing business domain knowledge. The team 
applied the compliance refinement methodology proposed in Chapter 5. The outputs of 
applying this refinement methodology on the high-level compliance requirements of the two 
case studies are exhaustively listed in Appendix D.    

For each case study, the team followed a three-phased approach involving the following 
activities.  

• First, the case study team analyzed the normative specifications (i.e., compliance 
sources, such as regulations, legislations, domain standards, internal policies, etc.) 
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that the companies in the case studies are required to comply with and identified high-
level compliance requirements imposed on relevant processes. The results of this 
phase are: 

- 7 high-level requirements for the Loan Approval case study. 

- 52 requirements in the Internet Reseller case study.  

• In the second phase, based on the high-level requirements that were identified in the 
previous step and the current design of the processes, the team iteratively defined the 
company-specific interpretation of these requirements (Controls) in textual forms. 
This phase generated: 

- 13 internalized requirements for the Loan Approval Case study. 

- 116 requirements the Internet Reseller business case study.   

• The third and final phase of the case studies involved the construction of CRL 
expressions of these requirements through the use of the Compliance Rule Modeller 
software component of the Business Process Compliance Management (BPCM) tool 
suite.   

The categorization of the compliance requirements is carried out based on two categorization 
schemes:  

• The first categorization scheme is based on the types of compliance controls as 
defined in Chapter 5; i.e. from one perspective: Process, Technical and Physical; 
from another perspective: Preventive and Detective. Details are discussed in next 
Section  9.2.1.i 

• The Second categorization scheme is based on various types of compliance concerns, 
e.g. Segregation-of-duties, access-rights…etc. Details are discussed next in 
Section  9.2.1.ii. 

9.2.1.i Compliance Requirements Categorization based on Controls Types 

Table  9-1 shows the type and number of controls resulted from the risk assessment step of the 
compliance refinement methodology introduced in Chapter 5. Preventive process controls 
constituted the majority and involved rules concerning mainly segregation of duties, condition-
based sequencing of activities, and authorizations. Management reviews and reconciliations 
made up the majority of detective process controls. Technical controls, on the other hand, were 
preventive and involved the use of specific techniques for data encryption, data retention and 
authentication mechanisms.  

Preventive process controls were of particular interest to us, as this type of controls is the main 
target for pattern-based representations and formalization.  Participants were able to express 72 
controls (out of 82) using the Compliance Rule Modeller software component, while 10 
preventive process controls could not be expressed using available compliance patterns. These 
controls mainly involved rules regarding the structure and integrity of the data manipulated 
within the processes. They typically demanded for sequential numbering of certain business 
objects, such as orders or invoices. Compliance patterns were not effective for this type of 
controls.  Likewise, the support for the representation and formalization of technical, physical, 
and detective process controls is inherently missing, as their verification often requires manual 
checks to guarantee assurance.  
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Table  9-1 Number and type of controls defined in the case studies 

 Number of Controls  Expressible in 
CRL? 

Type of Controls Internet 
Reseller 

Bank-Loan 
Processing 

TOTAL Yes No 

Process Preventive  71 11 82 72 10 

Detective  38 - 38 - 38 

Technical  Preventive  5 2 7 - 7 

Detective  - - - - - 

Physical  Preventive  8 - 8 - 8 

Detective  - - - - - 

TOTAL  122 13 135 72 63 

Despite the limitations revealed by the observed results of these experiments, we can conclude 
that compliance patterns are effective in expressing and formalizing a majority of compliance 
controls. In particular, the concerns relevant to control-flow, resource and temporal aspects of 
business processes were accurately captured and verified.  

9.2.1.ii Compliance Requirements Categorization based on Compliance Concerns 

In a more fine-grained context, the second categorization scheme is based on the nature of 
compliance requirements and the concerns that they belong to. The compliance controls 
resulted from the refinement of the compliance requirements relevant to the two case studies 
are categorized as follows:  

• Segregation-of-duties: which deal with the separation of the control of a process 
among different roles in order to decrease the risk of fraud or error by one person. 

• Access-rights / Security requirements that oblige a proper usage of passwords, access 
logs, etc. to ensure access restricted to authorized personnel and that involve the use 
of data encryption/decryption techniques to ensure secure data transfer and storage. 

• Customer and privacy rights for protecting consumer rights and ensuring confidential 
customer data is not stolen or abused. 

• Internal/external policies that involve mandates, guidelines, industry and corporate 
rules originating from policies internal or external to an organization and influence 
mainly the control behaviour of business processes.  

• Management review requirements demand checks or reviews on-going operations, 
transactions, reports, actual performance against plans, goals, and established 
objectives. 

• Monitoring requirements that typically deal with quality-of-service or performance 
requirements involving several indicators 

• Information processing requirements that deal with several facets, such as accuracy, 
completeness, validity, etc. of information typically processed and managed using the 
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IT systems. Examples include edit checks of data entered for completeness, use of the 
unique numerical sequences for business objects/entities such as orders, inventory 
items, comparison of totals with control accounts etc. 

• Data retention requirements, which deal with the maintenance of data and 
documentation to substantiate operations and transactions. 

• Physical requirements: are instituted largely to guard critical assets. Locks, fences, 
surveillance cameras and alarms are examples of such controls 

The categories of requirements mentioned above are strongly related to each other. For 
example, a privacy requirement that demands the use of a particular data encryption 
technology for the protection of confidential customer data can also be considered as a security 
concern.  

Table  9-2 gives the type and number of compliance requirements covered within the case 
studies. For each of the requirement categories listed, it also gives the number of requirements 
that the CRL were able to express through the use of compliance patterns. In the overall, the 
team successfully expressed 90 (out of 135) requirements using the Compliance Rule Modeller 
software component, while 12 requirements could not be addressed by the proposed language. 
On the other hand, 25 requirements were only partially supported in the meaning that it was 
possible to represent these requirements using CRL but the resultant formal specifications 
cannot be utilized for automated compliance verification or monitoring as they require other 
means of automated solutions or human intervention in the form of manual checks for 
guaranteed assurance. In the following, we discuss the results in more details taking into 
account the nature of the requirements.  

Table  9-2 Categories and numbers of controls covered in the case studies and CRL’s 
expressiveness 

 Number of Controls 

Total 

Effectively Expressed 
in CRL? 

Compliance Concern Internet 
Reseller 

Loan 
Approval Yes No Partiall

y 

Segregation-of-duties 27 2 29 29 - - 

Access-rights/ Security 14 3 17 16 1 - 

Customer and privacy 
rights 

3 3 6 6 - - 

Internal/external policies 25 3 28 28 - - 

Management review 12 - 12 - - 12 

Monitoring 6 - 6 - 6 - 

Information processing 27 - 27 11 - 16 

Data retention - 2 2 - 2 - 

Physical 8 - 8 - 8 - 

TOTAL 122 13 135 90 17 28 
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As given in Table  9-2, the team were successful in expressing all segregation-of-duties 
requirements in both case studies. The  Security requirements that are related to access-rights 
and authorizations were also successfully expressed using the CRL as it has rich constructs to 
capture the constraints on the assignment of roles to certain business process activities. On the 
other hand, one security requirement in the first case study that entails the use of specific data 
encryption technologies for data transfers was not addressed. This was mainly due to the 
nature of the requirement as this type of requirements are not directly relevant to the way the 
business processes are designed and executed but typically relevant to IT infrastructure and 
implemented through the use of dedicated IT solutions that cross-cut business process 
management systems.  

The requirements relevant to the customer and privacy rights came in diverse forms. Examples 
of this type include requirements that give rights to customer to waive commitments within 
certain time periods, or ensured customers to be notified or asked permissions when their 
personal data is accessed. The requirements in both case studies categorized under this type of 
concerns were successfully expressed using the CRL. The requirements in internal/external 
policies were also in various forms influencing different aspects of business processes. CRL 
was successful in providing necessary patterns and constructs to address these types of 
requirements.  

There were significant numbers of requirements that mandate checks or reviews by appropriate 
personnel, such as supervisors, management, etc., which were categorised under the 
management reviews.  The support of the CRL to these requirements was partial. As discussed 
above, although these types of requirements are expressible in CRL, the verification of 
corresponding formal statements can only ensure partial compliance, as these constraints 
require human intervention in the form of manual checks for guaranteed assurance. This type 
of requirements, for instance, demands a document to be reviewed by management for 
accuracy and completeness. A formal rule can enforce this review to be performed but cannot 
assure the quality of the check. 

The monitoring requirements could not be specified using the CRL mainly because their 
verifications depend on runtime rather than design-time conditions. This type of requirements 
necessitated a sufficient number of instances of business processes to be executed for certain 
periods in order to ensure whether the business processes satisfy or violate the requirements.  

Table  9-2 shows that a significant percentage of the requirements relevant to information 
processing could only be partially handled using available patterns (16 out of 24). Typical 
examples of this kind were the requirements that necessitate unique numbering of certain 
business data objects, such as orders, invoices, etc., within the IT systems. This type of 
requirements also included checks relevant to the completeness of these business objects (e.g., 
ensuring that all necessary properties/attributes of ‘orders’ are processed and stored by the IT 
system). Similar to the case for the requirements in management reviews, these requirements 
could be expressed using CRL but guaranteed compliance required additional automated or 
manual checks. This is mainly because these concerns are often not encoded explicitly within 
business process specifications but are typically addressed by means of software applications 
or software services that perform such checks. These type of checks are often implemented as 
‘application controls’ [16] within IT systems.  

Similar to data encryption requirements in the security concern, the data retention 
requirements could not be automatically verified and fully ensured by using formal statements 
generated using the CRL constructs. These types of requirements are typical concerns that are 
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addressed by means of crosscutting solutions (e.g., use of specific tools for data retention 
policies and encryption, etc.).   

Despite the limitations discussed above, we may conclude that CRL is effective means for 
expressing compliance requirements of certain concerns. In particular, the concerns that 
influence the control-flow, information (business objects, etc.), resource (roles, actors, etc.) 
and real-time aspects of business processes were accurately expressed in CRL. In the case 
study conducts, these types of requirements constituted around 71 % of the requirements. As a 
conclusion of the early responses from the case study participants, we expect the graphical 
environment and automated transformation features of the Compliance Rule Modeller to bring 
about significant increases on the degrees of the efficiency and usability over the use of formal 
languages in practice. 

The case studies also revealed some limitations of the overall approach. It is confirmed that the 
type and coverage of the formal compliance rules that can be used for automated compliance 
verification and monitoring depend not only on the expressive power of CRL but also on the 
extent of the information encoded within business process specifications. For example, a 
compliance rule implementing a control that involves roles or other organizational units cannot 
be verified if the business process specifications do not incorporate process elements that 
capture these aspects. Thus, the granularity and formality level of the business process 
specifications in different phases of the lifecycle and the languages used for their specifications 
pose limits on the rules that can be used for their verification and monitoring.   

9.2.2 Functional Black-Box Testing of DCVM 

We have tested and examined the DCVM component of the BPCM tool suite to verify the 
Loan Approval business case study introduced in Chapter 3 against relevant compliance 
requirements. For example, Table  9-3 shows compliance requirements R1-R7 that have been 
used as running examples in Chapter 6. The ‘ID’, ‘ Controls’ and ‘Generated LTL rules’ are 
taken directly from Chapter 6. More specifically, the ‘ID’ and ‘Controls’ columns list the 
compliance requirements IDs and the corresponding refined compliance requirements. The 
‘Generated LTL rules’ lists the LTL rules that formally capture the compliance controls. These 
LTL rules are generated automatically by the Compliance Rule Modeller software component 
(the CRL expressions of these controls are omitted from the table for brevity).  Finally the 
‘Compliant’ column lists the results returned back by SPIN, which can take the values: 

- ‘Y’ indicates that the LTL rule is satisfied. 

- ‘N’ indicates that the LTL rule is violated. 

- ‘NA’ indicates that the LTL could not be checked (details are given below the table). 

Regarding compliance requirement R5 listed in Table  9 3, we could not check the validity of 
the LTL rule R5.2. This is mainly because the exact time where each business process activity 
takes place is not modeled in BPEL. Timeouts can only be modeled in BPEL, which enabled 
us to verify compliance requirements, such as compliance rule R5.1 as shown in Table  9 3. An 
extension to BPEL is required to capture these time annotations that capacitate the checking of 
these time-dependent compliance constraints during design-time. This is considered as an open 
research direction. Similarly, LTL rule R3.4 of compliance requirement R3 could not be 
checked also because the assignments of the specific users to particular tasks (business process 
activities) are not known during design-time. 
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Table  9-3 Verification results of some of the Loan Approval case study compliance 
requirements 

ID  Controls  Generated LTL rules Compliant 
(Y/N/NA) 

R1 

The customer should receive an 
automated email notification when his 
personal data is collected by the 
“Credit Bureau service”. 

�(²:0�A085*c72�7�6$bc5467	⋁	./012.$0345�6$45/7088 � 	
→ ��¡654�g.A856b0$�� 

N 

R2 

The checking of the customer bank 
privilege that is followed by checking of 
her credit worthiness must take place 
before determining the risk level of the 
loan application. 

	� Bc;Ac50f6c7:482 ⟶ �¬ Bc;Ac50f6c7:482	� 

�./012.A856b0$*c72�$4B4;0�0 ∧ ¬ Bc;Ac50f6c7:482
∧ ��¬ Bc;Ac50f6c7:482	�	 

./012.$0345�6$5/47088��	�� 

Y 

R3 

The activity ‘Customer bank privilege 
check’ (to be performed by Credit 
Broker or Supervisor) should be 
segregated from ‘credit worthiness 
check’ (to be performed by Post 
Processing Clerk).  

:3.1:	��./012.A856b0$*c72�$4B4;0�0	
⟶ �./012.$0345�6$5/47088. :6;0(′.$0345*$620$=))) Y 

:3.2:	�}./012.$0345�6$5/47088	
⟶ �./012.$0345�6$5/47088. :6;0(′�685�$6108847�
− .;0$2=)
∨ .ℎ012.$0345�6$5ℎ47088. :6;0(′@A�0$B4846$=))~ 

Y 

:3.3: �((.ℎ012.A856b0$*c72�$4B4;0�0. :6;0(:) ⟶ 

							��¬�./012.$0345�6$5/47088. :6;0(:))	 
Y 

:3.4: �((.ℎ012.A856b0$*c72�$4B4;0�0. �80$(�) ⟶	
							��¬�./012.$0345�6$5/47088. �80$(�)) 

NA 

R4 

The branch office Manager checks 
whether risks are acceptable and makes 
either the final approval or rejection of 
the request.  

:4.1:	�� Bc;Ac50f6c7:482. f6»:482 == ¡6′	
⟶ �wA3�0x4�/:482f6c7�� Y 

:4.2:	��wA3�0x4�/:482f6c7
⟶ 	wA3�0x4�/:482f6c7. :6;0(′ic7c�0$′)) Y 

:4.3:	��@4�7E��414c;;gf6c7.675$c15
⟶ 	@4�7E��414c;;gf6c7.675$c15. :6;0 

(′ic7c�0$′)) 

Y 

:4.4:	��	¾01;470¾A0z6x4�/:482
⟶ 	¾01;470¾A0z6x4�/:482. :6;0(′ic7c�0$′)) Y 

:4.5:	��wA3�0x4�/:482f6c7	
⟶	 ���@4�7E��414c;;gf6c7.675$c15	 ∧ 

					��¬¾01;470¾A0z6x4�/:482	��� 	∨	 
��¾01;470¾A0z6x4�/:482	
∧ 	��¬@4�7E��414c;;gf6c7.675$c15�����			 

Y 
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Compliance rule R5.2 and similar time-dependent compliance constraints are reserved for the 
subsequent runtime monitoring phase, where time information is available. Analogously, 
compliance rule R3.4 can be re-used for runtime verification. 

Based on the observed results of these experiments, we can conclude that the majority of the 
generated LTL rules (from the Compliance Rule Modeller) can be automatically verified 
following the design-time compliance management approach presented in this dissertation. For 
other rules that cannot be verified during design-time, mainly due to the absence of necessary 
contextual information, they are reserved for the subsequent runtime compliance monitoring 
phase supported by the integrated runtime approach presented in Chapter 8. Accordingly, this 
confirms the feasibility and applicability of our design-time compliance management approach 
in practice. 

9.3 Evaluation 

As discussed in Chapter 1, the contents of this research belong to the design-science paradigm 
of Information Systems. Therefore, for the evaluation of this work, we have followed and 
applied the guidelines proposed in [30] for conducting, evaluating and presenting design 
science research. This section discusses in detail the application of these guidelines to our 
work to help to ascertain that our research belongs to a high-quality design science research in 
Information Systems.  

R5 
The offer in the signed loan contract is 
valid for 7 working days and 
afterwards it is closed. 

:5.1: �}@073@4�703f6c7.675$c15
⟶ °È(:0140B0.A856b0$@4�703f6c7.675$c15)~ 

Y 

:5.2:	��¬:0140B0.A856b0$@4�703f6c7.675$c15
→ ÆÈ���.;680f6c7.675$c15��� NA 

R6 

If the loan request’s credit exceeds 1 
million EURO the Clerk Supervisor 
checks the credit worthiness of the 
customer. The lack of the supervisor 
check immediately creates a suspense 
file. In case of failure of the creation of 
a suspense file, the manager is notified 
by the system. 

���f6c7:0�A085.�b6A75	 > 	‘1i’	
⟶ 		�	1/012.$0345�6$5/47088. :6;0(‘@A�0$B4846$’) 	
∧ ��1/012.$0345�6$5/47088¡65@A11003	
∨ 	1/012.$0345�6$5/47088@A11003� 	
∧ 	 �1/012.$0345�6$5/47088¡65@A11003	
⟶ 	��.$0c50@A8�07804;0��� 	
∧ 	 �	�.$0c50@A8�07804;0¡65@A11003	
∨ 	.$0c50@A8�07804;0@A1003� 	
∧ 	 �.$0c50@A8�07804;0¡65@A1003	
⟶ 	�¡654�gic7c�0$����� 

N 

R7 

Checking banking privileges is optional 
for trusted (gold) customers.  If a 
trusted (gold) customer’s loan request 
is less than 1M Euros, the evaluation of 
the loan risk is not performed.  

���.A856b0$. zg�0 = ′z$A8503�6;3′
→ 	./012.A856b0$*c72�$4B4;0�0	
∨	¬	./012.A856b0$*c72�$4B4;0�0�
→ ��.A856b0$. zg�0
= ′	z$A8503�6;3^′ ∧ 	f6c7.�b6A75	 < 	‘1i’	�
→ 	¬	� Bc;Ac50f6c7:482�� 

N 
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Problem Relevance 

The objective of design-science research is to develop technology-based 
solutions to important and relevant business problems [30]. 

This research is motivated by the fact that today’s business entities are faced by an ever-
growing number of compliance laws and regulations, such as Sarbanes-Oxley [5] and Basel II 
[39], as a consequence of the recent high-profile business scandals and failures, e.g. Enron 
[194], WorldCom [195]. These require Organizations to audit their business processes and 
ensure that they meet compliance requirements set forth in laws and regulations. Without 
explicit business process definitions and effective internal control structures, organizations 
face litigation risks and even criminal penalties. Executives and analysts of diverse industry 
sectors [10] identified regulation and compliance as one of the top business risks. As 
mentioned un Chapter 1, Compliance management investment has been ranked as the highest 
GRC (Governance, Risk assessment and Compliance) software investments priorities in 2010 
[6]. 

To address this problem, many organizations nowadays implement compliance solutions on an 
ad-hoc and on a per-case basis. These ad-hoc solutions are generally handcrafted for a 
particular compliance problem, which creates difficulties for reuse and evolution. These 
solutions usually lack the flexibility needed to rapidly adapt to ever-changing business 
imperatives, as they usually involve hard-coded implementations across multiple systems. This 
makes it difficult to verify and ensure continuous guaranteed compliance that crosscuts the 
complete business process lifecycle and limits the possibilities of reuse. 

To address these problems, a major requirement is coming up with a generic compliance 
management framework, which the current literature lacks.  This framework should be 
sustainable throughout the business process life cycle [18]. This is the very relevant problem 
addressed by this research, which addresses a significant heretofore business need. 

Design as an Artefact 

Design science research must produce a viable artifact in the form of 
construct, a model, a method, or an instantiation [30]. 

There are seven artifacts produced in this research, in particular: 

• The Compliance refinement methodology: this is a method artifact. The compliance 
refinement methodology outlined in Chapter 5 provides guidance on how to analyze, 
refine and interpret high-level compliance requirements as they originate from 
compliance sources, e.g. legislations and standards, into a set of concrete 
organization-specific compliance requirements. This methodology is informal in 
nature, which is based on best practices approaches. 

• The Compliance conceptual model: this is a model artifact. The compliance 
conceptual model introduced in Chapter 5 is defined using UML class diagram 
constructs [108]. The compliance conceptual model enables the maintenance and 
organization of the concepts generated from applying the compliance refinement 
methodology introduced in the same Chapter. The conceptual model enables 
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maintaining the bi-directional traceability (forward and backward traceability) 
between compliance requirements’ concepts and relevant business process’ elements.   

• Compliance Request Language: this is a construct artifact. Compliance Request 
language (CRL) is a high-level pattern-based language for the abstract specification 
of compliance requirements. CRL is an intuitive intermediate language that is 
formally grounded on Linear Temporal logic (LTL). CRL addresses the usability 
concern of LTL, which represents the main obstacle of the utilization of such 
languages.  

• CRL Mapping scheme into LTL: this is a method artifact. Equivalent LTL rules can be 
automatically generated from CRL expressions by applying the CRL mapping scheme 
introduced in Chapter 6. This enables the automated verification of formally-specified 
compliance requirements against relevant business process. This mapping scheme is 
formal in nature that defines mathematical algorithms to map CRL expressions into 
formal LTL rules.  

• The root-cause analysis approach to reason about design-time compliance violations: 
this is a method artifact. It is a formal method based on Current Reality Trees (CRTs) 
of Goldratt’s Theory of Constraints (TOC) [47], which analyses the root-causes of 
design-time compliance violations and produces a set of guidelines as remedies of 
how to resolve design-time compliance deviations.  

• The integrated design-time runtime compliance management framework: This is a 
method artifact. CRL is the heart of the comprehensive compliance management 
approach introduced in Chapter 4. Following this framework, compliance 
requirements are first analyzed and refined by applying the compliance refinement 
methodology introduced in Chapter 5. The outcomes of this refinement process are 
populated in the supporting compliance conceptual model (Chapter 5). Next, refined 
compliance requirements are abstractly specified in CRL (Chapter 6) and 
corresponding formal LTL rules can be automatically generated by applying the 
defined mapping algorithms.  

On the business side, the relevant BPEL program is automatically mapped to Promela 
code by utilizing the mapping approach in [193]. Then, SPIN model-checker is 
utilized to verify the compliance between generated LTL rules and Promela code to 
ensure their satisfiability. If SPIN indicates a compliance violation, these violations 
are analyzed based on the root-cause analysis approach proposed in Chapter 7. The 
outcomes of this analysis process are root-causes of violations and a set of 
guidelines/caveats of how to resolve the detected design-time compliance violation. 
BPEL model is modified accordingly, and this verification process iterates until a 
compliant business process model is produced. 

Next, the subsequent runtime monitoring phase is conducted based on CRL and XPath 
expressions and by following the monitoring approach in [28]. This monitoring 
approach is integrated to the design-time compliance management approach in the 
context of the EU COMPAS project. 

• Business Process Compliance Management (BPCM) tool-suite: This is an 
instantiation artifact. The BPCM tool-suite presented in Section  9.1 has been 
developed as a proof of concept. 



 Chapter 9: Validation and Evaluation  

192 

 

Research Contributions 

Effective design science research must provide clear and verifiable 
contributions in the areas of the design artifact, design foundations, and/or 
design methodologies [30]. 

The contributions embedded in this work have been concisely discussed in Chapter 1 and 
exhaustively presented throughout all the previous chapters. These contributions lead to the 
production of the design-artifacts listed above. These contributions have been verified in 
several ways as highlighted in the introduction of this Chapter and as will be explicated next.  

Design Evaluation 

The utility, quality, and efficacy of a design-artifact must be rigorously 
demonstrated via well-executed evaluation methods [30]. 

We have evaluated the comprehensive design-time compliance management framework 
proposed in this work in several ways: 

• The approach is compared and appraised against other academic/commercial 
approaches as discussed in Chapter 2. The Compliance Request Language (CRL) as 
the heart of the framework is positioned against similar languages that are devoted for 
the abstraction and visualization of temporal logic languages. The findings pointed 
out that current literature lacks a comprehensive compliance management framework 
that crosscuts the complete business process lifecycle for a preventive lifetime 
compliance support.  

• On the other hand, commercial products suffer from being highly proprietary (vendor 
lock-in) and technology-specific as they are usually tightly interweaved with pre-
existing enterprise systems. Furthermore, the majority of these products are detective 
by nature, while today’s business climate requires a preventive and proactive focus, 
such that compliance is considered as early as the design-time phase of the business 
process lifecycle. 

• An implementation tool-suite (BPCM) that demonstrates the feasibility of the 
approach has been developed and numerously presented in Section  9.1. 

• The internal and construct validity of the approach are verified by formalizing its 
underpinnings to validate its logical consistency. This validation step has been 
performed as part of the discussion in the previous Chapters.  

• Controlled experiments have been conducted in various directions to examine and 
assess the expressiveness of the Compliance Request Language in practice. The 
experiments are conducted based on the two industrial case studies introduced in 
Chapter 3. The details and findings of these experiments are discussed in detail in 
Section  9.2.1. 

• Functional black-box testing is carried out to ensure that generated LTL rules can 
actually be verified against relevant business process models by means of SPIN 
model-checker. The details and findings of these testing experiments are described in 
Section  9.2.2. 
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Research Rigor 

Design science research relies upon the application of rigorous methods in 
both the construction and evaluation of the design artifact [30]. 

The Compliance Request Language (CRL), which represents the core of the work presented in 
this dissertation is grounded on a rigorous mathematical foundation; Linear Temporal Logic 
(LTL). Temporal logic is a mature field that is associated with a set of sophisticated analysis 
and verification tools. LTL and its associated tool-support have proven enormous success in 
the verification and analysis of various large-scale problems in diverse application domains 
over the last 25 years [44]. The formal semantics of CRL, which is inherited from LTL, allows 
for automated compliance verification via model-checkers (e.g. SPIN model checker as 
utilized in our approach).  

In addition, each compliance pattern defined in CRL meta-model has a direct mapping to 
LTL/MTL formulas. CRL is extensible in that adding new compliance patterns simply requires 
defining its mapping scheme to LTL/MTL and adding its syntax to CRL meta-model. CRL is 
also an open language, which means that the mapping schemes of CRL into other temporal 
logic languages can be defined and incorporated into CRL. 

Furthermore, the root-cause analysis approach to reason about design-time compliance 
violations is accomplished based on CRL and  by applying Goldratt’s Theory of Constraints 
(TOC) [47]. Thus, this research resulted from the application and utilization of well-defined 
and tested foundation of modelling literature and knowledge. 

Design as a Search Process 

The search for an effective artifact requires utilizing available means to 
reach desired ends while satisfying laws in the problem environment [30]. 

The comprehensive compliance management framework proposed in this work is based on the 
conduction of thorough comparative analyzes in several directions: 

1. Firstly, to identify a set of features (e.g. expressiveness, declarativiness, usability, 
genericity..etc.) that should be possessed by a logical language as a formal basis of 
compliance requirements, in [27] we have analyzed a wide range of compliance 
legislations and frameworks including Basel II [39], Sarbanes-Oxley [5], IFRS [40], 
FINRA (NASD/SEC)[41], COSO [42], COBIT [16] and OCEG[43], and examined a 
variety of relevant works on the specification of associated compliance requirements.  

2. Secondly, to select a particular formal language, we have considered two families of 
logics, i.e. temporal and deontic families of logic. Our choice of these two families is 
also based on the exhaustive analysis and investigation of the literature in the area of 
business process compliance management (that is summarized in Chapter 2). 

3. Thirdly, we have conducted a thorough comparative analysis (Chapter 6) between 
temporal logic and deontic logic based on the set of predefined features. The 
comparative analysis emphasized that the temporal logic family is a robust foundation 
for expressing compliance concerns. 
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4. Fourthly, we have selected Linear Temporal Logic (LTL) based on the comparative 
analysis between LTL and CTL conducted by Vardi in [44] that advocates that from a 
practical perspective, LTL is considered sufficiently expressive, intuitive and 
provides full support to compositional reasoning as opposed to CTL [44].    

The comparative analysis (Point# 3 above) we conducted between temporal and deontic logics 
(Chapter 4) also revealed their weaknesses in certain aspects. In particular, LTL is considered 
deficient in the usability, non-monotonicity and intelligible feedback aspects. To mitigate these 
weaknesses, we designed the Compliance Request Language (CRL) as a high-level pattern-
based intermediate language for the abstract specification of compliance requirements geared 
towards solving these problems. 

The design of CRL meta-model was highly iterative. The compliance pattern classes and the 
compliance patterns that constitute the CRL meta-model are added (iteratively) based on our 
continuous analysis [27] of a wide range of compliance legislations and frameworks, and our 
involvement in the specification of the compliance requirements relevant to the two industrial 
case studies introduced in Chapter 3. For each compliance pattern in CRL, a mapping rule into 
LTL/MTL formulas is defined. 

Similarly, the comprehensive compliance management framework introduced in Chapter 4 is 
developed highly iteratively that involved various refinement phases. The framework started 
with a high-level view of a design-time compliance management solution, which have been 
continuously refined and concretized. Then, the scope has expanded to consider runtime and 
offline compliance verification phases (as discussed in Chapter 4). 

Analogously, the construction of the Business Process Compliance management (BPCM) tool-
suite -as an instantiation of the design-time compliance management approach- followed the 
same iterative process, by continuously identifying the deficiencies in the tool-suite and 
designing and developing solutions to address them.  

Throughout the previous Chapters, the capabilities of CRL and the comprehensive compliance 
management approach is intensively demonstrated in real-life compliance requirements 
examples relevant to the two running scenarios. However, as we have highlighted in Chapter 6, 
we do not claim that CRL is compete. Nevertheless, based on the results of the controlled 
experiments conducted to examine the expressiveness of CRL, we can argue that CRL was 
capable of capturing a major subset of compliance requirements.  

Communication of the Research 

Design science research must be presented effectively both to technology-
oriented as well as management-oriented audiences [30]. 

The work in this research targets both technical and managerial audiences.  

For the managerial audiences, the importance of the problem considered in this research and 
the novelty and effectiveness of the proposed solution have been presented in a clear and 
concise manner and from a business perspective, starting from the Introduction Chapter and 
moving to Chapter 4, which presents the proposed comprehensive compliance management 
solution in a high-level, business-oriented and non-technical manner.  

The Business Process Compliance Management (BPCM) tool-suite as an instantiation of the 
approach have been exhaustively presented in Section  9.1 in a managerial language, which 
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shows how the artifact is used and what benefits and utility the artifact can bring to business 
organizations.  

The utility of the artefact is also demonstrated to the managerial audiences through three video 
demonstrations, which are accessible via the BPCM tool-suite homepage6 (as shown in 
Figure  9-2). These video demos present each of the constituent software components of BPCM 
as described in Section  9.1. 

Furthermore, the utility of Business Process Compliance Management (BPCM) tool-suite and 
the underlying framework have been lively presented to managerial audiences from 
PricewaterhouseCoopers (the Netherlands)7 and Thales Services (France)8, as two of the EU 
COMPAS project industrial partners, in which we participated.  

On the other hand, technology-oriented audiences are addressed throughout the Chapters of 
this dissertation. They are provided with sufficient details of the approach formal 
underpinnings, and the technical details of the constructed artefact (BPCM tool-suite). The 
presentation also shows how the artefact is used within appropriate organizational context. The 
processes by which the artefact was constructed and evaluated were numerously discussed that 
primarily targets technical audiences. 

9.4 Summary 

The validation of the research presented in this dissertation is conducted in this Chapter. In 
particular, the design-time compliance management framework is validated in three ways: 

• Firstly, the internal and construct validity of the approach are verified by formalizing 
its underpinnings to validate its logical consistency. This validation step has been 
performed as part of the discussion in the previous Chapters.  

• Secondly, the implementability of the approach is ascertained with an experimental 
integrated tool-suite; i.e. Business Process Compliance Management (BPCM) tool-
suite [190]. The tool-suite has been exhaustively presented in this Chapter, which 
shows the importance of the problem that the tool-suite considers, the novelty of the 
contribution implemented in this artefact, and the benefits and the utility of the 
artefact and the underlying principles.  

• Lastly, we have explored and tested the design-time compliance management 
approach with the two industrial case studies introduced in Chapter 3. Two types of 
experiments have been conducted:  

- Controlled experiments to examine and assess the expressiveness of the 
Compliance Request Language (CRL) for the abstract specification of 
compliance requirements and to recognize possible limitations. 

-  Functional black-box testing to ensure that generated LTL rules from the 
Compliance Rule Manager (RM) software component of the BPCM can 
actually be verified against relevant business process model. 

                                                           
6 BPCM tool-suite - http://eriss.uvt.nl/compas/ 
7 http://www.pwc.nl/nl 
8 http://www.thalesgroup.com/Group/Home/ 
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Finally, the design science research presented in this dissertation is evaluated by applying the 
guidelines proposed in [30] for the conduction, evaluation and presentation of design science 
research in Information Systems. This evaluation revealed the relevance, novelty, robustness 
and rigor basis of our work. This ensures the feasibility and applicability of our work and 
ascertains that this research belongs to a high-quality design science research in Information 
Systems. 
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 Conclusions and Future Work Chapter 10:

In this Chapter, we first concisely summarize the work presented throughout the previous 
chapters. Then, we conclude the dissertation by assessing our achievements (Section  10.2) 
against the research questions presented in the introduction, identifying the limitations of our 
approach (Section  10.3) and highlighting possible future research directions (Section  10.4). 

10.1 Summary 

Business processes form the foundation for all organizations, and as such, are impacted by 
industry regulations. Without explicit business process definitions, effective and expressive 
compliance frameworks, organizations face litigation risks and even criminal penalties. 
Executives and analysts of diverse industry sectors [10] identified regulations and compliance 
as one of the top business risks and has estimated a continuous increase on the expenditures 
spent  on compliance, which involves intense manual human efforts with more than two-thirds 
spent on people-related activities [6]. 

Accompanied with the growing interest in business process compliance, major software 
vendors have developed commercial products that provide a bundled set of compliance 
solutions (e.g., Oracle GRC Accelerators, SAP BusinessObjects GRC, IBM OpenPages). 
However, these solutions suffer from being highly proprietary (vendor lock-in) and 
technology-specific as they are usually tightly interweaved with pre-existing enterprise 
systems. Furthermore, these commercials solutions have neglected design-time business 
process compliance management and considered compliance after the actual business process 
execution. Design-time compliance management is key crucial step towards preventive 
compliance assurance.  

A broad body of research in business process compliance management has also been 
conducted in several directions. In particular, business process compliance management has 
been studied from three distinct perspectives, corresponding to key business process 
development lifecycle. In particular, design-time compliance management, runtime compliance 
monitoring and offline compliance monitoring. However, to achieve a life time compliance 
support, these three compliance management phases should be integrated and complemented to 
one another. Compliance management should be one of the integral parts of business process 
management, which must be based on the foundation of a well-established rigor 
comprehensive compliance management framework.  

This framework should be sustainable throughout the complete business process life cycle. A 
preventive focus is fundamentally required such that compliance is considered from the early 
stages of business process design, thus enforcing compliance by design, which must further be 
taken up by online/offline compliance monitoring and adaptation of the running process 
instances/completed business process executions. The current literature lacks such a 
comprehensive business process compliance management framework, mainly with a 
preventive focus. The establishment of this framework represents the relevant business need 
this thesis is geared to address. 
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Towards this objective, we have introduced a preventive comprehensive business process 
compliance management framework (Chapter 4) that integrates and complements design-time 
compliance management with runtime compliance monitoring. Starting from the design-time 
compliance management phase, the framework offers a refinement methodology and a 
compliance conceptual model  (Chapter 5) to aid the refinement, internalization and 
management of high-level compliance requirements (as they originate from compliance 
source), and link them to compliance and business process relevant-concepts. This enables 
maintaining the traceability between compliance requirements and relevant business process 
models, which helps to recognize the implications of changing requirements and processes, 
and capacitates the reusability of compliance and business specifications. One of the 
primary outcomes of this compliance refinement methodology is a set of concrete 
organization-specific compliance requirements (controls).  

With the objective of minimizing human-related compliance activities and automating those 
activities that are amenable to automation, design-time compliance verification activities 
should be conducted automatically. Therefore, the proposed compliance management 
framework encompasses an automated design-time compliance verification approach to verify 
the adherence between refined compliance requirements (controls) and relevant business 
process models. To enable this automation, compliance and business specifications are based 
on rigor formal foundations. However, it is a well-known phenomenon that formal/logical 
languages create serious difficulties to end-users in terms of their usability, comprehensibility 
and understandability [44].  

Since business and compliance experts are inexperienced in formal and mathematical theories, 
we have introduced the compliance Request Language (Chapter 6) to address the usability 
concern of formal languages. CRL is a high-level pattern-based compliance specification 
language that enables the abstract specification of compliance requirements in an intuitive 
manner. CRL incorporates a wide and rich set of compliance patterns that span the four 
structural facets of business processes; i.e. control-flow, data, employed resources and time 
perspectives. From high-level CRL expressions, formal statements can be automatically 
generated that are used to feed associated automated verification tools (e.g. model-checkers) 
for automated design-time compliance verification.  

However, the outcome of these verification tools is a yes/no answer indicating whether a 
formal compliance rule is satisfied/violated. Obviously, existing practices and approaches are 
by far too simplistic to effectively assist users in actually resolving potential conflicts and 
violations. A structured approach is critical to allow experts –many of whom are non-experts 
in formal languages- to semi-automatically detect the root-causes of compliance anomalies and 
provide the appropriate guidelines/warnings that can aid in resolving the detected compliance 
violations. To address this problem, we have introduced a root-cause analysis approach to 
reason about design-time compliance violations that is based on CRL (Chapter 7), such that the 
user is provided with guidelines as remedies of how to resolve the compliance deviations. 

Having statically ensured business process compliance, corresponding running business 
process executions should be continuously monitored. Violations may arise during runtime due 
to human and machine errors even if compliance has been statically checked during design-
time. Therefore, the proposed framework (Chapter 4) incorporates and integrates an efficient 
runtime compliance monitoring approach (Chapter 8), which is based on [28], and is integrated 
to the prior design-time compliance management approach on the basis of the Compliance 
Request Language. This synergy provides a preventive lifetime compliance support. 
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The work presented in this thesis is then validated in three ways (Chapter 9): 

• Firstly, the internal and construct validity of the integrated approach are verified by 
formalizing its underpinnings to validate its logical consistency. This validation step 
has been performed as part of the discussion in the previous chapters.  

• Secondly, the implementability of the approach is ascertained with an experimental 
integrated tool-suite [29] as an instantiation artifact (Chapter 9).  

• Lastly, we have explored and tested the design-time compliance management 
approach with the two industrial case studies introduced in Chapter 3, to ensure the 
validity, applicability and feasibility of the proposed solution in practice (Chapter 9).  

10.2 Research Results and Lessons Learned 

As stated in Chapter 1, the primary research question this research is geared to address is: 

Problem Definition: How to aid organizations to manage and ensure 
continuous absolute compliance with a preventive focus? 

To address this problem and based on thorough investigation and analysis in related research 
work, we have introduced in Chapter 4 a comprehensive compliance management framework, 
with a preventive focus. The framework addresses and integrates design-time business process 
compliance management and runtime compliance monitoring for a preventive lifetime 
compliance support. To identify and build up the constituent components of this framework, 
we have broken down this problem into a set of discrete research questions that the work 
presented in this dissertation is aimed to answer. 

Research Question #1 

What is the state of the art in the areas of design-time business process 
compliance management and runtime compliance monitoring and related 
areas? Can we build our work on some of these studies?  What are the 
drawbacks of these proposals? 

To answer this question and with a preventive focus in mind, the conduction of this research 
started by a thorough investigation and analysis of the state of the art in the areas of design-
time business process compliance management and runtime compliance monitoring. Although, 
these two compliance assurance phases are complementary to each other, yet, they have been 
studied distinctly in the literature. Chapter 2 presents the details and findings of these 
investigation and analysis steps. State of the art in the area of design-time compliance 
management is split into three directions; compliance requirements refinement and 
management, design-time compliance verification and design-time violations reasoning and 
analysis.  

Compliance requirements as they originate from compliance sources are featured by being 
high-level, vague and ambiguous. Therefore, they require interpretations and refinements by 
experts to produce a set of concrete organization-specific compliance requirements 
organizations are obliged to comply with. Regarding this point (Compliance requirements 
refinement and management), we have found few studies that address this problem. Some of 
these efforts mainly provide high-level guidelines on the establishment of the companies’ 
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internal control systems; e.g. COSO [42], COBIT [16]  and OCEG’s GRC [43]. These models 
do not provide explicit guidance addressing how compliance concepts and their 
interrelationships are defined and integrated. Few other research studies proposed compliance 
refinement methodologies, however, a major problem in these studies is that they fail to 
address several pertinent concepts, such as compliance requirements, sources and concerns, 
which are particular to business process compliance. In addition, compliance refinement and 
management are addressed separately, and some are tailored to address specific compliance 
domains (e.g. healthcare).  

On another direction, the work on design-time compliance verification has its root in Web 
services verification, which built up the basis for the successor design-time compliance 
verification approaches. Based on these investigation and analysis steps, we could build our 
work on some previous work efforts (i.e. [88], [28] and [87]) and we could identify a set of 
characteristics an integrated approach for design time business process compliance verification 
should satisfy,  which include: enabling the abstract specification of compliance requirements 
to overcome the usability concern of formal language, supporting the specification and 
verification of non-monotonic requirements, providing the user with intelligible feedback in 
case a compliance violation is detected…etc. For the intelligible feedback concern (design-time 
compliance verification and design-time violations reasoning and analysis), few studies have 
addressed this problem. Yet, they don’t analyse the root-causes of compliance violations, nor 
they provide the user with guidelines of how to resolve detected violations as the root-cause 
analysis approach we propose in Chapter 7.  

An approach for design-time compliance management must integrate and address these three 
related research challenges (compliance requirements refinement and management, design-
time compliance verification and design-time violations reasoning and analysis) in an efficient 
and coherent manner. 

On the other hand, runtime compliance monitoring has been an active research area in various 
domains from both the research and academic communities. Based on our study and analysis 
of key research-based and industrial-based solutions, we could identify a set of characteristics 
an approach for runtime compliance monitoring should meet. Moreover, the runtime 
compliance monitoring approach should be integrated smoothly and loosely with the prior 
design-time compliance management approach for an integrated preventive lifetime 
compliance support.   

The major lessons learned while attempting to answer this research question is that compliance 
management might look easy and simple from the outside, whilst when digging deeper into its 
underpinnings, one could figure out that it is a highly-complicated and multi- disciplinary 
problem that has its roots in diverge areas that includes computer science, business 
management, Service Oriented Computing, modeling and formal methods. A major challenge 
in this area of research is to combine knowledge from these areas and bridge the gap between 
them. 

Research Question #2 

How to refine high-level compliance requirements (as they originate from 
compliance sources) to produce a set of concrete organization-specific 
compliance requirements? How to represent compliance requirements at 
various levels of abstractions to accommodate with different stakeholders 
perspectives? What refinement methodology can be followed? How to 
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maintain the traceability between various compliance requirements levels 
and related compliance and business process concepts? 

To answer this question, in [27] we have analyzed a wide range of compliance legislations and 
frameworks including Basel II [39], Sarbanes-Oxley [5], IFRS [40], FINRA (NASD/SEC)[41], 
COSO [42], COBIT [16] and OCEG [43], and examined a variety of relevant works on the 
specification of associated compliance requirements. We have also been involved in the 
analysis and specification of compliance requirements relevant to the two industrial case 
studies introduced in Chapter 3, within the context of the EU funded COMPAS project. Based 
on these analysis steps, we have introduced in Chapter 5 a compliance refinement 
methodology based on the COSO framework. The compliance refinement methodology 
provides the necessary guidance on how compliance concepts and their interrelationships are 
defined and integrated.  

We have applied the proposed refinement methodology on the analysis and the internalization 
of the compliance requirements relevant to the two case studies (Chapter 3) and the outcomes 
are exhaustively reported in Appendix D in this thesis. These refinement and internalization 
activities have been conducted jointly with PricewaterhouseCoopers (the Netherlands)9 and 
Thales Services (France)10, as two of COMPAS industrial partners. 

Traceability mainly involves tracing compliance requirements back to their sources (Backward 
traceability), as well as linking compliance requirements to the processes that enforce them 
(Forward traceability). This bi-directional traceability is important as it helps to recognize the 
implications of changing requirements and processes. It also allows analysing why a particular 
decision in a process has been made and what the implications of changing these specifics are 
in relation to the compliance requirements. 

To enable compliance traceability, we have introduced in Chapter 5 a compliance conceptual 
model that provides a generic and comprehensive structure tailored for managing compliance 
concepts and their relation to business processes, and establishes the foundation of the business 
process compliance management framework. The outcomes of the compliance refinement 
methodology introduced in the same Chapter (Chapter 5) for the analysis and refinement of 
compliance requirements are populated and maintained in the proposed compliance conceptual 
model. The conceptual model also fosters the reusability of both compliance and business 
process specifics. 

One of the important lessons learned in this aspect is that humans should always be in the loop. 
No matter how sophisticated the offered solutions and the underlying technologies, some 
activities cannot be automated. Compliance requirements refinement is primarily a manual 
human task that requires both business and compliance knowledge. Hence, to conduct this 
refinement step process experts should strongly cooperate with compliance experts.  

Having efficient methodologies, models and solutions in place can significantly facilitate, 
speed up and improve the quality of their work, but cannot replace them.    

 

 

                                                           
9 http://www.pwc.nl/nl 

10 http://www.thalesgroup.com/Group/Home/ 



 Chapter 10: Conclusions and Future Work  

202 

 

Research Question #3 

How to formally specify compliance requirements to enable design-time 
automated verification against relevant business process models? What are 
the mandatory features that should exist in a logical language as the formal 
basis of compliance requirements? What is the most appropriate formal 
language to be adopted? 

To minimize human errors, to reduce the cost and time spent on compliance and to achieve 
absolute guaranteed compliance, major compliance management activities should be 
automated. This mainly involves design-time business process compliance verification. To 
achieve this automation, compliance and business specification should be based on a robust 
foundation of appropriate formal languages. To select a specific formal language as the formal 
ground of compliance requirements, in Chapter 6 we have conducted a comparative analysis 
between a set of logical language that are successfully utilized in the literature (as concluded 
from Chapter 2) as the formal foundation of compliance requirements and in similar problem 
domains.  

The comparison is based on a set of features we have identified in [27] as a result of our 
analysis of a wide range of compliance legislations and frameworks. Based on the findings of 
this comparative analysis, we concluded that temporal logic is more powerful to express 
regulatory compliance, mainly because of its maturity and its sophisticated tool support. We 
have considered the major limitations of temporal logic that have been unveiled by the 
comparative analysis as research challenges this work is aimed to address. In particular, the 
usability, non-monotonicty and intelligible feedback concerns of temporal logic. The proposed 
comprehensive compliance management framework incorporates efficient techniques to 
address these issues that have been addressed throughout the previous Chapters.  

The main lesson learned while conducting this research step is that there is usually a trade-off 
between usability and expressiveness of formal languages.  Some formal languages are very 
expressive, e.g. µ-Calculus, but they are notoriously known of their complexity. Since they are 
not useable, only few people -who are versed in mathematical definitions and formal theories-, 
can take advantage of them. In our context, business and compliance experts are inexperienced 
in formal theories and languages. An interesting and tricky challenge in this aspect is to find an 
appropriate balance between expressiveness and usability. 

Research Question #4 

Formal languages are well-known of their complexity in terms of their 
usability and understandability. This problem represents the main obstacle 
for their utilization. How to address the usability concern of formal 
languages?  

The prospective users of the results of this research are compliance and business experts. 
Given the fact that they are generally inexperienced in formal and mathematical theories and 
definitions, a solution to this problem becomes crucial. To address this problem, in Chapter 6 
we have introduced the compliance request language as a high-level pattern-based compliance 
specification language. CRL enables the abstract and structural specification of refined 
compliance requirement using terminologies familiar to business and compliance experts. 
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One of the lessons learned is that having a high-level and intuitive language (such as CRL) can 
significantly facilitate the communication between the different stakeholders. This is very 
important since compliance management requires the continuous cooperation between 
business and compliance experts. In addition, there is no use of having a highly-expressive 
language that is not usable by the targeted users. Usability is an important concern that should 
be considered while attempting to solve similar problems. 

Research Question #5 

What are the recurring patterns in the compliance context? How to identify 
and define these patterns? How to automatically map (compliance) patterns 
into the target logical language? 

The identification of recurring compliance patterns is also based on the analysis we conducted 
in [27] and our involvement in the analysis and refinement of the compliance requirements 
relevant to the two industrial case studies introduced in Chapter 3. Compliance patterns 
defined within the compliance request language meta-model (Chapter 6) span the four 
structural facets of business process; i.e. control-flow, data, employed resources and timed 
perspectives. This enables the abstract specification of a wide range of real-life compliance 
requirements (as presented in Chapter 9), which ensures the validity and applicability of the 
overall compliance management approach in practice.  

We have also defined the mapping scheme from each compliance pattern into Linear Temporal 
Logic (LTL). From high-level CRL expressions, corresponding formal LTL formulas can be 
automatically generated, which can be used directly to feed associated automated verification 
tools (i.e. model-checkers) for automated static compliance checking. However, CRL is not 
limited to LTL. Based on the expressive power of any other formal language, corresponding 
mapping scheme can be defined and incorporated. This makes CRL an open language. CRL is 
also an extensible language, as new compliance patterns can be loosely defined and plugged 
into the CRL meta-model.   

There are some important lessons that have been learned here. First of all, the identification of 
compliance pattern classes and compliance patterns required the intensive investigation and 
analysis of various laws and regulations, e.g. Sarbanes-Oxley [5] and Basel III [9], and 
compliance framework, e.g. COSO [12], COBIT [16]. Furthermore, it required the deep 
involvement with industrial parties, which we could achieve with PricewaterhouseCoopers (the 
Netherlands)11 and Thales Services (France)12, as two of COMPAS industrial partners that we 
have participated in. This identification process is also highly iterative.  

Furthermore, we expect that different compliance domains have their unique compliance 
patterns, e.g. healthcare, environment…etc. Therefore, developing vertical compliance 
solutions to cater with industry-specific requirements based on the current version of CRL is 
important. 

 

                                                           
11 http://www.pwc.nl/nl 

12 http://www.thalesgroup.com/Group/Home/ 
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Research Question #6 

Compliance requirements are not always stringent. How to allow the 
overriding of these less-strict compliance requirements by their pre-defined 
exceptions to capacitate the flexibility required in some situations? 

Some compliance requirements are less-strict, which means that they are open to be overridden 
under specific pre-defined situations. This enables the handling of exceptional situations in 
practice. To address this problem, we have integrated to the compliance management 
framework an efficient technique that enables the abstract specification of non-monotonic 
compliance requirements. Using CRL, non-monotonic compliance requirements and their 
exceptions are abstractly defined and linked to each other. By applying the mapping algorithm 
we proposed in Chapter 6 (which refines the algorithm proposed in [182]), corresponding pure 
LTL formulas can be automatically generated. These LTL formulas can be sent directly to the 
associated automated verification tools for design-time compliance checking, the same way 
monotonic compliance requirements are handled.    

One of the lessons learned is that the real-world is not always ideal. In an ideal world, laws and 
regulations should be always monotonic, which means that they cannot be violated under any 
exception. From our experience, in real-life scenarios, non-monotonic requirements do exist 
and users should be provided by the flexibility required to handle them. However, to avoid 
possible potential abuses of this flexibility, exceptions should be precisely pre-defined.  

Research Question #7 

How to conduct automated design-time compliance verification? What is the 
compliance evaluation approach? In case of design-time compliance 
violations, an intelligent feedback should be provided to the user to aid the 
resolution of detected compliance anomalies, not merely yes/no answer. 
What mechanism can be applied to enable the analysis of compliance 
violations to detect their root-causes? 

Having compliance requirement formally represented as LTL rules, and by utilizing the 
mapping framework in [35] to automatically map BPEL models into some formal 
representation, associated verification and analysis tools (e.g. SPIN model-checker [46]) can 
directly be used to verify the adherence between the two specifications. The results returned by 
these tools are usually yes/no answer indicating whether each compliance rule is 
satisfied/violated, which is not sufficient to help business experts to resolve detected 
compliance deviations. 

To address this problem, we have introduced in Chapter 7 an efficient root-cause analysis 
approach that is able to reason about design-time compliance violations and directs the user of 
what strategies can be taken to resolve compliance deviations. The Compliance Request 
Language (CRL) is the backbone of the root-cause analysis approach. The Current Reality 
Tree (CRT) of Goldratt’s Theory of Constraints (TOC) [47], [48] is exploited as the adopted 
root-cause analysis technique. In addition to presenting the root-causes/suggestions of 
violations, the root-cause analysis approach also provides the user with possible caveats that 
are not errors by their own, but maybe possible hidden causes. 
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The major lesson learned in this context is that in many cases the result of the verification can 
be surprising and unexpected, and therefore, it should be properly explained and represented in 
a form understandable by experts in order to help them unveil the actual problem. Aiding the 
user to resolve detected compliance violations is as important as compliance verification. 
Moreover, existing verification and analysis tools need to be extended to tackle with the 
scalability of real-life compliance problems. 

Research Question #8 

How to integrate design-time compliance management with runtime 
compliance monitoring for a preventive lifetime compliance support? How 
to use design-time compliance patterns for both design and runtime 
compliance verification? How to actually perform runtime compliance 
monitoring? What is the monitoring evaluation approach? 

Design-time compliance management and runtime compliance monitoring are essential and 
complementary to each other for a preventive lifetime compliance support. Runtime 
compliance violations may still arise even if the corresponding business process model has 
been statically checked for compliance due to machine and human errors. Furthermore, not all 
compliance requirements can be considered for design-time compliance verification due to the 
absence of necessary contextual information.  

The proposed comprehensive compliance management framework incorporates and integrated 
an efficient compliance monitoring approach, which is based on [28] introduced in Chapter 8. 
The integration between the two preventive compliance verification phases is achieved by 
means of the compliance request language. From high-level CRL expressions, runtime rules 
can be generated the same way design-time rules are generated. Runtime compliance rules 
(BPath) are also formally based on temporal logic and XML query languages. The reason 
behind this is that XML query processors are more efficient for runtime monitoring, due to the 
existence of XML query processors in any web-services environments and XML query 
processors have better evaluation performance compared to model-checkers for runtime 
monitoring. 

One of the lessons learned is that even if major compliance activities are automated, machine 
and human errors can still occur. Even if these are unlikely to occur, we should consider the 
worst case scenarios and develop response strategies in case they occur. Runtime monitoring is 
an important backup to detect compliance violations that could not be detected during design-
time and to mitigate possible human/machine errors. Furthermore, integration is usually a 
tricky problem that should be tackled carefully. Systems might work perfectly by their own, 
but when they are integrated together, they might mess up and introduce their own set of 
problems. This puts an emphasis on the importance of developing loosely-coupled solutions in 
general. 

Research Question #9 

How can the proposed solution be validated and evaluated? What are the 
benefits, shortcoming and limitations of the proposed approach?  
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As explained in Section  10.1, the design-time compliance management approach is validated 
in several ways by formalizing the underpinnings of the approach to ensure its logical 
consistency and developing an integrated tool-suite as an instantiation artifact and acts as a 
proof-of-concept to validate the utility of the proposed approach. Furthermore, the design-time 
compliance management approach has been explored and tested with the two industrial case 
studies introduced in Chapter 3 via controlled experiments and functional black-box testing.  

The findings of these validation activities ensured the validity, applicability and feasibility of 
our approach in practice, unveiled the benefits of the approach (details are in Chapter 9), and 
points to the limitations and possible extension points. The limitations of the design-time 
compliance management approach are discussed next in Section  10.3.  

Our experience is that we are always tied to the underlying technologies and bounded with 
their limitations. For example, some of the compliance requirements from the case studies 
could be captured by CRL and their formal statement could be automatically generated. 
However, they could not be verified against relevant BPEL models due to the lack of some 
important contextual information. A typical example is real-time compliance constraints as 
time information is not statically encoded into BEPL models.  

Furthermore, not all compliance requirements can be automatically verified as they require 
human intervention in the form of manual checks, reviews and assessments. This emphasizes 
the fact that humans should be always in the loop as explained above in Research Question #2. 
The type and coverage of formal compliance rules that can be used for automated compliance 
verification and monitoring depend not only on the expressive power of the underlying formal 
language, but also on the extent of information encoded within relevant business process 
specifications. In addition, impact is ensured by relying on existing industry-standards.   

Based on our experience from COMPAS industrial partners, they have indicated that the 
dissemination and exploitation works needed the intensive meetings with many stakeholders 
and that managers are usually very reluctant to change their systems. They have also 
concluded that the results summarized in this Section will significantly benefit their customer 
in the banking sector and further investigations with respect to other sectors need to be 
conducted. Furthermore, compliance awareness should be raised in organizations, which 
should be initiated by management. 

10.3 Limitations 

The limitations of the work presented in this dissertation can be stated as follows: 

- While the compliance refinement methodology introduced in Chapter 4 (as a first key 
step towards compliance management) provides important benefits by aiding the 
experts on how to refine and internalize high-level compliance requirements and to 
identify and link important compliance and business concepts. However, the 
refinement process is dependent on human judgment and therefore susceptible to 
decision making. Human failures such as simple errors or mistakes can lead to 
inadequate responses to risk and the under specification of applicable compliance 
requirements.  

Like the limitation inherited from the COSO framework [12], controls can be 
circumvented by collusion of two or more people, and management has the ability to 
override enterprise risk management decisions.  
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- The expressive power of the Compliance Request Language used for the abstract 
specification of compliance requirements is bounded to the expressive power of the 
underlying formal language. Obviously, the expressive power of CRL is a subset of 
the underlying logical language. However, since CRL is a domain-specific language 
(DSL), there is a usually a trade-off between expressiveness and usability. However, 
since CRL is extensible, it is usually possible to loosely define and incorporate new 
compliance patterns.    

- We do not argue that CRL is complete. However, based on the results of the 
evaluation study that we have conducted to check the ability of CRL to capture the 
compliance requirements that are relevant to the two industrial business real-life case 
studies and to validate the feasibility of our approach (Chapter 9), we can argue that 
CRL is able to capture a major subset of the compliance requirements relevant to real-
life compliance requirements. 

- Currently, our approach also inherits the limitations posed by the adopted 
technologies and methods (such as BPEL) used for process specifications and 
verifications. For example, time dependent constraints can be represented in CRL and 
corresponding formal statements can be automatically generated, however, the 
verification is not possible. This is mainly because such time information is not 
encoded in BPEL models. 

- The root-cause analysis approach to reason about design-time compliance violations 
does not consider the inspection and analysis of defined data domains to reason about 
the violations of data-dependent constraints. For example, a compliance requirement 
such as :: �(� → J.�c$& = 5), such that variable �c$& ∈ {1, 2, 3}. This means that 
compliance rule : is violated. Our root-cause analysis approach can infer that the 
violation occurred because J.�c$& = 5, however, it is does not inspect the 
corresponding data domain and infer that the value of J.�c$& should take a value 
from its data domain.  

- As shown in Chapter 9, some compliance requirements are inherently manual by 
nature, for example requirements related to guarding critical assets, such as the 
existence of locks, fences, surveillance cameras and alarms. These requirements can 
only be ensured by human activities. Our framework can only serve to document and 
report these requirements for traceability purposes and for future statistical and 
aggregated analysis. 

10.4 Future Work 

My future research and development work is ongoing in several directions to enhance and fully 
support the comprehensive compliance management framework. In particular: 

Extending the proposed compliance management formwork introduced in Chapter 4 for further 
enhancements and to address some of the limitations highlighted above. More specifically: 

- Providing an efficient technique to address false negatives [196] in design-time 
business process compliance verification. False negatives refer to the situations where 
the model checker might indicate that there is a violation to some compliance rules 
while actually there is not, as a result of  the under-specification of relevant 
compliance requirements by experts. 
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- The identification and definition of new domain-specific compliance patterns. This 
will require our intense involvement in the specification of various industrial large-
scale case studies.  

- In addition, the comparative analysis we conducted between a set of candidate logical 
language as a formal foundations of compliance requirements (Chapter 6) revealed a 
number of limitations relevant to temporal logic. In particular, a support for checking 
the consistency among compliance requirements is significant, as conflicts and 
contradictions may rise between compliance rules. Besides, the normalization of 
compliance requirements expressions to identify and remove redundancies that may 
arise between generated compliance rules, especially when they originate from 
different sources, is also an auxiliary topic for future research. 

- Extending the root-cause analysis approach presented in Chapter 7 to reason about 
data aspects of business processes entails possible extension point to our root-cause 
analysis approach. 

- The analysis of detected runtime compliance violations to aid the user in their 
resolution during business process executions. 

- Extending the proposed compliance management framework with an efficient offline 
compliance monitoring approach for preventive/detective lifetime compliance support. 

On another perspective, we are interested in defining vertical compliance management 
solutions to cater for industry specific compliance requirements in domains such as healthcare, 
environment, energy and manufacturing. The healthcare domain is of a particular interest to 
us. This is mainly because it is a heavily-regulated domain that is governed by a large and 
increasing number of regulatory requirements. Such as PHIPA [197] and HIPAA [172]. Our future 
research objectives in this aspect are: 

- Design a vertical comprehensive healthcare compliance management solution that is 
grounded and utilizes the results of the research presented in this thesis. However, we 
believe that the healthcare domain has uniquely distinguished characteristics that will 
require the extension/modification of our integrated design-time/runtime compliance 
management approach to cope with it. 

- Complementing the above design-time and runtime solutions with an efficient offline 
compliance management approach, that is also tailored to serve the healthcare sector. 
This synergy provides a healthcare lifetime compliance support that covers the entire 
compliance spectrum.  

- Examining and evaluating the feasibility and applicability of this integrated healthcare 
compliance solution through case studies involving several healthcare institutions. 

Last but not least, we are interested in studying and investigating the compliance problem 
regarding the Cloud Computing paradigm, especially compliance concerns related to privacy 
and security, which represent two of the major challenges in cloud computing.  
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Appendix A:  CRL Grammar 

This appendix presents the syntactical grammar of CRL defined in EBNF notations [188]. In 
the classic formalization of generative grammars, a grammar G consists of the following 
components [198]: 

• A finite set N of nonterminal symbols, which are the symbols that can be replaced; 
thus they are composed of some combination of terminal and nonterminal symbols. 

• A finite set Σ of terminal symbols that is disjoint from N. Terminal symbols are the 
elementary symbols of the language defined by the grammar. They are literal 
strings that can appear in the inputs to or outputs from the production rules of a 
formal grammar and that cannot be broken down into smaller units. 

• A finite set P of production rules, which are used to define the grammar of the 
language. Each production rule has a head, or left-hand side, which consists of the 
string that may be replaced, and a body, or right-hand side, which consists of a 
string that may replace it. Rules are often written in the form (∑⋃Ν)∗	Ν�∑⋃Ν�∗	 →
�∑⋃Ν�∗	, where: * is the Kleene star operator and ⋃ denotes set union. That is, 
each production rule maps from one string of symbols to another, where the first 
string contains at least one nonterminal symbol. 

• A distinguished symbol @ ∈ 	Ν, which represents the start symbol. 

A grammar is formally defined as the ordered quadruple < N,Σ,P,S > . Based on these 
concepts, we can formally define CRL grammar as follows: 

• S = {Expression} 

• Σ = {Not, And, Or, Imply, Iff, Xor, [a-z], [A-Z], Precedes, ChainPrecedes, LeadTo, ChainLeadsTo, 
XleadsTo, Release, WFairness, SFairness, isAbsent, isUniversal, Exists, ExistsOften, PleadsTo, 
CoExists, CoAbsent, Exclusive, Substitute, Corequiste, MutexChoice, PerformedBy, 
SegregatedFrom, USegregatedFrom, BoundedWith, RBoundedWith, M-Segregated, USegregated, 
M-Bounded, Else, ElseNext, MinDur, MaxDur, ExactDur, Every, Within, AtLeastAfter, ExactlyAt, 
ExactlyAfter, Exactly, AtLeast, AtMost, 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, ‘[‘ , ‘]’, ‘,’ , ‘.’} 

• N = {Expression, Label, BooleanOperator, UnaryExpression, BinaryExpression, 
CompensationExpression, ExceptionExpression, TimedCompositeExpression, BPOperand, 
UnaryPattern, OccurrencePattern, Integer, Activity, DataCondition, ExceptionOperand, String, 
SingleBinaryPattern, MBinaryPattern, ResourceExpression, OrderPattern, CompositePattern, 
PerformedByExpression, SegregatedBoundedExpression, RBoundedWithExpression, M-
SegregatedExpression, M-USegregatedExpression, M-BoundedExpression, Role, User, 
ExceptionOperand, ExceptionLabel, digit, MinDurExpression, MaxDurExpression, 
ExactDurExpression, EveryExpression, WithinExpression, AtLeastAfterExpression, 
ExactlyAtExpression, ExactlyAfterExpression}  

• CRL Production rules P are defined as follows (using EBNF notation [188]): 

- <Expression> ::= <Label>? <Expression>| <Expression> <BooleanOperator> 
<Expression> |”Not” <Expression> >|<UnaryExpression> |<BinaryExpression>| 
<CompensationExpression>| <ExceptionExpression>| <TimedCompositeExpression> 
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- <UnaryExpression> ::= <BPOperand> <UnaryPattern> 

- <UnaryPattern>::=<OccurrencePattern> 

- < OccurrencePattern> ::=“isAbsent” | “isUniversal” | “Exists” | “Exist sOften”| 
<BoundedExists> 

- <BoundedExists> ::= “Exists” (“Exactly” | “AtLeast” | “AtMost”) < Integer> 

- <BPOperand> ::=<Activity>| <DataCondition>| <ExceptionOperand>| <BPOperand> 
<BooleanOperator> <BPOperand > | “Not” <BPOperand> 

- <Activity>::= <String> 

- <DataCondition>::= <String>(“.” <String>)* 

- < BinaryExpression>::=<BPOperand> <SingleBinaryPattern> <BPOperand>| 
<BPOperand>+ <MBinaryPattern> <BPOperand>+| <ResourceExpression> 

- <SingleBinaryPattern>::= <OrderPattern>| <CompositePattern> 

- <CompositePattern> ::= “PLeadsTo” | “CoExists” | “CoAbsent” | “Exclusive” | 
“Substitute” | “Corequiste” | “MutexChoice” 

- <OrderPattern> ::= “Precedes”| “LeadsTo” | “XLeadsTo” |”Release”| “WFairness”| 
“SFairness” 

- < MBinaryPattern> ::= “ChainPrecedes” |”ChainLeadsTo” 

- <ResourceExpression>::= <PerformedByExpression>| <SegregatedBoundedExpression>|  
<RBoundedWithExpression>| <M-SegregatedExpression>| <M-USegregatedExpression>| 
<M-BoundedExpression> 

-  <PerformedByExpression>::= <Activity> “PerformedBy” <Role> 

- < SegregatedBoundedExpression>::=<Activity> (“SegregatedFrom”| “USegregatedFrom”| 
“BoundedWith”) <Activity> 

- <RBoundedWithExpression>::=“(“ <Activity> “,” <Activity> “)” “RBoundedWith ” 
<Role>  

- <M-SegregatedExpression>::= “(“ <Activity> (“,” <Activity>)* “)” “M-Segreg ated” “(“ 
<Role> (“,” <Role>)* “)” 

- <M-USegregatedExpression>::= “(“ <Activity> (“,” <Activity>)* “)” “M-USegre gated” 
“(“ <User> (“,” <User>)* “)” 

- <M-BoundedExpression>::= “(“ <Activity> (“,” <Activity>)* “)” “M-Bounde d” <User> 

- <Role>::= <String> 

- <User>::=<String> 

- <ExceptionOperand>::= (“[“ <ExceptionLabel> “]” | “[[“ <ExceptionLab el> “]]”)? 
<BPOperand>  

- < BooleanOperator>:: = “And”| “Or” |”Imply” |”Iff” |”Xor”  

- <Label> :: = <String> 

- <ExceptionLabel> ::= <String> 

- <String> ::= <String> [a-z | A-Z]* <digit>* 

- < integer> ::= <digit> <digit>* 

- <digit> ::= “0” | “1” | “2” | “3” | “4” | “5” | “6” | “7”  | “8” | “9” 
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- <TimedCompositeExpression> = <MinDurExpression> | <MaxDurExpression> | 
<ExactDurExpression>| <EveryExpression>| <WithinExpression> | 
<AtLeastAfterExpression>| <ExactlyAtExpression>| <ExactlyAfterExpression> 

- <MinDurExpression> ::= <BPOperand> “Exists” “MinDur” <integer> | <BP Operand> 
“ExistsOften” “MinDur” <integer> 

- <MaxDurExpression> ::= <BPOperand> “Exists” “MaxDur” <integer>  | <B POperand> 
“ExistsOften” “MaxDur” <integer> 

- <ExactDurExpression> ::= <BPOperand> “Exists” “ExactDur” <integer>  | 
<BPOperand> “ExistsOften” “ExactDur” <integer> 

- <EveryExpression> ::= <BPOperand> “Exists” “Every” <integer> | <BPOperand> 
“ExistsOften” “Every” <integer> 

- <WithinExpression> ::=<BPOperand> “LeadsTo” <BPOperand> “Within” <integer> | 
<BPOperand> “Precedes” <BPOperand> “Within” <integer>| <BPOperand> “Release” 
<BPOperand> “Within” <integer>| <BPOperand> “CoExists” <BPOperand> “Within” 
<integer>| <BPOperand> “CoAbsent” <BPOperand> “Within” <integer>| <BPOperand> 
“Exclusive” <BPOperand> “Within” <integer>| <BPOperand> “Substitute” <BPOperand> 
“Within” <integer>| <BPOperand> “Corequisite” <BPOperand> “Within” <integer>| 
<BPOperand> “MutexChoice” <BPOperand> “Within” <integer> 

- <AtLeastAfterExpression> ::= <BPOperand> “LeadsTo” <BPOperand>    “AtLeastAfter” 
<integer> | <BPOperand> “Precedes” <BPOperand> “AtLeastAfter” <integer>| 
<BPOperand> “Release” <BPOperand> “AtLeastAfter” <integer>| <BPOperand> 
“CoExists” <BPOperand> “AtLeastAfter” <integer>| <BPOperand> “CoAbsent” 
<BPOperand> “AtLeastAfter” <integer>| <BPOperand> “Exclusive” <BPOperand> 
“AtLeastAfter” <integer>| <BPOperand> “Substitute” <BPOperand> “AtLeastAfter” 
<integer>| <BPOperand> “Corequisite” <BPOperand> “AtLeastAfter” <integer>| 
<BPOperand> “MutexChoice” <BPOperand> “AtLeastAfter” <integer> 

- <ExactlyAtExpression> ::= <BPOperand> “Exists” “ExactlyAt” <integer>|  <BPOperand> 
“LeadsTo” <BPOperand> “ExactlyAt” <integer> | <BPOperand> “Precedes” 
<BPOperand> “ExactlyAt” <integer>| <BPOperand> “Release” <BPOperand> 
“ExactlyAt” <integer>| <BPOperand> “CoExists” <BPOperand> “ExactlyAt” <integer>| 
<BPOperand> “CoAbsent” <BPOperand> “ExactlyAt” <integer>| <BPOperand> 
“Exclusive” <BPOperand> “ExactlyAt” <integer>| <BPOperand> “Substitute” 
<BPOperand> “ExactlyAt” <integer>| <BPOperand> “Corequisite” <BPOperand> 
“ExactlyAt” <integer>| <BPOperand> “MutexChoice” <BPOperand> “ExactlyAt” 
<integer> 

- <ExactlyAfterExpression> ::= <BPOperand> “Exists” “ExactlyAfter” <integer>|  
<BPOperand> “LeadsTo” <BPOperand> “ExactlyAfter” <integer> | <BPOperand> 
“Precedes” <BPOperand> “ExactlyAfter” <integer>| <BPOperand> “Release” 
<BPOperand> “ExactlyAfter” <integer>| <BPOperand> “CoExists” <BPOperand> 
“ExactlyAfter” <integer>| <BPOperand> “CoAbsent” <BPOperand> “ExactlyAfter” 
<integer>| <BPOperand> “Exclusive” <BPOperand> “ExactlyAfter” <integer>| 
<BPOperand> “Substitute” <BPOperand> “ExactlyAfter” <integer>| <BPOperand> 
“Corequisite” <BPOperand> “ExactlyAfter” <integer>| <BPOperand> “MutexChoice” 
<BPOperand> “ExactlyAfter” <integer> 

- <CompensationExpression>::= <BPOperand> (“LeadsTo” | “XLeadsTo”) 
<BPOperand>((“Within”| “AtLeastAfter”| “ExactlyAt” | “ExactlyAfter”) <Integer>)? 
((“Else” | “ElseNext”) <BPOperand> ((“Within”| “AtL eastAfter”| “ExactlyAt” ) 
<Integer>)? )* 

- <ExceptionExpression> ::= <label><BPOperand> “isUniversal”
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Appendix B: Timed Patterns 

In this appendix we present the complete list of the mapping rules of all possible combinations 
between timed patterns and other compliance patterns, forming timed composite expressions. 
Table.  B-1 is structured as follows: The first column represents the timed patterns; the second 
column represents the atomic or composite patterns that can be used in combination with the 
timed pattern. The ‘Timed Composite Expression’ column indicates how the structure of the 
timed composite expression is formed, where P and Q represent operands. The ‘meaning’ 
column gives an informal interpretation of the timed composite expression, and finally the 
‘MTL representation’ column presents the mapping rule from the timed composite expression 
into MTL formulas. 
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Table.  B-1 All possible combinations between timed patterns and atomic/composite patterns 

Timed Pattern Atomic/ 

Composite 
Pattern 

Timed 
Composite 
Expression 

Meaning MTL Representation 

At Exists P Exists At k Specifies that BP element P must hold at time k Æv(�) 

IsAbsent P isAbsent At k Specifies that BP element P must NOT hold at time 
k 

Æv(¬�) 

Before Exists P Exists before k Specifies that BP element P must hold at sometime 
before k 

°v(�) 

IsAbsent P isAbsent  

before k 

Specifies that BP element P must NOT hold 
anytime before k 

�°v(¬�) 

After Exists P Exists after k Specifies that BP element P must hold at sometime 
after k 

{v(�) 

IsAbsent P isAbsent  

after k 

Specifies that BP element P must NOT hold 
anytime after k 

�{	v�¬�� 

MinDur Exists P Exists 

MinDur k 

Specifies the min amount of time a business process 
element (e.g. activity, data object) has to hold once 
it becomes true. 

���⋀�r�� → rÃ&���⋀rÃ'���⋀ 

…⋀rÃ(��� 
∧ �7 ≥ 2�� 

MaxDur Exists P Exists 

MaxDur k 

Specifies the max amount of time a business 
process element (e.g. activity, data object) has to 
hold once it becomes true. 

���⋀�r�� → rÃ&���⋀rÃ'���⋀ 

…⋀rÃ(��� 
∧ �7 ≤ 2�� 
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ExactDur Exists P Exists ExactDur 
k 

Specifies the exact amount of time a business 
process element (e.g. activity, data object) has to 
hold once it becomes true. 

(�)⋀�r(� → rÃ&(�)⋀rÃ'(�)⋀ 

…⋀rÃv(�) 
⋀¬rÃvÃ&(�)) 

Every ExistsOften P ExistsOften 
Every k 

Specifies the amount of time a business process 
element (e.g. activity, data object) has to hold till 
BP termination. 

�(°v(�)) 

Within LeadsTo P LeadsTo Q 
Within k 

Indicates that BP element Q  has to follow P within 
k time units after the occurrence of P 

�(� → °v(J)) 

Precedes P Precedes Q 
Within k 

Indicates that BP element P should occur before 
each occurrence of Q. The time difference between 
P and Q should be less than or equals to k time 
units 

(¬J	�	��⋀��r�J → {rÅv����� 

Release P Releases Q 
Within k 

P must occur within k time units after the 
occurrence of Q to release it. 

�	:°v 	J 

CoExists P CoExists Q 
Within k 

The presence of P mandates that Q is also present 
within at most k  time units from the time of 
occurrence of P 

��� → °v�J�	 

Substitutes P Substitutes Q 
Within k 

Q substitutes the absence of P within at most k time 
units from the start of the BP. 

��¬�� → °v�J� 
 

Corequisite P Corequisite Q 
Within k 

Either activities P and Q should exist together, 
such that the time difference between the 
occurrence of P and Q is k time units, or P and Q 
are absent together. 

Ær&��� 	∧ 	Ær'�J�	 
∧ ��5' − 5& ≥ 2� ∨ �5& − 5' ≥ 2��	 

∨ ���¬�� ∧ ��¬J�� 
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MutexChoice P MutexChoice Q 
Within k 

Either P or Q exists but not any of them or both of 
them, and either of them should exist within k time 
units from the start of the BP. 

}°v(�) ∧ �(¬J)~ 
∨ (°v(J) ∧ �(¬�)) 

 

 

Else Else P within k P repairs the violation of its prior obligation if the 
violation occurs within k time units of the start of 
the BP model 

F°
(�) 
 

 

ElseNext ElseNext P within 
k 

P repairs the violation of its prior obligation if the 
violation occurs in the next state within k time units 
of the start of the BP model 

	�°v��� 
 

AtLeast 

After 

LeadsTo P LeadsTo Q 
AtLeastAfter k 

Indicates that BP element Q  has to follow P after k 
time units after the occurrence of P 

��� → {v�J�� 

Precedes P Precedes Q 
AtLeastAfter k 

Indicates that BP element P should occur before 
each occurrence of Q. The time difference between 
P and Q should be more than or equals to k time 
units 

�¬J	�	��⋀��r�J → °rÅv����� 

Release P Releases Q 
AtLeastAfter k 

P must occur at least after the elapse of  k time 
units from the occurrence of Q to release it. 

�	:{v 	J 

CoExists P CoExists Q 
AtLeastAfter k 

The presence of P mandates that Q is also present 
after a delay of at least k  time units from the time 
of occurrence of P 

��� → {v�J� 

Substitutes P Substitutes Q 
AtLeastAfter k 

Q substitutes the absence of P after at least the 
elapse of k time units from the start of the BP. 

��¬�� → {v�J� 
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Corequisite P Corequisite Q 
AtLeastAfter k 

Either activities P and Q should exist together, 
such that Q exists at least after the elapse of k time 
units from the first occurrence of P, or P exists at 
least after the elapse of k time units from the first 
occurrence of Q, or P and Q are absent together. 

(((� → {v(J))) 
∧ ((J → {v(�)))) 
∨ (�(¬�) ∧ �(¬J)) 

 

MutexChoice P MutexChoice Q 
AtLeastAfter k 

Either P or Q exists but not any of them or both of 
them, and either of them should exist at least after 
the elapse of  k time units from the start of the BP. 

}{v(�) ∧ �(¬J)~ 
∨ ({v(J) ∧ �(¬�)) 

 

 

Else Else P 
AtLeastAfter k 

P repairs the violation of its prior obligation if the 
violation occurs at least after the elapse k time 
units of the start of the BP model 

F{
(�) 

ElseNext ElseNext P 
AtLeastAfter k 

P repairs the violation of its prior obligation if the 
violation occurs in the next state at least after the 
elapse k time units of the start of the BP model 

	X{
��� 

ExactlyAt LeadsTo P LeadsTo Q 
ExactlyAt k 

Indicates that BP element Q  has to follow P 
exactly at time k 

��� → Æv�J�� 

Precedes P Precedes Q 
ExactlyAt k 

Indicates that BP element P should occur before 
each occurrence of Q. The time difference between 
P and Q should be exactly equals to k time units 

�¬J	�	��⋀��r�J → rÅv����� 

Release P Releases Q 
ExactlyAt k 

P must occur exactly at the elapse of k time units 
from the occurrence of Q to release it. 

�	:Æv 	J 

CoExists P CoExists Q 
ExactlyAt k 

The presence of P mandates that Q is also present 
exactly after the elapse of k  time units from the 
time of occurrence of P 

��� → Æv�J� 
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Substitutes P Substitutes Q 
ExactlyAt k 

Q substitutes the absence of P exactly at the elapse 
of k time units from the start of the BP. 

�(¬�) → Æv(J) 
 

Corequisite P Corequisite Q 
ExactlyAt k 

Either activities P and Q should exist together, 
such that Q exists exactly at the elapse of k time 
units from the first occurrence of P, or P exists 
exactly at the elapse of k time units from the first 
occurrence of Q, or P and Q are absent together. 

(((� → Æv(J))) 
∧ ((J → Æv(�)))) 
∨ (�(¬�) ∧ �(¬J)) 

 

MutexChoice P MutexChoice Q 
ExactlyAt k 

Either P or Q exists but not any of them or both of 
them, and either of them should exist exactly at the 
elapse of  k time units from the start of the BP. 

}Æv(�) ∧ �(¬J)~ 
∨ (Æv(J) ∧ �(¬�)) 

 

 

Else Else P ExactlyAt 
k 

P repairs the violation of its prior obligation if the 
violation occurs exactly at k time units of the start 
of the BP model 

FÆ
(�) 

ElseNext ElseNext P 
ExactlyAt k 

P repairs the violation of its prior obligation if the 
violation occurs in the next state exactly at k time 
units of the start of the BP model 

�Æv(�) 

Exactly 

After 

LeadsTo P LeadsTo Q 
ExactlyAfter k 

Indicates that BP element Q  has to follow P 
exactly after k time units from the occurrence of P 

�(� → Æv(�(J))) 

Precedes P Precedes Q 
ExactlyAfter k 

Indicates that BP element P should occur before 
each occurrence of Q. The occurrence of Q should 
be in the next state after the elapse of k time units 
of the occurrence of P 

(¬J	�	��⋀��r�J → rÅv�������� 

CoExists P CoExists Q 
ExactlyAfter k 

The presence of P mandates that Q is also present 
in the next state exactly after the elapse of k  time 
units from the time of occurrence of P 

��� → Æv}��J�~ 
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Substitutes P Substitutes Q 
ExactlyAfter k 

Q substitutes the absence of P in the next state after 
the elapse of k time units from the start of the BP. 

�(¬�) → Æv(�(J)) 
 

Corequisite P Corequisite Q 
ExactlyAfter k 

Either activities P and Q should exist together, 
such that Q exists exactly in the next state after the 
elapse of k time units from the first occurrence of 
P, or P exists exactly in the next state after the 
elapse of k time units from the first occurrence of 
Q, or P and Q are absent together. 

(}(�) → Æv(�(J))~ 
∧ }(J) → Æv(�(�))~) 
∨ (�(¬�) ∧ �(¬J)) 

 

MutexChoice P MutexChoice Q 
ExactlyAfter k 

Either P or Q exists but not any of them or both of 
them, and either of them should exist exactly in the 
next state after the elapse of  k time units from the 
start of the BP. 

}Æv(�(�)) ∧ �(¬J)~ 

∨ ²Æv}�(J)~ ∧ �(¬�)� 
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Appendix C: Current Reality Trees to Reason about 

Design-time Compliance Violations 

This appendix presents all the current reality trees relevant to the analysis of the violation of 
each compliance pattern defined in the Compliance Request Language (CRL). Figure.  C-2 
presents the CRL meta-model, which acts as a roadmap throughout this appendix. 

C.1  Current Reality Trees for Atomic Patterns 

Recall from Chapter 6 that atomic patterns are geared to capture the compliance requirements 
that involve occurrence and/or order of business process elements (or their attributes or 
conditions on them). Hence, as shown in Figure.  C-2 atomic patterns class has two sub-classes, 
i.e. Order patterns and Occurrence patterns. Figure.  C-1and Figure.  C-3 to present the CRTs 
that analyze the violations of each atomic pattern defined in the CRL meta-model. 

 

Figure.  C-1 CRTs for Precedes, LeadsTo and Exists patterns 
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Figure.  C-2 Compliance Request Language (CRL) meta-model (Chapter 6) 
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Figure.  C-3 CRTs for XLeads, isAbsent, isUniversal and Release patterns 

 

 

Figure.  C-4 CRTs for BoundExists atomic pattern 
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Figure.  C-5 CRTs for ChainLeadsTo atomic pattern 

 

 

Figure.  C-6 CRTs for ChainPrecedes atomic pattern 
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Figure.  C-7 CRTs for ExitsOften, SFairness and WFairness atomic patterns 

C.2 Current Reality Trees for Composite Patterns 

As discussed in Chapter 6, composite patterns are built up by nesting atomic patterns via 
Boolean operators, which enables the representation of complex compliance requirements in 
terms of atomic patterns. Therefore, the CRTs for composite patterns are built up automatically 
by composing the CRTs of the constituting atomic patterns that are discussed in Section  C.1, 
capturing the semantics of the used Boolean operator(s). Figure.  C-8 presents the CRTs for 
composite patterns that comprise one or more compliance pattern expressions connected via 
Boolean operators. Similarly, Figure.  C-9 to Figure.  C-11 depict the CRTs of the patterns in 
the Composite pattern class as shown in Figure.  C-2. 
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Figure.  C-8 CRTs for Boolean operators 

 

Figure.  C-9 CRTs for PLeadsTo composite pattern 
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Figure.  C-10 CRTs for MutexChoice and Exclusive patterns 
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Figure.  C-11 CRTs for CoExists, CoAbsent, Substitutes and Corequisite pattern 
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C.3 Current Reality Trees for Resource Patterns 

As explained in Chapter 6, resource patterns class is a sub-class of the Composite patterns 
class. This means that resource patterns are built up by nesting other compliance patterns, 
mainly atomic patterns, via Boolean operators. Therefore, like composite patterns, the CRTs 
for resource patterns are built up automatically by composing the CRTs of the constituting 
atomic patterns (that are discussed in Section  C.1); by capturing the semantics of the utilized 
Boolean operator(s). Figure.  C-12 to Figure.  C-17 present the CRTs of the resource pattern 
class as shown in Figure.  C-2. 

 

Figure.  C-12 CRTs for M-Bounded resource pattern 
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Figure.  C-13 CRTs for SegregatedFrom and USegregatedFrom resource patterns 
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Figure.  C-14 CRTs for BoundedWith and PerformedBy resource patterns 
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Figure.  C-15 CRT for RBoundedWith resource pattern 
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Figure.  C-16 CRT for M-Segregated resource pattern 
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Figure.  C-17 CRT for USegregated resource pattern 
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C.4 Current Reality Trees for Timed Patterns 

As explained in Chapter 6, a timed composite pattern expression is built up by combining a 
timed pattern with a compliance pattern. Hence, the analysis of the violation of timed patterns 
requires the analysis of each timed composite pattern expression, which are listed in Appendix 
B. Next, Figure.  C-18 to Figure.  C-29 depict the CRTs of the timed pattern expressions 
enumerated in Appendix B. 

 

Figure.  C-18 CRTs for Exits-ExactDur, Exists-MinDur, Exists-MaxDur timed expressions 
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Figure.  C-19 CRTs for ExitsOften-Every timed expression 

 

 

Figure.  C-20 CRTs for Exits-At/Before/After and Exits-At/Before/After timed expressions 
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Figure.  C-21 CRTs for LeadsTo-Within and Precedes-Within timed expressions 

 

 

Figure.  C-22 CRTs for Substitutes-Within and Corequisite-Within timed expressions 
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Figure.  C-23 CRT for CoExists-Within and Release-Within timed expressions 
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Figure.  C-24 CRTs  for LeadsTo-AtLeastAfter and Precedes-AtLeastAfter timed expressions 

 

 

Figure.  C-25 CRTs for LeadsTo-ExactlyAt and Precedes-ExactlyAt expressions 
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Figure.  C-26 CRTs  for Substitutes-AtLeastAfter and Corequisite-AtLeastAfter expressions 
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Figure.  C-27 CRTs  for CoExists-AtLeastAfter and Release-AtLeastAfter expressions 
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Figure.  C-28 CRTs  for Substitutes-ExactlyAt and Corequisite-ExactlyAt expressions 
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Figure.  C-29 CRTs  for CoExists-ExactlyAfter and Release-ExactlyAfter expressions 
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Appendix D: Refinement Methodology Applied to 

the Case Studies 

This appendix presents the outcomes of applying the compliance refinement methodology 
introduced in Chapter 5 on the compliance requirements of the two running case studies 
presented in Chapter 3; i.e. the Loan Approval and the Internet Reseller business scenarios. 
More specifically, Table.  D-1 presents the refined compliance requirements of the Loan 
Approval case study. The first column in the table lists the compliance sources, e.g. specific 
law or regulation. The ‘Compliance Requirements’ column lists the compliance requirements 
as they originate from compliance sources. The ‘Description’ column gives a more detailed 
description of the compliance requirements. The ‘Compliance Risk’ lists the identified risks. 
And the ‘Controls’ column presents the suggestive actions and controls to prevent the 
identified risks. 

Next, Table.  D-2 lists the refined compliance requirements that are relevant to the Internet 
Reseller case study. The ‘Sub process’ column refers to sub-process in the Internet Reseller 
case study that the compliance requirement is applicable to. The ‘Compliance Risk’ column 
presents the identified potential risks. The ‘Controls’ column lists the suggestive controls to 
prevent and mitigate the identified risks. As explained in Chapter 3, this scenario illustrates 
multi-compliance requirements of business processes with information processing objectives. 
These objectives fall into four categories: Completeness, Accuracy, Validity and Restricted 
Access. The ‘C’, ‘A’, ‘V’ and ‘R’ columns in the table refer to these objectives, respectively. 
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Table.  D-1 Refined compliance requirements of the Loan Approval case study 

 Compliance 
Requirements  

Description  Compliance Risk 
Control   

In
te

rn
al

 p
ol

ic
y

 

Access to 
sensitive and 
confidential data 
is restricted to 
appropriate 
personnel. 

Access to Western Bank’s 
application or services 
(internal or external if 
provided by trusted 
partners) is granted to 
authorized employees only. 

When access is granted to unauthorized 
personnel or third parties this could lead to 
loss of data, damaged data, and or 
confidential data being stolen. These risks 
could lead to a financial and / or legal 
dispute. 

Only Credit Broker, Post-processing Clerk 
and Supervisor roles can access the “Credit 
Bureau service” and the “Customer 
Information File” service. 
In a real use case, the staff  use smart card 
to access (strong authentication) 

Access to 
sensitive and 
confidential data 
is restricted to 
appropriate 
personnel. 

Access to Western Bank’s 
application or services 
(internal or external if 
provided by trusted 
partners) is granted to 
authorized employees only. 

When access is granted to unauthorized 
personnel or third parties this could lead to 
loss of data, damaged data, and or 
confidential data being stolen. These risks 
could lead to a financial and / or legal 
dispute. 
 

Only Post-processing Clerk and Supervisor 
roles can access the “Product database”. 
In a real use case, the staff  use smart card 
to access (strong authentication) and access 
to sensitive data  is logged 

IS
O

 2
70

02
, S

O
X

 
40

4 

Only credits 
worthy 
customers 
receive a loan. 

Western Bank checks the 
credit worthiness of a 
customer before granting a 
loan. 

When a (potential) customer is not credit 
worthy, this could lead to outstanding 
debtors that cannot be collected and thus 
loss of revenue. 

The Credit Broker checks the Customer 
Bank Privilege and rejects the loan request 
if the Credit Bureau Service indicates that 
the customer's banking privileges have 
been suspended. 

Only credits 
worthy 

Western Bank checks the 
credit worthiness of a 

When a (potential) customer is not credit 
worthy, this could lead to outstanding 

Credit Broker rejects the loan request if the 
calculated payment amount per period 
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 Compliance 
Requirements  

Description  Compliance Risk 
Control   

customers 
receive a loan. 

customer before granting a 
loan. 

debtors that cannot be collected and thus 
loss of revenue. 

(month) exceeds 33 % of the customer’s 
gross monthly income13. 

Duties in Loan 
Origination are 
adequately 
segregated. 

A loan request cannot be 
processed and approved by 
one person. 

When duties are not adequately segregated 
this could lead to one person granting a 
loan request. Therefore, the risk exists that 
a loan is granted, while this would not be 
the case in a normal situation when duties 
are segregated (mistake or fraud). This 
could have a financial and /or  legal 
impact. 

The Credit Broker checks the banking 
privileges and the Post-processing Clerk or 
the Clerk Supervisor checks the credit 
worthiness. 

High loan 
request have to 
be processed by 
supervisors. 

Loan requests above certain 
amounts should be 
processed by supervisors. 

When a loan request is higher than a 
certain amount and is not approved by the 
supervisor this would be not valid.  This 
could have a financial and /or legal impact. 

If the loan request’s credit is below 1 
million EURO, the Post-processing Clerk of 
Credit Operations checks the credit 
worthiness; if it is higher than 1 million 
EURO the Clerk Supervisor checks the 
credit worthiness of the customer. 

Duties in Loan 
Origination are 
adequately 

High-risk loan request have 
to be approved by Western 
Bank management. 

If a high risk loan is granted without 
proper authorization from the Office 
Manager this could have legal, financial, 
and reputation impact for Western Bank. 

As a final control, the branch office 
Manager has to check high-risk loan 
requests whether it is profitable and risks 
are acceptable and makes the final approval 
(or denial) of the request. Only the Office 

                                                           
13The payment Amount per period is given by the following formula:  where P is the loan amount (Principal), r the interest rate and n the total number of payments 

(periods). See http://www.vertex42.com/ExcelArticles/amortization-calculation.html.  

Concretely, the bank checks incident payments. If no incident, the process can be continued. And the automatic conditional checks the 33% condition. This condition depends 
on the choice of bundle product by which an interest rate is applied.  Three parameters (interest rate, loan amount, number of periods) permit to calculate the monthly payment. 
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 Compliance 
Requirements  

Description  Compliance Risk 
Control   

segregated. Manager is able to perform the final 
approval. 

Customers 
receive a certain 
period of time 
for reflection. 

Western Bank allows the 
customer to cancel a loan 
request within 5 days after 
approval. 

If the loan is processing within five days 
this could lead to a legal penalty due to 
non-compliance with laws and 
regulations. 

The Credit Broker can start a loan approved 
by the customer, only if 5 work days or 
more have elapsed since the loan approval 
form was sent. 

95
/4

6/
E

C
 (

D
at

a 
P

ro
te

ct
io

n 
D

ire
ct

iv
e) Customer’s 

personal data is 
handled 
confidentially. 

Customers are notified 
when their personal data is 
used by Western Bank. 

If the customer is not notified in case her 
personal data is used, this could lead to a 
legal penalty due to non-compliance with 
laws and regulations. 

The customer receives an automated email 
notification when his personal data is 
collected from the “Credit Bureau service”. 

Customer’s 
personal data is 
handled 
confidentially. 

Western Bank can only use 
the customer data after 
consent of the customer.  

If the customer is not notified in case 
personal data is used this could lead to a 
legal penalty due to non-compliance with 
laws and regulations. 

The Credit Broker can only access the 
customer’s personal data after receiving the 
digital signature from the customer. 

Customer’s 
personal data is 
handled 
confidentially. 

Western Bank secures all 
customer data for 
unauthorised access.  

If customer data is accessed by 
unauthorized employees or third parties 
this could lead to a legal penalty due to 
non-compliance with laws and regulations. 

All customer data received from the “Credit 
bureau service” is received via a secure 
channel (SSL/TLS) and all data is encrypted 
before it is stored in the “Customer 
Database”. 

B
as

el
 I

I, 
S

O
X

 
40

4 

Approvals of 
loan request are 
retained. 

Western Bank stores per 
loan request who approved 
it and when it was 
approved. 

If the loan approval history is not 
available there would be no traceability 
and this would impact the audibility of 
Western Bank. This could lead to non-
compliance with laws and regulations. 

For each approved loan request the 
following data is logged: 

• Approver’s name 

• Approver’s job function 

• Approval date and time 
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 Compliance 
Requirements  

Description  Compliance Risk 
Control   

B
as

el
 

II,
 

S
O

X
 1

03
 13) Approvals of 

loan request are 
retained. 

 

Western Bank stores / 
retains all loan requests and 
logging data for at least 7 
years. 

If the loan approval history is not 
available there would be no traceability 
and this would impact the audibility of 
Western Bank. This could lead to non-
compliance with laws and regulations. 

After approval of a loan request the data is 
stored in a separate database, which is 
retained for 7 years. 
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Table.  D-2 Refined compliance requirements of the Internet Reseller business case study 

Sub process Compliance Risk Controls C A V R 

Order Processing Orders are not recorded 
completely and accurately. 

The Web service automatically validates sales order data 
input (e.g. customer name and number, prices, terms, and 
credit limits) against master file data. Entries with invalid, 
missing or incomplete information are rejected for re-entry 
or stored in a suspense file for follow-up. 

  A     

Order Processing Orders are not recorded 
completely and accurately. 

Because the customer enters sales order data via a Web 
service, customers are responsible for ensuring the 
completeness and accuracy of sales order information.  

 

Functionality is built into the Web service to allow a 
customer to verify the accuracy and completeness of their 
order, as well as the ability to edit their order before actual 
order submission.   
 

C A     

Order Processing Duplicate sales are recorded. Sales orders are sequentially pre-numbered/ automatically 
numbered by the system. Missing or duplicate sales orders 
are investigated and followed-up by the sales supervisor.  

C       

Order Processing Duplicate sales are recorded. Computer-generated sales order confirmations are sent to 
customers for order acknowledgement at the end of each 
day or on the next working day.  

C A V   
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Sub process Compliance Risk Controls C A V R 

Order Processing Sales terms and prices are not 
approved by the appropriate 
level of management. 

Sales orders over a set threshold require approval by 
management before acceptance by the system.  The lack 
of approval creates a suspense file that is reviewed by 
management for clearance on a regular basis.  

    V   

Order Processing Sales terms and prices are not 
approved by the appropriate 
level of management. 

Management review and approve discounts and 
allowances in excess of predefined limits. 

    V   

Order Processing Sales to fictitious customers 
(on credit) are not prevented 
and detected. 

Verify customer information against approved customer 
standing data (i.e. addresses, credit limits, etc.). Items that 
are not matched are researched, corrected and re-entered 
as necessary on a timely basis. 

  A V   

Order Processing Sales to fictitious customers 
(on credit) are not prevented 
and detected. 

Management review transaction files periodically for 
delinquent orders. 

 

    V   

Order Processing Customers' credit limits are not 
controlled.  

Credit limits are established as part of accepting new 
customers.  Sale orders and outstanding receivables are 
compared to establish credit limit before a new order is 
processed.  Orders in excess of credit limit are stored in a 
suspense file to be resolved on a timely basis.   

    V   

Order Processing Duties are not adequately 
segregated. 

Appropriate segregation of duties should be maintained. 
Specifically whether the credit, shipping and invoicing 
functions are segregated from accounts receivable, general 
ledger and cash functions. 

      R 
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Sub process Compliance Risk Controls C A V R 

Invoicing Sales invoice is not generated 
for every approved shipment 
and recorded in the proper 
period.  

Invoices are sequentially pre-numbered and accounted for. 
A manual or system check is performed to ensure 
documents are not missing or duplicated or fall outside of 
a specified range of numbers. All rejected, suspense, or 
missing items are researched, corrected and re-entered on 
a timely basis. 

C A    

Invoicing Invoices generated do not 
represent the actual goods 
shipped. 

Sales personnel reconcile control totals of the invoices 
generated for the day with the total shipments per the 
operational system.  

 

C A     

Invoicing Price, amount, and other 
information on the invoice are 
incorrect. 

System edits exist to validate invoice data input (for 
example, customer name and number, pricing, amounts 
and other information) against approved standing data and 
the sales order system.  Invalid data is rejected for re-entry 
or stored in a suspense file where it is researched, 
corrected and re-entered on a timely basis to ensure 
completeness. 

C A     

Invoicing Price, amount, and other 
information on the invoice are 
incorrect. 

Management's approval is required for invoices over 
specified amounts or unusual terms or discounts and 
allowances in excess of predefined limits.  Invoicing 
personnel examine the sales order for evidence of 
appropriate approval before input.  The lack of approval 
creates a suspense file that is reviewed by management for 
clearance on a regular basis.  

 

    V   
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Sub process Compliance Risk Controls C A V R 

Invoicing Price, amount, and other 
information on the invoice are 
incorrect. 

Performance measures, including the number of invoice-
related customer inquiries and complaints per month, and 
the number and amount of adjustments to prior invoices 
are monitored by management. 

  A     

Invoicing Price, amount, and other 
information on the invoice are 
incorrect. 

Exception reports for invoices over a specified amount 
and invoices containing unusual prices, terms, and 
discounts are prepared and reviewed daily. 

  A V   

Invoicing Duplicate recording of 
invoices is not prevented. 

A manual or system check is performed to ensure invoice 
numbers are not duplicated or fall outside a specified 
range of numbers (check can be preventive or detective).  
All rejected, suspense or missing items are researched, 
corrected and re-entered on a timely basis. 

C A     

Invoicing Duplicate recording of 
invoices is not prevented. 

The invoicing system automatically generates invoices as 
soon as the order has been processed.  

C A     

Invoicing Duties are not adequately 
segregated. 

Appropriate segregation of duties should be maintained. 
Specifically whether the credit, invoicing and cash 
functions are segregated. 

      R 

Cash Receipting Cash receipts are not 
accurately recorded and/or not 
in the proper period. 

Cash receipts are recorded upon receipt and matched to 
customers' accounts and invoices.  

  A V   

Cash Receipting Cash receipts are not 
accurately recorded and/or not 
in the proper period. 

Bank statements are reconciled to cash accounts. 
Discrepancies are researched, corrected, and adjusted as 
necessary on a timely basis. The reconciliations are 
reviewed and approved by appropriate management. 

C A V   



 Appendix D:Refinement Methodology Applied to the Case Studies 

251 

 

Sub process Compliance Risk Controls C A V R 

Cash Receipting Cash receipts are not 
accurately recorded and/or not 
in the proper period. 

Accounts receivable balances are compared to budgeted 
amounts, prior period amounts and industry statistics in 
monthly management accounts. 

C A V   

Cash Receipting Cash receipts do not relate to 
sales and/or are not recorded 
against the correct customer 
account.   

Detailed accounts receivable aging by customer is 
reviewed monthly and any long outstanding balances or 
other unusual balances (i.e. credit balances) are 
investigated.  

C A     

Cash Receipting Duties are not adequately 
segregated. 

Appropriate segregation of duties should be maintained. 
Specifically whether cash receipts functions are 
segregated from those cash disbursements and both are 
segregated from all related functions.  Cash receipts 
functions are segregated from bank reconciliation 
preparation and approval functions.  Cash collection and 
deposit preparation functions are segregated from those 
for recording cash receipts and general ledger entries 

      R 

Distribution and 
Delivery 

Goods are not completely and 
accurately recorded. 

The operational system automatically generates work 
orders or inventory “pick” documents based on feeds from 
the sales order system. Edit checks against the sales order 
system ensure that these documents are complete and 
accurate.  
 
The work orders or inventory “pick” documents are 
sequentially numbered and accounted for. A manual or 
system check is performed to ensure that the numerical 
sequence of these documents is maintained. All rejected, 
suspense, or missing items are researched, corrected and 
re-entered on a timely basis by appropriate personnel.  

C A     
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Sub process Compliance Risk Controls C A V R 

Distribution and 
Delivery 

Goods not ordered are shipped. Warehouse employees complete the work order or “pick” 
the items from inventory and stage the item(s) for shipping 
on the shipping dock. Subsequently, the shipping manager 
performs a one-for–one check between the completed 
work orders or inventory “pick” documents and the 
item(s). Any discrepancies are identified and resolved. 
The check occurs again.  
 
Once the check is completed and approved, the work order 
or inventory “pick” document is noted as “completed” in 
the shipping system which generates the appropriate 
shipping document(s). 

  A V   

Distribution and 
Delivery 

 The warehouse/shipping supervisor/manager periodically 
verifies shipments (types and quantities of goods shipped) 
on a test basis to verify that only ordered en paid goods 
are shipped and shipments are despatched promptly. 

    V   

Distribution and 
Delivery 

Work orders or shipment of 
goods are not input for 
processing. 

On a daily basis, a system report of all open work orders 
or inventory “pick” documents is provided to the shipping 
department manager.  All items are investigated and 
resolved as appropriate. 

C       

Distribution and 
Delivery 

Incorrect postings are made to 
cost of sales and inventory 
and/or are not recorded in the 
proper period. 

Based on the date and time of shipping, the operational 
system appropriately updates inventory/COGS accounting 
records based on quantities shipped (partial shipment of 
orders is permitted).  If a partial order is shipped, the 
remaining items are held in the shipping system as an 
open work orders or inventory “pick” documents. 

  A     
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Sub process Compliance Risk Controls C A V R 

Distribution and 
Delivery 

Incorrect postings are made to 
cost of sales and inventory 
and/or are not recorded in the 
proper period. 

On a daily basis, total shipments from the shipping 
system/shipping log are reconciled to total invoiced and 
paid shipments per the billing system. Discrepancies are 
investigated and resolved as appropriate and the 
reconciliation is performed again. 

C A     

Distribution and 
Delivery 

Incorrect postings are made to 
cost of sales and inventory 
and/or are not recorded in the 
proper period. 

Feedback such as customer complaints is monitored to 
assess completeness, accuracy and validity of shipments. 

C A V   

Distribution and 
Delivery 

Duties are not adequately 
segregated. 

Appropriate segregation of duties should be maintained. 
Specifically whether inventory custody and shipping is 
segregated from the order entry and invoicing functions. 

      R 

Distribution and 
Delivery 

Unauthorized access to 
shipping and billing documents 
is not prevented and detected.   

Blank shipping authorisation, numerically controlled 
shipping documents and bills of lading are secured stored 
in locked cabinets. 

      R 

Distribution and 
Delivery 

Physical unauthorized access is 
not prevented 

Security guards are posted at gates, docks and entry points 
whenever they are open. 

      R 

Distribution and 
Delivery 

Physical unauthorized access is 
not prevented 

Shipping bays and loading docks are closed and locked 
when goods are not being shipped or loaded. 

      R 
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Sub process Compliance Risk Controls C A V R 

Adjustments and 
Ledger 
Maintenance 

Unapproved adjustments are 
input for processing 
incompletely and inaccurately. 

Credit memos are sequentially pre-numbered and missing 
credit memos are investigated and reported to 
management. 

C       

Adjustments and 
Ledger 
Maintenance 

Postings to the revenue and 
receivable accounts in the 
general ledger are not 
complete and accurate. 

The accounting system automatically identifies the 
customer's account number when the credit memo is 
created.  Customers' and claim details are verified against 
the credit claim upon entry. 

  A     

Adjustments and 
Ledger 
Maintenance 

Postings to the revenue and 
receivable accounts in the 
general ledger are not 
complete and accurate. 

The accounting system automatically posts adjustments to 
customers' accounts once the credit memo is authorized by 
the accounts manager. 

  A V   

Adjustments and 
Ledger 
Maintenance 

Adjustment is not made to the 
correct accounts and/or in the 
proper period. 

A one-to-one check of adjustments input into the system 
via a comparison between post input/update reports to the 
adjustment source data for accuracy of key data fields 
including date. 

C A     

Adjustments and 
Ledger 
Maintenance 

Adjustment is not made to the 
correct accounts and/or in the 
proper period. 

Credit memos are automatically processed upon 
authorizations.  Credit memos that have not been 
authorised are reported in the Outstanding Credit Memo 
report before period end processing.  Open credit memos 
are reviewed by management as part of the period end 
procedures. 

C A     

Adjustments and 
Ledger 
Maintenance 

Adjustments are not approved. The appropriate level of management must approve all 
adjustments. Management’s review includes an 
examination of source documentation. Discrepancies are 
resolved.  

  A V   
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Sub process Compliance Risk Controls C A V R 

Adjustments and 
Ledger 
Maintenance 

Duties are not adequately 
segregated. 

Segregation of duties is maintained. Specifically whether 
cash functions are segregated from those for shipping, 
invoicing, credit note processing, accounts receivable and 
general ledger.  The accounts receiveable and general 
ledger functions are segregated. 

      R 

Standing Data 
Maintenance 

Unapproved changes are input 
for processing incompletely 
and inaccurately. 

An appropriate official approves changes made to standing 
data, prior to input. Each change must be supported by 
sufficient documentation. 

    V   

Standing Data 
Maintenance 

Unapproved changes are input 
for processing incompletely 
and inaccurately. 

A one-to-one check of changes input into the system via a 
comparison between post input/update reports to the 
change source documents for completeness and accuracy.  
Discrepancies are resolved and the re-entered data is 
subject to the same control.  

C A     

Standing Data 
Maintenance 

Unapproved changes are input 
for processing incompletely 
and inaccurately. 

For changes in certain types of standing data and /or 
changes outside certain parameters the system produces a 
report of these changes and is forwarded to management 
for their review.  Acceptance of these changes by the 
system is dependent upon management review of 
supporting documentation and approval.   

  A V   

Standing Data 
Maintenance 

Unapproved changes are input 
for processing incompletely 
and inaccurately. 

Sales prices are set by the pricing committee.  Price 
changes are documented.  Price changes are reported after 
input, and are reviewed by management to verify accuracy 
of input. 

  A V   

Standing Data 
Maintenance 

Unapproved changes are input 
for processing incompletely 
and inaccurately. 

Credit checks are performed for all new customers.  
Checks include reviews of credit bureau reports. 

    V   
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Sub process Compliance Risk Controls C A V R 

Standing Data 
Maintenance 

Unapproved changes are input 
for processing incompletely 
and inaccurately. 

To ensure that data remains accurate, the standing data 
owners complete a regular review. Any changes noted by 
the owners are entered via the standard standing data 
change process. 

  A     

Standing Data 
Maintenance 

Duties are not adequately 
segregated. 

Segregation of duties is maintained between the update of 
standing data and the maintenance of financial records 
(i.e. posting or approval of adjustments, reconciliations, 
etc). Exceptions noted are investigated and resolved. If 
management accepts incompatible duties, appropriate 
mitigating controls exist. 

      R 

Information & 
Technology 

Ability to post to the 
accounting records is not 
restricted to authorized users.  

Formal authorization by application owner is required for 
access to specific accounting records. Management 
reviews access rights periodically to ensure only 
authorized individuals have access and for segregation of 
duties. Exceptions noted are investigated and resolved. 

    V R 

Information & 
Technology 

Unauthorized access to the 
accounting records is not 
prevented and detected. 

Access controls such as user IDs and passwords are 
utilized and specific to each application. Multiple failures 
to log on invalidate the user ID and is reported via an 
exception report. Management investigates and resolves 
all items. 

      R 

Information & 
Technology 

Duties are not adequately 
segregated. 

The adequacy of IT department controls in situations 
where we may rely on computerised processing controls 
or functions, specifically: the adequacy of IT operating 
procedures, the reliability of program change controls, the 
adequacy of general access controls. 

      R 
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