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Introduction

Network neutrality means many things to many people. In tele-
communications policy circles as well as academia this issue has been 
around for at least a decade now,1 while there still is substantial disagreement 
on what network neutrality actually means. This in and of itself provides 
ample opportunity to write a dissertation on the topic of network neutrality, 
and indeed some have gone before me in this endeavor, for instance in 
economics, regulatory theory and Swiss law, and European competition 
law.2 The present doctoral thesis complements this aforementioned doctoral 
research by focusing on network neutrality in relation to various fields of 
European law, and bundles five independently published articles. Before 
outlining what this dissertation will contribute to the vast array of scholarly 
writing on network neutrality, it is necessary, first, to explain what network 
neutrality entails, at least for the purposes of the present research.

Network Neutrality is Normative 

Because this dissertation is made up of five articles previously published in 
academic journals, each of the following chapters—corresponding with the 
articles—will feature an introduction defining network neutrality. Rather 
than repeating these definitions that will follow, perhaps ad nauseam, it 
is worthwhile to outline descriptive themes emerging from across these 
papers, and track how the concept of network neutrality has evolved as this 
dissertation project progressed. 
 The first thing that stands out is that network neutrality is a normative 
concept—it implies that ‘the’ network should be neutral. The network refers 

1 Tim Wu is often credited with coining the term ‘network neutrality,’ Tim Wu, ‘Network 
neutrality, broadband discrimination’ (2003) 2 Journal on Telecommunications & 
High Technology Law 141, while Lemley and Lessig first drew broad attention to 
the underlying problematic of network neutrality in Mark Lemley and Lawrence 
Lessig, ‘The End of End-to-End: Preserving the Architecture of the Internet in the 
Broadband Era’ (2000) 48 UCLA Law Review 925. However, the issue dates back 
to the early days of the Internet, when visionaries like Eli Noam already alluded to 
the unavoidability of a network neutrality debate, Noam Eli M, ‘Beyond liberalization 
II: The impending doom of common carriage’ (1994) 18 Telecommunications Policy 
435–452.

2 See, e.g. Emin Köksal, ‘Regulation and Competition in Telecommunications: 
The Case of Network Neutrality’ (Marmara University, 2008); Simon Schlauri, 
‘Network Neutrality: Netzneutralität als neues Regulierungsprinzip des 
Telekommunikationsrechts’ (Zurich University, 2010); Katerina Maniadaki, ‘Net 
Neutrality and EU Competition Law’ (King’s College London, 2012).
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to a great number of interconnected broadband networks on which the 
Internet runs. Communication between these networks mainly takes place 
according to TCP/IP (Transmission Control Protocol/Internet Protocol), a 
standard of design and network architecture principles according to which 
the Internet functions.3 One of the foundational principles of TCP/IP is end-
to-end connectivity. ‘End-to-end’ designates where agency is located on 
networks, namely at its ends or edges. The edge of the network is where end-
users—actual people through applications—send and receive information 
online. It makes sense overall, therefore, to locate the actual functionality of 
the network here.4 A popular explanation of end-to-end refers to the network 
itself as ‘dumb pipes,’ whose only purpose is to transfer Internet traffic in 
between intelligent nodes.5 This traffic takes place in the form of packets, 
into which a form of Internet communication—say, an email—is dissembled 
by a router connected to the sending end-user, to be re-assembled by the 
router of the receiving end-user. The end-to-end principle implies that the 
routing of packets takes place on an egalitarian basis. After all, the capacity of 
networks is not infinite so that not all packets can be processed by routers at 
once. End-to-end implies that in case of congestion, packets will be handled 
according to the first-come-first-serve principle. 
 This egalitarian end-to-end routing is what network neutrality refers to. 
When explained as a design principle as was done above, little seems to be 
normative about it. However, end-to-end connectivity stems from the age 
of narrowband Internet, when there was little need to differentiate between 
Internet traffic. That changed radically with the advent of broadband Internet, 
which introduced (1) services that require amounts of bandwidth that were 
unheard of in the age of narrowband—such as YouTube; (2) services that are 
more delay-sensitive than with narrowband—such as Skype; and (3) services 
whose reliability is so crucial that they require special and unobstructed 
routing—such as telemedicine. Assuming unlimited bandwidth is not a 
realistic option, these broadband services do not fare well with absolutely 
neutral end-to-end routing: while delay in email traffic of a few milliseconds 
will not be noticed, a similar delay seriously impairs the quality of a Skype 
conversation.6 Differentiated treatment between services that leaves behind 
the original end-to-end principle could allow for more efficient, functional, 

3 See D. Clark, ‘The design philosophy of the DARPA internet protocols’ (ACM 1988), 
SIGCOMM ’88 for an exposé of the principles underlying TCP/IP.

4 See J. H. Saltzer, D. P. Reed, and D. D. Clark, ‘End-to-end arguments in system 
design’ (1984) 2 ACM Transactions on Computer Systems (TOCS) 288 for the 
seminal computer science article introducing the end-to-end principle. 

5 See David Isenberg, ‘The Rise of the Stupid Network’ [1997] Computer Telephony 
16–26

6 This example will be used continuously throughout this dissertation. It is, in the 
author’s opinion, a helpful illustration of end-to-end routing in relative layman terms 
which justifies its repeated usage.
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and reliable usage of bandwidth-intensive and time-sensitive broadband 
services. This is where the normative aspect of network neutrality comes in: 
it assumes that the neutral principles of the narrowband-based end-to-end 
Internet should be maintained in the age of broadband. 
 The supposed necessity of continued end-to-end principles has been argued 
forcefully by network neutrality advocates7 mainly because of the role that 
Internet Service Providers (ISPs) play in routing Internet traffic. It is commonly 
through ISPs such as British Telecom, France Telecom or Deutsche Telekom 
that end-users have access to the Internet. These ISPs—often part of former 
State monopoly telecommunications providers—offer wholesale network 
capacity to re-sellers and/or retail Internet access to end-users. These ISPs have 
seen themselves confronted with the growth of the broadband services outlined 
above, which requires substantial and costly upgrading of network capacity—
for instance from copper DSL to glass fiber architecture.8 A return on those 
capacity-increasing investments could come from end-users, yet ISPs have 
increasingly turned to content and service providers (CSPs) on their networks—
such as Google and Facebook—to increase revenue. As former (American 
telecommunications provider) AT&T CEO Ed Whitacre famously remarked:

How do you think they’re [Google et al.] going to get to 
customers? Through a broadband pipe. Cable companies have 
them. We have them. Now what they would like to do is use my 
pipes free, but I ain’t going to let them do that because we have 
spent this capital and we have to have a return on it. So there’s 
going to have to be some mechanism for these people who use 
these pipes to pay for the portion they’re using. Why should 
they be allowed to use my pipes?9

7 See, e.g. La Quadrature du Net, Time for EU-Wide Net Neutrality Regulation: 
Response to the European Commission’s questionnaire on Net neutrality (2010), 
http://ec.europa.eu/information_society/policy/ecomm/doc/library/public_consult/
net_neutrality/comments/05internet_tech_industry_orgs/lqdn.pdf at 2:

 At the core of the debate on network neutrality is the protection of the architectural 
design of the Internet, and more specifically the end-to-end principle, which 
asserts that thethe [sic] control over Internet communications should happen at 
its endpoints. In this architecture, the interconnected networks that form physical 
infrastructure of the global Internet impose very little constraint on the behaviors 
of end-users and there fore maximizes their freedom of communication. The 
“transmission pipe” does not discriminate against the source, destination or actual 
content of the data transmitted over the network. In that sense, the networks are 
said to be neutral, and treat equitably all IP compatible communications.

8 See Daniel F. Spulber and Christopher S. Yoo, Networks in Telecommunications: 
Economics and Law (Cambridge University Press 2009) at 13-118 for a thorough 
introduction into the economics of network and telecommunications industries.

9 Bloomberg Business week, ‘At SBC, It’s All About “Scale and Scope”’ (November 7, 
2005), http://www.businessweek.com/magazine/content/05_45/b3958092.htm. 



Network Neutrality and European Law

16

The interest of ISPs to manage their networks beyond end-to-end 
connectivity, however, may go beyond a desired return on investment. This 
has to do with the role ISPs have on the two-sided market that is broadband 
Internet. Two-sided markets feature a platform that connects and caters to 
two different markets,10 such as a newspaper that sells advertising space to 
advertisers on one end of the market, while selling subscriptions to readers 
on the other end. The newspaper is the platform where advertisers and 
readers meet. Broadband can also be considered a two-sided market, in 
which ISPs are the platforms through which end-users and CSPs interact.11 
After all, typically the only way for an end-user to connect to Google—and 
vice versa—is through an ISP. Because broadband connectivity as such 
seems to be on a steady path to commoditization,12 ISPs may be interested 
to explore new revenue sources that capitalize on their platform position 
on the two-sided market in which they operate. For instance, prioritized 
routing could be offered to CSPs who value this, or ISPs could enter into 
exclusive partnerships with high-valued CSPs—both of which encroach on 
the neutrality of the end-to-end principle. 
 There are many ways in which ISPs can manage their networks beyond 
the ‘dumb pipe’ approach of end-to-end. These are usually grouped into 
three categories: blocking; degrading; or prioritizing of traffic. Blocking is 
rather straightforward: ISPs block certain traffic streams from reaching end-
users altogether.13 Blocking seems a crude tool for ISPs to employ, and has 
often been compared to censorship practices in the popular press. However, 
blocking may be the kind of network management performed most often, 
often non-controversially. ISPs for instance spend a significant portion of 
their capacity to block spam, viruses, spyware and other forms of malware—
blocking without which normal Internet access would be impossible.14 ISPs 

10 Jean-Charles Rochet and Jean Tirole, ‘Platform Competition in Two-Sided Markets’ 
(2003) 1 Journal of the European Economic Association 990–1029; Jean-Charles 
Rochet and Jean Tirole, ‘Two-Sided Markets: A Progress Report’ (2006) 37 The 
RAND Journal of Economics 645–667

11 John Musacchio, Galina Schwartz, and Jean Walrand, ‘A Two-Sided Market Analysis 
of Provider Investment Incentives with an Application to the Net-Neutrality Issue’ 
(2009) 8 Review of Network Economics 22

12 Pierre Larouche, ‘Network Neutrality: The Global Dimension’ [2011] http://ssrn.
com/abstract=1909811, 4

13 FCC Report and Order, ‘In the Matter of Preserving the Open Internet and Broadband 
Industry Practices, GN Docket No. 09-191, WC Docket No. 07-52, FCC 10-201’ 
(December 21, 2010) sec. 21–23

14 Since spam and malware cause most problems at an ISP level, it is only natural for 
ISPs to form the first line of defense against it. See Shelley Cobos, ‘A Two-Tiered 
Registry System To Regulate Spam’ (2003) 7 UCLA Journal of Law and Technology; 
Steven Hofmeyr, Tyler Moore, Stephanie Forrest, Benjamin Edwards, and George 
Stelle, ‘Modeling Internet-Scale Policies for Cleaning up Malware’, Tenth Workshop 
on the Economics of Information Security 2011
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are also involved in blocking child abuse images15 or—more controversially—
copyright infringing content, and are sometimes even forced by law to do 
so.16 Having said that, ISPs also have some record of more questionable 
blocking behavior, such as blocking access to Skype and other Voice over IP 
(VoIP) services on mobile broadband networks.17

 Degrading of traffic is different from blocking in that degraded traffic 
still reaches its destination, albeit in an impaired manner.18 For example, 
an ISP could allocate less bandwidth to peer-to-peer (P2P) traffic in order 
to bring down the network capacity taken up by P2P traffic at moments of 
congestion. The practical result of this degradation for end-users would 
be that their P2P downloads would slow down considerably. By the same 
token, streaming video traffic could be degraded so that HD quality is not 
supported. 
 Traffic prioritization refers to network management of different types 
of traffic relative to each other. Some traffic could be prioritized over other 
traffic by ISPs.19 The necessity of such prioritization seems straightforward 
in some circumstances, such as the above-mentioned example of latency 
in VoIP and email. However, in a situation of vertical integration20 traffic 
prioritization may become more suspect, such as when an ISP prioritizes 
its own content—say, a streaming video service—over competing content 
providers. 
 The distinction between blocking, degrading and prioritizing is not 
always clear-cut—in practice various forms of network management 
blend over into each other. For instance, prioritizing some traffic can have 
degradation of other traffic as a consequence. Moreover, when traffic is 

15 For an overview, see Marie Eneman, ‘Internet service provider (ISP) filtering of child-
abusive material: A critical reflection of its effectiveness’ (2010) 16 Journal of Sexual 
Aggression 223, 224

16 See, e.g. Twentieth Century Fox et al. v British Telecommunications, EWHC 
1981 (Ch) (2011)

17 BEREC, BEREC preliminary findings on traffic management practices in Europe 
show that blocking of VoIP and P2P traffic is common, other practices vary widely, 
press release (March 12, 2012) http://www.erg.eu.int/doc/2012/TMI_press_release.
pdf

18 FCC Report and Order, cited supra note 13, sec. 29
19 Id., sec. 24-28
20 Vertical integration concerns a situation in which one firm is integrated across 

multiple levels of a supply chain, for instance, a cable TV provider who also owns 
TV stations. In terms of the Internet, this translates to an ISP who is also active as a 
content provider. See Joseph J. Spengler, ‘Vertical Integration and Antitrust Policy’ 
(1950) 58 Journal of Political Economy 347–352 for the seminar article on vertical 
integration and competition law, and Joseph Farrell and Philip J Weiser, ‘Modularity, 
Vertical Integration, and Open Access Policies: Towards a Convergence of Antitrust 
and Regulation in the Internt Age’ (2003) 17 Harvard Journal of Law & Technology 
85 for an application of vertical integration policy to network neutrality.
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degraded to such an extent that normal usage has become near-impossible 
it may as well be considered as blocking. Also, for end-users the distinction 
between the various kinds of network management is very hard to make. 
When a certain service online is slow it may be unclear whether this is due 
to for instance degrading of some traffic, or prioritizing of other traffic by 
a provider—or alternatively not a consequence network management at all, 
but of simple congestion in the network. 

What binds these three forms of network management together, is that 
they all have become facts of life in broadband: increased active network 
management by ISPs is a necessity to allow for functional broadband access—
which indeed is acknowledged by some network neutrality proponents.21 
At the same time, the platform—some would say gate-keeping—position 
that ISPs hold may incentivize ISPs to employ such network management 
techniques in anticompetitive or otherwise unlawful ways. It should not be a 
point at issue whether or not ISPs should perform network management in 
the first place. This is where the normative aspect of the network neutrality 
becomes problematic. What the network neutrality debate is about is not 
whether or not ISPs can perform network management in the first place, 
but what kind and how much network management they should be allowed 
to perform. Therefore, throughout this dissertation ‘network management’ 
will be the central concept to be discussed, which is both a more objective 
term than network neutrality and more in line with the everyday reality in 
broadband.

Network Neutrality in Europe

Another constant in the discussion on network neutrality is the emphasis 
on the state of affairs in the United States, and the regulatory approach 
towards the issue there. Only around 2007 did advocates and academics 
in Europe become interested in the issue, whose efforts centered on 
introducing the topic in a European legal and policy context.22 The initial 
response of the EU institutions was to downplay network neutrality as a 
point for concern in Europe, and regard the issue as mainly an American 
problem.23 It was assumed that “[t]he competitive markets together with the 
current provisions on access and interconnection, should […] be sufficient 
to protect ‘net freedoms’ and to offer a suitably open environment for both 
European consumers and service providers.”24 While this statement suggests 

21 See, e.g. Wu, cited supra note 1, at 155
22 See, e.g. Filomena Chirico, Ilse Van der Haar, and Pierre Larouche, ‘Network 

Neutrality in the EU’ [2007] TILEC Discussion Paper DP 2007–030
23 European Commission, ‘Commission Staff working Document: Impact Assessment 

SEC(2007) 1472’, 2007 91
24 Id., at 92
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that an overall hands-off approach for network management was favored 
by the European Commission, at the same time it was acknowledged that 
the then Regulatory Framework for Electronic Communications “does not 
provide NRAs with the means to intervene were the quality of service for 
transmission in an IP-based communications environment to be degraded 
to unacceptably low levels, thereby frustrating the delivery of services from 
third parties.”25

At this point in time European policymakers seemed to struggle with 
network management, uncertain how to respond to the issue—if at all. It was 
this uncertainty that prompted the present PhD research. On the one hand it 
was assumed that the structure of the existing regulatory framework would 
be sufficient to address network neutrality concerns, while on the other hand 
the Commission conceded that there were indeed legitimate issues raised 
by the network neutrality debate that needed to be addressed. What was 
needed, therefore, was a thorough investigation into whether or not network 
management by ISPs should be regulated, and if so, what kind of regulation 
would be appropriate and on what grounds this regulation should rest. A 
PhD dissertation seems to be the appropriate medium to address broad 
questions like these. 

The network neutrality debate in Europe became prominent while the 
EU institutions were in the process of modifying the entire Regulatory 
Framework for Electronic Communications—the ‘package’ of European 
telecommunications law.26 The regulatory state of affairs was changing 
rapidly and constantly throughout this PhD research, which started in 
January 2009. For example, by the end of 2009 the European institutions 
adopted a significantly amended version of the Regulatory Framework for 
Electronic Communications,27 the adoption process of which had been 
held up by network neutrality concerns.28 The discussion on network 
management was not finished, however, with a new Framework adopted. 

25 Id. 
26 As will be explained in chapters one and five, European electronic communications law 

is a highly harmonized field, which implies that national electronic communications 
law in Europe is heavily premised on European law in this field.

27 Directive 2009/140/EC of the European Parliament and of the Council of 25 
November 2009 amending Directives 2002/21/EC on a common regulatory 
framework for electronic communications networks and services, 2002/19/EC on 
access to, and interconnection of, electronic communications networks and services, 
and 2002/20/EC on the authorisation of electronic communications networks and 
services OJ [2010] L. 337/37; Directive 2009/136/EC of the European Parliament 
and of the Council of 25 November 2009 amending Directive 2002/22/EC on 
universal service and users’ rights relating to electronic communications networks, 
Directive 2002/58/EC concerning the processing of personal data and the protection 
of privacy in the electronic communications sector and Regulation (EC) No 
2006/2004 on consumer protection cooperation OJ [2010] L. 337/11

28 See infra chapter 1
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Ever since the amended Regulatory Framework has been in force, there 
have been calls to amend it again to introduce stronger or weaker network 
neutrality regulation.29 On a Member State level, the implementation of the 
Framework’s directives into national law has also fuelled further discussion 
on network neutrality, which in some cases is still ongoing.30

There are two ways for an academic to respond to this policymaking in 
flux. One approach would be to take a step back from ongoing developments, 
and focus on a more theoretical analysis on a meta level. This research project, 
alternatively, has taken a stronger bottom-up approach by closely following 
network neutrality policy as it developed on a European and national level, and 
responding to these developments. The European institutions for instance have 
gravitated towards transparency regulation vis-à-vis network management, to 
increase consumer empowerment and market mechanisms concerning the 
blocking, degrading and prioritizing practices by ISPs. The feasibility and 
efficiency of such a transparency policy had not been tested, however. This 
created an opportunity to investigate the expected impact of transparency 
regulation in broadband, and contribute to ongoing policymaking by 
conducting an experiment that compares possible policy scenarios. 

Moreover, the often rapid developments in policymaking have been 
premised on even faster technological progress in broadband markets. One 
of the corner-stones of this PhD research, as it will turn out, is that broadband 
Internet is an emerging market with great uncertainty about the future 
evolution of demand.31 The speed with which innovation in broadband takes 
place requires continuous investment by the private sector, and is hard to 
keep up with for regulators. By the end of 2008 mobile broadband adoption 
was still relatively insignificant, but by the middle of 2011 it had become the 
main competitive battleground for ISPs and moved to the forefront of the 
network neutrality debate in countries such as the Netherlands.32

In short, the continuous technical, market and regulatory developments in 
broadband did not allow for an all-encompassing, conclusive research project 
on network neutrality and European law. Instead of writing a monograph, 
therefore, along the way it turned out to be more appropriate to write a 
number of separate articles that would address relevant—and related—
questions on network neutrality in Europe based on recent developments. 

29 See, e.g. European Parliament resolution on the open internet and net neutrality 
in Europe [2011] B7-0572/2011 (calling for stronger regulation of network 
management), and European Grouping of Societies of Authors and Composers 
(GESAC), ‘GESAC’s Submission to the Consultation on the Open Internet and Net 
Neutrality in Europe’, 2010 (calling for increased leeway for network management 
vis-a-vis copyright law enforcement).

30 See infra chapter five
31 Infra, chapter one.
32 Kevin O’brien, ‘Dutch Lawmakers Adopt Net Neutrality Law’, New York TimesJune 

22, 2011, sec. Technology
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The eventual output of this project is five articles that stand up on their own. 
However, the separate articles do carry a common theme that binds them 
together in an overall argument. Hence, these five articles are now compiled 
in one book. 

Outline

The main contribution of this dissertation is a number of answers to the 
question whether or not network management of ISPs needs regulation on a 
European level, and if so, on which legal grounds and what kind of regulation 
would be appropriate. This main question is addressed on a number of levels. 
The ‘traditional’ European approach to telecommunications regulation 
is taken as a starting point, which consists of a regulatory approach that 
is supplementary to European competition law. Overall, according to 
the European rationale sector-specific regulation of telecommunications 
markets—broadband included—is appropriate as long as the ex post 
application of competition law falls short. In case of so-called Significant 
Market Power (SMP) in telecommunications the main part of the Regulatory 
Framework for Electronic Communications can be applied.33 For this 
research project, the Regulatory Framework has been taken as the point of 
departure.34 This relates to the main question of the research in the form of 
a first sub-question: is the approach of the Regulatory Framework sufficient 
to address network neutrality concerns? 
 Two chapters of this dissertation are devoted to this first sub-question. 
The first chapter, published in the Federal Communications Law Review,35 
evaluates European telecommunications regulation by comparing it to its 
American counterpart in terms of its responsiveness to the issues raised by 
network management. This first chapter establishes the uncertain evolution 
of future demand in broadband, and asks how the American and European 
regulatory regime respond to this uncertainty. This evaluation offers insights 
into how well in theory the European Regulatory Framework is equipped to 
deal with increased network management by ISPs. 
 From the theory of chapter one, chapter two moves to a more practical 
territory. While the first chapter was in press, the European institutions 
pushed forward with transparency regulation as a policy response to network 
management. In principle this transparency policy is a light-touch regulatory 
approach that—within the confines of the law—allows network management 

33 For more details on this mechanism, see infra, chapter 1
34 For a extensive analysis of network management and EU competition law, see 

Maniadaki (2012), cited supra note 2
35 Jasper P. Sluijs, ‘Network Neutrality Between False Positives and False Negatives: 

Introducing a European Approach to American Broadband Markets’ (2010) 62 
Federal Communications Law Journal 77–117
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by ISPs in principle, but requires ISPs to disclose their network management 
policies to end-users. The second chapter of this dissertation, published 
in Telecommunications Policy,36 critically evaluates this transparency 
policy. This chapter is most closely related to practical policymaking in 
telecommunications, as it responds to an urgent policy concern. The research 
underlying chapter two was commissioned by the Netherlands Ministry 
of Economic Affairs, as the Dutch government required input on how to 
implement the European transparency requirements practically into the 
Dutch Telecommunications Act. In order to come up with a forward-looking 
evaluation of transparency regulation in broadband for the ministry, a lab 
experiment was conducted in which people interacted as market actors in a 
number of (transparency) policy scenarios. This experiment, the subsequent 
report for the government,37 and the academic paper that resulted from this 
were executed in collaboration with two economists, Florian Schuett and 
Bastian Henze. 
 These first two chapters cannot provide a definitive conclusion on the 
sufficiency of the Regulatory Framework to deal with the (future) challenges 
that network management pose. However, these chapters do allow for the 
tentative conclusions on whether or not the Framework is overall well-
adapted to regulatory challenges posed by network management, and 
whether the current regulatory approach the European institutions have 
chosen as regards network management can be expected to be sufficiently 
efficient. Such findings naturally do not exclude parameters to assess the 
sufficiency of the regulatory framework vis-à-vis network management 
other than efficiency. The following two chapters of this dissertation react 
to assertions—mainly from civil society—that the Regulatory Framework 
is somehow not enough to mitigate the supposed concerns that increased 
network management by ISPs raise. 
 During the adoption process of the new Regulatory Framework the 
European debate on network management took a strong human rights 
turn. It was alleged by various civil society organizations that departure 
from network neutrality principles would pose a threat to human rights—
particularly the freedom of expression and privacy of citizens—in ways 
that could not be mitigated by the Regulatory Framework. Indeed, the 
Framework is premised on an economic approach to telecommunications 
that arguably does not factor in human rights. Therefore, chapters three 
and four address the question of whether or not there is a need to regulate 

36 Jasper P. Sluijs, Florian Schuett, and Bastian Henze, ‘Transparency regulation 
in broadband markets: Lessons from experimental research’ (2011) 35 Tele-
communications Policy 592–602

37 B. Henze, F. Schuett, J. Sluijs, Network Neutrality and Transparency: Theory, 
Experimental Research, Policy Conclusions [2010], available at www.rijksoverheid.
nl/bestanden/documenten-en-publicaties/rapporten/2010/09/01/network-
neutrality-and-transparency/tilec-transparency-final.pdf
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network management beyond the current approach of the Framework on 
human rights grounds. 
 Chapter three, published in the Human Rights Law Review,38 focuses on 
freedom of expression according to the European Convention on Human 
Rights (ECHR), and asks whether certain forms of network management 
can violate freedom of expression following ECHR case law. Chapter four, 
written together with Bert-Jaap Koops and published in the European Journal 
of Law and Technology,39 addresses a similar question, this time focusing on 
the right to privacy according to the ECHR. These two chapters are not 
conclusive on whether network management affects human rights in general 
in such a way that extra regulation is needed, but they do provide suggestions 
as to whether network management leads to a legitimate concern for the 
privacy and free expression of European citizens according to the ECHR. 
 The fifth and final chapter of this dissertation, published in the Common 
Market Law Review,40 deals with the consequences of the regulatory path the 
European institutions have chosen for network neutrality, and particularly 
how this has played out on a Member State level. Arguably because of 
the apparent human rights concerns that network management raised, a 
number of Member States through their national parliaments deemed the 
transparency approach of the Regulatory Framework inadequate. Hence, 
in the Netherlands, Belgium and France amendments were introduced by 
Parliament that would regulate network management beyond the European 
Framework, for instance—such as in the Netherlands—by introducing an ex 
ante ban on blocking of traffic, subject to exceptions. At the same time, other 
Member States such as Germany and the UK followed closely the approach 
of the Regulatory Frameworkto network management. Therefore, it would 
be interesting to investigate how the findings of the previous chapters are in 
line with regulatory developments on a Member State level, and if not, what 
the EU could do to address this. 
 The separate articles outlined above are interlinked in that they move 
from theory, to ex ante evaluation, to ex post assessment of the European 
response to the network neutrality debate as it stands now. This will allow 
for connecting a number of findings stemming from the separate articles, 
which will be highlighted in the conclusion to this dissertation. 

38 Jasper P. Sluijs, ‘From Competition to Freedom of Expression: Introducing Art. 10 
ECHR in the European Network Neutrality Debate’ (2012) 12 Human Rights Law 
Review 509-554

39 Bert-Jaap Koops and Jasper P. Sluijs, ‘Network Neutrality and Privacy According to 
Art. 8 ECHR’ (2012) 3:2 European Journal of Law and Technology 1

40 Jasper P. Sluijs, ‘Network Neutrality and Internal Market Fragmentation’ (2012) 49:5 
Common Market Law Review, 1647–1674
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Methodology

Before delving into the substantial part of this dissertation, it is appropriate 
to briefly discuss the methodological approaches that have been followed 
throughout this research project. The five articles in this dissertations do not 
follow a uniform methodology, as they reach from policy-oriented desktop 
studies, to experimental economic research, to doctrinal legal scholarship. 
Moreover, a number of different legal domains have been factored into 
this research. Chapter one, though heavy on theory, aims to be policy 
oriented and has been driven by desktop research. It covers both EU and 
US telecommunications law and regulation, and employs the methodology 
of comparative legal research. The second chapter is driven by an economic 
interpretation of law, by means of an experimental research design and the 
statistical analysis of the results thereof. The legal analysis of this second 
chapter concerns EU law. The third and fourth chapters are most close to 
traditional, doctrinal legal research because of their exclusive focus on the 
ECHR—and therefore are situated mainly outside the realm of EU law. 
The closing chapter is, like the opening chapter, policy-oriented while, in 
substance, leaning perhaps most heavily on EU law. 
 The multi-disciplinarity of this dissertation illustrates that network 
management is a matter too multi-faceted and complex to be approached 
exclusively from an economic, policy-driven, or single legal domain’s point 
of view. This dissertation naturally cannot provide all the answers, but if 
anything it does satisfy the need to study network management through 
various (legal) disciplines in order to come up with a valuable academic 
contribution to the network neutrality debate. 
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Chapter one

Network Neutrality between False Positives 
and False Negatives: Introducing a European 
Approach to American Broadband Markets

(2010) 62 Federal Communications Law Journal 78-117 

Network neutrality has become a contentious issue both in Europe and the US. Regulators 
on both sides of the Atlantic face digital divides in their society, and are confronted with the 
potentially conflicting policy goals to incentivize private investment in next generation 
broadband, while maintaining ‘neutral’ and competitive broadband networks. This 
article compares nascent American and European network neutrality policy in terms of 
regulatory error costs. Emerging markets such as broadband are more likely to be affected 
by regulatory errors, and these errors have graver consequences in emerging markets than 
in conventional markets. US telecommunications policy traditionally has advanced a 
trial-and-error approach of categorical intervention against specific regulatory errors. 
However, analysis shows that categorical regulation misrepresents the complexity of 
network neutrality and emerging broadband markets. European telecommunications 
policy on the other hand may have the potential to employ a dynamic regulatory 
mechanism that allows for targeting more regulatory errors at once, but fails to live up to 
this promise with network neutrality. Therefore, this article recommends US policymakers 
to develop an analytic and dynamic regulatory model for network neutrality, which 
builds on European precedent yet learns from European regulatory mistakes. A practical 
reform scenario suggests such a model is best implemented by the FCC, which has the 
opportunity to draft a comprehensive National Broadband Plan under the Stimulus Act. 
With its National Broadband Plan, the FCC should position itself to monitor broadband 
markets, and deal with network neutrality in a flexible and transparent manner.

Introduction

Since the early twenty-first century, the network neutrality debate has been a 
heated discussion concerning the amount of control (network management) 
that network operators and service providers have over the traffic of 
content on their network. This debate is particularly pressing in light of the 
development of next-generation broadband infrastructures. The academic 
network neutrality discourse has taken place mainly in the United States. 
Recently, however, the debate on network neutrality has gained traction 
among European academics and regulators as well. 

There are clear differences between the U.S. and European telecom 
markets and the regulation thereof. Most clearly, Europe comes from a 
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tradition of state monopolies; whereas, U.S. telecommunications operators 
have almost always been private enterprises. Late 2008 and early 2009 
have witnessed development in telecommunications policy and the network 
neutrality dispute on both sides of the Atlantic. The FCC made its landmark 
decision in the Comcast case.1 The Obama Administration is currently 
formulating its telecommunications policies. The American Recovery and 
Reinvestment Act’s (Recovery Act) Broadband Technology Opportunities 
Program (BTOP) underscores the Administration’s dedication to 
incentivizing development of “neutral” broadband networks throughout 
the United States.2 At the same time, European regulators are reviewing 
their regulatory framework for telecommunications, which consists of an 
elaborate set of laws applicable to all EU member states. European lawmakers 
are also in the process of developing a strategy of fostering broadband 
deployment under a comprehensible network-management regime.3 In fact, 
the New York Times reports that European telecommunications reform has 
drawn considerable interest from U.S. lobbyists for the telecommunications 
industry.4 It would thus be a worthwhile endeavor to critically compare the 
regulatory actions of both the European Institutions and the U.S. Congress 
and FCC concerning network management and broadband deployment.5

The present Article offers a critical review of U.S. and European 
telecommunications policy in relation to network neutrality and network 
management and investigates which aspects of European broadband policy 
may be worth emulating in the United States. In an attempt to minimize 
regulatory errors, European regulators in telecommunications have 
developed an analytical legal mechanism in which antitrust and sector-

1 Formal Complaint of Free Press & Pub. Knowledge Against Comcast Corp. for 
Secretly Degrading Peer-to-Peer Applications, Memorandum Opinion and Order, 
23 F.C.C.R. 13028 (2008).

2 See 47 U.S.C. § 1305(j) (2009) (requiring adherence to 20 F.C.C.R. 14986 (2005) 
for grants under the Act).

3 See Parl. Eur. Doc. (SEC 2007) 1472, at 90-102 [hereinafter “Impact Assesment”].
4 Kevin J. O’Brien, U.S. Lobbyists Angle for Influence in Europe’s Net Neutrality 

Debate, N.Y. Times, March 8, 2009, available at http://www.nytimes.
com/2009/03/08/ technology/08iht-neutral.1.20669185.html.

5 See David Lazer & Viktor Mayer-Schönberger, Governing Networks: Tele-
communication Deregulation in Europe and the United States, 27 Brook. J. 
Int’l L. 819 (2002) (providing comparative studies on European and American 
telecommunications policy); Amit M. Schejter, ‘From All my Teachers I Have Grown 
Wise, and from my Students more than Anyone Else’: What Lessons Can the US 
Learn from Broadband Policies in Europe? 71 Int’l Comm. Gazette 429 (2009). See 
also Rebecca Wong & Daniel B. Garrie, Network Neutrality: Laissez-Faire Approach 
or Not?, 34 Rutgers Computer & Tech. L.J. 315 (2008) (offering a specific and 
comparative study on network neutrality in the EU and United States).
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specific regulation interact.6 This mechanism allows for close monitoring of 
markets under antitrust law and permits regulation in case of demonstrated 
market failure. This regulatory mechanism is slated to be lifted when the 
regulated market becomes competitive again. 

However well developed this European system may be, there are many 
relevant points for criticism. European lawmakers struggle with network 
neutrality, and weak compromises have arisen out of conflicts between 
European regulatory bodies. These compromises led to a wait-and-see 
stance toward network neutrality. This Article will argue that such a wait-
and-see policy is not the optimal approach when considering that broadband 
is a complex emerging market. Rather, a more dynamic policy that balances 
investment incentives and externalities in next-generation broadband is 
recommended.7 The European willingness to compromise provides an 
opportunity for U.S. regulators to develop a policy that broadly follows the 
European legal framework, but is better developed in terms of network 
neutrality issues. As the FCC is required to produce a national broadband plan 
under the Recovery Act,8 it has ample opportunity to develop such a dynamic 
strategy to further broadband deployment throughout the United States.

The structure of this Article is as follows: Section I will provide a short 
background on the network neutrality debate by examining its technical, 
legal, and economic context. To further demonstrate the complexity of 
developing a comprehensive network neutrality policy, this Article defines 
particulars of the emerging broadband market. Section II will examine 
U.S. and European telecommunications policies. This Article’s analysis 
of U.S. telecommunications policy will focus on the most recent events 
in network neutrality and network management—the Comcast case, the 
Recovery Act, and the FCC’s Notice of Proposed Rulemaking. This Article 
will then discuss how Congress and the FCC have progressively deregulated 
the telecommunications sector and how recent developments may signal a 
reversal of those deregulatory tendencies.

The background of European telecommunications policy will be  
discussed in order to show how the interaction between sector-specific 
regulation and antitrust has developed in the EU. Pan-European policy 
was implemented to allow for an internal, competitive European 
telecommunications market, which would fuel innovation, increase diversity 
and quality, and lower prices. This policy has largely been successful. The 
current review process of the European regulatory framework has attempted 

6 See generally Damien Geradin & Michel Kerf, Controlling Market Power in 
Telecommunications: Antitrust vs Sector-specific Regulation (2008).

7 See Pietro Crocioni, Leveraging of Market Power in Emerging Markets: A Review of 
Cases, Literature, and a Suggested Framework, 4 J. of Competition L. & Econ. 449, 512 
(2008).

8 American Recovery and Reinvestment Act of 2009, Pub. L. No. 111-5, 123 Stat. 115 
(2009).
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to address network neutrality concerns. Closer analysis demonstrates this 
preliminary European network neutrality policy to be too cautious, and 
practical problems may arise.

However, Section III argues that, notwithstanding these practical 
problems, the European framework potentially offers an optimal approach 
for dealing with network neutrality issues and fosters development of 
next-generation broadband networks. This argument finds support in U.S. 
and European telecommunications policies that relate to regulatory error 
costs. Analysis shows that, in an emerging market, such as next-generation 
broadband, not only are errors more likely to occur, but they also carry larger 
costs than in “regular” markets.9

Through an analytical model, this Article will demonstrate that the 
European interaction of antitrust and regulation in telecommunications 
evades two common errors: false negatives and false positives.10 In the 
former, no regulation is imposed if antitrust law falls short; while in the latter, 
unnecessary regulation is implemented on an otherwise competitive market. 
Academics have debated whether false positives or false negatives bear the 
largest cost to society and on which of these errors regulatory intervention 
should focus. By building on existing models, this Article demonstrates that 
costs of both errors are not as easily offset as often assumed. This invalidates 
elemental trade offs between the two errors, which are especially pertinent 
in emerging markets. Emerging markets, such as broadband, do not fare well 
with categorical intervention against false-negative or false-positive errors. 
In order to maximize responsible broadband deployment, this Article argues 
for a flexible and dynamic network neutrality policy that pivots between 
fighting false positives and false negatives when necessary. The contours of 
such a flexible regulatory mechanism are present in the European framework 
for telecommunications, and a similar mechanism could be used in dealing 
with network neutrality issues in the United States.

This Article thus recommends that U.S. lawmakers emulate the European 
dynamic interaction between antitrust and sector-specific regulation, 
while omitting dubious European policy decisions concerning network 
management. Practical scenarios for reform are suggested, such as allowing 
the FCC to monitor competition in broadband networks more closely. With 
a National Broadband Plan due in February 2010, the FCC should put effort 
into advancing these reform scenarios and take the opportunity to monitor 
competition more closely in broadband markets. This Article is intended to 
offer critical insight into the European telecommunications policy to benefit 
U.S. policymakers and academics.

9 Crocioni, supra note 7, at 451.
10 For an explanation of false positives and false negatives in law, see R.S. Radford, 

Statistical Error and Legal Error: Type One and Type Two Errors and the Law, 21 Loy. 
L.A. L. Rev. 843 (1988); Fred S. McChesney, Talking ‘Bout My Antitrust Generation: 
Competition for and in the Field of Competition Law, 52 Emory L.J. 1401 (2003).
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Some Notes on Network Neutrality, Network Management, 
and Emerging Broadband Markets

Since the term was coined by Tim Wu in 2003,11 a heated interdisciplinary 
debate has evolved on network neutrality.12 At the core of the debate lies the 

11 Tim Wu, Network Neutrality, Broadband Discrimination, 2 J. on Telecomm. & High Tech. 
L. 141 (2003).

12 See Tim Wu & Christopher S. Yoo, Keeping the Internet Neutral?: Tim Wu and Christopher 
Yoo Debate, 59 Fed. Comm. L.J. 575 (2006) (providing an overview of the U.S. legal debate); 
see generally Robert D. Atkinson & Philip J. Weiser, A ‘Third Way’ on Network Neutrality 
(Working Paper), available at http://ssrn.com/abstract=1004522; David D. Clark, Network 
Neutrality: Words of Power and 800-pound Gorillas, 1 Int’l J. Comm. 701 (2007); Susan P. 
Crawford, Transporting Communications, 89 B.U. L. Rev. 871 (2009); Jon Crowcroft, Net 
Neutrality: The Technical Side of the Debate ~ A White Paper, 1 Int’l J. Comm. 567 (2007); 
Rob Frieden, Network Neutrality or Bias?—Handicapping the Odds for a Tiered and Branded 
Internet, 29 Hastings Comm. & Ent. L.J. 171 (2006); Brett M. Frischmann & Barbara van 
Schewick, Network Neutrality and the Economics of an Information Superhighway: A Reply 
to Professor Yoo, 47 Jurimetrics 383 (2007); C. Scott Hemphill, Network Neutrality and the 
False Promise of Zero-Price Regulation, 25 Yale J. on Reg. 135 (2008); Benjamin E. Hermalin 
& Michael L. Katz, The Economics of Product-Line Restrictions with an Application to 
the Network Neutrality Debate, 19 Info. Econ. & Pol’y 215 (2007); Mark A. Lemley & 
Lawrence Lessig, The End of End-to-End: Preserving the Architecture of the Internet in the 
Broadband Era, 48 UCLA L. Rev. 925 (2001); Robert E. Litan & Hal J. Singer, Unintended 
Consequences of Net Neutrality Regulation, 5 J. on Telecomm. & High Tech. L. 533 (2006); 
Moran Yemini, Mandated Network Neutrality and the First Amendment: Lessons from 
Turner and a New Approach, 13 Va. J.L. Tech. 1 (2008); Amit M. Schejter & Moran Yemini, 
“Justice and Only Justice, You Shall Pursue”: Network Neutrality, the First Amendment, and 
John Rawls’s Theory of Justice, 14 Mich. Telecommm. Tech. L. Rev. 137 (2007); J. Gregory 
Sidak, A Consumer-Welfare Approach to Network Neutrality Regulation of the Internet, 2 J. 
Competition L. & Econ. 349 (2006) (providing an overview of economic studies on network 
neutrality); Barbara van Schewick, Towards an Economic Framework for Network Neutrality 
Regulation, 5 J. on Telecomm. & High Tech L. 329 (2007) [hereinafter “Towards an Economic 
Framework”]; Philip J. Weiser, The Next Frontier for Network Neutrality, 60 Admin. L. Rev. 
273 (2008); Christopher S. Yoo, Beyond Network Neutrality, 19 Harv. J.L. & Tech. 1 (2005); 
Christopher S. Yoo, Network Neutrality and the Economics of Congestion, 94 Geo. L.J. 
1847 (2006) [hereinafter “Economics of Congestion”]; Jay Pil Choi & Byung-Cheol Kim, 
Net Neutrality and Investment Incentives (CESifo Working Paper No. 2390, 2008), available 
at http://ssrn.com/abstract=1264934; Nicholas Economides & Joacim Tåg, Net Neutrality 
on the Internet: A Two-Sided Market Analysis (N.Y. Univ. Sch. of Law, Working Paper No. 
07-40, 2007), available at http://ssrn.com/abstract=1019121; Christopher S. Yoo, Network 
Neutrality, Consumers, and Innovation (U. of Pa., Inst. for Law & Econ., Working Paper 
No. 08-23, 2008), available at http://ssrn.com/abstract=1262845 [hereinafter “Network 
Neutrality, Consumers, and Innovation”]; Hsing Kenneth Cheng, Subhajyoti Bandyopadhyay 
& Hong Guo, The Debate on Net Neutrality: A Policy Perspective (forthcoming), available at 
http://ssrn.com/abstract=959944; Edward W. Felten, Nuts and Bolts of Network Neutrality, 
available at http://itpolicy.princeton.edu/pub/neutrality.pdf (giving an overview of the network 
neutrality debate in network engineering); Mark A. Jamison & Janice A. Hauge, Getting What 
You Pay for: Analyzing the Net Neutrality Debate (Working Paper, 2008), available at http://
ssrn.com/paper=1081690.
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question whether or not all content and service providers on the Internet 
should be treated equally by the network operators on whose networks 
they operate. This, in essence, is a principle of network architecture: the 
Internet was designed to treat all data packets sent between nodes on the 
network equally without discriminating between packets. In times of 
network congestion—too many packets going through a router at once—
packets simply would “wait in line.” As a consequence, most control of 
Internet traffic is located at the network’s ends—its users. Users initiate 
packet traffic, and the network itself is a passive conduit.13 While this so-
called end-to-end principle is the result of technological developments in the 
initial stages of the Internet,14 it arguably also stems, to some extent, from 
early policy decisions by the FCC.15Only the edges of the Internet were 
determined to be truly free from regulation by the FCC; hence, it was logical 
for innovation to take place there. In any case, the end-to-end principle has 
been defining the architecture of the Internet, and arguably constitutes the 
innovative character of the emergent Internet economy. The Organization 
for Economic Co-Operation and Development (OECD) reports that 

Ebay, Yahoo, Google and Amazon were able to enter their 
respective markets on a scale that was not possible before 
the Internet. The Internet has reduced barriers to large-scale 
market entry in many consumer markets and this has increased 
competition and consumer welfare across sectors. Now, some 
commentators are worried that a multi-tiered structure would 
introduce a new barrier to entry and stifle innovation at the edges.16

13 David Isenberg, then at AT&T, in 1997 famously referred to the Internet as “dumb” 
in this matter. David Isenberg, Rise of the Stupid Network, Computer Telephony 
16 (Aug. 1997): see also Rise of the Stupid Network, http://isen.com/stupid.html 
(Author provides links to article published on various Web sites.) (last visited Dec. 
10, 2009). 

14 See Sascha D. Meinrath & Victor W. Pickard, The New Network Neutrality: Criteria 
for Internet Freedom, 12 Int’l J. Comm. L. & Pol’y 225, 236 (2008); see generally J. H. 
Saltzer, D. P. Reed & D. D. Clark, End-to-End Arguments in System Design, 2 ACM 
Transactions on Computer Sys. 277 (1984) (the seminal technical paper on end-to-end). 

15 Particularly of interest here is the FCC’s distinction between “basic” and “enhanced” 
services as specified in Computer Inquiry II, which left the “enhanced” services 
unregulated. Amendment of Section 64.702 of the Comm’n’s Rules and Regs. 
(Second Computer Inquiry), Final Decision, 77 F.C.C.2d 384, 417-29 (May 2, 
1980). This eventually resulted in the separation of “telecommunications” and 
“information” services in the 1996 Telecommunications Act. See generally Joshua L. 
Mindel & Marvin A. Sirbu, Regulatory Treatment of IP Transport and Services, in 
Communications Policy in Transition: The Internet and Beyond 59-64 (Benjamin M. 
Compaine & Shane Greenstein ed., 2001). 

16 Org. for Econ. Co-Operation and Dev., Working Party on Telecomm. and Info. Servs. 
Policies, Internet Traffic Prioritisation: An Overview 17 (Apr. 6, 2007).
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Indeed, the end-to-end principle found its origins in the age of narrow-
band Internet, where most data packets are of approximately the same 
“weight” and timely delivery is not a necessity.17 The growth of broadband 
deployment, however, led to an increase in demand for high-bandwidth 
applications and services like streaming video, which is sensitive to delay.18 
It is argued, therefore, that absolute end-to-end connectivity may no longer 
be the most ideal principle for network architecture in the era of broadband, 
since unconditional end-to-end routing does not allow for distinguished 
handling of packets that require specific treatment.19 This would urge 
for a closer inspection of data traffic, which would create a more active 
network. Reasonable network management may be required to facilitate 
functional Internet usage on congested broadband networks. In order to 
offer streamlined high-performance applications and services, it may be 
necessary to distinguish between packets of high and low priority,20 and 
allocate bandwidth more actively in case of congestion. However, allowing 
(deep) packet inspection and treatment based on that inspection can be much 
more far reaching than simple network management. Packet inspection for 
network-management purposes can be easily expanded to increase control 
over Internet traffic for economic or moral reasons, and violate competition 
on markets and civil liberties.21 Indeed, the recent past has demonstrated 
that network operators have practiced unreasonable and disproportionate 
network management.22 Thus, a policy is needed to determine which forms 
of management are allowed on networks and which are not. A balance should 
be struck that allows the Internet to remain open while allowing network-
management measures that ensure maximum quality of service (QoS).23 
This Article does not draw a binary opposition between network neutrality 
and network management, but places network neutrality on a continuum 

17 See Christopher Yoo, Would Mandating Broadband Network Neutrality Help or 
Hurt Competition? A Comment on the End-to-End Debate, 3 J. on Telecomm. & 
High Tech. L. 23, 30-34 (2004).

18 See, e.g., Crowcroft, supra note 12, at 574.
19 Id.
20 See Felten, supra note 12, at 2-3; Jon M. Peha, The Benefits and Risks of Mandating 

Network Neutrality, and the Quest for a Balanced Policy, 1 Int’l J. Comm. 644, 644-
659 (2007).

21 See generally Paul Ohm, The Rise and Fall of Invasive ISP Surveillance, 2009 U. Ill. 
L. Rev. 1417, 1490 (2009) (discussing the relation between deep packet inspection 
and network neutrality); see also Rob Frieden, Internet Packet Sniffing and its Impact 
on the Network Neutrality Debate and the Balance of Power between Intellectual 
Property Creators and Consumers (Working Paper, 2007), available at http://ssrn.
com/abstract=995273.

22 See Peter Svensson, Comcast Blocks Some Internet Traffic, Associated Press, 
October 19, 2007.

23 For a more precise explanation of this balance, see Jonathan Zittrain, The Future of 
the Internet: and How to Stop It (2008).
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between reasonable and unreasonable network management.
A supposed optimal ratio between reasonable and unreasonable network 

management becomes more pertinent in relation to deployment of next-
generation broadband infrastructures. Confronted with “digital divides” in 
knowledge economies, governments wish to push broadband deployment24 
in a largely deregulated telecommunications landscape. Governments want 
to incentivize network operators to roll out next-generation broadband 
infrastructures in previously underserved areas, preferably to develop 
these areas into a competitive broadband market.25 These next-generation 
network operators, however, wish to recoup the tremendous fixed costs that 
come with infrastructure deployment through increased dominance over 
their own networks. As in any network industry, next-generation broadband 
networks are prone to network effects and falling into natural monopoly.26 
Telecommunications regulators are thus confronted with possibly conflicting 
policy goals of increasing broadband deployment and desiring competitive 
and nondiscriminatory usage of those networks.27

At the same time, next-generation broadband is an emerging market, in 
which any regulatory intervention (or lack thereof), necessary or otherwise, 
can have a tremendous impact on the state of the market.28 Emerging markets 
in general can be defined as having “a significant (above-average) degree of 
uncertainty about the evolution of future demand.”29 More specifically, there 
are additional features that possibly can characterize emerging markets: 

24 Compare Lennard G. Kruger & Angele A. Gilroy, Broadband Internet Access 
and the Digital Divide: Federal Assistance Programs, CRS Report for Congress 
(Mar. 19, 2009) (discussing the U.S. digital divide), with European Commission 
Communication on Bridging the Broadband Gap, at 7-8, COM (2006) 129 final 
(discussing the European digital divide). 

25 See, e.g, Eur. Comm’n on Competition, Public consultations: Broadband Guidelines 
on the application EU state aid rules to public funding of broadband networks, 
(May 19, 2009), available at http://ec.europa.eu/competition/consultations/2009_ 
broadband_guidelines/(advising European member states on incentivizing 
broadband deployment without breaking European state-aid laws). For an English 
translation, see also Community Guidelines for the Application of State Aid Rules in 
Relation to Rapid Deployment of Broadband Networks, available at http://ec.europa.
eu/competition/ consultations/2009_broadband_guidelines/guidelines_en.pdf.

26 For an overview of the basic economic principles of network industries and broadband, 
see generally Jonathan Nuechterlein & Philip Weiser, Digital Crossroads: American 
Telecommunications Policy in the Internet Age 3-22, 134-148 (2005). See also Daniel 
F. Spulber & Christopher S. Yoo, Networks in Telecommunications: Economics and 
Law 348-355 (2009) (analyzing the role of network effects in broadband networks).

27 See, e.g., Ernst-Olav Ruhle & Wolfgang Reichl, Incentives for Investments in Next 
Generation Access and Customer Choice: a Dichotomy?, 44 Intereconomics 30, 
30-40 (2009) (providing a detailed description of the trade-off between fostering 
broadband deployment and a competitive broadband market).

28 Crocioni, supra note 7, at 502.
29 Id. at 497.



Network Neutrality Between False Positives And False Negatives: 
Introducing A European Approach To American Broadband Markets

33

first, emerging markets may be highly dependent on investment for dynamic 
efficiency; and, second, such markets may be more prone to the competitive 
harm of externalities such as network effects and switching costs.30 These 
possible, additional characteristics of emerging markets do not necessarily 
apply to the same extent: some emerging markets may be generally uncertain, 
but more dependant on investment than vulnerable to externalities and vice 
versa.31

Intuitively, it seems plausible to assume that all aforementioned possible 
characteristics of emerging markets apply for the market of next-generation 
broadband infrastructures; naturally, there is great uncertainty about future 
(bandwidth) demand in broadband, which is subject to intense debate.32 
Proponents of strict network neutrality regulation often stress the strong 
network effects in broadband markets,33 while skeptics emphasize the need 
to allow incumbents to recoup their investments to safeguard innovation.34 
The assumption that all parameters of emerging markets apply to broadband, 
moreover, is echoed by a more or less neutral source—the OECD.35

30 Id. at 498.
31 Id.
32 For a detailed description of relevant issues in assessing future broadband demand, 

see Economics of Congestion, supra note 12, at 189-93. For the most conclusive 
research on the topic, see MINTS- Minnesota Internet Traffic Studies http://www.
dtc.umn.edu/mints/home.php (last visited Dec. 10, 2009). 

33 See, e.g., Towards an Economic Framework, supra note 12, at 329, 332.
34 See, e.g., Network Neutrality, Consumers, and Innovation, supra note 12. 
35 See Org. for Econ. Co-Operation and Dev., Broadband Growth and Policies in 

OECD Countries: Ministerial Background Report (June 2008). The report stated 
the following:

 Broadband operators face uncertainty as to how to recoup their large 
investments in the absence of new revenue-generating broadband services 
and content. Content providers are waiting for improved connectivity and 
content protection. These mutual uncertainties have the potential to slow 
down investment in higher-speed broadband networks and the generation 
of new broadband services.

 Id. at 96. 
The report later also announced, “OECD countries emphasise research 
and innovation in the fields of broadband infrastructure (e.g. networks, 
connecting technologies, system support products and testing), related 
applications (especially in the wireless area), broadband-enabled public 
services, digital broadband content and even R&D focusing on new 
broadband business models.” 

 Id. at 131. The OECD report also went into detail on the importance of competitive 
markets:

 Maintaining a level-playing field and reducing anti-competitive practices 
in the face of high network effects and to promote consumer choice is 
crucial, i.e. in particular considering the increased use of walled garden 
approaches, as well as cross-industry mergers and acquisitions. With 
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The desired balance between reasonable and unreasonable network 
management thus is troubled by potentially incompatible policy goals and 
a market of above-average uncertainty. Policy and regulation in network 
management is, therefore, not to be taken lightly, and seems to require 
a dynamic approach that pivots between the various difficulties of the 
broadband marketplace. 

The debate on the appropriateness and feasibility of network management 
has taken place in the United States since the early twenty-first century, but has 
only recently emerged in Europe. In what follows, network neutrality shall be 
related to telecommunications policy in the United States and Europe. 

European and American Paths to Present-Day 
Telecommunications Policy

A Brief History of U.S. Network Management Regulation

“The Past Is a Foreign Country”36

In the course of the U.S. academic debate on network management and 
network neutrality, the history of U.S. telecommunications law has been 
described at such length that it can almost be deemed common knowledge.37 
However, since the fall of 2008, there has been an increase in development 
that has, so far, only sparsely been documented.38 The Obama Administration 
has signaled a clear break with previous policy, and is currently in the process 
of revising regulatory oversight in telecommunications. Therefore, this 
Section will mainly focus on the most recent events in network-management 
policy, with special emphasis on the Comcast case,39 the Recovery Act and the 

problems such as vertical integration, lock-in of consumers in certain 
standards, and poor access to certain content, an environment of 
contestable markets should be created where small and innovative players 
can compete.

 Id. at 15.
36 L.P. Hartley, The Go-Between 9 (1953).
37 See, e.g., Crawford, supra note 12, at 886-923. 
38 Compare David L. Sieradzki & Winston J. Maxwell, The FCC’s Network Neutrality 

Ruling in the Comcast Case: Towards a Consensus with Europe?, Comm. & 
Strategies, 4th Quarter 2008, at 73-88, available at http://papers.ssrn.com/sol3/
papers. cfm?abstract_id=1374314 (discussing analogies between the FCC’s decision 
in Comcast and European policy), with Philip J. Weiser, The Future of Internet 
Regulation (Univ. of Colo. Law Legal Studies Research Paper Series, Working Paper 
No. 09-02, 2009), available at http://papers.ssrn.com/sol3/papers.cfm?abstract_
id=1344757 (discussing the state of U.S. telecommunications policy after the 
Comcast decision). 

39 See Formal Complaint of Free Press & Pub. Knowledge Against Comcast Corp. for 
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FCC’s Notice of Proposed Rulemaking on Preserving the Open Internet.40

Many have remarked that telecommunications networks in the 
United States have traditionally been regulated under common 
carrier requirements.41 All services falling under Title II of the 1934 
Communications Act were required, ex ante, to offer their services for a 
reasonable rate, at reasonable request, and without unreasonable price 
discrimination.42 These principles were more firmly established in the 
consent decree between the Department of Justice, Western Electric, 
and AT&T,43 the three consecutive Computer Inquiries,44 and eventually 
the Telecommunications Act of 1996, which distinguished “information 
services” (Title I) from “telecommunications services” (Title II).45 The 
crucial difference between Titles I and II was that the latter covered mere 
transmission of signals (without modifying content) and was subject to 
common carriage requirements.46

The Supreme Court’s decision in Brand X,47 and the subsequent 
Wireline Broadband Order by the FCC,48 determined that both cable and 
DSL Internet services were subject to regulation as Title I (information 
services) under the Telecommunications Act, instead of under Title II. 
This Title I authority exempts cable and DSL operators from common 
carrier requirements under Title II; thus, network operators are not 

Secretly Degrading Peer-to-Peer Applications, Memorandum Opinion and Order, 
supra note 1.

40 Preserving the Open Internet and Broadband Industry Practices, 74 Fed. Reg. 63.638 
( Oct. 22 2009) (to be codified at 47 C.F.R. pt. 8). 

41 See, e.g., Barbara Cherry, Misusing Network Neutrality to Eliminate Common 
Carriage Threatens Free Speech and the Postal System, 33 N. Ky. L. Rev. 483 (2006); 
Crawford, supra note 12, at 878-84.

42 47 U.S.C. § 201(a)-(b) (2006).
43 United States v. Western Elec. Co., 1956 Trade Cas. (CCH) ¶ 68, 246 (D.N.J. Jan. 

24, 1956).
44 See Regulatory and Policy Problems Presented by the Interdependence of Computer 

and Commc’n Servs. & Facilities, Tentative Decision, 28 F.C.C.2d 291, para. 16-
17 (1970); modified by Final Decision and Order, 28 F.C.C.2d 267, 21 Rad. Reg. 
2d (P&F) 1591 (1971); Amendment of Section 64.702 of the Comm’n’s Rules and 
Regulations (Second Computer Inquiry), supra note 15, at para. 1; Amendment of 
Sections 64.702 of the Comm’n’s Rules and Regulations (Third Computer Inquiry), 
Report and Order, 104 F.C.C.2d 958 (June 16, 1986), 60 Rad. Reg. 2d (P&F) 603 
(1986), modified by Amendment of Sections 64.702 of the Comm’n’s Rules and 
Regulations (Third Computer Inquiry), Memorandum Opinion and Order on 
Reconsideration, 2 F.C.C.R. 3035 (1987).

45 47 U.S.C § 153 (2007).
46 See Crawford, supra note 12, at 896-98
47 Nat’l Cable & Telecomm. Ass’n v. Brand X Internet Servs., 545 U.S. 967, 996 (2005).
48 Appropriate Framework for Broadband Access to the Internet over Wireline Facilities, 

Report and Order and Notice of Proposed Rulemaking, 20 F.C.C.R. 14853 (2005) 
[Hereinafter “Wireline Broadband Order”].
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forbidden from implementing network-management practices that 
would constitute unreasonable discrimination under Title II.49 These 
actions marked a departure from sector-specific regulation into broad, 
ex post enforcement, which falls outside of the FCC’s hands. Aware of 
this situation, the FCC drafted a loosely formulated set of ex ante policy 
principles urging reasonable and nondiscriminatory behavior by network 
operators.50

Present Developments: Comcast and the Recovery Act
A fierce debate subsequently erupted as to whether or not the policy 
principles were actually enforceable.51 This debate was triggered by the 
infamous Comcast case, in which cable operator Comcast allegedly blocked 
peer-to-peer (P2P) protocol traffic on its network, regardless of the lawful 
or unlawful status of that P2P traffic.52 The FCC eventually determined 
that it had the jurisdictional authority under Title I of the Communications 
Actto disapprove of Comcast’s discriminatory practices.53 Comcast decided 
to bring a lawsuit contesting the FCC’s reasoning, which at the moment of 
writing is still pending in the D.C. Circuit.54

49 Cf. Crawford, supra note 12, at 907.
50 The policy principles are as follows: 

 To encourage broadband deployment and preserve and promote the 
open and interconnected nature of the public Internet, [1] consumers 
are entitled to access the lawful Internet content of their choice. . . . [2] 
consumers are entitled to run applications and use services of their choice, 
subject to the needs of law enforcement. . . . [3] consumers are entitled 
to connect their choice of legal devices that do not harm the network. . 
. . [4] consumers are entitled to competition among network providers, 
application and service providers, and content providers. 

 Appropriate Framework for Broadband Access to the Internet over Wireline 
Facilities, Policy Statement, 20 F.C.C.R. 14986, para. 4 (2005) (emphasis omitted).

51 Compare Broadband Industry Practices, WC Docket No. 07-52, Petition to Establish 
Rules Governing Network Management Practices by Broadband Network Operators 
of Vuze, Inc.(2007) (urging the FCC to codify more strongly and subsequently 
enforce the Policy Principles against alleged unreasonable network management), 
and Comment Sought on Petition for Rulemaking to Establish Rules Governing 
Network Management Practices by Broadband Network Operators., Public Notice, 
23 F.C.C.R 343 (January 14, 2008) (FCC opens formal comment process on the 
enforceability of the Policy Principles), with Comments of Hands Off the Internet, 
FCC WC Docket No. 07-52 (received Feb. 13, 2008).

52 See Peter Svensson, Comcast Blocks Some Internet Traffic, Associated Press (Oct. 
19, 2007) (discussing the Formal Compl. of Free Press & Pub. Knowledge Against 
Comcast Corp. for Secretly Degrading Peer-to-Peer App’ns, Nov. 1, 2007). 

53 See Formal Complaint of Free Press & Pub. Knowledge Against Comcast Corp. for 
Secretly Degrading Peer-to-Peer Applications, Memorandum Opinion and Order, 
supra note 1. 

54 Comcast Corp. v. FCC, No. 08-1291 (D.C. Cir. Sept. 4, 2008).
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 The Comcast case is remarkable in that the very same FCC administration 
that was the force behind Brand X—which effectively deregulated pressing 
ex ante provisions on broadband networks55—seemed to have had a change 
of heart and determined that an arguably rhetorical set of policy principles 
that would undercut Brand X was enforceable on an ex ante basis after all. In 
the end, the FCC’s deregulatory approach, which was forcefully endorsed 
with Brand X, is under debate again,56 and might well tilt back towards 
sector-specific, ex ante regulation of broadband networks. This has become 
more likely with a new administration in office.

On the campaign trail, then-Democratic presidential candidate Barack 
Obama stated that he would take “a back seat to no one in [his] commitment 
to network neutrality.”57 As president, Obama has underscored his 
commitment to network neutrality and broadband deployment in the 
Recovery Act.58 The much-contested American Recovery and Reinvestment 
Act59 was drafted in response to the financial crisis of fall 2008 as an attempt 
to jump start the U.S. economy by boosting federal spending. The Recovery 
Act provides funding opportunities for a plethora of infrastructure projects, 
including deployment of broadband infrastructure in rural and underserved 
areas.60 Part of the broadband stimulus money attempts to strengthen the 
existing Rural Utilities Service,61 which is of little interest to this Article. 
More interesting is the BTOP Program.62

The aims of the BTOP include providing and improving broadband 
access in underserved areas; providing broadband education and training 

55 For an apt observation of the FCC’s deregulatory agenda, see Justice Scalia’s 
dissenting opinion in Nat’l Cable & Telecomm. Assoc. v. Brand X Internet Servs.: 
“Actually, in these cases, it might be more accurate to say the Commission has 
attempted to establish a whole new regime of non-regulation, which will make for 
more or less free-market competition, depending upon whose experts are believed.” 
545 U.S. 967, 1005 (Scalia, J., dissenting) (emphasis in original).

56 See, e.g. Formal Complaint of Free Press & Pub. Knowledge Against Comcast Corp. 
for Secretly Degrading Peer-to-Peer Applications, Memorandum Opinion and Order, 
supra note 1, FCC Notice of Proposed Rulemaking on Preserving the Open Internet, 
supra note 40. 

57 Barack Obama: On Net Neutrality (Nov. 14, 2007), available at http://www.youtube.
com/watch?v=g-mW1qccn8k (replaying a speech before Google employees in 
Mountain View, Calif., Nov. 2007). 

58 Recovery Act, Pub. L. No. 111-5, 123 Stat. 115 (2009). Congress has followed suit 
by reintroducing a network neutrality bill. See Internet Freedom Preservation Act of 
2009, H.R. 3458, 111th Cong. (2009).

59 Recovery Act, Pub. L. No. 111-5, 123 Stat. 115.
60 For a helpful guide through the broadband related parts of the American Recovery 

and Reinvestment Act, see S. Derek Turner, Putting the Angels in the Details: A 
Roadmap for Broadband Stimulus Success (2009), available at http://www.freepress.
net/files/ Angels_in_the_Details.pdf.

61 7 C.F.R. § 1738.1-1739 (2007).
62 Recovery Act, Title VI § 6001.
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to educational institutions, libraries, community support organizations, 
and outreach organizations that assist low-income, aged, unemployed, or 
otherwise “vulnerable populations”; improving use of broadband service by 
public-safety agencies; and stimulating economic growth.63 The BTOP is to 
be administered jointly by the FCC and the National Telecommunications 
and Information Administration (NTIA).64 Applicants can apply for a 
grant to pursue the above-mentioned goals and, in doing so, will be subject 
to contractual conditions of nondiscrimination as well as interconnection 
requirements.65 These requirements, crucially, will at least consist of the four 
principles of the FCC’s Policy Statement.66 Therefore, for all new broadband 
infrastructure developed under the BTOP, the Policy Statement will apply as 
a bottom line on an ex ante basis. This seems to imply that network operators 
will have to give equal access to all content and service providers operating 
on their network, so that end users have access to “the lawful Internet content 
of their choice.”67

Besides these obligations for applicants, the BTOP also requires the FCC 
to submit a “national broadband plan” to the appropriate House and Senate 
committees within a year of enactment of the Recovery Act.68 The ambitious 
goal of this plan is to “seek to ensure that all people of the United States have 
access to broadband capability and shall establish benchmarks for meeting 
that goal.”69 Moreover, the Act prescribes that the FCC analyze the most 
effective and efficient way to achieve this goal, strive for affordability of 
the offered broadband services, and continue to monitor actual broadband 
deployment under the BTOP.70

Moreover, the FCC instantiated by the Obama Administration has 
initiated a formal rulemaking process with the intent to formally codify 
a rewritten version of the Policy Statement.71 The proposed rules add two 
additional principles of non-discrimination72 and transparency,73 while 

63 Id. at § 6001(b).
64 Id. at § 6001.
65 Id.
66 Id. at § 6001(j); Appropriate Framework for Broadband Access to the Internet over 

Wireline Facilities, Policy Statement, supra note 50, at para. 4.
67 Id. at para. 4.
68 Recovery Act § 6001(k)(1).
69 Id. at § 6001(k)(2).
70 Id. at § 6001(k)(2)(A)-(C).
71 See FCC Notice of Proposed Rulemaking on Preserving the Open Internet, supra 

note 40. For Policy Statement, see supra note 50.
72 See FCC Notice of Proposed Rulemaking, Draft Proposed Rules for Public Input, 

§8.13, supra note 40: “[A] provider of broadband Internet access service must treat 
lawful content, applications, and services in a nondiscriminatory manner.”Id.

73 Id. at §8.14: “[A] provider of broadband Internet access service must disclose such 
information concerning network management and other practices as is reasonably 
required for users and content, application, and service providers to enjoy the 
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explicitly making the by-now six policy principles subject to “reasonable 
network management.”74 While the rulemaking process is still in its early 
stages, it seems that much of the effectiveness of the proposed rules and the 
FCC’s clout in enforcing these will depend on how “reasonable network 
management” will be further defined as the drafting process develops. In any 
event, the FCC’s proposal to formally codify the extended Policy Principles 
suggests that the FCC is intent to preempt the outcome of Comcast v. FCC75 
on the enforceability of the original Policy Statement, and increase regulatory 
oversight on the broadband market. 

The policy shifts in broadband during and in between the present and 
past administrations suggest a trial-and-error policy between categorical 
approaches, subject to a high degree of institutional learning.76 After a 
tradition of common carriage in telecommunications, broadband was 
heavily deregulated—supposedly to stimulate incumbents’ investment into 
broadband infrastructure deployment.77 With U.S. broadband deployment 

protections specified in this part.”Id.
74 Id. at §8.3:
 Reasonable network management consists of: 
 (a) reasonable practices employed by a provider of broadband Internet access service to: 
 (i) reduce or mitigate the effects of congestion on its network or to address quality-of-

service concerns; 
 (ii) address traffic that is unwanted by users or harmful; 
 (iii) prevent the transfer of unlawful content; or 
 (iv) prevent the unlawful transfer of content; and 
 (b) other reasonable network management practices.
 The FCC motivates the catch-all category under (b) as follows:

First, we do not presume to know now everything that providers may 
need to do to provide robust, safe, and secure Internet access to their 
subscribers, much less everything they may need to do as technologies and 
usage patterns change in the future. Second, we believe that additional 
flexibility to engage in reasonable network management provides network 
operators with an important tool to experiment and innovate as user 
needs change.

 See FCC Notice of Proposed Rulemaking on Preserving the Open Internet, supra 
note 40, at §140

75 Comcast Corp. v. FCC, No. 08-1291 (D.C. Cir. Sept. 4, 2008).
76 See Johannes M. Bauer & Erik Bohlin, From Static to Dynamic Regulation: Recent 

Developments in US Telecommunications Policy, 43 Intereconomics 38, 50 (2008).
77 See FCC Wireline Broadband Order, supra note 48, at §3:

We are confident that the regulatory regime we adopt in this Order 
will promote the availability of competitive broadband Internet access 
services to consumers, via multiple platforms, while ensuring adequate 
incentives are in place to encourage the deployment and innovation of 
broadband platforms consistent with our obligations and mandates under 
the [Telecommunications] Act. Id.
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lagging behind other developed countries78 and a new administration in 
office, emphasis has shifted again to increased regulation, as evidenced by the 
BTOP and the FCC’s Proposed Rulemaking. Without speaking out in favor 
of either of these policies, it seems reasonable to state that any categorical 
approach refutes the status of broadband as a complex and uncertain market. 
As will be described in Section III of this Article, an optimal broadband 
policy allows regulation to pivot between spurring investment and dealing 
with externalities in a systematic and flexible mechanism.

Even though the BTOP is administered by the NTIA and FCC, drafting 
the broadband plan offers the FCC unprecedented authority to outline 
policy for broadband deployment, including a detailed policy on network 
neutrality. Network-management policy in broadband markets is a daunting 
endeavor because of the potentially conflicting policy goals of incentivizing 
infrastructure investment and developing a competitive market—all of which 
happens in an environment of above-average uncertainty. The FCC has a rare 
opportunity to pursue such a daunting strategy and develop a comprehensive 
network-management policy in the United States. With this opportunity 
comes a great responsibility, which requires the FCC to be systematic yet 
flexible and, above all, transparent in drafting and implementing its national 
broadband plan.79

Section III of this Article will offer recommendations on how to develop 
a comprehensive network-management policy based on analytical research 
and European precedent. European telecommunications regulation will 
be dealt with at length, since little research has been conducted on EU 
telecommunications policy from a U.S. perspective, and only scarce 
literature is available on how EU telecommunications regulation relates to 
issues in network neutrality and next-generation broadband deployment.

European Telecommunications Regulation and Network Management

The Long Road to Open Markets
The European telecommunications market traditionally consisted of a series 
of national monopolies held by incumbent state-owned operators.80 By the 
late 1980s, the European Commission proposed a two-way strategy, which 
included (1) liberalizing and privatizing the telecommunication markets of 

78 For a detailed report on decreasing growth in U.S. broadband deployment, see, for 
example, S. Derek Turner, America’s Broadband Reality Check II: The Truth Behind 
America’s Digital Decline (2006), available at http://www.freepress.net/files/bbrc2-
final.pdf.

79 Initial reports indicate that the FCC is taking this role very seriously, as evidenced by 
the new Web portal, which includes a countdown timer. Welcome to Broadband.gov, 
http://www.broadband.gov.

80 See, e.g. Christian Koenig, Andreas Bartosch, Jens-Daniel Braun, EC Competition 
and Telecommunications Law 51 (Kluwer Law International 2002).
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individual member states and (2) creating a harmonized European internal 
marketplace for telecommunications.81 What followed was a deregulation 
of the sector, which allowed for further convergence of media and 
telecommunications and effective competition.82

Thus, the European Commission drafted a completely new regulatory 
framework that was designed according to five main principles.83 The 
framework contained three legal instruments—antitrust law, binding sector-
specific regulation, and additional nonbinding sector-specific measures,84 
which were implemented in six directives.85 This regulatory framework 

81 A 1988 directive introducing competition in national telecom markets was the 
first directive pursuant of this dual strategy and, with that, the very first European 
Economic Community telecommunications law. See 1988 O.J. (L 131) 73-77.

82 See Commission Green Paper on the Convergence of the Telecommunications, 
Media and Information Technology Sectors, and the Implications for Regulation, 
COM (1997) 623 (Dec. 3, 1997).

83 Id. These five principles are the following: 
(1) Regulation should be limited to what is strictly necessary to achieve 
clearly identified objectives. . . . (2) Future regulatory approaches should 
respond to the needs of users. . . . (3) Regulatory decisions should be 
guided by a need for a clear and predictable framework. . . . (4) Ensuring 
full participation in a converged environment. . . . (5) Independent and 
effective regulators will be central to a converging environment.

 Id. at 33.
84 Antitrust law, naturally, was already in force outside of telecommunication-specific 

regulation, and it is not by coincidence that the framework has been built on top of 
forty years of jurisdiction in European antitrust law; this would underscore the general 
deregulatory and market-based approach in the new framework. See Alexandre 
de Streel, The Integration of Competition Law Principles in the New European 
Regulatory Framework for Electronic Communications, 26 World Competition 
489, 489-514 (2003); see also Pierre Larouche, Competition Law and Regulation in 
European Telecommunications (2000) (providing a detailed explanation of European 
Union antitrust law in relation to telecommunications).

85 For a helpful scheme illustrating how directives coalesce, see Communication 
from the Commission Towards a New Framework for Electronic Communications 
Infrastructure and Associated Services, at 18 COM (1999) 539 final. The overarching 
Framework Directive outlines the relationship between the whole framework and 
National Regulatory Authorities (NRAs) and balances the four underlying directives. 
See Council Framework Directive 2002/21/EC, art. 251, 2002 O.J. (L 108) 33 
[hereinafter “Framework Directive”]; see Council Access Directive 2002/19/EC, art. 
95, 2002 O.J. (L 108) 7 [hereinafter “Access Directive”] (concerning interconnection 
and accessibility of communication networks);see Council Authorisation Directive 
2002/20/EC, art. 251, 2002 O.J. (L 108) 21 [hereinafter “Authorisation Directive”] 
(codifying licensing and resource management); see Council Directive 2002/22/EC, 
art. 251, 2002 O.J. (L 108) 51 [hereinafter “Universal Service Directive”] (ensuring 
universal access and consumer rights); see Council Directive 2002/58/EC, art. 251, 
2002 O.J. (L 201) 37 [hereinafter “ePrivacy Directive”] (protecting privacy rights).
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eventually was enacted in 2002, and has been under review since 2007.86

The 2002 framework, in its broadest terms, can be characterized by 
three foundational strategies, of which the first two are closely related: (1) 
deregulation through decreasing ex ante regulation, (2) new regulation 
premised on the existence of significant market power (SMP), and (3) 
the principle of technological neutrality.87 The strategies of decreased ex 
ante regulation and SMP identification, especially, testify to the general 
market-based approach that the European Commission has adopted for 
telecommunications policy.88 This market-oriented strategy has proven 
generally to be successful in many EU countries, where competition between 
numerous operators has lead to lower prices and an increase in both the 
number and speed of broadband connections.89

The general premise behind the 2002 framework was that, in order to 
build and sustain a competitive telecom market in the EU, as much regulation 
as possible should be replaced by ex post application of antitrust law.90 Only 
when markets are considered insufficiently competitive is sector-specific 
regulation justified—and only until these markets become sufficiently 
competitive.91 The Framework Directive requires the European Commission 
to draft a recommendation with and for Member States’ independent 
NRAs.92 This recommendation is supposed to support a process of market 
analysis by NRAs to determine whether or not, in eligible markets,93 firms 

86 See Press Release, European Commission, Commission proposes a single European 
Telecoms Market for 500 million consumers (Nov. 13. 2007) available at http://
europa.eu/rapid/pressReleasesAction.do?reference=IP/07/1677&format=PDF&ag
ed=1&language=EN&guiLanguage=en.

87 See Joshua Mindel & Douglas Sicker, Leveraging the EU Regulatory Framework to 
Improve a Layered Policy Model for US Telecommunications Markets, 30 Telecomm. 
P’cy 136, 137 (2006).

88 This latter parameter of technological neutrality will not be discussed at length in 
the present Article. For a detailed study on the matter, see Ilse Marthe van der Haar, 
The Principle of Technological Neutrality: Connecting EC Network and Content 
Regulation (2008).

89 See, for instance, the OECD historical broadband penetration rates in countries 
like Finland and the Netherlands. OECD Broadband Portal, http://oecd.org/sti/ict/
broadband; see also OECD, Broadband Growth and Policies in OECD Countries 24 
(2008). 

90 Cf. Framework Directive, supra note 85, at para. 27 (“It is essential that ex 
ante regulatory obligations should only be imposed where there is not effective 
competition, i.e. in markets where there are one or more undertakings with significant 
market power, and where national and Community competition law remedies are not 
sufficient to address the problem.”).

91 See, e.g., Comm’n Recommendation 2003 O.J. (L 114) 45, 45-47.
92 The independence of NRA’s from governments is established in the Framework 

Directive. Framework Directive, supra note 85, at para. 11.
93 The European Commission generally favors the regulation of wholesale markets 

over retail markets because the latter’s level of competition is deemed to be mainly 
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enjoy SMP.94 If market power is detected, NRAs are directed to Article 8.2 of 
the Access Directive, which enables the NRA to impose measures as diverse 
as obligatory transparency,95 nondiscrimination,96 accounting separation,97 
open access,98 and price control.99

Thus, the 2002 framework operates through an elaborate mechanism of 
SMP identification to determine whether a specific market should be subject 
to sector-specific regulation. Only then are the framework’s strongest tools 
for regulatory intervention enforceable, and only until the market in question 
becomes competitive again. One of the provisions of the framework requires 
that the functioning of individual Directives be reviewed periodically, 
ensuring that regulation keeps up with technological development.100

European Telecoms Under Review
As technological progress and convergence have proceeded, the European 
Commission has signaled the need to update the regulatory framework in its 
entirety,101 stating that the European telecom market is still too fragmented 

dependent on the competitiveness of the former market. See Framework Directive, 
supra note 85, at para. 26. 

94 See Framework Directive, supra note 85, at arts. 15.1, 16.4. See also 2003 O.J. (L 
114) 45, supra note 91, at para. 16. This explanatory memorandum accompanying 
the recommendation offers a three-fold, cumulative scale to be used when 
assessing supposed SMP in telecom markets. First, it is to be identified whether a 
particular market is subject to “high and non-transitory entry barriers” for market 
entrants. Id. at para. 9. These barriers occur when incumbent operators impose 
asymmetrical conditions amongst market entrants on their network, or when 
required interconnection to complete a service is being hindered. The second—much 
less clearly defined—criterion is whether the market under suspicion is dynamic in 
such a way that it independently will tend toward effective competition over time. Id. 
This condition would apply in cases of fluctuating market shares and a high level of 
innovation—both characteristics of developing markets. The final criterion questions 
whether antitrust is sufficient to deal with the first two criteria. Id. After all, ex-ante 
regulation is only supposed to complement existing antitrust law.

95 See Access Directive, supra note 85, art. 9.
96 Id. at art. 10.
97 Id. at art. 13.
98 Id. at art. 12.
99 Id. at art. 13.
100 See Framework Directive, supra note 85, art. 25. For the European Commission’s 

latest review of the Framework Directive, based on public consultation, see 
Commission Communication on the Review of EU Regulatory Framework for 
Electronic Comm. Networks and Servs., at 3, COM (2006) 334 final [hereinafter 
“Review of EU Regulatory Framework”].

101 See Proposal for a Directive of the European Parliament and of the Council Amending 
Directives 2002/21/EC on a Common Regulatory Framework for Electronic 
Comm. Networks and Services, COM (2007) 697 final; Proposal for a Directive of 
the European Parliament and of the Council Amending Directive 2002/22/EC on 
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to represent an internal, open marketplace.102 The proposed new framework 
is a significant revision of the 2002 original. Its direction could be interpreted 
as somewhat double sided because it grants more independent regulatory 
power to NRAs while, at the same time, attempting to strengthen the 
European Commission’s authority.103

What followed by the end of 2008 was back-and-forth104 legislative 
drafting between the European Parliament,105 the European Commission,106 
the European Council,107 and again the European Parliament.108 
Disagreement among the three legislative branches concentrated on the 

Universal Serv. and Users’ Rights Relating to Electronic Comm. Networks, COM 
(2007) 698 final. 

102 See European Commission Information Society, Reforming the Current Telecom 
Rules,      available at http://ec.europa.eu/information_society/policy/ecomm/tomorrow/ 
index_en.htm. 

103 While the European Commission intends to grant NRAs more authority to enforce 
structural separation of telecommunications operators, it has also proposed to let 
the European Commission have veto power in NRA’s market definition. Further, 
the European Commission wants to introduce a pan-European telecommunications 
regulator. See Impact Assessment, Commission Staff Working Document, Parl. Eur. 
Doc. (SEC 2007) 1472.

104 There are a great variety of legislative procedures in the EU, drawing on different 
power relations between Commission, Council, and Parliament. Drafting a new 
telecommunications framework goes according to the so-called “co-decision 
procedure,” which is arguably the most transparent and democratic procedure 
available. See Paul Craig & Gráinne de Búrca, EU Law: Text, Cases and Materials, 
109-118 (4th ed. 2008). 

105 See Proposal for a Directive of the European Parliament on a Common Regulatory 
Framework for Electronic Comm. Networks and Servs., COM (2007) 697 (Nov. 
13, 2007); Proposal for a Directive of the European Parliament Amending Directive 
2002/22/EC on Universal Serv. and Users’ Rights Relating to Electronic Comm. 
Networks, COM (2007) 698 final (Nov. 13, 2007).

106 See Amended Proposal for a Directive of the European Parliament Amending 
Directives 2002/21/EC on a Common Regulatory Framework for Electronic Comm. 
Networks and Servs., COM (2008) 724 final (Nov. 6, 2008); Amended Proposal for 
a Directive of the European Parliament and of the Council Amending Directive 
2002/22/EC on Universal Serv. and Users’ Rights Relating to Electronic Comm. 
Networks, COM (2008) 723 final (Nov. 6, 2008). 

107 See Council Common Position (EC) No. 16496/2008 of 9 Feb. 2009, art. 251; 
Council Common Position (EC) No. 16497/2008 of 9 Feb. 2009. art. 251. 

108 See Recommendation for Second Reading on the Council Common Position for 
Adopting a Directive of the European Parliament and of the Council Amending 
Directives 2002/21/EC on a Common Regulatory Framework for Electronic Comm. 
Networks and Servs., Parl. Eur. Doc. A6-0272 (SEC 2009) [hereinafter “Parl. Eur. 
Doc. A6-0272”]; Recommendation for Second Reading on the Council Common 
Position for Adopting a Directive of the European Parliament and of the Council 
Amending Directives 2002/22/EC on Universal Serv. and Users’ Rights Relating to 
Electronic Comm. Networks, Parl. Eur. Doc. A6-0257 (SEC 2009).
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possible codification of veto power for the European Commission, the 
enforcement of functional separation as a regulatory tool, and the legitimacy 
of the pan–European telecommunications regulator. However, a discussion 
on network neutrality led to unusual bickering between the European 
Parliament and Council. A row between the two institutions brought the 
negotiations process to conciliation committee, postponing adoption of the 
new telecommunications package until late 2009.109 The next Section shall 
address how the new European regulatory framework relates to network 
neutrality, and how network neutrality became a divisive issue in the drafting 
process of the new framework.

Network Neutrality Under the New Framework
The European Commission has followed the discussion on network 
neutrality in the United States closely and has attempted to develop a policy 
that translates network neutrality issues to the European market.110 The 
European Commission has framed network neutrality explicitly in relation 
to the development of next-generation broadband infrastructure.111 This is 
very much in line with the overall market-based approach that the European 
Commission has advocated in its past telecommunications policies.112 At the 
outset, the European Commission acknowledged the delicacy of regulating 
next-generation infrastructures, specifically, the complexity of balancing—
under conditions of above-average uncertainty—the potential conflict 
between incentivizing investment in broadband and fostering competition.113 

109 As of November 5, 2009 there appears to be agreement between the European Institutions 
about the new regulatory framework, although no definitive draft has been released yet. 
See EurActiv.com, EU telecoms reform package agreed, available at http://www.euractiv.
com/en/infosociety/eu-telecoms-reform-package-agreed/article-187064?Ref=RSS.

110 In the European Commission’s wake, European academics have focused their 
studies on network neutrality. See generally Martin Cave & Pietro Crocioni, Does 
Europe Need Network Neutrality Rules?, 1 Int’l J. Comm. 669 (2007); Filomena 
Chirico, Ilse van der Haar & Pierre Larouche, Network Neutrality in the EU 
(TILEC Discussion Paper No. DP2007-030, 2007), available at http://ssrn.com/
abstract=1018326;Viktória Kocsis & Paul W. J. de Bijl, Network Neutrality and 
the Nature of Competition Between Network Operators, 4 Int’l Econ’s & Econ. 
Pol’y 159 (2008), available at http://papers.ssrn.com/sol3/papers.cfm?abstract_
id=976882;Christopher T. Marsden, Net Neutrality: the European Debate, J. Internet 
L., Aug. 2008, at 1, 7-16; Christopher T. Marsden, Net Neutrality ‘Lite’: Regulatory 
Responses to Broadband Internet Discrimination (2009), available at http://ssrn.
com/abstract-1330747;Andrea Renda, I Own the Pipes, You Call the Tune: The Net 
Neutrality Debate and its (Ir)relevance for Europe (2008), available at http://shop.
ceps.be/downfree.php?item_id=1755; Peggy Valcke, et al., Guardian Knight or 
Hands Off: The European Response to Network Neutrality: Legal Considerations on 
Electronic Communications Reform, 72 Comm. & Strategies 89 (2008).

111 See Impact Assessment, supra note 3, at 18-47
112 Id. at 39-42.
113 Id. at 27.
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Under these circumstances, a middle ground for future policy is proposed 
by the European Commission that opts for neither complete open access to 
next-generation networks, nor grants operators so-called regulatory holidays 
on next-generation infrastructures.114 Rather, the European Commission 
intends to maintain and further develop the SMP mechanism of the existing 
regulatory framework: antitrust law triggers regulatory intervention in cases 
of demonstrated market failure, and all intervention is lifted once markets 
become competitive again.115 However, given the strong network effects 
of next-generation infrastructures, NRAs can, as a measure of last resort, 
functionally separate incumbent companies.116

With this in mind, the European Commission’s stance on network 
management is much less articulated. Network neutrality is regarded 
as mainly a U.S. problem,117 and it is argued that the market in general is 
sufficiently competitive to solve unreasonable network management so 
that consumers who are unhappy with the discriminatory practices of their 
Internet Service Provider (ISP) can easily switch to an ISP that does not 
discriminate.118 In cases of unacceptable degradation of services and the 
blocking of lawful content, antitrust law and the regulatory framework are 
held to be appropriate remedies.119 This is supplemented with consumer-
protection measures, which impose transparency on network operators to 

In policy terms, the issue is to strike a regulatory balance between, on 
the one hand, allowing incentives for investors in new core and access 
networks – in the face of considerable uncertainty over the evolution 
of demand for these services – and, on the other hand, avoiding the 
immediate foreclosure of new markets by sanctioning the reassertion 
of monopoly privileges by the dominant market players over these new 
infrastructures. 

 Id.
114 See id. at 46: “A combination of infrastructure competition and regulation seems to 

produce the highest national broadband penetration rates.” Id.
115 Id., at 40: “Maintaining the current regulatory framework (Option 3) provides 

continuity and the opportunity to build on existing achievements.”; id. at 47: 
 “The Commission therefore considers that a modified Option 3 is the most appropriate 

option. The modification would be to add mandatory functional separation … as an 
exceptional measure available in the NRA’s regulatory toolbox.” Id.

116 Impact Assessment, supra note 3, at 28-47. Functional separation is a lighter version 
of structural separation in which the incumbent’s next-generation network is turned 
into an operationally separate entity, yet acts under the ownership of the parent 
company. Id. at 29.

117 See Commission Staff Working Document on the Review of the EU Regulatory 
Framework for Electronic Comm. Networks and Servs., Parl. Eur. Doc. (SEC 2006) 
816 (2006) at 26.

118 See Impact Assessment, supra note 3, at 91.
119 Id.; cf. Wong & Garrie, supra note 5, at 325-331 (providing a detailed account of how 

the 2002 European framework would deal with network neutrality concerns).
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disclose their network-management policies.120

The European Parliament has been more active on network neutrality 
since reviewing the European Commission’s proposals, and has moved 
toward increased regulation that bans access restrictions on end users.121 
This has caused a dispute between the European Parliament and the Council 
of Ministers, the latter of which strongly opposed the proposed regulatory 
measures and deleted such amendments in its own amendments to the bill.122 
Because the European Parliament subsequently reintroduced its network 
neutrality amendment in its second reading of the bill,123 both institutions 
were forced into a conciliation procedure, postponing adoption of a new 
regulatory framework for telecoms until an agreement is reached.124

The contours of the definitive new regulatory framework seem to 
be agreed upon while an agreement is all but finalized.125 Concerning 
network neutrality, the legislative procedure of the framework evidenced 
a cautious approach by the European institutions. Communication by the 
European Council and the European Commission suggests that European 
policymakers are uncertain whether network neutrality is or will become an 
issue on the European market, or whether it is not (yet) enough of an issue to 

120 Network operators are required to inform their customers of any access limitations 
in advance of the conclusion of a contract and regularly thereafter. This measure of 
transparency should encourage users to switch ISPs when they are unsatisfied with 
any (lawful) discriminatory activities. See Proposal for a Directive of the European 
Parliament and of the Council Amending Directive 2002/22/EC on Universal Serv. 
and Users’ Rights Relating to Electronic Comm. Networks, COM (2007) 699 final 
(Nov. 13, 2007); Impact Assessment, supra note 3, at 95-96.

121 This came to the forefront most clearly in the by-now infamous amendment 138, 
stating that no restriction may be imposed on the fundamental rights and freedoms 
of end-users, without a prior ruling by the judicial authorities, notably in accordance 
with Article 11 of the Charter of Fundamental Rights of the European Union on 
freedom of expression and information, save when public security is threatened 
in which case the ruling may be subsequent.  (internal quotations omitted). Parl. 
Eur. Doc. A6-0321/138 (2008). This amendment is striking since it takes network 
neutrality out of the European Commission’s strict economic context and into 
European Fundamental Rights such as Freedom of Expression. Id. 

122 See Council Common Position, supra note 107; Directive 2002/21/EC, OJ L 108 
(24.4 2002) 

123 See Parl. Eur. Doc. A6-0272, supra note 108, at 28; Press Release, European 
Parliament, No Agreement on Reform of Telecom Legislation (May 6, 2009), 
available at http://www.europarl.europa.eu/pdfs/news/expert/infopress/20090505I
PR55085/20090505IPR55085_en.pdf.

124 See Presidency Press Statement on the State of Play Regarding the ‘Telecoms 
Package,’ Council of the European Union (June 11, 2009), available at http://www.
eu2009.cz/en/news-and-documents/news/presidency-press-statement-on-the-state-
of-play-regarding-the-_telecoms-package_-25123/.

125 See supra note 109.
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put the SMP-centered regulatory approach under discussion in telecoms.126 
Thus, network neutrality is dealt with in terms of the existing procedure of 
the regulatory framework, in which regulatory action is taken only in cases of 
SMP. European regulators have chosen to take this wait-and-see approach, 
apparently arguing that, for now, antitrust law and the regulatory framework 
are sufficiently robust to deal with future network neutrality issues.

A practical result of the upcoming revised version of the European 
regulatory framework for telecommunications is that, through the bickering 
between the European Commission and Parliament on one side and the 
Council of Ministers on the other, little effort has been put into harmonizing 
network management for the internal market. As such, network neutrality 
will be approached as a matter of consumer protection.127

The European framework offers a rich suite of tools for regulatory 
intervention on telecom markets that are not sufficiently competitive.128 
While these measures are all adequate methods to discipline network 
operators who violate network neutrality principles as an abuse of market 
dominance,129 it is unlikely that they will be implemented in a uniform 
manner throughout the continent. Different national implementations 
of pan-European policy are inevitable with the nature of a directive as a 
legislative instrument130 and the way European governance is generally 
organized. However, the emerging, next-generation broadband market is 
likely to reveal such stark differences in (de)regulatory approaches between 
various member states and that the internal market may be jeopardized,131 

126 See Wong & Garrie, supra note 5, at 332 (“The prevailing view is that the existing 
European legislative framework is sufficient to deal with conflicts arising between 
network and cable providers and therefore, does not necessitate the types of 
regulations anticipated in the United States.”).

127 Parl. Eur. Doc. A6-0321/138, supra note 121.
128 Examples of these tools include imposed transparency, nondiscrimination, open 

access and local loop unbundling, price control, and structural separation. See Access 
Directive, supra note 85. 

129 But see Frischmann & van Schewick, supra note 12, at 416-420 (providing an exposé 
on the theoretical possibility of network neutrality violation outside of market 
dominance).

130 See Treaty of Amsterdam Amending the Treaty on European Union, the Treaties 
Establishing the European Communities and Related Acts, Oct. 2, 1997, 1997 O.J. 
(C 340) 1, 278 (“A directive shall be binding, as to the result to be achieved, upon 
each Member State to which it is addressed, but shall leave to the national authorities 
the choice of form and methods.”); cf. Craig & de Búrca, supra note 104, at 279 
(“Sometimes the provisions of a directive represent a compromise between Member 
States on a complex or sensitive matter and in respect of which certain discretionary 
options are left open to States.”).

131 See Chirico et al., supra note 110, at 49 (analyzing how particular access tiering on 
broadband infrastructure is likely to fragment the European internal broadband 
market).
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which is the ultimate goal of European telecommunications policy.132

In sum, there are some relevant points of critique that can be brought 
against the new European regulatory framework and the way it deals with 
network neutrality issues. The compromise bill that will emerge from the 
conciliation committee, as with many European compromises, is likely to 
illustrate the conflicts between the federalist (Commission) and sovereignist 
(Council) branches in EU governance, with an activist Parliament in 
between.133 The proposed legislation takes a wait-and-see approach to 
network neutrality and network management, in contrast to the active role 
European institutions have played in discussing broadband deployment. 
Network management is not dealt with in much detail, which suggests that 
the European Commission is afraid to take bold steps to influence markets 
with a coordinated network neutrality policy. This rigid wait-and-see stance 
may not be the preferred approach for dealing with network management of 
next-generation broadband as an emerging market.

Towards Dynamic Broadband Policy

This Section will critically evaluate recent policy that concerns network 
neutrality in Europe and the United States. Preceding sections have discussed 
recent developments in U.S. broadband and network management policy, 
which have developed following successive categorical approaches that have 
been subject to a high degree of institutional learning. European broadband 
policy turns out to be more systematic and analytical, in which regulatory 
intervention is only triggered in cases of market failure. On an anecdotal level, 
in broadband deployment, this European policy has been quite successful 
compared to the U.S. approach. This is reflected in the latest OECD figures 
on broadband deployment,134 in which the United States ranks fifteenth out 
of twenty-nine countries in broadband penetration, performing worse than 
nine EU countries.

132 See Commission Directive 88/301, art. 90, 1988 O. J. (L 131) 73-77 (EEC).
133 See generally Neil Nugent, The Government and Politics of the European Union 

(MacMillan 1995) (1989) and Ian Bache & Stephen George, Politics in the European 
Union (Oxford UP, 2006) for an overview of the relation between the European 
Institutions and their federalist/sovereignist leanings.

134 OECD Broadband Portal, Broadband Penetration, Historical Time Series Dec. 
2008, available at http://www.oecd.org/sti/ict/broadband/ (Access main portal and 
download at chart 1m.); see also Communication from the Commission on Preparing 
Europe’s Digital Future i2010 Mid-Term Review, at 4, COM (2008) 199 final (Apr. 
17, 2008).
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OECD Broadband Subscribers Per One-Hundred Inhabitants by Technology, 
December 2008

This graph also shows that new EU member states, such as the Czech and 
Slovak republics, have an equally large or larger percentage of fiber/LAN 
(next-generation) broadband connections than the United States.135

This Article will test, by means of theoretical modeling, the assumption 
that European policy has encouraged broadband penetration. A venture into 
antitrust theory will analyze how European and U.S. network neutrality 
policies relate to regulatory errors, which have significant effects on market 
development. It has been established that, in emerging markets, such as 
broadband, errors are not only more likely to occur, but will also have graver 
consequences than in established markets.136 Thus, testing how EU and U.S. 
network-management policies relates to regulatory errors is a good indicator 
of how effective these policies are in achieving the potentially conflicting 
goal of increased competitive, nondiscriminatory broadband deployment. 

The outline of this final Section will be as follows: First, this Section 
begins by examining antitrust theory and defining the characteristics 
and costs of regulatory errors. Second, these issues will then be related to 
broadband as a specific type of emerging market, which requires a flexible 
regulatory apparatus that is able to pivot between dealing with specific 
errors, instead of categorically focusing policy on one error specifically. Even 
though European policymakers are dealing with network neutrality in a way 
that does not fit with broadband as a specific emerging market, the overall 
contours of European telecoms regulation is better equipped to deal with 
regulatory errors than U.S. policy. However, obligated to draft a national 
broadband plan under the Recovery Act,137 the FCC has the opportunity to 

135 OECD Broadband Portal, Percentage of Fibre Connections in Total Broadband 
Among Countries Reporting Fibre Subscribers Dec. 2008, http://www.oecd.org/sti/
ict/ broadband/ (Access main portal and download at chart 1l.).

136 See Crocioni, supra note 7.
137 See Recovery Act § 6001(k)(1)-(2).
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States ranks fifteenth out of twenty-nine countries in broadband penetration, performing worse 

than nine EU countries. 
OECD Broadband Subscribers Per One-Hundred Inhabitants by Technology, December 2008 

 
This graph also shows that new EU member states, such as the Czech and Slovak 

republics, have an equally large or larger percentage of fiber/LAN (next-generation) broadband 

connections than the United States.135

This Article will test, by means of theoretical modeling, the assumption that European 

policy has encouraged broadband penetration. A venture into antitrust theory will analyze how 

European and U.S. network neutrality policies relate to regulatory errors, which have significant 

effects on market development. It has been established that, in emerging markets, such as 

broadband, errors are not only more likely to occur, but will also have graver consequences than 

in established markets.

 

136

The outline of this final Section will be as follows: First, this Section begins by 

examining antitrust theory and defining the characteristics and costs of regulatory errors. Second, 

these issues will then be related to broadband as a specific type of emerging market, which 

requires a flexible regulatory apparatus that is able to pivot between dealing with specific errors, 

instead of categorically focusing policy on one error specifically. Even though European 

policymakers are dealing with network neutrality in a way that does not fit with broadband as a 

specific emerging market, the overall contours of European telecoms regulation is better 

equipped to deal with regulatory errors than U.S. policy. However, obligated to draft a national 

broadband plan under the Recovery Act,

 Thus, testing how EU and U.S. network-management policies relates 

to regulatory errors is a good indicator of how effective these policies are in achieving the 

potentially conflicting goal of increased competitive, nondiscriminatory broadband deployment.  

137

                                                                                                                                                        
Communication from the Commission on Preparing Europe’s Digital Future i2010 Mid-Term Review, at 
4, COM (2008) 199 final (Apr. 17, 2008). 
135 OECD Broadband Portal, Percentage of Fibre Connections in Total Broadband Among Countries 
Reporting Fibre Subscribers Dec. 2008, http://www.oecd.org/sti/ict/ broadband/ (Access main portal 
and download at chart 1l.). 
136 See Crocioni, supra note 7. 
137 See Recovery Act § 6001(k)(1)-(2). 
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develop a dynamic and flexible mechanism for network management similar 
to the European Framework, but better.

Antitrust Under False Positives and False Negatives
More than other legal disciplines, (U.S.) antitrust scholarship has developed 
a tradition of identifying and evading two common errors: false positives 
(Fp) and false negatives (Fn). These two errors originate in the statistical 
sciences, where they are commonly labeled as “type one” (Fp) and “type 
two” (Fn) errors.138 A type-one error designates a false null hypothesis that is 
mistakenly labeled true; whereas, a type-two error is a true null hypothesis 
that is mistakenly labeled false.139 Following the same mechanism, and as 
demonstrated in Table 1, a false positive emerges when restrictive antitrust 
is imposed on a competitive market, thus offering a solution to a problem 
that does not (yet) exist. A false negative, on the contrary, emerges when 
antitrust law that is too lenient is imposed on a market that is not sufficiently 
competitive.140

Table 1: False Positives and False Negatives in Antitrust Law

138 Some studies in law and economics also use the type one/type two terminologies. 
The present Article however will refer to the two errors as false positives and false 
negatives. 

139 See, e.g., R.S. Radford, Statistical Error and Legal Error: Type One and Type Two 
Errors and the Law, 21 Loy. L.A. L. Rev. 843 (1988) (implementing the statistical 
distinction between type one and type two errors in legal scholarship).

140 See McChesney, supra note 10, at 1411-18.
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138 Some studies in law and economics also use the type one/type two terminologies. The present Article 
however will refer to the two errors as false positives and false negatives.  
139 See, e.g., R.S. Radford, Statistical Error and Legal Error: Type One and Type Two Errors and the Law, 
21 Loy. L.A. L. Rev. 843 (1988) (implementing the statistical distinction between type one and type two 
errors in legal scholarship). 
140 See McChesney, supra note 10, at 1411-18. 
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This distinction suggests that a safely competitive market requires little 
enforcement of antitrust law and, that when markets do not function 
properly, strong antitrust policy is needed to correct market failure. In the 
statistical sciences, type-one and type-two errors operate on a continuum—
by decreasing the chance for type-one errors, the chance of type-two errors 
increases and vice versa. Moreover, type-one errors generally are considered 
to be the greater evil.141 In law, both the “weight” of the errors and their 
inverse relation has been subject to more debate, which has been particularly 
prominent in antitrust scholarship.142

A traditional analysis of false positives and false negatives in antitrust law 
would conclude that social costs involved with the former are much higher 
than the latter.143 In the case of a false positive, regulation will add a cost 
to otherwise efficiently functioning markets, while there also will be costs 
involved in turning back these “bad laws.” Conversely, the costs of false 
negatives are considered low. For example, a false negative arises when a 
retail DSL reseller is subjected to a price squeeze by the wholesale operator 
upstream,144 which has been determined judicially to fall outside the scope 
of antitrust law.145 If no additional remedies are imposed here, there will 
be a cost to society. However, under the traditional rationale, this cost will 
eventually be mitigated through market entry by competitors, which will, 
in turn, drive down the retail price. Thus, the market will alternatively self-
correct without intervention (and cost). Note that this rationale only works 
if there are no entry barriers to the market. Thus, in order to prevent a 
false-positive error, it would be best to focus on eliminating entry barriers. 
Sticking with the same example, if the wholesale DSL operator controls an 
essential facility, and there is not sufficient intermodal competition from 

141 Type-one errors are overtly gullible; whereas, type-two errors are overtly skeptical. In 
science, the latter is naturally preferred over the former. See Radford, supra note 139, 
at 851.

142 See McChesney, supra note 10, at 1412.
143 Id. at 1412-13.
144 A price squeeze can emerge when the wholesale firm is vertically integrated into the 

retail sector, while other retailers rely on the wholesaler to supply the goods they sell 
themselves. The wholesale operator can squeeze these competing resellers out of the 
market by simultaneously raising wholesale prices for the resellers while dropping 
its own retail prices to customers. See Dennis L. Weisman, Access Pricing and 
Exclusionary Behavior, 72 Econ. Letters 121, 121-22 (2001); but see J. Gregory Sidak, 
Abolishing the Price Squeeze as a Theory of Antitrust Liability, 4 J. Competition L. & 
Econ. 279 (2008) (providing a critical view of the role of price squeeze in antitrust law).

145 This example is analogous to the U.S. Supreme Court’s February 25, 2009, ruling in 
Pacific Bell Tel. Co. v. Linkline Comm., Inc., 129 S.Ct. 1109 (2009); see also Brief 
of Professors and Scholars in Law and Economics as Amici Curiae Supporting 
Petitioners, Linkline Comm., Inc. v. SBC Cal., Inc., 503 F.3d 876 (9th Cir. 2007) (No. 
07-512) (academic discussion of Linkline while still at intermediate level).
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cable or wireless broadband, the market will not be able to self-correct.146 
There are high entry barriers here, which need to be neutralized.

This analysis is grounded in Chicago School law and economics,147 
and was prominent in scholarship, policymaking, and judicial lawmaking 
between the 1970s and the early 2000s. Chicago School theorists strongly 
spoke out against false positives while arguing for a permissive approach to 
false negatives. After all, under the Chicago School rationale, false negatives 
would self-correct eventually, while false positives only could be the result of 
unnecessary intervention in markets.148 The Chicago School’s bias against 
false positives in antitrust culminated in the question of whether there should 
be antitrust laws to begin with,149 and has lead to a cautious interpretation of 
antitrust law by courts. In telecommunications-related cases, this was most 
clearly demonstrated in Trinko, where the Supreme Court was permissive 
of false-negative errors, and stressed evading false positives as a main 
motivation for its decision.150

146 A similar reasoning was developed by the European Court of Justice in its ruling in 
Case C-202-07, France Télécom v. Comm’n, at para. 112 (Apr. 2, 2009), available at 
http://curia.europa.eu/jcms/jcms/j_6/: 

 [T]he lack of any possibility of recoupment of losses is not sufficient to prevent the 
undertaking concerned reinforcing its dominant position, in particular, following the 
withdrawal from the market of one or a number of its competitors, so that the degree 
of competition existing on the market, already weakened precisely because of the 
presence of the undertaking concerned, is further reduced and customers suffer loss 
as a result of the limitation of the choices available to them. 

 Id. (emphasis added). It is interesting to compare this judgment with the Supreme 
Court’s Linkline case. See 129 S.Ct. 1109.

147 For an eloquent expression of the Chicago rationale regarding false positives and 
false negatives, see Frank H. Easterbrook, The Limits of Antitrust, 63 Tex. L. Rev. 1, 
2-3 (1984):

Monopoly is self-destructive. Monopoly prices eventually attract entry. 
True, this long run may be a long time coming, with loss to society in the 
interim. The central purpose of antitrust is to speed up the arrival of the 
long run. But this should not obscure the point: judicial errors that tolerate 
baleful practices are self-correcting, while erroneous condemnations are 
not. 

 Id.
148 See McChesney, supra note 10, at 1413-14.
149 See Robert H. Bork, The Antitrust Paradox: A Policy at War with Itself (1978); Thomas 

C. Arthur, The Costly Quest for Perfect Competition: Kodak and Nonstructural 
Market Power, 69 N.Y.U. L. Rev. 1 (1994); Easterbrook, supra note 147; compare 
Robert W. Crandall & Clifford Winston, Does Antitrust Policy Improve Consumer 
Welfare? Assessing the Evidence, J. Econ. Perspectives, Fall 2003, with Jonathan B. 
Baker, The Case for Antitrust Enforcement, J. Econ. Perspectives, Fall 2003; see 
generally The Causes and Consequences of Antitrust: The Public-Choice Perspective 
(Fred S. McChesney & William F. Shughart II eds., 1995).

150 Verizon Comm., Inc. v. Law Offices of Curtis V. Trinko, L.L.P., 540 U.S. 398, 414 
(2004) (“The cost of false positives counsels against an undue expansion of § 2 
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The Chicago School’s dominance in antitrust scholarship has been under 
attack since the early 2000s, mainly due to criticism of Chicago’s tolerant 
approach to false negatives.151 This new current of antitrust scholars argues, 
in essence, against categorical antitrust rulings, and attempts to debunk 
the danger of false positives while pointing attention to the danger of false 
negatives.152 Not only are false positives less prevalent than suggested by 
Chicago School scholars, but, in the end, the social costs of false negatives 
might be higher than false positives.153

The Chicago School’s studies rightly point out that economic determinism 
is present in traditional antitrust doctrines. However, in the absence of 
empirical proof, the Chicago School’s scholars’ claims are incomplete, and 
will need to be supplemented by extensive empirical research. For a start, 
nonetheless, it is a worthwhile exercise to identify three basic premises 
underlying Chicago’s assumptions on false positives and false negatives 
in antitrust: (1) courts very often commit false-positive errors in antitrust 
litigation; (2) false positives in antitrust law have a detrimental effect on 
efficient market behavior; and (3) unregulated markets are efficient.154 
Criticizing these premises as overtly categorical is valid and persuasive on 
an anecdotal level.155 Moreover, drawing attention to the danger of allowing 
too many false negatives in antitrust is pertinent.156

[Communications Act] liability.”); see also Matsushita Elec. Indus. Co., Ltd., v. 
Zenith Radio Corp., 475 U.S. 574, 594 (1986) (“Thus, mistaken inferences in cases 
such as this one are especially costly, because they chill the very conduct the antitrust 
laws are designed to protect.”).

151 See Joseph P. Bauer, Reflections on the Manifold Means of Enforcing the Antitrust 
Laws: Too Much, Too Little, or Just Right?, 16 Loy. Consumer L. Rev. 303 (2004); 
Joseph P. Bauer, The Stealth Assault on Antitrust Enforcement: Raising the Barriers 
for Antitrust Injury and Standing, 62 U. Pitt. L. Rev. 437 (2001); Peter C. Carstensen, 
False Positives in Identifying Liability for Exclusionary Conduct: Conceptual Error, 
Business Reality, and Aspen, 2008 Wis. L. Rev. 295 (2008); Stacey L. Dogan & Mark 
A. Lemley, Antitrust Law and Regulatory Gaming, 87 Tex. L. Rev. 685 (2009); Mark 
A. Lemley & Christopher R. Leslie, Categorical Analysis in Antitrust Jurisprudence, 
93 Iowa L. Rev. 1207 (2008). 

152 This new wave of antitrust study was joined by the great Alfred Kahn, who referred to 
Justice Scalia’s reasoning on the costs of false positive errors to categorically exceed 
false negatives in Matsushita as a “bromide that fails to differentiate between the 
initiation of price competition from the response that punishes and suppresses it and 
restores the status quo ante.” Alfred E. Kahn, Telecommunications: The Transition 
from Regulation to Antitrust, 5 J. Telecomm. & High Tech L. 159, 172 (2006) 
(emphasis added).

153 False negative errors may lead to overlooked dynamic efficiency problems, as 
competitors are in fact disincentitivized to enter the market Cf. Dogan & Lemley, 
supra note 151, at 703. 

154 See Carstensen, supra note 151, at 309-21.
155 See Lemley & Leslie, supra note 151, at 1260.
156 See Carstensen, supra note 151, at 321.
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However, in order to develop an effective rebuttal to the antitrust regime, 
which fights false positives at the risk of false negatives, it is necessary to criticize 
the Chicago School on its own strong suit—grounding legal conclusions in 
economic analysis. In general, there seems to be a desire to update Chicago’s 
assumptions on antitrust law, but the new wave of U.S. post-Chicago antitrust 
scholars seems to be ill-equipped to meet this demand. Interestingly, while the 
ratio between false positives and false negatives seems to be of little interest to 
European regulators and antitrust scholars,157 the most constructive work in 
law and economics on balancing the two errors beyond the Chicago School’s 
approach may actually be European. 

Indeed, Pietro Crocioni’s elaborate study concerns mitigating the abuse 
of dominance in emerging markets, which are particularly prone to false-
positive and false-negative errors. Because of the general uncertainty that 
characterizes next-generation broadband as an emerging market, not only 
is there a greater risk for false-negative and false-positive errors to occur, 
but also the consequences of these errors in terms of market foreclosure 
are much greater.158 It is worthwhile, therefore, to arrive at a more precise 
taxonomy of the risks and costs associated with the two types of errors in 
the different kinds of emerging markets, allowing for more tailored network-
management policymaking in emerging markets such as broadband. This 
approach, moreover, bridges false positives and false negatives in antitrust 
with similar regulatory errors.

A key contribution of Crocioni’s study lies in its critique of the seamless 
offsetting of false-negative and false-positive costs in the first place. 
Through theoretical modeling, the author demonstrates that—at least in 
a static setting—both costs are of an altogether different nature and, thus, 
cannot be offset as effortlessly as often assumed.159 False-negative costs 
concern a deadweight loss of added price above marginal costs that are 
easily quantifiable;160 whereas, false-positive errors lead to hypothetic loss 

157 See, e.g., Renato Nazzini, The Microsoft Case and the Future of Article 82, Antitrust, 
Spring 2008, at 59, 63 (“In the EU, the European Commission and the Community 
Courts have rarely, if ever, engaged in a discussion of the risk of false positives or false 
negatives as a factor shaping enforcement policy or legal rules.”).

158 See Crocioni, supra note 7, at 451.
159 The models assume a wholesale essential facility monopolist, who caters to a 

competitive retail market downstream, in which it is also vertically integrated—as 
is often the case in telecoms. See id. at 453. Note that the models do not account 
for intermodal competition between adjacent wholesale operators of different 
infrastructures. For a detailed study on offsetting intermodal and intramodal 
competition in telecommunications and broadband, see Spulber & Yoo, supra note 
26, at 152-86.

160 In this model, the absence of antitrust intervention in a noncompetitive market leads 
to rent-seeking behavior by the wholesale monopolist. Consequently, an increase in 
price and decrease in quantity lead to a quantifiable deadweight cost even further 
above marginal cost. See Crocioni, supra note 7, at 503-04.
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in innovation, which is more difficult to quantify precisely.161 Whereas 
false-negative costs are mainly backward looking, measuring the costs of 
false positives is a forward-looking exercise. This calls into question any 
categorical assumption about the compared costs of both types of errors and, 
specifically, criticizes the Chicago School’s premise of false-positive costs to 
be substantially higher than false-negative costs under all circumstances.162

Rather, these results suggest that, instead of categorical policy, a more 
precise weighing of false-negative and false-positive costs, based on 
the particulars of an (emerging) market, is in place. This is valid in both 
antitrust and regulatory settings. An emerging market, in which detrimental 
network effects are more problematic than a dependence on innovation and 
investment,163 suggests an approach in which false-negative errors are evaded 
at the risk of false-positive errors.164 After all, restrictive policy will be more 
effective in guarding against the welfare loss of a noncompetitive market. 
Conversely, when a market is highly dependent on investment for dynamic 
efficiency and less prone to negative network effects,165 an approach in which 
false positives are avoided at the cost of false negatives is needed.166 In order 
to prevent foreclosure of innovative markets involving significant fixed costs, 
regulators might grant more leeway to monopolists in order to safeguard 
innovation in the long run. In an emerging market only characterized by 

161 In case of unjustified antitrust, the monopolist is disincentivized to improve his or 
her service, which leads to a loss of improvement that would be valued by consumers. 
The upward movement of the linear demand curve, which is supposed to occur under 
normal circumstances, does not take place; this implies a welfare loss. See id. at 504-
05.

162 Crocioni’s critique is supported by more extensive modeling conducted by LEAR, 
which concludes that

[i]t is true that market power may not last forever and that entry of new 
firms or technological change may drastically challenge even a well-
established dominant position. However, there is no clear-cut explanation 
of why bad rules take longer to be reversed than the time required by 
markets to correct the anticompetitive effects of abusive conducts, nor 
has any empirical evidence so far been brought forward to sustain this 
conjecture.

 Paolo Buccirossi, Giancarlo Spagnolo & Cristiana Vitale, Laboratorio di economia, 
antitrust, regolamentazione (LEAR), The Cost of Inappropriate Interventions/Non 
Interventions Under Article 82, at § 6.38 (2006) (providing an economic discussion 
paper prepared for the United Kingdom’s Office of Fair Trading). For the modeling 
affirming this statement, see annexes C, D, and E for nonspillover assumptions, 
spillover assumptions, and their effect on ancillary markets, respectively. Id. at 
annexes C-E.

163 Crocioni, supra note 7, at 498.
164 Id. at 510.
165 Id. at 498.
166 Id. at 511.
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above-average uncertainty167—often the case in very new markets—it is 
advised that antitrust authorities take a wait-and-see approach until it can 
be determined whether enforcement should focus on a specific type of 
error.168 The most complex situation arises when all three features apply: (1) 
above-average uncertainty, (2) dependence on innovation and investment, 
and (3) strong network effects.169 In this case, “middle ground remedies” 
are preferred, which cater to some extent for possible competition concerns 
but not to the fullest extent, allowing some incentives for [the monopolist] 
to innovate and invest. An example could be imposing as a remedy an 
obligation to supply without requiring that [the essential facility] is supplied 
at cost. However, this approach could be more suited to a regulatory type of 
intervention than under competition law.170

Thus, the most complex emerging markets call for a flexible regulatory 
mechanism, supplemental to antitrust law, which is able to pivot between 
fighting false-negative and false-positive errors, depending on which type 
of error carries the largest cost in a specific situation. This suggests that 
broadband, as a complex emerging market,171 is in need of a dynamic interplay 
between evading false-positive and false-negative costs, as both have a clear 
effect on the market, but not necessarily at the same time and to the same 
extent under all scenarios. In order to minimize social costs, as previously 
suggested, a regulatory mechanism should provide flexibility, allowing 
lenient or restrictive intervention in the broadband market depending on 
whether the danger of a specific type of error is more apparent in a given 
situation. 

The following and final section argues that the theoretical premises 
underlying the European framework for telecommunications have the 
potential to function according to this flexible principle, yet fail to do so 
in network neutrality policy. By contrast, recent U.S. policy has switched 
between categorical approaches to deregulating and re-regulating 
broadband, which may lead to regulatory uncertainty. Therefore, this 
Article recommends that U.S. lawmakers implement a flexible and dynamic 
regulatory mechanism of network management for its domestic broadband 
market.

Network Management Under False Positives and False Negatives
The broadband market is too complex and uncertain to benefit from a 
categorical approach to (de)regulation. Rather, any intervention should be 

167 Id. at 498.
168 Id. at 507.
169 Id. at 498.
170 Id. at 512.
171 As previously defined, next generation broadband is subject to above-average 

uncertainty, highly dependent on investment and innovation, and prone to network 
effects. See supra notes 32-35.
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flexible and adaptive to specific circumstances. Because broadband, as an 
emerging market, is subject to above-average uncertainty, prone to network 
effects, and dependent on investment, but not necessarily to the same extent at 
all times, antitrust law and regulation should be applied flexibly and on a case-
by-case basis.172 This does not, of course, rule out the possibility of erroneous 
intervention or erroneous restraint, but at least offers a mechanism that 
attempts to strike a balance between avoiding false-negative and false-positive 
errors in a transparent manner that benefits firms, consumers, and regulators. 

European telecommunications law has the potential to function according 
to this principle. However, with network neutrality, European policy does 
not live up to this potential. As will be demonstrated herein, the European 
wait-and-see stance on network neutrality advances an incorrect definition 
of broadband as an emerging market, which is not congruent with the overall 
European policy in next-generation broadband deployment. By expanding 
Table 1 into Table 2, this Article illustrates how the European regulatory 
framework works in regulating next-generation broadband deployment. 

As long as the market is competitive, only antitrust law applies.173 This is the 
default position in EU telecommunications policy (C1). Under this scenario, 
there is supposed to be effective competition between broadband operators, 
and no reported abuse of vertical dominance on specific infrastructures. If, 
through a review process by member states’ NRAs, competition authorities, 
or by the European Commission’s own research, there turns out to be a market 
failure or abuse of dominance,174 the possibility of a false negative arises 
(Fn). This situation could occur if an operator of next-generation broadband 
networks is not penalized for abusive conduct under antitrust law because a 
national regulatory or competition authority fears impeding investment by 
making false-positive errors.175 In this case, the regulatory framework with 

172 The appropriateness of a case-by-case approach in dealing with network neutrality 
issued is echoed in the FCC’s Notice of Proposed Rulemaking, which is a promising 
sign. See Preserving the Open Internet and Broadband Industry Practices supra note 
40, at §134.

173 See Framework Directive Recital 27, supra note 85.
174 With the aid of the Commission Recommendation on telecommunications markets 

subject to ex ante regulation, see , 2003, O.J. (L 114) 45 supra note 91, at 45-47.
175 For instance, this was the case in Germany. To stimulate former incumbent Deutsche 

Telekom to roll out the VDSL infrastructure in 2006, the German government had 
planned to impose minimal regulation on incumbent Deutsche Telekom, effectively 
abandoning nondiscrimination. This prompted a dispute between the German 
government and the European Commission. See Press Release, Eur. Comm’n, 
Comm’n Launches “Fast Track” Infringement Proceedings Against Germany for 
“Regulatory Holidays” for Deutsche Telekom (Feb. 26, 2007), available at http://
europa.eu/rapid/pressReleasesAction.do? reference=IP/07/237&format=HTML
&aged=0&language=EN&guiLanguage=en; see also Pierre Larouche, Europe and 
Investment in Infrastructure with Emphasis on Electronic Communications (TILEC 
Discussion Paper No. DP 2007-031, 2007).
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sector-specific measures, which is supposed to correct the market failure at 
hand and deal with detrimental network effects, when needed, can be put 
into motion.176 This naturally leads to situation (C2)—justified intervention 
in case the particular broadband market is not sufficiently competitive.177 
Note that the trap of false positives (Fp) logically does not apply in this model. 
After all, it is inherent to the European mechanism that no sector-specific 
regulation is imposed if the market is deemed to be sufficiently competitive, 
and all regulatory intervention is lifted once markets develop sustainable 
competition. By effect, the error with the greatest cost in terms of innovation 
and investment (Fp) is avoided, while the mechanism of the framework works 
such that problematic externalities are targeted by sector-specific regulation. 

Table 2: False-Positive and False-Negative Errors in the European Framework 
for Telecommunications

This scheme highlights the efficiency of the European regulatory framework 
for telecommunications, and the potential promise this mechanism shows 
in regulating next-generation broadband. As previously demonstrated, 
broadband is a particular emerging market that is generally subject to above-
average uncertainty and equally characterized by a dependence on investment 

176 See Access Directive, supra note 85.
177 In case of the Deutsche Telekom example, supra note 175, functional separation of 

the incumbent VDSL company would be a possible option. See supra note 116 for a 
discussion on functional separation. 
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178 See Crocioni, supra note 7. 
179 Id. 
180 Cf. Impact Assessment, supra note 3, at 27-29. 
181 Id. at 95-96. 
182 See Review of EU Regulatory Framework, supra note 100, at 32. 

 This supports a 

general wait-and-see approach to network neutrality. Because this issue has yet to develop, any 



Network Neutrality and European Law

60

and a vulnerability to externalities, such as network effects.178 These 
market characteristics suggest a vulnerability to false-negative and false-
positive errors,179 both of which have negative consequences on the further 
development of next-generation broadband. European institutions more or 
less follow this rationale in developing policy to stimulate next-generation 
broadband deployment. It is recognized that, while network operators should 
be given at least some leeway to recoup their investments in next-generation 
infrastructure, and avoid false-positive errors for this reason. Nonetheless, 
the available regulatory tools are expanded with functional separation of 
incumbents’ “regular” and “next-generation” operations in case the costs of 
false-negative errors exceed the costs of false-positive errors.180

However, European institutions have failed to follow the same rationale 
when formulating policy on network neutrality. Besides increased consumer 
protection laws,181 lawmakers seem inclined to avoid developing explicit 
network neutrality policy and unsure as to the extent that network neutrality 
will be an issue in the European market.182 This supports a general wait-and-
see approach to network neutrality. Because this issue has yet to develop, 
any regulatory intervention would be premature.183 When following the 
aforementioned definition of emerging markets, this wait-and-see approach 
suggests an understanding of broadband as an emerging market subject to 
above-average uncertainty only.184 This is the case in very new emerging 
markets, which indeed justifies a very prudent approach to intervention.185 
However, the wait-and-see stance to network neutrality does not square with 
the general European approach to developing next-generation infrastructure, 
in which it is—rightly—recognized that broadband is subject to above-
average uncertainty, prone to network effects, and is highly dependent on 
investment.186 This state of the market requires a dynamic approach to offset 
investment dependence and negative externalities by flexible regulation, 

178 See Crocioni, supra note 7.
179 Id.
180 Cf. Impact Assessment, supra note 3, at 27-29.
181 Id. at 95-96.
182 See Review of EU Regulatory Framework, supra note 100, at 32.
183 This was echoed by an open letter from prominent European academics. See Martin 

E. Cave, et. al., Statement by European Academics on the Inappropriateness of 
Imposing Increased Internet Regulation in the EU (Jan. 8, 2009), available at http://
ssrn.com/abstract=1329926; cf. Wong & Garrie, supra note 5, at 339 (“the existing 
regulations under . . . the Access and Interconnection Directive means that that 
scenario of access tiering between network operators and application providers may 
appear remote.”).

184 See Crocioni, supra note 7.
185 Id. at 507.
186 See supra note 120. See also Pierre Larouche, Europe and Investment in Infrastructure 

with Emphasis on Electronic Communications, TILEC Discussion Paper, DP 2007-
31 (2007), available at http://ssrn.com/abstract=1020899.
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which clearly is not what the European institutions plan to do with network 
neutrality. 

Therefore, it can be concluded that, while the European regulatory 
framework has a latent potential to address network neutrality in the 
systematic and flexible manner that is required, it fails to transform this 
potential into actual policy. Returning to the state of affairs in the United 
States, a different situation arises. With Brand X came a deregulatory 
approach to broadband markets, which, through Comcast, the BTOP of 
the Recovery Act, and the FCC’s Proposed Rulemaking, is under debate 
again. When analyzing these shifts in policy alongside the framework of 
false positives and false negatives, it turns out that the broadband regulatory 
practices of the previous administration focused mainly on false-positive 
traps, at the cost of increasing the likelihood of false negatives. This is 
also the strategy employed by the Supreme Court in Trinko187 and Brand 
X.188 Common carriage regulation was deemed to hold back otherwise 
competitive markets, with great costs involved. This resulted in a stronger 
reliance on antitrust law, as both DSL and cable would fall outside the scope 
of sector-specific Title II regulation.189

Commentators argue that this method decreases false-positive errors, 
while also acknowledging that such a strategy typically works on a trial-
and-error basis with a high degree in institutional learning.190 Moreover, the 
deregulatory approach directly after Brand X supposes a market structure of 
workable competition.191 After all, theoretically, only in a competitive setting 
will committed false-negative errors be self-corrected by the market.192 
Academics have since voiced compelling critique against this Chicago 
School rationale,193 which has been validated by actual modeling efforts.194 It 
turns out that any categorical approach to (de)regulating broadband markets 
is ill advised. Rather, in an emerging, uncertain, and complex market, such as 
broadband, a flexible policy that pivots between focusing on false positives 
and false negatives is likely to be most successful. However, through the 

187 See Verizon Comm., Inc. v. Law Offices of Curtis V. Trinko, L.L.P., 540 U.S. 398, 415 
(2004)

188 See Nat’l Cable & Telecomm. Ass’n v. Brand X Internet Servs., 545 U.S. 967 (2005).
189 See 47 U.S.C § 253 (2007).
190 See Bauer & Bohlin, supra note 76, at 50.
191 See Wireline Broadband Order, supra note 48. See Also Bauer & Brolin, id., at 49:
 “Although it was not explicitly invoked in policy debates, the US approach toward 

NGN follows the logic of this method. When the new regime was put into place, the 
anticipated future market structure was one of workable competition.” Id.

192 See McChesney, supra note 10, at 1412-13.
193 For an overview of this critical scholarship, see supra note 147.
194 See Buccirossi, Spagnolo & Vitale, supra note 162; see also Crocioni, supra note 7.
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Comcast case195 and the Recovery Act,196 a theme has developed in which 
regulatory oversight is increased—constituting a more categorical focus on 
tackling false-negative errors. Under the given circumstances, it is unclear 
whether, for next-generation broadband, these regulatory initiatives would 
constitute a false positive (Fp) or a correct intervention to market failure (C2); 
again, the only way to find out is through trial and error. Moreover, it could 
be argued that, particularly in the Recovery Act, there is a higher risk of a 
false-positive trap because the proposed ex ante measures apply on a very 
broad basis.197

What may be emerging is a pattern by which old categorical approaches 
are replaced by new ones. Indeed, it has been stated that the FCC has a long-
standing tradition in categorical rulemaking,198 and has developed a habit in 
which disputes are mitigated on a “legislative-like basis, with a limited track 
record in handling adjudications and expedited proceedings under a rule-of-
law model.199

Thus, instead of categorical policy depending on trial and error, U.S. 
regulators need a more analytical mechanism to monitor broadband 
markets, analogous to the European system previously described. The 
main modification of recent policy would be a larger role for the FCC in 
administering competition in broadband markets. The U.S. Supreme Court 
has repeatedly voiced its discomfort with administering competition in 
telecommunications through judicial lawmaking in antitrust.200 Rather, the 
role of monitoring the competitiveness in U.S. broadband markets should be 
entrusted to the FCC, similar to the role played by the Directorates General 

195 See Formal Complaint of Free Press & Pub. Knowledge Against Comcast Corp. for 
Secretly Degrading Peer-to-Peer Applications, Memorandum Opinion and Order, 
supra note 1.

196 See Recovery Act, Pub. L. No. 111-5, 123 Stat. 115 (2009).
197 For a compelling argument against blanket ex-ante rules in network management 

issues, see Network Neutrality, Consumers, and Innovation, supra note 12.
198 See Weiser, supra note 12, at 311.
199 Id. at 318.
200 See, e.g., Verizon Comm., Inc. v. Law Offices of Curtis V. Trinko, L.L.P., 540 U.S. 

398, 415 (2004) (quoting Phillip Areeda, Essential Facilities: An Epithet in Need 
of Limiting Principles, 58 Antitrust L.J. 841, 853 (1990): “No court should impose 
a duty to deal that it cannot explain or adequately and reasonably supervise. The 
problem should be deemed irremedia[ble] by antitrust law when compulsory access 
requires the court to assume the day-to-day controls characteristic of a regulatory 
agency.”); accord Pacific Bell Tel. Co. v. Linkline Comm., Inc., 129 S.Ct. 1109 (2009): 

 It is difficult enough for courts to identify and remedy an alleged anticompetitive 
practice at one level, such as predatory pricing in retail markets or a violation of the 
duty-to-deal doctrine at the wholesale level. . . . And courts would be aiming at a 
moving target, since it is the interaction between these two prices that may result in a 
squeeze.

 Id. at 1121 (emphasis in original).
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for Competition and Information Society in the European Commission. 
Indeed, the idea of charging the FCC with increased antitrust oversight 
over the broadband market is not new and has been argued convincingly 
by others.201 This Article has attempted to strengthen this argument by 
outlining the analytical grounds under which an agency like the FCC 
could implement a comprehensive strategy in network management and 
broadband deployment. 

Interestingly, the Recovery Act endorses such a role for the FCC. 
After all, as specified in the Act, the FCC is obligated to draft a National 
Broadband Plan.202 In this plan, the FCC could draft an analytical model 
in which procedures for market monitoring are delineated and specifies a 
string of tools for regulatory intervention in case market failure is detected in 
these developing broadband infrastructures. Like the European regulatory 
framework, such a mechanism would allow for correction in case of a false-
negative error, while evading the false-positive trap altogether. Sector-
specific intervention would only be applied in case of demonstrated market 
failure. Similarly, as in the EU, any regulatory measure should be evaluated 
on a continuous basis, and be lifted as soon as robust competition allows.203

This approach has the benefit of being flexible and analytical at the 
same time—allowing for a tailored approach in network neutrality issues 
that is also transparent and straightforward. Such a mechanism would 
pivot between generic antitrust law and regulatory intervention based on 
necessity. The “pivoting player” would be the FCC. Network neutrality is 
a topic too delicate to fall under antitrust law or sector-specific provisions 
per se. At the same time, there is a great benefit to precedent-setting through 
transparent and systematic policy at the FCC. The outlined European 
approach to antitrust-triggered regulation for broadband offers exactly that, 
and would offer the promise to rule out regulatory errors that have plagued 
U.S. telecommunications policy for ages. 

Conclusion

In this Article, a comparative analysis has been developed between European 
and U.S. policy in next-generation broadband and network management. 
After a brief description of current problematic issues of network neutrality 

201 See, e.g., Atkinson & Weiser, supra note 12, at 2; Kahn, supra note 152; Joseph 
Farrell & Philip J. Weiser, Modularity, Vertical Integration, and Open Access Policies: 
Towards a Convergence Of Antitrust and Regulation in the Internet Age, 17 Harv. 
J. L. & Tech. 85 (2003); cf. Jonathan E. Nuechterlein, Antitrust Oversight of an 
Antitrust Dispute: An Institutional Perspective on the Net Neutrality Debate, 7 J. on 
Telecomm. & High Tech. L. 19, 21 (2009) (arguing for network neutrality rulemaking 
to be administered by the Department of Justice and FTC).

202 Recovery Act § 6001(k)(2).
203 See 2003 O.J. (L 114) 45, supra note 91.
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and the characteristics of broadband as a complex emerging market, a critical 
summary of the most recent events in U.S. policymaking was presented. 
Furthermore, European telecommunications policy has been addressed 
at length. This analysis was meant to evaluate the process towards the 
regulatory framework of 2002 and its current revision, which was designed 
as a mechanism in which antitrust law and sector-specific regulation interact. 
The effectiveness of this mechanism can be demonstrated both empirically 
and theoretically in terms of next-generation broadband deployment. 
However, the European institutions have failed to recognize the potential 
of their own regulatory framework in dealing with network neutrality. In 
a complex and emerging market, such as broadband, only a dynamic and 
flexible regulatory mechanism will minimize regulatory errors. Therefore, 
U.S. policymakers, and, particularly, the FCC, should pay close attention 
to developments in Europe. While there are, indeed, notable problems in 
European broadband policy, the European approach may offer the necessary 
regulatory tools to boost the United States’ digital future. The FCC and 
the Obama Administration are strongly advised to develop a National 
Broadband Plan according to European precedent that embraces workable 
competition, so that a reliable and neutral broadband Internet can reach as 
many Americans as possible.
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Chapter two

Transparency Regulation in Broadband 
Markets: Lessons from Experimental 
Research

Jasper P. Sluijs, Florian Schuett, Bastian Henze (2011) 35 
Telecommunications Policy 592–602

This article presents a research project in experimental law and economics about 
transparency regulation in markets for experience goods, with implications for the 
implementation of transparency requirements in broadband markets. European and 
American regulators have introduced transparency policies in the broadband sector, 
although their effects on market actors are not fully understood. The experiment evaluates 
the effects of increased transparency on various market outcomes. Four scenarios are 
compared in which end-users have different amounts of information about quality. 
Findings of this research suggest that (1) more information about quality leads to higher 
total surplus and higher consumer surplus; (2) quality provided by firms increases with 
the level of transparency; and (3) quality and efficiency are marginally higher when full 
information about quality is only available to some consumers, than when all consumers 
have imperfect information about quality. To these findings a number of conclusions are 
attached relevant for broadband policy.

Introduction

European and American policymakers in telecommunications have 
introduced a transparency policy to regulate broadband markets, according 
to the rationale that consumers can come to a better informed purchasing 
decision when they have more understanding of the actual quality that 
Internet Service Providers (ISPs) offer. Currently the only product 
information available to the average consumer consists of advertised up 
and download speeds and price—which is not very informative. Moreover, 
switching costs are still substantial for consumers in broadband, which 
makes ex-post information about quality less valuable. At the same time ISPs 
implement increasingly complex network management practices, which 
makes it more complex for consumers to observe overall quality. These 
features make broadband Internet a prominent example of an experience 
good, that is, a good whose quality can only be observed after consumption. 
There thus seems to be a legitimate demand for increased transparency in 
broadband.

Both in Europe and the US these transparency requirements can be 
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interpreted as a light-touch regulatory approach in which the fostering of 
market mechanisms in a dynamic sector such as broadband is favored over 
heavy-handed ex-ante intervention. Transparency as a regulatory instrument 
affects firms and consumers. However, it is unclear whether transparency 
about actual quality of broadband leads to better outcomes for consumers 
(and ISPs) to begin with, and how these transparency requirements should 
practically be implemented in broadband markets. The many potential 
ways in which transparency regulation can be implemented place different 
burdens on the involved actors.

This article presents results from a laboratory experiment on transparency 
regulation in markets for experience goods. The experiment investigates 
whether more transparency about the actual quality of an experience 
good leads to better outcomes for firms and consumers. The results of this 
research project are relevant for broadband markets and its implications can 
be applied to broadband policy.

Experiments provide researchers and policy makers with the 
opportunity to assess the consequences of proposed policy changes prior 
to their implementation. By analyzing the decisions of real people in a fully 
controlled laboratory environment, experiments can either be utilized to 
test theoretical predictions or deliver insights which can neither be obtained 
by means of theoretical analysis nor simulations. Experimental research 
necessarily abstracts from some of the complexities of reality and focuses 
on its essential features to allow for such a controlled setting. Its results 
should thus be interpreted in a qualitative manner. The experimental design 
of this study focuses on the effect of transparency on firms and consumers 
in a market for experience goods, such as broadband Internet. Firms and 
consumers interact by selling and buying products in this experiment, which 
contains four different treatments in which different shades of transparency 
about the actual quality of the offered products are available to consumers.

The findings of this research indicate that transparency requirements 
increase efficiency in markets, and contribute to a significantly higher 
consumer surplus compared to no transparency about a product’s actual 
quality. The main driver of this enhanced efficiency is the quality supplied: 
firms increase the quality of the products they offer when consumers have 
more information about the actual quality. At the same time, there is no 
significant difference in prices across the four treatments. Concluded can 
be also that it is marginally more efficient to disclose complete information 
that is only accessible to a subset of consumers, than to disclose imperfect 
information that is accessible to all consumers.

The findings of this research have a number of important implications 
for the broadband sector. First, transparency about actual Quality-of-
Service (QoS) would likely lead to a higher quality in offered broadband 
plans. Second, the price of broadband plans should be largely unaffected 
by transparency. Finally, it may be more efficient to oblige ISPs to disclose 
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technical information about their actual QoS that is not accessible to all 
consumers, than to provide imperfect summary information about QoS 
that is accessible to everyone. This conclusion is reinforced if one takes into 
account other practical considerations that are outside of the experimental 
design such as the cost of implementation for regulators.

The remainder of this paper is structured as follows. First transparency 
as a regulatory instrument will be introduced, and how it is applied 
in telecommunications policy in the US and Europe. Subsequently 
methodology and research design will be described to test the efficiency 
of transparency regulation. Hereafter, the results of the experiment will 
be discussed in detail, and interpreted in relation to the implementation of 
transparency regulation into broadband markets. This article in general thus 
provides insight into how experimental research can be of use in regulating 
telecommunications markets, and in particular points out how transparency 
regulation can be implemented in broadband markets most efficiently.

On transparency regulation and broadband

Transparency (or disclosure) is a regulatory tool commonly used in 
environmental law1 or financial regulation,2 by which firms are obliged to 
disclose information about their product or service so that consumers can 
come to a better informed purchasing decision and regulatory agencies can 
rely on ex-post enforcement.3 Transparency regulation seems particularly 
suited for experience good industries, where actual product features such 
as quality can be evaluated by consumers only after consumption.4 As such, 
transparency requirements have also been introduced in telecommunications 
regulation, such as ‘truth-in-billing’ obligations on mobile telephony 
operators.5 The European institutions have more recently advanced a 
transparency policy in the regulation of broadband markets. The resulting 

1 Shameek Konar and Mark A. Cohen, ‘Information As Regulation: The Effect 
of Community Right to Know Laws on Toxic Emissions’ (1997) 32 Journal of 
Environmental Economics and Management 109–124; William F Pedersen, 
‘Regulation and Information Disclosure: Parallel Universes and Beyond’ (2001) 25 
Harvard Environmental Law Review 151

2 Brian J. Bushee and Christian Leuz, ‘Economic consequences of SEC disclosure 
regulation: evidence from the OTC bulletin board’ (2005) 39 Journal of Accounting 
and Economics 233–264; Paul G Mahoney, ‘Mandatory Disclosure As a Solution to 
Agency Problems’ (1995) 62 University of Chicago Law Review 1047

3 Archon Fung, Mary Graham, David Weil, and Elena Fagotto, ‘The Political Economy 
of Transparency: What Makes Disclosure Policies Sustainable?’ [2004] SSRN 
eLibrary, http://ssrn.com/abstract=384922

4 Luís M. B. Cabral, Introduction to industrial organization (MIT Press 2000) 223
5 Jerry Ellig and James N Taylor, ‘The Irony of Transparency: Unintended Consequences 

of Wireless Truth-in-Billing’ (2006) 19 Loyola Consumer Law Review 43
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directive requires ISPs to disclose more detailed information about the 
actual quality of a broadband connection, and how this is affected by so-
called network management—that is methods by ISPs to shape, differentiate, 
prioritize or block certain online traffic:

Member States shall ensure that national regulatory authorities 
are able to oblige undertakings providing public electronic 
communications networks and/or publicly available electronic 
communications services to publish transparent, comparable, 
adequate and up-to-date information on applicable prices and 
tariffs, on any charges due on termination of a contract and on 
standard terms and conditions in respect of access to, and use 
of, services provided by them to end-users and consumers.6 

These undertakings should also inter alia:

‘‘[I]nform subscribers of any change to conditions limiting 
access to and/or use of services and applications, where such 
conditions are permitted under national law in accordance with 
Community law;’’7

and
‘‘provide information on any procedures put in place by the 
provider to measure and shape traffic so as to avoid filling or 
overfilling a network link, and on how those procedures could 
impact on service quality.’’8

In a similar vein, the U.S. Federal Communications Commission (FCC) 
has recently released a new order for regulating broadband, which places 
transparency of network management front and center in broadband policy.9 
These transparency requirements have been implemented as a response to 
the network neutrality discussion, which in short concerns a heated debate 
in Europe and the US about the optimal balance between allowing ISPs 

6 Directive 2009/136/EC of the European Parliament and of the Council of 25 
November 2009 amending Directive 2002/22/EC on universal service and users’ 
rights relating to electronic communications networks, Directive 2002/58/EC 
concerning the processing of personal data and the protection of privacy in the 
electronic communications sector and Regulation (EC) No 2006/2004 on consumer 
protection cooperation OJ L. 337/11, 2010, art. 21(1)

7 Art. 21(3)(c) of Universal Service Directive 2002/22/EC, as amended, id
8 Art. 21(3)(d) of Universal Service Directive 2002/22/EC, as amended, id
9 FCC, In the matter of preserving the open Internet and broadband industry practices. 

Federal Communications Commission (Report and Order) GN
 Docket No. 09-191, WC Docket No. 07-52, FCC 10-201, 32-37http://www.fcc.gov/

Daily_Releases/Daily_Business/2010/db1223/FCC-10-201A1.pdfS.
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to differentiate their quality of service and offering streamlined access to 
the web to consumers, without allowing those same ISPs to abuse their 
position as a gate keeper.10 The European transparency policy eschews 
direct intervention into the broadband market, to rather facilitate market 
mechanisms by informing consumers of the network management practices 
of their network operators.11 The American transparency policy is framed 
in a broader sense, stating that ‘‘informing end users, edge providers, and 
the Commission about the network management practices, performance, 
and commercial terms of broadband Internet access service is a necessary 
and appropriate step tohelp preserve an open Internet’’.12 Indeed, intuitively 
transparency regulation seems appropriate for an experience good like 
broadband Internet. Actual quality of broadband is rather hard to observe 
for consumers: the only information currently available to end-users 
that would allow them to measure the quality of the broadband plan they 
consider consists of advertised prices and maximum bandwidth. In times 
of bandwidth hungry and delay-sensitive online applications such as 
streaming video portals and real-time online games, more factors of quality 
matter—such as latency, download limits, network management policies 
in moments of peak congestion, port blocking, etc. Moreover, as switching 
costs for end-users in the broadband market remain considerable,13 ex-post 
information about actual quality is of limited value. Finally, the effects of 
network management by ISPs are hard to observe for consumers: it is hard 
to distinguish whether sluggish buffering is due to general congestion in the 
network, or active network management by an ISP. The rationale behind 
implementing transparency in broadband thus seems to be that consumers 
should be given more precise information about the actual quality of their 
broadband connection.

Even though, like in broadband now, transparency policies are embraced 
enthusiastically by governments as a non-interventionist regulatory 
mechanism that supposedly empowers consumers, it is unclear what effect 
this type of regulation has on the behavior of firms and consumers. A solid 
ex-ante evaluation of transparency as a regulatory tool can be provided by 
experimental legal-economic research, in which regulatory scenarios can be 
tested by subjects in laboratory environments.

10 Jasper P. Sluijs, ‘Network Neutrality Between False Positives and False Negatives: 
Introducing a European Approach to American Broadband Markets’ (2010) 62 
Federal Communications Law Journal 77–117

11 European Commission, ‘Commission Staff working Document: Impact Assessment 
SEC(2007) 1472’, 2007, 95-96

12 FCC, supra note 9, 33
13 Jackie Krafft and Evens Salies, ‘The diffusion of ADSL and costs of switching 

Internet providers in the broadband industry: Evidence from the French case’ (2008) 
37 Research Policy 706–719
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The experiment: design and results

This study employs the methodology of experimental economic research, in 
which theoretical predictions are tested with real people (hereafter: subjects) 
in a lab.14 Experiments are detached testing opportunities with the great 
benefit of offering the ability to isolate human behavior: through statistical 
analysis of experimental data it is possible to attribute causes to effects and 
vice versa. Experimental research on consumer and firm behavior can allow 
policymakers to evaluate ex-ante the effects of certain policy scenarios, 
without having to actually implement measures on a large scale to see their 
potential effects. Moreover, multiple potential approaches to policy can be 
tested alongside each other, to allow for a balanced comparison on substance. 
As experiments focus on the essential features of an environment, results 
should be interpreted in a qualitative manner.

In experimental economics it is standard practice to design abstract 
market environments for subjects.15 This implies that subjects operate 
as consumers and firms in an unspecified market, buying and selling 
unspecified products. This approach has the benefit of ruling out subjects’ 
biases towards particular product markets, which cannot be controlled for. 
For instance, subjects might have had (un)pleasant experiences with ISPs 
and Internet connectivity, which will influence their performance in the 
experiment in unpredictable ways. It then becomes impossible to rule out 
whether subjects’ behavior in the experiment is due to such biases towards 
the telecommunications industry or not. A second benefit of this abstract 
design is that results can be applied to several industries that fit with the 
general market structure of the experiment. The following section will 
outline the design of the laboratory experiment on transparency.16

Design

Transparency regulation has an effect on both firms and consumers, and the 
implementation and enforcement of transparency policies places a burden 
on regulators. There are moreover many possible scenarios for transparency 

14 John H. Kagel and Alvin E. Roth (eds), ‘Industrial Organization: a Survey of 
Laboratory Research’ in The Handbook of Experimental Economics (Princeton 
University Press 1997); Sobei Hidenori Oda (ed), Developments on Experimental 
Economics (Springer 2007)

15 Charles Holt, ‘Industrial Organization: a Survey of Laboratory Research’ in John H. 
Kagel and Alvin E. Roth (eds), The Handbook of Experimental Economics (Princeton 
University Press 1997) 349–435

16 For a detailed and more technical description of the design, theoretical predictions, and 
results of the experiment, see the companion paper Bastian Henze, Florian Schuett, 
Jasper P. Sluijs Transparency in markets for experience goods: Experimental evidence 
[2011] https://sites.google.com/site/schuettflorian/henze-schuett_transparency.pdf
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policy, with different roles for all actors involved. Generally this study aspires 
to shed light on the efficiency of transparency regulation. This is indeed 
the most fundamental question on the merits of any transparency policy: 
does more transparency about the actual quality of products lead to better 
outcomes for firms and consumers? More specifically a key design principle 
for transparency policies will be investigated: the trade-off between deep and 
shallow transparency. In other words, is it more efficient for regulators to 
enforce the disclosure of detailed and precise information that noteveryone 
can access, or to make available summary information about the quality of 
complex products that is accessible to everyone, but not completely accurate?

In order to answer these questions, four different scenarios for 
transparency policy have been designed, which will be referred to as 
treatments. The four treatments differ only in the amount of information 
about quality that is disclosed to consumers. The design is otherwise 
identical and consists of a market for two firms and four consumers. 
Subjects are randomly assigned the role of a firm or of a consumer.17 The 
two subjects playing firms interact with each other over all periods, whereas 
the consumers are randomly matched with an unknown pair of firms for 
each new period. This is to maximize learning by subjects, while minimizing 
the role of reputation during the experiment. The game is played for thirty 
periods. Each period consists of the following steps:

Step 1: The firms choose the quality of the product which they 
will offer to the consumers. Providing a higher quality is more 
costly for firms. 
Step 2: Firms see the quality that was chosen by the other firm 
of their group, and then decide on the price of the product.18

Step 3: The consumers decide from which firm to buy, and can 
also decide not to buy a product.

 
 

17 One common misconception about experimental economics concerns the idea that 
while it is deemed valid to test consumer behavior with subjects in laboratories—after 
all, these subjects are consumers themselves in real life—it is often deemed invalid 
to test behavior by firms. Under this rationale it is supposed that firms behave more 
rationally than individual subjects because they have more experience and have had 
more formal training than laboratory subjects—typically students. However, research 
shows that managers participating in experiments do not perform significantly better 
than student subjects. See Mark Armstrong and Steffen Huck, ‘Behavioral Economics 
as Applied to Firms: A Primer’ [2010] ; Douglas V. Dejong, Robert Forsythe, and 
Wilfred C. Uecker, ‘A note on the use of businessmen as subjects in sealed offer 
markets’ (1988) 9 Journal of Economic Behavior & Organization 87–100

18 This step is included to elicit strategic interaction between the two firms.
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Consumers vary in their appreciation of quality. The higher their appreciation 
of quality, the higher is their pay-off when buying high quality products.19 
The treatments differ with respect to the sort of transparency about quality 
that the consumers have. In all treatments the consumers know the exact 
price of the product they purchase. However, the knowledge consumers 
have about quality varies across treatments, from no information at all to 
full information for all; via two intermediate treatments with either full 
information for some and no information for other consumers, or imperfect 
information for all. The treatments shall be explained in detail below.

Treatment 1: no information
In the [no info] treatment, consumers only observe prices. Theory predicts 
a ‘lemons’ problem here, in which both firms resort to offering the lowest 
possible quality.20 There is some, but little experimental evidence supporting 
this prediction.21

Treatment 2: full information
In the [full info] treatment, consumers observe both price and quality in 
the firms’ offers before making a purchase. Economic theory predicts that 
firms will relax price competition by maximum quality differentiation, that 
is, firms will try to differentiate themselves from one another by offering 
different qualities, each catering to a different group of consumers: the 
high-quality firm targets consumers who care a lot about quality (and are 
thus willing to pay a lot for higher quality), while the low-quality firm targets 
consumers who do not care much for quality.22 No study to date has tested 

19 More precisely, consumers’ appreciation for quality is modeled as their marginal 
utility from quality.

20 Consumers anticipate that firms offer the same low quality and buy from whoever 
charges the lower price. This leads to a price war, forcing both firms to price at 
marginal cost. The extreme result of marginal-cost pricing in a duopoly is known 
as the Bertrand paradox: even though there are only two firms in the market, the 
outcome predicted by theory is equivalent to perfect competition. See Jean Tirole, 
The theory of industrial organization (MIT Press 1988) 209–238

21 Charles Holt and Roger Sherman, ‘Advertising and Product Quality in Posted-Offer 
Experiments’ (1990) 28 Economic Inquiry; M. Lynch, R. Miller, C. Plott, and R. Porter, 
‘Product Quality, Consumer Information and ‘Lemons’ in Experimental Markets’ in 
P.M. Ippolito and D.T. Shefman (eds), Empirical Approaches To Consumer Protection 
Economics (Federal Trade Commission, Bureau of Economics, Washington DC 1986)

22 There are three Nash equilibria: two symmetric pure-strategy equilibria, and one 
mixed-strategy equilibrium. In each of the pure-strategy equilibria, one of the firms 
chooses the highest possible quality (10) and a high price (specifically, 28), while the 
other chooses the lowest possible quality (1) and a low price (10). The firm offering 
the high quality will make a profit of 48, while the one offering low quality will make 
a profit of 12. In the mixed-strategy equilibrium, each firm plays the highest quality 
with probability 4/5, and the lowest quality with probability 1/5. The prices they 
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this prediction experimentally.23

These first two treatments are used as benchmarks for the [signal] and 
[subset] treatments. While the [signal] and [subset] treatments are most 
valuable in terms of external validity, the results of these two treatments 
need to be measured against upper and lower boundaries in order to draw 
meaningful conclusions.

Treatment 3: subset information
The design of the [subset] treatment is a combination of elements from the full 
information and no information treatments. In this treatment, a subset of one 
half of consumers has full information and the other half has no information 
on quality. This design represents a situation in which not all consumers have 
access to complete information about the quality of an experience good, 
because this information for instance is too complex or hard to obtain.

Economic theory predicts that in this treatment it may be possible for 
firms to signal the quality they offer through their pricing.24 After all, offering 
low quality products for a high price risks losing the informed consumers 
with a low quality appreciation.25

Treatment 4: signal information
The design of the [signal] treatment mimics the full information treatment, 
yet for all consumers the disclosed figures for quality are diluted by an 
error term, which will yield an imprecise quality signal. The signal is an 
approximation of the true quality offered by a firm. It can differ from the 
true quality depending on the realization of a random error term.26 This 

choose depend on the realized pair of qualities. The expected profit of each firm is 9.6.
23 The closest related experimental study works with horizontal differentiation, see 

Ivan Barreda-Tarrazona, Aurora García-Gallego, and Joacquín Andaluz-Funcia, ‘An 
Experiment on Spatial Competition with Endogenous Pricing’ International Journal 
on Industrial Organisation [2012].

24 Yaron Yehezkel, ‘Signaling Quality in an Oligopoly When Some Consumers Are 
Informed.’ (2008) 17 Journal of Economics and Management Strategy 937–972

25 The presence of informed end-users creates a cost of choosing a high price for low-
quality firms, making it less attractive for them to mimic the high-quality ones. In 
equilibrium therefore, uninformed end-users can infer the quality of a product from 
its price. Thus, all end-users turn out to be informed. Note that this result does not 
depend on communication between informed and uninformed end-users, but is 
caused by a positive informational externality: by creating a cost for mimicking high-
quality firms, informed consumers discipline low-quality firms, thereby helping make 
prices informative about qualities.

26 The error follows a uniform discrete distribution ranging from -5 to +5. This error 
term was calibrated in such a way that a consumer in the [signal] treatment who picks 
a product solely based on the signals she receives would obtain the same expected 
quality as an average consumer in the [subset] treatment, given the distribution of 
qualities offered that were observed in the previous treatments. The idea of this 
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treatment represents the scenario in which all consumers have some, but 
imperfect information about the actual quality of an experience good, for 
instance because quality information is aggregated and turned into summary 
statistics by a regulator.

To the best of the authors’ knowledge, there are no theoretical papers 
dealing with the case of imperfect information about quality. Intuitively, 
however, a signaling equilibrium could be expected to be similar to the one 
in [subset]: an imperfect but informative signal about quality should make 
it costly for low-quality firms to choose a high price, because there is a good 
chance that consumers correctly identify which of the two products on offer 
is of higher quality.

Summing up, these treatments allow for an analysis of the general 
efficiency of transparency of quality—does disclosure of the actual quality 
of an experience good lead to more or less efficient outcomes for firms 
and consumers that non-disclosure? Second, the design of the treatments 
allows for the comparison of two types of disclosure: deep transparency of 
full information that only a subset of the population can access, or shallow 
transparency of imperfect summary information that is accessible to everyone.

Results

In the following section the statistical methodology for analyzing the 
experimental data will be outlined, and the results of the present study shall 
be discussed.27 The data from this experiment have been analyzed using both 
parametric and non-parametric statistical methods. The statistical model used 
for the parametric analysis is a random effects model with a clustered error 

calibration is to make both treatments equivalent in terms of the information held 
by an average end-user, mainly for the sake of internal validity. By comparing the 
two treatments can answered whether it is better to give some information to all 
consumers or full information to some end-users, holding end-users’ average level of 
information constant.

27 The experiment was programmed and conducted with z-Tree software, see Urs 
Fischbacher, ‘z-Tree: Zurich Toolbox for Ready-made Economic Experiments’ 
(2007) 10 Experimental Economics 456. It was carried out in the CentER lab of 
Tilburg University in the Netherlands, with 16 experimental sessions in between 
March 24, 2010 and May 26, 2010. Each session, including briefing and debriefing, 
lasted for approximately 75 min. 210 subjects in total participated in the experiment, 
of which 47% were female. The average age of subjects was 22.85 years, and people 
of 22 different nationalities participated. 92% of the subjects were students in the 
Faculty of Economics and Business Administration of Tilburg University, and 90% 
had participated in economic experiments before. While payment was based on 
performance, the average payoff for subjects lay around €12. In the [full info] and 
[subset] treatments the behavior of those consumers who have full information about 
quality has been automated, as the actions of these consumers are very predictable 
and straightforward.
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structure at the session level.28 The statistical model used for non-parametric 
tests is the Mann–Whitney (MW) test, which is a ranksum test.29  
The MW test computes test statistics for one- and two-sided hypothesis tests.30

28 The functional form is
ygst = Constant + Xs’b + u s + egst  (I I)

where
Xs’b = b1 Signals+ b2 Subsets+ b3 FullInfos  (I I I)

 The indices g, s, and t designate group, session and period respectively. Note thus that 
there are three observations of the independent variable ygst per period as there are three 
matchings of ISP and end-user groups in each period. Signals, Subsets, and Full Infos are 
zero-one dummies attaining a value of one in the sessions of the signal, subset and full info 
treatment respectively and a value of zero otherwise. Note that in the [No Info] treatment 
these dummies are jointly zero. us represents a random intercept which is assumed to be 
randomly drawn from a normal distribution with mean zero for each individual session. 
This accounts for differences between sessions caused by unobserved heterogeneity 
of subjects—which stands for differences between the subjects which can neither be 
observed nor controlled for by the experimenter. Finally, egstis an error term with an 
expected value of zero that is assumed to be uncorrelated with both with the random 
intercept usand all independent variables in every single period. 

29 In a first step the observations from two treatments are ordered from highest to 
lowest and assigned ranks. The largest observation receives rank n (n being the total 
number of observations from the two treatments), the second largest observation 
rank n-1 and so on, with the lowest observation receiving rank 1. In a second step the 
ranks of the observations from each of the two treatments are added up, resulting in 
two ranksums, one for each treatment. The test-statistic is computed from comparing 
these ranksums with tabulated critical values.

30 In a one-sided test one attempts to reject the null-hypothesis that the median 
observation of one of the treatments is significantly larger or smaller than in the 
other treatment. In a two-sided test one attempts to reject the null-hypothesis that the 
observations from the two treatments originate from the same population. It is more 
difficult to reject the null hypothesis in a two-sided test—which makes the two-sided 
test more conservative.

Fig. 1. Average efficiency (% total welfare). Asterisks designate level of 
significance of P values (* = <0.05, ** = <0.01, *** = <0.001).
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Fig. 2. Average consumer surplus. Asterisks designate level of significance of P 
values (* = <0.05, ** = <0.01, *** = <0.001).

Fig. 3. Average producer surplus. Asterisks designate level of significance of P 
values (* = <0.05, ** = <0.01, *** = <0.001).

Fig. 1 shows that average efficiency is significantly higher in the [full info], 
[signal] and [subset] treatments, as compared to [no info]. Efficiency here 
denotes the ratio of actually realized over maximum possible welfare. With 
welfare the sum of consumer surplus and producer surplus is meant, which 
comprises total surplus.31

31 Efficiency is defined as the quotient of welfare that is actually realized and the 
maximum possible welfare. In this experiment, maximum welfare is achieved if all 
consumers purchase the highest possible quality level. In this case, one obtains an 
efficiency of 1. The functional form is:
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Both the [signal] and [subset] treatments report outcomes that are closer 
to [full info] than to [no info], however, there neither is a strongly significant 
difference between [subset] and [signal] under parametric testing, nor under 
non- parametric testing. This means that the three transparent treatments 
lead to efficiency that is significantly higher than having no transparency 
at all. At the same time, the [subset] and [signal] are by and large equally 
efficient.

When decomposing efficiency—which is based on total surplus—into 
producer and consumer surplus, the following can be concluded: consumer 
surplus is significantly higher under full information and the intermediate 
treatments [subset] and [signal] than under the [no info] treatment (Fig. 2). 
Thus, consumers are better off when having transparent information about 
the actual quality of an experience good than when they have no information.

Conversely, only the [full info] treatment yields a level of producer 
surplus that is significantly lower than in the other three treatments (Fig. 
3). In other words, even though producer surplus is significantly lower 
under the benchmark treatment of full information about quality, there is 
no significant difference in producer surplus when consumers have no or 
imperfect information about actual quality, or when a 50% subset has perfect 
information about quality while the other half has not.

Fig. 4. Average quality offered. Asterisks designate level of 
significance of P values (* = <0.05, ** = <0.01, *** = <0.001).
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Fig. 5. Average price offered. Asterisks designate level of significance 
of P values (* = <0.05, ** = <0.01, *** = <0.001).

When looking at the level of quality offered, it shows that quality is 
significantly higher under [full info], [subset] and [signal] as compared to 
[no info] (Fig. 4). Transparency on quality thus leads firms to increase the 
quality of the experience good they offer.

At the same time, interestingly, there is no significant difference in price 
level between the treatments (Fig. 5). Therefore, imposing any form of 
transparency requirement on firms along the lines of [full info]; [subset] or 
[signal] does not lead to significantly increased or decreased prices compared 
to having no transparent information about quality at all under [no info].

When addressing the predictions per treatment that were outlined 
above, the following can be concluded. First, there is some evidence for the 
prediction that under a scenario of no information about quality, a lemons 
outcome materializes in which both firms resort to offering a low quality 
service. Under [no info] firms are able to set prices at a relatively high level 
compared to the quality that they offer. The fact that prices go down over 
time nonetheless suggests that consumers learn to anticipate the lemons 
outcome: after having been ripped-off by the firms for some time, subjects 
systematically buy from the lower-priced firm, and sometimes refuse to 
buy at all. This prompts firms to lower their prices, but not to increase their 
quality.

Second, the firms in the experiment under full information do not resort 
to the strategy of quality differentiation predicted by theory, where one firm 
offers a product of low quality for a low price and the other firm offers a 
product of high quality for a high price. Instead, the average quality offered 
increases with each increase of transparency from [no info] to [signal]/
[subset] to [full info], while prices are largely unaffected by increases in 
transparency. Transparency about quality thus makes firms compete more 



79

aggressively. The deviation from the maximum differentiation equilibrium 
is caused by the subjects’ inability to solve that equilibrium’s inherent 
coordination problem. As explained in footnote 7, the ISP offering the 
highest possible quality will make a higher profit than the one offering a 
lower quality in the maximum differentiation equilibrium. Consequently, 
ISPs regularly attempt to exceed or their counterpart’s quality. In doing so, 
they fail to realize that given their counterpart’s behavior, own profits would 
be maximized by offering a lower quality. These results are thus consistent 
with the assumption that the asymmetric profit distribution in the maximum 
differentiation equilibrium is a major obstacle for rational ISP responses and 
hence for the realization of that equilibrium in the first place.32

Third, a [subset] approach, in which a random half of the consumers 
knows about the quality of firms’ offerings and the other half does not, still 
shows outcomes relatively close to a scenario in which all consumers have full 
information about quality. This outcome suggests that in terms of efficiency 
it may not be necessary to make sure that the entire population has full 
information about the quality of an experience good, but that it may suffice 
that a subset of consumers is fully informed. This result can be explained 
by the positive informational externalities that informed consumers exert 
on uninformed consumers—informed consumers keep low-quality firms 
in check, which benefits uninformed consumers, for whom prices become 
better signals of quality.33 When it is ensured that half of the population 
has access to transparent information, this already seems to have a strong 
disciplining effect on firms. Even though the other half of the consumers 
do not know about quality, firms resort to offering higher quality service 
instead of ‘lemons’.

Fourth, concluded can be that when all consumers have imperfect 
knowledge about the quality offered by the firms, outcomes are significantly 
better than when they have none at all. When governments, regulators or 
third parties distill detailed information on actual quality into meaningful—
yet imperfect—information that everyone will be able to access, efficiency 
goes up: the average quality of offered products rises, while prices stay more 
or less constant.

Overall, two general research questions were outlined above. The first 
research question asked whether transparency affects the efficiency of 
outcomes for firms and consumers. The second question asked whether it 

32 There are a few instances at which one ISP unilaterally lowers its quality for at least 
one period. For such a deviation to be profitable, the other ISP has to raise its price 
significantly in response. When a deviation occurs, however, the other ISP fails to 
raise its price sufficiently. As a result, the deviating ISP does not benefit from the 
deviation and switches back to high quality. Since deviations to low quality are rare, it 
seems plausible to assume that there were also insufficient opportunities for the other 
ISP to learn how to respond optimally.

33 See footnote 8 for the intuition behind this conclusion.
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is more efficient to have half of the population of consumers fully informed 
about quality when the other half has no such information at all, or when all 
consumers have some, but imperfect quality information. It seems clear that 
transparency has a positive effect on efficiency for both firms and consumers, 
as was outlined in detail above. However, these results do not indicate 
unambiguously whether it is more efficient to implement a transparency 
policy modeled on the [subset] or [signal] design. Both approaches more or 
less yield equally efficient results, with a not statistically significant tendency 
for [subset] to lead to slightly better outcomes. In any event, this result 
indicates that fully informing half of the population or providing imperfect 
information to all consumers leads to similar outcomes.

The next section will analyze the relevance of these findings for 
telecommunications markets and the regulation thereof. Also will be 
discussed what experimental research can add to the process of policymaking 
in telecommunications.

Policy implications

Both in Europe and the US, regulatory authorities have introduced 
transparency requirements for ISPs, who should disclose more information 
about the Quality-of-Service (QoS) that they offer to consumers. Thus, 
there is great relevance to research on the merits of transparency regulation 
in the telecommunications sector. This experimental study sheds light on 
the effects of transparency regulation in markets for experience goods in 
general. In what follows will be discussed how the results of this study are 
of relevance when applied to a specific market—the market for broadband 
access, in this case. In order to argue that these findings are indeed of use 
in regulation of broadband, first will be demonstrated that the experimental 
design of this study provides a good description of the interaction between 
ISPs and consumers. Second, then, the results of this research will be related 
to the practical scenario of transparency in broadband.

Naturally, the [no info] and [full info] treatments are mainly benchmarks. 
However, in broadband markets the [no info] treatment is very similar to the 
status quo ante for consumers. After all, absent any transparency regulation 
the only information consumers have when contracting with an ISP are 
price and advertised ‘up to’ download speeds—which is a rather incomplete 
indicator for quality.34

34 ‘‘The ‘up to’ speed, however, does not provide an accurate measure of likely end-
user broadband experience. That experience depends on multiple factors, including 
the actual speed that consumers realize, taking into account the impact of network 
congestion; and other metrics like the availability of the network, latency, jitter and 
packet loss.’’ FCC, Broadband performance. Federal Communications Commission 
(OBI Technical Paper no. 4) [2010] http://www.fcc.gov/Daily_Releases/Daily_
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The [subset] treatment could be translated into a situation in which 
exact and detailed information is made available to consumers of broadband 
Internet, which however is only accessible to those consumers (or 
organizations) who are able to deal with such complex information.35 In such 
a scenario information on actual quality of broadband would trickle down 
from a vanguard of informed consumers like ‘techies’ and the public interest 
community to ordinary consumers for instance through word-of-mouth, 
and such a policy has indeed been suggested in the literature on network 
neutrality.36 It needs to be emphasized that in the present experiments 
consumers (and firms for that matter) are not allowed to communicate 
with each other. While this prevents actual word-of-mouth behavior by 
consumers, these results demonstrate that the mere existence of fully 
informed consumers on the market—even absent any word-of-mouth—
has a disciplining effect on firms that induces them to offer products of 
higher quality and a lower markup. Therefore, if consumers had been able 
to communicate in the experiment, expected quality levels would likely be 
even higher.

The [signal] treatment in a broadband market would for instance 
represent aggregated summary information about the actual QoS of ISPs, 
which is understandable and accessible for anyone, but less accurate as a 
consequence. In order to come up with the information that is understandable 
to everyone, a regulator has to take ex-post data on QoS and turn these into 
a quality index. This takes time and cannot be done continuously. Thus, 
summary indicators understandable to everyoneare bound to be imperfect 
signals of current quality. If ISPs face costs of changing their quality from 
one period to the next, then these indicators are nevertheless correlated with 
the true quality, as is the case in the present experiment.

In general and across treatments, it is a legitimate question to what extent 
the quality parameter in this experiment realistically can represent broadband 
quality. Broadband quality naturally is dependent on more than one factor. 
Besides up and download speeds a number of parameters determine the true 
quality of broadband, for example contention ratios, latency, congestion on 
the network and prioritization agreements between ISPs and CSPs. It is 
unclear whether consumers disproportionally focus on one of these many 
dimensions of quality, but qualitative research seems to suggest that up and 
download speeds are generally perceived to be a main driver for broadband 

Business/2010/db0813/DOC-300902A1.pdf
35 In the [subset] treatment the level of fully informed is 50%. Naturally, when applied 

to the broadband market this number of informed consumer may be smaller. A logical 
extension of this experiment therefore would be to bring down the number of fully 
informed consumers in this treatment.

36 Adam Candeub and John McCartney, ‘Network Transparency: Seeing the Neutral 
Network’ (2010) 8 Northwestern Journal of Technology and Intellectual Property; 
FCC, supra note 9, 37
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quality.37 Even if consumers care about several different dimensions of quality, 
the single-dimensional indicator can be an appropriate representation of 
quality. It suffices that consumers are homogeneous in how they weight 
different dimensions of quality, that is, how important they consider one 
dimension of quality to be relative to the others. An index of quality can then 
be constructed from the various dimensions, and all consumers will agree on 
ranking broadband connections according to this one-dimensional index. It 
is only if consumers are heterogeneous in how they weight different quality 
features that the single-dimensional indicator would be an inadequate 
representation of broadband quality. Firms might then try to differentiate 
their products both horizontally and vertically, which might allow them to 
soften competition and capture a greater part of the consumer surplus than 
in our experiment. Whether this would actually happen, however, is far from 
a foregone conclusion: research by Barreda-Tarrazona et al. suggests that 
firms may also fail to differentiate themselves horizontally, just as they fail 
to differentiate themselves vertically in our study.38 It is not clear a priori that 
combining both the horizontal and vertical dimension would lead to greater 
levels of differentiation.

Furthermore, in the experimental design of this study the firms offer 
only one product to consumers, whereas in the broadband market ISPs 
frequently offer several different services with diverging price-quality ratios 
ranging from cheap offers with limited bandwidth to ‘premium packages’ 
for heavy users. Suppose now that firms in the present experiment were able 
to offer multiple products to consumers like ISPs. The theoretical analysis 
for the [no info] treatment predicts a lemons outcome, so that in a sub-game 
perfect equilibrium firms will refrain from offering multiple products in the 
first place. After all, firms are forced to price at marginal cost, and providing 
higher quality is costly for them. Hence, there is no other incentive for firms 
in [no info] than to offer only one product of low quality at price equaling 
marginal cost. Conversely, under [full info] the introduction of multiple 
products would allow firms to differentiate their quality more elaborately, 
increasing choice for consumers. This is a better outcome for consumers, 
as they can pick products that better fit their quality valuation. Note that 
this makes the case for transparency about actual quality even stronger than 
in this study’s design. At the same time, this design in which firms offer 
only one product—where the theoretical case for transparency is relatively 
weak—already shows that transparency about actual quality leads to better 
outcomes. Even better outcomes can be expected therefore when firms, like 

37 CCP, Not online, not included: Consumers say broadband essential for all. 
Communications Consumer Panel (Research Report, June 2009), 33-44

 http://www.communicationsconsumerpanel.org.uk/downloads/not%20online%20
not%20included%20web.pdf

38 Barreda-Tarrazona et al., supra note 23
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ISPs, are able to offer multiple products.
Thus, this experimental design applies relatively well to the market 

for broadband access. Note here that the interaction between firms and 
consumers has been isolated in this study, which would concern the 
interaction between ISPs and end-users in broadband. While broadband can 
be viewed as a two-sided market in which ISPs act as a platform between 
end-users and CSPs,39 the present research only focuses on one side of that 
market. Indeed, the American and particularly the European regulatory 
initiatives of transparency in broadband seem to have been drafted with 
mainly consumer protection in mind. While acknowledging the above-
mentioned constraints, how can the conclusions of this research contribute 
to the regulation of broadband markets?

Three main findings of this experiment can be distilled that have special 
significance in relation to the regulation of broadband markets. First, more 
information about quality leads to higher total surplus and higher consumer 
surplus. While producer surplus tends to be lower under transparency, the 
difference in surplus between treatments is not statistically significant. Thus, 
on the basis of this finding one could argue that increased transparency about 
the actual quality of broadband is good for consumers and total surplus, and 
does not lead to significantly worse outcomes for ISPs.

Moreover, the predicted quality differentiation between the two firms 
did not occur under full or imperfect information about quality. Instead, 
outcomes show that the quality provided by both firms increases with 
the level of transparency, which is the main driver for the increase in total 
surplus. When translated to the broadband market, this result indicates that 
transparency requirements would lead ISPs to offer services of higher quality 
to consumers. These findings suggest therefore that when consumers are more 
knowledgeable of the actual quality that ISPs offer—given that the current 
‘up-to’ speeds are a bad indicator for quality and are often inaccurate on top 
of that—this would drive up the level of offered broadband quality by ISPs.
Finally, quality and efficiency are marginally higher when full information 
about quality is only available to some end-users, than when all end-users have 
imperfect information about quality. However, the difference between these 
two treatments is not strongly significant—both scenarios feature outcomes 
that are close to the [full info] treatment. For transparency in broadband, this 
result implies that outcomes may be slightly better when complex technical 
information about actual network quality is made available to consumers; 
even though only a subset of them is able to utilize this information, than 
when imperfect quality indicators accessible to everyone are made available. 
Both these scenarios nonetheless yield outcomes that are significantly 
higher than when consumers have no information about quality at all, and 

39 Nicolas Economides and Joacim Tåg, ‘Net Neutrality on the Internet: A Two-sided 
Market Analysis’ (2007) 07 NET Institute Working Paper
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are about equally close to the (hypothetical) scenario when all consumers 
have complete access to quality information. Therefore, it seems that when 
additional information about actual quality of broadband is available, this 
would have a disciplining effect on ISPs. Because the results of these two 
policy scenarios are about equally positive, regulators can weigh different 
trade-offs such as the expected costs for regulators and ISPs of a [subset] or 
a [signal] approach. It seems that a policy along the lines of [signal] is more 
labor-intensive for regulators, as such a policy requires an active approach 
of aggregating quality data from ISPs, which then have to be turned into 
summary statistics that average consumers can understand. The [subset] 
approach in contrast seems to be more of a hands-off approach, in which 
regulators only have to ensure that ISPs make available actual quality figures. 
It should be emphasized however that both approaches to transparency in 
broadband markets increase consumer surplus and total welfare—which 
makes both [subset] and [signal] valid options for a transparency policy.

Overall, this research project demonstrates that experimental 
research can have great benefits for policymaking in broadband markets. 
Telecommunications markets are characterized by uncertainty about the 
evolution of future demand,40 which heightens investment risks for firms 
and makes regulation a delicate task. In such an uncertain market ex ante 
evaluation of regulation is appropriate, as the risk for erroneous (non-)
intervention is both greater and comes at a greater cost.41 Experimental 
research allows for such ex-ante evaluations, and has an added value to mere 
theoretical modeling. As the present study demonstrates, while there are 
unambiguous theoretical predictions about firm behavior under transparency 
requirements—quality differentiation under full information for instance—
it turns out that actual interaction between market actors in a lab leads to 
a different outcome—high quality with low differentiation. This qualitative 
finding indeed turns out to be of predictive value for telecommunications 
policymaking.

Conclusion

This article has reported results of an experimental study investigating the 
merits of transparency policies in markets for experience goods and derived 
implications for the regulation of broadband. Indeed, both American and 
European regulators already have started implementing transparency 
obligations in broadband markets, while it is unclear what the effect of 
transparency about actual QoS of broadband is on efficiency. At the same 

40 Pietro Crocioni, ‘Leveraging of Market Power in Emerging Markets: A Review of 
Cases, Literature, and a Suggested Framework’ (2008) 4 Journal of Competition Law 
and Economics 449, 496

41 Id, 502
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time, there are various ways in which transparency measures could be 
implemented in broadband, with different outcomes for the market actors 
concerned.

The present research has demonstrated that in an experimental market 
for experience goods the introduction of transparency requirements on the 
actual quality of products leads to greater efficiency and an increase of quality 
offered by firms. This runs contrary to some of the predictions of economic 
theory, particularly that firms differentiate their quality under transparency 
to relax competition. Moreover, it is marginally more efficient if only some 
consumers have access to full information about actual quality, than when all 
consumers have access to imperfect information.

Experimental research allows for qualitative ex-ante predictions for 
policymaking purposes. This study has convin- cingly demonstrated how 
abstracted experimental market design is of relevance for the purpose 
of ex-ante evaluation of transparency regulation of broadband markets. 
Transparency in broadband could work in the sense that it is likely to enhance 
total welfare and incentivize ISPs to increase the quality of their broadband 
services. Moreover, both full QoS information accessible to some and 
imperfect QoS information accessible to all leads to better outcomes for 
consumers, which leaves regulators with options.

This research hopefully has contributed to a better understanding of the 
mechanisms behind transparency in markets, and to the efficient adoption of 
transparency regulation in broadband markets.
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Chapter 3

From Competition to Freedom of 
Expression: Introducing Article 10 ECHR 
in the European Network Neutrality Debate

(2012) 12:3 Human Rights Law Review 509-554

Network neutrality concerns a heated debate on the role of Internet Service Providers 
(ISPs) as a potential gate keeper for Internet access of end-users and online content 
providers. In line with standard practice in European telecommunications policy the 
European regulatory response to the issue of network neutrality has been framed 
mainly in economic terms. At the same time, European civil society organizations have 
interpreted network neutrality in terms of fundamental rights, particularly freedom of 
expression. Moreover, while the amended regulatory framework for telecommunications 
now includes explicit references to fundamental rights, it remains unclear if and how 
fundamental rights should be applied to network neutrality disputes. This article relates 
network neutrality to the rich body of Article 10 ECHR case law, and asks to what extent 
this jurisprudence is of relevance to network neutrality discussions. The findings of this 
research reveal that the claim that network management by ISPs would violate end-users’ 
freedom of expression is less straightforward than often assumed. Moreover, the opposite 
case in which network neutrality regulation violates ISPs’ freedom of expression is less far-
fetched than it may seem. These conclusions are meant to move the European discussion on 
network neutrality and fundamental rights beyond rhetoric, towards a more substantial 
and analytical approach.

Introduction

The present article investigates the relevance of freedom of expression 
according to the European Convention on Human Rights (ECHR) in the 
European network neutrality debate, which has been overlooked in current 
telecommunications law scholarship.

Since the liberalization process of the 1980s the European regulation 
of telecommunications has increasingly become grounded in law 
and economics. Under the current regulatory framework, therefore, 
telecommunications services are subject to generic competition law by 
default, while any sector-specific regulation is dependent on the existence of 
so-called ‘significant market power’ of firms.

European telecommunications law has come under popular attention 
with the emergence of the network neutrality debate. In essence the network 
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neutrality debate1 concerns the relation between those ‘owning’ Internet 
architecture—Internet Service Providers (ISPs)—and those operating 
on the Internet—Content and Service Providers (CSPs) such as Google 
and Facebook and end-users all over the world. As CSPs can usually only 
reach end-users through an ISP, which makes ISPs potential Internet gate 
keepers. Network neutrality proponents find that ISPs should act as passive 
conduits rather than manage their networks actively and differentiate traffic, 
because such network management could negatively affect competition 
and fundamental rights.2 Skeptics of network neutrality tend to see more 
active network management as meeting a consumer demand,3 and traffic 
differentiation as the only way for ISPs to safeguard a return of investment 
into next-generation Internet architecture.4

In line with standard practice in European telecommunications policy 
the European institutions have framed their response to the issue of network 
neutrality mainly in economic terms, arguing that competition between ISPs 
should mitigate network neutrality concerns. At the same time, European 
civil society organizations have attempted to frame network neutrality in 
terms of fundamental rights, particularly freedom of expression. Under 
this rationale gate keeping ISPs would have a chilling effect on receiving 
and imparting information. This plea for a fundamental rights approach 
to network neutrality has found some resonance in policymaking, as the 
amended European Regulatory Framework for Electronic Communications 
now features explicit referrals to European fundamental rights law vis-à-vis 
network neutrality—which casts doubt on an exclusively economic approach 
to the issue and raises questions about enforcement. 

However, while a small but significant literature has developed on 
how network neutrality relates to fundamental rights in the US, there has 
been little, if any, substantial legal research on whether and to what extent 
European fundamental rights law in general, and freedom of expression 
law in particular has an effect on the network neutrality debate. This article 
relates network neutrality to the rich body of freedom of expression case law 
according to Article 10 ECHR, and asks to what extent this jurisprudence 
is of relevance for network neutrality discussions. The Convention is the 
central legal source for European human rights, and its diverse body of case 

1 Wu and Yoo, ‘Keeping the Internet Neutral?: Tim Wu and Christopher Yoo Debate’ 
(2007) 59 Federal Communications Law Journal 575.

2 See eg Van Schewick, ‘Towards an Economic Framework for Network Neutrality 
Regulation’ (2007) 5 Journal on Telecommunications and High Technology Law 
329-392 (2007).

3 See eg Yoo, ‘Would Mandating Broadband Network Neutrality Help or Hurt 
Competition? A Comment on the End-to-end Debate’ (2004) 3 Journal on 
Telecommunications and High Technology Law 23.

4 See eg Litan and Singer, ‘Unintended Consequences of Net Neutrality Regulation’ 
(2006) 5 Journal on Telecommunications and High Technology Law 533.
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law on freedom of expression matters allows for a comparative analysis of the 
legal status of freedom of expression claims relating to network neutrality.

The structure of the present article is as follows. First, the network 
neutrality debate will be analysed, which will lead into an interpretation of 
the current European response to the issue. At this point the two motivations 
for this research shall be introduced: the strong claims from European civil 
society advocates that some forms of network management by ISPs would 
violate freedom of expression of end-users; and the introduction of more 
explicit fundamental rights law principles in European telecommunications 
legislation. A brief introduction on European fundamental rights law and 
Article 10 ECHR will set the stage for an in-depth legal analysis of two 
scenarios in which freedom of expression could be affected in network 
neutrality-related disputes: ISPs supposedly violating end-users’ and CSPs’ 
freedom of expression by their network management; and regulatory 
authorities supposedly violating the ISPs’ freedom of expression by 
codifying network neutrality principles that affect the ways in which the ISPs 
can manage their networks. Both these scenarios will be discussed along the 
lines of Article 10 ECHR jurisprudence and the scholarship thereof, to come 
to tentative conclusions on the validity of both these scenarios. 

The aim of this article is to make explicit the currently implicit reliance 
on European fundamental rights in general and freedom of expression 
law in particular, by shedding more light on whether and how such 
assumptions hold up after a thorough legal analysis. The findings of this 
research demonstrate potential problems concerning private enforcement 
of ECHR law when interpreting network neutrality through freedom of 
expression law, and reveal unintended consequences of the Strasbourg 
Court’s approach to corporate expression. This underscores the continued 
relevance of the Convention in complex technological debates and present 
telecommunications policy. Moreover, this article focuses on how network 
neutrality sheds new light on a number of on-going doctrinal debates 
in ECHR scholarship, such as positive obligations and the margin of 
appreciation of national courts concerning corporate expression.

On Network Neutrality

Network neutrality has become one of the dominant themes in present day 
telecommunications law and policy in Europe and the US. The issues that 
coalesced into the network neutrality moniker were first raised in a policy 
context by Lemley and Lessig,5 while the origin of the term network neutrality 

5 Lemley and Lessig, ‘The End of End-to-End: Preserving the Architecture of the 
Internet in the Broadband Era’ (2000) 48 UCLA Law Review 925.



Network Neutrality and European Law

90

itself can been attributed to Tim Wu.6 However, no standard definition of 
network neutrality has arisen ever since. The debate on network neutrality 
has been mainly US oriented, and has flared up around alleged violations 
of network neutrality by the telecommunications industry, and regulatory7 
and judicial8 responses thereto. A torrent of academic work on network 
neutrality has followed in the slipstream of these policy developments, 
particularly in the fields of law,9 economics10 and engineering.11 At the same 
time, academics seem to disagree on a formal definition of what network 
neutrality actually entails.

6 Wu, ‘Network neutrality, broadband discrimination’ (2003) 2 Journal on 
Telecommunications and High Technology Law 141.

7 See eg Madison River Communications, LLC, Order, 20 F.C.C.R. 4295 (2005); 
Appropriate Framework for Broadband Access to the Internet over Wireline Facilities, 
Policy Statement, 20 F.C.C.R. 14986, (2005); Formal Complaint of Free Press and Pub. 
Knowledge Against Comcast Corp. for Secretly Degrading Peer-to-Peer Applications, 
Memorandum Opinion and Order, 23 F.C.C.R. 13028 (2008); Preserving the Open 
Internet and Broadband Industry Practices, 74 Fed. Reg. 63.638 (2009); and FCC Report 
and Order, In the Matter of Preserving the Open Internet and Broadband Industry 
Practices, GN Docket No. 09-191, WC Docket No. 07-52, FCC 10-201 (2010).

8 Comcast Corp. v FCC, 600 F.3d 642 (D.C. Cir. 2010)
9 Crawford, ‘Transporting Communications’ (2009) Boston University Law Review; 

Nuechterlein, ‘Antitrust Oversight of an Antitrust Dispute: An Institutional 
Perspective on the Net Neutrality Debate’ (2008) Journal on Telecommunications and 
High Technology Law 08–07; Yoo, ‘Beyond Network Neutrality’ (2005) 19 Harvard 
Journal of Law and Technology 2; Yoo, ‘Network neutrality and the economics 
of congestion’ (2006) 94 Georgetown Law Journal 1849; Frischmann and Van 
Schewick, ‘Network Neutrality and the Economics of an Information Superhighway: 
A Reply to Professor Yoo’ (2007) 47 Jurimetrics 383; Weiser, ‘The Next Frontier 
for Network Neutrality’ (2008) Administrative Law Review 273; Speta, ‘A Sensible 
Next Step on Network Neutrality: The Market Power Question’ (2010) 8 Review of 
Network Economics 113-127.

10 Schuett, ‘Network Neutrality: A Survey of the Economic Literature’ (2010) 9 Review 
of Network Economics ; Bauer, ‘Dynamic effects of network neutrality’ (2007) 
1 International Journal of Communication 531–547; Hermalin and Katz, ‘The 
economics of product-line restrictions with an application to the network neutrality 
debate’ (2007) 19 Information Economics and Policy 214-248; Hogendorn, 
‘Broadband Internet: net neutrality versus open access’ (2007) 4 International 
Economics and Economic Policy 185–208; Kocsis and De Bijl, ‘Network neutrality 
and the nature of competition between network operators’ (2007) 4 International 
Economics and Economic Policy 159–184; Kruse, ‘Network Neutrality and Quality 
of Service’ (2008) 43 Intereconomics 25-30.

11 Clark, ‘Network Neutrality: Words of Power and 800-Pound Gorillas’ (2007) 1 
International Journal of Communication 701-708; Odlyzko, ‘Network neutrality, 
search neutrality, and the never-ending conflict between efficiency and fairness in 
markets’ (2009) 8 Review of Network Economics 40-60; Peha, ‘The Benefits and 
Risks of Mandating Network Neutrality, and the Quest for a Balanced Policy’ (2007) 
1 International Journal of Communication 644-659.
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Network neutrality therefore is a broad concept that concerns ownership 
and control on the Internet. It is helpful at this point to conceptualize the 
Internet as a two-sided market, in which ISPs function as a platform through 
which content and service providers (such as Google and Facebook) interact 
with end-users.12 Thus, end-users need an ISP in order to access content, 
while content providers similarly need the ISP to reach their target audience 
of end-users. 

The traditional architecture of the Internet was built such that data 
packets between content and service providers and end-users were routed 
in a more or less neutral way—all traffic on the Internet was treated on a 
first-come-first-serve basis, and packets were generally not prioritized over 
one another. This principle in the original Internet architecture is referred to 
as ‘end-to-end.’13 In an end-to-end architecture the network of ISPs behaves 
passively (as ‘dumb pipes’), allowing end-users to be active and innovative. 
However, physical networks to consumers operated by Internet Service 
Providers (ISPs) have limited capacity, and this limited bandwidth of ISPs 
lies at the core of what has become the debate on network neutrality.

The advent of broadband Internet has brought along many online services 
that require a lot of an ISP’s bandwidth, such as online gaming portals and 
streaming video sites. Moreover, some of these new services require a 
different handling of their traffic than others—jitter is more problematic 
for VoIP traffic than for email packets for instance. Because of an increasing 
and more differentiated demand for bandwidth, ISPs have voiced a need to 
become more involved in how they manage their bandwidth. This involves 
departing from the more passive end-to-end principle, and turning managing 
of networks into a more active affair.

Available literature suggest three possible network management practices 
by ISPs that spark debates on network neutrality.14 These situations involve 
either blocking, prioritizing or degrading of traffic. With (1) blocking, certain 
applications and services are banned from a network altogether. Packets of 
traffic are prevented from reaching their intended destination from sender 
to receiver, for instance by port-blocking services completely15 or artificially 

12 Rochet and Tirole, ‘Platform Competition in Two-Sided Markets’ (2003) 1 Journal 
of the European Economic Association 990-1029 (2003); Musacchio, Schwartz and 
Walrand, ‘A Two-Sided Market Analysis of Provider Investment Incentives with an 
Application to the Net-Neutrality Issue’ (2009) 8 Review of Network Economics.

13 Saltzer, Reed and Clark, ‘End-to-end arguments in system design’ (1984), 2 ACM 
Transactions on Computer Systems (TOCS) 288

14 See eg FCC Report and Order, supra note 7 at para 21-30. Authors in economics tend 
to apply a different yet partially overlapping terminology, see eg Schuett, supra note 
10.

15 See eg Madison River, supra note 7, and Nate Anderson, Mobile users: ready to pay 
extra for Skype, IM, streaming video? Ars Technica (2011), available at http://arst.ch/
p45 [last accessed 21 October 2011]
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injecting reset packets into traffic streams.16 Such blocking behaviour by 
ISPs is said to take place more likely in a situation of vertical integration 
between ISPs who also provide content downstream.17 In this rationale ISPs 
for instance may be incentivized to block on its network video-on-demand 
services that compete with its own video-on-demand subsidiary. With 
prioritization (2), then, the traffic of some service or application provider 
will be prioritized over others’, typically those who pay less to the network 
operator. The effect of such prioritization is that unless online content or 
service providers (CSPs) pay the ISPs to be prioritized, their traffic’s speed 
and reliability will be inferior to CSPs who do pay.18 There may indeed be 
a demand for differentiated service amongst CSPs, similar to for example 
standard or express postal service. However, prioritizing also involves 
an extra cost to CSPs with a possible detrimental effect on bottom-up 
innovation by small start-ups.19 Degradation (3), finally, implies that traffic 
of certain online content, services or applications is deliberately degraded 
over others.20 Note here that degradation and prioritization are closely 
related—instead of speeding up CSPs who pay more, ISPs could also resort 
to slowing those down who do not pay. Some authors have even remarked 
that the distinction between prioritizing and degrading is purely artificial: 
in this interpretation prioritizing of some traffic automatically involves 
degrading other data packets.21

There seems to be a legitimate demand to allow ISPs a more differentiated 
handling of traffic—after all, many of us want streamlined access to 
broadband services at all times. Indeed, absolute end-to-end architecture and 
absolute neutrality of the network may be ill-advised in the fast developing 
broadband market, in which bandwidth will need to be allocated more and 
more efficiently. However, moving away from end-to-end is a slippery slope. 
Allowing ISPs to manage their network more actively strengthens their 
gate keeping position as a platform on a two-sided market, and potentially 
distorts competition between Content and Service Providers (CSPs) or may 
have a chilling effect on civil liberties. Given that the Internet has thrived 
because of bottom-up innovation, these are quite serious concerns.

The network neutrality debate is thus about the preferred ratio between 
network neutrality and network management: where lies the optimal balance 

16 See eg Formal Complaint of Free Press and Pub. Knowledge Against Comcast, supra 
note 7

17 See eg FCC Report and Order, supra note 13 at para 21-30.
18 Ibid., at para 24.
19 See Lee and Wu, ‘Subsidizing Creativity through Network Design: Zero-Pricing and 

Net Neutrality’ (2009) 23 Journal of Economic Perspectives 61-76, at 66-67
20 See eg FCC Report and Order, supra note 13 at para 29
21 Chirico, Van der Haar and Larouche, ‘Network Neutrality in the EU’ (2007) TILEC 

Discussion Paper, 44-45 available at http://ssrn.com/abstract=1018326[last accessed 
21 October 2011]
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between allowing ISPs to differentiate their traffic and offering streamlined 
access to the web, without allowing those same ISPs to abuse their position 
as a gate keeper?

Network Neutrality in Europe

The initially US-based discussion on network neutrality eventually crossed 
the Atlantic to Europe, where both academics22 and policy makers23 
have been discussing the relevance of network neutrality in European 
telecommunications policy.24 More so than in the US, the European debate on 
network neutrality is being framed almost exclusively in a law and economics 
context. This is arguably due to regulation of telecommunications being 
largely economically oriented in Europe. European telecoms foremost are 
subject to ex post antitrust oversight. Only in case of insufficient competition 
in telecommunications markets can ex ante sector specific regulation be 
imposed on telecommunications operators,25 and this regulation is supposed 
to be rolled back as soon as markets become competitive again.26

22 See eg Cave and Crocioni, ‘Does Europe Need Network Neutrality Rules?’ (2007) 1 
International Journal of Communication 669–679; Valcke et al., ‘Guardian Night or 
Hands off? The European Response to Network Neutrality: Legal Considerations on 
the Electronic Communications Reform’ (2008) 72 Communications and Strategies 
89-112; Marsden, ‘Net Neutrality: the European Debate’ (2008) Journal of Internet 
Law

23 European Commission, Commission Staff working Document: Impact Assessment 
SEC(2007) 1472 (2007).

24 Sluijs, ‘Network Neutrality Between False Positives and False Negatives: Introducing 
a European Approach to American Broadband Markets’ (2010) 62 Federal 
Communications Law Journal 77-118.

25   The aim is progressively to reduce ex-ante sector specific rules as 
competition in the markets develops and, ultimately, for electronic 
communications to be governed by competition law only. Considering 
that the markets for electronic communications have shown strong 
competitive dynamics in recent years, it is essential that ex-ante 
regulatory obligations only be imposed where there is no effective and 
sustainable competition.

 Directive 2009/140/EC of the European Parliament and of the Council of 25 
November 2009 amending Directives 2002/21/EC on a common regulatory 
framework for electronic communications networks and services, 2002/19/EC on 
access to, and interconnection of, electronic communications networks and services, 
and 2002/20/EC on the authorisation of electronic communications networks and 
services., OJ L. 337/37 at rec. 5 (2009).

26 For detailed studies on the interaction between competition law and sector specific 
regulation in European telecommunications, see Larouche, Competition Law and 
Regulation in European Telecommunications (Oxford: Hart 2000); Burri Nenova, 
EC Electronic Communications and Competition Law (London: Cameron May 
2007).
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Consequently, the initial European regulatory response to the network 
neutrality debate has been strongly grounded in law and economics as well. 
European lawmakers so far have decided to approach network neutrality 
through transparency regulation, by which ISPs can be required to disclose 
the actual Quality of Service (QoS) of their network to end-users and CSPs, 
and how this QoS is affected by network management.27 As a measure of 
last resort, national regulatory authorities are allowed to set minimum 
QoS standards.28 This policy can be understood as a light-touch regulatory 
approach that attempts to strike a balance between providing investment 
incentives to ISPs and offering consumer protection.29

With this transparency policy, the European institutions have interpreted 
network neutrality as mainly an economic issue. After all, the rationale 
behind transparency seems to be that unfettered market mechanisms should 
be sufficient to mitigate network neutrality concerns.30 At the same time 
European activists and civil society have persistently attempted to frame 
network neutrality in terms of fundamental rights, particularly privacy31 and 
freedom of expression: 

We who have signed this open letter urge the European 
Parliament to protect the freedom to receive and distribute 
content, and to use services and applications without 
interference from private actors. We call on the Members 
of the Parliament to take decisive action during the ongoing 

27 ISPs can be required, amongst other things, to ‘provide information on any 
procedures put in place by the provider to measure and shape traffic so as to avoid 
filling or overfilling a network link, and on how those procedures could impact on 
service quality.’ Directive 2009/136/EC of the European Parliament and of the 
Council of 25 November 2009 amending Directive 2002/22/EC on universal service 
and users’ rights relating to electronic communications networks, Directive 2002/58/
EC concerning the processing of personal data and the protection of privacy in the 
electronic communications sector and Regulation (EC) No 2006/2004 on consumer 
protection cooperation, OJ L. 337/11 at Article 21(3)(d) (2010).

28 Ibid., at Article 22(3)
29 Sluijs, Schuett and Henze, ‘Transparency regulation in broadband markets: Lessons 

from experimental research’ (2011) 35 Telecommunications Policy 592-602
30 European Commission, supra note 23 at 91-2.
31 See eg NN Squad Italia, Questionnaire for the Public Consultation on the Open 

Internet and Net Neutrality in Europe (2010), available at http://ec.europa.
eu/information_society/policy/ecomm/library/public_consult/net_neutrality/
comments/index_en.htm[last accessed 21 October 2011] (‘There is another area of 
concern related to the technologies employed in the traffic management: in order for 
the operators to be able to manage traffic to some significant effectiveness, the payload 
of the sequences of data packets needs to be collected, reassembled and examined. 
Examining the headers or single packets is simply not effective. The widespread, 
uncontrolled deployment of Deep Packet Inspection technologies on operators’ 
networks, absent any policy, can expose the user’s traffic to privacy threats.’).
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negotiation of the Telecoms Package in order to guarantee 
a free, open and innovative Internet, and to safeguard the 
fundamental freedoms of European citizens.32

This demand for a fundamental rights approach to network neutrality has 
found some resonance in the European Parliament,33 and the Council of 
Europe,34 and even has been translated into more explicit statements in the 
revised Framework Directive besides the ‘usual’ disclaimers35 in its recitals:

Any of these measures regarding end-users’ access to, or use of, 
services and applications through electronic communications 
networks liable to restrict those fundamental rights or 
freedoms may only be imposed if they are appropriate, 
proportionate and necessary within a democratic society, and 
their implementation shall be subject to adequate procedural 
safeguards in conformity with the European Convention for 
the Protection of Human Rights and Fundamental Freedoms.36

What is interesting about the above quote is that the legal test of the ECtHR 
in freedom of expression matters—which will be discussed at length 
below—has been transplanted into an instrument of EU law concerning 
discriminatory network management. However, according to pan-

32 La Quadrature du Net, We Must Protect Net Neutrality in Europe! - open letter to 
the European Parliament (2010), available at http://www.laquadrature.net/en/we-
must-protect-net-neutrality-in-europe-open-letter-to-the-european-parliament[last 
accessed 21 October 2011]

33 This came to the fore most prominently through the Parliament’s by now infamous 
amendment 138 to the new Regulatory Framework for Electronic Communications, 
which significantly prolonged the legislative process of adopting the new Framework:

No restriction may be imposed on the fundamental rights and freedoms 
of end- users, without a prior ruling by the judicial authorities, notably in 
accordance with Article 11 of the Charter of Fundamental Rights of the 
European Union on freedom of expression and information, save when 
public security is threatened in which case the ruling may be subsequent. 

 Parl. Eur. Doc. A6-0321/138 (2008).
 See also European Parliament recommendation of 26 March 2009 to the Council on 

strengthening security and fundamental freedoms on the Internet (2009).
34 Council of Europe, Recommendation of the Committee of Ministers to member 

states on measures to promote the respect for freedom of expression and information 
with regard to Internet filters (2008), available at https://wcd.coe.int/wcd/ViewDoc.
jsp?id=1266285andSite=CM[last accessed 21 October 2011]

35 See eg Directive 2009/140/EC supra note 25 at rec. 29. (‘Member States wishing 
to implement measures regarding end-users’ access to and/or use of services and 
applications must respect the fundamental rights of citizens, including in relation to 
privacy and due process’).

36 Ibid., at Article 1.3.a

From Competition to Freedom of Expression: Introducing Article 10 ECHR 
in the European Network Neutrality Debate



Network Neutrality and European Law

96

European telecommunications regulator BEREC the National Regulatory 
Authorities—which play a crucial role in the European Regulatory 
Framework for Electronic Communications in terms of enforcement—
claim not to have the competence to deal with network neutrality issues 
from a fundamental rights angle.37 This raises questions about enforcement 
of such fundamental rights principles in network neutrality disputes. Within 
an EU law perspective this leaves the European and National courts to apply 
ECHR jurisprudence to potential network neutrality cases, or the ECtHR 
itself. How this should be done in practice remains uncertain. 

This explicit referral to fundamental rights into the economics-oriented 
telecommunications Framework also questions an implicit assumption in 
EU telecommunications law—and arguably EU law in general—namely that 
competition law and internal market principles will also safeguard freedom of 
expression and other fundamental rights.38 This assumption is premised on 
the idea that free and efficient markets also allow for an efficient allocation of 
free speech in society, and that thus little—if any—sector specific regulation 
of expression is necessary beyond generic ex-post enforcement of antitrust 
law.39 This traditional market-based approach to free speech can be traced 

37 BEREC, ‘BEREC Response to the European Commission’s consultation on the open 
Internet and net neutrality in Europe’ BoR (2010) 42 20, available at http://www.
erg.eu.int/doc/berec/bor_10_42.pdf [last accessed 21 October 2011] (‘Freedom of 
expression and citizens rights, as well as media pluralism and cultural diversity, are 
important values of the modern society, and they are worth being protected in this 
context – especially since mass communication has become easier for all citizens 
thanks to the Internet However intervention in respect of such considerations lies 
outside the competence of BEREC, and we will not comment much on these issues, 
although it is noted that as public bodies, NRAs are obliged to respect the rights of 
citizens if restrictions are imposed on end users’ access to or use of services.’).

38 The famous 1987 Green Paper—which is regarded as the first step towards pan-
European liberalization of the telecommunications sector—testifies to this idea, see 
European Commission, Towards a dynamic european economy: green paper on the 
development of the common market for telecommunications services and equipment 
COM(87) 290 final 139 (1987) (under the telling header ‘Telecommunications as a 
basis of a free market for information’): 

One important economic, political and cultural advantage for Europe of 
advanced Europe-wide telecommunications derives from the possibilities 
created for the enhanced exchange and free flow of information. This 
advantage can only be fully materialised with the development of a 
common market for information. The free flow of information is closely 
related to the fundamental human rights which underlie the basic political 
and cultural consensus of the Community.

39 See Owen, Economics And Freedom of Expression: Media Structure and the 
First Amendment (New York: Ballinger 1975) for a traditional expression of this 
viewpoint, eg at 27:

But this very freedom to enter the market, to test consumer response, 
which is guaranteed by the competitive mechanism, may be all that is 
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back to the ‘marketplace of ideas’ theorem,40 and has been subject to more 
recent criticism.41 This critique seems to have fed into the idea expressed by 
European civil society advocates that competition law principles as such are 
not sufficient to protect freedom of expression in telecommunications, and 
therefore that stricter enforcement of fundamental rights law is warranted. 

Notwithstanding the sometimes strong claims of how departing from 
network neutrality would affect European fundamental rights,42 it is unclear 
what effect established European fundamental rights have on network 
neutrality issues. While a small but significant literature has developed on 
how network neutrality relates to fundamental rights in the US,43 there 
is little, if any, substantial legal literature on whether and to what extent 
European fundamental rights law relates to network neutrality policy. It may 
hold true intuitively that fundamental rights matter in a network neutrality 
context. The Internet has become a platform of unprecedented scale for 
communication and interaction, which also has an effect on traditional 

essential to freedom of expression (from the constitutional viewpoint) 
provided consumers demand the right information about political 
matters. 

40 Although the term can be traced back to Milton’s Areopagitica (1644) and Mill’s 
On Liberty (1859), the ‘marketplace of ideas’ concept is gained prominence in 
constitutional law circles due to Supreme Court Justice Oliver Wendell Holmes 
famous dissent in Abrams, Abrams v United States (HOLMES, J., Dissenting 
Opinion), 250 U.S. 616, 630 (1919).

41 For a particularly eloquent critique of the idea that competition (law) is best suited to 
protect free speech and pluralism, see Baker, ‘Giving the Audience What It Wants’ 
(1997) 58 Ohio State Law Journal 311, further developed in Baker, Media, markets, 
and democracy (Cambridge: Cambridge University Press 2002).

42 ‘Filtering of Internet content is a threat to fundamental rights. Net neutrality is 
guaranteed. Within the network there are no restrictions on content, equipment or 
on the modes of communication allowed - while not degrading other traffic.’ 

 Free Knowledge Institute, Public Consultation on the Open Internet and Net 
Neutrality in Europe at 4 (2010), available at http://ec.europa.eu/information_
society/policy/ecomm/library/public_consult/net_neutrality/comments/index_
en.htm[last accessed 21 October 2011]

43 Ammori, ‘Beyond Content Neutrality: Understanding Content-Based Promotion 
of Democratic Speech’ (2009) 61 Federal Communications Law Journal 273; 
Ammori, ‘First Amendment Architecture’ (2011), available at http://ssrn.com/
abstract=1791125 [last accessed 21 October 2011]; Kang, ‘Race. Net Neutrality’ 
(2007) 6 Journal on Telecommunications and High Technology Law; Schejter 
and Yemini ‘Justice, and only Justice, You Shall Pursue: Network Neutrality, 
the First Amendment and John Rawls’s Theory of Justice’ (2007) 14 Michigan 
Telecommunications and Tecnology Law Review 137–457; Yemini, ‘Mandated 
Network Neutrality and the First Amendment: Lessons from Turner and a New 
Approach’ (2008) 13 Virginia Journal of Law and Technology 1 ; Zittrain, ‘A History 
of Online Gatekeeping’ (2006) 19 Harvard Journal of Law and Technology 253; 
Ohm, ‘The Rise and Fall of Invasive ISP Surveillance’ (2009) 14 University of Illinois 
Law Review 1417.
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interpretations of secrecy of communications, freedom of expression, and 
possibly even freedom of assembly.44 Moreover, the bias towards economics 
in telecommunications regulation may have led to a situation in which the 
relevance of fundamental rights in the European network neutrality debate 
has been underestimated in research and in policymaking. 

This article investigates how the European network neutrality debate 
relates to one of those fundamental rights: freedom of expression.45 
Freedom of expression seems to be the fundamental right mentioned 
most prominently in civil society position papers on network neutrality.46 
Moreover, whereas for instance privacy concerns in the network neutrality 
debate mainly seem to relate to supporting technologies that allow for non-
neutral network management—such as Deep Packet Inspection (DPI)47—
freedom of expression involves the ‘core’ of the network neutrality debate 
in terms of fundamental rights. After all, non-neutral network management 
supposedly has a direct effect on freedom of speech of Internet users. The 
most prominent European source of freedom of expression doctrine is 
Article 10 of the European Convention of Human Rights, which is a legally 
binding treaty to all Council of Europe members. This article relates network 
neutrality to the rich body of Article 10 ECHR case law, and asks to what 
extent this jurisprudence is of relevance to network neutrality discussions. 

It should be stressed here that fundamental rights offer a possible 
alternative approach to disputes that concern network neutrality, on 
top of European or national telecommunications regulation and general 
competition law. All these legal regimes in principle can be applied to the 
network neutrality debate, and neither approach prevents from invoking any 
of the others in a separate procedure. As such, by no means will be argued 
in this article that network neutrality is a matter of fundamental rights 
exclusively.

Freedom of Expression and Network Neutrality

The protection of Freedom of Expression in Europe is enshrined in both the 
ECHR48 and the Charter of Fundamental Rights of the European Union,49 

44 See eg Geist, Telus Blocks Subscriber Access to Union Website (2005), available at 
http://www.michaelgeist.ca/index.php?option=com_contentandtask=viewandid=90
4andItemid=85andnsub= [last accessed 21 October 2011]

45 For an analysis of network neutrality and privacy according to the ECHR, see Koops 
and Sluijs, Network Neutrality and the European Right to Privacy, TILT Working 
Paper 17 (2011), available at http://ssrn.com/abstract=1920734 [last accessed 21 
October 2011]

46 eg Infra note 59.
47 See eg Ohm, supra note 43
48 Article 10 ECHR
49 Article 11 Charter. See Paul Lemmens, ‘The Relation between the Charter of 
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and is mentioned as a disclaimer in a number of secondary EU legislative 
documents.50 Moreover, the European Union expressly recognizes 
fundamental rights in general in its founding treaties.51 The Lisbon Treaty 
of 2009 has enabled both the eventual acceding of the EU into the ECHR,52 
and has included the Charter as an integral part of the Treaty.53 Even though 
the European Courts have acknowledged freedom of expression54 as a 
‘general principle of law the observance of which is ensured by the Court,’55 
the principal court enforcing freedom of expression in Europe is naturally 
the European Court of Human Rights (ECtHR) in Strasbourg. Therefore, 
this research will focus on the relevant ECtHR case law on freedom of 
expression.

The ECtHR has developed a rich body of jurisprudence on freedom of 
expression, grounded in Article 10 of the Convention. The present Article’s 
main question to this extent is whether and how this string of cases applies to 

Fundamental Rights of the European Union and the European Convention on 
Human Rights - Substantive Aspects’ (2001) 1 Maastricht Journal of European and 
Comparative Law 49 for a comparative analysis of the ECHR and the Charter.

50 See eg Directive 2000/31/EC of the European Parliament and of the Council of 8 
June 2000 on certain legal aspects of information society services, in particular 
electronic commerce, in the Internal Market, OJ L 178/1 at rec. 9 (2000) (‘The free 
movement of information society services can in many cases be a specific reflection 
in Community law of a more general principle, namely freedom of expression as 
enshrined in Article 10(1) of the Convention for the Protection of Human Rights and 
Fundamental Freedoms, which has been ratified by all the Member States; for this 
reason, directives covering the supply of information society services must ensure 
that this activity may be engaged in freely in the light of that Article, subject only 
to the restrictions laid down in paragraph 2 of that Article and in Article 46(1) of 
the Treaty; this Directive is not intended to affect national fundamental rules and 
principles relating to freedom of expression.’).

51 See eg Article 21 TEU and Article 67(1) TFEU
52 Article 6(2) TEU. See Lock, ‘Accession of the EU to the ECHR: Who Would Be 

Responsible in Strasbourg?’ (2010), available at http://papers.ssrn.com/sol3/papers.
cfm?abstract_id=1685785 [last accessed 21 October 2011] for a critical analysis of 
the practicalities of EU ascension into the Convention.

53 Article 6(1) TEU
54 For a selection of cases, see eg C-368/95 Vereinigte Familiapress Zeitungsverlags- und 

vertriebs GmbH v Heinrich Bauer Verlag, ECR I-03689 [1997]; C-260/89 Elliniki 
Radiophonia Tiléorassi AE and Panellinia Omospondia Syllogon Prossopikou v 
Dimotiki Etairia Pliroforissis and Sotirios Kouvelas and Nicolaos Avdellas and others, 
ECR 1991 I-02925 [1991] ; C-412/93 Société d’Importation Edouard Leclerc-Siplec 
v TF1 Publicité SA and M6 Publicité SA., ECR 1995 I-00179, Opinion of Advocate 
General [1994]; T-266/97 Vlaamse Televisie Maatschapij NV v Commission, ECR 
1999 II-02329 [1999]; T-309/04, T-317/04, T-329/04 and T-336/04 TV 2/ Denmark 
A/S and Others v Commission, ECR 2008 II-02935 [2008]; C-324/09 L’Oréal and 
others v eBay, Advocate General’s Opinion [2010]; C-112/00 Eugen Schmidberger, 
Internationale Transporte und Plantzüge v Austria, ECR I-5659 [2003]

55 Elliniki, supra note 54, at para 44
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network neutrality concerns. Article 10 ECHR consists of two paragraphs, 
defining a negative right to ‘to hold opinions and to receive and impart 
information and ideas without interference by public authority and regardless 
of frontiers’ under 10(1), and defining a number of limitations to that right 
in 10(2).56 These ‘legitimate aims,’ however, have to be ‘prescribed by law’ 
and ‘necessary in a democratic society,’ the latter of which has consistently 
been interpreted by the court as a proportionality test.57

Under the first paragraph of Article 10 ECHR the debate on network 
neutrality relating to freedom of expression could play out in two ways. First, 
end-users or CSPs might be impeded in their freedom of expression because 
of a particular form of network management by an ISP. For instance, an ISP 
degrades or blocks all traffic to The Daily Telegraph, while prioritizing traffic 
of The Guardian. This would possibly have an effect on the freedom to impart 
information of the Telegraph, and on the freedom to receive information 
of end-users from the Telegraph. A second way would be that government 
regulation enforcing some form of network neutrality might hamper the 
freedom of expression of ISPs. If, for example, an National Regulatory 
Authority (NRA) would require by regulation that all or certain ISPs treat 
all traffic of CSPs equally, this may have an effect on the ISPs’ freedom to 
impart information to end-users.

In what follows, these two scenarios shall be addressed separately. In both 
cases will be analysed to what extent these two scenarios amount to a prima 
facie interference with freedom of expression under Article 10(1) of the 
convention. If these network neutrality related scenarios would constitute 
an interference with the first paragraph of Article 10 ECHR, the cumulative 
test of Article 10(2) still applies. Therefore the next step in both cases is 
to explore whether an apparent interference with freedom of expression 
concerning network neutrality is prescribed by law, has a legitimate aim, and 
is necessary in a democratic society.58

56 ‘national security, territorial integrity or public safety, for the prevention of disorder 
or crime, for the protection of health or morals, for the protection of the reputation or 
rights of others, for preventing the disclosure of information received in confidence, 
or for maintaining the authority and impartiality of the judiciary.’

57 ‘Article 10: Freedom of Expression’ in Harris et al. (eds) Law of the European 
Convention on Human Rights 443-514 (Oxford: Oxford University Press 2009); 
Van Rijn, “Freedom of Expression (Article 10)” in Van Dijk et al. (eds.) Theory 
and Practice of the European Convention of Human Rights 773-816 (The Hague: 
Intersentia 2006)

58 Arai, ‘The System of Restrictions’, in Van Dijk et al. (eds.) Theory and Practice of the 
European Convention of Human Rights 333-350 (The Hague: Intersentia 2006) for 
a textbook analysis of the limitation clauses in arts. 8-11 ECHR.
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Freedom of Expression for end-users and CSPs

European digital civil rights groups have often and forcefully claimed that 
certain departures from network neutrality and the end-to-end principle 
constitute a violation of the freedom of expression of European citizens—
more specifically, the freedom to receive information of their choice:

Thus, in the open internet, users can all freely communicate, 
fully express themselves, access information and participate in 
the public debate, without unneccessary [sic] interference by 
gatekeepers or middlemen. The end-to-end principle provides 
an important safeguard against censorship, both by public and 
private actors.59

The blocking, degrading or prioritizing of CSPs’ traffic is assumed to affect 
end-users’ freedom of expression here. By the same token, stricter network 
management of ISPs would impede on the freedom of expression of CSPs to 
impart information, as these CSPs depend on ISPs as gatekeepers as much 
as end-users do.60

It seems intuitive that departures from network neutrality have an 
effect on the freedom of expression of end-users and CSPs, however, in 
legal research this claim remains untested. Therefore, in order to scrutinize 
whether or not expanded network management—the blocking, degrading 
or prioritizing of traffic—violates the freedom of expression of end-users 
and CSPs according to the Convention, the ECtHR’s rationale in Article 10 
procedures will be applied to network neutrality. This means that in order to 
find a breach, first, an interference needs to be established which falls under 
10(1) of the Convention, on which, second, at least one of the limitations of 
10(2)—prescribed by law; with a legitimate aim; necessary in a democratic 
society—does not apply. 

Interference: Drittwirkung and Positive Obligations
Already when establishing a prima facie infringement according to Article 

59 Bits of Freedom and EDRI, Response of Bits of Freedom and EDRI to the public 
consultation of the European Commission on the open internet and net neutrality 
in Europe at 3 (2010), available at http://ec.europa.eu/information_society/policy/
ecomm/library/public_consult/net_neutrality/comments/index_en.htm[last 
accessed 21 October 2011]

60 To be clear, in contrast to other ECHR rights such as the freedom of conscience, 
the ECtHR has recognized Article 10 ECHR to apply to legal persons and natural 
persons. See eg Observer and Guardian, infra note 72. For an analysis of the 
applicability of ECHR rights to natural and legal persons, see Zwaak, General 
Survey of the European Convention, in Van Dijk et al. (eds.) Theory and Practice of 
the European Convention of Human Rights 53-54 (The Hague: Intersentia 2006)
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10(1) ECHR it turns out that the claim that ISPs’ network management 
impedes the freedom of expression of end-users and CSPs may become 
problematic. This has little to do with the conduct of ISPs, but more with 
their status as private firms. After all, Article 10(1) states that freedom 
of expression is to be respected ‘without interference by public authority 
[italics added].’61 Ever since the progressive liberalization and privatization 
process of the European telecommunications sector in the 1980s, telecoms 
providers have by and large become private entities, independent of former 
State monopolies.62

The question whether Article 10 ECHR applies to conduct by ISPs in the 
network neutrality debate therefore touches upon a long-standing discussion 
in human rights research on the (horizontal) application of the Convention 
and other International human rights treaties in private disputes.63 After all, 
Article 34 of the Convention states that natural and legal persons can only 
file an application with the Court in case of an alleged ‘violation by one of 
the High Contracting Parties of the rights set forth in the Convention or the 
protocols thereto.’ At the same time, some articles of the Convention—such 
as Article 1764—seem to imply that the reach of the ECHR goes beyond the 
verticality of Article 34 after all. This ambiguity has sparked a debate on the 
supposed Drittwirkung of the Convention. Regardless of whether the drafters 
of the ECHR had intended for vertical and/or horizontal application of the 
Convention, the practical limitations of Drittwirkung seem clear. Procedural 
grounds dictate that State or individual applications are brought against a 
High Contracting Party, and consequently the ECHR cannot be enforced 

61 This emphasis on preventing public interference of individual liberties can be 
found throughout the ECHR, and stems from the Convention’s nascence in a post-
totalitarian Europe. See Zwaak, ibid, at 6

62 See eg Larouche, supra note 26 at 1-35; and Waverman and Sirel, ‘European 
Telecommunications Markets on the Verge of Full Liberalization’ (1997) 11 The 
Journal of Economic Perspectives 113.

63 See eg Alter, ‘Private Litigants and the New International Courts’ (2006) 39 
Comparative Political Studies 22 -49; Cherednychenko, ‘Fundamental Rights 
and Private Law: A Relationship of Subordination or Complementarity?’ (2007) 
3 Utrecht Law Review 1-25; Leigh ‘Horizontal Rights, the Human Rights Act 
and Privacy: Lessons from the Commonwealth?’ (1999) 48 International and 
Comparative Law Quarterly 57-87; Nawrot, Syska and Switalski, ‘Horizontal 
Application of Human Rights: Right to Privacy on the Internet’, (2010) 9th Annual 
European Constitutionalism Seminar University of Warsaw available at http://
en.zpc.wpia.uw.edu.pl/wp-content/uploads/2010/04/9_Horizontal_Application_
of_Fundamental_Rights.pdf[last accessed 21 October 2011]; Engle, ‘Third Party 
Effect of Fundamental Rights (Drittwirkung)’ (2009) 5 Hanse Law Review 165-173.

64 ‘Nothing in this Convention may be interpreted as implying for any State, group or 
person any right to engage in any activity or perform any act aimed at the destruction 
of any of the rights and freedoms set forth herein or at their limitation to a greater 
extent than is provided for in the Convention.’
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in private disputes.65 This however does neither exclude the possibility for 
the ECHR to be applied in private disputes inasmuch as contracting parties 
can be held responsible for private ECHR violations—so-called positive 
obligations which will be discussed below—nor does it hinder national or 
the European courts to apply ECHR case law in private disputes66—which 
will be discussed later in this article.

The relation between freedom of expression and ISPs’ network 
management may re-direct broader attention to the discussion on 
Drittwirkung of Article 10 ECHR. The Court itself has taken a cautious 
stance on the issue, stating that in Article 10 procedures it ‘does not consider 
it desirable, let alone necessary, to elaborate a general theory concerning the 
extent to which the Convention guarantees should be extended to relations 
between private individuals inter se.’67

This implies that the Court rather favours a case-by-case approach to 
the feasibility of the horizontal application of the Convention in Article 10 
procedures, in which a number of themes can be found. First, the Court has 
set a low bar for the public authority requirement to be met—any form of 
public involvement, including a (national) court decision,68 or drafting of 
private law69 qualifies. Second, throughout the years the Court has developed 
a theorem on positive obligations on Member States. This concerns the idea 
that there may rest a positive obligation on States to go beyond the negative 
right of refraining from interfering with citizens’ freedom of expression, 
and instead are obliged to ensure actively that citizens can enjoy freedom of 
expression—even in private legal conflicts.70 At the same time, the ECtHR has 
expressly recognized positive obligations in Article 10 cases where plurality 
of media was at stake.71 Considering the importance for a democratic society 

65 Zwaak, supra note 60 at 29.
66 See Taylor, ‘The Horizontal Effect of Human Rights Provisions, the German Model 

and Its Applicability to Common-Law Jurisdictions’ (2002) 13 King’s College Law 
Journal 187 for an analysis on the horizontal application of fundamental rights in the 
German legal system and Common Law countries.

67 VgT Verein gegen Tierfabriken v Switzerland (2001); 34 EHRR 4
68 Bergens Tidende and Others v Norway (2000); 31 EHRR 16
69 Fuentes Bobo v Spain (2000); 31 EHRR 50
70 Steel and Morris v United Kingdom (2005); 41 EHRR 22, para 95. The tendency 

towards positive obligations by the Court has resulted in a small but significant 
literature on the topic, See eg Campbell, ‘Positive Obligations under the ECHR: 
Deprivation of Liberty by Private Actors’ (2006) 10 Edinburgh Law Review 399-412; 
Hofstötter, ‘European Court of Human Rights: Positive obligations in E. and others 
v United Kingdom’ (2004) 2 International Journal of Constitutional Law 525 -560; 
Mowbray, The Development of Positive Obligations under the European Convention 
of Human Rights by the European Court of Human Rights (Oxford/Portland: Hart 
2004)

71 See eg Vereinigung demokratischer Soldaten Österreichs and Gubi v Austria (1994); 
20 EHRR 56, para 36-40
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that the Court traditionally attributes to a diverse landscape of media,72 it is 
not surprising that positive obligations on States have been outlined here. 

The Court’s doctrine on positive obligations does however draw limits 
to what can be expected of States, especially when State action premised 
on positive obligations touches upon other fundamental rights, such as 
property rights. A landmark case in this respect is Appleby, which concerned 
the alleged positive obligation on a State to protect protesters’ freedom of 
expression on private property—a shopping centre—from which they had 
been removed. The court determined here in general that positive obligations 
must be proportionate:

In determining whether or not a positive obligation exists, 
regard must be had to the fair balance that has to be struck 
between the general interest of the community and the interests 
of the individual, the search for which is inherent throughout 
the Convention. The scope of this obligation will inevitably 
vary, having regard to the diversity of situations obtaining in 
Contracting States and the choices which must be made in 
terms of priorities and resources. Nor must such an obligation 
be interpreted in such a way as to impose an impossible or 
disproportionate burden on the authorities.73 

More specifically, however, by drawing on similar jurisprudence from the 
US74 the ECtHR concluded that positive obligations that effectively interfere 
with (private) property rights go one bridge too far,75 unless expression is 
completely banned on a private property.76 The protesters in this case were 
only removed from the shopping centre’s entrance and passageway, and 
had been able to make themselves heard at other locations in and around 
the centre.77 This conclusion is of relevance when discussing the supposed 
positive obligations on States to prevent ISPs from interfering with end-

72 See eg Informationsverein Lentia and others v Austria (1993); 17 EHRR 93; and 
Observer and Guardian v the United Kingdom, (1992) 14 EHRR 153

73 Appleby and Others v United Kingdom (2003); 37 EHRR 38
74 See eg Lloyd Corp., Ltd. v Tanner, 407 U.S. 551 (1972).
75 Appleby, supra note 73, at para 47: 

That provision, notwithstanding the acknowledged importance of 
freedom of expression, does not bestow any freedom of forum for the 
exercise of that right. While it is true that demographic, social, economic 
and technological developments are changing the ways in which people 
move around and come into contact with each other, the Court is not 
persuaded that this requires the automatic creation of rights of entry 
to private property, or even, necessarily, to all publicly owned property 
(government offices and ministries, for instance).

76 Ibid.
77 Ibid., at para 48
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users’ freedom of expression on their networks. After all, unless—again—
an ISPs’ DSL, cable or wireless network is (partially) State owned, it can be 
considered private property. As demonstrated by Appleby, there are limits 
to positive obligations ensuring freedom of expression on private property. 
When translating the Appleby rationale to network management, it seems 
that only if an ISP were to block all expression on a network, there will be an 
express positive obligation on public authorities to intervene.

Therefore, in practice, it seems that in order for discriminatory network 
management by an ISP to be caught under Article 10(1) of the Convention 
there are two options. First, the complexity involved with Drittwirkung 
and positive obligations on States may be evaded altogether in case an 
ISP is (partially) State-owned. Notwithstanding the apparent complete 
liberalization of the European telecommunications industry, there still 
remains a number of ISPs in Europe in which a European Member State 
has a (minority) share, such as Sweden and Finland.78 The Court advances a 
rather low standard when it comes to State involvement in ‘public authority’ 
according to Article 10(1) ECHR,79 so that any State involvement in the 
management of an ISP may already constitute public interference. 

Second, the Court might recognize a positive obligation on Member 
States to intervene when ISPs supposedly interfere with end-users’ or CSP’s 
freedom of expression by blocking, degrading or prioritizing traffic. Here 
the ECtHR case law shows two opposing tendencies. On the one hand, the 
Court has recognized positive obligations on States to stimulate plurality in 
media,80 and in similar circumstances could expect States to prevent ISPs 
to practice forms of network management that would interfere with such 
plurality. An example of this would arise, as already mentioned above, if for 
instance an ISP were to prioritize traffic of one newspaper’s website over 
another. Examples like these may seem far-fetched. Indeed, actual practical 
network neutrality concerns tend to involve more mundane issues such as 
managing of congestion on networks. However, the Comcast81 case in the 
US demonstrates that some departures from network neutrality may have an 
adverse effect on plurality after all. When an ISP is vertically integrated with 
a CSP—say, an online video-on-demand platform—and then effectively 
degrades or blocks traffic from competing video platforms, this is likely to 
have an effect on the availability of video material online. 

On the other hand, because ISPs are in most cases private companies that 
employ private networks, the obligations of public authorities to intervene 

78 Yochai Benkler et al., Next Generation Connectivity: A review of broadband Internet 
transitions and policy from around the world (2010) at 308, available at http://cyber.
law.harvard.edu/pubrelease/broadband/[last accessed 21 October 2011]

79 Supra notes 68-69
80 Supra notes 71-72
81 See Formal Complaint of Free Press and Pub. Knowledge Against Comcast Corp. 

supra note 7
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are limited. As Appleby demonstrates, the Court has been respectful of 
property rights in freedom of expression proceedings, and would only be 
likely to recognize positive obligations in case an ISP blocks all expression 
on its network to begin with. Again, any concrete example to this effect will 
be far-fetched: it would assume that an ISP on its own account would shut 
down its operations in such a way that no Internet use would be possible. 
Complete blocking of all expression on the Internet may not be uncommon 
for authoritarian regimes,82 but is unlikely to occur of private ISPs’ own 
accord. By the Court’s recent decision to hear the Yilderin & Akedeniz 
application it seems clear that the ECtHR is concerned with blocking of 
Internet access and its effects on freedom of expression,83 however, only in 
case of an alleged interference by public authorities.

In cases when neither an ISP is (partially) state-owned, nor any positive 
obligations in States can be recognized, it will thus be unlikely for the Court 
to find an interference under 10(1) when a CSP or end-user alleges that her 
freedom of expression is being stymied by an ISP. Taking into account that 
relatively few European ISPs are subject to some sort of State ownership 
these days, and the Court’s deference to private property rights when 
determining whether States have a positive duty to intervene to protect 
fundamental freedoms, it has to be concluded that a majority of network 
management practices by European ISPs will escape the scope of Article 10 
ECHR altogether. 

In any event, finding an interference is only the first step in an Article 
10 ECHR procedure. When assuming for the sake of argument that an 
interference can be established when ISPs block, degrade or prioritize traffic, 
there is still Article 10(2) to determine if this interference is justified or not. 
What follows in the next section therefore is the cumulative test of limitations 
that would allow public interference with freedom of expression—in this 
case the freedom of end-users and CSPs to receive the information of their 
choice by ISPs.

Justifications for Interference
Before proceeding with the Article 10(2) analysis it should be born in mind 
what exactly the interference is that can or cannot be justified under the 
present circumstances. As was concluded in the previous section, network 
management by ISP is only likely to be considered an interference of 10(1) 
ECHR when the responsible ISP is (partially) State owned, or when positive 
obligations lie on public authorities to intervene when ISPs completely 
block traffic so that receiving and imparting information is impossible. 

82 Orlin, In Search Of The Internet Kill Switch (2011), available at http://techcrunch.
com/2011/03/06/in-search-of-the-internet-kill-switch/ [last accessed 21 October 
2011]

83 Yilderim and Akedeniz v Turkey, app. 3111/10; 20877/10 (February 2011 2011)
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These two scenarios in turn render two different kinds of interferences: 
in the former case the network management of a (State-owned) ISP itself 
concerns the interference, in the latter case the interference consists of the 
public authority’s inaction to exercise its positive obligation to prevent ISPs 
from blocking Internet traffic. This difference in types of interferences 
complicates the analysis of possible justifications. As was mentioned before, 
Article 10(2) features a three-pronged test to determine whether restrictions 
are justified, which will be addressed in sequence below. In what follows the 
10(2) test will thus be applied to the two scenarios of network management 
by (partially) State-owned ISPs, and positive obligations on States.

Legality
The first prong of the 10(2) ECHR test stipulates that interferences must 
be prescribed by law. In case of State-owned ISPs, therefore, there must be 
a legal basis for any conduct by ISPs that restricts freedom of expression 
according to Article 10(1) of the Convention. Such a legal basis goes beyond 
the mere legality of restrictions, but also involves the foreseeability of 
legal provisions, and their ‘quality’—which has its grounds in the lex certa 
principle.84 As was established in the Sanoma ruling, ad-hoc policymaking 
derived from the general competence of public officials and law enforcement 
does not quality for this.85 Therefore, in order for any blocking, degrading 
or prioritizing by (partially) State-owned ISPs that negatively affects the 
freedom of expression of end-users and CSPs to be justified, there need to 
be explicit legal provisions available that allow for this conduct. The legality 
of different types of network management can possibly be found in legal 
provisions requiring ISPs to maintain the reliability and integrity of their 
networks. For instance, according to the amended Framework Directive of 
the Regulatory Framework for Electronic Communication Member States 
should ‘ensure that undertakings providing public communications networks 
or publicly available electronic communications services take appropriate 
technical and organisational measures to appropriately manage the risks 
posed to security of networks and services,’86 and ‘ensure that undertakings 
providing public communications networks take all appropriate steps to 
guarantee the integrity of their networks, and thus ensure the continuity of 

84   [The] law should be accessible to the persons concerned and formulated 
with sufficient precision to enable them—if need be, with appropriate 
advice—to foresee to a degree that is reasonable in the circumstances, the 
consequences which a given action may entail. 

 Meltex Ltd and Mesrop Movsesyan v Armenia (2008); 49 EHRR 40 at para 80. See 
Arai, supra note 58, at 336-339 for an extensive analysis of the ‘prescribed by law’ 
prong.

85 Sanoma Uitgevers B.V v Netherlands (2010); 51 EHRR 31 at para 81-100
86 See Directive 2009/140/EC, supra note 25 at Article 13(a)(1)
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supply of services provided over those networks.’87

EU Member States have to implement provisions such as the above 
in their national telecommunications laws, which can provide for a legal 
basis for certain forms of network management. For instance, the German 
Telecommunications Code requires (public) network operators to ensure the 
reliance and security of networks by preventing and responding to outages.88

Certain kinds of network management could also find a legal basis in 
provisions under criminal or intellectual property law that requires blocking 
certain kinds of undesirable content, or court orders and injunctions to the 
same effect. For instance, a recently proposed EU directive requires member 
states to take steps to ‘obtain the blocking of access by Internet users’ of child 
abuse materials,89 furthermore remarking that 

[f]or that [blocking] purpose, different mechanisms can be used 
as appropriate, including facilitating the competent judicial or 
police authorities to order such blocking, or supporting and 
stimulating Internet Service Providers on a voluntary basis to 
develop codes of conduct and guidelines for blocking access to 
such Internet pages.90

On the basis of this proposed Directive Member States could draft legislation 
that would require ISPs to block undesirable online material. As for intellectual 
property enforcement, whether or not ISPs can be required to block copyright-
infringing materials recently has been submitted to the ECJ in a prejudicial 
procedure, where a Belgian court asked whether National courts can

order an Internet Service Provider (ISP) to introduce, for all its 
customers, in abstracto and as a preventive measure, exclusively 
at the cost of that ISP and for an unlimited period, a system for 
filtering all electronic communications, both incoming and 

87 Ibid. at Article 13(a)(2)
88 Telekommunikationsgesetz, at para 109(2):

Wer Telekommunikationsanlagen betreibt, die dem Erbringen von 
Telekom-munikationsdiensten für die Öffentlichkeit dienen, hat darüber 
hinaus bei den zu diesem Zwecke betriebenen Telekommunikations- und 
Datenverarbeitungssystemen angemessene technische Vorkehrungen 
oder sonstige Maßnahmen zum Schutze gegen Störungen, die zu 
erheblichen Beeinträchtigungen von Telekommunikationsnetzen führen, 
und gegen äußere Angriffe und Einwirkungen von Katastrophen zu 
treffen.

89 Proposal for a Directive of the European Parliament and of the Council on combating 
the sexual abuse, sexual exploitation of children and child pornography, repealing 
Framework Decision 2004/68/JHA, COM(2010)94 final (2010), at Article 21

90 Ibid. at rec. 13
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outgoing, passing via its services, in particular those involving 
the use of peer-to-peer software, in order to identify on its 
network the sharing of electronic files containing a musical, 
cinematographic or audio-visual work in respect of which 
the applicant claims to hold rights, and subsequently to block 
the transfer of such files, either at the point at which they are 
requested or at which they are sent?91

Other national court have been more comfortable ordering ISPs to block 
end-user access to copyright-infringing portals, such as usenet sites.92

It is quite conceivable that ISPs need to block or degrade spam and 
malware, and have to prioritize essential services on the network to ensure 
its overall accessibility and reliability. By the same token ISPs can be required 
by criminal law to block some traffic on their networks to protect intellectual 
property, morals or minors. However, when a State-owned ISP prioritizes 
its own online video-on-demand service over competing platforms, or 
degrades VoIP traffic to make its own telephony service more attractive, 
it will most likely neither find a legal basis in network integrity provisions 
of National telecommunications codes, nor in criminal law or intellectual 
property law, nor in court orders requiring the blocking of certain types of 
content. It therefore seems almost impossible for this kind of discriminatory 
network management to have a legal basis, as it tends to be anti-competitive 
and hence illegal in most jurisdictions. Finally, such network management 
strategies will most likely be pursued on the management level of a (partially) 
State-owned ISP. It is doubtful that national legislation codifying the level of 
public involvement of a State with a share in an ISP would specifically allow 
for anti-competitive network management. In these cases the ‘prescribed by 
law’ prong will not be met. 

When in case of complete blocking of expression by an ISP there lies a 
positive obligation on a State to intervene, logically, the first prong of the Article 
10(2) test requires that the public authority’s inaction to fulfil this positive 
obligation is somehow prescribed by law. Finding a legal basis for government 
non-intervention may seem a theoretical and academic endeavour at first sight, 
indeed, in this case it touches upon fundamental principles of property law. 
After all, ISP’s DSL, cable, fiber or wireless networks are typically private 
property, and the notion of private property rights and the limits to State 
interference with private property is the bedrock of modern property law.93 

91 C-70/10 Reference for a preliminary ruling from the Cour d’appel de Bruxelles 
(Belgium) lodged on 5 February 2010 — Scarlet Extended SA v Société Belge des 
auteurs, compositeurs et éditeurs (SABAM), OJ C 113/30 [2010]

92 See eg Twentieth Century Fox et al. v British Telecommunications, EWHC 1981 
(Ch) (2011) for a recent case before the British High Court where the largest British 
ISP (BT) was ordered to block all access to the Newzbin2 usenet site.

93 See eg Article 2 of the Déclaration des droits de l’Homme et du Citoyen, on which 
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As a matter of fact, Article 1 of the First Protocol to the ECHR unambiguously 
states that ‘every natural or legal person is entitled to the peaceful enjoyment 
of his possessions. No one shall be deprived of his possessions except in the 
public interest and subject to the conditions provided for by law and by the 
general principles of international law.’ 

The Court has also recognized positive obligations on member States 
to respect and protect private property in Article 1 Protocol 1 cases.94 
Moreover, National constitutions can exercise negative obligations on 
governments to refrain from certain interferences with private property.95 
Respondent States could argue therefore that interfering with the way in 
which ISPs manage their networks, constitutes unlawful interference with 
the ISPs’ private property—the network—and the State has a legal duty to 
respect such private property under certain conditions. Established Article 
1 Protocol 1 case law dictates that State interference with private property 
that has an economic effect on the owner typically is an interference with the 
peaceful enjoyment of the owner’s possessions.96 It seems that prescribing 
how ISPs manage their network has an effect on their business plan, which 
can lead Member States to argue that their refusal to engage in positive 
obligations to protect freedom of expression is out of respect of Article 1 
Protocol 1.97

the French Revolution was premised: ‘Le but de toute association politique est la 
conservation des droits naturels et imprescriptibles de l’homme. Ces droits sont la 
liberté, la propriété, la sûreté et la résistance à l’oppression’ [emphasis added]. For a 
more philosophical approach to the fundamentals of private property, See eg Penner, 
The Idea of Property in Law 71 (Oxford: Oxford University Press 2000) (‘[I]n order 
to understand property, we must look to the way that the law counters the duties it 
imposes on people to exclude themselves from the property of others, rather than 
regarding the law as instituting a series of positive liberties or powers to use particular 
things.’).

94 Sovstransavto Holding v Ukraine, app. 48553/99, merits, para 96 (2002); Broniowski 
v Poland (2004); 40 EHRR 21 (‘However, by virtue of Article 1 of the Convention, 
each Contracting Party ‘shall secure to everyone within [its] jurisdiction the rights 
and freedoms defined in [the] Convention’. The discharge of this general duty may 
entail positive obligations inherent in ensuring the effective exercise of the rights 
guaranteed by the Convention. In the context of Article 1 of Protocol No. 1, those 
positive obligations may require the State to take the measures necessary to protect 
the right of property’).

95 See eg the Constitution of Ireland, at Article 43(1): 
The State acknowledges that man, in virtue of his rational being, has 
the natural right, antecedent to positive law, to the private ownership 
of external goods. The State accordingly guarantees to pass no law 
attempting to abolish the right of private ownership or the general right 
to transfer, bequeath, and inherit property.

96 See Beyeler v Italy (2000); 33 EHRR 52, para 98-106 (2000); Zwierzynski v Poland 
(2001); 38 EHRR 6, para 59-66; Öneryildiz v Turkey (2004); 41 EHRR 20 para 124-129

97 By the same token Article 1 Protocol 1 may prevent public authorities from interfering 
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Legitimacy
The second prong of the Article 10(2) test requires any interference with 
freedom of expression to have a legitimate aim, which is outlined in an 
exhaustive list in Article 10(2).98 The Court traditionally puts relatively little 
weight on this second prong, as the specific aim of public interference as such 
is less relevant than its proportionality—which is the third prong of the test 
of paragraph two.99 Indeed, (partially) State-owned ISPs could for instance 
defend blocking, degrading or prioritizing of their some of the traffic on their 
network as part of the war on terror (‘interest of national security; territorial 
integrity or public safety’); for law enforcement purposes or to protect 
the overall quality and reliability of a network (‘prevention of disorder and 
crime’); to filter illegal or harmful content (‘protection of health and morals’); 
to enforce intellectual property rights (‘protection of the reputation or rights 
of others’); to protect trade secrets (‘preventing the disclosure of information 
received in confidence’) or (unlikely) for ‘maintaining the authority and 
impartiality of the judiciary.’ 

 Many of the legitimate aims of Article 10(2) follow more or less naturally 
from the legal basis of the first prong of the Article 10(2) test. When a 
(partially) State-owned ISP blocks or degrades certain kinds of undesirable 
content, with for instance criminal law provisions against child abuse as a 
legal basis, it follows that the legitimate aims for such network management 
can be the prevention of disorder or crime and the protection of health and 
morals. A State-owned ISP could also invoke that based on its legal duty to 
provide reliable network connectivity, certain forms of network management 
can be carried out with the legitimate aim of preventing disorder and crime. 
Such was argued for instance in Antelecom, an Article 10 ECHR case 
before the Dutch Supreme Court,100 in which the incumbent operator of 
the (now former) Netherlands Antilles actively engaged in jamming the 
signals of a so-called call-back services provider, who competed with the 
incumbent on long distance calling rates. This jamming found a legal basis 
in local telecommunications statutes allowing signal jamming to ensure 
network integrity,101 and was said to have the legitimate aim of keeping the 
incumbent’s overall operations reliable for the prevention of disorder in case 

with the way ISPs manage their network to begin with. Network neutrality regulation 
would under this rationale be an interference with the ISP’s peaceful enjoyment 
of its private property—the network—which then in turn would be subject to a 
proportionality test in which the State typically has a greater margin of appreciation 
than in, say, Article 10 ECHR cases. See James et al. v United Kingdom (1984); 6 
EHRR CD475 at para 46

98 Supra note 56. 
99 See Arai, supra note 58, at 340
100 Antelecom and Netherlands Antilles v H. Els et al., NJ 1999, 716 (1999). Note that 

the ECHR has direct effect in Dutch law.
101 Ibid., at para 3.1.iii
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of outages.102

Similarly, in case a public authority has not acted upon a positive 
obligation to intervene when a private ISP blocks expression altogether, and 
this public authority argues to have a legal basis for this non-interference,103 
it follows that the legitimate aim for not interfering is the protection of the 
rights of others—i.e. the property rights of the ISP. Legitimate aims are to 
be interpreted broadly, and in practice serve as a proxy for the third prong of 
the Article 10(2) test.104

Proportionality
The third prong of the limitation clause test of Article 10(2) is by far the most 
important, and is argued most elaborately in Court judgments. The Court’s 
interpretation of the ‘necessary in democratic society’ clause of Article 10 
was elaborately formulated in the landmark Handyside case, including the 
requirement of a ‘pressing social need’105 for interferences which ‘must be 
proportionate to the legitimate aim pursued.’106 The Handyside standard has 
been applied progressively ever since.107 Therefore, to establish the necessity 
in a democratic society of a certain manifestation of network management 
by a State-owned ISP that interferes with freedom of expression according 
to Article 10(1) ECHR, which is prescribed by law, it must respond to a 
pressing social need and be proportionate to the legitimate aim pursued. 
The same goes for a State’s failure to act on its supposed positive obligation 
to intervene when an ISP routinely blocks all forms of expression on its 

102 Ibid. at para 3.5.1. Whether or not this legal basis and legitimate aim could meet 
the Article 10(2) test remains an outstanding question however. The supreme court 
referred the case back for the appellate court to decide on the merits of justifying 
the jamming practices, however, the parties settled amicably before the appellate 
court could come to a verdict. Antelecom and Netherlands Antilles v H. Els et al., KG 
397/96, H 194/97, #157 (2000).

103 See Broniowski, supra note 94, at para 148: ‘Any interference with the enjoyment of a 
right or freedom recognised by the Convention must pursue a legitimate aim. By the 
same token, in cases involving a positive duty, there must be a legitimate justification 
for the State’s inaction.’

104 To the author’s knowledge there have been no Article 10 ECHR cases before the 
Court which were decided on the lack of a legitimate aim under paragraph two. See 
Darby v Sweden (1990); 13 EHRR 774 at para 21-30 for the Court’s finding of non-
legitimate aim in an Article 14 ECHR case.

105 Handyside v United Kingdom (1976); 1 EHRR 737 at para 48. Note that the 
phrase “necessary in a democratic society” was coined in the preceding case 
Engel and Others v The Netherlands (No. 1) (1976); 1 E.H.R.R. 647 at para 99. The 
author acknowledges the anonymous reviewer for pointing this out.

106 Ibid., at para 49
107 Arai-Takahashi distinguishes five complementary approaches to proportionality 

in Article 10 ECHR cases, which have been applied by the Court without much 
consistency, The Margin of Appreciation Doctrine and the Principle of Proportionality 
in the Jurisprudence of the ECHR (Antwerp: Intersentia 2002) 128-136
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networks: the legitimate aim identified above of respecting the property 
rights of ISPs must be pursued proportionately.

State Ownership
As was established in the above, it is conceivable for a State-owned ISP to 
find a legal basis and motivate a legitimate aim for network management to 
ensure the integrity of the network. In terms of the proportionality of, for 
instance, degrading or prioritizing bandwidth-intensive services to protect 
the overall reliability of the network, parallels can be drawn with Article 10 
ECHR litigation concerning the licensing of broadcasting.108 These cases 
centre around the question of how proportionate technical motivations for 
interfering with freedom of expression are, and how this relates to plurality 
in media. The key ECtHR case in this respect is Lentia, in which the Austrian 
authority refused to grant broadcasting licenses to a number of radio and 
TV stations on technical grounds as well as maintaining objective media 
coverage through a public monopoly on broadcasting. This was not accepted 
by the Court, arguing that plurality of media would be fostered more by 
allowing for more licensees.109 Of greater importance in the context of 
network neutrality, however, the Court also stressed that technical grounds 
for refusing a license should still face a proportionality test under 10(2) of the 
Convention,110 and will not trump the importance of plurality in media.111 
Hence, if ISPs would invoke technical grounds for network management that 
interferes with freedom of expression—such as maintaining network quality 
and reliability—the court may not be convinced easily of this rationale.

This stance by the Court has become more nuanced through 
subsequent case law. As a consequence of the Lentia decision, the Austrian 
Constitutional Court eventually ended the Austrian State monopoly on 
broadcasting, allowing for private TV and radio stations to operate on cable. 
Terrestrial broadcasting, presently all but obsolete, remained subject to a 
State monopoly because of capacity constraints. Private broadcasters who 
also wanted access to terrestrial spectrum filed suit, and also this dispute 
ended up before the ECtHR in Tele1.112 The Court recognizes the capacity 
limits of the terrestrial spectrum, and remarked here that in Austria cable 
coverage is about equivalent to terrestrial coverage. Consequently, plurality 
of media is sufficiently ensured with open access for all broadcasters to 

108 It should be born in mind that these licensing cases rely on a clause of Article 10(1) 
that has not been discussed in the context of this research, which does not ‘prevent 
States from requiring the licensing of broadcasting, television or cinema enterprises.’ 
See van Rijn, supra note 57, at 808, for an analysis of this clause. In any event, the test 
of Article 10(2) still applies in these cases. 

109 Lentia, supra note 72, at para para 34-43
110 Ibid., at para 32
111 Ibid., at para 39
112 Tele 1 Privatfernsehgesellschaft mbH v Austria (2000); 34 EHRR 5
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cable architecture, and consequently refusing access to terrestrial spectrum 
did not form a violation of Article 10.113 This Tele1 case therefore offers a 
limitation of the Lentia rationale for interfering with freedom of expression 
on technical grounds. Tele1 also is of importance for network neutrality, 
as particularly mobile broadband is a scare resource much like terrestrial 
spectrum. Following Tele1, ISPs are therefore more likely to have greater 
leeway when managing mobile broadband networks with limited bandwidth 
than fixed broadband with abundant bandwidth. Particularly when CSPs are 
ensured access to end-users through other, equally sized mobile or fixed ISPs, 
blocking, degrading or prioritizing of CSP traffic by one ISP on supposedly 
technical grounds may be found to be proportionate when the capacity of the 
network demonstrably is an issue.

As for the proportionality of network management of undesirable content 
by (partially) State-owned ISPs, the scenarios discussed above of blocking of 
child abuse materials or intellectual property infringement will be analysed 
in sequence. The ECtHR has heard many cases dealing with allegedly 
inappropriate and pornographic content. Handyside is naturally the point 
of departure here, which was the first freedom of expression case in which 
the Court outlined that while Article 10 expressly also protects expression 
that ‘offend, shock or disturb the State or any sector of the population,’ 
this does not imply that such expression comes without the ‘duties and 
responsibilities’ that Article 10(2) prescribes.114 The Court recognized 
that as morals differ between countries, public authorities should have a 
greater margin of appreciation when dealing with inappropriate content, 
and has hence focused on whether States overstep this margin rather than 
determining whether or not the content in casu was offensive or not.115 The 
margin of appreciation that States enjoy becomes broader as the undesirable 
content becomes more inappropriate, as was outlined in Müller.

Müller concerned a Swiss art show in which sexually explicit images—
of, amongst other things, bestiality—were seized by the authorities, and the 
responsible artists were convicted of criminal charges by the Swiss authorities. 
The ECtHR found that especially since the artworks in question depicted 
‘sexuality in some of its crudest form,’ it was not unreasonable for the Swiss 
courts to have determined that these works were ‘liable grossly to offend 
the sense of sexual propriety of persons of ordinary sensitivity.’ The Swiss 
authorities had therefore not overstepped their margin of appreciation.116 It 
is clear that child abuse imagery or similarly offensive online material depict 
‘sexuality in some of its crudest form,’ and thus that blocking such materials 
by State-owned ISPs would be a proportionate way of protecting morals, or 

113 Ibid., at para para 36-41
114 Handyside, supra note 105, at para 49
115 Ibid., at para 50
116 Müller at al. v Switzerland (1988); 13 EHRR 212
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preventing disorder or crime in society. It seems extremely unlikely for the 
Court not to express deference to the broad margin of appreciation of public 
authorities when fighting child abuse, given the particularly heinous nature 
of such materials.

There are a number of cases dealing with the proportionality of Article 
10 interferences for intellectual property enforcement, mainly from 
Austria.117 These cases provide some leads for the proportionality of for 
instance the blocking of online copyright infringing content or services by 
(partially) State-owned ISPs. Without exception, in these Austrian cases 
the Court ruled that public interest concerns trump copyright enforcement 
for the purpose of blocking content, particularly given the role of media in 
a democracy. When drawing an analogy to network neutrality, it seems that 
when State-owned ISPs by Court order have to block copyright infringing 
materials on their network, the ECHR will only find a violation of Article 
10 if by this blocking somehow plurality of media is at stake.118 This may not 
always be the case. When excluding plurality, therefore, there is precedent to 
be found in National case law that applies the ECHR in online blocking cases 
for copyright enforcement, such as Scarlet in Belgium119 and 20th Century 
Fox in England.120 Particularly the latter case is of interest, as the Chancery 
Division offer pointers as to what kind of court order obliging ISPs to filter 
or block copyrighted content would be proportionate under 10(2) ECHR. 
Such an order should be ‘narrow and targeted,’ contain ‘safeguards in the 
event of any change of circumstances,’ with a cost of implementation for the 
ISP that ‘would be modest and proportiontate.’121

The above scenarios seem relatively straightforward. Network 
management, even outright blocking by (partially) State-owned ISPs, may 
be deemed proportionate because of capacity constraints on the network—
provided that plurality is not affected—for the protection of morals and 

117 News Verlags GmbH and Co.KG v Austria (2000); 31 EHRR 8; Krone Verlag 
GMBH and Co. KG v Austria (2002); 36 EHRR 57; Wirtschafts-trend Zeitschriften-
verlagsgesellschaft m.b.h. (no 3) v Austria, apps. 66298/01 and 15653/02, merits 
(2006); Standard Verlags GMBH v Austria (2008); 47 EHRR 58; Verlagsgruppe 
News GMBH v Austria (no. 2), 10520/02, merits (2007). These cases all centre 
around Article 78 of the Austrian Copyright Act, based on which litigants sought to 
prevent newspapers from publishing their pictures, which the newspapers considered 
a violation of their freedom of expression.

118 However, the Court decided in Yankov that Article 10 ECHR not only protects 
public expression—for instance newspaper articles and blog posts—but also ‘private 
expression,’ such as an unpublished manuscript. The Court argues here that private 
expression allows for even less interference by authorities, as protecting any of the 
legitimate aims of Article 10(2) becomes irrelevant when expression is not meant to 
become public in the first place. Yankov v Bulgaria (2003); 40 EHRR 36 at para 141

119 Supra note 91
120 Supra note 92
121  20th Century Fox, supra note 92, at para 200 
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criminal law, and for enforcing copyright protection—again only when 
not affecting plurality and not excessively burdening the ISP. As was 
demonstrated above, network management for anticompetitive purposes 
will not meet the ‘prescribed by law’ prong of Article 10(2) ECHR to begin 
with, which makes a proportionality test redundant. 

Positive Obligations
As was outlined by the Court in Appleby, the duty on public authorities not 
to interfere with the right to private property may justify State’s refusal to act 
on positive obligations to protect freedom of expression. When determining 
whether a positive obligation exists, there should be a fair and proportionate 
balance ‘between the general interest of the community and the interests 
of the individual,’ which is struck on a case-to-case basis.122 Thus, given 
the varying scope of positive obligations, the Appleby standard applies to 
network management inasmuch as analogies can be drawn to the banning of 
protesters in a shopping centre. As was determined above, an ISP’s network 
is private property as much as a shopping centre is. Moreover, the Court’s 
rationale in Appleby may lead to the conclusion that only if expression is 
banned completely on an ISP’s network, express positive obligations on 
public authorities arise that trump private property rights.123 However, the 
facts of Appleby may be too context-specific to apply to network neutrality 
disputes, mutatis mutandis. To determine more precisely the balance between 
the private property rights of ISPs and the freedom of expression of end-
users, reference can again be made to national case law that weighs both 
interests expressly based on ECHR jurisprudence. 20th Century Fox is again 
of relevance here, as the Chancery Division weighs free expression with the 
right to property in its opinion.124 Based on jurisprudence in which Article 8 
and Article 10 ECHR interests clash, Justice Arnold outlines the following 
balancing test between freedom of expression and property rights according 
to the Convention:

(i) neither Article as such has precedence over the other; (ii) 
where the values under the two Articles are in conflict, an 
intense focus on the comparative importance of the specific 
rights being claimed in the individual case is necessary; (iii) the 
justifications for interfering with or restricting each right must 

122 Appleby, supra note 73, at para 40
123 Ibid., supra note 76
124 It should be noted though that the Chancery Division makes a trade-off between the 

freedom of expression of end-users and online content providers, and the property 
rights of film studios. While this is a different scenario from comparing the freedom 
of expression of end-users with the property rights of ISPs, the mechanism of 20th 
Century Fox can still be helpful in balancing Convention rights vis-a-vis network 
neutrality.
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be taken into account; (iv) finally, the proportionality test—or 
‘ultimate balancing test’—must be applied to each.125

The ‘narrow and targeted’ approach to filtering and blocking of expression 
that the judge found,126 in this case concerns the enforcing copyright law 
by means of a filtering system that the ISP in question (BT) already uses 
for other unwanted content, based on a public/private partnership.127 This 
leads to the conclusion that under this case’s circumstances private property 
rights prevail over freedom of expression:

It is necessary and appropriate to protect the Article 1 First 
Protocol rights of the Studios and other copyright owners. 
Those interests clearly outweigh the Article 10 rights of 
the users of [usenet site] Newzbin2, and even more clearly 
outweigh the Article 10 rights of the operators of Newzbin2. 
They also outweigh BT’s own Article 10 rights to the extent 
that they are engaged.128

The test outlined by the Chancery Division offers a blueprint for weighing 
the property rights of ISPs according to Article 1 Protocol 1 ECHR, and 
the freedom of expression of end-users and content and service providers. 
Particularly prongs (iii) and (iv) are of importance here. Prong (iii) requires 
an analysis similar to the one applied in the present section on justifications 
for interferences: both the interference with ISP’s property rights according 
to Article 1 Protocol 1, and the interference caused by the State’s inaction to 
engage in positive obligations must be prescribed by law, serve a legitimate 
aim, and be necessary in a democratic society. The ‘ultimate balancing test’ 
of prong (iv) can depend on multiple factors. If the ISP blocks all expression 
on its network, following Appleby it seems that expression would outbalance 
property. When the way in which ISPs manage their private networks has a 
negative effect on plurality of media, the balance may be tilted in a similar 
way, so that States failure to act on a positive obligation leads to a Article 
10 ECHR violation. Both these scenarios do not seem likely to happen 
in practice though. When multiple ISPs are available, and ISPs allow for 
expression in general—which seems their usual modus operandi—it will be 
hard for the Court to find positive obligations on public authorities to protect 
freedom of expression even more, which on top of that would interfere with 
ISPs’ private property. 

125 20th Century Fox, supra note 92, at para 164
126 Supra note 121
127 20th Century Fox, supra note 92, at para 65-74
128 Ibid., at para 200
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Concluding remarks
This section has analysed how credible claims are that network management 
by ISPs affects the freedom of expression of end-users and content and 
service providers according to Article 10 ECHR. Given the frequency and 
tone of claims to this effect, the conclusion of this section may be surprising. 
The great majority of ISPs are private firms, and consequently lie outside 
the scope of Article 10 so that an interference with freedom of expression 
according to 10(1) cannot be established to begin with. After all, freedom 
of expression has to be interfered with by a public authority. This section 
has identified two exceptions to this ‘public authority hurdle,’ namely when 
ISPs are (partially) State owned—which is still the case in some countries—
or when public authorities somehow have a positive obligation to protect 
freedom of expression in a private dispute. 

In case of these two exceptions, the interference under 10(1) would be 
either the (partially) State-owned ISP’s network management, or the failure 
of a State to act on its positive obligations to ensure freedom of expression. 
These interferences would be justified when meeting the three-pronged 
test of Article 10(2). Following Article 10 ECHR case law, it turns out 
that commonly used motivations for network management—degradation 
or prioritization for technical reasons to ensure network reliability, and 
blocking of copyright-infringing or otherwise inappropriate content—could 
meet the three prongs of legality, legitimacy and proportionality. Network 
management for anticompetitive purposes, such as degrading competing 
content providers in a situation of vertical integration, will not meet the 
10(2) test. The same goes for network management that negatively affects 
plurality of media.

The justification of State’s refusal to recognize positive obligations leads 
into a complex trade-off between the freedom of expression of end-users and 
CSPs, and the right to private property that ISPs enjoy. The proportionality 
of State inaction in a case like this will be very context-specific, and depend 
on the degree to which an ISP blocks or degrades expression, and (again) 
the effect on plurality that this conduct has. However, in practice it seems 
that only the most egregious blocking of expression would lead the Court 
to conclude that the positive obligations on States to protect freedom of 
expression trump the ISPs’ right to private property.

One practical consequence of this conclusion, is that in legal terms it 
matters whether or not an ISP that conducts network management allegedly 
affecting end-users’ freedom of expression is (partially) State-owned or not. 
This dichotomy between (semi-)public and private ISPs is an artefact of the 
set-up of the Convention, however, in practice it is unclear why the public 
or private status of an ISP should be of importance when deciding whether 
or not network management violates freedom of expression.129 Especially 

129 The author acknowledges Pierre Larouche for pointing this out.
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when both (semi-)public and private ISPs are active within one country, this 
situation would raise questions in terms of legal certainty.

Freedom of Expression for ISPs

The more intuitive theoretical claim that ISPs’ network management may 
impede the freedom of expression of end-users and CSPs is often made,130 
but in practice may be more complex to establish than often assumed (see 
previous section). The reverse situation has not been addressed at all in the 
literature. This alternative approach would arise when network neutrality 
regulation would be in effect, and ISPs would argue that this regulation 
interferes with their freedom of expression, the freedom to impart 
information to end-users. In this section the validity of such a hypothetical 
claim will be addressed, and discussed on merits according to ECtHR case 
law.131

In a similar fashion as in the previous section, the ISPs’ freedom to impart 
will be scrutinized according to the tests of the two paragraphs of Article 
10 of the Convention. On a more theoretical level, however, this section 
squarely leads into the discussion on corporate and commercial expression—
assuming here that ISPs are private firms—which has flared up again after 
the US Supreme Court’s ruling in Citizens United.132 To avoid confusion, 
before starting the Article 10 analysis it should be born in mind that the 
ECtHR has developed a complex string of case law on the topic of corporate 
and commercial expression, in which such expression is scrutinized both in 
determining whether or not an interference according to Article 10(1) can 
be established, and as part of the 10(2) test to justify this interference. 

Interference: distribution of content, commercial and corporate 
expression
Again relatively much attention will be devoted to the application of the first 
paragraph of Article 10 ECHR to determine whether freedom of expression 
under the Convention applies in the first place. In contrast to the freedom 
of expression of end-users and CSPs of the previous section, the ‘public 

130 See eg Bits of Freedom and EDRI, supra note 59
131 Interestingly, the amended Framework Directive of the European Regulatory 

Framework for Electronic Communications—rightly or wrongly—seems to negate 
that private companies can enjoy ECHR rights by explicitly stating that only natural 
persons can rely on the ECHR in case of ‘[m]easures taken by Member States 
regarding end- users access’ to, or use of, services and applications through electronic 
communications networks.’ Framework Directive 2009/140/EC, supra note 35, at 
Article 1.3.a

132 Citizens United v Federal Election Commission, 130 U.S. 876 (2010). In this 
landmark case the US Supreme Court ruled that corporate donations to political 
campaigns cannot be limited by law as they fall under the First Amendment.
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authority’ clause of Article 10(1) is easily met in the present case. After all, 
in this situation Member States’ regulatory authorities enforce government 
policy that affects the ISPs’ ability to actively manage their networks. The 
main question under Article 10(1) in this case is a more fundamental one: 
is network management by ISPs a form of expression to begin with, and a 
protected form of expression according to the Convention on top of that? 
Answering this question draws attention to the status of corporate speech 
with little public value under the Convention, and the distinction between 
content and transmission.

Is Network Management Expression?
Throughout its case-law the Court has neither come up with a concise 
interpretation of what constitutes ‘expression’ under Article 10(1),133 nor 
has it allowed for a precise definition of ‘to receive and impart information 
and ideas.’134 This lack of definitions testifies of the dynamic reading of the 
first paragraph of Article 10 that the Court advances, and of its preference 
for a case-by-case approach in freedom of expression proceedings. There 
are however some common themes to be discerned, especially concerning 
corporate freedom of expression. Before turning to this however, it is to 
be determined whether and what kind of network management falls under 
‘expression’ to begin with, if at all. Prima facie it may not seem convincing to 
argue that the way in which ISPs manage their networks through blocking, 
degrading or prioritizing concerns actual expression of ideas. 

The most relevant case in this respect is Autronic.135 In this proceeding 
a satellite dish manufacturer (Autronic) was refused permission by the 
Swiss regulatory authority for telecommunications to transmit unencrypted 
television signals from a Soviet satellite for demonstration purposes at a 
trade show. Autronic then sought legal action because it found its right to 
receive information from the Soviet satellite to be interfered with by the 
Swiss authority. The government argued before the ECtHR that Autronic’s 
satellite reception concerned transmission and not expression, which 
moreover was premised on purely technical and commercial intentions of a 
legal person, and therefore did not fall under expression according to Article 
10(1) ECHR, which allegedly focused on natural persons only. 

The Court however held that Autronic’s satellite reception did fall 
under freedom of expression after all, restating, first, that the commercial 
operations of Autronic are irrelevant as Article 10 ‘applies to ‘everyone,’ 

133 Emberland, The Human Rights of Companies: Exploring the Structure of ECHR 
Protection at 118 (Oxford: Oxford University Press 2006).

134 See eg Groppera Radio AG and Others v Switzerland (1990); 12 EHRR 321 at 
para 55 (‘the Court does not consider it necessary to give on this occasion a precise 
definition of what is meant by ‘information’ and ‘ideas’)

135 Autronic AG v Switzerland (1990); 12 EHRR 485
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whether natural or legal persons.’136 Second, and crucially in this context, the 
Court emphasizes that the Convention protects the content of expression 
as much as its transmission ‘since any restriction imposed on the means 
necessarily interferes with the right to receive and impart information.’137 
Moreover, it was not ‘necessary to ascertain the reason and purpose for 
which the right [to freedom of expression] is to be exercised.’138

Even though commentators have stressed the landmark status of 
Autronic and its controversial nature,139 this Court’s protection of 
transmission of content regardless of the nature of this content has not 
been without precedent. In fact, in many instances the Court has expressly 
recognized that ‘Article 10 … protects not only the substance of the ideas 
and information expressed, but also the form in which they are conveyed,’140 
often in cases involving journalists.141 Therefore, given these additional 
contextualizing cases it may not at all be far-fetched for the Court—based 
on the Autronic rationale—to regard network management by ISPs as a part 
of content transmission of CSPs to end-users and other CSPs, and view this 
transmission as falling under Article 10(1) of the Convention. This seems to 
apply particularly to degrading and prioritizing of content on networks, after 
all, both these network management techniques affect the form in which 
information is conveyed, by influencing its speed or quality of deliverance. 
Blocking of data may be a different story though, as this form of network 
management prevents content from being transmitted between sender and 
receiver to begin with. 

Moreover, irrespective of the allegedly controversial status of Autronic it 
turns out that national courts have been comfortable applying the rationale 
of this case to disputes in telecommunications law that are similar to issues 
of network neutrality. In the aforementioned Dutch Supreme Court case 
Antelecom the hindrance of a call-back telephony service for long distance calls 
was found to be an interference with the call-back service provider’s freedom 
of expression, notwithstanding its status as a mere conduit of content142—
affirming a previous ruling of the appellate court of the Netherlands Antilles 
and Aruba having come to the same conclusion.143 Moreover, in a dispute 
over the withdrawing of leased-line access of a ISP reseller by the incumbent 
operator of the Commonwealth of Dominica, the British Privy Council 

136 Ibid., at para 47
137 Ibid.
138 Ibid.
139 See eg Emberland, supra note 133 at at 129.
140 Oberschlick v Austria (1991); 19 EHRR 389 at para 57
141 See eg Jersild v Denmark (1994); 19 EHRR 1 at para 31; Unabhängige Initiative 

Informationsvielfalt v Austria (2002); 37 EHRR 33 at para 34; Perna vItaly (2003); 
39 EHRR 28 at para 39(a).

142 Antelecom, supra note 100, at para 3.3
143 H. Els et al. v Antelecom and Netherlands Antilles, KG 1997, 360 (1997).
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interpreted such conduct as an interference with the freedom of expression 
of the reselling ISP, notwithstanding the fact that this ISP was only engaged 
in transmission of content.144 According to the Council this refusal to deal 
on the incumbent’s side ultimately was due to the government of Dominica’s 
granting of an exclusive license to this incumbent operator, which therefore 
also could be considered an interference with the reselling operator’s 
freedom of expression.145 The Privy Council’s reasoning in relation to ISP’s 
freedom of expression vis-à-vis network neutrality regulation extends the 
Autronic rationale. Thus, regulation of telecommunications operators only 
engaged in the transmission of content may be considered an interference 
with freedom of expression according to Article 10(1) of the Convention, 
and network neutrality regulation obliging ISPs (not) to practice certain 
forms of network management seems to qualify for this. 

On corporate and commercial expression
Another intuitive notion that comes to mind when assessing whether or 
not network management by ISPs falls under Article 10(1) ECHR is that 
degrading, prioritizing or blocking of content somehow does not qualify 
for expression according to the Convention. The (typically) commercial 
network management operations of an ISP after all seem to have little to do 
with the public interest and democratic values on which Article 10 ECHR 
is premised. At this point it is important to distinguish between corporate 
and commercial freedom of expression, the former referring to the actor 
of expression (a private firm),146 while the latter refers to the (commercial) 
content of expression.147 There is debate as to how commercial and corporate 
speech relate to each other, and to what extent corporate expression is a 
prerequisite for commercial expression.148 Indeed, the ECtHR seems to 

144 Cable and Wireless (Dominica) Limite v Marpin Telecoms and Broadcasting 
Company Limited, PC 15/2000, 7 (2000).

145 Ibid. at 12
146 See eg Shaw, ‘Corporate Speech in the Marketplace of Ideas’ (1981) 7 Journal of 

Corporation Law 265; Redish & Wassermann, ‘What’s Good for General Motors: 
Corporate Speech and the Theory of Free Expression’ (1997) 66 George Washington 
Law Review 235; Smolla, ‘Free the Fortune 500 - The Debate over Corporate Speech 
and the First Amendment’ (2004) 54 Case Western Reserve Law Review 1277.

147 See eg Krzeminska-Vamvaka, ‘Freedom of Commercial Speech in Europe’ (2009) 
58 in Studien zum Völker- und Europarecht (Hamburg: Verlag Dr. Kovac 2008); 
Piety, ‘Against Freedom of Commercial Expression’ (2008) 29 Cardozo Law Review 
2583; Randall, ‘Commercial Speech under the European Convention on Human 
Rights: Subordinate or Equal?’ (2006) 6 Human Rights Law Review 53 -86; Rich, 
‘Commercial Speech in the Law of the European Union: Lessons for the United 
States’ (1998) 51 Federal Communications Law Journal 263; Shiner, Freedom of 
Commercial Expression (Oxford: Oxford University Press 2004).

148 Benningson, ‘Nike Revisited: Can Commercial Corporations Engage In Non-
Commercial Speech?’ (2006) 39 Connecticut Law Review 379
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use both concepts flexibly, implying that the corporate origins and the 
commercial nature of expression can blend into each other:

[Car TV AG] is a private enterprisewhich intended to broadcast 
on all aspects of automobiles, in particular news on cars and 
car accessories, and information on private-vehicle transport. 
Furthermore, it intended to deal with such matters as energy 
policies, traffic security, tourism and environmental issues. 
However, while it could not be excluded that such aspects 
would have contributed to the ongoing, general debate on the 
various aspects of a motorised society, in the Court’s opinion 
the purpose of Car TVAG was primarily commercial in that it 
intended to promote cars and, hence, further car sales.149

The same seems to apply for network management by ISPs. When network 
management is expression, it may be corporate expression of an ISP, or part 
of a specific commercial strategy or purpose—which may be pertinent in 
case of prioritization of traffic—or both. Consequently, commercial and 
corporate expression will be discussed alongside each other in this section.

As already alluded to in Autronic, the Court has in many occasions 
addressed the phenomena of commercial freedom of expression and 
expression with no public relevance, and for Article 10(1) has tended to take 
an inclusive approach to these topics. Moreover, while since Citizens United 
all eyes are on the US Supreme Court as the court seemingly most friendly 
to corporate speech, the Court in Strasbourg has a long-standing tradition 
facilitating corporate fundamental rights,150 and—after a hesitant start151—
has enforced this principle in a number of freedom of expression cases. The 
main case in this respect is Markt Intern, in which the Court stressed that 
‘Such [corporate] information cannot be excluded from the scope of Article 
10 § 1 … which does not apply solely to certain types of information or ideas 
or forms of expression.’152 A similar reasoning was followed by the Court in 
subsequent cases, such as Casado Coca (ruling that advertising falls under 
freedom of expression)153 and Jacubowski (extending protection under 10(1) 
ECHR of expression with no public interest).154 Throughout the case law 

149 Demuth v Switzerland (2002); 38 EHRR 20 at para 41 (emphasis added)
150 Emberland, supra note 133, at 145.
151 See eg Barthold v Germany (1985); 7 EHRR 383 at para 42
152 Markt intern Verlag GmbH and Klaus Beermann v Germany (1989); 12 EHRR 161 

at para 26
153 Casado Coca v Spain (1994); 18 EHRR 1 at para 35 (‘The Court would first point 

out that Article 10 (Article 10) guarantees freedom of expression to ‘everyone’. No 
distinction is made in it according to whether the type of aim pursued is profit-making 
or not’).

154 Jacubowski v Germany (1994); 19 EHRR 64 at para 25 (‘The fact that, in a given case, 
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the Court seems to advance an ‘objective teleology’ with a focus on neutral 
criteria for the application of Article 10 ECHR.155 After all, freedom of 
expression has little use in society if it is unclear to whom it exactly applies—
an uncertainty that may have a chilling effect on free expression in and of 
itself. Including corporate and commercial expression under the penumbra 
of Article 10(1) in that sense reflects the necessity of freedom of expression 
within society at large,156 which can only be of use when applying to ‘everyone, 
whether natural or legal persons.’157 With such strong precedent corporate 
freedom of expression—such as network management by ISPs will little value 
for the public interest—falls squarely within the ambit of Article 10(1) of the 
Convention. 

Concluding, maybe somewhat surprisingly both the commercial nature 
of corporate ISP communication and their conduit role in the online 
communication process are not an impediment for Article 10(1) of the 
Convention to apply to ISPs’ network management. On the basis of Autronic 
mainly degrading and prioritizing by ISPs could be interpreted as expression, 
and the low public value of this expression turns out to be irrelevant when 
deciding whether or not such expression falls under the ambit of 10(1) 
ECHR. This ‘catch-all’ interpretation of what constitutes expression 
under Article 10(1) however becomes more nuanced when applying the 
proportionality test of Article 10(2), as will be discussed below.

Justifications for Interference
As mentioned before, the cumulative test of Article 10(2) ECHR requires 
any public interference with freedom of expression under Article 10(1) 
of the Convention to be prescribed by law, carry a legitimate aim, and be 
necessary in a democratic society. 

Legality and legitimacy
The ‘prescribed by law’ prong in the case of network neutrality requires 
that the public authority from Article 10(1) unambiguously by law or 
other regulation interferes with ISPs’ conduct of blocking, degrading or 
prioritizing of Internet traffic. The European telecommunications directives 
should allow for such laws and regulation, for instance by means of the 
following clause:

that freedom is exercised other than in the discussion of matters of public interest 
does not deprive it of the protection of Article 10’).

155 See Emberland, supra note 133, at 136-152 for a compelling analysis of the many 
facets of the Courts objective teleology. 

156 Ibid., at 145
157 Autronic, supra note 135, at para 47
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In order to prevent the degradation of service and the hindering 
or slowing down of traffic over networks, Member States 
shall ensure that national regulatory authorities are able to set 
minimum quality of service requirements on an undertaking or 
undertakings providing public communications networks.158

A concrete example of legislation premised on the above directive that affects 
the way in which ISPs can conduct network management was passed in 2011 
by the Dutch Parliament as an amendment to the Dutch telecommunications 
code—making the Netherlands the first European Country to formally 
codify network neutrality principles:

Providers of public electronic communications networks on 
which internet access services are offered and providers of 
internet access services shall not degrade or slow down services 
or applications on the Internet, unless the degradation or 
slowing down of services or applications is necessary:
- for mitigating congestion on the network, with equivalent 
traffic being treated equally;
- for ensuring the integrity and reliability of the network and 
services of the provider concerned or the terminal equipment 
of end-users;159

Therefore, with a codified, foreseeable and qualitative legal basis of network 
neutrality regulation such as the Dutch example above, the first prong of 
the Article 10(2) test is likely to be met.160 This leads to the second prong 
of the test, which requires an interference of 10(1) to have a legitimate aim. 
From the exhaustive list161 of legitimate aims of Article 10(2) a number of 
justifications for Member States to impose network neutrality regulation 
can be derived, most likely the ‘protection of the reputation or rights of 
others.’ After all, the idea behind network neutrality regulation seems to 
be to protect competition between CSPs and to ensure that end-users have 
unimpeded access to all content of their choice. The ‘prevention of disorder 
or crime’ aim could be invoked by the same token. It is at this point that the 
kind of network management by ISPs enters into the equation. Prohibiting 
the blocking of traffic seems to offer a strong case for a regulator to protect 
the rights of others. The same could go for prohibiting degradation of 

158 Directive 2009/136/EC, supra note 27, at Article 22(3).
159 Amendment of Verhoeven, MP et al. to arts. 7.4a(1); 7.4a(1)(a); 7.4a(1)(b) of the 

Dutch Telecommunications Code of 1998, kst-32549-29 (June 14, 2011) [author’s 
translation]. 

160 Supra note 84
161 Supra note 56
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traffic, when indeed this is interpreted to have the same effect as blocking 
does.162 Prohibiting prioritization may offer a bigger hurdle to finding a 
legitimate aim. After all, beyond its possible anticompetitive use, ISPs could 
argue convincingly that prioritizing some traffic over others is necessary to 
ensure the overall reliability of their networks or avoid congestion, which for 
instance are exceptions mentioned in the Dutch example above. It needs to 
be emphasized again here, however, that the legitimate aim prong does not 
carry much weight in the Court’s deliberations.163 What matters most in the 
end is the proportionality test, determining whether the interference of art 
10(1) was necessary in a democratic society. 

Proportionality
This third prong of the Article 10(2) refers back to the corporate and 
commercial freedom of expression cases mentioned earlier in this section. It 
has been established above that the Court has taken an inclusive view towards 
corporate and commercial expression, even when having little public value, 
and has consistently placed such expression under the penumbra of Article 
10(1). However, under the proportionality test of Article 10(2) the ECtHR 
has signalled not to hold interference with commercial and corporate 
expression to the same strict standard as non-corporate expression. The 
leading case in this respect is again Markt Intern,164 in which a special interest 
trade organization representing small business owners published through 
its in-house publishing firm critical remarks of a large retailer in cosmetics, 
practically accusing the large retailer of unfair business practices. The large 
retailer sued before a German court arguing Markt Intern had infringed the 
German unfair competition act of 1909. After much back-and-forth between 
German courts the case ended up before the ECtHR, which found the Markt 
Intern publication to be falling under freedom of expression according to art 
10(1) of the Convention, notwithstanding the fact that this publication did 
not ‘directly concern the public as a whole.’165

What is striking in how the case proceeds to the final proportionality test 
is the deference with which the Court treats national courts and regulators. 
The Court’s reasoning is as follows: first, it is recognized that States always 
have a certain margin of appreciation when deciding to interfere with freedom 
of expression. This margin is especially pertinent in commercial matters 
according to the court, particularly in ‘an area as complex and fluctuating as 
that of unfair competition.’166 Interestingly, the Court seems to refer to both 
the corporate status of the specialized press and its commercial content in 

162 Chirico et al., supra note 21
163 Supra note 99
164 Supra note 152
165 Ibid, at para 26
166 Ibid, at para 33. 
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this respect.167 Consequently the Court comes to a conclusion that honours 
the margin of appreciation of national courts and regulators, stating that:

It is obvious that opinions may differ as to whether the Federal 
Court’s reaction was appropriate or whether the statements 
made in the specific case by Markt Intern should be permitted 
or tolerated. However, the European Court of Human Rights 
should not substitute its own evaluation for that of the national 
courts in the instant case, where those courts, on reasonable 
grounds, had considered the restrictions to be necessary.168

The Court therefore finds no breach of Article 10 has taken place, and 
the German interference with Markt Intern’s freedom of expression was 
justified—strikingly without at all mentioning the usual phrases of ‘necessary 
in a democratic society’ or a ‘pressing social need.’169

Markt Intern has been a much contested case, both internally and 
externally. Only with the decisive vote of then Court President Ryssdal a 
majority was found in a 9 to 9 split of the ECtHR’s Grand Chamber, and 
the case comes with no less than four dissenting opinions of altogether 
eleven out of eighteen judges.170 The Court’s majority opinion has drawn 
substantial critique from academia as well.171 Indeed, this decision seems 
to go straight against the collectivist approach that the Court has usually 
advanced in Article 10 cases, in which freedom of expression is interpreted 
with the public interest in mind, not individual or particular interests.172

The reasons the Court had for treating the national courts with more 
deference concerning—in this case—unfair competition law matters remain 
somewhat ambiguous. What distinguishes national courts’ margin of 
appreciation in unfair competition law from, say, criminal law—with which 
the Court seems much more comfortable interfering173—is not altogether 

167 Ibid, at para 35.
168 Ibid, at para 37
169 Ibid, at para 38
170 See Markt Intern, supra note 152, Gölcüklü, Pettiti, Russo, Spielmann, De Meyer, 

Carrillo Salcedo and Valticos (diss); Pettiti (diss); De Meyer (diss); Martens and 
Macdonald (diss).

171 De Merieux, ‘The German Competition Law and Article 10 ECHR’ (1995) 20 
European Law Review 388; Arai-Takahashi, supra note 78 at 109.

172 Emberland, supra note 133, at 177. 
173 See eg Handyside, supra note 76 at para 58 (‘Finally, at the hearing on 5 June 1976, the 

delegate expounding the opinion of the minority of the Commission maintained that 
in any event the respondent State need not have taken measures as Draconian as the 
initiation of criminal proceedings leading to the conviction of Mr. Handyside and to 
the forfeiture and subsequent destruction of the Schoolbook. The United Kingdom 
was said to have violated the principle of proportionality, inherent in the adjective 
‘necessary’, by not limiting itself either to a request to the applicant to expurgate the 
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clear. Indeed, the margin of appreciation attributed to national courts and 
governments alike in relation to rights safeguarded by the ECHR could be 
interpreted as a somewhat haphazard doctrine, the application of which 
varies depending on what article of the Convention is at stake, and even 
within different types of interferences of the same article.174 A theme to be 
discerned throughout the Court’s doctrine on the margin of appreciation 
of public authorities seems to be that the margin increases as laws or policy 
of Contracting Parties are less harmonized across borders. For instance, on 
the one hand the Court recognizes that morals differ considerably across 
countries, and thus grants authorities more leeway in interferences with 
expression for the protection of morals and religion.175 On the other hand, 
the Court (rightly) regards press freedom and free political expression as 
universal democratic values across Council of Europe countries, and thus 
allows for a significantly smaller margin of appreciation in these fields.176 
This approach implies for corporate expression that the ECtHR grants 
less leeway to States when interferences are premised on more harmonized 
policy fields, and vice versa. 

Indeed, the Court’s assessment of the proportionality of interferences 
with corporate and commercial expression in subsequent cases has gone both 
ways. In Demuth the court argued for instance that ‘In exercising its power of 
review, the Court must confine itself to the question whether the measures 

book or to restrictions on its sale and advertisement.’).
174 Arai-Takahashi distinguishes a number of variables affecting the scope of national 

authorities’ margin of appreciation in Article 10 ECHR cases, such as morals, national 
security, commercial expression, licensing, anti-democratic materials, defamation of 
public authorities, political expression and press freedom, supra note 107 at 102-128

175 See eg Wingrove v United Kingdom (1996); 24 EHRR 1 at para 58
[A] wider margin of appreciation is generally available to the Contracting 
States when regulating freedom of expression in relation to matters liable 
to offend intimate personal convictions within the sphere of morals or, 
especially, religion. Moreover, as in the field of morals, and perhaps to 
an even greater degree, there is no uniform European conception of the 
requirements of ‘the protection of the rights of others’ in relation to attacks 
on their religious convictions. What is likely to cause substantial offence 
to persons of a particular religious persuasion will vary significantly from 
time to time and from place to place, especially in an era characterised 
by an ever growing array of faiths and denominations. By reason of their 
direct and continuous contact with the vital forces of their countries, 
State authorities are in principle in a better position than the international 
judge to give an opinion on the exact content of these requirements with 
regard to the rights of others as well as on the ‘necessity’ of a ‘restriction’ 
intended to protect from such material those whose deepest feelings and 
convictions would be seriously offended.

176 See eg Thorgeir Thorgeirson v Iceland (1992); 14 EHRR 843 at para 63 (on the 
universality of press freedom); Bowman v United Kingdom (1998); 26 EHRR 1 at 
para 42 (on the universality of free political expression)



129

taken on the national level were justifiable in principle and proportionate in 
respect of the case as a whole,’177 concluding that the Swiss broadcasting 
regulator’s refusal to grant a license for a commercial TV channel on cars 
was not a violation of Article 10 ECHR,178 while an interference under 10(1) 
had indeed been established.179 Conversely, the Court in VgT Verein ruled 
that a TV station’s refusal to broadcast a commercial against animal cruelty 
did in fact amount to a violation of Article 10 ECHR, stating that ‘the Court 
has found above that the applicant association’s film fell outside the regular 
commercial context inciting the public to purchase a particular product. 
Rather, it reflected controversial opinions pertaining to modern society in 
general.’180

It seems that the public interest value of corporate and commercial 
expression—while irrelevant in terms of Article 10(1)—can be decisive 
in determining whether or not an interference with such expression is 
proportionate. This implies that the more relevant corporate or commercial 
expression is for the public interest—for instance public debates on factory 
farming as testified by VgT Verein—the more protection it enjoys under 
Article 10(2) of the Convention. Overall though, it seems that corporate 
and commercial expression beget less protection under the proportionality 
test of Article 10(2). The notion that National Courts have a greater margin 
of appreciation when dealing with commercial and corporate freedom of 
expression matters seems to apply consistently throughout the applicable 
case law. This of course does not exclude the Strasbourg Court to step 
in when deemed necessary—such as in case of a strong public interest 
component. After all, even though most newspapers are corporate firms the 
Court has been very protective of their freedom of expression.181

When relating the above discussion on the proportionality of 
interferences with corporate and commercial expression to the necessity of 
interfering with ISPs’ expression through network neutrality legislation, it 
seems that the Court could recognize a smaller margin of appreciation for 
public authorities to implement such legislation. This is because, especially 
across EU member States, telecommunications law is a rather harmonized 
field with relatively uniform national laws based on European directives.182 

177 Demuth v Switzerland, supra note 149 at para 43
178 Ibid. at para 38-50
179 Ibid. at para 30
180 VgT Verein, supra note 56 at para 70.
181 Sunday Times v United Kingdom (no. 2) (1991) 14 EHRR 229 at para 50(b)
182 See Directives 136/2009/EC supra note 27, and 140/2009/EC, supra note 25. This 

principle is routinely applied in EU law, where the Court of Justice has determined in 
a number of cases that the Regulatory Framework for Electronic Communications—
with the exception of consumer protection matters—fully harmonizes the sector, 
with decreased margin of appreciation for individual member states as a result. See, 
e.g. Case C-543/09 Deutsche Telekom v Germany [2009] NYR, sec. 40
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Moreover, as described above. European telecommunications law is 
premised on competition law, which is an even more harmonized field of EU 
policy.183 The ECHR would be more confident to take a strong stand in a 
legal framework coordinated to such a degree across countries. Thus, and 
perhaps paradoxically, the EU’s reliance on competition law principles in 
telecommunications regulation would allow for a more outspoken ECtHR 
as an enforcer of human rights in this field. In this context it seems unlikely 
for the Court to show much deference to State’s margin of appreciation in 
assessing the proportionality of network neutrality regulation.

At the same time, it should not be forgotten that network management 
by ISPs may well be defined as corporate or commercial expression, and 
that the Court traditionally does not hold such expression to the same strict 
standards as, say, political speech or freedom of the press. Therefore, it 
seems, the more an ISP’s network management has a public value, the more 
likely the Court would be to find regulation interfering with such network 
management to be disproportionate—and the other way around. If national 
regulation prevents an ISP from degrading excessive YouTube streaming for 
the sake of ensuring the network remains available to all end-users—which 
especially in mobile broadband is no hypothetical scenario—it seems that 
the Court would find such regulation to be disproportionate. Conversely, 
if degrading VoIP traffic for anticompetitive purposes is prohibited by 
national laws it seems that interference with such behaviour can be deemed 
proportionate. 

The public value of ISPs’ network management thus seems to be crucial 
in a balancing test to determine whether national regulation prohibiting 
certain forms of network management is disproportionate. Degrading 
or (non)prioritizing certain traffic streams to ensure that consumers can 
receive information without jitter caused by for instance excessive P2P 
downloading could increase the public value of an ISP’s operations, and 
this in turn would diminish States’ margin of appreciation to interfere with 
this by prohibiting network management. The flip side of this reasoning, 
however, is that with a more explicit public function also come increased 
‘duties and responsibilities,’ like those of the press.184 By putting itself on the 
line as a commercial firm whose operations carry a public interest, an ISP 
therefore also is confronted with greater public responsibilities, which in 
turn can justify State involvement to ensure these responsibilities.185

183 In fact, political scientists have argued convincingly that the European Commission 
has deliberately modeled EU telecommunications law on competition law principles 
given its exclusive competence in competition law and its desire to harmonize 
telecommunications policy across the EU. See e.g. Schmidt, ‘Commission activism: 
subsuming telecommunications and electricity under European competition law’ 
(1998) 5 Journal of European Public Policy 169-184

184 See eg Stoll v Switzerland (2007); 47 EHRR 59
185 Observer and Guardian, supra note 72, at para 59(a)
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Given the context-specificity of corporate and commercial expression 
cases, the above analysis by no means offers a blueprint for the 
proportionality of interfering with the freedom of expression of ISPs. The 
ECtHR and national courts applying the ECHR can be expected to assess 
the proportionality of network neutrality regulation on a case by case basis 
therefore—depending on the type of network management, its use, public 
value, and the specificity of the legal provisions prohibiting such network 
management. 

Concluding remarks
Network management by ISPs may somewhat surprisingly be considered 
as expression according to Article 10 of the Convention. When ISPs would 
be confronted with national laws curtailing the way in which they actively 
wish to manage their networks they could claim their freedom of expression 
to be violated before the Strasbourg Court after having exhausted national 
remedies, and the ECtHR would be likely to find an interference under 
Article 10(1) in such circumstances. This may come as a striking finding for 
those civil society organizations advocating a strict human rights approach 
to network neutrality: firms (including ISPs) enjoy fundamental rights as 
well under the ECHR, and could invoke such fundamental rights when being 
regulated. Notwithstanding the facts that network management concerns 
mere transmission of content and not content itself, and that network 
management is likely to be interpreted as expression with little public 
value, this will likely not withhold the court from including ISPs’ network 
management under freedom of expression according to the Convention.

However, interferences with ISPs’ freedom of expression according to 
Article 10(1) of the ECHR will still face the justifications test under 10(2). 
The above section has demonstrated that while the legality and legitimacy 
of network neutrality regulation that interferes with ISP expression can be 
established relatively easy, the proportionality test is more complex. The 
Court does not seem to hold corporate and commercial expression to the 
same strict standard as for instance political expression, so that interference 
with such expression becomes more proportionate. Given the specific 
circumstances of network management, which takes places in different ways 
and for different purposes, a case-by-case approach by the Court seems 
most appropriate. Having said that, the Court will most likely be confident 
to rule on the proportionality of network neutrality regulation in Article 10 
cases, given that the high degree of harmonization of telecommunications 
law across the EU allows for a lesser margin of appreciation of individual 
States.

This discrepancy between Article 10(1) and 10(2) leaves the freedom 
of expression for ISPs to be a relatively ambiguous concept. The Court 
has demonstrated activism in recognizing corporate and commercial 
expression, also in case of transmission of content; but at the same time has 
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shown restraint in enforcing freedom of expression in case of commercial 
and corporate speech. Where network neutrality regulation stands in terms 
of Article 10 ECHR violations therefore remains unclear altogether.

Conclusion

This article has attempted to map out to what extent jurisprudence of the 
European Court of Human Rights is of relevance for the European network 
neutrality debate. The motivations behind this exercise on the one hand have 
been the implicit assumptions of civil society advocates that a departure 
from ‘neutral’ network management would violate European fundamental 
rights, and on the other hand the introduction of stronger referrals to 
fundamental rights law in—traditionally economically oriented—European 
telecommunications regulation. In light of both these motivations it is 
striking that currently there is virtually no legal literature on to what extent 
established European fundamental rights law is of influence on the network 
neutrality debate, and how fundamental rights jurisprudence should be 
approached in terms of telecommunications policymaking. This research 
has presented a first attempt in filling this lacuna, by focusing on freedom of 
expression according to the ECHR in relation to network neutrality. 

Freedom of expression relates to network neutrality in two possible 
ways. In the first approach, most commonly brought up by civil society 
organizations and implicit in the new telecommunications Directives,186 
departing from network neutrality would amount to a violation of the 
freedom of expression of end-users and content or service providers, 
perpetrated by Internet Service Providers. In this rationale ISP’s network 
management would have a adverse effect on freedom of expression by means 
of blocking, degrading or prioritizing traffic. The second approach has not 
been brought up at all in position papers or policy documents, and concerns 
the exact opposite situation: by codifying network neutrality principles 
and enforcing those, national authorities would impede the freedom of 
expression of ISPs. This approach assumes that ISPs can enjoy freedom 
of expression like private individuals, and that their network management 
qualifies as legitimate expression.

Both these approaches have been analysed on their merits along the 
freedom of expression case law of Article 10 ECHR. The outcome of this 
endeavour is somewhat unexpected, and two surprising conclusions are 
drawn. First of all, the blocking, degrading or prioritizing of traffic by ISPs 
may not constitute a violation of Article 10 ECHR in the straightforward 
manner often assumed by civil society. This is mainly due to the fact that 
the first paragraph of Article 10 ECHR requires freedom of expression 
to be interfered with by a public authority. After all, most ISPs tend to be 

186 Supra note 36 
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private firms. There are way around this situation, for instance when an ISP 
is (partially) State owned, or in case States would have a positive obligation 
to safeguard the freedom of expression of end-users or CSPs. In the former 
case it seems that network management for technical purposes, or the 
blocking/degrading of undesirable content could meet the cumulative test of 
Article 10(2), so that no violation of Article 10 can be established. Network 
management for anticompetitive purposes or that affects plurality in media 
will most likely not pass the 10(2) test. The latter case will involve a convoluted 
balancing test between freedom of expression and private property rights, 
asking to what extent respect for an ISP’s private property—its network—
outweighs a State’s positive obligation to ensure freedom of expression. 
Only severe network management with clear effects on competition and 
plurality seem to warrant such positive obligations.

As for the freedom of expression for ISPs, it turns out this claim is a lot 
less hypothetical than it seems. Neither the fact that ISPs are only involved 
in the mere processing of content rather than producing expression 
themselves, nor the inherently corporate and commercial operations of 
ISPs seems to be an impediment for recognizing network management 
as expression under Article 10(1) ECHR. Network neutrality regulation 
affecting the way in which ISPs can manage their networks thus can 
constitute an interference with their freedom of expression, but it is again 
the Article 10(2) test that determines whether such an interference is 
justified. What stands out from the case law is that the Court seems to grant 
less protection to corporate expression in general under the 10(2) test, and 
shows more respect for the margin of appreciation of States when the policy 
rationale for interfering with expression is less uniform across countries. 
As European telecommunications law is a highly harmonized legal field, it 
follows that the Court will allow for a smaller margin of appreciation. Given 
the complex and context-specific jurisprudence on commercial expression, 
and the variety of circumstances in which network management takes place, 
the proportionality of network neutrality legislation interfering with ISPs’ 
expression can only be determined on a case-by-case basis and does therefore 
not allow for strong conclusions. 

Overall, it can be concluded that the application of Article 10 ECHR case 
law to the network neutrality debate is more complex than it seems at first 
sight. The supposedly straightforward freedom of expression violation of ISPs 
may not be as easily established as often presumed; while it turns out that ISPs 
can also invoke freedom of expression principles under threat of regulation. If 
anything, therefore, the attempt of this research has been to ‘complicate’ the 
relation between network neutrality and freedom of expression, by analysing 
network neutrality claims along the strict scrutiny of fundamental rights 
scholarship. This article should be a first step in establishing that a debate 
on the (non-)regulation of network neutrality based on fundamental rights 
principles can be held in terms of substance rather than rhetoric.

From Competition to Freedom of Expression: Introducing Article 10 ECHR 
in the European Network Neutrality Debate
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Chapter Four

Network Neutrality and Privacy According to 
Art. 8 ECHR

Bert-Jaap Koops & Jasper P. Sluijs (2012) 2:3 European 
Journal of Law and Technology 1-23

This article presents a structured approach to studying the privacy implications of the 
network neutrality debate according to art. 8 of the European Convention of Human 
Rights (ECHR). Network neutrality is a topic discussed in telecommunications policy 
circles, on how actively Internet Service providers (ISPs) may manage the traffic of 
content on their networks. While more active network management may lead to more 
efficient bandwidth allocation, it also strengthens the gate-keeping position of ISPs—with 
possible negative effects in terms of fairness. It is often alleged in European public interest 
circles that network management that goes beyond ‘neutral’ handling of traffic violates 
the privacy of Internet users. However, such claims are mostly rhetorical in character and 
are typically not supported by legal research. We attempt to fill this lacuna by comparing 
network neutrality related privacy claims to art. 8 ECHR case law. Our findings suggest 
that an art. 8 ECHR violation due to network management is not as straightforward 
as sometimes assumed, and mainly depends on the form and technique of network 
management, and the level of State involvement in network management. 

Introduction

Network neutrality is a contentious topic in telecommunications policy. In 
short, the debate on network neutrality concerns the amount of ‘network 
management’ that Internet Service Providers (ISPs) should be allowed 
to perform on their networks. With the advent of broadband has come a 
demand to manage Internet traffic in a differentiated, non-neutral manner, 
depending on the content of traffic. For instance, in order for YouTube 
videos to buffer faster, some less time-sensitive traffic may have to be slowed 
down. More active network management by ISPs may indeed allow for more 
streamlined Internet usage by consumers, however, it also reinforces the 
gate-keeping position that ISPs have vis-à-vis content providers and end-
users on the Internet, with possible adverse effects for competition and civil 
rights. 

Network neutrality has originated as a discussion in the US, but has 
also become relevant in a European context. European policymakers have 
approached network neutrality mainly from an economic perspective, 
and the European regulatory response to the network neutrality 
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discussion has therefore mainly been aimed at enhancing competition by 
a light-touch transparency policy. This regulatory approach fits within 
the broader scheme of European telecommunications regulation, which 
is heavily premised on economic principles. Ever since the progressive 
liberalization and privatization of the telecommunications sector, European 
telecommunications policy has been progressing towards the (ideal) 
situation in which telecoms are only subject to competition law, without any 
sector-specific regulation being necessary. 

However, European civil-society pressure groups have made attempts 
to reject the economic approach to network neutrality regulation, and 
focus on the effects that non-neutral network management by ISPs has on 
fundamental rights such as freedom of expression and privacy.1 With ISPs 
in a stronger gate-keeping position, the freedom of citizens to receive and 
impart information and the secrecy with which they can communicate are 
negatively affected, according to this rationale. This fundamental rights 
approach to network neutrality has made inroads in European policy circles, 
particularly the European Parliament,2 and has even been included in revised 
European telecommunications regulation.3 In contrast to the US, however, 
there has nevertheless been little, if any, significant legal research into 
how valid the claims that non-neutral network management undermines 
European fundamental rights really are. 

With this article, we have made an attempt to offer a structured approach 
to assessing the merits of European fundamental rights claims in relation to 
network neutrality. The present research asks if and to what extent network 
management that departs from ‘neutral’ principles violates European 
privacy rights according to art. 8 of the European Convention of Human 
Rights (ECHR), which guarantees the respect for family and private life. We 
suggest answers to this question by providing an extensive analysis of art. 8 
ECHR case law, which we relate to different kinds of network management. 
The Convention is the major European legal document on Human Rights, 
and the Court enforcing these rights has developed a sizable case-law on 
privacy matters. This makes ECHR jurisprudence the logical starting point 
to discuss the merits of European fundamental rights claims concerning 

1 Asociatión de Internautas, Response to the Public Consultation on the Open 
Internet and Net Neutrality 11 (2010), http://ec.europa.eu/information_society/
policy/ecomm/library/public_consult/net_neutrality/comments/index_en.htm. 
(“The added measure would just be to protect the privacy of users by preventing 
these practices of the ISPs, governments and corporations and imposing exemplary 
sanctions to those engaging in the spying of the electronic communications. Right 
after this habit of spying data, next logical step would be the control of what is allowed 
and what not (far beyond law) to pass through the Net and the logical consequence of 
censorship or even worse, self censorship by users.”)

2 See amendment 138 infra note 27
3 See infra note 29
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network neutrality. It should be stressed, however, that art. 8 ECHR is by 
no means the only or most important source of European privacy law. This 
article will therefore not draw conclusions regarding ‘the’ European privacy 
implications of the network neutrality debate, but merely focus on the impact 
of privacy according to the Convention on network neutrality.

In terms of methodology, we distinguish between what the literature 
on network neutrality has defined as the three most common types of 
network management—blocking, degrading and prioritising of traffic—
and furthermore whether or not such network management is premised on 
Deep Packet Inspection (DPI) technology. Then, where possible, we test 
these forms of network management against the two paragraphs of art. 8 
ECHR: assessing first whether different forms of network management 
constitute an interference with privacy according to art. 8(1), and second 
whether this interference, once established, is in accordance with the law; 
carries a legitimate aim; and is necessary in a democratic society according 
to art. 8(2). 

The remainder of this Article will be structured in the following way. We 
will start off with a short literature review on the topic of network neutrality, 
identify various forms of network management, and relate the network 
neutrality debate to the European regulatory response thereto. This will 
lead into a description of what prompted the present research: the attempts 
of European public interest groups to frame network neutrality in terms of 
fundamental rights rather than the law and economics framework through 
which policymakers have approached the issue. We will then proceed to focus 
on one European fundamental right in particular, the right to privacy as 
enshrined in art. 8 ECHR. What follows is an extensive analysis of whether, 
and to what extent, art. 8 is of relevance for the network neutrality debate. 
We shall analyze if and how three common forms of network management—
blocking, degrading and prioritising of traffic—could constitute a violation 
of privacy by following the legal test that the European Court of Human 
Rights (ECtHR) has developed in art. 8 proceedings. 

Our findings suggest that only in a minority of cases it is likely that 
extended network management by ISPs will lead to a violation of art. 8 
ECHR. A violation is mainly dependent on whether or not Deep Packet 
Inspection is utilized by ISPs as a network management technique, and 
whether or not traffic is blocked. Another key relevant factor is the role 
public authorities have in (mainly) blocking of network traffic—increased 
public involvement, for instance mandated filtering of copyright infringing 
or indecent material, will make a violation more probable. However, we 
acknowledge that our conclusions are speculative, and based on analogies 
with alleged privacy violations relating to older media of the art. 8 case law—
such as telephony or written correspondence. Our findings are therefore 
not intended to be definitive, but rather meant as part of a broader research 
agenda on network neutrality and European privacy law. As stated above, the 



Network Neutrality and European Law

138

study of network neutrality from the perspective of European fundamental 
rights is an underdeveloped field in legal academia. Our aim with this article 
has been to initiate a constructive methodology to researching the impact 
of art. 8 ECHR on network neutrality, and we invite others to build upon 
this endeavor by applying our methodology to other sources of European 
privacy law.

On Network Neutrality

Over the last decade the network neutrality debate has shaken up the 
traditionally technical and specialist field of telecommunications policy 
into a more polarized policy area than ever before. In short, the network 
neutrality debate concerns the trade-off between allowing Internet Service 
Providers (ISPs) to differentiate their traffic and manage their networks more 
actively, and the possible exploitation by ISPs of their gate-keeping position.4 
After all, ISPs function as the platform between end-users and content 
and service providers such as Google and Facebook, and could exploit this 
position for anticompetitive purposes.5 At the same time, with the advent of 
broadband Internet services has come a legitimate demand for not all traffic 
to be treated equally. Some traffic—say, HD live video streaming—is more 
sensitive to jitter and delay than other traffic, such as e-mail. This in contrast 
to the original architecture of narrowband Internet, where all traffic was of 
approximately the same ‘weight’ and could therefore be treated in a more 
egalitarian manner.6

Network neutrality thus touches upon the common debate between 
fairness and efficiency,7 and as such has become a polarized debate between 
proponents and opponents.8 Unsurprisingly, there is little academic 
consensus on the topic, which has prompted academics to publish a surge 

4 This debate was first brought forward by Mark Lemley & Lawrence Lessig, The End 
of End-to-End: Preserving the Architecture of the Internet in the Broadband Era, 48 
UCLA L. Rev. 925 (2000).

5 In economics literature this phenomenon is referred to as a two-sided market, see 
Jean-Charles Rochet & Jean Tirole, Platform Competition in Two-Sided Markets, 1 
Journal of the European Economic Association 990-1029 (2003) for a seminal article 
on two sided markets.

6 This egalitarian way of routing Internet traffic has become knows as the end-to-end 
principle, see J. H. Saltzer, D. P. Reed & D. D. Clark, End-to-end arguments in system 
design, 2 ACM Transactions on Computer Systems (TOCS) 288 (1984).

7 Andrew Odlyzko, Network neutrality, search neutrality, and the never-ending conflict 
between efficiency and fairness in markets, 8 Review of Network Economics 40-60 
(2009).

8 See, e.g. See, e.g. T. Wu & C. S Yoo, Keeping the Internet Neutral?: Tim Wu and 
Christopher Yoo Debate, 59 Federal Communications Law Journal (2007).
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of literature on network neutrality, both in the fields of law,9 economics10 
and engineering.11 A key point in the network neutrality debate is how much 
‘network management’ ISPs should be allowed to perform, and whether a 
balance of appropriate network management should be obtained through 
market forces or by regulation. The literature highlights three specific 
forms of network management that are considered problematic: blocking, 
degrading and prioritising of Internet traffic.12

Blocking of traffic is rather self-explanatory: an ISP would completely 
prevent certain traffic from reaching end-users by for instance dropping 
packets or inserting reset packets within traffic. In some cases this is desirable, 
for example in battling spam or malware, while in other cases blocking can 
be regarded as undesirable—for instance when telecom operators block 
skype on mobile broadband.13 Degrading of traffic can be interpreted as 
partial blocking: the ISP deliberately slows down packets of certain content 
and service providers so that end-users have trouble receiving this content as 
originally intended. ISPs could for instance slow down BitTorrent or other 
P2P traffic because this protocol consumes too much bandwidth. In case of 
filesharing of copyright infringing material this may be warranted, however, 
the P2P protocol is also widely used for legal purposes. Finally, ISPs can 
resort to prioritising certain traffic over others. As alluded to above not all 
traffic is equally prone to delay, which would only make it logical to prioritise 

9 James Speta, A Sensible Next Step on Network Neutrality: The Market Power 
Question, 8 Review of Network Economics 113-127; Barbara Van Schewick, 
Towards an Economic Framework for Network Neutrality Regulation, 5 Journal on 
Telecommunications & High Technology Law 329-392 (2007); Tim Wu, Network 
neutrality, broadband discrimination, 2 Journal on Telecommunications & High 
Technology Law 141 (2003); Christopher Yoo, Beyond Network Neutrality, 19 
Harvard Journal of Law and Technology 2 (2005); Christopher Yoo, Network 
neutrality and the economics of congestion, 94 Georgetown Law Journal 1849 
(2006).

10  B. E Hermalin & M. L Katz, The economics of product-line restrictions with an 
application to the network neutrality debate, 19 Information Economics and Policy 
214-248 (2007); Florian Schuett, Network Neutrality: A Survey of the Economic 
Literature, 9 Review of Network Economics (2010). For a discussion of network 
neutrality avant la lettre in economic terms, see Eli Noam, Beyond liberalization 
II: The impending doom of common carriage, 18 Telecommunications Policy 435 
(1994) 

11 David Clark, Network Neutrality: Words of Power and 800-Pound Gorillas, 1 
International Journal of Communication 701-708 (2007); Jon M. Peha, The Benefits 
and Risks of Mandating Network Neutrality, and the Quest for a Balanced Policy, 1 
International Journal of Communication 644, 644-659 (2007).

12 See, e.g. FCC Report and Order, In the Matter of Preserving the Open Internet and 
Broadband Industry Practices, GN Docket No. 09-191, WC Docket No. 07-52, FCC 
10-201 § 21-30 ( 2010).

13 See Jonathan Zittrain, The Future of the Internet, and How to Stop it. (Yale University 
Press, 2008) for a detailed study on this trade-off.
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time-sensitive applications such as streaming video or telemedicine services 
over less time-sensitive applications such as e-mail.14 However, especially in 
situations of vertical integration—say, an ISP that is also active as a content 
provider—ISPs may be incentivized to prioritise their own vertically 
integrated subsidiaries over competing downstream services, which qualifies 
as foreclosure.15

The debate on the legitimacy of blocking, degrading and prioritising of 
traffic initially took place in US policy circles,16 but has gradually extended 
to Europe and other parts of the world.17 In fact, the network neutrality 
debate reached Europe right at the time when the EU institutions were in 
the process of revising European telecommunications law,18 which is a 
highly harmonized field of EU law. Ever since the progressive liberalization 
and privatization of the sector, telecommunications regulation has become 
heavily premised on an economic approach to policymaking. This has 
led to a system in which telecommunications preferably are subject to ex-
post antitrust oversight only, with the ambition to completely phase out 

14 In the US this idea has led to the distinction between ‘regular’ Internet traffic and 
‘specialized services,’ the latter requiring more network management because of their 
for instance time-sensitive nature. See FCC, supra note 12, at §112-114

15 Some authors question the distinction between degrading and prioritising altogether, 
as they find that the latter naturally presupposes the former. See, e.g. Filomena 
Chirico, Ilse Van der Haar & Pierre Larouche, Network Neutrality in the EU, TILEC 
Discussion Paper (2007), http://ssrn.com/abstract=1018326

16 J. Scott Marcus, Network Neutrality: The Roots of the Debate in the United States, 
43 Intereconomics 30-37 (2008).

17 Jasper P. Sluijs, Network Neutrality Between False Positives and False Negatives: 
Introducing a European Approach to American Broadband Markets, 62 Federal 
Communications Law Journal 77-117 (2010); M. Cave & P. Crocioni, Does Europe 
Need Network Neutrality Rules?, 1 International Journal of Communication 669–679 
(2007); Peggy Valcke et al., Guardian Night or Hands off? The European Response 
to Network Neutrality: Legal Considerations on the Electronic Communications 
Reform, 72 Communications & Strategies 89-112 (2008); 

18 This is referred to as the EU regulatory framework for Electronic Communications, 
which is comprised of a set of six directives. For the last iteration, see Directive 
2009/140/EC of the European Parliament and of the Council of 25 November 
2009 amending Directives 2002/21/EC on a common regulatory framework for 
electronic communications networks and services, 2002/19/EC on access to, and 
interconnection of, electronic communications networks and services, and 2002/20/
EC on the authorisation of electronic communications networks and services., OJ L. 
337/37 ( 2009); and Directive 2009/136/EC of the European Parliament and of the 
Council of 25 November 2009 amending Directive 2002/22/EC on universal service 
and users’ rights relating to electronic communications networks, Directive 2002/58/
EC concerning the processing of personal data and the protection of privacy in the 
electronic communications sector and Regulation (EC) No 2006/2004 on consumer 
protection cooperation, OJ L. 337/11 ( 2010).
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all ex-ante regulation in competitive markets.19 Only in case of so-called 
Significant Market Power (SMP) of a telecommunications provider is the 
aforementioned broad suite of telecommunications directives available to 
mitigate this SMP, however, such regulation should be rolled back as soon as 
the market in question becomes competitive again.20

This mechanism of ‘ex-post triggered ex-ante regulation’ was devised 
to intervene as little as possible in dynamic telecommunications markets, 
and as such also seems an appropriate approach to emerging markets such 
as broadband.21 The European institutions have therefore considered 
regulation on the topic of network neutrality with due prudence,22 and have 
eventually settled for a light-touch approach of transparency regulation.23 
While it goes beyond the scope of this paper to evaluate whether or not 
this transparency policy is appropriate in dealing with network neutrality 
concerns,24 in any case transparency fits within the overall economic 
approach to telecommunications regulation that the EU has fostered. 

However, while policymakers have advanced an economic approach to 
network neutrality, the European public interest community has consistently 
approached the topic in terms of fundamental rights. Activist groups 
throughout Europe have mainly interpreted increased network management 
by ISPs as potential threats to fundamental rights such as freedom of 

19 Framework Directive 2002/21/EC as amended. id, at rec. 5
20 Framework Directive 2002/21/EC as amended id, at art. 8(5)(f): “[The national 

regulatory authorities shall impose] ex-ante regulatory obligations only where there 
is no effective and sustainable competition and relaxing or lifting such obligations as 
soon as that condition is fulfilled.”

21 See Pietro Crocioni, Leveraging of Market Power in Emerging Markets: A Review 
of Cases, Literature, and a Suggested Framework, 4 Journal of Competition Law 
and Economics 449 (2008) and Sluijs, supra note 19 for more information on the 
difficulties involved in regulating emerging markets such as broadband.

22 European Commission, Commission Staff working Document: Impact Assessment 
SEC(2007) 1472 at 90-102 (2007)

23 Universal Service Directive 2002/22/EC, supra note 18 at art. 21(3)(d): ISPs can be 
required, amongst other things, to “provide information on any procedures put in 
place by the provider to measure and shape traffic so as to avoid filling or overfilling a 
network link, and on how those procedures could impact on service quality.”

24 See Jasper P. Sluijs, Florian Schuett & Bastian Henze, Transparency regulation in 
broadband markets: Lessons from experimental research, 35 Telecommunications 
Policy 592-602 (2011) for an experimental analysis of transparency regulation in 
broadband.
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expression25 and privacy.26 In the following section we will go deeper into 
these assumptions and relate this to European fundamental rights law.

Network Neutrality and European Fundamental Rights

Interestingly—and notwithstanding the traditional economic approach to 
telecommunications regulation—particularly the European Parliament has 
been receptive to this fundamental rights approach to network neutrality 
brought forward by the public interest community.27 Given the European 
Parliament’s traditional interest in human rights matters related to online 
technology—particularly privacy28— this is not surprising. This focus of the 
Parliament on fundamental rights eventually resulted in an unusually explicit 
reference to the European Convention of Human Rights in the Framework 

25   We who have signed this open letter urge the European Parliament to 
protect the freedom to receive and distribute content, and to use services 
and applications without interference from private actors. We call on the 
Members of the Parliament to take decisive action during the ongoing 
negotiation of the Telecoms Package in order to guarantee a free, open 
and innovative Internet, and to safeguard the fundamental freedoms of 
European citizens.

 La Quadrature du Net, We Must Protect Net Neutrality in Europe! - Open letter to 
the European Parliament (2010), http://www.laquadrature.net/en/we-must-protect-
net-neutrality-in-europe-open-letter-to-the-european-parliament.

26 See, e.g. NN Squad Italia, Questionnaire for the Public Consultation on the Open 
Internet and Net Neutrality in Europe (2010), http://ec.europa.eu/information_
society/policy/ecomm/library/public_consult/net_neutrality/comments/index_
en.htm (“There is another area of concern related to the technologies employed in 
the traffic management: in order for the operators to be able to manage traffic to 
some significant effectiveness, the payload of the sequences of data packets needs to 
be collected, reassembled and examined. Examining the headers or single packets 
is simply not effective. The widespread, uncontrolled deployment of Deep Packet 
Inspection technologies on operators’ networks, absent any policy, can expose the 
user’s traffic to privacy threats.”).

27 This was testified by the Parliament’s infamous amendment 138 to the new Regulatory 
Framework for Electronic Communications, which nearly derailed the passing of the 
entire set of Directives:

No restriction may be imposed on the fundamental rights and freedoms 
of end- users, without a prior ruling by the judicial authorities, notably in 
accordance with Article 11 of the Charter of Fundamental Rights of the 
European Union on freedom of expression and information, save when 
public security is threatened in which case the ruling may be subsequent.

 Parl. Eur. Doc. A6-0321/138 (2008).
28 See, e.g. J. Cave et al. Does it help or hinder? Promotion of Innovation on the Internet 

and Citizens’ Right to Privacy, Study for the European Parliament’s Directorate 
General for Internal Policies, IP/A/ITRE/ST/2011-10 (Brussels, 2010) 
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Directive.29 At the same time, the National Regulatory Authorities (NRAs) 
who are essential in enforcing European telecommunications regulation have 
in turn indicated they lack the competence to adjudicate network neutrality 
disputes related to fundamental rights.30 This prompts questions as to what 
status referrals to fundamental rights within the Framework really have, and 
how provisions like the following will work in practice:

Member States wishing to implement measures regarding end-
users’ access to and/or use of services and applications must 
respect the fundamental rights of citizens, including in relation 
to privacy and due process.31

Therefore, even though bold statements on how some forms of network 
management affect fundamental rights are quite common in public interest 
circles,32 it is not altogether clear how network neutrality and European 
fundamental rights law relate to each other. American constitutional law 
scholars have developed a sizable literature on network neutrality in relation 
to US fundamental rights,33 however, such a literature is lacking altogether 

29 Framework Directive 2002/21/EC as amended, supra note 18, at art. 1.3.a
Any of these measures regarding end-users’ access to, or use of, services 
and applications through electronic communications networks liable to 
restrict those fundamental rights or freedoms may only be imposed if 
they are appropriate, proportionate and necessary within a democratic 
society, and their implementation shall be subject to adequate procedural 
safeguards in conformity with the European Convention for the 
Protection of Human Rights and Fundamental Freedoms.

30 BEREC, BEREC Response to the European Commission’s consultation on the 
open Internet and net neutrality in Europe. BoR (10) 42 (2010), http://www.erg.
eu.int/doc/berec/bor_10_42.pdf at 20 (“Freedom of expression and citizens rights, 
as well as media pluralism and cultural diversity, are important values of the modern 
society, and they are worth being protected in this context – especially since mass 
communication has become easier for all citizens thanks to the Internet. However 
intervention in respect of such considerations lies outside the competence of BEREC, 
and we will not comment much on these issues, although it is noted that as public 
bodies, NRAs are obliged to respect the rights of citizens if restrictions are imposed 
on end users’ access to or use of services.”)

31 Framework Directive 2002/21/EC as amended, supra note 18, at recital 29.
32 “Filtering of Internet content is a threat to fundamental rights. Net neutrality is 

guaranteed. Within the network there are no restrictions on content, equipment or 
on the modes of communication allowed - while not degrading other traffic.” 

 Free Knowledge Institute, Public Consultation on the Open Internet and Net 
Neutrality in Europe at 4 (2010), http://ec.europa.eu/information_society/policy/
ecomm/library/public_consult/net_neutrality/comments/index_en.htm.

33 See, e.g. M. Ammori, Beyond Content Neutrality: Understanding Content-Based 
Promotion of Democratic Speech, 61 Federal Communications Law Journal 273 
(2009); D. Kang, Race. Net Neutrality, 6 Journal on Telecommunications & High 
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in European legal academia.34

It must be acknowledged nevertheless that in an Internet context 
fundamental rights carry a strong rhetorical meaning. The Internet is 
widely regarded as a medium affording interaction and communication 
on an unprecedented scale, with far-reaching implications for traditional 
interpretations of basic human rights and public values such as privacy, 
freedom of speech, secrecy of communication and data protection.35 There 
thus seems to be a demand for more thorough legal research into the merits 
of fundamental rights claims in a network neutrality context. At the same 
time European telecommunications policy, which includes Internet policy, 
has arguably been subject to economic determinism in which the supposed 
relevance of fundamental rights has received little attention—both by 
policymakers and by academics. 

The present article explores only one angle of the unexplored field of 
European fundamental rights and network neutrality: privacy according to 
art. 8 ECHR. The relevance of this angle shall be motivated in the following 
section.

Legal Framework of Fundamental Rights in Europe

The alleged economic determinism of European telecommunications policy 
calls for more systematic research into the relevance of European fundamental 
rights law for the European network neutrality debate, beyond the rhetoric 
of the public interest movement and the European Parliament. The first and 
obvious step would be to identify exactly which European fundamental 
rights are at stake in the network neutrality debate, and according to what 
legal framework. To start with the latter, both the phrasing of the new 

Technology Law (2007); A. M Schejter & M. Yemini, Justice, and only Justice, You 
Shall Pursue: Network Neutrality, the First Amendment and John Rawls’s Theory 
of Justice, 14 Michigan Telecommunications & Technology Law Review 137–457 
(2007); Moran Yemini, Mandated Network Neutrality and the First Amendment: 
Lessons from Turner and a New Approach, 13 Virginia Journal of Law and Technology 
1 (2008); Paul Ohm, The Rise and Fall of Invasive ISP Surveillance, 2009 University 
of Illinois Law Review 1417; Dawn Nunziato, Virtual Freedom: Net Neutrality and 
Free Speech in the Internet Age (Stanford University Press, 2009)

34 This is not to say that legal scholars in Europe have not related network neutrality 
issues to fundamental rights law, see e.g. Christopher Marsden, Net Neutrality: 
Towards a Co-regulatory Solution (Bloomsbury Academic Press, 2010). However, 
fundamental-rights research focusing specifically on network management seems to 
be lacking. 

35 Steven Hick, Edward F. Halpin & Eric Hoskins, Human rights and the Internet 
(2000)
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Framework Directive36 and the of the public interest community37 as it turns 
out seem to rely on the wording of the European Convention on Human 
Rights (ECHR) by using terns like “necessary in a democratic society” and 
“public interference.” The Convention and the case law that comes with 
it thus seem like a logical starting point to assess the merits of European 
fundamental rights claims in relation to network neutrality. Indeed, the 
ECHR is the central document for European Fundamental Rights,38 and 
the EU Fundamental Rights Charter is based on it.39 Moreover, with the 
adoption of Lisbon Treaty it was decided that the EU will accede into the 
ECHR,40 and in general the EU treaties testify of a high regard for European 
fundamental rights such as the Convention.41

The natural next question would be which ECHR articles have a potential 
effect on the network neutrality debate. Considering the public interest 
position papers freedom of expression42 (art. 10 ECHR) and the right to 
privacy43 (art. 8 ECHR) come to mind rather intuitively. This would imply that 

36 Supra note 29
37 See, e.g. Bits of Freedom & EDRI, Response of Bits of Freedom and EDRi to the 

public consultation of the European Commission on the open internet and net 
neutrality in Europe at 3 (2010), http://ec.europa.eu/information_society/policy/
ecomm/library/public_consult/net_neutrality/comments/index_en.htm. (“Thus, 
in the open internet, users can all freely communicate, fully express themselves, 
access information and participate in the public debate, without unneccessary [sic] 
interference by gatekeepers or middlemen. The end-to-end principle provides an 
important safeguard against censorship, both by public and private actors.”)

38 It should be noted that the Council of Europe, the institution behind the ECHR 
goes beyond the European Union to also include non-EU members such as Russia 
and Turkey. For a current index of High Contracting Parties, see http://www.coe.int/
aboutCoe/index.asp?page=47pays1europe&l=en

39 See Paul Lemmens, The Relation between the Charter of Fundamental Rights of 
the European Union and the European Convention on Human Rights - Substantive 
Aspects, 1 Maastricht Journal of European and Comparative Law 49 (2001) for a 
comparative analysis of the ECHR and the Charter.

40 Art. 6(2) Treaty of the European Union (TEU). See Tobias Lock, Accession of the EU 
to the ECHR: Who Would Be Responsible in Strasbourg?, SSRN eLibrary (2010), 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1685785 for a critical analysis 
of the practicalities of EU ascension into the Convention.

41 See, art. 21 TEU and art. 67(1) Treaty on the Functioning of the European Union 
(TFEU).

42 See, e.g. La Quadrature du Net, Supra note 25
43 See, e.g. Ligue Odebi, Consultation publique sur l’internet ouvert et la neutralité du 

Net: Réponse de la Ligue Odebi au questionnaire de la Commission Européenne. 
3 (2010), http://ec.europa.eu/information_society/policy/ecomm/library/public_
consult/net_neutrality/comments/index_en.htm. (“[E]n utilisant des procédés de 
Deep Packet Inspection (DPI), c’est à dire en ouvrant les paquets IP pour en lire le 
contenu. Cette inspection est très exactement analogue à l’ouverture d’une lettre par 
la poste : c’est un viol du secret des correspondances. Que ce dernier soit effectué 
par une machine ou par un humain n’y change rien: dans une démocratie, le contenu 



Network Neutrality and European Law

146

increased or decreased network management by ISPs somehow has an effect 
on how citizens are able to receive or impart information, and the privacy 
with which they can communicate. A less intuitive ECHR right at stake with 
the network neutrality would be the freedom of assembly and association. 
Here, ISP network management would have an effect on the ways in which 
citizens are able to organize themselves and protest on the Internet,44 which 
according to anecdotal evidence is by no means a hypothetical concern.45

We find that at this point particularly privacy and freedom of expression 
warrant further research, as these fundamental rights seem to lead to most 
concern in the European network neutrality debate. In the present paper 
we wish to focus on privacy according to the Convention, while freedom of 
expression will be addressed by one of the authors in a separate paper.46

Before we start our art. 8 ECHR analysis, it should be stressed at the 
outset that fundamental rights offers a specific angle to disputes that concern 
network neutrality, alongside European or national telecommunications 
regulation and general competition law. All these legal regimes are in 
principle relevant for the network neutrality debate, and no perspective 
prevents stakeholders from invoking any of the others in a policy-making 
process or a legal procedure. As such, by no means do we argue in this 
article that network neutrality is or should be a matter of fundamental rights 
exclusively. 

By the same token, there are many more European sources of privacy 

des communications échangées entre une source et un destinataire n’a pas à être lu 
par un postier ou un opérateur, dont le seul rôle est l’acheminement. Le secret des 
correspondances doit être respecté et clairement garanti par la loi, et si un doute 
persiste sur l’interprétation des textes existants quant à leur application à Internet, 
alors le législateur doit y remédier.”—“Using Deep Packet Inspection (DPI) is like 
opening the IP packets to read the content. This inspection is exactly analogous 
to the postal service opening a letter: it is a violation of the secrecy of 
correspondence. Whether this is done by a machine or a human makes no difference: in 
a democracy the content of communications between a sender and receiver may not 
be read by a postman or an operator, whose only role is the conveyance of mail. The 
confidentiality of correspondence should be respected and clearly guaranteed by 
law, and when there is doubt how to interpretat existing laws when applied to the 
Internet, then the legislative branch must address this.” [authors’ translation])

44 See, e.g. Cory Doctorow, Denial of service, sit-ins and the politics of the cloud. Cory 
Doctorow’s Craphound.com (2011), http://craphound.com/?p=3577 discussing 
the similarities and differenced between sit-ins and Distributed Denial of Service 
(DDoS) Attacks .

45 See, e.g. Michael Geist, Telus Blocks Subscriber Access to Union Website (2005), 
http://www.michaelgeist.ca/index.php?option=com_content&task=view&id=904&
Itemid=85&nsub=.

46 Jasper P. Sluijs, From Competition to Freedom of Expression: Introducing art. 10 
ECHR in the European Network Neutrality Debate. TILEC Discussion Paper 2011-
040, 2011, http://ssrn.com/abstract=1927814, forthcoming, Human Rights Law 
Review (2012)
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law beyond the ECHR, such as the data protection directive;47 the electronic 
privacy directive;48 the data retention directive;49 and the Charter of 
fundamental rights of the EU, to mention only a few.50 As this research 
focuses on the ECHR, its conclusions will also only concern the validity of 
privacy claims according to the ECHR related to network neutrality. The 
scope of this research project does not allow us to draw conclusions on the 
effects that European privacy law in general have on network neutrality, and 
this article is therefore also not intended as such. 

Analysis

Privacy

Art. 8 ECHR guarantees the right to respect for privacy, formulated as 
follows:

 1.  Everyone has the right to respect for his private and family life, 
his home and his correspondence.

 2.  There shall be no interference by a public authority with the 
exercise of this right except such as is in accordance with the 
law and is necessary in a democratic society in the interests of 
national security, public safety or the economic well-being of 
the country, for the prevention of disorder or crime, for the 
protection of health or morals, or for the protection of the 
rights and freedoms of others.

The structure of art. 8 is the same as that of arts. 9-11 ECHR: paragraph 
one provides a general description of the right, while paragraph two lists 
conditions under which an interference with the right is allowed. Since 

47 Directive 95/46/EC of the European Parliament and of the Council of 24 October 
1995 on the protection of individuals with regard to the processing of personal data 
and on the free movement of such data, OJ L 281/31 (1995)

48 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 
2002 concerning the processing of personal data and the protection of privacy in the 
electronic communications sector, OJ L 201/37 (2002)

49 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 
2006 on the retention of data generated or processed in connection with the provision 
of publicly available electronic communications services or of public communications 
networks and amending Directive 2002/58/EC OJ L105/54 (2006)

50 For an overview of the EU privacy and data-protection law instruments and their 
relation to network neutrality, see EDPS, Opinion of the European Data Protection 
Supervisor on net neutrality, traffic management and the protection of privacy 
and personal data, 2011, http://ec.europa.eu/bepa/european-group-ethics/docs/
activities/peter_hustinx_presentation_(1)_15_rt_2011.pdf



Network Neutrality and European Law

148

the notion of private life is a broad concept that includes relationships 
with the outside world,51 and since correspondence also covers Internet 
communications,52 it is clear that privacy is potentially an issue when Internet 
Service Providers actively manage Internet traffic. 

Given the aforementioned claims of public-interest organizations, our 
analysis will mainly focus on alleged art. 8 violations of natural persons. 
However, given that art. 8 has “by far the widest scope” of the Convention,53 
to some extent art. 8 ECHR also covers legal persons. According to art. 8 
ECHR jurisprudence a privacy violation stricto sensu can only be brought 
by a natural person, not by legal persons—this in contrast to for instance 
art. 10 on freedom of expression. At the same time, legal persons do enjoy 
protection under the Convention regarding the privacy of their home54 
and correspondence,55 although “such protections may be strictly confined 
to company premises.”56 This seems to suggest that art. 8 ECHR may be 
difficult to apply to content and service providers such as Facebook and 
Google.57 We shall therefore assume for the remainder of this article that 
complaints have been brought by individuals.

To determine whether and to what extent network management violates 
the Convention’s right to privacy, the steps of art. 8 ECHR have to be 
analysed. First, is there an interference with the right to privacy (paragraph 
1), and second, if this is the case, is the interference legitimated by fulfilling 

51 Peck v. The United Kingdom, app. 44647/98 (2003) at §57 (‘Private life is a broad 
term not susceptible to exhaustive definition’, which includes ‘a right to identity and 
personal development, and the right to establish and develop relationships with other 
human beings and the outside world and it may include activities of a professional or 
business nature. There is, therefore, a zone of interaction of a person with others, 
even in a public context, which may fall within the scope of “private life”’). 

52 Copland v. The United Kingdom, app. 62617/00 (2007) at §43 (‘e-mails sent from 
work should be (…) protected under Article 8, as should information derived from 
the monitoring of personal internet usage’). 

53 T. De la Mare, B. Kennel &. C. Donnely, Art. 8: Right to Respect for Family Life, 
Home and Correspondence, Human Rights and Practice (Lester, Pannick & Herberg, 
eds.) (LexisNexis 2009) 359-452, 359

54 Société Colas Est et al. v. France, app. 37971/97 (2002) at §42 
55 Wieser and Bicos Beteiligungen GmbH v. Austria, app. 74336/01 (2008) at §42-46
56 De la Mare et al., supra note 53, at 396
57 See, e.g. Asselbourg et al. and Greenpeace v. Luxembourg, app. 29121/95 (1999) 

(“la Cour estime qu’une association non gouvernementale ne peut se prétendre 
victime d’une violation du droit au respect de son ‘domicile,’ au sens de l’article 8 de 
la Convention, (…) lorsque l’atteinte au droit au respect du domicile résulte, comme 
allégué en l’espèce, de nuisances ou de troubles qui ne peuvent être ressenties que 
par des personnes physiques.”—“the Court considers that a non-governmental 
organization cannot claim to be a victim with respect to the right to privacy of one’s 
‘home’ within the meaning of Article 8 of the Convention (...) because an interference 
with the privacy of one’s home, as alleged in this case, can result only in a nuisance or 
disorder experienced by physical persons” [authors’ translation]).
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the criteria of paragraph 2 of art. 8? For this we will draw analogies between 
network management practices and existing art. 8 case law, to compare this 
jurisprudence to (hypothetical) network neutrality matters. 

Paragraph 1: Interference
According to art. 8(1), the exercise of the right to privacy shall not be 
interfered with by a public authority—unless the criteria of art. 8(2) are met. 
For an infringement of the right to privacy under the ECHR, two questions 
therefore have to be answered: when does network management constitute 
an interference with people’s exercise of their right to privacy, and is this 
interference done by a public authority?

When does network management constitute an interference?
Despite the claims made by some public interest groups that deviations from 
network neutrality are a threat to privacy,58 it is far from evident that privacy 
according to the ECHR is an issue in network management. Most concerns 
are raised by Deep Packet Inspection (DPI), which is said to be a useful, 
perhaps necessary, tool to perform network management. 

DPI-based network management
DPI is a powerful network engineering technique with a potentially endless 
number of applications. Traditional, ‘shallow’ packet inspection systems can 
identify and monitor traffic only based on the headers of Internet traffic, 
which is analogous to the envelope of a letter. DPI however can go all the 
way down to the deepest (application) level of Internet packets according to 
the OSI model,59 so that program, software or protocols being used can be 
identified in real time, and crucially, to determine what these applications are 
being used for.60 This implies that DPI technology allows for the screening 
of content by third parties, including web browsing, email, and VoIP calls.61

58 See, e.g. NN Squad Italia, Questionnaire for the Public Consultation on the Open 
Internet and Net Neutrality in Europe (2010), http://ec.europa.eu/information_
society/policy/ecomm/library/public_consult/net_neutrality/comments/index_
en.htm (“There is another area of concern related to the technologies employed in 
the traffic management: in order for the operators to be able to manage traffic to 
some significant effectiveness, the payload of the sequences of data packets needs to 
be collected, reassembled and examined. Examining the headers or single packets 
is simply not effective. The widespread, uncontrolled deployment of Deep Packet 
Inspection technologies on operators’ networks, absent any policy, can expose the 
user’s traffic to privacy threats.”).

59 Information Technology—Open Systems Interconnection—Basic Reference Model: 
Conventions for the Definition of OSI Services 12 ( 1993).

60 Ralf Bendrath & Milton Mueller, The End of the Net as We Know It? Deep Packet 
Inspection and Internet Governance, SSRN eLibrary (2010), http://papers.ssrn.
com/sol3/papers.cfm?abstract_id=1653259.

61 EDPS, supra note 50, at para 32.
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DPI enables ISPs to ensure network security, perform network 
management,62 and to achieve price discrimination,63 behavioural advertising 
or content filtering.64 In general, DPI seems a more refined tool for network 
management, regardless of the specific purpose, as it enables ISPs to better 
distinguish between packets. It should be borne in mind, however, that, 
although helpful, DPI does not seem necessary for many typical network 
management purposes.65

The many ways in which DPI can be applied for network management 
and other functions does however not lead away from the fact that in many 
instances the actual content of communication is being monitored by a third 
party, the ISP.66 The possibility to communicate without being intercepted 
is a fundamental element of privacy, specifically mentioned in art. 8(1) as 
respect for correspondence.67 If DPI is used and thus correspondence is 
intercepted by the ISP, there is a clear interference with users’ right to privacy. 

Non-DPI-based degrading or prioritising traffic
The situation is less clear, however, when network management does not 
involve DPI. Let us suppose network management is based on shallow 
packet inspection. We will analyze first network management in the form of 
degradation or prioritisation, and subsequently network management in the 
form of blocking. 

When asking whether degrading or prioritising traffic touches upon the 
right to privacy, we can look at three possible arguments. The first is that 
managing traffic involves processing of personal data. If prioritising or 
degrading traffic is based on sender or receiver, then IP addresses will be 
processed, which, according to the Article 29 Working Party,68 are to be 

62 Bendrath & Mueller, supra note 60, at 5
63 I.M. Chettiar and J.S. Holladay, Free to Invest. The Economic Benefits of Preserving 

Net Neutrality, Institute for Policy Integrity, Report No. 4, 2010 at 19. 
64 Chris Marsden, Public Consultation On The Open Internet And Net Neutrality In 

Europe, http://ec.europa.eu/information_society/policy/ecomm/library/public_consult/
net_neutrality/comments/index_en.htm

65 Paul Ohm, The Rise and Fall of Invasive ISP Surveillance, 2009 University of Illinois 
Law Review (2009). at 1468-69.

66 Id. at 1468 (‘providers have begun examining much more information, and 
particularly content information, using automated, always-on DPI tools’). 

67 See, e.g., Klass v. Germany, app. 5029/71 (1978) at §40-41 (any surveillance measure 
‘to open and inspect mail and post, to read telegraphic messages and to monitor 
and record telephone conversations (...) would result in an interference (…) with 
the exercise of that individual’s right to respect for his private and family life and 
his correspondence’); Copland, supra note 52, at §43 (art. 8(1) covers ‘information 
derived from the monitoring of personal internet usage’).

68 The independent EU Advisory Body on Data Protection and Privacy, whose remit 
is defined under Article 30 of the EU Directive 95/46/EC and in Article 15 of EU 
Directive 2002/58/EC. 
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considered personal data.69 Personal data are included in the scope of art. 
8(1) ECHR, and data protection is increasingly being considered part and 
parcel of the right to privacy by the ECtHR.70 If network management is 
based on type of traffic, however, such as streaming audio or video or instant 
messaging, this as such does not involve processing address information nor 
content, and hence does not involve processing of personal data.

The second argument is that managing traffic involves processing of 
traffic data, i.e., any data processed for the purpose of the conveyance of a 
communication on an electronic communications network or for the billing 
thereof. The processing of traffic data may touch upon the right to respect for 
correspondence and hence falls within the scope of art. 8(1) ECHR.71 Some 
types of data processing are not an interference, for example, the provider’s 
processing of traffic data for billing purposes.72 In Malone, the Court found 
an infringement of art. 8(1) because the traffic data were provided by the 
telecom operator to the police.73 In Copland, the Court noted that processing 
traffic data can also constitute an interference when they are not disclosed 
or used against the person in disciplinary proceedings.74 What is relevant is 
how the traffic data are used, which in this case—with storage of traffic data 
over an extensive period of time by the employer who suspected Copland 
of excessive use of communication facilities—constituted an interference.75 
From this case-law, we can infer a criterion for interference being that traffic 
data are processed in another way or for other purposes than for their 
primary purposes of routing traffic and billing.

Is it possible to distinguish systematically between network management 
of traffic data primarily for billing and routing, and other forms of network 
management? The issue is whether network management involves processing 
of packets for a primary purpose (the conveyance of a communication or 
billing) or rather for a derivative purpose (the manner of conveyance of a 

69 art. 29 Working Party, Opinion 1/2008 on data protection issues related to search 
engines 8 ( 2008), http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2008/
wp148_en.pdf.

70 Rotaru v. Romania, app. 28341/95 (2000); P.G. and J.H. v. The United Kingdom, app. 
44787/98 (2001); see extensively Paul De Hert & Serge Gutwirth, Data Protection 
in the Case Law of Strasbourg and Luxembourg: Constitutionalization in Action, in 
Reinventing Data Protection? (Serge Gutwirth, et al. eds., 2009).

71 Malone v. The United Kingdom, app. 8691/79 (1984); P.G. and J.H. v. The United 
Kingdom, app. 44787/98 (2001). 

72 P.G. and J.H. v. The United Kingdom, app. 44787/98 (2001) at §42: ‘The Court 
notes, however, that metering (…) does not per se offend against Article 8 if, for 
example, done by the telephone company for billing purposes’.

73 Malone, supra note 71, at §84.
74 Copland, supra note 52 at §43. 
75 Ibid. at §44 (‘the collection and storage of personal information relating to the 

applicant’s telephone, as well as to her e-mail and internet usage, without her 
knowledge, amounted to an interference’).
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communication). Existing research distinguishes between traffic data and 
communication content, where traffic data concerns the three essential 
functional tasks of ISPs, and three types of services that ISPs perform.76 The 
functional tasks of ISPs are:

•	  service performance—processing of data as part of the service 
agreement with a consumer; 

•	  service management—processing of data for the purpose of 
traffic management and maintenance of the network; and 

•	  service accounting—processing of data for billing purposes,

while the service types are: 

•	  mere conduit—facilitating transmission on, or access to a 
communications network; 

•	  caching—automatic, temporary and transient storage of data 
to streamline transmission; and

•	  hosting—facilitating the storage of data by consumers on the 
ISPs premises.

The crucial difference between traffic data and communications content is 
that when at least one of the functional tasks is performed by an ISP for the 
purpose of at least one of the service types, the ISP is involved in handling 
traffic data. When this is not the case, the ISP will handle communications 
content instead.77

This topology provides a useful heuristic for assessing whether traffic 
management involves data processed for a primary purpose (i.e., processing 
traffic data that are essential for the service) or for a derivative purpose 
(processing communications content), which allows us to apply the Copland 
rationale to ISPs’ network management practices. Network management for 
the purpose of degrading or prioritising of traffic is done for the service type 
of mere conduit, and performs the function of service management (‘data 
processing for traffic management and network maintenance’) and perhaps 
also the function of service performance (‘data processing to perform the 
service agreement with the user’),78 if the contract contains for example 
performance levels. Hence, such network management involves processing 
of traffic data for their primary purpose. This would imply that network 
management uses traffic data in a way that may not infringe art. 8(1) 
according to the Copland standard. 

76 J.C. Fischer, Communications Network Traffic Data. Technical and Legal Aspects 
(TU/e. 2010). at 26, 30-31

77 Id., 214
78 Id. at at 30. 
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An alternative argument would be that traffic degradation or prioritisation 
does not infringe privacy because personal or traffic data are processed, but 
rather because of some more general privacy concern. After all, art. 8 has 
been interpreted in a dynamic way by the Court taking into account current 
scientific and social developments,79 and the notion of private life is a broad 
concept not susceptible to exhaustive definition.80

One approach would be that degrading network traffic hampers the 
delivery of correspondence. There is a significant body of art. 8 case law on 
correspondence of prisoners; although initially the ECtHR did not consider 
delay of correspondence an interference under art. 8(1),81 later on the Court 
came to the conclusion that more types of restriction on correspondence of 
prisoners fell within the scope of art. 8(1).82 Nevertheless, we do not think that 
the case-specific circumstances of these restrictions—preventing a prisoner 
from writing a petition; supervising correspondence of prisoners83—can be 
fully compared to degrading network traffic with shallow packet inspection, 
which seems much less of an interference with correspondence—unless 
email, chat or IM are degraded specifically. 

Altogether, however broad and flexible the notion of private life may be 
in art. 8(1), we conclude that slowing down or speeding up communication 
packets does not generally touch upon people’s right to privacy. It seems that 
only when degrading or prioritising traffic is based on sender or recipient 
information—IP addresses—or when the management goes beyond what is 
reasonable for routing and billing traffic, that art. 8(1) can be invoked. 

Non-DPI-based blocking
Deviations from network neutrality in the form of blocking traffic are much 
more likely than degradation or prioritisation to infringe upon the right to 
privacy. The three arguments discussed in the previous section carry more 
weight here, since blocking is a much more significant interference with 
correspondence than delay or supervision.84 Blocking traffic is also less likely 
to fall under normal service management or service performance, so that the 

79 Rees v. The United Kingdom, app. 9532/81 (1986) at §47 (‘The Convention has 
always to be interpreted and applied in the light of current circumstances (…). The 
need for appropriate legal measures should therefore be kept under review having 
regard particularly to scientific and societal developments’). 

80 Peck v. The United Kingdom, app. 44647/98 (2003) at §57. 
81 X v. Federal Republic of Germany, app. 2375/64 (1967). 
82 Pieter Van Dijk, Right to Respect for Privacy (Article 8), in Theory and Practice of the 

European Convention of Human Rights , 730 ( Pieter Van Dijk et al. eds., 2006).
83 Golder v. The United Kingdom, app. 4451/70 (1975); De Wilde, Ooms and Versyp v. 

Belgium (“Vagrancy”), app. 2832/66; 2835/66; 2899/66 (1971). 
84 Golder v. The United Kingdom, app. 4451/70 (1975); Silver and others v. The United 

Kingdom, app. 5947/72; 6205/73; 7052/75; 7061/75; 7107/75; 7113/75; 7136/75 
(1983).
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data on which the blocking is based are not processed as normal traffic data; 
the secondary use of traffic data for the purpose of blocking is more likely to 
be considered an interference with correspondence.85 Finally, blocking will 
often be performed on the basis of content (e.g., unlawful material) or on 
the basis of sender or recipient information (e.g., copyright-violating file-
sharing), both of which can count on the protection of art. 8(1).

It should be stressed at this point that there may indeed be cases—think 
of spam or other malware—in which blocking behavior may be considered as 
not violating privacy according to art. 8 ECHR, based on the proportionality 
test of art. 8(2). This will be discussed below. 

Is the interference executed by a public authority?
The second element necessary for invoking art. 8(1) protection, is that an 
interference is done by a public authority. Like the interference as such, this 
is not evidently the case in many types of network management, since ISPs 
are usually not a public authority—with the exception of some European 
countries where ISPs are (partially) State-owned, such as Sweden and 
Finland.86 Art. 10 ECHR jurisprudence suggests that the bar for public 
interference with Convention rights is relatively low however,87 and in art. 8 
jurisprudence particularly the Court has Stated that public interference and 
positive obligations of the State—discussed below—blend into each other.88

If there is no ownership link between an ISP and the State, the interference 
can still be performed by a public authority in some cases. If a State puts an 
explicit legal obligation on ISPs to conduct network management, there is 
a clear form of State interference, but such laws are relatively rare.89 There 
is no obvious legal obligation as such for degrading or prioritising traffic.90 

85 Cf. supra n 71-72 and surrounding text.
86 Yochai Benkler et al., Next Generation Connectivity: A review of broadband Internet 

transitions and policy from around the world at 308 ( 2010).
87 See, e.g. Bergens Tidende and Others v. Norway, Application no. 26132/95 ( 2000). 

and Fuentes Bobo v. Spain, App. 39293/98 ( 2000).
88 See Powell and Rayner v. the United Kingdom, Application no. 9310/81, 41 ( 1990) 

(“Whether the present case be analysed in terms of a positive duty on the State to 
take reasonable and appropriate measures to secure the applicants’ rights under 
paragraph 1 of Article 8 (art. 8-1) or in terms of an ”interference by a public authority“ 
to be justified in accordance with paragraph 2 (art. 8-2), the applicable principles are 
broadly similar.”).

89 A case in point is the French Loi n° 2009-669 du 12 juin 2009 favorisant la diffusion 
et la protection de la création sur internet [Law to promote the dissemination and 
protection of creativity on the Internet, also referred to as HADOPI Act], Journal 
Officiel 135 of 13 June 2009 (consolidated version 30 October 2009) (inserting art. 
L336-3 Intellectual Property Code, which obliges ISPs to monitor that subscribers do 
not infringe copyright or neighbouring rights law). 

90 Cf. art. 22(3) of the Universal Service Directive, supra note 18, stipulating that 
regulatory authorities should be able to set minimum quality-of-service standards 
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However, art. 13a(1) of the Framework Directive stipulates that service 
providers must take appropriate technical and organisational measures to 
appropriately manage the risks posed to security of networks and services. 
Having regard to the State of the art, these measures shall ensure a level of 
security appropriate to the risk presented.91

 Since (information) security comprises both confidentiality, integrity, 
and availability,92 ISPs apparently have to take measures to ensure an 
adequate level of service availability. One could argue that this comprises 
monitoring bandwidth availability and intervening when traffic throughput 
is threatened, in which case they could degrade high-bandwidth traffic 
(such as spam or excessive peer-to-peer file-sharing traffic) or prioritise 
time-critical traffic (such as voice-over-IP). However, the provision does not 
constitute a direct obligation to prioritise or degrade traffic, and it provides a 
legal obligation only for some types of network management in this respect.

For blocking, there are some clearer examples of legal obligations. Some 
(controversial) laws have been enacted to oblige ISPs to block access to child-
pornographic websites,93 while some courts have ordered ISPs to block 
access to unlawful content, such as copyright-infringing file-sharing sites.94 
Such court injunctions are, however, relatively rare.95 More frequent are 
forms of Internet blocking, notably of child-abuse images, through public-
private partnerships in which ISPs voluntarily block access to blacklisted 

(‘In order to prevent the degradation of service and the hindering or slowing down of 
traffic over networks, Member States shall ensure that national regulatory authorities 
are able to set minimum quality of service requirements’). 

91 Directive 2002/21/EC, supra note 18
92 Basie Von Solms, Information Security – The Fourth Wave, 25 Computers & Security 

(2006). at 166 (‘Information Security is and has always been the discipline to mitigate 
risks impacting on the confidentiality, integrity and availability of (...) IT resources’).

93 See art. 4 of the French Loi n° 2011-267 du 14 mars 2011 d’orientation et de 
programmation pour la performance de la sécurité intérieure (LOPPSI 2) (allowing 
administrative authorities to order blocking of websites containing evident child-
pornographic content); German Zugangserschwerungsgesetz [Access Impediment 
Act] (obliging larger access providers to block access to blacklisted child-pornographic 
websites). Note that the German law is in force since 2010 but is not enforced and 
will be withdrawn. See, generally, European Digital Rights, Internet blocking, http://
www.edri.org/taxonomy/term/44 (last accessed 21 April 2011). 

94 E.g., Danish Supreme Court 27 May 2010, case 153/2009 (obliging Telenor to block 
access to The Pirate Bay); SABAM v. S.a. Tiscali (scarlet) District Court of Brussels, 
no. 04/8975/a, 29 june 2007 (Court order requiring an ISP to filter traffic in order 
to detect copyright infringement); British High Court, 20th Century Fox et al. v BT 
[2011] EWHC 1981 (Ch) (Court order requiring BT to block copyright infringing 
usenet site). 

95 See, e.g., Belgian Commercial Court Antwerp 9 July 2010; Dutch District Court 
The Hague 19 July 2010, LJN BN1445; Irish High Court 11 October 2010, EMI and 
Others v. UPC, all rejecting plaintiff’s motion to oblige ISPs to block access to The 
Pirate Bay. 
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websites.96 In these cases, a blacklist is often provided by the police, and 
this seems to be a sufficient connection to speak of interference by a public 
authority. In M.M. v. The Netherlands, the police suggested a citizen to record 
a conversation with the suspect and connected a tape recorder to her phone; 
the Court determined this to constitute State interference: “Acting as they 
did, with the permission of the public prosecutor, the police ‘made a crucial 
contribution to the execution of the scheme’, as well as being responsible for 
its inception”.97 These considerations apply analogously to voluntary child-
pornography blocking schemes, in which the police often makes a crucial 
contribution to the scheme of blocking (such as a blacklist and the text of a 
‘STOP’ page shown to users trying to access a site), and ISPs seldom embark 
on these schemes out of their own initiative.98 Thus, in case of ISP blocking 
there seems a considerable likelihood that this is an interference by a public 
authority, both in mandatory and in voluntary forms of blocking, except 
when the ISP takes the initiative and has no dealing with the police in the 
execution of the blocking.

Not all types of blocking reach the threshold of State involvement, 
however. An increasingly prevalent type of network management comprises 
blocking to prevent access to services that the user has not paid for, e.g., 
blocking Skype or streaming video for users of a basic mobile Internet 
subscription. This is the playing field of market forces and freedom of contract 
where there seems to be no State involvement outside the boundaries of the 
Regulatory Framework for Electronic Communications.99 Therefore, these 
types of network management cannot be considered to be an interference by 
a public authority.100

Positive obligations
Even if there is no interference by the State as such, art. 8 can still be at 
issue, namely when the State does not take sufficient responsibility for 
safeguarding that citizens can enjoy the right to privacy. As mentioned 
above, the Court does not advance a sharp distinction between direct State 

96 See, e.g., ‘Telenor and KRIPOS introduce Internet child pornography filter’,http://
presse.telenor.no/PR/200409/961319_5.html (last accessed 21 April 2011). 

97 M.M. v. the Netherlands, app. 39339/98 at §39.
98 See, e.g., Digital Rights Ireland, ‘FOI shows Department of Justice planning internet 

blocking for Ireland’, 16 April 2010, http://www.digitalrights.ie/2010/04/16/foi-
shows-department-of-justice-planning-internet-blocking-for-ireland/ (last accessed 
21 April 2011). 

99 See, e.g. Universal Service Directive 2002/22/EC as amended, supra note 18, at art. 20
100 However, such behavior by ISPs may prompt States such as the Netherlands to 

recognize positive obligations in these matters and impose regulation to prevent 
such behavior. See Kevin O’brien, Dutch Lawmakers Adopt Net Neutrality Law, 
The New York Times, June 22, 2011, http://www.nytimes.com/2011/06/23/
technology/23neutral.html&hpw. 
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interference and positive obligations of States to prevent interferences.101 
The positive obligations of the State under art. 8 have been developed in 
case-law.102 Most of these cases deal with private and family life;103 with 
environmental protection related to the home;104 or, occasionally, the privacy 
of correspondence.105

In some sense, the respect for private or family life could perhaps be 
at issue in network management. In K.U. v. Finland, the Court assumed a 
positive obligation for the State to ensure an effective system for legal redress 
for a victim of sexual harassment, which should include the legal possibility 
to request an injunction to order an ISP to provide address information of 
the sender of the harassing message.106 One might argue that, in a similar 
vein, a victim of child-abuse images must have the legal possibility of going 
to court to request an order for ISPs to block access to websites containing 
images of her/him. Thus, there may be a positive obligation on the State 
to have a possibility in the legal system for filtering and blocking unlawful 
content or for notice-and-takedown regimes. However, the analogy might 
stretch only so far as that K.U. requested information about a particular IP 
address, implying that a child-abuse victim should be able to request blocking 
of websites containing his own images, which is substantially different 
from a generic legal duty to block child-abuse images. Note that following 
this rationale, positive obligations on States under art. 8 ECHR to protect 
citizens’ privacy would lead to the blocking of data.

The reverse situation seems more likely to invoke positive obligations, 

101 See Powell and Rayner, supra note 88.
102 See Jean-François Akandji-Kombe, Positive obligations under the European 

Convention on Human Rights: A guide to the implementation of the European 
Convention on Human Rights (Council of Europe 2007) on recent ECHR case law 
involving positive obligations.

103 Novoseletskiy v. Ukraine, app. 47148/99 ( 2005).
104 E.g., Marckx v. Belgium, app. 6833/74 (1979); X. and Y. v. the Netherlands, app. 

8978/80 (1985); Hatton and others v. The United Kingdom, app. 36022/97 (2003). 
105 See, e.g. Cotlet v. Romania, app. 38565/97, §57 (2003) (“La Cour note que le requérant 

se plaint en substance non pas d’un acte, mais de l’inaction de l’Etat. Elle rappelle à 
cet égard que, si l’article 8 a essentiellement pour objet de prémunir l’individu contre 
les ingérences arbitraires des pouvoirs publics, il ne se contente pas de commander à 
l’Etat de s’abstenir de pareilles ingérences: à cet engagement négatif peuvent s’ajouter 
des obligations positives inhérentes à un respect effectif des droits gratis par l’article 
8 précité”—“The Court notes that the applicant did not substantially complain about 
the actions, but about the inaction of the State. The Court recalls in this respect 
that, if Article 8 is essentially designed to protect the individual against arbitrary 
interference by public authorities, it does not merely order the State to abstain from 
such interference: this negative right can carry positive obligations inherent to 
the effective protection of the rights enshrined in Article 8 cited above.” [authors’ 
translation]).

106 K.U. v. Finland, app. 2872/02 (2008). 



Network Neutrality and European Law

158

i.e., when ISPs block content of their own accord. Unless the filtering and 
blocking is very targeted—and consequently very limited, as filtering 
systems are usually coarse instruments107—false positives (‘overblocking’) 
are likely to occur with users being denied access to lawful content or file-
sharing websites. If the filtering is based on keywords, or on blacklisted 
domain names that host both unlawful (child-abuse images) and lawful 
(adult pornography) material, following ECHR jurisprudence the blocking 
might touch upon the intimate or family life of web users, since they are 
being restricted in the right to develop their sexuality. After all, ECHR case 
law suggests that the blocking must be of such an extent that users’ private 
(lawful) sexual life be systematically and directly affected.108 One could thus 
argue that, while State-mandated or State-triggered blocking is likely to 
constitute State interference, also voluntary but systematic and sweeping ISP-
initiated blocking might trigger art. 8(1) through the positive obligations on 
the State to prevent ISPs from systematically curbing the sexual, private, or 
family life of web users, if the blocking system is so crude that it continuously 
and directly affects users’ exercise of sexual freedom on the net. 

Key to the ECtHR’s approach to positive obligations in art. 8 procedures 
seems to be the “direct and immediate” link that the Court requires between 
the measures sought by an applicant and her private or family life.109 In any 
event the Court has refrained from advancing a broad interpretation of 
positive obligations in art. 8 matters,110 and States enjoy a relatively wide 
margin of appreciation.111 This inevitably leads to a case-by-case approach to 
positive obligations, depending on specific facts and circumstances. In case 
of blocking of content by ISPs this link between remedy and privacy must 
also be established therefore, which does not allow for strong predictions as 
to how the Court would approach positive obligations in the case of Internet 
filtering. 

107 Jonathan Zittrain & John Palfrey, Internet Filtering: The Politics and Mechanisms 
of Control, in Access Denied. The Practice and Policy of Global Internet Filtering 
(Ronald Deibert, et al. eds., 2008). at 35 (referring to ‘the overblocking or 
underblocking that is today inherent in any filtering regime’).

108 Cf. Dudgeon v. Ireland, app. 7525/76 (1981) (recognizing sexual life as part of private 
life), Norris v. Ireland, app. 10581/83 (1988) (finding an interference in case sexual 
life is continuously and directly affected), and Goodwin v. The United Kingdom, app. 
28957/95 (2002) (assuming positive obligations to legally recognize transsexuality). 

109 Cotlet v. Romania, supra note 105, at §58
110 Stjerna v. Finland, App. 18131/91, §38 ( 1994) (“The boundaries between the State’s 

positive and negative obligations under Article 8 (art. 8) do not lend themselves to 
precise definition. (…) [R]egard must be had to the fair balance that has to be struck 
between the competing interests of the individual and of the community as a whole”).

111 López-Ostra v. Spain, app. 16798/90, §51 ( 1994).
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Summary
Deviations from neutral network management do not always constitute an 
interference of the right to privacy by a public authority. On the contrary, 
the most common types of network management in the form of prioritising 
or degrading traffic will seldom be an art. 8 issue. Only when the degrading 
or prioritising is based on sender or recipient information—IP addresses—
or when the management goes beyond what is reasonable for routing and 
billing traffic, is art. 8(1) interfered with. But unless the ISP is (partly) State-
owned, the interference is not done by a public authority, and moreover the 
slowing down or speeding up of packets does not seem a sufficiently severe 
infringement of the right to privacy that positive obligations can be assumed. 

Network management does become an art. 8 issue when it takes the 
form of blocking. If the blocking is based on DPI, then correspondence 
is intercepted by the ISP, which is a clear interference with users’ right to 
privacy. Also non-DPI-based blocking is likely to interfere with the right 
to privacy, as it will usually deviate from normal service management or 
service performance, and hence processes traffic data for non-primary 
purposes, which constitutes an interference. Moreover, with blocking there 
will also usually be a State responsibility, also if the ISP is non-State-owned, 
because both in mandatory and in voluntary forms of blocking there is 
often considerable State involvement. If the blocking is not aided by public 
authorities and taken on the ISP’s own initiative, the ISP’s interference with 
users’ privacy can invoke positive obligations if the blocking system is crude 
and systematically hampers users’ use of the Internet to develop their sexual 
life.

Paragraph 2: Justifications
If network management interferes with the right to privacy, the interference 
is only allowed if it meets the requirements of art. 8(2) ECHR: it must be a) 
in accordance with the law, b) pursue a legitimate aim, and c) being necessary 
in a democratic society. 

In this section, we will mainly focus on blocking network traffic and 
not so much on prioritising and degrading traffic. As we concluded in the 
previous section, prioritising and degrading will probably not constitute 
State interference, except in the case of a State-owned ISP performing this 
type of network management based on user address information or in a 
way that goes beyond what is reasonable for routing or billing. Moreover, 
since many instances of degrading and prioritising of traffic are unlikely to 
be considered interferences with user privacy according to art. 8(1) of the 
Convention to begin with, an extensive 8(2) analysis becomes less relevant 
in this context. The main exception to this is when degrading or blocking is 
premised on DPI, but here there is little difference to DPI-based blocking 
anyway. Therefore, here we will discuss predominantly whether ISP blocking 
of traffic passes the test of art. 8(2), both in cases of direct State interference 
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and in cases of positive obligations—the Court does not substantially 
distinguish between these two types of interference, generally performing a 
similar test under 8(2).112 In what follows, we will address the three prongs 
of the art. 8(2) test.

Is the interference in accordance with the law?
If ISPs block traffic because a law obliges them to do so,113 then there is a clear 
enough legal basis. If a court orders an ISP to block certain traffic,114 this will 
also normally constitute a clear legal basis. The same goes for prioritising and 
degrading—assuming this network management constitutes an interference 
according to 8(1)—even though in practice it seems more unlikely to occur. 
However, having a basis in law is not enough. The interference must be 
sufficiently accessible to citizens, and this implies that the legal basis has 
to comply with qualitative criteria: the scope and manner of exercise of the 
interference must be explained with sufficient precision,115 and must be made 
accessible to the public rather than be laid down in internal guidelines.116 The 
Court stresses the importance of clarity in light of technological dynamics:

Tapping and other forms of interception of telephone 
conversations represent a serious interference with private life 
and correspondence and must accordingly be based on a ‘law’ 
that is particularly precise. It is essential to have clear, detailed 
rules on the subject, especially as the technology available for use 
is continually becoming more sophisticated.117

Kruslin and Huvig’s stress on the quality of the law is relevant for network 
management, as this practice is more sophisticated and less understandable 
to citizens than interception of telephony. A difference may be that 
communications interception is a more severe infringement than blocking, 
degrading or prioritising even if it is DPI-based, since the content of 
communications are not heard or read by law enforcement in criminal 
investigations, but are automatically scanned for routing or blocking traffic. 
Nevertheless, DPI infringes the secrecy of correspondence and—following 
Kruslin and Huvig—will therefore require a reasonable level of clarity for 
citizens to be able to know how the secrecy of their communication can be 
interfered with by ISPs based on certain legal provisions. 

In laws or court cases mandating blocking, the level of clarity may not be 

112 Van Dijk, supra note 82, at 745.
113 Cf. supra note 93. 
114 Cf. supra note 94. 
115 Malone, supra note 71 ; Kruslin v. France, app. 11801/85 (1990) and Huvig v. France, 

app. 11105/84 (1990).
116 Poltoratskiy v. Ukraine, app. 38812/97 (2003).
117 Kruslin, supra note 115 at §33, Huvig, supra note 115, at §32 (italics added).
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particularly great. The exact type of network management will be detailed 
in lower regulations or internal instructions, or will be left to the discretion 
of the ISP. In the Danish case where Telenor was ordered by a lower court to 
block users from accessing The Pirate Bay,118 the Supreme Court stressed 
the discretionary power for the ISP to determine its network management:

Even if it is left to Telenor to choose between different ways of 
blocking or obstructing the access to the website, the Supreme 
Court finds that the prohibition and injunction is formulated 
in a sufficiently clear and precise way. Telenor has chosen to 
comply with the prohibition and injunction by blocking access 
to the website at DNS level [i.e., based on routing information]. 
The defendant [i.e., IFPI, a music-rights organisation] has 
Stated that the blocking mentioned is sufficient to comply 
with the prohibition, and that if the defendant should wish to 
oblige Telenor to deploy another form of blocking, they can 
start a new injunction-prohibition procedure, in which a new 
proportionality assessment is to be made.119

It is questionable, however, whether the Danish court’s conclusion in a case 
about the administrative burden rather than the privacy of blocking—Telenor 
contested the proportionality of the injunction in terms of compliance 
costs—can extend to the article 8(2) test of clarity and foreseeability of the 
law. In Herczegvalvy, the Court determined that a law allowing a psychiatric 
hospital to send letters of its inmates to a curator for selection which letters 
to actively send out, was accessible but too vague for subjects to foresee the 
consequences: 

These very vaguely worded provisions do not specify the scope 
or conditions of exercise of the discretionary power which was 
at the origin of the measures complained of. (…) Admittedly, 
as the Court has previously Stated, it would scarcely be 
possible to formulate a law to cover every eventuality (…). 
For all that, in the absence of any detail at all as to the kind of 
restrictions permitted or their purpose, duration and extent or 
the arrangements for their review, the above provisions do not 
offer the minimum degree of protection against arbitrariness 
required by the rule of law in a democratic society.120

118 Supra note 94. 
119 Danish Supreme Court 27 May 2010, case 153/2009, p. 5, available at http://www.

domstol.dk/hojesteret/Documents/Domme/153-09.pdf (last accessed 21 April 
2011) (our translation).

120 Herczegfalvy v. Austria, app. 10533/83 (1992) at §91.
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In a similar vein, one can argue that a law or court order mandating for 
instance ISPs to block certain traffic needs to sufficiently delineate the 
purpose, duration, and scope of blocking, in order to curb the discretionary 
power conferred on the ISP. Consequently, if it is left to an ISP whether to 
conduct blocking at the DNS (based on domain names) or IP level (based 
on numerical addresses) or by using Deep Packet Inspection, then the scope 
and manner of the exercise of blocking can hardly be considered sufficiently 
clear for users. At the least, a court injunction or statutory obligation should 
make clear whether network management is to be conducted based on 
routing information—domain names or IP addresses—or on Deep Packet 
Inspection, as the person concerned “must moreover be able to foresee its 
consequences for him.”121

With voluntary blocking schemes or other non-public authority ordered 
prioritising or degrading, it will be harder than with statutory or court-ordered 
blocking to determine whether the interference is in accordance with the law, 
as there is no clear legal basis for this. The Electronic Commerce Directive122 
for instance can hardly serve as a legal basis. It provides that member States 
may not impose a general obligation to monitor (art. 15), but allows courts 
or administrative authorities to require service providers to terminate or 
prevent unlawful activities (art. 12(3)). This is too far removed from typical 
public-private partnerships that block unlawful content to be able to serve as 
a legal basis. Perhaps, in case of voluntary blocking, a basis should be sought 
in the law criminalizing forms of content. The national criminal provision 
on child pornography, for instance, would then serve as the legal basis for 
public-private partnerships that filter child-abuse images. However, having 
illegal content blocked by one’s ISP is considerably removed from the legal 
provision criminalizing that content. It is questionable whether citizens can 
foresee the consequences of Internet filtering and blocking on this basis, 
particularly since a large discretionary power is involved in the decisions what 
and how to filter. The “scope or conditions of exercise of the discretionary 
power”123 of blocking child-abuse images are not in any way explained in the 
legal provisions that criminalize child abuse—which is logical, as these are 
substantive provisions that are not meant to serve as criminal-procedural 
provisions in the first place. 

As a result, we tend to conclude that voluntary network management 
practices that constitute an interference according to 8(1) ECHR will often 
not be in accordance with the law, as they lack a sufficiently clear legal basis. 
Only if some legal provision or lower regulation exists that illegal content 

121 Kruslin, supra note 115 at §27, Huvig, supra note 115, at §26.
122 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 

2000 on certain legal aspects of information society services, in particular electronic 
commerce, in the Internal Market, OJ L178/1 (2000)

123 Herczegfalvy v. Austria, app. 10533/83 (1992) at §91.
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must or can be filtered will citizens be able to foresee the consequences of 
Internet filtering for them. We add a caveat, however, in that there may be a 
trade-off between the extent of government involvement and the demands 
made on the quality of the legal basis: the more a public authority is actively 
involved in blocking illegal content, the more explicit the legal basis will 
have to be. And conversely, if the public authority only plays a minor role 
in voluntary filtering, the legal basis for this may more easily be found in 
indirect provisions such as criminal sanctioning of child pornography in 
combination with a general provision in a Police Act that the police has the 
task of enforcing the law.

An alternative legal basis for blocking, degrading or prioritising of content 
could be found in legal provisions requiring network operators to safeguard 
the security or integrity of their networks, such as is formulated in the EU 
Framework Directive concerning electronic communications networks.124 
Such requirements in Directives must be implemented in national 
legislation.125 If the basis for blocking, degrading or prioritising content is 
based on these network integrity provisions, the implementation provision 
must of course comply with the foreseeability and clarity requirements that 
the Court has set out,126 implying that the text should establish a sufficiently 
clear link between security or integrity threats and the content that is being 
blocked, degraded or prioritised. For malware and other security threats, 
such a link will be relatively clear, but for content-related offences, such as 
child pornography or hate speech, it seems a long shot to argue that such 
content can be blocked because it threatens network security or integrity.

Does the interference serve a legitimate aim?
Network management can serve different purposes. One frequently 

124 See Framework Directive as amended, supra note 18
125 See, for instance, the German Telecommunications Act (Telekommunikationsgesetz), 

at §109(2):
Wer Telekommunikationsanlagen betreibt, die dem Erbringen von 
Telekom-munikationsdiensten für die Öffentlichkeit dienen, hat darüber 
hinaus bei den zu diesem Zwecke betriebenen Telekommunikations- und 
Datenverarbeitungssystemen angemessene technische Vorkehrungen 
oder sonstige Maßnahmen zum Schutze gegen Störungen, die zu 
erheblichen Beeinträchtigungen von Telekommunikationsnetzen führen, 
und gegen äußere Angriffe und Einwirkungen von Katastrophen zu 
treffen. (“He who operates telecommunications facilities that provide 
telecommunications services to the public, shall furthermore, 
in the operation of telecommunications and data-processing systems 
for these purposes, have implemented technical or other measures 
to protect against disruptions that lead to significant impairments of 
telecommunications networks, and against external attacks or effects of 
natural disasters” [authors’ translation]).

126 Kruslin, supra note 115 at §33, Huvig, supra note 115, at §34.
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occurring purpose—particularly in relation to State interference, such as 
laws or courts mandating filtering—is to prevent unlawful content from 
being spread. That is in the interest of the prevention of crime, and hence 
constitutes a relevant interest for complying with the second prong of 
the art. 8(2) test. Blocking of harmful but not unlawful material, such as 
pornographic or violent images that can be harmful to children does not 
serve the prevention of crime, but it is presumably done in the interest of the 
protection of morals or protecting the rights and freedoms of children—or 
of parents who may want to restrict online content for their young children. 

Another purpose of network management, as alluded to above, can 
be network integrity or security, if the management is focused on either 
filtering out malware or bulk traffic (e.g., spam or super-high-volume peer-
to-peer traffic) that threatens the continuity of service provision. In that case, 
blocking can be said to serve the interest of the country’s economic well-
being—the Internet being a critical infrastructure for the economy in the 
information society—or otherwise for protecting the rights and freedoms 
of other net users. 

Altogether, the second prong of the 8(2) test can fairly easily be 
accommodated, and in general the Court attaches little weight to this 
prong anyway.127 There is, perhaps, one proviso, in that art. 18 States that 
the “restrictions permitted under this Convention to the said rights and 
freedoms shall not be applied for any purpose other than those for which 
they have been prescribed.” In principle, art. 18 can be violated even if art. 
8 itself is not violated.128 Since ‘function creep’ is a frequently occurring 
phenomenon in technological systems and policy,129 it should be monitored 
whether network management systems introduced for crime prevention or 
protecting children are not, gradually over time, used for other purposes in 
practice, in which case art. 18 might perhaps enter into the equation. 

Is the interference proportional?
In most art. 8 assessments, the third prong of art. 8(2) is the million dollar 
question: is the interference necessary in a democratic society? This is always 
a case-specific question. As the Court often stresses, the proportionality 
assessment is made in light of all circumstances of the case, and not meant to 

127 Yutaka Arai, The System of Restrictions, in Theory and Practice of the European 
Convention of Human Rights 333-350, 340 (Pieter Van Dijk et al. eds., Fourth ed. 
2006).

128 Kamma v. Netherlands, app. 4771/71, Commission Report (1974) (“There may, 
however, be a violation of Art. 18 in connection with another Article, although there 
is no violation of that Article alone”).

129 M. Granger Morgan & Elaine Newton, Protecting Public Anonymity, 21 Issues in 
Science and Technology (2004). (describing function creep as follows: “Once a 
system has been developed with a rich set of capabilities, inventive people often can 
find other important, beneficial but perhaps also pernicious ways to use it.”)
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provide general assessments on classes of cases.130 Of course, analogies can be 
drawn between proportionality assessments of established art. 8 case law and 
the proportionality of certain types of network management. However, in the 
absence of cases that specifically address network management, the difficulty 
of determining whether blocking, degrading or prioritizing as forms of 
network management are necessary in a democratic society is compounded by 
the fact that most analogies are set in quite different contexts and hence cannot 
allow us to draw strong conclusions on proportionality. Our conclusions on 
the necessity of network management are therefore necessarily speculative.

There is a significant case law on the blocking or obstructing of 
correspondence. However, this jurisprudence is very context-specific: it 
concerns prisoners,131 often situations concerning correspondence with a 
solicitor or with public authorities.132 The correspondence in these settings 
is particularly important for the inmates, with few alternative means of 
communication.133 This context can hardly be transposed to blocking Internet 
traffic, where Internet users usually have many communication channels 
available and where the blocked Internet traffic will often be less vital for the 
person’s well-being than prisoners’ correspondence with attorneys.134

Having said that, we can offer some remarks about the proportionality of 
various types of network management, in terms of what is more or less likely 
to be considered necessary in a democratic society. We can look at several 
dimensions of the blocking, degrading and prioritising: why, when, how, and 
by whom this is done—assuming that this form of network management is 
an interference according to 10(1) ECHR.

First, we have already distinguished between various purposes of 
network management, blocking in particular: assuring network and service 
integrity, and blocking illegal or harmful content. The first reason seems 
relatively uncontentious: ISPs have good reason to filter out Internet traffic 
containing viruses and malware, and quality-of-service requirements may 
also imply that bulk spam or high-volume traffic can be blocked. Unless the 
network management is evidently overdone, we think that this type can often 

130 Van Dijk, supra note 82, at 750
131 Golder v. The United Kingdom, app. 4451/70 (1975) at §45 (‘The “prevention of 

disorder or crime”, for example, may justify wider measures of interference in the 
case of such a prisoner than in that of a person at liberty’). 

132 Ibid. (‘The Court again lays stress on the fact that Golder was seeking to exculpate 
himself of a charge (…). In these circumstances, Goldercould justifiably wish to 
write to a solicitor’); see also, e.g., Schönenberger and Durmaz v. Switzerland, app. 
11368/85 (1988), Herczegfalvy v. Austria, app. 10533/83 (1992). 

133 Cf. Herczegfalvy v. Austria, app. 10533/83 (1992) at §91 (‘such specifications appear 
all the more necessary in the field of detention in psychiatric institutions in that the 
persons concerned are frequently at the mercy of the medical authorities, so that their 
correspondence is their only contact with the outside world’). 

134 Poltoratskiy v. Ukraine, app. 38812/97 (2003).
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be considered proportional according to 8(2) ECHR. The second reason, 
blocking unlawful content, may be more contentious, since the dividing 
line between lawful and unlawful content is much harder to draw than 
with malware or spam, and automated systems are not particularly precise 
in only filtering out unlawful content.135 When it comes to the necessity in 
a democratic society of network management, we can think of a spectrum 
ranging from content that is widely and uncontroversially regarded as illegal, 
such as child-abuse images—which will more easily be considered necessary 
in a democratic society to filter out136—to content that is harmful to some 
user groups but not illegal—which will less easily considered necessary in 
a democratic society to filter out.137 Somewhere in between the extremes of 
this spectrum is copyright-infringing peer-to-peer file-sharing. Although 
blocking copyright-infringing file uploads is a legitimate aim, this could be 
considered necessary in a democratic society only if the blocking is very 
targeted and limited in scope.138

This connects to other dimensions, namely when and how the network 
management takes place. Incidental or short-period forms of blocking 
or degrading will be more acceptable than generic, continuous blocking 
systems, as the Scarlet case suggests.139 Also the granularity of the network 
management will be a relevant factor:140 since filtering systems can never 
be 100% correct, it will matter whether the system is tuned towards false 
positives (making sure that most unlawful content is blocked while accepting 

135 Supra note 107. 
136 Cf. Silver and others v. The United Kingdom, app. 5947/72, etc. (1983) at §105, 

finding that letters containing threats of violence or discussing other criminals were 
legitimately blocked, while the blocking of letters on many other grounds was a 
violation of art. 8. 

137 Cf. Pfeifer and Plankl v. Austria, app. 10802/84 (1992) at §47, finding that the 
deletion of passages in letters with “jokes of an insulting nature against prison 
officers”, similarly to Silver’s private letters “calculated to hold the authorities up to 
contempt”, was disproportionate. 

138 Cf. the opinion of the Advocate General in CoJ-EU Case C-70/10 (Scarlet Extended 
v Société belge des auteurs compositeurs et éditeurs (Sabam)), arguing that ‘EU law 
precludes a national court from making an order, on the basis of the Belgian statutory 
provision, requiring an internet service provider to install, in respect of all its customers, 
in abstracto and as a preventive measure, entirely at the expense of the internet service 
provider and for an unlimited period, a system for filtering all electronic communications 
passing via its services (in particular, those involving the use of peer-to-peer software) 
in order to identify on its network the sharing of electronic files containing a musical, 
cinematographic or audio-visual work in respect of which a third party claims rights, 
and subsequently to block the transfer of such files’. See Press Release No. 37/11 of 14 
April 2011, http://europa.eu/rapid/pressReleasesAction.do?reference=CJE/11/37&ty
pe=HTML (last accessed 4 May 2011).

139 Id. 
140 Cf. Pfeifer and Plankl v. Austria, app. 10802/84 (1992) at §47 (‘The deletion of 

passages is admittedly a less serious interference’ than the stopping of entire letters). 
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blocking of lawful content as collateral damage) or towards false negatives 
(making sure that no lawful content is blocked while accepting that not 
all unlawful content will be blocked). Obviously, a policy accepting false 
negatives over false positives is more proportionate for respecting the right to 
correspondence than the other way around, and since the Court seems to be 
quite strict when assessing the proportionality of blocking correspondence141 
this creates a strong presumption that network management systems should 
tend to false negatives rather than false positives, if they want to be considered 
necessary in a democratic society.

Finally, it also matters who performs network management, in the sense 
that the degree of State involvement is likely to influence the proportionality 
assessment. The more the police, the legislator, or a court for instance is 
actively involved in blocking illegal content, the stricter the proportionality 
scrutiny will be. For network management that is done by ISPs with relatively 
little State involvement (and consequently less privacy interference by a 
public authority), a larger margin of appreciation is likely to be granted than 
if the State actively mandates the ISP to block traffic.

In short, whether blocking, degrading or prioritising of Internet traffic 
can be considered proportional in terms of art. 8(2) depends greatly on the 
circumstances of the case. Relevant factors are the type of content that is 
‘managed’ and the reason for managing this; the duration and scope of 
network management; the type, granularity, and default settings of network 
management; and the level of State involvement. 

Conclusion

Network neutrality is a complex issue that has kept scholars and policymakers 
busy for around a decade now. Because of the economic premises of European 
telecommunications regulation, network neutrality has predominantly been 
approached by European policymakers in economic terms as well. At the same 
time, the public interest community in Europe rather has actively framed the 
network neutrality debate in terms of fundamental rights such as freedom of 
expression and privacy, and particularly the European Parliament had been 
receptive to this idea. In this article we have discussed the merits of claims that 
departing from ‘neutral’ network management affects the privacy of according 
to art. 8 of the European Convention on Human Rights. The ECHR is a natural 
focal point for such a research endeavour, as this is the central European legal 
document on human rights in Europe, and the Court enforcing the Convention 
has developed a rich jurisprudence on privacy matters. 

In contrast to the sometimes bold claims of public interest position 
papers, we have come to more nuanced findings. First and foremost, we 
argue against broad, catch-all conclusions of how network management 

141 Silver, supra note 136
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violates the right to privacy according to the Convention. Whether or not 
ISPs’ network management violates the right to privacy as enshrined in 
the ECHR mainly depends on the form of network management, and the 
(active) role public authorities play in fostering network management. 
For instance, unless degradation and prioritisation are premised on DPI 
technology, it will be unlikely for these types of network management to be 
considered an interference according to art. 8(1) in the first place. After all, 
applying Copland,142 it is likely that network management that does not go 
beyond its primary use—like degrading and prioritising—will not quality 
for an interference with privacy. Moreover, such network management is 
very unlikely to be sanctioned by public authorities, and in the absence of a 
clear interference it also becomes unlikely that the Court would recognize 
positive obligations here. Blocking of traffic, however, is a different story. 
Both when premised on DPI and on ‘shallow’ packet inspection techniques 
can blocking be considered an interference according to 8(1), as blocking 
may very well go beyond primary network management purposes. This 
leads to a situation in which positive obligations on Member States are more 
probable to be identified by the ECtHR. Furthermore, public authorities are 
more likely to be involved in blocking traffic by ISPs. 

However, we can only draw modest conclusions on whether an 
interference with privacy according to 8(1) due to network management also 
becomes a violation of 8(2) ECHR and thus a violation of the Right to Privacy 
of the Convention. While the “in accordance with the law” and “legitimate 
aim” prongs can fairly easily be dealt with, on the matter of proportionality 
the case law only allows us to conclude that (not) finding a privacy violation 
for interfering network management will be a very case-specific affair. The 
proportionality of privacy-interfering network management depends on 
matters like the kind of traffic that is managed and the reasons for this; the 
duration and scope of network management; its (technical) type and the 
(programmed) granularity of this technique; and the extent to which public 
authorities have been involved. 

Especially this conclusion on proportionality may not seem spectacular, 
however, it is useful in the sense that it tones down sweeping claims on the 
supposed ECHR violations of network management, and offers a road map 
for more precise study on how different forms of network management 
have different effects on privacy. Indeed, this research project only covers 
a small part of the field of European privacy law. We argue for a case-by-
case approach to network neutrality in European privacy law, factoring into 
account the exact and case-specific circumstances of an alleged interference 
with citizens’ privacy. If anything, this Article is a call for further and more 
specific research into assessing network neutrality concerns according to 
European fundamental rights, and European privacy law.

142 Supra note 52.
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Chapter Five

Network Neutrality and Internal Market 
Fragmentation

(2012) 49:5 Common Market Law Review 1647–1674

The debate on network neutrality concerns the ways in which Internet Service Providers 
(ISPs) can manage the traffic on their network, as gatekeepers of information between 
content providers and end-users on the Internet. The European institutions have chosen 
not to regulate network management by ISPs strictly, but rather have them make their 
network management transparent for end-users. Some Member States, however, are in 
the process of regulating network management beyond the transparency approach of the 
European framework, for instance by banning ISPs from blocking or degrading traffic 
on their networks. Such different regulatory approaches towards network management 
across borders lead to regulatory fragmentation that causes inefficiencies and threatens 
the Internal Market. The present research establishes the necessity for the European 
Institutions to counteract this regulatory fragmentation, and re-harmonize network 
management regulation across the EU. The core of this article then investigates whether 
EU law allows for such a re-harmonization effort and analyses two non-exclusive 
approaches to mitigate regulatory fragmentation of network management. First, the 
European Commission could open infringement proceedings against defecting Member 
States and argue that their national regulation encroaches on the independence of 
National Regulatory Authorities (NRAs). Second, the European Institutions could 
initiate harmonizing legislation following the art. 114 TFEU procedure—which will 
likely be upheld when challenged before the European Courts.

Introduction

When the Dutch Parliament passed a network neutrality law in 2011, this 
was celebrated as a victory for the free and open internet in Europe. The 
Netherlands was the first country in the EU to take this bold step.1 The Dutch 
‘net neutrality’ law is based on an amendment by Parliament to the Dutch 
telecommunications code as part of the implementation process of revised 
EU directives. It prohibits Internet Service Providers (ISPs) from blocking or 
degrading traffic of Content and Service Providers (CSPs) such as Facebook or 
Skype on their networks. This initiative had the aim of creating a level playing 
field on the network and safeguarding freedom of expression on the Internet.2

1 Kevin O’brien, ‘Dutch Lawmakers Adopt Net Neutrality Law’, New York Times June 
22, 2011, sec. Technology

2 Jasper P. Sluijs, ‘From Competition to Freedom of Expression: Introducing Art. 10 
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Similar initiatives to curb ‘network management’ by ISPs are being 
discussed by the legislative branches in Belgium, France, and have been 
discussed, unsuccessfully, in Germany. At the same time, other EU Member 
States, such as the United Kingdom, have refrained from codifying network 
neutrality and instead opted to stay close to the hands-off approach towards 
network neutrality issues that the European Institutions have proposed in 
the updated Regulatory Framework for Electronic Communications. This 
leads to a situation in which EU law is implemented in significantly different 
ways across Member States, even though the idea behind regulation of 
telecommunications networks and services on a European level is to 
harmonize this sector and work towards a pan-European market for 
telecommunications. 

The present paper wishes to argue that the regulatory fragmentation 
of network management policy disturbs the European internal market and 
aims to propose remedies for the European Commission to counteract 
this tendency. Broadband Internet is a medium that in essence goes beyond 
national borders, and perhaps comes closest to the cross-border ideal of 
the internal market by connecting firms and citizens across the EU.3 The 
catalysing role of broadband Internet for the Internal Market however is 
undermined by the fragmentation of network management regulation 
across the EU that is currently on-going. This regulatory divergence leads to 
inefficiencies due to greater entry barriers, diminished scale economies and 
negative externalities on both a network and content level. 

It is therefore necessary that network management regulation is in 
relative uniformity throughout the EU, and thus effort should be made 
to achieve effective re-harmonization of network management policy to 
make this happen. This paper investigates whether such re-harmonization 
is possible under EU law, and if so, in what way the European institutions 
should proceed to accomplish the re-harmonization of network management 
regulation on an EU level.

 The argument of this paper will advance as follows. In the next section 
network neutrality will be explained at length, and how this relates to 
developments in telecommunications law on a European level. This will 
lead into an analysis of how Member States’ endeavours to codify network 
neutrality in ways that go beyond the ambit of the Regulatory Framework 
for Electronic Communications relate to European law. There may be a 
need to harmonize network management regulation across the EU more 
strongly, however, it is unclear whether the European institutions are able 
to bring about such harmonization within the European legal framework. 

ECHR in the European Network Neutrality Debate’ Human Rights Law Review 12(3)
[Forthcoming, 2012]

3 Communication from the Commission of 26 August 2010, A Digital Agenda for 
Europe, COM(2010) 245/2 p. 7-14



Network Neutrality and Internal Market Fragmentation

171

This paper analyses two options that the European Commission could take 
into consideration to accomplish re-harmonization of network management 
policy: the Commission could open an infringement action against Member 
States that go beyond the wording of the Regulatory Framework with 
their network management regulation; or initiate separate harmonizing 
legislation with art. 114 TFEU as a legal basis—which allows for action in 
case of divergent legislation across Member States with a detrimental effect 
on the Internal Market.

Network Neutrality in Europe

Network neutrality has beyond doubt been the most hotly debated issue 
in telecommunications and Internet policy of the last decade. The debate 
revolves around the question whether or not fixed or mobile Internet Service 
Providers (ISPs) such as BT, France Telecom and Deutsche Telekom should 
be allowed to play a more active role in managing the traffic on their network 
of online content and service providers (CSPs), such as Google, Facebook 
and Amazon. ISPs function as the platform through which end-users can 
access CSPs and vice versa.4 With the emergence of bandwidth-intensive 
broadband services such as YouTube has come a need to allocate bandwidth 
more efficiently on networks. Moreover, other services have emerged that 
require differential treatment on network to run without delay, such as 
Voice over IP (VoIP) telephony. This would require ISPs to be involved more 
actively in network management, to facilitate functional internet access in 
the age of broadband. At the same time ISPs currently seem keen to avoid 
commoditization of their networks, and explore new ways to increase 
revenue that capitalizes on their crucial role of gate-keeper between content 
and end-user.5 This is especially pertinent in mobile broadband, where free 
communications services such as Skype and Whatsapp arguably cannibalize 
on the telephony and texting revenues of mobile telephony operators. 
ISPs can actively manage their network in a number of ways, for instance 
by prioritizing some traffic over other, degrading certain traffic streams or 
blocking specific forms of traffic altogether.6 Such network management 
techniques can be used for legitimate purposes, for instance fighting spam or 

4 Musacchio, Schwartz & Walrand, “A Two-Sided Market Analysis of Provider 
Investment Incentives with an Application to the Net-Neutrality Issue” 8 Review of 
Network Economics (2009) 22-39

5 Robin S Lee and Tim Wu, ‘Subsidizing Creativity through Network Design: Zero-
Pricing and Net Neutrality’ (2009) 23 Journal of Economic Perspectives 61–76; 
Pierre Larouche, ‘Network Neutrality: The Global Dimension’ [2011] SSRN 
eLibrary, http://ssrn.com/abstract=1909811

6 FCC Report and Order, ‘In the Matter of Preserving the Open Internet and Broadband 
Industry Practices, GN Docket No. 09-191, WC Docket No. 07-52, FCC 10-201’ 
(December 21, 2010) sec. 21–30
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malware and facilitating specialized services like telemedicine and HD video 
streaming, but could also be exploited for nefarious ends. For instance, a 
cable television ISP could be tempted to stream competing online video-on-
demand services on a lower quality, to make its own service more attractive 
for end users. Therefore, the crux of the network neutrality debate is how 
much and what kind of network management should be allowed for ISPs, 
and what effects network management has on innovation and efficiency both 
on the ISP and CSP side.7 It should be emphasized that there is little, if any 
consensus on how ‘neutral’ networks should be, and what kind of network 
management is appropriate—both academically and in policy circles.8

The network neutrality debate originated in the US in the early 2000s.9 
The European debate on network neutrality became prominent around 
2006 during the review procedure of the Regulatory Framework for 
Electronic Communications,10 which has resulted in the latest iteration of 
this ‘telecommunications framework’ that came into effect in 2010.11 The 
European institutions advanced the issue of network neutrality cautiously in 
the Framework, relying on the traditional approach to telecommunications 
regulation that is grounded in competition law.12 In short, the rationale 
behind EU telecommunications law is the progressive retreat of ex ante 
regulation of the sector, so that eventually (and ideally) only competition 
law is applied in telecommunications. The Regulatory Framework revolves 

7 James Speta, ‘A Sensible Next Step on Network Neutrality: The Market Power 
Question’ (2009) 8 Review of Network Economics 113–127

8 T. Wu and C. S Yoo, ‘Keeping the Internet Neutral?: Tim Wu and Christopher Yoo 
Debate’ (2007) 59 Federal Communications Law Journal

9 Mark Lemley and Lawrence Lessig, ‘The End of End-to-End: Preserving the 
Architecture of the Internet in the Broadband Era’ (2000) 48 UCLA L. Rev. 925; 
Tim Wu, ‘Network neutrality, broadband discrimination’ (2003) 2 Journal on 
Telecommunications & High Technology Law 141

10 see, e.g. European Commission, ‘Commission Staff working Document: Impact 
Assessment SEC(2007) 1472’, 2007 90–102

11 Directive 2009/140/EC of the European Parliament and of the Council of 25 
November 2009 amending Directives 2002/21/EC on a common regulatory 
framework for electronic communications networks and services, 2002/19/EC on 
access to, and interconnection of, electronic communications networks and services, 
and 2002/20/EC on the authorisation of electronic communications networks and 
services OJ L. 337/37, 2009; Directive 2009/136/EC of the European Parliament and 
of the Council of 25 November 2009 amending Directive 2002/22/EC on universal 
service and users’ rights relating to electronic communications networks, Directive 
2002/58/EC concerning the processing of personal data and the protection of 
privacy in the electronic communications sector and Regulation (EC) No 2006/2004 
on consumer protection cooperation OJ L. 337/11, 2010

12 European Commission, ‘Communication from the commission to the European 
parliament, the council, the economic and social committee and the committee of 
the regions: The open internet and net neutrality in Europe. COM (2011) 222 final’, 
2011 4
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around the concept of Significant Market Power (SMP)—similar to the 
concept of dominance under competition law13—which allows for ex ante 
intervention. This intervention is supposed to mitigate the SMP, and once a 
SMP market has become competitive again all ex ante regulation should be 
suspended immediately.14 The telecommunications sector, and particularly 
broadband, is an extremely dynamic and fast-changing market, which 
makes regulation a particularly complex endeavour. Given the uncertain 
evolution of future demand, an equally dynamic and unobtrusive regulatory 
mechanism that aims at facilitating market mechanisms thus seems to be the 
correct approach.15

In light of this, the regulation of network neutrality proposed by the 
European institutions has focused on transparent network management for 
end-users. The rationale here is that ISPs by default—and within the margins 
of competition law—are allowed to actively manage CSP traffic, provided 
that they disclose these network management practices to end-users.16 Such 
light-touch regulation is meant to facilitate market mechanisms, relying 
on end-users ‘voting with their feet’ rather than active monitoring of ISP 
network management by public authorities. While actual transparency 
policies in Member States are still in the process of being fleshed out,17 there 
is already some research supporting the potential success of transparency in 
broadband.18 However, in case transparency is deemed not to work after all, 
the Regulatory Framework does allow Member States’ National Regulatory 
Authorities (NRAs) to set “minimum quality-of-service” requirements to 
ISPs “in order to prevent the degradation of service and the hindering or 
slowing down of traffic over networks.”19 Under the present circumstances 
the approach to network management policy of the European Institutions 
makes sense overall. The general uncertainty of future demand for broadband 
does not warrant for blanket ex ante intervention or the prohibition of 
certain forms of network management—besides, the most egregiously anti-
competitive network management practices will be caught by competition 
law already.20

13 Art. 14(2), Framework Directive, cited supra note 11
14 Id., Rec. 5
15 Pietro Crocioni, ‘Leveraging of Market Power in Emerging Markets: A Review of 

Cases, Literature, and a Suggested Framework’ (2008) 4 Journal of Competition Law 
and Economics 449

16 Universal Service Directive 2002/22/EC, cited supra note 11, arts. 21-22
17 BEREC Guidelines on Net Neutrality and Transparency: Best practices and 

recommended approaches, BoR (11)44 [2011]
18 Jasper P. Sluijs, Florian Schuett, and Bastian Henze, ‘Transparency regulation 

in broadband markets: Lessons from experimental research’ (2011) 35 
Telecommunications Policy 592–602

19 Universal Service Directive 2002/22/EC, cited supra note 11, art 22(3)
20 Filomena Chirico, Ilse Van der Haar, and Pierre Larouche, ‘Network Neutrality in the 
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Another cornerstone of the Regulatory Framework is the fostering of 
a stronger European internal market, so that cross-border competition 
of communications services leads to consumer benefits and increased 
innovation in the sector.21 Indeed, the formation of a strong pan-European 
market for telecommunications may be instrumental for building 
and solidifying the Internal Market at large, given the crucial role of 
telecommunications in facilitating international trade. The liberalization 
of European telecommunications markets—and regulatory harmonization 
thereof—from the 1980s onwards by now has been well documented.22 This 
history demonstrates a successful effort spearheaded by the Commission—
and supported by the private sector—to break up national monopolies 
in the telecommunications sector in order for a pan-European market 
for telecommunications to take shape, and turn this into a catalyst for the 
further development of the European Internal Market.23 The Commission 
strategically used its exclusive competence in the field of competition law, 
and thus modelled regulation of telecommunications sector on competition 
law principles. This allowed for a harmonized liberalization process of 
national markets formerly dominated by State-monopolies.24

 However, whether this liberalization effort that culminated in the 
Regulatory Framework has led to the formation of a true internal market 
for telecommunications remains an open-ended question altogether.25 The 
European institutions themselves seem to acknowledge this, emphasizing 
“the continued lack of an internal market for electronic communications 
as the most important aspect needing to be addressed” in the reform of the 
Regulatory Framework, which was mainly due to “regulatory fragmentation 
and inconsistencies between the activities of the national regulatory 
authorities”.26 Similar sentiments can be found in the Commission’s Digital 
Agenda of 2010.27 The latest revision of the Framework was intended 

EU’ [2007] TILEC Discussion Paper DP 2007–030
21 Id., at rec. 2
22 See, e.g. Pierre Larouche, Competition Law and Regulation in European 

Telecommunications (Hart Publishing 2000), chapter 2.
23 Wayne Sandholtz, ‘The Emergence of a Supranational Telecommunications 

Regime’ in Wayne Sandholtz and Alec Stone Sweet (eds), European Integration 
and Supranational Governance (Oxford University Press 1998); Josef Esser and 
Ronald Noppe, ‘Private muddling through as a political programme? The role of the 
European commission in the telecommunications sector in the 1980s’ (1996) 19 
West European Politics 547-562

24 Susanne K. Schmidt, ‘Commission activism: subsuming telecommunications and 
electricity under European competition law’ (1998) 5 Journal of European Public 
Policy 169-184

25 Jacques Pelkmans and Andrea Renda, ‘Single eComms Market? No Such Thing...’ 
[2011] Communications & Strategies 21-42

26 Framework Directive 2002/21/EC, cited supra note 11, rec. 2
27 Communication from the Commission, cited supra note 3, sec. 2.1:
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to “complete” the European internal market for telecommunications by 
further harmonizing the sector,28 and the Framework’s approach to network 
neutrality and transparency in broadband is a part of this strategy.

Internal Market Fragmentation

However, it seems that on the topic of network management the harmonizing 
efforts of the Commission have not had the intended effect. Instead, as 
the implementation process of the updated Regulatory Framework for 
Electronic Communications into National law develops,29 a significant 
divergence of policy approaches towards network management by ISPs can 
be seen across Member States. For instance, despite efforts of the Dutch 
government to pursue a strict implementation of the amended Regulatory 
Framework into the Dutch Telecommunications Code,30 parliament enacted 
a ‘network neutrality’ law that under limited exceptions bans all blocking and 
degrading of traffic bans all blocking and degrading of traffic by ISPs:

Providers of public electronic communications networks on 
which internet access services are offered and providers of 
internet access services shall not degrade or slow down services 
or applications on the Internet, unless the degradation or 
slowing down of services or applications is necessary:
- for mitigating congestion on the network, with equivalent 
traffic being treated equally;
- for ensuring the integrity and reliability of the network and 
services of the provider concerned or the terminal equipment 
of end- users;31

A parliamentary amendment of a remarkably analogous wording has 
been introduced in Belgium as well.32 Meanwhile, a French parliament 

 The internet is borderless, but online markets, both globally and in the 
EU, are still separated by multiple barriers affecting not only access to 
pan-European telecom services but also to what should be global internet 
services and content. This is untenable. … The single market therefore 
needs a fundamental update to bring it into the internet era.

28 Framework Directive 2002/21/EC, cited supra note 11, rec. 3
29 For a current status of which countries have (not) transposed the new directives into 

national law, see Commission “Digital Agenda: Commission presses 16 Member 
States to implement new EU telecoms rules” Press Release P/11/1429, (24/11/2011)

30 Kamerstukken II 2010/11, 32 549, nr. 3, p. 38 (MvT).
31 Amendment of Verhoeven, MP et al. to arts. 7.4a(1); 7.4a(1)(a); 7.4a(1)(b) of the 

Dutch Telecommunications Code of 1998, kst-32549-29 (June 14, 2011) [author’s 
translation]

32 Doc 53 1467/003 Chambre des représentants de Belgique, proposition de loi 
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subcommittee has proposed to codify network neutrality and non-
discriminatory network management into the French Telecommunications 
Code, acknowledging the necessity of certain types of network management 
while proposing to ban traffic blocking as much as possible.33 Similar 
initiatives in the German parliament have not been successful,34 so that the 
amended German Telecommunications Code now follows the European 
Directives closely by focusing on transparency in network management.35 
The British implementation of the new Regulatory Framework also keeps 
in line with the scope and intent of the original EU Directives, which was in 
line with the UK Government’s original implementation plans and has been 
enacted without much controversy.36

This brief overview illustrates how Member States currently tend to go 
in different directions when it comes to network management policies. It is 
striking that those Member States that have gone, could go, or would have 
gone further than what the Regulatory Framework suggests vis-à-vis network 
management, have done so under pressure of their parliaments—perhaps 
testifying to the popular appeal of network neutrality principles.37 These 
recent events have led to a situation in which network management policies 
across the EU seem to fragment: some countries—such as Germany and the 
UK—keep to the Brussels-proposed transparency regulation. Others—such 
as the Netherlands and Belgium—are intent to go a lot further than what 
the European institutions may be comfortable with by introducing ex ante 
regulation that goes above and beyond the originally proposed transparency 
requirements. Again other Member States may end up somewhere in 
between these two extremes, like France. 

It seems, therefore, that notwithstanding the Commission’s effort to 
further harmonize regulation in order to “complete” the internal market for 
telecommunications, rather the opposite takes place in one of the hot-button 
policy issues in the field. Moreover, this situation points out an institutional 

modifiant la loi du 13 juin 2005 relative aux communications électroniques en vue de 
garantir la neutralité des réseaux internet (July 12, 2011)

33 National Assembly, ‘Report of the fact-finding mission on Net and Network 
Neutrality’ (Committee of Economic Affairs 2011) 59–76

34 Amendment by the Green Party to art. 1 of the German Telekommunikationsgesetz, 
Drucksache 17/7526 (2011)

35 Gesetzesbeschluss des Deutschen Bundestages, Gesetz zur Änderung 
telekommunikationsrechtlicher Regelungen, Drucksache 685/11 (2011)

36 Department for Business, Innovation and Skills, Implementing the Revised EU 
Electronic Communications Framework: Overall approach and consultation on 
specific issues (2010) http://bis.gov.uk/assets/biscore/business-sectors/docs/i/10-
1132-implementing-revised-electronic-communications-framework-consultation.pdf

37 In the Netherlands, for instance, news reports on the non-neutral network management 
of mobile broadband prompted a public backlash, which then alerted parliament and 
led to the aforementioned amendment to the Dutch telecommunications code, supra 
note 31.
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problem as well—the Regulatory Framework depends on NRAs for 
the practical implementation of its provisions, and it has procedures in 
place to coordinate NRAs that defect from the Framework’s principles.38 
However, this divergence between Member States’ regulatory approach 
to network management is due to legislative branches, and the Framework 
has not anticipated on legislatures becoming involved with the practical 
implementation of the Framework beyond facilitating its transposition into 
National laws. 

This situation of fragmented regulatory approaches towards network 
management begs a number of questions. The first and most fundamental 
question is whether a tendency towards divergent network management 
policies across the EU is good or bad development in the first place, and thus 
whether it is appropriate for the EU institutions to correct these fragmenting 
tendencies by re-harmonizing network management regulation. In case such 
corrective measures are deemed appropriate, a logical second question would 
be whether it is possible for the European institutions to accomplish this 
goal within the confines of European law. This then prompts the questions 
of—thirdly—what kind of coordinated policy approach the Member 
States should harmonize towards. These questions will be addressed in the 
remainder of this article.

On the need for harmonization

Up until now the need for harmonization of the sector has been regarded 
as a given, if only because of the constant emphasis the Commission has 
put on the benefit of a harmonized Internal market for telecommunications. 
This, however, is one way of approaching the matter. After all, stronger 
harmonization across the EU of telecommunications regulation could also 
be regarded as not unequivocally being a good thing. A significant literature 
exists on the pros and cons of so-called ‘regulatory competition’ on a 
supra-national level between governments,39 which suggests that in some 

38 Framework Directive 2002/21/EC, cited supra note 11, art. 7
39 Ben Depoorter and Francesco Parisi, ‘Modernization of European Antitrust 

Enforcement: The Economics of Regulatory Competition’ (2004) 13 George 
Mason Law Review 309; Francesco Parisi, Norbert Schulz, and Jonathan Klick, 
‘Two dimensions of regulatory competition’ (2006) 26 International Review of Law 
and Economics 56–66; A. Ogus, ‘Competition between national legal systems: a 
contribution of economic analysis to comparative law’ (1999) 48 The International 
and Comparative Law Quarterly 405–418; Jeanne-Mey Sun and Jacques Pelkmans, 
‘Regulatory Competition in the Single Market’ (1995) 33 JCMS: Journal of 
Common Market Studies 67–89; A. O. Sykes, ‘Regulatory competition or regulatory 
harmonization? A silly question?’ (2000) 3 Journal of International Economic Law 
257–264; Daniel C Esty, ‘Regulatory Competition in Focus’ (2000) 3 Journal of 
International Ecomomic Law 215
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situations differences between regulatory regimes can increase efficiency 
by allowing firms to pick a regulatory regime that best suits their business. 
Moreover, some form of regulatory fragmentation is inherent to the nature 
of Directives as regulatory instruments, and may be even be advantageous 
given the general uncertainty of broadband as an emerging market.40 Also, 
the telecommunications market is rather broad, and concerns a plethora of 
submarkets—such as fixed and mobile telephony, international roaming, 
radio spectrum and broadband Internet. It seems entirely reasonable to 
assume that increased harmonization of some of these markets is more 
appropriate than others,41 and the question is therefore where broadband 
fits in. A useful criterion for the appropriateness of harmonization in the 
telecommunications sector has been proposed by Defraigne and De Streel, 
arguing that EU intervention over national intervention should focus only 
on those areas with the highest benefits in terms of scale economies and 
cross-country externalities, and that the costs of regulatory experimentation 
should be minimized as much as possible.42

Furthermore, the literature on regulatory competition suggests a number 
of additional relevant determinants when assessing the efficiency of (non)
harmonized regulatory regimes, namely the existence of negative regulatory 
externalities; transaction costs to regulatory experimentation; and what in the 
literature is called a ‘race to the bottom’ of regulation across countries.43 The 
negative externalities of regulatory experimentation have been highlighted 
in environmental regulation particularly, where for instance lax emission 
standards in one country can cause pollution in neighbouring countries.44 
Transaction costs can arise when regulatory standards differ between 
countries, simply because “different requirements applicable to certain 

40 Pierre Larouche and Maartje De Visser, ‘The Triangular Relationship between the 
Commission, NRAs and National Courts Revisited’ (2006) 64 Telecommunications 
and Strategies 125, 132

41 Philippe Defraigne and Alexandre DeStreel, ‘Where Should the European Union 
Intervene to Foster the Internal Market for eComms?’ (2011) Communications & 
Strategies 63-84

42 Id., at 81
43 See, e.g. Damien Geradin, ‘Competition between Rules and Rules of Competition: 

A Legal and Economic Analysis of the Proposed Modernization of the Enforcement 
of EC Competition Law’ (2002) 9 Columbia Journal of European Law 1, 21–27; 
Pierre Larouche and Filomena Chirico, ‘Conceptual Divergence, Functionalism and 
the Economics of Convergence’ in Sacha Prechal and Bert van Roermund (eds), The 
Coherence of EU Law: The Search for Unity in Divergent Concepts (Oxford University 
Press 2008)

44 Richard B Stewart, ‘Environmental Regulation and International Competitiveness’ 
(1992) 102 Yale Law Journal 2039; Peter P Swire, ‘The Race to Laxity and the 
Race to Undesirability: Explaining Failures in Competition among Jurisdictions in 
Environmental Law’ (1996) 14 Yale Law & Policy Review 67
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practices can impose costs on companies.”45 A race to the bottom concerns 
a possible outcome of regulatory competition, where regulators enter into a 
downward spiral trying to ‘out-deregulate’ each other resulting in sub-optimal 
levels of regulation overall. How do these determinants for the success of 
regulatory experimentation relate to network management policies? 

The economies of scale that a more harmonized regulatory approach 
towards network management can afford seem self-evident: after all, a 
patchwork of network management laws across Member States makes 
conducting business a lot more complex for ISPs and content providers alike, 
and diverging regulation thus could raise entry barriers to other National 
markets significantly. Absent a uniform approach towards network 
management across the EU—regardless of what kind of regulatory 
approach—ISPs have to incur the costs of complying with divergent 
regulation across countries. One uniform network management policy across 
the EU allows for a more streamlined and coordinated business practice for 
ISPs. When regulatory conditions are the same in different countries, the 
operation of an ISP in one country can be applied to others more efficiently. 
As for content providers, under harmonized network management regulation 
they reap the benefits of economies of scale by being able to offer the same 
service, with the same reliability, across National borders. For instance, in 
its comments on a European Commission consultation Skype signalled that 
operators in some EU countries operators imposed restrictions on VoIP 
traffic, but not to the same extent.46

Moreover, especially on the content provider level negative externalities 
of regulatory competition seem a real threat. For instance, lenient network 
management regulation of ISPs in one country can affect the QoS of certain 
services used for cross-country communication in countries with stricter 
network management regulation as well. This imposes a cost on CSPs and 
its end-users abroad, which, however, will likely not be internalized by end-
users in the country with lenient network management regulation. Overall, 
regulatory divergence also raises transaction costs for content providers, 
as they have to deal with different quality of service levels from the ISPs on 
which they depend to transmit content. This is particularly problematic for 
content providers who wish to guarantee a uniform and ubiquitous quality 
of service, such as cloud computing providers.47 However, it seems that a 
race to the bottom in network management regulation is not an apparent 
problem. Rather the opposite seems to be taking place, where member 

45 Geradin, cited supra note 43, at 23
46 Skype comments on the European Commission consultation on the Open Internet 

and Net Neutrality [2010] http://ec.europa.eu/information_society/policy/ecomm/
doc/library/public_consult/net_neutrality/comments/07internet_application_
content_providers/skype.pdf

47 cf. Jasper P. Sluijs, Pierre Larouche, and Wolf Sauter, ‘Cloud Computing in the EU 
Policy Sphere’ [2011] SSRN eLibrary, 9–13
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states incentivize each other to implement stricter network management 
regulation than proposed originally by the European Commission. 

Overall, therefore, it seems that harmonization of network management 
regulation for broadband markets as the EU institutions have originally 
intended is more efficient than allowing for regulatory experimentation 
in this field. This sentiment was echoed by a recent resolution of the 
European Parliament, urging the Commission, Member States and The 
Body of European Regulators of Electronic Communications (BEREC) 
“to ensure consistency in the approach to net neutrality and effective 
implementation of the EU ‘Telecoms’ regulatory framework.”48 Of these 
institutions, the European Commission seems best qualified to spearhead 
harmonizing efforts in network management, given its traditional role of 
“policy entrepreneur” within the EU institutional framework.49 However, 
it is altogether unclear whether the EU legal framework would allow the 
Commission to bring about this re-harmonization of divergent network 
management policies across the EU. The next section will address this issue.

On the feasibility of harmonization

The most crucial question of this research is whether it is even possible 
for the Commission to re-harmonize network management in the first 
place—in other words: does the European legal framework allow for this 
re-harmonization effort? There are a number of potential ways to go about 
re-harmonizing network management policies across the EU from within 
the Regulatory Framework for Electronic Communication itself. The 
Commission could for instance harmonize Member States’ policies through 
standardization procedures50 or by means of its advisory role in issuing 
harmonizing recommendations.51 The Commission could also initiate an 
overhaul of the Regulatory Framework for Electronic Communications that 
would feature more centralized regulation in terms of network management, 

48 European Parliament resolution on the open internet and net neutrality in Europe 
[2011] B7-0572/2011, at §8

49 Alisdair Young, ‘The Politics of Regulation and the Internal Market’ in Knud Erik 
Jørgensen and others (eds), Handbook of European Union politics (SAGE 2006) 381–382

50 Commission, Communication from the commission to the european parliament and 
the council on the role of European standardisation in the framework of European 
policies and legislation [2004] COM(2004) 674 final, p. 5; see also Damien Geradin, 
‘Standardization and Technological Innovation: Some Reflections on Ex-Ante 
Licensing, FRAND, and the Proper Means to Reward Innovators’ [2006] http://
papers.ssrn.com/sol3/papers.cfm?abstract_id=909011

51 See, e.g. Commission Recommendation 2010/572/EU of 20 September 2010 
on regulated access to Next Generation Access Networks, OJ.L 251/35 [2010]; 
Commission Recommendation 2009/396/EC of 7 May 2009 on the Regulatory 
Treatment of Fixed and Mobile Termination Rates in the EU, OJ.L 124/67 [2009]
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or amend the list of markets susceptible to ex ante regulation to harmonize 
broadband Internet more.52

These four approaches all seem unlikely to be successful, for a variety of 
reasons. What binds these reasons however, is the reliance of the Regulatory 
Framework on NRAs. The Commission can make sure that NRAs are kept 
in check by the above-mentioned measures, but NRAs are not causing the 
regulatory fragmentation at issue—rather, this fragmentation has been 
spearheaded by national parliaments. The Framework stands idle to deal 
with this intervention of legislative branches, because of institutional 
constraints. Even though, for instance, a harmonizing Commission 
recommendation would be an appropriate way to streamline analogous 
interpretation of a common policy approach towards network management, 
the Framework prescribes this recommendation would have to be focused 
on NRAs and would therefore fall on deaf ears with the National parliaments 
that have signalled to be willing to regulate beyond transparency of network 
management, such as the Netherlands, Belgium and France. The remainder 
of this section, therefore, will explore the feasibility of re-harmonizing 
network management regulation from outside the confines of the Regulatory 
Framework per se, by drawing on more general principles of EU law.

Harmonization through infringement proceedings
Would it be possible to consider regulation of network management beyond 
the strict wording of the Regulatory Framework to be a breach of EU law? 
Answering this question first of all boils down to determining whether 
the network management provisions of the Regulatory Framework for 
Electronic Communications can be considered as maximum or minimum 
harmonization. In case of the latter, Member States such as the Netherlands 
and Belgium that choose to regulate network management beyond the 
Framework would be allowed to do so, while in the former case those 
same Member States may be in breach of EU law. The distinction between 
maximum and minimum harmonization has often been described in terms 
of floors and ceilings:53 in case of minimum harmonization there is a lot of 
room for interpretation between floor—secondary EU legislation—and 
ceiling—the treaties, while maximum harmonization is both floor and 
ceiling combined—and thus leaves little room for Member States’ own 
interpretation of secondary EU legislation. 
 As it will turn out, the question whether network management falls under 

52 Commission Recommendation 2007/879/EC of 17 December 2007, on relevant 
product and service markets within the electronic communications sector susceptible 
to ex ante regulation in accordance with Directive 2002/21/EC of the European 
Parliament and of the Council on a common regulatory framework for electronic 
communications networks and services, OJ.L 344/65 [2007]

53 See, e.g. Francesco de Cecco, ‘Room To Move? Minimum Harmonization and 
Fundamental Rights’ (2006) Common Market Law Review 43: 9–30
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minimum or maximum harmonization as part of the Regulatory Framework 
depends in part on whether or not network management regulation can be 
considered consumer protection regulation. Up until this point in the present 
research the Regulatory Framework has mainly been interpreted from an 
internal market perspective. However, the network management provisions 
of the Universal Service Directive fall under the chapter ‘End-User Interests 
and Rights’—which seems to suggests that more is at stake than only internal 
market interests. 
 Consumer protection is a field of European law that typically concerns 
minimum harmonization,54 although this has recently come under debate 
again because of the new directive on consumer rights.55 Consumer 
protection is premised more on socio-cultural values than economic (Internal 
Market) concerns, which traditionally allows for more divergence between 
Member States’ policy approaches in this field.56 Thus, at first sight such 
minimum harmonization seems to run contrary to the goal of realizing the 
internal market—after all, Member States are given leeway to derogate from 
secondary EU legislation, which leads to less legal uniformity across the EU. 
However, minimum harmonization can serve a purpose in catalysing further 
European integration by providing balance on two axes: horizontally by 
balancing economic concerns and socio-cultural concerns; and vertically by 
allowing for more streamlined implementation of EU law and enlargement 
of the EU.57 A similar balance is struck between internal market purposes 
and consumer protection provisions of the Regulatory Framework.
 There is a significant body of case law on the supposed full or 
minimal harmonizing status of the Regulatory Framework for Electronic 
Communications. While the Court has acknowledged that the Regulatory 
Framework is a strongly harmonizing set of directives,58 the supposedly full 
harmonization of the Framework does not include those aspects of it that 
concern consumer protection.59

54 Michael Dougan, ‘Minimum Harmonization and the Internal Market’ (2005) 
Common Market Law Review 37: 835-885. For the standard textbook on EU 
consumer protection law and its harmonizing status, see Stephen Weatherill, EU 
Consumer Law And Policy (Edward Elgar Publishing 2005)

55 See, e.g. Jan Smits, ‘Full Harmonization of Consumer Law? A Critique of the Draft 
Directive on Consumer Rights’ (2006) European Review of Private Law, 5-14. For 
the directive, see Directive 2011/83/EU of the European Parliament and of the 
Councilof 25 October 2011on consumer rights, amending Council Directive 93/13/
EEC and Directive 1999/44/EC of the European Parliament and of the Council and 
repealing Council Directive 85/577/EEC and Directive 97/7/EC of the European 
Parliament and of the Council, OJ.L 304/64 (2011)

56 Michael Dougan, National Remedies Before The Court Of Justice: Issues Of 
Harmonisation And Differentiation (Hart Publishing 2004), 211-226

57 Dougan, supra note 54, 857-863
58 Case C-543/09 Deutsche Telekom v Germany [2009] ECR NYR, sec. 40
59 Case C-522/08 Telekomunikacja Polska SA w Warszawie v Prezes Urzidu Komunikacji 
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Although, in carrying out their tasks, the NRAs are, in 
accordance with Article 8(4)(b) of the Framework Directive, 
required to promote the interests of citizens of the Union by 
ensuring a high level of protection for consumers, the fact 
remains that the Framework Directive and the Universal 
Service Directive do not provide for full harmonisation of 
consumer-protection aspects.60

The Court has motivated this by pointing back to the Universal Service 
Directive, which indeed states that “[t]he provisions of this Directive 
concerning end-users’ rights shall apply without prejudice to Community 
rules on consumer protection … and national rules in conformity with 
Community law.”61 This seems to have significant implications for the 
harmonizing force of the network management provisions of the Framework, 
as these are part of the Universal Service Directive’s section on citizen rights 
and consumer protection. This would imply that—within the confines 
of EU law—Member States do have a significant margin of appreciation 
when implementing the network management aspects of the Framework 
into National law, and have the leeway to go further than the transparency 
requirements that the Universal Service Directive prescribes. 
 However, it could be argued compellingly that the transparency 
policy towards network management is also premised on internal market 
motivations. As has been demonstrated above, transparency could be 
interpreted to go beyond mere protection of end-users, and should also be 
of benefit to ISPs and particularly CSPs. When the quality-of-service of ISPs 
and the network management they perform becomes more transparent, this 
allows CSPs to function more efficiently across networks and countries. 
This was affirmed by BEREC, stating that 

As well as transparency for consumers, the transparency 
towards content/application providers should also be 
considered. Several among these stakeholders have expressed 
concerns regarding the frequent opacity of management 
techniques applied by operators, and more generally it seems 
desirable to promote a better coordination between the various 
parts of the Internet chain, to support effective development 
and management of services.62

Elektronicznej [2008] ECR sec. 29; Deutsche Telekom v Germany, id., sec. 41
60 Telekomunikacja Polska, id, sec. 29
61 Universal Service Directive, cited supra note 11, art. 1(4)
62 BEREC Response to the European Commission’s consultation on the open Internet 

and net neutrality in Europe, BoR (10) 42 (September 2010), p. 17
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Thus, transparency of network management need not be interpreted 
as a consumer protection issue exclusively. When transparency can be 
approached beyond consumer protection interpretation exclusively—i.e. 
from an internal market dimension, this puts the apparent weak case for full 
harmonization of transparency regulation into question again. The strong 
and explicit grounding of transparency in consumer protection terms, 
however, may lead the CoJ to conclude that indeed stronger harmonization 
of network management regulation goes unsupported by the wording of the 
Universal Service Directive. This could make an infringement proceeding 
by the Commission for incorrectly implementing the Framework vis-à-vis 
network management fall flat.

However, there is an alternative approach for the Commission to take, not 
focusing on the incorrect implementation, but rather on the independence 
of NRAs. Under this rationale the initiatives of legislative branches in for 
instance the Netherlands, Belgium and France to codify network neutrality 
principles that go beyond the scope of the Regulatory Framework would 
encroach upon the independence of the NRAs in these countries. The CoJ 
has been receptive to this reasoning.63

 The situation of activist legislative branches on network management 
issues affecting the independence of NRAs is similar to the circumstances in 
the Regulatory Holidays case before the CoJ, where the German parliament 
stepped in to exempt by law from regulation some of incumbent operator 
Deutsche Telekom’s broadband networks.64 The Court endorsed the task of 
NRAs to identify markets susceptible for ex ante regulation on a case by case 
basis,65 following the market definition guidelines set by the Commission.66 
The blanket ex ante way in which the Bundestag had exempted parts of 
Deutsche Telekom’s network from regulation, according to the Court 
negatively affected the German NRA’s “wide powers” under the Framework, 
“preventing it from adopting regulatory measures appropriate to each 
particular case.”67 Furthermore, as the Court pointed out, “the Framework 
Directive confers on the NRA, and not on the national legislature, the task of 
determining the need for regulation of the markets.”68

 How fundamental the independence of NRAs is within the Framework 
had been pointed out before by Advocate-General Maduro, who argued 
that the particular and factual circumstances in which legislative branches 
encroach on NRA powers are effectively immaterial, underscoring the broad 
application of the independence of NRAs:

63 Telekomunikacja Polska, cited supra note 59, sec. 27-28; Deutsche Telekom v Germany, 
cited supra note 58, sec. 43

64 Case C-424/07 European Commission v Germany [2009] ECR, nyr
65 Id., par. 56-60
66 Supra section 3.3
67 Regulatory Holidays, cited supra note 64, par. 78
68 Id., par. 74
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I must stress that the answer is independent of the particular 
objective pursued. It may turn out that Germany is correct, 
and special attention needs to given, as regards new markets, 
to incentives to infrastructure and innovation. However, 
assigning such balancing to the national legislature has different 
consequences from assigning it to the NRAs. NRAs have 
been set up and given particular powers by the Community 
regulatory framework for a reason: they are expected to be 
insulated from certain interests and to reach their decisions 
governed only by the criteria established in that framework.69

Indeed, the “balancing of regulatory objectives” of the Framework lies with 
NRAs exclusively, and within this institutional arrangement the main task 
of the legislative branch is simply to make sure that the NRA can execute this 
balancing act independently.70 Moreover, regulatory authorities by default are 
better equipped to balance regulatory objectives on a case-by-case basis, which 
is a superior approach to any blanket ex ante measures of the legislative branch.71

 In a related preliminary ruling for the Belgian Constitutional Court, 
the CoJ further explored the ambit of legislatures taking on the role of a 
telecommunications regulator. In Base the Belgian Federal Parliament had 
taken the liberty of designating a universal service provider, which according 
to the claimant, telecommunications provider Base, should have been 
done by the Belgian NRA instead. In its opinion the CoJ remarks that the 
Regulatory Framework does not “[designate] to which of their bodies the 
Member States must entrust the regulatory tasks assigned to that authority,” 
so that in principle nothing keeps the legislative branch from acting as an 
NRA in certain occasions.72 The Court adds to this, almost ironically, that the 
Belgian Parliament must in that case meet “the requirements of competence, 
independence, impartiality and transparency” of the Regulatory Framework, 
and must make sure that “its decisions in the exercise of that function can be 
made the object of an effective appeal to a body independent of the parties 
involved.”73 It seems highly unlikely, and moreover highly inefficient, for 
national parliaments to meet these requirements. 
 All this makes the precedent set by the Regulatory Holidays and Base 
cases significant, especially in relation to network management. Even 
though the Framework does not involve full harmonization of network 
management policy, and legislative branches have some leeway to take on 

69 Regulatory Holidays, AG opinion, par. 63.
70 Id., par. 64-65
71 Id., par. 66
72 Case C-389/08, Base and Ministerraad v Belgacom [2010], nyr. par. 23. See also AG 

opinion (Cruz Villalón), par. 45-46
73 Id., par. 30



Network Neutrality and European Law

186

tasks normally designated for an NRA, when Member States’ parliaments 
step in to regulate network management by ISPs they bypass NRAs. This 
will likely be in violation of the independence that NRAs enjoy under the 
Regulatory Framework, which makes the legislative branch’s action an 
infringement of EU law. As pointed out by AG Cruz in Base, the exact 
wording of directive provisions should clarify the specific role of NRAs and 
the ambit of legislatures.74 Indeed, the Universal Service Directive states 
that “Member States shall ensure that national regulatory authorities are 
able to set minimum quality of service requirements,” for ISPs75 which 
implies no role for legislative branches in this matter. When analyzing the 
most explicit national initiative that regulates network management beyond 
what is prescribed in the Universal Service Directive—initiated in the 
Netherlands—it shows that no reference at all is made to the role of NRAs. 
By means of a parliamentary amendment it is simply stated that ISPs “shall 
not degrade” traffic on their networks bar certain exceptions76—regardless 
of the Dutch NRA’s position in this.

Again, it will be irrelevant here whether the introduced regulation of 
network management by Parliament for instance rightly or wrongly bans 
blocking or degrading of traffic by ISPs—such as in the Netherlands. It is 
simply not up to a (political) legislative branch to regulate this issue, but 
rather to an NRA that is independent by law. Moreover, legislative action as 
proposed in Belgium, France and the Netherlands is executed on a broad ex 
ante basis, and the Court seems to favour clearly the more flexible case-by-
case adjudication of NRAs.

The above suggests that the Commission could successfully open an 
infringement procedure against defecting Member States who regulate 
network management beyond the ambit of the Framework. Such regulation 
hampers the independence of NRAs, and allegedly constitutes an incorrect 
implementation of the Regulatory Framework and thus a breach of art. 4(3) 
TEU (“sincere cooperation”).

Harmonization through art. 114 TFEU
Alternatively, the Commission could attempt to harmonize network 
management policy across the EU through the art. 114 TFEU procedure. 
This Treaty article allows the EU institutions to “adopt the measures 
for the approximation of the provisions laid down by law, regulation or 
administrative action in Member States which have as their object the 
establishment and functioning of the internal market.” The article is 

74 This depends on express references to NRAs, in directive articles, or a broader 
reference to “Member States” that should ensure a given something. See Base, AG 
opinion cited supra note 72, par. 48-49

75 Universal Service Directive, as amended, cited supra note 13, art. 22(3)
76 Amendment of Verhoeven MP et al, cited supra note 31.
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premised on the authority of the quintessential Internal Market article 
of the Treaties, art. 26 TFEU (“The Union shall adopt measures with the 
aim of establishing or ensuring the functioning of the internal market, in 
accordance with the relevant provisions of the Treaties.”) In practice, art. 
114 TFEU amounts to a harmonizing competence for the EU institutions 
when they find that National legislation in a certain field diverges to such an 
extent that it jeopardizes a (part of) the Internal Market. 

This Treaty article thus allows the EU institutions, including the 
Commission, to introduce secondary legislation that would streamline 
network management policies across the Internal Market, after having 
found that the different policy approaches that Member States take 
towards network management form an impediment for the functioning 
of the Internal Market. In telecommunications the art. 114 procedure 
is not uncommon—in fact, the entire Regulatory Framework has been 
instantiated with this Treaty article as a legal basis.77 This section 
however analyses the option for the European institutions to implement 
altogether new legislation that focuses explicitly on harmonizing network 
management regulation across the EU—similarly to for instance the 
Roaming Regulation.78 This new regulation or directive would then be 
implemented to coordinate diverging network neutrality regulation across 
EU Member States, to counter the alleged negative effects on the Internal 
Market of the regulatory divergence. 

Perhaps because of the relatively far-reaching powers that art. 114 affords, 
its boundaries have been limited somewhat through case-law. The most 
significant case setting the limits of art. 114 TFEU is Tobacco Advertising 
I, in which the German government sought annulment of an EU directive 
banning tobacco advertising that was enacted with 114 TFEU (then art. 100 
EC) as a legal basis. Germany challenged this legal basis before the Court. 
The landmark status of this case is due to the fact that the CoJ was rather 
critical of the Parliament’s and Council’s harmonizing efforts for internal 
market purposes, arguing that 

[t]o construe [art. 114 TFEU] as meaning that it vests in the 
Community legislature a general power to regulate the internal 
market would not only be contrary to the express wording of 
the provisions cited above but would also be incompatible with 
the principle embodied in [art. 3(6) TEU] that the powers of the 
Community are limited to those specifically conferred on it.79

77 After all, the preamble of all Directives of the Regulatory Framework read “Having 
regard to the Treaty establishing the European Community, and in particular [then] 
Article 95 thereof” (italics added)

78 Cited infra at 92
79 Case C-376/98, Germany v. Parliament and Council (Tobacco Advertising I), [2000] 

ECR I-8419, par. 83
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Continuing its argument, the Court established that the mere existence 
of disparities between regulatory approaches to a certain phenomenon—
in this case tobacco advertising—is not enough to justify harmonization 
premised on 114 TFEU.80 Rather, an actual and demonstrable obstacle to 
internal market trade must be established, which the harmonizing measure 
should mitigate in a targeted way.81 The CoJ stated that besides the required 
obstacle to internal market trade, fragmentation of national regulatory 
approaches alternatively could also lead to distortions of competition in 
order for an art. 114 approach to be acceptable, stating that “[in] the absence 
of such a requirement, the powers of the Community legislature would be 
practically unlimited.”82

In spite of the Court’s strong wording in Tobacco Advertising I, the 
reasoning of this case has not led to precedent in subsequent case law. Rather, 
the art. 114 case law post-Tobacco Advertising I has shown a loosening of 
its principles, most prominently in the follow-up case Tobacco Advertising 
II. Here Germany again challenged the new EU directive banning tobacco 
advertising—now complying with Tobacco Advertising I’s conditions—under 
otherwise similar factual circumstances. Six years after the first Tobacco 
Advertising case, surprisingly, the Court broadened the EU institutions’ 
measure of approximation, expanding the need for harmonizing measures in 
case of both past and (likely) future divergences of national laws.83 The CoJ 
moreover emphasized that harmonizing measures can go beyond only fixing 
the original internal market obstacle or distortion of competition, and can 
thus be applied more broadly.84 Thus, the discretion of the EU institutions to 
enact harmonizing measures with art. 114 TFEU as a legal basis for that is 
still relatively wide. 

In telecommunications the Court has stressed that additional harmonizing 
regulation through 114 TFEU must be “closely linked” to the objectives of 
the Regulatory Framework for Electronic Communications,85 which does 
not preclude the EU institutions from applying “a discretion, depending 
on the general context and the specific circumstances of the matter to be 
harmonised, as regards the method of approximation most appropriate for 
achieving the desired result, in particular in fields with complex technical 
features.”86 Following this rationale, the Court seems to hold that because 
telecommunications are “complex and developing rapidly” it becomes 

80 Id., par. 84
81 Id., par. 85
82 Id., par. 107
83 Case C-380/03, Germany v. Parliament and Council (Tobacco Advertising II), 

[2006] ECR I-11573, par. 41-45
84 Id., par. 80
85 Case C-217/04, UK v European Parliament and Council, [2006] ECR I-3789, par. 

47
86 Id., par. 43
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“foreseeable that the transposition and application of the Framework 
Directive and the specific directives would lead to differences as between 
the Member States.”87 The Court is very aware of the detrimental effect this 
situation can have on the internal market, arguing that 

as a result of the technical complexity of networks and 
information systems, the variety of products and services 
that are interconnected, and ‘the huge number of private and 
public actors that bear their own responsibility’, the smooth 
functioning of the internal market risks being undermined by 
a heterogeneous application of the technical requirements laid 
down in the Framework Directive and the specific directives.88

It seems therefore that the CoJ grants the EU institutions a greater 
measure of approximation in harmonizing divergent national legislation 
in telecommunications, because of its complexity and dynamic nature. 
In subsequent case law the Court confirmed that legislative divergence 
of telecommunications policy in Member States premised on technical 
disparities has a significant effect on firms wishing to operate on the internal 
market throughout the EU, leading to additional and unnecessary investment 
and development costs.89 In fact, the Court deems the Internet the “cross-
border medium par excellence,”90 which implies that the Court is generally 
supportive of art. 114 harmonizing measures that allow the Internet to truly 
become an internal market catalyst. 

Consequently, the European Commission would have significant 
momentum when working with the other EU institutions to implement 
EU legislation premised on art. 114 TFEU that would harmonize the 
different ways in which individual Member States have regulated network 
management. The case law analysed above seems to support the argument that 
a diversity of network management policies across the EU has a detrimental 
effect on not only telecommunications markets, but also the internal market 
at large—recall that traditionally the former has been regarded a decisive 
factor for the latter. However, the supposed momentum of the Commission 
is premised on the cooperation of the other EU institutions, which is by no 
means a given. After all, procedurally the Council and Parliament formally 
enact the harmonizing legislation in an art. 114 procedure, which the 
Commission can only initiate. From a democratic point of view this approach 
is commendable. After all, Council and Parliament constitute the legislative 

87 Id., par. 61
88 Id., par. 63
89 Case C-301/06, Ireland v European Parliament and Council of the European Union, 

[2009] ECR I-593, par. 66-68
90 Tobacco Advertising II, cited supra note 83, par. 53
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branch of the EU, and should be more instrumental in the adoption of new 
EU legislation than the executive branch—the Commission. This situation, 
however, leads to two possible drawbacks of the art. 114 TFEU route in the 
present context of network management: first, circumstances may arise in 
which the Council—independently of the kind of harmonizing measure—
may not be keen to harmonize network management regulation that 
effectively renders moot legislative initiatives in a number of Member States, 
or large Member States, such as France for instance. Second, Commission, 
Council and the European Parliament may disagree over the way and shape in 
which harmonization of network management should be implemented. The 
Commission may wish to stick to the hands-off approach of transparency 
regulation, while the Parliament clearly favours more explicit ex ante 
regulation of network management.91 The Council may, as often, be situated 
somewhere in between these two extremes. Without going into which of the 
EU institutions is most knowledgeable on network management issues, this 
example illustrates at least that an art. 114 procedure can run into procedural 
difficulties.

When, however, an art. 114 procedure is eventually put into motion by 
the EU institutions, the resulting legislation can be subject to challenges 
by Member States or private parties. This is exactly what happened most 
recently in the International Roaming case before the CoJ, which makes 
it worthwhile to compare the circumstances of this case to a potential 
challenging of harmonized network neutrality regulation.

In this case mobile telephony operator Vodafone challenged the British 
implementation of the EU roaming regulation92—which regulated cross-
border roaming charges operators could levy—because of an inadequate 
legal basis in art. 114 TFEU and failure to meet both the subsidiarity and 
proportionality tests of EU law.93 The EU had harmonized roaming charges, 
even though actual divergence of roaming regulation across Member States 
was not (yet) apparent. The Advocate-General pointed out a side-effect of 
the Regulatory Framework that could be problematic for the EU institutions 
to make their case for increased harmonization: because of the stringent 
SMP regime of the Framework—which requires significant market power to 
allow for ex ante regulation under strict circumstances—strongly divergent 
national regulation becomes more unlikely. Future divergence of national 

91 See European Parliament resolution on the open internet and net neutrality in 
Europe, cited supra note 48.

92 Regulation 717/2007/EC Of the European Parliament and of the Council on 
Roaming on Public Mobile Telephone Networks within the Community and 
Amending Directive 2002/21/EC [2007] OJ.L 171/32

93 Case C-58/08, The Queen, on the application of Vodafone Ltd and Others v Secretary 
of State for Business, Enterprise and Regulatory Reform(International Roaming), 
[2010] NYR, par. 31. For an excellent case note on International Roaming, see 
Brenncke, (2010) 47 Common Market Law Review 1793
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laws regarding roaming was thus implausible according to the AG.94 The 
Court however did not subscribe to this interpretation, instead turning the 
AG’s argument inside-out: the complexity of the SMP procedure prevented 
NRAs from targeting roaming charges that were clearly excessive, which led 
NRAs to pressuring the Commission to take harmonizing action in order to 
mitigate the problematic situations in various Member States all at once.95

Harmonization through an art. 114 TFEU procedure according to the 
Court would moreover pre-empt all sorts of ‘creative’ national regulation 
outside or in conflict with the Regulatory Framework, which would have 
contributed to even more regulatory fragmentation of the international 
roaming market.96 This latter notion is of importance regarding the 
current state of affairs in the regulation of network management practices 
across the EU: the CoJ does not seem to be fond of legislative initiatives in 
telecommunications that bend the law or purposefully ignore provisions of 
the Regulatory Framework. The deference with which the Court treats the 
EU institutions in harmonizing the telecommunications sector is remarkable, 
and also in International Roaming this deference seems premised on the 
doctrine developed in previous cases that grants the EU a greater margin of 
approximation “in particular fields with complex technical features.”97

As for the proportionality of the harmonizing regulation, it stands out 
in International Roaming how the usual proportionality test applied by the 
Court (suitability; necessity; stricto sensu) is applied only haphazardly this 
time—which again testifies to the deference of the Court vis-a-vis the EU 
institutions in this case. The necessity and suitability of the harmonizing 
measures had been motivated exhaustively through various impact 
assessments and other Commission communications according to the 
Court.98 Furthermore, the CoJ again seems to trust the EU institutions 
with a broad discretion in telecommunications regulation “which involves 
choices to be made of an economic nature, requiring complex assessments 
and evaluations.”99 The most striking aspect of this judgment however is 
that even though as explained above consumer protection regulation in 
telecommunications allows for less harmonization according to the CoJ,100 
the Court in International Roaming now holds that the objective of increased 
consumer protection would conversely justify increased harmonization 
after all: 

94 International Roaming, AG opinion, par. 18
95 International Roaming, cited supra note 64, par. 41
96 Id., par. 45
97 Id., par. 35
98 Id., par. 55, 63-65
99 Id., par. 68
100 supra notes 58-59
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[i]n the light of the importance of the objective of consumer 
protection within the context of [then] Article 95(3) EC, 
intervention that is limited in time in a market that is subject to 
competition, which makes it possible, in the immediate future, 
to protect consumers against excessive prices, such as that at 
issue, even if it might have negative economic consequences for 
certain operators, is proportionate to the aim pursued.101

The Court’s approach to subsidiarity follows logically from its reasoning 
set out under the appropriateness of 114 TFEU as a legal basis and the 
proportionality test—if not in a line of reasoning that is borderline circular. 
The call of NRAs on the Commission to harmonize and the potential 
divergence of regulatory approaches according to the CoJ effectively 
underscores the need to regulate this matter on an EU level, and not 
nationally.102 Overall, concluding, the Court’s stance in International 
Roaming can be interpreted as a strong endorsement of harmonizing 
network management regulation through art. 114 TFEU, if this were to be 
challenged in national or European Courts. Not only would the European 
institutions therefore carry significant momentum to initiate an art. 114 
procedure to harmonize network management regulation across the EU, in 
the event that this harmonization would be challenged they can be confident 
that the CoJ will not overturn their harmonization efforts. This would make 
an art. 114 TFEU procedure a relatively safe bet to achieve re-harmonization 
of network management regulation. 

Harmonization towards transparency

This research has advocated the need to re-harmonize network management 
regulation across the EU because of the detrimental effect on the Internal 
Market of fragmented regulation in this field. Then, the article has focused 
mainly on analysing at length if and how such re-harmonization is feasible 
under EU law. However, this leaves open the question what kind of regulatory 
approach the Commission should in fact harmonize towards. 

It seems natural for the Commission to stick to its original plan of 
enhanced transparency of network management. The general uncertainty 
and dynamic nature of the broadband market would argue for a prudent 
regulatory response to network management.103 Prudent network 
management regulation should be applied from an ex post perspective, 
but the market needs to me monitored to decide when ex post intervention 
is appropriate. Therefore, given the circumstances the best regulatory 

101 International Roaming, cited supra note 64, par. 69
102 Id., par. 75-77
103 See Crocioni, cited supra note 15
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response to network management is transparency, as proposed originally 
by the European Commission. Transparency of network management goes 
beyond the consumer protection dimension in which it is often framed, 
to also enhance market mechanisms in broadband. Indeed, experimental 
evidence suggests that transparency of broadband quality has a significant 
effect on market parties—rather than consumers only—and incentivizes 
ISPs to compete more aggressively on quality.104

Moreover, transparency allows European and National regulators to keep 
close tabs on ISPs and the ways in which they manage their networks. NRAs 
can thus be enabled to apply the flexibility that is built into the Regulatory 
Framework, and which works well in emerging markets such as broadband: in 
principle broadband is free from ex ante regulation of network management, 
because this allows the sector to develop most freely and innovatively. 
However, transparency allows NRAs to step in decisively on an ex post basis 
when network management by ISPs does in fact cross the line of competition 
law, the Regulatory Framework or even human rights. 

There is, as indicated before, a clear need to regulate network management 
on a European level because of the risk of regulatory fragmentation on a 
Member State level. Within the greater scheme of things transparency is 
by far the best option to go about this need for harmonization. Moreover, 
as a relatively light-touch regulatory approach transparency still leaves the 
door open for more significant ex ante regulation of network management 
practices, should transparency turn out inadequate after all to prevent 
a decrease in consumer welfare due to nefarious network management 
practices by ISPs. Overall transparency thus seems to be the optimal policy 
approach in order to monitor rapidly developing broadband markets without 
intervening too heavily with its market mechanisms.

Conclusion

This paper started out by defining a practical problem that has arisen in 
EU telecommunications law. Network neutrality is a hot-button issue 
in this field, concerning to what extent ISPs can actively manage traffic 
on their networks. The European Regulatory Framework for Electronic 
Communications proposed a relatively light-touch regulatory approach to 
network neutrality, given the lack of consensus on the topic. Thus, within 
the limits of EU competition and telecommunications law extensive network 
management would in principle be allowed, as long as ISPs disclose such 
practices to end-users in order to facilitate transparent market mechanisms. 
This transparency policy of the Universal Service Directive should be 
implemented in Member States’ telecommunications laws. However, what 
can be seen in practice is that some National parliaments have intervened 

104 Sluijs, Schuett & Henze, cited supra note 18
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with this process, to instead implement stronger ex ante regulation that bars 
certain forms of network management. 

This tendency is problematic, given its effect on the European Internal 
Market. This research has established that fragmentation of network 
management policies across Member States indeed hampers cross-border 
development, both on a network and content level, which has a detrimental 
effect on innovation and development in the sector. Moreover, the intervention 
from Member States’ legislative branches points out institutional problems 
as well: the Regulatory Framework has procedures in place to coordinate 
divergence between NRAs’ policies across the EU, but stands idle when 
national parliaments step in. Logically following from this assessment, it has 
been argued in this article that the European institutions should take action 
to counteract regulatory fragmentation in network management. 

The core of this article then explored whether the European legal 
framework would allow for such a re-harmonizing effort. An extensive 
discussion on minimum and maximum harmonization led to the conclusion 
that on a European level network management only allows for minimum 
harmonization of regulation. However, because it turned out that the 
regulatory intervention by Member States’ legislative branches would likely 
constitute an interference with the legally protected independence of NRAs, 
the European institutions could still initiate infringement proceedings 
against such Member States. Such infringement proceedings, it was 
demonstrated, would probably find the Member States in violation of EU 
law, and thus render their regulation of network management beyond the 
ambit of the Regulatory Framework moot. 

 Alternatively, the Commission could work with the Council and 
European Parliament to initiate a harmonizing regulation or directive because 
regulatory fragmentation of network management policies is detrimental to 
the development of the Internal Market in this field. This would be under the 
authority of art. 114 TFEU. It has been demonstrated in this research that the 
EU institutions enjoy a broad discretion to issue harmonizing measures in 
such a 114 TFEU procedure, particularly in complex, technical markets such 
as broadband. The CoJ has indeed been very cooperative in facilitating such 
harmonizing efforts. However, it is questionable whether the Parliament and 
Council will be as cooperative in developing the harmonizing measures to 
begin with.

This research concludes that opening infringement proceedings and an 
art. 114 TFEU procedure are appropriate options to re-harmonize network 
management policy effectively across the EU. Through these approaches 
action can be taken against activist legislative branches that have overstepped 
their competence in regulating telecommunications, a job that should be 
held exclusively by NRAs. The logical next question then is which of these 
two approaches is superior. However, infringement proceedings and an 
art. 114 procedure are not mutually exclusive. A possible strategy for the 
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Commission would be as a first step to take one Member State to Court with 
more far-reaching network management regulation than it is comfortable 
with—say, the Netherlands. If the Court of Justice rules in the Commission’s 
favour it has reached its goal, and otherwise the option of initiating an art. 
114 procedure together with Council and Parliament is still on the table. 

The main message to take away from this research is that there is a clear 
need for the European institutions to combat regulatory fragmentation of 
network management policies across Europe and to re-harmonize this field; 
and that the institutions have a clear authority to do so. The most effective 
ways to achieve such re-harmonization are through an infringement 
proceeding against Member States that regulate network management in a 
way that goes beyond the ambit of the Regulatory Framework, and initiating 
harmonizing legislation through an art. 114 TFEU procedure. While both 
these approaches carry drawbacks, they will counteract the internal market 
fragmentation that is caused by divergent network management regulation.
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Conclusion

The five articles that together form this dissertation have been submitted to 
separate journals, and all draw their individual conclusions that in principle 
do not go beyond the ambit of the research questions addressed in the 
articles individually. The compilation of these separate articles in the present 
dissertation, however, does allow for the drawing of overall conclusions 
and a discussion of what these articles as a whole contribute to the body of 
academic research on network management and European law. 

Summary

In order to demonstrate what general conclusions can be deduced, it is 
first necessary to recapitulate briefly the separate findings of the individual 
chapters. The first chapter established that in theory the European mechanism 
of ex-post triggered ex-ante regulation in telecommunications is more 
flexible and objective than the issues-based approach to telecommunications 
regulation in the US. This flexibility makes the EU Regulatory Framework 
for Electronic Communications in theory adequate to deal with the rapidly 
changing circumstances in the debate on network management. The 
European Regulatory Framework has been designed with the fundamental 
uncertainty about future telecommunications market developments in mind, 
and it seems that this flexible regulatory mechanism should not be departed 
from when considering regulation of network management. 
 Moreover, the second chapter of this dissertation predicts that the 
transparency policy of the Regulatory Framework that is meant to regulate 
network management may function well. The rationale behind this 
transparency policy can be criticized on legitimate grounds, as has been 
done repeatedly by a number of people and institutions.1 However, the 
experimental research of chapter two points out unexpected benefits of 
transparency regulation that play out on a different level than the consumer 
empowerment that was envisaged by the EU institutions.2 It turns out that 
mandatorily disclosed information by ISPs about the actual quality of their 
network enhances consumer welfare. With information about their quality of 
service and network management transparently available, ISPs increase their 

1 La Quadrature du Net, “Transparency Won’t Foster Neutrality: The EU needs to move 
past its failed wait-and-see approach” [2011], available at https://www.laquadrature.
net/files/LQDN-20111102-Response_to_BEREC_Consultation.pdf 

2 These conclusions are naturally constrained by the experimental research design 
on which they are premised. It should be borne in mind, however, that experimental 
research offers a methodology for ex-ante policy analysis that is complementary to 
only theoretical analysis.
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quality and decrease their prices in expectation of more critical consumption 
by end-users, regardless of whether consumers actually become more critical 
consumers. 
 Transparency requirements for ISPs thus tentatively seem to deserve the 
benefit of the doubt, depending on their actual implementation into national 
law—which has proven to be major hurdle, as is demonstrated in chapter five. 
From the first two chapters one can conclude that the Regulatory Framework 
in and of itself does have the potential to deal with network management 
in such a way that its discontents can be addressed,while innovation of the 
sector—both on a network and content level—is not interfered with by 
regulatory errors. Moreover, should transparency demonstrably turn out 
to be counter-effective, the Regulatory Framework has plenty in stock for 
National Regulatory Authorities (NRAs) to discipline ISPs whose network 
management is undesirable.3

 Chapters three and four have dealt with the question of whether there is 
a need to regulate network management because of reasons outside of the 
realm of the Regulatory Framework, for instance to safeguard human rights. 
Two of these human rights most relevant to the network neutrality debate 
have been investigated, according to the legal framework of the European 
Convention of Human Rights and Fundamental Freedoms (ECHR): 
freedom of expression and the right to privacy. These two chapters have 
introduced substantial legal analysis of strong human rights claims by civil 
society actors vis-à-vis network management. Both articles suggest that 
many allegations of increased network management supposedly violating 
freedom of expression and privacy go unsupported by legal research. 
 First, chapter three demonstrates that network management by ISPs can 
violate freedom of expression for end users only under limited circumstances. 
This chapter also introduced an altogether different approach to freedom of 
expression and network management, in which network neutrality regulation 
could itself be considered an infringement of the freedom of expression 
of ISPs. Overall can be concluded that the relation between network 
management and freedom of expression is much more complex than often 
assumed, and hence that a broad ex-ante regulatory approach to network 
management for freedom of expression purposes may not be appropriate.
 Network management matters are also more complex when it comes to 

3 For instance, the Framework leaves the option to NRAs to set minimum quality of 
service requirements for ISPs should they “prevent the degradation of service and the 
hindering or slowing down of traffic over networks.” Universal Service Directive, as 
amended, Directive 2009/136/EC of the European Parliament and of the Council 
of 25 November 2009 amending Directive 2002/22/EC on universal service and 
users’ rights relating to electronic communications networks, Directive 2002/58/
EC concerning the processing of personal data and the protection of privacy in the 
electronic communications sector and Regulation (EC) No 2006/2004 on consumer 
protection cooperation OJ [2010] L. 337/11, article 22(3)
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privacy claims based on art. 8 ECHR. The fourth chapter of this dissertation 
finds that whether or not network management can constitute a privacy 
violation according to the Convention depends on the kind of network 
management that is performed: blocking traffic and the usage of Deep 
Packet Inspection (DPI) may constitute an interference with privacy, but 
prioritizing and degrading traffic may not. Furthermore, whether (DPI-
based) blocking of traffic can be considered a violation of privacy depends 
on contextual factors. These findings argue against a catch-all approach to 
network management in relation to privacy, similar to the findings of chapter 
three on freedom of expression.
 The final chapter of this dissertation returns to EU law, and has attempted 
to connect a number of strands on the efficiency of the current state of 
affairs of network management policies in the EU. This chapter argues that 
while the European transparency policy is promising, it also can induce 
regulatory fragmentation. This fragmentation manifests itself in Member 
States implementing the network management provisions of the Regulatory 
Framework in different ways. It is concluded that such divergence of 
regulatory approaches to network management goes against the premise of 
pan-European regulation of telecommunications, and causes inefficiencies 
with a detrimental effect on the Internal Market. The chapter recommends 
two non-exclusive options to mitigate the regulatory fragmentation: opening 
infringement procedures against Member States that regulate network 
management beyond the ambit of the Regulatory Framework, or introducing 
additional harmonizing legislation on the topic of network management 
following the art. 114 TFEU procedure. 

Tying it all together

Now, what overall conclusions can be inferred from the findings of these 
five chapters? This project has closely followed ongoing developments in 
network management regulation in the EU, and it is worthwhile exploring 
how the separate chapters of this dissertation contribute to answering the 
core research questions of the project: is regulation of network management 
on a European level appropriate, and if so, based on what grounds and what 
kind of regulation? 
 This dissertation has firmly established that regulation of network 
management on an EU level is appropriate, even necessary. The necessity 
of regulation, however, is not so much premised on an apparent threat that 
unregulated network management by ISPs poses to the state of the Internet 
or the regulation thereof, but rather on the regulatory fragmentation that 
seems to occur when the European institutions do not coordinate network 
management regulation more actively. 

This research project does not need to be conclusive on whether certain 
forms of network management by ISPs as such require additional regulation. 
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Rather, regulation of network management is required in order to prevent 
the imbalances caused by regulatory divergence on a Member State level. 
The threat of regulatory divergence across Member States in and of itself 
should be enough to justify harmonizing regulation at EU level. After all, 
this research has demonstrated that fragmentation of network management 
regulation leads to inefficiencies and threatens the internal market. A 
harmonized European approach to network management, rather, is in the 
best interest of both ISPs and CSPs. ISPs can benefit from a consistent 
European network management policy by reaping the benefits from scale 
economies, which in turn would incentivize them to enter more national 
markets across the EU. This would then increase competition between ISPs, 
either on an intramodal level—for instance, more ISPs entering markets 
by seeking access to the local loop of former telephony incumbents—or 
intermodal level—market entry by setting up additional mobile networks, 
for instance.4 Similarly, CSPs can operate more smoothly across the EU 
when the network management conditions under which they operate are 
uniform from one country to another. CSPs furthermore can guarantee a 
specific level of Quality-of-Service (QoS) under a homogenous regulatory 
regime vis-à-vis network management, which is particularly important for 
an up-and-coming and increasingly important new type of content providers 
such as cloud computing services.5

It is thus mainly on Internal Market grounds that the need for harmonized 
network management regulation can be justified. This research has also 
been conclusive on what legal grounds are insufficient to warrant regulatory 
intervention with network management on a European—or national—
level. Chapters three and four have demonstrated that supposed violations 
of privacy or freedom of expression through network management at this 
point in time provide insufficient grounds to validate further regulation 
of network management. Blatant human rights violations would make 
for an undisputable justification of strong regulatory intervention, and 
network management would form no exception in such circumstances. 
However, whereas many have alleged that network management violates 
free expression or privacy, there is little legal evidence supporting these 
claims. First, and as discussed above, on a doctrinal level the allegation that 
network management violates privacy or freedom of expression typically 

4 Intramodal competition in broadband concerns competition on a vertical level, 
between firms active on the same broadband network. Intermodal competition 
concerns competition on a horizontal level between, different broadband 
infrastructures such as DSL, cable, fiber and mobile broadband. See Jan Bouckaert, 
Theon van Dijk, and Frank Verboven, ‘Access regulation, competition, and broadband 
penetration: An international study’ (2010) 34 Telecommunications Policy 661–671

5 Jasper P. Sluijs, Pierre Larouche, and Wolf Sauter, ‘Cloud Computing in the EU 
Policy Sphere’ (2012) 3(1) Journal of Intellectual Property, Information Technology 
and E-Commerce Law 12-32
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holds up only under limited circumstances. Second, besides these doctrinal 
constraints, chapters three and four have also advised against intervening 
with network management on human rights grounds based on broader policy 
objectives. Privacy and freedom of expression proceedings are very fact and 
case specific, and neither courts nor scholars seem to be comfortable with a 
broadly defined precedent on what kind of public (or private!) involvement 
infringes or violates fundamental rights. 
 The next question, of course, is what a uniform European approach to 
network management should consist of. Given the strong rhetoric of the 
network neutrality debate it may be tempting to conclude that, especially 
for CSPs, the EU should harmonize towards a regulatory regime that 
imposes broad ex ante restrictions on the kind of network management 
ISPs can perform, for instance by banning blocking and degrading of traffic 
altogether. This has in fact been proposed by the European Parliament6 
and a number of network neutrality advocacy groups.7 Throughout this 
dissertation project, and still at the point of writing this conclusion, is has 
been a challenge not to succumb to this temptation. After all, it is difficult not 
to agree with statements that the Internet should be open to a level-playing 
field of content providers, and that all end-users should have unrestricted 
access to the content of their choice—without interference by middle men 
and gate keepers. As with any “cloud of goodness,”8 the idea of guaranteed 
network neutrality seems sympathetic and hard to refute. However, the 
research on which this dissertation is premised has led to more substantive 
and less rhetorical conclusions on network neutrality.

When determining what kind of regulation is appropriate for network 

6 European Parliament resolution on the open internet and net neutrality in Europe 
[2011] B7-0572/2011

7 Bits of Freedom & EDRI, Response of Bits of Freedom and EDRi to the public 
consultation of the European Commission on the open internet and net neutrality in 
Europe [2010] available at http://ec.europa.eu/information_society/policy/ecomm/
doc/library/public_consult/net_neutrality/comments/08industry_social_consumer_
orgs_ngos_etc/bits_of_freedom_response.pdf

8 See Wijnand Veeneman, Willemijn Dicke, and Mark De Bruijne, ‘From clouds to 
hailstorms: a policy and administrative science perspective on safeguarding public 
values in networked infrastructures’ (2009) 4 International Journal of Public Policy 
414–434, 428:

When public values are discussed in the media, when the lobbying or 
voting citizen addresses the democratic representatives, the public 
value generally stands alone and is formulated in a very generic way. We 
could call them clouds of goodness: generic and attractive concepts. The 
railways should be safe, telecommunication services should be efficient, 
and competition for levy construction should be fair. These values are 
irrefutable and often presented as absolute. However it is very unclear 
at this point what this eventually will mean for the sector when a certain 
implementation of safety, efficiency or fairness is chosen.
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management, the findings of this dissertation point towards two main 
themes: first, at this point in time transparency policy is the most appropriate 
way of going forwardwith network management regulation on an EU level. 
Second, any further intervention, when necessary, should be applied from 
an ex post perspective. These two themes will be discussed further in the 
following paragraphs. 

Given the circumstances the best regulatory response to network 
management is transparency, as proposed originally by the European 
Commission. This is not because transparency necessarily leads to better-
informed consumers—which was the original rationale behind the policy—
but because it enhances competition between ISPs, while also allowing 
European and National regulators to keep close tabs on ISPs and the ways in 
which they manage their networks. 

In and of itself, it should be stressed, transparency regulation cannot 
prevent harmful network management practices—and it has not been 
intended to pursue such regulatory goals to begin with. Transparency would 
nonetheless allow regulators to monitor ISPs closely, and step in decisively 
when their network management does in fact cross the line of competition 
law, the Regulatory Framework or even human rights. There is, as indicated 
before, a clear need to regulate network management on a European level 
because of the risk of regulatory fragmentation on a Member State level. 
However, admittedly transparency regulation as such does not harmonize 
network management itself: in principle only the ways in which ISPs disclose 
their network management practices across the EU would be harmonized. 
This can be seen as a legitimate caveat of transparency regulation in 
broadband: seemingly it does little to mitigate the transaction costs of CSPs, 
having to deal with a multitude of network management policies of ISPs 
across EU countries. Even though network management may be transparent, 
it may also remain fragmented across Member States. However, the findings 
of chapter two indicate that transparency requirements in broadband do in 
fact lead to a uniform supply of high quality broadband by ISPs, which does 
indicate that transparency has a harmonizing effect on broadband markets.
Moreover, harmonizing regulation on the level of transparent network 
management seems to strike the best balance for ISPs and CSPs: ISPs have 
some room to maneuver, but their network management practices are being 
monitored nonetheless. Transparent network management allows CSPs 
to coordinate their interactions with ISPs more efficiently, and complain 
when it deems network management to go too far. Within the greater 
scheme of things transparency seems the best option to go about the need 
for harmonization: is most befitting and least intrusive to the dynamics of 
broadband markets, while still allowing for regulators to pull the hand break 
when necessary.

When market monitoringthrough transparency regulation would warrant 
extra attention by regulators, the findings of this research point towards 
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the conclusion that further ex ante regulation of network management—in 
whatever form, it should be stressed—should be minimized in favor of an ex 
post, case-by-case approach. An ex post approach to network management 
regulation beyond transparencymay not be without its discontents,9 but 
is likely to be more efficient overall than ex ante approaches to network 
management.

This is mainly because there are significant practical problems attached 
to imposing broad ex ante network management regulation across the EU. 
Such regulation would have to be monitored and updated continuously, in 
order to keep up with technical developments in the field. What is considered 
an inappropriate way of prioritizing traffic today may be less controversial a 
few years down the road under greater bandwidth constraints—or the other 
way around. New ways of network management could arise, for which the 
European institutions would have to come up with quick answers. Even when 
assuming that for instance the pan-European telecoms regulator BEREC is 
up to this task—in collaboration with National Regulatory Authorities—this 
would greatly inflate the amount of bureaucratic meddling into the broadband 
sector, with negative consequences for innovation both on a network and on 
a content level. Moreover, broad ex ante regulation of network management 
may not be nuanced enough to regulate the different types and technical 
features of network management, with the risk of a regulatory treatment of 
network management on a catch-all basis. Throughout this dissertation it 
has been made clear that different kinds of network management (blocking, 
degrading and prioritization) may need a different regulatory response, and 
even within these categories there are various levels of severity. Regulating 
on such a detailed level is near-impossible, because of the administrative 
difficulties that come with it. The alternative regulatory response, on a 
broader ex ante basis, will not do justice to the diverse spectrum of network 
management. 

The appropriateness of flexible ex post intervention, when necessary, 
can be further strengthened by the findings of chapters three and four: the 
freedom of expression and privacy implications of network management are 
too complex to justify a broad ex ante approach. There are trade-offs involved 
between property rights of ISPs and freedom of expression of end-users, for 
instance, which would argue in favor of adjudication on a case-by-case basis 
instead of sweeping ex ante statements on which of these fundamental rights 
should prevail. The same goes, for example, for the competing interests of 

9 For instance, certain technological developments can become so engrained into 
business practices, that they become difficult to reverse by ex post regulatory 
intervention. This point has been made compellingly in environmental policy studies, 
see e.g. Amy Purvis, William G Boggess, Charles B Moss, and John Holt, ‘Technology 
Adoption Decisions Under Irreversibility and Uncertainty: An Ex Ante Approach’ 
(1995) 77 American Journal of Agricultural Economics 541–551
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enforcing copyright law by means of DPI-based network management 
on the one hand, and protecting the privacy of end-users with which DPI 
interferes. These matters are too complex and case-specific to be subject to 
broad ex ante rulings stipulating what kind of network management is to be 
considered unlawful. 

The debate on network management has a tendency to become emotional, 
because of the great value we attach to the Internet these days. Policymakers, 
however, should not resort to emotional lawmaking when trying to protect 
the value of the Internet, but rather acknowledge that regulation of the 
Internet is too complex an affair to done on broad ex ante terms. The 
Regulatory Framework’s transparency policy offers the best approach to 
deal with network management, because it is the most flexible approach. The 
alternative, more heavy-handed ex ante regulation, is only appropriate when 
the default option demonstrably does not work well. Transparency should be 
given the benefit of the doubt, at least until proven otherwise. If transparency 
fails, the Regulatory Framework explicitly leaves the option open for NRAs 
to impose alternative measures to mitigate network management that leads 
to unacceptable quality of service.10 In other words, deciding whether or not 
new ex ante regulation of network management is necessary is not a zero-
sum game: the Framework itself allows for the corrective mechanisms that 
can pre-empt the need for additional ex ante intervention in the first place. 

This research project has attempted to contribute to a substantive 
discussion on the appropriateness of network management regulation on 
a European level. Grounded in interdisciplinary scholarship, it found that 
existing regulatory mechanisms suffice for now to monitor increased network 
management by ISPs, which allows for flexible regulatory intervention when 
necessary. However, these existing regulatory mechanisms—specifically, 
transparency regulation—should be harmonized more strongly in European 
Law. If anything, the five chapters of this dissertation lay a solid foundation 
for the originally proposed European approach to network management, 
from within the confines of the Regulatory Framework for Electronic 
Communications. At this point in time, therefore, there seems to be little need 
for additional ex ante regulation of network management beyond a harmonized 
approach with an emphasis on transparency of network management. This in 
itself may not seem to be a spectacular conclusion, especially given how heated 
the debate on network management regulation has become at times. Some of 
the findings throughout this dissertation may come across as provocative, and 
these are mainly targeted against the superficial and politically oriented views 
on network management that have come to dominate the network neutrality 
debate. Especially because of the fierceness of the public and political 
discussion on network management, a call for reason and substantive analysis 
may be most controversial, but also most constructive. 

10 Universal Service Directive art. 22(3), as amended, supra note 4
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