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by their constituencies.
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1. Introduction

The criminal landscape is growing in complexity and sophis-
tication. More and more crimes are committed online or are
at least somehow facilitated by a computing device such as a
mobile phone, tablet or PC. That is why electronic evidence is
nowadays involved in almost all criminal investigations.1 Since
the internet usage is genuinely interlaced with some form of
service provider such as telecommunications services, elec-
tronic communications services, information society services
and cloud services providers, a crucial quantity of digital evi-
dence accumulates at these intermediaries. Compelling service
providers to disclose data via production orders, comprehen-
sibly, has become a significant building block in (modern)
criminal investigations.

Law Enforcement Authorities (LEAs) and their territorially
restricted investigatory powers, encounter complex and yet un-
solved sovereignty questions, when compelling service providers
for data. This is because the respective service provider might
either be established abroad, and/or is storing the data sought
after outside the investigating State’s territory. Using the of-
ficial channel of investigation, mutual legal assistance, is
regarded as being burdensome and slow,2 in particular where
the establishment of the service provider abroad or data storage
abroad is the only cross-border element of the case.3 It is there-
fore not surprising that (data) production orders with a cross-
border dimension have been causing challenges before
the courts in the US and Europe, accompanied by political
debates.

Cases such as Microsoft Ireland4 (2016) in the US as well as
Yahoo! Belgium5 (2007–2015) in Europe, underline the discrep-
ancy surrounding the (extra-)territorial reach of investigatory
measures or more general enforcement jurisdiction.The Council
of the European Union, in its efforts to improve criminal justice
in cyberspace, concluded, that the European Commission should
“explore possibilities for a common EU approach on enforce-
ment jurisdiction in cyberspace in situations where existing
frameworks are not sufficient, e.g. [. . .] situations where rel-
evant e-evidence moves between jurisdictions in short fractions
of time [. . .]”.6 The Commission was especially requested to
determine “which connecting factors can provide grounds for
enforcement jurisdiction in cyberspace” and “whether, and if
so which investigative measures can be used regardless of
physical borders”.7

The Council of Europe’s (CoE) Budapest Cybercrime Con-
vention (CCC) entered into force in July 2004 and was so far
ratified by 43 out of 47 Members of the Council of Europe (San
Marino, Ireland, Russia and Sweden have not ratified it) and
USA, Canada, Israel, Chile, Costa Rica, Dominican Republic,
Japan, Mauritius, Panama, Senegal, Sri Lanka, Tonga and Aus-
tralia. The CCC is in fact not limited to mere matters of
cybercrime but also embraces investigatory measures con-
cerning “the collection of evidence in electronic form” of any
form of offence where such electronic evidence may be
relevant.8 The CCC with its 56 Contracting States constitutes
the first and most significant multilateral binding instru-
ment to regulate cybercrime, some might even say, “the most
complete international standard to date”.9 In resonance to the
aforementioned concerns, the Cybercrime Convention Com-
mittee (T-CY) of CoE, representing the signatory States of the
CCC, adopted in March 2017 a Guidance Note concerning the
interpretation of Article 18 CCC in regards to “Production orders
for subscriber information” (hereinafter Guidance Note).10

1 Susan W. Brenner, Cybercrime: criminal threats from cyber-
space, 2010, p. 37.

2 See Cybercrime Convention Committee (T-CY), T-CY assess-
ment report: The mutual legal assistance provisions of the Budapest
Convention on Cybercrime, adopted by the T-CY at its 12th Plenary
(2–3 December 2014), page 123: “The mutual legal assistance (MLA)
process is considered inefficient in general, and with respect to ob-
taining electronic evidence in particular. Response times to requests
of six to 24 months appear to be the norm. Many requests and thus
investigations are abandoned. This adversely affects the positive
obligation of governments to protect society and individuals against
cybercrime and other crime involving electronic evidence.”; similar
also service providers for instance Google: Kent Walker, Digital se-
curity and due process: A new legal framework for the cloud era,
The Keyword (Google Blog) (22 June 2017), accessible under https://
www.blog.google/topics/public-policy/digital-security-and-due-
process-new-legal-framework-cloud-era/ (checked: 18.08.2017); for
scholarship see inter alia Bert-Jaap Koops & Morag Goodwin, Cy-
berspace, the Cloud, and Cross-Border Criminal Investigation. The
Limits and Possibilities of International Law, Tilburg Law School Re-
search Paper No. 5/2016, (2014), page 14.

3 For example, both the perpetrator and the victim of a crime com-
mitted in France could be French citizens and residents. The
investigation will be carried out by French police and French pros-
ecutors. However, they might have to acquire certain electronic
evidence from a non-French service provider.

4 U.S. Court of Appeals for the Second Circuit, Microsoft v. United
States, No. 14–2985 (2d Cir. 2016), 14.07.2016; In its last attempt to
challenge the decision, the Department of Justice (DOJ) in June 2017
has asked the Supreme Court to hear its appeal in the case. The
Supreme Court granted the DOJ’s petition to review on October 16th,
2017.

5 Decision by the Belgian Court of Cassation (2015), see unoffi-
cial translation of the case in Digital Evidence and Electronic
Signature Law Review, Volume 13 (2016), page 156–158, accessible
under http://journals.sas.ac.uk/deeslr/article/view/2310 (last checked:
29.06.2017); especially addressing the early stages of the case Paul
de Hert & Monika Kopcheva, International mutual legal assis-
tance in criminal law made redundant: A comment on the Belgian
Yahoo! case, Computer & Security Review 27 (2011) 291–297.

6 Press Release, Council of the European Union, Council Conclu-
sions on Improving Criminal Justice in Cyberspace, 2016, (hereinafter:
Council Conclusions), conclusion point 10.

7 Ibid. conclusion point 11.
8 Article 14 (2) (c) CCC.
9 Jonathan Clough, A World of Difference: The Budapest Conven-

tion on Cybercrime and the Challenges of Harmonisation, 40(3)
Monash University Law Review 698–736 (2014), at 734.

10 Cybercrime Convention Committee (T-CY), T-CY Guidance Note
#10 – Production orders for subscriber information (Article 18 Bu-
dapest Convention), revised version as adopted by the T-CY following
the 16th Plenary by written procedure (28 February 2017). 01.03.2017,
available at https://rm.coe.int/16806f943e (last checked: 29.06.2017).
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This article takes a closer look at the Guidance Note and,
in this context, the legal controversies surrounding produc-
tion orders with a cross-border element. This article starts off
with an illumination of Guidance Note’s background and origins
(section 1). It then discusses the basic provisions in the Con-
vention allowing the law enforcement authorities to order and
obtain certain information (section 2). Then we first look at the
power to obtain subscriber information from service provid-
ers (Article 18 (1) (b) CCC) and discuss the requirements that
follow from the relevant provisions (section 3). These powers
are the main object of the 2017 Guidance Note. In the next
section, we look at the power to use a production order to obtain
computer data from a broader category of actors (‘persons’) laid
down in Article 18 (1) (a) CCC. The requirements that need
to be fulfilled to exercise these powers are discussed in
section 4.

Our analysis is followed by four critical remarks on the way
the Guidance Note pushes the boundaries of acceptable treaty
interpretation (section 5). Our remarks relate to the necessity
of the Guidance Note; its position concerning extraterritorial
enforcement and sovereignty; its reticence towards funda-
mental rights and its refusal to define or clarify the important
notion of “subscriber information”. We end with a brief reflec-
tion on human rights and unilateralism (section 6).

2. The 2017 Guidance Note: Background and
origins

Transborder access to electronic evidence is not unique to the
21st century; it actually dates back to the 1980s.11 Back then
though, the interest was in transborder searches, rather than
in the investigatory power of compelling a service provider to
produce sought-after data.12 The Budapest Convention on Cy-
bercrime addresses unilateral transborder searches in two very
limited cases: where the data is publicly available (Article 32
(a) CCC) or disclosed on voluntary basis (Article 32 (b) CCC).

The international discussion in regards to compelling service
providers to disclose data via – mandatory – production orders
with a cross-border element started to gain weight when the
Cybercrime Convention Committee (T-CY), representing the
parties to the Cybercrime Convention, during its 10th (Decem-
ber 2013) and 11th (June 2014) plenary meetings discussed a
draft Guidance Note on “Obtaining subscriber information for
an IP address used in a specific communication within a crimi-
nal investigation”.13 While not binding, guidance notes represent
the common understanding of the parties concerning the in-
terpretation and use of the CCC, thus constituting a soft but
not to be underestimated regulatory instrument.14 The

discussed idea for a Guidance Note was however dropped after
the T-CY decided that “the adoption of a Guidance Note on Sub-
scriber Information reflecting the common understanding of
the Parties would be premature given the diverse rules, con-
ditions and procedures in the Parties”.15 Similarly, negotiations
of an additional protocol to the CCC, to more comprehen-
sively address the issue of transborder access to data, were
declared not feasible back then.16 When evaluating these (un-
successful) attempts, one can certainly not disregard the then
prevailing political climate, which was fundamentally af-
fected by the Snowden revelations (Summer 2013)17 and ECJ’s
Digital Rights Ireland ruling18 (April 2014) annulling the Data
Retention Directive (Directive 2006/24/EC).19 The public at large
in 2013–2014 was very aware of mass surveillance, which caused
mistrust in governments and thus did not provide a very fertile
soil for the T-CY’s undertakings to increase LEAs’ powers.20 This
unproductive climate coincided with the overhaul of the EU
data protection framework, which started January 2012, and
caused uncertainty in regards to regulations on LEAs access
to data.21

However, the storage of data outside the investigating State’s
territory and thus LEAs’ reach is claimed substantially to ob-
struct criminal investigations, and therefore the law
enforcement community kept the cross-border element of data
production orders at the highest priority level on the T-CY
agenda. Especially subscriber information is regarded as crucial
for criminal investigations, since it often mark the corner-
stone upon which further investigations can then be expanded.
It is therefore hardly surprising that subscriber information is
the “most often sought information in domestic and interna-
tional criminal investigations related to cybercrime and
electronic evidence”.22

In light of the aforementioned, the T-CY on its 12th plenary
meeting in December 2014, established a working group “to
explore solutions for access to evidence in the cloud for

11 Jonathan Clough, A World of Difference: The Budapest Conven-
tion on Cybercrime and the Challenges of Harmonisation, 40(3)
Monash University Law Review 698–736 (2014), at 719.

12 Ibid.
13 Cybercrime Convention Committee (T-CY), Rules on obtaining

subscriber information, report adopted by the T-CY at its 12th
Plenary (2–3 December 2014), page 4.

14 The T-CY itself: Guidance Note, loc. cit., page 3.

15 Ibid.
16 Cybercrime Convention Committee (T-CY), Transborder access

to data and jurisdiction: Options for further action by the T-CY, report
prepared by the Ad-hoc Subgroup on Transborder Access and Ju-
risdiction Adopted by the 12th Plenary of the T-CY (2–3 December
2014), page 13.

17 Alan Travis, Snowden leak: governments’ hostile reaction fuelled
public’s distrust of spies, The Guardian, 15. June 2015, accessible
under https://www.theguardian.com/world/2015/jun/15/snowden-
files-us-uk-government-hostile-reaction-distrust-spies (checked:
29.10.2017).

18 Joined Cases C-293/12 and C-594/12 Digital Rights Ireland and
Seitlinger and Others [2014].

19 Cybercrime Convention Committee (T-CY), Transborder access
to data and jurisdiction: Options for further action by the T-CY, report
prepared by the Ad-hoc Subgroup on Transborder Access and Ju-
risdiction Adopted by the 12th Plenary of the T-CY (2–3 December
2014), page 13.

20 Ibid.
21 Ibid.
22 Cybercrime Convention Committee (T-CY), Rules on obtaining

subscriber information, report adopted by the T-CY at its 12th
Plenary (2–3 December 2014), page 28.
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criminal justice purposes” (hereinafter Cloud Evidence Group or
CEG).23 In search for common ground within the community
of States Party to the Cybercrime Convention, the Cloud Evi-
dence Group focused on a Guidance Note to Article 18 CCC
concerning “Production orders for subscriber information” and
even recommended – the previously (2014) not feasible – prepa-
ration of an additional Draft Protocol to the Budapest
Convention on Cybercrime.24 Certainly facilitated by a shift in
political climate caused by a wave of terroristic attacks – inter
alia Istanbul (January 2015), Paris (January and November 2015),
Ankara (October 2015), San Bernardino (December 2015), Istanbul
(January, June and December 2016), Brussels (March 2016), Orlando
(June 2016), Nice (July 2016), Berlin (December 2016), Istanbul (January
2017), London (March 2017) – and high stakes litigation in the
US and EU,25 the T-CY, although still questioning the pro-
posed Guidance Note on its 16th plenary meeting in December
2016 (where some European countries were concerned about
the push towards direct cooperation with service providers as
a rule, rather than using Mutual Legal Assistance channels),
adopted a slightly altered version in March 2017 by written
procedure.26 The T-CY also extended the CEG’s mandate and,
against all odds, requested terms of reference until June 2017
for the drafting process on an additional protocol.27 The time
stamp of these new developments also resonates with the adop-
tion of the new Data Protection Framework in Europe in April/
May 2016.

Upon reflecting on the correlation between political fluc-
tuations and efforts by the T-CY to promote LEAs transborder
access to subscriber information and eventually other forms
of data, one cannot help but wonder whether the actual draft-
ing of the respective Guidance Note restricted itself to be
proportional to achieve the respective objectives, or ex-
ploited the scope of discretion generated by the public’s
contemporary affinity towards more security, an aspect this
article will address in the following chapters.

3. Article 18 CCC on production orders issued
to persons and service providers

The Budapest Convention on Cybercrime with its provisions
governing the jurisdiction of States to investigate and pros-
ecute cybercrimes,28 constitutes the most profound multilateral
agreement in the field of cybercrime to facilitate cross-
border cooperation. Its Article 18 addresses the here
problematized investigatory measure of production orders.The
provision comprises two distinct paragraphs. Both are about
the power to issue a production order.

Article 18 (1) (a) CCC is about production orders that can
be issued to “a person”, which could literally be interpreted to
cover any natural as well as legal person. Article 18 (1) (b) CCC
foresees a production order, that can be issued to a “service
provider”.

Paragraph (1) (a) requires Contracting Parties to imple-
ment investigatory powers, by which competent authorities are
enabled to order “a person in its territory to submit specified
computer data in that person’s possession or control, which
is stored in a computer system or a computer-data storage
medium”. Article 18 (1) (b) CCC foresees a production order,
that can be issued to a “service provider”. Explicitly aimed at
service providers, paragraph (1) (b) furthermore demands the
ability to order “a service provider offering its services in the
territory of the Party to submit subscriber information relat-
ing to such services in that service provider’s possession or
control”.

Before analysing both paragraphs in more detail, it is worth
mentioning that paragraph (2) explicitly subjects any investi-
gatory powers according to Article 18 CCC to the conditions
and safeguards of Article 15 CCC, which among other things
shall include “judicial or other independent supervision, grounds
justifying application, and limitation of the scope and the du-
ration of such power or procedure”,29 as well as cautions for
the “rights, responsibilities and legitimate interests of third
parties”.30

Since the Guidance Note predominantly addresses Article
18 (1) (b), this article will first address the latter (section 3) before
turning to Article 18 (1) (a) CCC (section 4). The analysis of each

23 Cybercrime Convention Committee (T-CY), Transborder access
to data and jurisdiction: Options for further action by the T-CY, report
prepared by the Ad-hoc Subgroup on Transborder Access and Ju-
risdiction Adopted by the 12th Plenary of the T-CY (2–3 December
2014), accessible under https://rm.coe.int/cybercrime-convention-
committee-t-cy-transborder-access-to-data-and-ju/168073dc0b
(checked: 29.10.2017).

24 Cybercrime Convention Committee (T-CY), T-CY Guidance Note
#10 (DRAFT) – Production orders for subscriber information (Article
18 Budapest Convention), revised version as discussed by the T-CY
at its 16th Plenary (14–15 November 2016), 15.11.2016, available
at https://rm.coe.int/CoERMPublicCommonSearchServices/
DisplayDCTMContent?documentId=09000016806bd63f (last checked:
30.06.2017).

25 Inter alia Yahoo! Belgium Case (2015), Skype Belgium Case (2016),
Microsoft Ireland Case (2016), Google in re Search Warrant Case (2017),
in more detail inter alia Paul de Hert & Monika Kopcheva, Interna-
tional mutual legal assistance in criminal law made redundant: A
comment on the Belgian Yahoo! case, Computer & Security Review
27 (2011) 291–297; and Jennifer Daskal,The Un-Territoriality of Data,
125 Yale Law Journal 326 (2015).

26 November version: Cybercrime Convention Committee (T-CY),
T-CY Guidance Note #10 (DRAFT) – Production orders for sub-
scriber information (Article 18 Budapest Convention), revised version
as discussed by the T-CY at its 16th Plenary (14–15 November 2016),
15.11.2016, available at https://rm.coe.int/CoERMPublicCommon
SearchServices/DisplayDCTMContent?documentId=09000016806
bd63f (last checked: 30.06.2017); adopted March version: Cyber-
crime Convention Committee (T-CY), T-CY Guidance Note #10 –
Production orders for subscriber information (Article 18 Budapest
Convention), revised version as adopted by the T-CY following the
16th Plenary by written procedure (28 February 2017). 01.03.2017,
available at https://rm.coe.int/16806f943e (last checked: 29.06.2017).

27 Mandate extended for 2017 as adopted by the T-CY 16th Plenary,
see http://www.coe.int/en/web/cybercrime/ceg (last checked:
29.06.2017).

28 Catherine van der Heyning, The boundaries of jurisdiction in
cybercrime and constitutional protection: the European perspec-
tive, page 26–47, at page 39, in Oreste Pollicino & Graziella Romeo,
The Internet and Constitutional Law: The protection of fundamen-
tal rights and constitutional adjudication in Europe (Routledge
Research in Constitutional Law), 2016.

29 Article 15 (2) CCC.
30 Article 15 (3) CCC.
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provision is structured according to requirements drawn from
the provision text. Within each requirement section, the rel-
evant Guidance Note’s assertions will be presented and
discussed.

4. Production orders to obtain subscriber
information from service providers (Article 18 (1)
(b) CCC): Four requirements

(1) Each Party shall adopt such legislative and other measures
as may be necessary to empower its competent authorities to order:
[. . .]
(b) service provider offering its services in the territory of the Party
to submit subscriber information relating to such services in that
service provider’s possession or control (Article 18 (1) (b) CCC).

4.1. Addressee of investigatory measure (requirement 1)

Article 18 (1) (b) CCC foresees a production order, that can be
issued to a “service provider”. The term “service provider” is
defined in Article 1 (3) as “(i) any public or private entity that
provides to users of its service the ability to communicate by
means of a computer system, and (ii) any other entity that pro-
cesses or stores computer data on behalf of such
communication service or users of such service”. Although the
term “encompasses a broad category of persons that play a par-
ticular role with regard to communication or processing of data”,
the explanatory report clarifies that a provider must at least
offer “communication or related data processing services”.31

According to this understanding over-the-top content pro-
vider (OTT), such as WhatsApp or Skype, should also qualify
as service providers.

In line with the aforementioned, the Guidance Note on page
5, addresses the term “service provider” and clarifies that Article
18 (1) (b) CCC “is to be applied with respect to any service pro-
vider”, including over-the-top content provider (OTT).

4.2. Subscriber information (type of data) (requirement 2)

The type of data that can be ordered is restricted to “sub-
scriber information”, which is defined in Article 18 (3) CCC as
“any information [. . .] that is held by a service provider, relat-
ing to subscribers of its services other than traffic or content
data”, such as type of communication service used, tele-
phone and other access number, billing and payment
information as well as information relating to installed com-
munication equipment. To better grasp the scope of what
accounts to “subscriber information”, a look into the defini-
tion of “traffic data” is inevitable. Traffic data means “any
computer data relating to a communication by means of a com-
puter system [. . .], indicating the communication’s origin,
destination, route, time, date, size, duration, or type of under-
lying service”.

Although there seems to exist a significant overlap in cat-
egories between traffic data and subscriber information, the

latter only embraces static information in the possession of
the service provider, based on the service agreement or ar-
rangement that are not intrinsically produced and entangled
in the individual communication process itself.32 According to
the aforementioned understanding, a dynamic IP address would
actually fall under traffic data, whereas a static IP address would
qualify as subscriber information, since a static IP address does
not change, and is thereby part of the service arrangement from
the beginning.

Theoretically, the CCC therefore divides clearly between
traffic data and subscriber information. However, from prac-
tical perspective it is questionable how this separation can be
maintained for billing and payment information. In line with
the reasoning above, billing information according to Article
18 CCC, would only embrace data such as the subscriber’s bank
details and maybe the mere amount owed or paid for a par-
ticular billing circle. What would fall outside the scope of Article
18 CCC is information, which is based on traffic data and that
service providers collect for billing purposes such as the time
of internet usage for a particular date and time.

The Guidance Note does not explicitly address the defini-
tion or T-CY’s understanding of what “subscriber information”
encompasses. However, the final report of the T-CY Cloud Evi-
dence Group from 16 September 2016, upon which the Guidance
Note among other sources is based, states that such data is
“information to identify the user of a specific Internet Proto-
col (IP) address or, vice versa, the IP addresses used by a specific
person”.33 This contradicts our analysis above, to the extent that
a dynamic IP address is not static information in the posses-
sion of the service provider, based on the service agreement
or arrangement but intrinsically produced and entangled in
the individual communication process itself, which would fall
under traffic data according to Article 1 (d) CCC. Unfortu-
nately, the Guidance Note misses out in clarifying this point
further.

Prone to be overlooked, Article 18 (1) (b) CCC also requires
the subscriber information to be related to the services offered
by the respective provider. This restrictive requirement mani-
fests itself twofold: If a service provider such as Skype, which
enables communication through text but also voice, collects
information relating to e.g. the living situation in the house-
hold, sexual orientation or religious denomination for whatever
reasons, such information is not closely linked to the service
provider and its services, thus should fall outside the scope
of Article 18 (1) (b) CCC. Furthermore, the Explanatory Report
states that the subscriber information must also relate to the
“services offered in the ordering Party’s territory”. Such a re-
striction could mean, that if a provider offers one service in
country A but not in country B, LEAs in country B cannot order
subscriber data relating to subscribers of services offered in
country A. Unfortunately, the Guidance Note remains silent on
these points. If at all, the document in another context, assures

31 Except for web hosting companies, see Explanatory Report to
the Cybercrime Convention (hereinafter Explanatory Report)
rn. 27 f.

32 See also Explanatory Report rn. 180.
33 Cybercrime Convention Committee (T-CY), Criminal justice

access to electronic evidence in the cloud: Recommendations for
consideration by the T-CY, final report of the T-CY Cloud Evidence
Group (16 September 2016), page 12; see also Cybercrime Conven-
tion Committee (T-CY), Rules on obtaining subscriber information,
report adopted by the T-CY at its 12th Plenary (2–3 December 2014).
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that the use of a particular country code top-level domain such
as .be (Belgium) or .de (Germany) is not a determining factor
for an evaluation of whether a provider is offering its service
in one or the other country (see also the third requirement dis-
cussed below).34

4.3. Offering of the service in the territory (territorial
link) (requirement 3)

Essentially, LEAs can only order subscriber information from
a service provider that is “offering its services in the territory” of
their respective State. The wording is ambiguous and neither
the Convention nor its Explanatory Report clarifies when a
service provider is “offering its services in the territory”. Apply-
ing a literal interpretation to the aforementioned, one might
argue that any form of accessibility of the provider’s services
from within the respective State is already sufficient. Such line
of interpretation would effectively allow LEAs to order the pro-
duction of subscriber data from almost any service provider
worldwide. On the other end, it could also be argued that a
physical presence of the service provider within the request-
ing State is required, and therefore all foreign established service
providers lie outside the scope of Article 18 (1) (b) CCC. Between
these two opposing positions of interpretation, more nuanced
views could require business activities of the service pro-
vider within the ordering State, through for instance
advertisement in the national language or commercial use of
collected user data.35

The Guidance Note seems to be almost primarily aimed at
clarifying what the requirement “offering its services in the ter-
ritory” actually stands for. The document clearly states that
“Parties could apply the provision in circumstances in which
the service provider offering its services in the territory of the
Party is neither legally nor physically present in the territory”.36

Furthermore, the Guidance Note proposes a twofold test37

to determine if the requirement of “offering its services in the
territory” is fulfilled or not: 1) Does the service provider enable
persons in the territory of the Party to subscribe to its services (and
does not, for example, block access to such services)? 2) Has the service
provider established a real and substantial connection to a Party?

In determining whether a “substantial connection” has been
established or not, the CEG and essentially T-CY propose some
“relevant factors” such as “the extent to which a service pro-
vider orients its activities towards such subscribers (for example,
by providing local advertising or advertising in the language
of the territory of the Party), [the] use of the subscriber infor-
mation (or associated traffic data) [by the service provider] in
the course of its activities, [and extent to which the provider]
interacts with subscribers in the Party”.38 The T-CY therefore
clearly opted for an interpretation of the requirement that

focuses on accessibility within the respective State restricted
by an additional commercial link and therefore extends the
scope of Article 18 (1) (b) CCC to foreign established service
providers.

Possession or control over the data (territorial link)
(requirement 4)
The respective service provider must also be in “possession or
control” of the sought-after subscriber information. The Ex-
planatory Report elaborates upon the requirement first in regards
to Article 18 (1) (a) and then Article 18 (1) (b) CCC, by stating
“[a]s in paragraph 1(a), the term [. . .] refers to subscriber in-
formation in the service provider’s physical possession and to
remotely stored subscriber information under the service pro-
vider’s control (for example at a remote data storage facility
provided by another company)”. According to the Explanatory
Report’s section for Article 18 (1) (a) CCC, the term is further
explained as “physical possession of the data concerned in the
ordering Party’s territory, and situations in which the data to
be produced is outside of the [provider’s] physical possession
but the [provider] can nonetheless freely control production
of the data from within the ordering Party’s territory”.39

It seems therefore, that in case of physical possession over
the data, the data must be located somehow on the territory
of the ordering State. Subscriber information outside the physi-
cal possession might be stored abroad, but needs to be
producible by the provider from within the territory, which
seems to indicate a physical presence of the latter inside the
territory of the requesting State. On the other side, the Ex-
planatory Report refrains from stating this explicitly for Article
18 (1) (b) CCC, which leaves room for an interpretation of “pos-
session or control” that might allow for the production of data
in the requesting State but by a service provider established
outside territory.

The ambiguity surrounding the requirement “possession or
control” should become clearer, when read together with Article
32 CCC. The latter provision is allocated in Chapter 3 Title 2
of the Convention, dealing with international cooperation, spe-
cifically mutual assistance regarding investigative powers. Article
32 (b) CCC40 permits for LEAs to access and receive data stored
in foreign territory without the prior authorization by the af-
fected (other) State, provided that the requesting State obtains
the lawful and voluntary consent of the person who has the
lawful authority to disclose the data. The Explanatory Report
foresees a service provider as a person with the lawful au-
thority to disclose data,41 which implies that data production

34 Guidance Note, loc. cit., page 8.
35 For instance, the “Virtual Presence Argument” used in the Yahoo!

Belgium Case by the Court of Cassation (Dec. 2015), unofficial trans-
lation of the case in Digital Evidence and Electronic Signature Law
Review,Volume 13 (2016), page 156–158, at page 157, accessible under
http://journals.sas.ac.uk/deeslr/article/view/2310 (last checked:
29.06.2017).

36 Guidance Note, loc. cit., page 6.
37 Guidance Note, loc. cit., page 8 and schematic on page 9.
38 Ibid.

39 Explanatory Report, rn. 173.
40 Article 32 (b) CCC reads: “A Party may, without the authorisa-

tion of another Party: [. . .] (b) access or receive, through a computer
system in its territory, stored computer data located in another Party,
if the Party obtains the lawful and voluntary consent of the person
who has the lawful authority to disclose the data to the Party
through that computer system.”

41 Explanatory Report, rn. 294. For the controversy whether a service
provider can lawfully consent in case of Article 32 (b) CCC, or the
consent should be obtained from the data subject, see Bert-Jaap
Koops & Morag Goodwin, Cyberspace, the Cloud, and Cross-
Border Criminal Investigation. The Limits and Possibilities of
International Law, Tilburg Law School Research Paper No. 5/2016,
(2014), page 63.
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orders aimed at data stored at service providers in a foreign ter-
ritory are covered by the provision. 42 If the wording “possession
or control” in Article 18 (1) (b) CCC would already embrace access
to data stored abroad, and thereby effectively permit manda-
tory data production orders across borders, the regulation of
voluntary requests according to Article 32 would become su-
perfluous. This line of reasoning ultimately also affects the
aforementioned controversy in regards to the requirement “of-
fering its services in the territory” (see our discussion of the third
requirement above). Since in any case the data needs to be pro-
duced from within the territory of the requesting State and
therefore a physical presence of the provider is required, it
makes no sense to extend the scope of Article 18 (1) (b) CCC
to include service providers established abroad.

With regard to the requirement “possession or control”, the
silence of the Guidance Note strikes the eye. Rather than ad-
dressing the requirement in its details, the T-CY just claims
that “storage of subscriber information in another jurisdic-
tion does not prevent the application of Article 18 Budapest
Convention as long as such data is in the possession or control
of the service provider”.43 The document clearly misses the point
since it does not address whether in cases in which the data
is stored remotely, the production needs to be controlled by a
physically present provider within the territory. A point that
in light of the contradicting analysis above would have re-
quired clarification.

5. Production orders to obtain computer data
from persons (Article 18 (1) (a) CCC): Four
requirements

(1) Each Party shall adopt such legislative and other measures
as may be necessary to empower its competent authorities to
order:
(a) a person in its territory to submit specified computer data

in that person’s possession or control, which is stored in
a computer system or a computer-data storage medium;
(. . .) (Article 18 (1) (a)).

5.1. Addressee of investigatory measure (requirement 1)

Broader in scope of potential addressees, a production order
according to Article 18 (1) (a) CCC can be issued to “a person”,
which could literally be interpreted to cover any natural as well
as legal person. From systematic perspective, one might argue
that Article 18 (1) (b) CCC explicitly refers to “service pro-
vider”, and is therefore lex specialis prohibiting at least any
interpretation of the term “a person” that extends to service
providers. The Explanatory Report, unfortunately, keeps silent
on this matter.

The Guidance Note champions several times, rather dis-
guised and without justification, for a broad interpretation of
“a person” in Article 18 (1) (a) CCC that includes service
providers.44 Such an interpretation would essentially enable LEAs
to request also “specified computer data” from service providers.

5.2. Computer data (type of data) (requirement 2)

Article 18 (1) (a) CCC is not restricted to subscriber informa-
tion, but concerns “specified computer data”. Computer data is
defined in Article 1 (b), based on the ISO-definition of data, as
“any representation of facts, information or concepts in a form
suitable for processing in a computer system, including a
program suitable to cause a computer system to perform a func-
tion”. In brief, it pertains to all kind of stored data ranging from
content, to traffic and subscriber information, except for “data
that has not yet come into existence” as well as information
in a non-digital format.45

A production order based on Article 18 (1) (a) CCC can there-
fore result in the disclosure of inter alia email and chat content,
pictures, videos, voice massages, dynamic and static IP ad-
dresses, geo-location data and serial numbers of a computing
device, search and web browsing history or even medical
records.

Oddly, after extending the applicability of Article 18 (1) (a)
CCC to service providers (see Requirement 1 under 2.2.1.), the
Guidance Note restricts its proposed interpretation in a foot-
note stating: “It is important to recall that Article 18.1.a of the
Budapest Convention is not limited to subscriber informa-
tion but concerns any type of specified computer data. This
Guidance Note, however, addresses the production of sub-
scriber information only.”46

This could mean two things: Either the interpretation to
include service providers into the scope of Article 18 (1) (a) CCC
is only valid when the data to be ordered is restricted to sub-
scriber information, which in light of Article 18 (1) (b) CCC would
not bring any added value or, more likely, the CEG intends to
advertise Article 18 (1) (a) CCC as a legal basis to compel service
providers for all kinds of data not restricted to subscriber in-
formation, but due to its limited mandate was forced to stop
one step short of such an interpretation.

5.3. Presence in the territory (territorial link)
(requirement 3)

The addressee of the production order must be clearly present
in the territory of the ordering State, which the Guidance Note
also acknowledges.47

5.4. Possession or control over the data (territorial link)
(requirement 4)

Besides the required presence of the addressee of the produc-
tion order in the territory of the ordering State (see the third

42 Article 32 (b) CCC thereby besides allowing direct access to data
stored abroad, also provides a legal basis to receive data stored in
a computer located in another country through voluntary disclo-
sure, and thereby covers – non-mandatory – data production
requests. Concurring: Bert-Jaap Koops & Morag Goodwin, Cyber-
space, the Cloud, and Cross-Border Criminal Investigation.The Limits
and Possibilities of International Law, Tilburg Law School Re-
search Paper No. 5/2016, (2014), page 63.

43 Guidance Note, loc. cit., page 7.

44 Guidance Note, loc. cit., page 6 fn. 7 and page 7 fn. 10.
45 Explanatory Report, rn 170: “such as traffic or content data related

to future communications data or content data related to future
communications”.

46 Guidance Note, loc. cit., page 6 fn. 3.
47 Guidance Note, loc. cit., page 6.
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requirement discussed above), the addressee must also have
“possession or control” of the data. Similar to Article 18 (1) (b)
CCC (see above Requirement 4 of the respective provision),
the data must also be stored within the ordering State’s
territory.48

Notably, the Guidance Note thinks differently, and pro-
poses to extend the scope of Article 18 (1) (a) CCC to data
producible from within the ordering State’s territory, which
would include data stored on servers abroad.49

6. Four critical remarks about the expansive
interpretations of the Guidance Note

LEAs and the judicial branch struggle to find sound ways to
get the information they need. Service providers are caught
in the middle, having to weigh compliance with domestic
data protection rules against the importance and urgency of
foreign data production orders. Evaluating the T-CY Guid-
ance Note, we would like to briefly point out four main
objections, relating to first, the proportionality and necessity
of the Guidance Note, second, its position in regard to
extraterritorial enforcement and sovereignty, third, its reti-
cence towards fundamental rights and fourth its missed
chance to illuminate the actual substance of the term “sub-
scriber information”.

First, based on the T-CY’s interpretation of Article 18 (1)
(b) CCC, the scope of the provision would allow now the
issuing of production orders by LEAs to foreign established
service providers, notwithstanding whether the sought sub-
scriber information is stored within or outside the ordering
State’s territory. However, instead of restricting its efforts to
what is strictly necessary in order to achieve the objective of
enabling LEAs’ cross-border access to subscriber informa-
tion, the CEG reaches further, and advertises Article 18 (1) (a)
CCC as an additional legal basis for production orders seeking
the whole spectrum of data such as subscriber information,
traffic and content data stored abroad by a provider that is
physically present within the ordering State’s territory. Both
proposed interpretations are controversial and promote more
unilateralism, but especially the latter concerning Article 18
(1) (a) CCC casts a shadow on the Cloud Evidence Group’s
intentions.

Second, the Guidance Note is also misleading in that it
claims that agreement by the Party States to the respective
document, will not be classified as consent to extraterritorial
enforcement of domestic production orders.50 But such a state-
ment would really only hold true, if a production order
addressed to foreign established service providers, or aimed
at data stored on foreign territory, would not account to be an

exercise of State power in the territory of another State.51 Oth-
erwise, such a production order would require a permissive rule
derived from international custom or convention in order to
not conflict with international law.52 However, until the Per-
manent Court of International Justice decides upon this matter
or the community of States does not otherwise come to a
common understanding, the CEG’s statement is nothing but
whitewashing and might even be seen as an attempt in pur-
suing the Party States to accept the Guidance Note as
interpretative interpretation of law.

Third, extending the scope of Article 18 CCC in the pro-
posed way presents an exceptional challenge to the principle
of territoriality and sovereignty, which are essentially inter-
connected to the protection of fundamental rights and the rule
of law.53 The Guidance Note’s interpretation of Article 18 CCC
would circumvent established instruments of judicial coop-
eration, such as Mutual Legal Assistance agreements, which
allow the cooperation of LEAs from different countries, while
ensuring respect for the sovereignty interest of each country,
including its view on an adequate protection of privacy and
other fundamental rights. Hence, the CEG should have at least
considered the Guidance Note’s impact on the individual rights
of the potentially affected persons, especially their right to fair
trial and effective remedy. Unfortunately, this aspect is almost
completely ignored. The document passes any responsibility
in regards to effective fundamental rights protection to the
States by stating “[t]he Parties to the Convention are ex-
pected to form a community of trust that respects Article 15
Budapest Convention”.54

Fourth, the Guidance Note misses out on the chance to
clarify what subscriber information actually stands for, a point

48 Explanatory Report, Rn. 173; see also in more detail above under
IV.1.d.

49 Guidance Note, loc. cit., page 6.
50 Guidance Note, loc. cit., page 6: “[a]greement to this Guidance

Note does not entail consent to the extraterritorial service or en-
forcement of a domestic production order issued by another State
nor creates new obligations or relationships between the Parties.”

51 A question nicely laid out by Judge Gerard E. Lynch in the
Microsoft Ireland Case: “[. . .] the Irish government and the Euro-
pean Union would have a considerable grievance if the United States
sought to obtain the emails of an Irish national, stored in Ireland,
from an American company which had marketed its services to
Irish customers in Ireland” but that the “case looks rather differ-
ent, [. . .] to the people and officials of Ireland and the E.U. [. . .] if
the American government is demanding from an American
company emails of an American citizen resident in the U.S., which
are accessible at the push of a button in Redmond, Washington,
and which are stored on a server in Ireland only as a result of the
American customer’s misrepresenting his or her residence, for the
purpose of facilitating domestic violations of American law, by ex-
ploiting a policy of the American company that exists solely for
reasons of convenience and that could be changed, either in general
or as applied to the particular customer, at the whim of the Ameri-
can company.”, U.S. Court of Appeals for the Second Circuit, Microsoft
v. United States, No. 14–2985 (2d Cir. 2016), 14.07.2016, (Lynch, G.E.,
concurring), page 15.

52 See SS Lotus – France v. Turkey Case (1927), PCIJ Ser A No 10, 18
(emphasis added): “[T]he first and foremost restriction imposed by
international law upon a state is that – failing the exercise of a per-
missive rule to the contrary – it may not exercise its power in any
form in the territory of another State. In this sense jurisdiction is
certainly territorial; it cannot be exercised by a State outside its
territory except by virtue of a permissive rule derived from inter-
national custom or convention.”

53 Mireille Hildebrandt, ‘Extraterritorial jurisdiction to enforce in
cyberspace? Bodin, Schmitt, Grotius in cyberspace?’, University of
Toronto Law Journal, vol. 63, (2013), p. 196–224, at page 204.

54 Guidance Note, loc. cit., page 8
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that has tremendous importance for the evaluation of the
privacy impact of production orders based on Article 18 (1) (b)
CCC. As we have shown above, it is not clear whether a dynamic
IP address can be regarded as subscriber information, or rather
falls in the category of traffic data, and thereby outside the scope
of Article 18 CCC.The European Commission in its recently pub-
lished Technical Document stresses three important aspects in
this regard: first, “absence of certainty as to which category [of
data] applies can lead to an uneven application of procedural
safeguards, as legal procedures and safeguards vary across dif-
ferent categories of electronic evidence [. . .]”; second, “[t]he lack
of consistent definitions of different types of data may also
result in conflicts of law as regards the scope of measures”;
and third, “it may lead to misunderstandings between request-
ing authority and executing authority or service provider
addressed”. 55

7. Conclusion: Virtual territoriality? Human
rights? Proportionality?

The above discussed Guidance Note to the Cybercrime Con-
vention, adopted in March 2017 by the Cybercrime Convention
Committee (T-CY) of CoE, seems to be almost primarily aimed
at clarifying what the requirement “offering its services in the
territory” in Article 18 (1) (b) CCC on production order imposed
on service providers actually stands for.

As shown in our analysis the T-CY opted for an interpre-
tation that focuses on accessibility within the respective State
restricted by an additional commercial link (section 3, above).
This interpretation promotes unilateralism by disregarding
physical aspects of territoriality and replaces them by a “virtual
link” requirement.

Bolstering law enforcement and security interests, as in-
tended by the Guidance Note, should not come at the expense
of insufficient fundamental rights protection and respect for
sovereignty interests. In a quite interesting effort, Google re-
cently released a framework, which proposes a twofold solution
attempt.56 Direct access to US based service providers by
foreign LEAs should be granted in case their home countries
“commit to baseline privacy, human rights, and due process
principles” and additionally a bilateral agreement between
the US and the respective State is concluded.57 Countries
that lack adequate protection of fundamental rights and due
process, should have to go through a modernized channel of
MLA.58

The currently negotiated US–UK bilateral agreement59 – re-
ferred to as “a step backwards for privacy” 60 – could already
be a first step in the proposed direction and might even become
a role model for a series of bilateral agreements between US
and EU Member States, regulating the conditions under which
law enforcement authorities of one Contracting Party may
request data from service providers in another Contracting Party.

Unilateralism, whether supported by the courts, LEAs or T-CY,
should be rather seen as a deadlock than a solution.

In the light of these ideas and developments, the Guid-
ance Note therefore appears to be a (flawed) provisional relief
effort, which tries on the one hand to face the reality of Party
States, which, in the “absence of a clear, efficient and feasible
international legal framework, [will] increasingly pursue uni-
lateral solutions in practice”61 and on the other hand bridge
the time until the Party States are able to agree on an addi-
tional protocol to the CCC to address the cross-border access
of LEAs more comprehensibly, which until recently was still
regarded as “not feasible”.62

Amending the Cybercrime Convention is what is really
needed here: not some soft law plumbing, but real agree-
ment between sovereign states checked by their constituencies.
The work on the additional protocol should begin this autumn
(2017) and finish by the end of 2019.63 The protocol will focus
on four problems: a) improving the mutual legal assistance;
b) allowing for direct cooperation with service providers in other
jurisdictions with regard to requests for subscriber informa-
tion, preservation requests, and emergency requests; c) clearer
framework and stronger safeguards for existing practices of
transborder access to data; and d) safeguards, including data
protection requirements.64

While we certainly cannot object to any improvements the
additional protocol might bring about to the mutual legal as-
sistance mechanism, the Guidance Note suggests that the focus
of the additional protocol will be facilitating cross-border access
to data for law enforcement authorities of all the Party States,
by expanding their jurisdiction and making it easier for them

55 Technical Document, page 6.
56 See Kent Walker, Digital security and due process: A new legal

framework for the cloud era, The Keyword (Google Blog) (22 June
2017), accessible under https://www.blog.google/topics/public-
policy/digital-security-and-due-process-new-legal-framework-
cloud-era/ (checked: 18.08.2017) and linked document “Digital
Security & Due Process: Modernizing Cross-Border Government
Access Standards for the Cloud Era” (hereinafter “Google Frame-
work Document”).

57 Google Framework Document, loc. cit., page 8 ff.
58 Google Framework Document, loc. cit., page 12.

59 Critically assessed by Mailyn Fidler & Scarlet Kim, In the U.S.-
U.K. Deal, Both Sides Deserve Scrutiny, Just Security Blog (9 August
2017), available at https://www.justsecurity.org/44020/u-s-u-k-deal-
sides-deserve-scrutiny1/ (checked: 17.08.2017).

60 Adam Schwartz and Lee Tien, Electronic Frontier Foundation
(EFF), Protect the Privacy of Cross-Border Data: Stop the DOJ Bill
(24 September 2017), accessible under https://www.eff.org/deeplinks/
2017/09/protect-privacy-cross-border-data-stop-doj-bill (checked:
03.12.2017).

61 Cybercrime Convention Committee (T-CY), Criminal justice
access to electronic evidence in the cloud: Recommendations for
consideration by the T-CY, final report of the T-CY Cloud Evidence
Group (16 September 2016), page 16.

62 Cybercrime Convention Committee (T-CY), Transborder access
to data and jurisdiction: Options for further action by the T-CY, report
prepared by the Ad-hoc Subgroup on Transborder Access and Ju-
risdiction, adopted by the 12th Plenary of the T-CY (2–3 December
2014), 03.12.2014, page 13.

63 Cybercrime Convention Committee (T-CY), (DRAFT) Terms of Ref-
erence for the Preparation of a Draft 2nd Additional Protocol to the
Budapest Convention on Cybercrime, (1 June 2017), accessible under
https://rm.coe.int/-draft-terms-of-reference-for-the-preparation-
of-a-draft-2nd-additiona/168071b794 (last checked: 29.06.2017).

64 Ibid, page 4.
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to compel service providers to disclose data rapidly, at least
certain types such as subscriber information. Judging by the
Guidance Note and its problem-oriented approach, we remind
that any new types of interferences with fundamental
rights need to pass the necessity and proportionality test and
present the least intrusive measure to meet the objective. If
a measure is chosen before such tests have been carried out,
construing safeguards around such a measure risks a
dangerous pitfall of providing a mere lip service to fundamen-
tal rights.

Moreover, the European Commission is about to propose leg-
islation aimed at improving cross-border access to electronic
evidence in criminal matters.65 The European Commission is

contemplating a common EU legal framework defining the types
of data and service providers, which would be subject to a cross-
border production order or request, within the Union or even
to a third country, via a mandatory legal representative in the
Union. This legislation might also cover the direct access to
data through a seized device, without passing through the
service provider.The result of this legislative process may impact
the discussion on international agreement(s) with the US, such
as the above-mentioned US–UK agreement. It may also clearly
position EU Member States in respect of the second addi-
tional protocol to the CCC. We can only hope that this new piece
of EU legislation will learn from the shortcomings of the Guid-
ance Note and avoid some of its pitfalls.

65 See the inception impact assessment of 3 August 2017, acces-
sible under https://ec.europa.eu/info/law/better-regulation/initiatives/
ares-2017-3896097_en (last checked: 4 December 2017).
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