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ABSTRACT 

 

What if the Internet community could halt cyber-attacks as they happen? Would that 

improve our response to cybercrime? Would such an intervention be not only desirable 

but also legitimate? In this thesis, I investigate the regulatory boundaries of strengthening 

private-sector intervention against large-scale cybercrime.  

Among the prevalent forms of cyberthreats, botnets are one of the most popular and 

sophisticated. Botnets are a persistent threat to the economy, to the rights and interests of 

individuals, businesses and governments, and to the welfare of nations. Despite their 

impact on our society, the regulatory response to this ever-growing threat has been limited 

to criminalization. Much of the fight against botnets, however, depends on the 

involvement of private sector organizations that have the means and the knowledge to 

counter these infrastructures. 

Starting from the premise that industry intervention against botnets is both desirable and 

necessary, I research the gaps in and strengths of the Dutch and EU legal framework, in 

an attempt to evaluate the effectiveness of regulation in enabling botnet mitigation by the 

private sector. These findings are contrasted with an exploratory comparative analysis 

involving the U.S., a pioneering jurisdiction in cybersecurity multistakeholderism. This 

functional comparison will help understand whether there are other, alternative ways of 

regulating botnet mitigation that allow private sector organizations to participate further. 

The outcomes of the overall analysis served as the foundation for regulatory 

recommendations for the Dutch and EU regulators. More broadly, the findings of this 

study are of general interest, because the threat posed by botnets is not only ubiquitous 

but commonly shared, and regulators worldwide could benefit from understanding how 

leading nations in cybersecurity are advancing to better protect their citizens. 

This research is innovative in that it addresses a socially relevant cyber threat that has been 

given little attention by regulation studies and legal scholarship, despite its massive 

implications. This book distinguishes itself from other cybercrime legal research by going 

beyond the limits of criminal law, launching a comprehensive investigation into regulation 

and its plurality of regulatory instruments. Finally, it is the result of joint work of multiple 

stakeholders - whose daily activities include tracking and taking down botnet 

infrastructures before their devastating impact is felt by you and me.     
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1. INTRODUCTION 

1.1 PURPOSE OF THIS BOOK  

This book aims to contribute to an improved response to cybercrime and better 

cybersecurity. Prompted by the social relevance of online criminality, this study investigates 

how the Dutch regulatory framework has accounted for the potential of private sector to 

fight cybercrime. More specifically, this study intends to advance the regulatory framework 

in the Netherlands and the country’s resilience to cyber threats.1 

This thesis was written during the project ‘Public-private actions against botnets: 

establishing the legal boundaries’ (hereinafter: BotLeg), a 4-year initiative funded by the 

Netherlands Organisation for Scientific Research 2  designed to improve response to 

botnets and promote public and private sector cooperation in the Netherlands. As a host-

country, the Netherlands holds a prominent position in this research, as the study benefited 

from the valuable discussions among and contributions from the  public and private sector 

partners involved in BotLeg.3 Additionally, the Netherlands maintains updated cybercrime 

laws, specialized police forces, and an active cybersecurity community, making it a rich 

jurisdiction for legal studies. Although the Netherlands is the core jurisdiction of this 

research, the questions faced by Dutch law enforcement authorities and private sector are 

very similar to those confronting the same set of actors in different parts of the world. For 

that reason, the results of this thesis may be beneficial to foreign jurisdictions currently 

struggling to accommodate private sector’s input in their response to botnets and 

cybercrime at large, as this research may present alternative regulatory solutions to those 

issues. In particular, this study is beneficial to other EU Member States, whose frameworks 

are more closely comparable to that of the Netherlands, given the influence of EU 

harmonization efforts in cybersecurity matters.  

 
1  Albeit focusing on regulation theory, the author recognizes the seminal role of other aspects of 
cybersecurity in countering botnets, viz. public policy, economics of cybercrime, investments in 
cybersecurity research and development, public awareness, and additional areas of regulation not 
covered in this thesis (such as general Internet governance). 
2 Nederlandse Organisatie voor Wetenschappelijk Onderzoek (NWO). 
3 SURFnet, Politie Nederland (Team High Tech Crime, NHTCU), SIDN, Leaseweb, and Vereniging 
Abuse Information Exchange (AbuseHub). 
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1.2 PROBLEM STATEMENT 

The prevalence of cyber threats has ignited a fervent discussion on the effective means to 

counter cybercrime. Among the proposed strategies arising from this debate, the idea of 

promoting private sector participation has attracted particular attention. Could industry 

help us fight against botnets? If so, should regulation facilitate this contribution? These are 

some of the problems explored in the following Chapters. This study stems from my 

believing that businesses hold a prominent position in the operation, monitoring, and 

delivery of Internet services, rendering some private sector organizations well positioned 

to preempt and counter cybercrime. As highlighted by Brenner (2007, p. 61), businesses 

can support law enforcement agencies by providing relevant means and expert knowledge, 

and also directly contribute to criminal procedures with staff members collaborating with 

the authorities. In addition to being helpful to investigations, key private sector 

organizations are equipped with sufficient resources to timely detect, prevent, and respond 

to cybercrime as it occurs (Germano, 2014, p. 2). Given the diversity of private sector 

stakeholders, it seems appropriate to speak of a category of businesses with direct and 

complementary capabilities of countering cybercrime, or a group of stakeholders that are 

pivotal to cybersecurity (e.g., Internet Service Providers (ISPs), software developers, 

hardware manufacturers, etc.). 

From a utility lens, incorporating the combined power of private sector organizations to 

respond to cybercrime is a latent, yet promising step towards improved security. While 

public authorities hold prerogatives for investigation and prosecution of crimes, it is the 

industry that has expert insight into combatting cyber threats (Germano, 2014, p. 2). In 

the context of cyber criminality, several obstacles compromise the activities of law 

enforcement while creating incentives for the proliferation of cybercrime. The wide 

availability of anonymity tools, minimal financial costs, low expectations of punishment, 

and high financial prospects, among others, have fostered a growing market for 

cybercrime. As a result, an offender-dominant situation has been established, where the 

circumstances favors perpetrators over law enforcement (Reinicke, Cummings, & 

Kleinberg, 2017, p. 69). By betting on cooperation with the private sector, governments 

hope to supplement law enforcement actions on prevention, deterrence, and prosecution 

of cybercrime (ENISA, 2011) (OECD, 2010).         
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Despite the promises that the involvement of private sector will enhance the overall 

response to cybercrime, opposing arguments challenge the viability and legitimacy of a 

hybrid model of law enforcement composed of shared responsibilities between the public 

and private organizations. The concerns about expanding private sector intervention 

against cybercrime are threefold:  

(1) Traditionally, States have concentrated legitimacy on the use of force in the hands of 

law enforcement authorities, therefore excluding private sector agents;  

(2) Private sector organizations are not bound by transparency and accountability in the 

same form that public actors are, and their misconduct could be left unpunished; and,  

(3) It is uncertain whether regulatory incentives are sufficient to ensure that private sector 

organizations will act in the public interest, whenever the latter contrasts with their private 

interests.  

The debate on private sector participation converts into a vital question when considering 

high-impact forms of cybercrime. Within the broadening scope of remarkably threatening 

cybercrime, I chose to focus on botnets, which are consistently associated with high-profile 

attacks (EUROPOL, 2018). Botnets stand for networks of compromised devices infected 

by a ‘bot’ computer program, an advanced piece of software designed to create malicious 

backdoors. After a bot installation, perpetrators are able to remotely control the infected 

systems and manipulate such devices to spearhead powerful, large scale cyber-attacks 

against websites, companies, and users themselves (Narang, Ray, Hota, & 

Venkatakrishnan, 2014, p. 108). In many cases, a single botnet may include millions of 

victimized computers. 

The figures on the economic losses caused by botnets are equally noteworthy. In 2013, the 

Chameleon botnet, a piece of malware exploiting online ads, allegedly caused a 6-million-

dollar monthly loss to website advertisers (Spider.io, 2013). A year later, the costs attributed 

to GameOver Zeus, a botnet intercepting online banking transactions, reportedly reached 

over 100 million dollars (FBI, 2014).4 A study focused on the consumer costs attributed to 

IoT botnets estimated that each device owner in the Mirai botnet incurred combined costs 

 
4 The reliability of such numbers has been criticized. Scholars (Anderson, et al., 2012) and industry 
researchers (Florêncio & Herley, 2013) have contended that current statistical methods are prone to 
biases, resulting in inflated numbers that favor particular sectors of the cybersecurity community. 
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of 13.50 dollars per device (including electricity and bandwidth consumption), which 

resulted in a total of more than 323,973.75 dollars for the entire attack (Fong, Hepler, 

Raghavan, & Rowland, 2018). Financial figures aside, botnets also account for a notable 

social cost (Anderson, et al., 2012, p. 6), as they (1) infringe on the fundamental right to 

data protection in that they compromise personal data, including traffic and location data 

of individuals; (2) cause job losses by obstructing and compromising large information 

systems; and (3) harm trust in the digital society by victimizing users and services. A striking 

destructive use of botnets has been associated with cyberwarfare and politically motivated 

attacks. The attacks that paralyzed Estonia in 2007 and Georgia in 2008, for instance, were 

launched via botnets (Leder, Wener, & Martini, 2009, p. 211). The menace posed by 

botnets is multifaceted and changeable, affecting public and private stakeholders alike. 

Owing to the fact that botnets avail themselves from the ubiquity of the Internet, where 

services and infrastructures are typically operated by business intermediaries, the possibility 

of counting on the support of the private sector is paramount to mitigating new attacks. 

In addition, the experience of botnet takedowns, namely GameOver Zeus (FBI, 2014), 

ZeroAccess (EUROPOL, 2013) and Ramnit (EUROPOL, 2015a), as well as the anti-

botnet initiatives carried out by AbuseHub (NL), NoMoreDDoS (NL), and BotFrei (DE), 

suggest that the involvement of private sector is a prominent factor for successful botnet 

mitigation. Next to cooperating with public authorities, private sector agents may 

collaborate with one another, as they exchange data on and promote disinfection of 

botnets affecting their networks. As a result and due to the pivotal role played by private 

sector in countering botnets, cooperation between public authorities and private parties 

has been at the heart of anti-botnet discussions (ENISA, 2011). Nevertheless, private 

sector involvement in botnet mitigation remains insufficiently accounted for in regulatory 

instruments. As it shall be further discussed, private sector collaboration exists in 

regulatory uncertainty (e.g., businesses willing to combat botnets are at a loss as to which 

countermeasures are legitimate, which types of data can be exchanged with public 

authorities and other third parties, and how different forms of cooperation may translate 

into liability). Moreover, it is not clear whether the existent framework is sufficient to 

accommodate private sector participation, or which regulatory approaches could offer an 

adequate framework for public-private and private-private cooperation against botnets. 

The problems above form the nexus of this book. 
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1.3 RESEARCH QUESTION AND APPROACH 

Considering the importance of botnets, I investigate the effectiveness of the existing Dutch 

regulatory framework in enabling participation of selected industry actors in combatting 

botnets. More broadly, I canvass a set of regulatory conversations to help further the 

involvement of key private sectors stakeholders in mitigating botnets. This research is 

undergirded by the assumption, supported by cybersecurity literature and cybersecurity 

experts from public and private sector (Germano, 2014) (van Eeten, Asghari, Bauer, & 

Tabatabaie, 2011) (ENISA, 2011) (OECD, 2010), that private sector participation is 

essential to an improved response to botnets. Influenced by this perspective, the overall 

research question of this study investigates what can be said about the effectiveness of the 

Dutch regulatory framework in enabling private sector participation in the fight against 

botnets, and how the regulatory framework could be enhanced in this regard. The broader 

research question can be broken down into four main sub-questions. 

1. Why do botnets call for regulatory intervention? 

a. What are botnets and how do they impact society? 

b. What are the main challenges in the fight against botnets? 

c. What are the public policy goals behind regulatory intervention? 

2. How can industry participation be regulated in the context of botnet mitigation? 

a. What is the appropriate target industry for regulatory intervention?   

b. What is the ideal role of the target industry in combatting botnets? 

c. What are possible requirements for effective regulation regarding the target industry? 

3. What can be said about the effectiveness of the Dutch regulatory framework in enabling 

actions of the target industry against botnets? 

a. What is the regulatory framework applicable to botnet mitigation? 

b. Is the regulatory framework conceived to reach the target industry? 
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c. Is the regulatory framework conceived to produce its desired effects? 

d. How does the regulatory framework perform in relation to selected requirements for effectiveness? 

4. In light of the previous questions, how could the current Dutch regulatory framework 

be adapted to enhance the participation of the target industry in fighting botnets?  

a. What lessons can be learned from another jurisdiction in which the target industry is playing a 

role in combatting botnets? 

b. What regulatory changes could improve effectiveness of the Dutch regulatory framework in enabling 

the participation of the target industry in fighting botnets?  

The book is divided in four structural blocks, following the sub-questions. The first 

includes an examination of the architecture of botnets, the menace posed by these 

malicious infrastructures, and the set of solutions used to counter them. The second sub-

question addresses how the Internet industry may support an increased response to 

botnets by considering the different facilitating roles that private sector actors may occupy. 

Combined, the first two sub-questions will set the stage to answer the subsequent sub-

questions, which deal with the core aspects of this book: identifying potential regulatory 

shortcomings and starting a debate on revisiting the regulatory framework in view of 

improving its effectiveness.  

The third sub-question examines the effectiveness of the Dutch regulatory framework in 

allowing the selected industry actors to counter botnets. The concept of effectiveness as 

framed in this study is a compound of two elements. Effectiveness shall mean the extent 

to which the regulatory framework maximizes the potential of botnet mitigation by the 

selected private sector actors while ensuring that such actions are at least minimally 

compliant with the right to data protection. In order to determine the effectiveness of 

current regulation - meaning the maximization of private sector intervention while 

guaranteeing at least minimal compliance with data protection rights-, the landscape of 

regulation is analyzed the context of botnet mitigation and in light of the identified 

indicators of effectiveness. Throughout the study, arguments were enriched by 

conversations carried out with actors from the Dutch cybersecurity community and 

partners of the BotLeg project.  
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Lastly, the fourth sub-question builds upon the results of the effectiveness evaluation. This 

is whether the Dutch regulatory framework is revealed to be, at least in part, effective to 

enable private sector participation in the fight against botnets. In case the framework is at 

least in partly ineffective (as it was the case), the fourth sub-question investigates how 

another jurisdiction (the U.S.) responds to the failures identified (see Section 1.6.3). The 

exploratory comparative analysis envisioned under sub-question 4 brings in additional 

elements for analysis. By investigating how the other selected jurisdiction has regulated the 

actions of the selected industry actors (also referred to as ‘target industry’), it may be 

possible to discover new or improved solutions for potential regulatory shortfalls present 

in the Netherlands. In sum, comparative research is used to contrast the Dutch framework 

against that of the U.S. (a pioneering jurisdiction in botnet mitigation) to generate ideas for 

improving the first.  

Later, based on the potential shortcomings of the national framework and the findings of 

the exploratory comparative analysis, this study proposes starting points for revisiting the 

applicable regulatory landscape. Such starting points, which are de facto outcomes of this 

research, are aimed at helping to strengthen the effectiveness of the Dutch regulatory 

framework by facilitating anti-botnet efforts by the target industry. As the framework of 

the Netherlands is largely shaped by regulation enacted at the EU level, as it shall be 

demonstrated, various elements of this analysis are a study on EU regulation. For that 

reason, the outcomes of this book also involve dedicated aspects of the EU framework 

that could be revisited.   

 Chapter 2 Chapter 3 Chapter 4 Chapter 5 Chapter 6 Chapter 7 

1. Why do botnets call 
for regulatory 
intervention? 

      

1.a What are botnets and 
how do they impact 
society? 

      

1.b What are the main 
challenges in the fight 
against botnets? 

      

1.c What are the public 
policy goals behind 
regulatory intervention? 

      

2. How can industry 
participation be regulated 
in the context of botnet 
mitigation? 
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2.a What is the 
appropriate target 
industry for regulatory 
intervention? 

      

2.b What is the 
ideal role of the target 
industry in combatting 
botnets? 

      

2.c What are 
possible requirements for 
effective regulation 
regarding the target 
industry? 

      

3. What can be said about 
the effectiveness of the 
Dutch regulatory 
framework in enabling 
actions of the target 
industry against botnets? 

      

3.a What is the 
regulatory framework 
applicable to botnet 
mitigation? 

      

3.b Is the regulatory 
framework conceived to 
reach the target industry? 

      

3.c Is the regulatory 
framework conceived to 
produce its desired 
effects? 

      

3.d How does the 
regulatory framework 
perform in relation to 
selected requirements for 
effectiveness? 

      

4. In light of the previous 
questions, how could the 
current Dutch regulatory 
framework be adapted to 
enhance the participation 
of the target industry in 
fighting botnets? 

      

4.a What lessons can be 
learned from another 
jurisdiction in which the 
target industry is playing 
a role in combatting 
botnets? 

      

4.b What regulatory 
changes could improve 
effectiveness of the 
Dutch regulatory 
framework in enabling 
the participation of the 
target industry in fighting 
botnets? 

      

Table 1.1 – Research questions and sub-questions in relation to Chapters 
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1.4 RELEVANCE, ORIGINALITY, AND CONTRIBUTION 

Altogether, the high numbers of botnet infections, the serious threat they pose to legal 

interests, and the positive results that private sector participation may deliver justify the 

social relevance of this study. By examining the effectiveness of regulation and possible 

new directions for the regulatory framework, this book advances the public policy goal of 

cybersecurity.  

This research is a novel component in botnet studies. This is the first legal and regulatory 

study solely focused on the participation of private sector countering botnets in the 

Netherlands. Today, there is still a paucity of legal literature on botnets (Lerner, 2014) 

(Westby, 2014); most legal recommendations are the product of non-legal documents, 

drafted by non-jurists (ENISA, 2011) (OECD, 2010), and no dedicated national studies 

have been published, to the best of my knowledge. The absence of regulatory studies on 

botnets, despite the wide legal implications of the phenomenon, are detrimental to 

improved regulatory solutions to the matter. This lack of literature is one of the reasons 

why this is a pioneering study, which investigates botnets from a wide range of legal fields. 

In doing so, this study connects the botnet literature to various areas of law in which 

botnets have never been studied. 

In terms of contribution, this study expands the current body of knowledge by means of 

co-production. Research co-production, also referred to as engaged scholarship, stands for 

the joint initiative, development, and implementation of research projects, followed 

through with common analysis of findings and dissemination beyond academic circles 

(Urban Public Health Collaborative, 2015). The notion of co-production is the foundation 

of the BotLeg project, reverberating in this research (see further Section 1.6.2). This study 

further contributes to the academic body of knowledge by proposing a new botnet 

typology and model for mitigation. These categorizations are a result of my research as a 

PhD candidate within the BotLeg (2014-2018) project, in which I had the opportunity to 

investigate and analyze various aspects of anti-botnet efforts together with security experts, 

law enforcement agents, and industry representatives. This hands-on experience has been 

enriched with academic research, giving me an overview of the approaches to botnet 

mitigation across the European Union and abroad. The categorization of botnets and 

botnet mitigation contributes to the field of cybersecurity regulation, which could benefit 
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from adopting a broader and more intricate perception of the ramifications of botnet 

structures and their social impact.  

Overall, this research delivers a comprehensive exercise on the Dutch and EU regulatory 

framework in relation to botnet mitigation by the private sector, compiling international 

practices of the U.S. on the same matter, and providing starting points for regulatory 

changes based on doctrinal and comparative legal research. This investigation also 

contributes to policymaking in the field of cybersecurity as it identifies potential 

bottlenecks in current regulation and proposes new directions for revisiting the regulatory 

framework. Moreover, the cybersecurity community and law enforcement authorities may 

benefit from the findings of this study in that they offer an overview of the framework 

applicable to companies and law enforcement actors in a key jurisdiction. Furthermore, by 

exploring the U.S. approach to fighting botnets, the findings of this study have the 

potential to inspire national and foreign legislators to promote better regulation. The 

outcomes of this thesis may stir academic discussions and regulatory policies in the 

Netherlands and equip legislators in other EU Member States with new perspectives on 

how to regulate botnet mitigation.  

1.5 THEORETICAL PERSPECTIVE 

This book addresses the participation of selected private sector actors in countering 

cybercrime, a theme that may be analyzed under various regulatory and legal theories. The 

underlying theoretical framework reveals the lens through which one looks at the research 

subject (Vranken, 2010). Thus, it is only reasonable to justify what is my standpoint on 

legal theory and my departing perspective on balancing of fundamental rights, as those two 

elements have significantly influenced both the methodological choices and the 

interpretation of the findings. 

1.5.1 LEGAL PRAGMATISM 

“The pragmatic approach asks, ‘What is the right rule – the sensible, the 

socially apt, the effective, the fair rule?’” (Posner, 1990, p. 1664)  

This study adopts a non-formalistic perspective on law and, more broadly, on regulation: 

it looks at legislation from the perspective of constructive criticism. As such, this book 

reflects a pragmatic approach, influenced by pragmatic legal theory (Rorty, 1982) (James, 
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1917), in which the law is construed as an instrument designed for social ends (Posner, 

2004, p. 151). Traditionally, pragmatism considers consequences to be of relevance for 

matters of deliberation and judgment, as they indicate measures of truth (Lind, 2012, pp. 

216-217). This is not to say that legal pragmatism replaces legal doctrine by adopting a 

result-oriented, outcome-determinant perspective; by looking at doctrine from an 

evolutionary perspective and as a transient truth, pragmatism approaches legal rules and 

principles as working hypotheses (Lind, 2012, p. 267).  

The virtue of pragmatism is to offer a “method of settling metaphysical disputes that 

otherwise might be interminable” (James, 1917, p. 199). Pragmatism as a method evaluates 

the consequences of distinct outcomes, considering the tangible differences produced by 

each scenario before deciding on a dispute. This tangible approach to problem-solving 

disapproves of debates that only have place in the world of ideas and that have no practical 

effects. Legal pragmatism is thus concerned with concreteness, adequacy, impact, and 

possibilities. Critics of pragmatism claim its openness gives judges a free hand to 

lawmaking, resulting in skeptical jurisprudence (Dworkin, 1986, pp. 160-161). Pragmatists 

reject these assertions by recalling that their perspective is not an end, but rather a method 

of deliberatively inquiry, which “does not champion any special results, commend any 

doctrines or dogmas, or countenance any conclusions or truths a priori” (Lind, 2012, p. 

267). Moreover, true pragmatism diverges from utilitarianism for it does not preconceive 

desirable results or favors a given course of action by virtue of anticipated social 

consequences (Lind, 2012, p. 267). 

The adoption of a pragmatic perspective on law has a central impact in this study. By 

refusing formalism,5 this research explores the tangible variances that diverse legislative 

and regulatory outcomes could have on society. The mere focus on other forms of 

regulation beyond legislation reflect the choice for the pragmatic approach. Pragmatism 

will be particularly relevant when evaluating effectiveness of the regulatory framework and 

its impact on private sector cooperation. For instance, when determining whether the 

regulatory framework has maximized the opportunities for botnet mitigation by private 

sector (effectiveness), I will consider which practical consequences regulation has on the 

opportunities for mitigation. Hence, the examination is grounded in the range of feasible 

outcomes, as opposed to absolute or ideal standards. Pragmatism is furthermore 

 
5 Formalism is the metaphysical perspective of the law as a set of indisputably authoritative sources 
(Posner, 1990, p. 1663). 
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opportune when reflecting on recommendations for future regulation, as these are 

contingent on context, on ‘possible’ realities. When considering the potential facets of 

cybersecurity regulation, a pragmatic insight offers room for creative solutions and 

reasoning which would be otherwise hampered by an attempt to conform to a closed 

system of norms.  

1.5.2 FUNDAMENTAL RIGHTS APPROACH 

Botnet mitigation may affect a wider range of fundamental rights, including the rights to 

freedom of speech, fair trial, privacy, data protection, and private property. New forms of 

information technology have undeniable impact on our private lives (Koops & Leenes, 

2005) (Wright & de Hert, 2012), as they have an unprecedented power to collect, process, 

and distribute information about individuals. Likewise, the use of sophisticated, invasive 

technologies for law enforcement purposes increasingly places the right to freedom of 

expression and the right to a fair trial at peril (Burd & Horan, 2012) (Sites, 2014). Although 

other fundamental rights may be affected by technologies used in botnet mitigation, the 

right to data protection was deemed the most prominently impacted on by anti-botnet 

actions launched by private companies, the reason why this fundamental rights analysis is 

restricted to the right to data protection (Art. 8 of the EU Charter of Fundamental Rights)6. 

Botnet mitigation exerts intense pressure on personal data, in particular by infiltrating 

communication channels and gaining access to the operational system of devices that store 

and transmit large amounts of personally identifiable information. As a result, botnets 

create consistent and continuous risks to the (personal) information of those part of a 

botnet (both as victims and attackers).  

Human rights research is notably susceptible to pollution by wishful thinking. As 

highlighted by Coomans, Gründfeld and Kamminga (2010, p. 183), scholars in the field 

often gravitate towards their passionate beliefs that human rights are inherently positive 

and superior to other legal values. By conducting research with the clear, yet unstated 

purpose of improving respect for human rights, scholars may overlook the fact that the 

pursuit of human rights is not a goal in itself, but rather an instrument to nurture respect 

for human dignity (Coomans, Gründfeld, & Kamminga, 2010, p. 183). The fundamental 

rights researcher must be wary of the predisposition of improving regulation solely by 

strengthening fundamental rights in the same way that economists must abstain from 

 
6 Charter of Fundamental Rights of the European Union (2012/C 326/02). 
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improving regulation by looking exclusively at wealth maximization (Dworkin, 1980). 

Having said that, I acknowledge my inclination to favor legal perspectives that preserve 

fundamental rights. This inclination, bearing the arguments above, is the reason why the 

concept of effectiveness applied in this thesis is a compound of maximum intervention 

that respects, protects, and realizes at least at a minimum level the fundamental right to 

data protection. The choice for an effective framework that entails at least minimal 

compliance with this fundamental right reflects the importance of safeguarding the right 

to data protection but not necessarily pursuing its maximization. The right to data 

protection act as a cap to the maximal intervention proposed in this study; not a restrictive 

but desirable cap that safeguards pivotal social values.   

1.6 METHODOLOGY 

The following sections explain and justify the choice of the particular methods used in this 

research, which were deemed necessary to answer the research question and its sub-

questions. These include doctrinal research, co-production, comparative legal research, 

and evaluation research.  

1.6.1 DOCTRINAL RESEARCH 

The study of legal texts is the core element of doctrinal legal research (Chynoweth, 2008, 

p. 29). This includes a critical analysis of primary and secondary legislation, case law, and 

other legal documents, in addition to literature review. The purpose of doctrinal research 

is to identify, analyze, and synthesize the content of the law (Hutchinson, Doctrinal 

Research, 2013, p. 9), thereby providing a systematic exposition of the norms, their 

interplay, the areas of difficulty, and, if possible, conjectures about future developments 

(Hutchinson & Duncan, 2012, p. 101). Therefore, despite its attention to reading and 

canvassing the primary sources of legal doctrine, doctrinal research is more than just 

description of legal texts; it is the starting point for most legal research and subsequent 

analysis (Hutchinson, 2013, pp. 9-11). Doctrinal research shall cover a significant part of 

this study, especially in answering the third and fourth sub-questions, which will identify 

the current regulatory landscape and potential points for improving regulation. As such, 

the method will be useful for scrutinizing the regulatory landscape and formulating 

regulatory recommendations consistent with the Dutch regulatory framework. Finally, the 

doctrinal research analysis conducted in this book included primary and secondary 
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legislation, soft law instruments, case law, textbooks, policy reports, and media reports 

concerning regulatory aspects of cybersecurity and botnet mitigation.  

1.6.2 CO-PRODUCTION 

The idea of co-production has been widely studied in the field of public administration. It 

stands for the involvement of regulatees in shaping policymaking, policy implementation 

and service delivery processes (Voorberg, Bekkers, & Tummers, 2013, p. 4). A parallel can 

be drawn between the original idea of co-production in public-administration and the 

notion of research co-production used in this study, as both rely on collaboration with 

stakeholders. Research co-production enabled the carrying out of this study in consultation 

with regulatees, in an attempt to alleviate the division between ‘observer’ and ‘object of 

research.’ This interaction contributed to broader research perspectives, joint 

development, and critical evaluation of research findings. Yet, it is worth noting that 

research co-production is not a formal social science method, being closer to a fluid 

relationship (Jung, Harrow, & Pharoah, 2012, p. 6), which prevents a systematic overview 

of all the contributions arising from said interaction. In this book, co-production has 

served as a means for evaluating the effectiveness of the current Dutch regulatory 

framework, framing the target industry actors in the cybersecurity community, and by 

drawing considerations from real-world scenarios.  

The interaction within the framework of the BotLeg project, a public-private sector 

consortium with representatives from the Internet industry, is the basis of co-production 

in this study. During the 4-year project, exchanges with industry and law enforcement 

actors took place via general meetings (December 2014, October 2015, June 2016), and 

conference calls (September 2017) and an expert workshop (June 2018), in which findings 

of the research were presented and discussed as within the group. Overall, this co-

production interaction has influenced this study in various ways, as the knowledge shared 

by partners subtly permeates the approach here adopted, the fine-tuning of the research 

question, and the pragmatic perspective. More specifically, co-production served (1) as 

means to evaluate the reach and effectiveness of the current regulatory framework and (2) 

as a consultative resource for validating the potential bottlenecks and starting directions 

for an amended framework offered at the end of this study. A telling example of the use 

of co-production as means to evaluate the current regulatory framework can be found in 

the answer to sub-question 2.a, which adopts a mixed method between co-production and 
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doctrinal analysis for determining the target industry of botnet mitigation (see Section 3.1). 

Sub-question 2.a was examined in consultation with project partners, who acted as a 

sounding board in determining the ideal reach of the cybersecurity community. At times, 

project partners were also consulted on matters of regulation, specifically on which aspects 

of the regulatory framework were possibly ineffective based on their practical experience 

(sub-question 3). Appropriately, the views of public and private sector engaged in 

combating botnets in the Netherlands were considered insofar as feasible and after critical 

examination, approximating this study to the concrete needs of those countering botnets 

on a daily basis.  

1.6.3 COMPARATIVE LAW 

1.6.3.1 Comparative method 

Comparative law is strategically relevant to this research, which aims to provide regulatory 

recommendations partly influenced by foreign experiences. As a method, comparative law 

concerns the study of the similarities and differences between the laws of two or more 

countries or legal systems (Cohen, Berring, & Olson, 1989, p. 565). Arguably, by using 

comparative law and studying the various manifestations of and solutions to roughly 

analogous legal challenges, our understanding of the law becomes more sophisticated and 

analytically sharper (Hirschl, 2005, p. 129). Apart from offering elements for recognizing 

alternative regulatory solutions to a similar problem, comparative legal research helps 

examining the strengths and weaknesses of compared legal systems. As such, methods of 

comparative law work as incentives for maintaining effective legislation in force (Samuel, 

2013, p. 100). In addition, comparative legal research contributes to approximating legal 

systems and facilitating regulation by international law, and this approximation may 

enhance international cooperation in cybercrime fighting. All these functions of the 

comparative law method are aligned with the purposes of this study, in particular, in that 

it helps identifying alternative regulatory instruments enacted in a foreign jurisdiction to 

address such bottlenecks of ineffectiveness in the host country (the Netherlands).  

1.6.3.2 Functional method 

Comparative legal research offers an array of different approaches to measure various 

aspects of legal systems against one another, and among them is the so-called functional 

method (Palmer, 2004, p. 2). Within the broader comparative method, the functional 

method attempts to find and contrast norms or legal institutions that perform a 
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comparable function in society (Husa, 2007, p. 7). The functional method is built upon the 

premise that it is impossible to compare norms or institutions that do not share minimum 

points of contact or similarities. At the same time, by revolving around facts, social 

relevance, and social function of rules and institutions, the functional method allows 

researchers to bridge the differences between legal systems and to extract lessons for 

solving concrete problems (Michaels, 2006, p. 374). This is the central point of the 

functional method and the key feature justifying the choice for an exploratory functional 

comparison.  

Yet, the aim of the functional comparison is not to identify the best answer to the issue of 

private sector participation in anti-botnet efforts. As remarked by Michaels, the notion of 

better law is incompatible with functionalist comparative law (Michaels, 2006, p. 374). As 

such, the functional method is not a yardstick for ascertaining better regulation. Rather, in 

this thesis the functional method serves the purpose of identifying the ways in which a 

foreign jurisdiction is dealing with selected aspects of private sector participation in which 

the Dutch regulatory framework shows potential bottlenecks of ineffectiveness. At the 

same time, an exploratory comparative regulatory analysis creates the opportunity to 

identify regulatory ideas that could serve as a source of inspiration for the foreign regulator. 

Through the exploratory comparative legal analysis with the U.S., tentative solutions to 

potential bottlenecks are highlighted.  

1.6.3.3 Selection of jurisdiction 

The regulatory framework of the Netherlands shall be compared against that enacted in 

the United States. The selection of the U.S. as part of this comparison goes beyond the 

fact that the latter also shares the same social problem of how to enhance private sector 

contribution to cybersecurity. The legal system of the U.S. is significantly different, yet 

sufficiently comparable for the purpose of this thesis. First, it is worth noting that 

regulation of botnet mitigation touches upon various regulatory areas, including 

cybercrime laws, personal information privacy, cybersecurity regulation, product liability, 

intermediary liability, and others (see Section 4.1). Both the Netherlands and the U.S. are 

party to the Council of Europe (CoE) Convention on Cybercrime.7  As will become 

apparent in Chapters 4, 5, and 6, both countries have enacted legislation that (i) criminalizes 

unauthorized interference with information systems, (ii) protects personal information on 

 
7 Convention on Cybercrime of the Council of Europe (CETS No.185). 
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the Internet, (iii) establishes duties on cybersecurity and technical measures to protect 

systems against attacks, (iv) restricts intermediary liability for unlawful content distributed 

online, and (v) introduces product safety and liability duties in relation to information 

technology, among other instruments that have direct impact on the object of this study. 

Besides many similarities, the content of these regulations also differs in some significant 

ways, and that is precisely what makes a comparison between these countries interesting 

and potentially fruitful. In sum, in addition to a shared social problem that has often called 

upon judicial cooperation between the compared jurisdictions (EUROPOL, 2015a) 

(EUROPOL, 2013) (FBI, 2014), there are significant common legal grounds that make 

this exploratory comparison feasible and relevant.  

In a sense, botnets are spread ubiquitously, affecting countries in an indiscriminate fashion. 

Nevertheless, machines located in the EU and U.S. territories are the most desirable and 

targeted systems by botherders (Danchev, 2013) (Threat Post, 2013). This could be 

explained in light of the purchase powers of EU and U.S. nationals and, more specifically, 

by the high penetration of Internet services in these areas (ITU, 2015), which increases the 

volume of information that can be monetized by perpetrators. In addition to facing the 

same threat, the U.S. and the Netherlands have launched functional anti-botnet public-

private efforts, often serving as seminal models for regional initiatives (ENISA, 2011). 

Because regulation of public-private cooperation against cybercrime is still in its infancy, it 

is sensible to search for regulatory solutions among the front-runner countries tackling 

botnets via public-private partnerships. Overall, inspiration for regulatory ideas are more 

likely to emerge in countries where regulators are immersed in the same challenges.  

While the points of convergence between the Dutch and the U.S. legal system are sufficient 

to enable a functional comparison, the differences must also be mentioned. A telling 

example of the similarity vs. differences duality is present in the divergent approaches of 

these jurisdictions to the right to privacy. While the right to privacy is an established human 

right in each selected jurisdiction, it is recognized as a constitutional right in the 

Netherlands but is not explicitly indicated as such in the U.S. Federal Constitution, being 

protected as the result of interpretation of the 1st, 4th, 5th, and 14th Amendments (for further 

details see Chapter 6). In this particular example, the functional method attenuates these 

differences by allowing the researcher to concentrate on how each system preserves the 

protection of personal information while increasing the role of the private sector in 

combatting botnets.  
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Additionally, the U.S. is a relevant case for comparison given the widespread level of botnet 

infections in that country and the significant number of anti-botnet operations led by U.S. 

businesses in cooperation with other companies and also with law enforcement authorities. 

The takedown of ZeroAccess and GameOver Zeus botnets illustrate the close link 

between the two sectors in the country (EUROPOL, 2013) (FBI, 2014). Here the 

peculiarities of U.S. law enabling civil suits by private sector against botherders and the 

innovative measures introduced by U.S. law enforcement in the course of criminal 

procedures have gained attention from foreign regulators. Furthermore, the largest 

corporations countering botnets are located in the U.S. (e.g., Microsoft, IBM, Symantec, 

among others), and concentrate immeasurable expertise in cybersecurity. These companies 

have influenced botnet disruptions efforts worldwide and showed willingness to cooperate 

with law enforcement within and outside the country (EUROPOL, 2013) (FBI, 2014).  

There is a genuine demand for understanding the context in which private sector 

intervention against botnets is evolving. In particular, the regulatory framework enacted in 

the U.S. sparked my curiosity in evaluating how the Dutch regulatory framework compares 

to it. If the solutions found by foreign regulators are well suited to regulate the increasing 

participation of private companies in countering botnets, it is worthwhile to evaluate: (1) 

if such regulatory measures are compatible with the Dutch framework, (2) if they would 

work sufficiently well in the Netherlands (Danneman, 2006, p. 525), and (3) what lessons 

could be drawn to make Dutch regulation potentially more effective. By the same token, 

if the Dutch framework is found at times to be well suited to deal with the increasing 

participation of selected private sector organizations, it could be worthwhile to evaluate: 

(1) if such regulatory measures are compatible with the U.S. regulatory framework, (2) if 

they would work sufficiently well in the sampled jurisdiction, and (3) what lessons could 

be drawn to make the regulatory framework of the U.S. more effective. The second level 

of analysis, meaning which lessons the U.S. could learn from this study and to what extent 

these lessons may coexist with the U.S. framework, are not comprised in this research, as 

they would extend outside the time frame of this investigation and the expertise of this 

researcher. The first level of the analysis is addressed with a focus on the third element, as 

discussions on compatibility and empirical results would require further assessment and 

become unfeasible as part of this study, in which the exploratory comparative analysis is 

one of multiple elements. Despite these limitations, conducting such an exploratory 

comparison may return results that help mapping regulation and could serve as starting 

points for advancing regulation on this side of the Atlantic. 
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1.6.4 EVALUATION RESEARCH 

One of the key aspects of this study is to identify potential areas for enhancing 

effectiveness of the regulatory framework applicable to botnet mitigation. Ideally, by 

identifying regulatory knots, new debates will be stirred to improve the landscape of botnet 

mitigation in the Netherlands and abroad. Nevertheless, proposals to revisit existing 

regulation are only meaningful to the extent that it has been ascertained that such 

regulatory changes are in order. But how do regulators decide whether instruments should 

be maintained, amended, expanded, or replaced? How does one investigate the level of 

effectiveness associated with an instrument already in force? For such types of questions, 

evaluation research becomes relevant and can provide meaningful tools for legal 

researchers.  

Evaluation research can be understood as a tool with which researchers, policymakers, and 

regulatees can better comprehend the proclaimed effects emanating from regulation, as 

well as the instances in which such effects are unlikely to be produced. As a valuable 

resource towards better policymaking, evaluation research can shed light on regulatory 

failures and identify which parts of the regulatory process are to be improved (or 

maintained). Traditionally, evaluation research has been deployed in the field of public 

policy to study the effectiveness of social programs (Rossi, Freeman, & Lipsey, 1999, p. 

3). From this perspective, the emergence of evaluation research has been connected to 

monitoring the realization of the proclaimed public policy goals achieved through those 

social programs. Therefore, its transposal as a method to evaluate regulatory intervention 

is a recent adaptation. But in the same way that social programs aim to accomplish a set of 

public policy goals, regulatory intervention is too devised to produce certain public policy 

outcomes. To that end, social programs and regulation are equally suitable objects under 

the umbrella of evaluation research. In effect, the use of evaluative studies in the field of 

regulation is plausible and enriching.  

After regulation has come into force, methods of evaluation research can support 

policymakers in estimating the (un)attained goals of a regulatory instrument. In developing 

their concept of program evaluation, Rossi, Freeman and Lipsey (1999, p. 3) highlight the 

importance of evaluation methods as a valid means to draw meaningful findings about the 

effectiveness of social intervention to those responsible for – or interested in – their 

creation, continuation, and improvement. It is possible to determine the extent of its 

effectiveness through evaluation. This ex-post form of examination is distinguished from 
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other forms of regulatory assessment (ex-ante analysis) and focuses on the concrete reach 

and effects that regulation generates. 

Despite the value evaluation research can generate by offering a greater understanding of 

the limitations of regulation, this research method poses its own challenges. Because 

evaluation research is a practice and must be tailored to the circumstances and objectives 

of the researcher (Rossi, Freeman, & Lipsey, 1999, p. 24), there is no one size fits all 

approach: evaluation research must be adapted in order to reflect (i) the purpose of the 

evaluation, (ii) its audience, (iii) the nature of the intervention being evaluated, and (iv) the 

regulatory context within which the evaluation is carried out (Rossi, Freeman, & Lipsey, 

1999, p. 24). This adaptation process prevents a systematic use of the method, and some 

hard choices had to be made. To that end, I used the starting points for evaluation 

advanced by Rossi, Freeman, and Lipsey (1999, pp. 4-5) and contextualized them to the 

environment of botnet mitigation and regulation research. As a result, the evaluation 

questions addressed are the following (Rossi, Freeman, & Lipsey, 1999, pp. 4-5):8 

1) What are the nature and scope of botnets? 

2) Where are botnets located, whom do they affect, and how do botnets affect them? 

3) What is it about botnets or its effects that justifies increased attention from 

regulators? 

4) What are the public policy goals behind regulatory intervention? 

5) What is the appropriate target population for regulatory intervention? 

6) Is regulatory intervention maximizing the opportunities of mitigation by the target 

population while ensuring at least minimal compliance with the right to data 

protection? 

Some of the common questions part of evaluation research can only be answered by means 

of supporting research methods. Thus, whilst evaluation research proposes a framework 

with which to structure the examination of the quality of regulation, it is foremost a starting 

point from which other methods of critical analysis and data collection are combined to 

pave the way for evaluation research findings. Therefore, when inquiring about the nature 

and scope of botnets, for instance, mixed methods of doctrinal research and co-production 

 
8 Two additional questions are posed by Rossi, Freeman, and Lipsey (1999, pp. 4-5) but excluded from 
this study for their economics approach: “How much does the program (regulation) cost?” and “Is the 
program (regulation) cost reasonable in relation to its effectiveness and benefits?”. I shall leave the 
examination of these aspects to law and economics researchers, who are equipped with the knowledge 
to tackle them through an economics lens.   



31 
 

were deployed to offer the answer that is comprised under the broader umbrella of 

evaluation.   

The next sections explore the model of evaluation embraced in this study, explaining the 

reasons for a tailored approach, the steps taken towards a valid evaluation, its expected 

findings, and the use that could be given to these findings. In particular, the next 

paragraphs justify the inevitable adaptations made as a result of the regulatory scope of 

this study and the availability of data concerning regulation in practice 

1.6.4.1 Evaluating regulation in practice 

One of the greatest obstacles for scholars conducting evaluation research resides on the 

empirical elements that such type of study often entails - and whether the circumstances 

of the case allow for reliable empirical research methods. Expanding the list of questions 

1-6 to matters of regulation in practice would likely demand an analysis of the performance 

of regulation in real life (Rossi, Freeman, & Lipsey, 1999, p. 192). In the words of Rossi, 

Freeman, & Lipsey (1999, p. 192), this analysis would call for a “systematic documentation 

of key aspects of [regulation] performance that are indicative of whether [regulation] is 

functioning as intended or according to some appropriate standard”. 

The evaluation of regulation in practice involves matters of implementation, performance, 

and impact. This entails (i) the verification of “what the program is and whether or not it 

is delivered as intended to the targeted recipients” (Scheirer, 1994, p. 40), (ii) the 

examination of the accomplishments of the program, looking at the quantity and quality 

of the services delivered by the intervention (Rossi, Freeman, & Lipsey, 1999, p. 202), and 

(iii) measuring the effects of the intervention on the target population (Rossi, Freeman, & 

Lipsey, 1999, p. 192). From a regulatory perspective, implementation and impact 

evaluation are the most relevant forms of evaluation, since performance measurement does 

not translate well to the realm of regulation.  

Common methods used to investigate implementation and impact include data collection 

and analysis, as well as surveys with participants from the target population (Rossi, 

Freeman, & Lipsey, 1999, pp. 209-213). When attempting to collect and analyze 

meaningful data that could reveal hidden aspects about the implementation and effects of 

the regulatory framework, I met significant constraints. The original approach consisted 

of a questionnaire and semi-structured interviews concerning aspects of implementation 

and impact of the regulatory framework. These questionnaires and interviews had 
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representatives of the target population as respondents. As the questionnaires were 

returned and the interviews progressed, it became clear that the data being generated was 

not sufficiently meaningful or comparable, and contained significant gaps. For those 

reasons, the data did not produce reliable findings. This obstacle led to a restructuring of 

the evaluation research conducted, culminating in adjustments in relation to the model of 

evaluation pursued and the reasonable expectations that could be derived from research 

findings.  

Overall, data collection and analysis proved unfeasible in the context of this study. 

Evaluating the impact generated by regulation is an arduous task: isolating the added 

variables that, in addition to regulation, could be responsible (in full or partly) for the social 

changes is problematic. For instance, statistics that show a decrease on botnet infections 

after the enactment of a certain law are insufficient to establish causality between those 

events. Other variables, such as the release of safer operational systems, increased 

cybersecurity awareness, and patching campaigns are important variables that can 

significantly influence botnet statistics. In addition, such a comparison between ex-ante 

and ex-post scenarios depends on the existence of statistics and other forms of data 

collection concerning the period prior and posterior to the enactment of regulation. In the 

context of this study, such a task was unviable given the inexistence or incompleteness of 

such data in the Netherlands, in particular when considering botnet mitigation itself and 

by the group of actors discussed in this book. Furthermore, since the regulatory framework 

investigated is composed of a myriad of various instruments enacted at EU and national 

level at different moments (over 12 instruments), in addition to forms of self- and co-

regulation (e.g., codes of conduct and technical standards), an attempt to compare the ex-

ante and ex-post regulatory landscapes, even if such data existed, would be simply 

unattainable. Similarly, evaluating the level of implementation internalized by regulatees 

and the activities of public authorities responsible for monitoring compliance with 

regulatory instruments demand the existence of reports and systematic gathering of data 

about regulatory compliance which was simply unavailable or insufficient.  

In light of the above, I had to consider alternatives that would be appropriate regarding 

the availability of data and resources. Therefore, I chose to evaluate the implementation 

of the regulatory framework from a legal doctrinal angle, one focused on the multilevel 

framework of supranational instruments (e.g., EU law) and national law, and the impact 

generated by the regulatory framework from a higher-level perspective, one centered on 

the potential of the current text to produce the proclaimed public policy goals.  
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Because this study engaged with evaluation of regulatory effectiveness from a doctrinal 

legal perspective and co-production and not from pure empirical research methods, some 

may not regard it as traditional evaluation research. Despite its limitations, the value of 

conducting such form of inquiry remains. It helped identify elements of failure and 

indicated root causes that, if tackled, could improve the attainment of public policy goals 

in relation to botnet mitigation. Finally, this study went beyond risk impact assessments, 

as it looked at living regulation and considered the implementation of regulatory rules, 

lessons from scholarship drawn after their enactment, and court cases that have shaped 

our understanding of regulation. 

1.6.4.2 Regulation improvement purpose 

Borrowing from the concept of evaluation research crafted by Lipsey, Rossi and Freeman 

(1999, p. 4), in this book evaluation means ‘the use of social research procedures to 

systematically investigate the effectiveness of regulation’. A definition of effectiveness, 

thus, is vital to the overall idea of evaluation and regulation improvement. In regulatory 

studies, effectiveness can be defined as the extent to which the performance of regulation 

attains its desired policy goals (or the social effects that regulation aims to generate) (Rossi, 

Freeman, & Lipsey, 2003, pp. 17-18). Ineffectiveness, in turn, can be expressed as the 

quality of regulation that fails to produce its policy objectives to a satisfactory degree. 

Effectiveness and ineffectiveness, thus, are not to be treated as binary (or mutually 

exclusive) concepts, but as a scale. For further details on the conceptualization and 

selection of indicators of effectiveness, see Section 3.6. Centered on the idea of advancing 

the effectiveness of the regulatory framework, this study adopts a ‘regulation 

improvement’9 purpose and aims to generate findings that will support the activities of 

regulators – one of the intended audiences of the research.  

In this book, evaluation research is fitted to the context of botnet mitigation and 

incorporates regulation studies. This means that the investigation focuses on the actions 

of selected private sector entities (target population) and whether regulatory intervention 

is maximizing the opportunities for anti-botnet efforts by the target audience. Following 

the lessons of evaluation research and underpinned by the purpose of ‘regulation 

improvement’, this study investigates the nature of the social problem of botnets, the range 

 
9 An adaptation of the traditional ‘program improvement’ purpose celebrated in evaluation research 
(Rossi, Freeman, & Lipsey, 1999, p. 40). 
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of the targeted population that regulation should achieve, the requirements for regulatory 

effectiveness, and the public policy goal behind the regulatory framework. 

1.6.4.3 Evaluation steps 

The questions addressed in this evaluative study, as well as its division in steps, reflect the 

logic and structure of the inquiry pursued under the main purpose of regulation 

improvement. Because evaluation research is a large part of this investigation, the 

paragraphs below will also be partly covered in the main outline of this book (Section 1.7). 

Yet, the description that follows adds substance to the specific evaluation questions being 

posed.  

Step 1 (What are the nature and scope of botnets?) will define the scale, origins, and modus 

operandi of the social problem (botnets), in addition to defining what is to be understood 

by the term ‘botnets’, all comprised under Chapter 2. By conceptualizing the nature and 

the scope of the social problem, the reach of the study will be demarcated, therefore laying 

the foundation of the subsequent steps of the investigation.  

Step 2 (Where are botnets located, whom do they affect, and how do botnets affect them?) 

focuses on the social impact of botnets. Determining the environment, the agents, and the 

ways in which botnets affect citizens is formative to this evaluation and will contribute to 

painting a better picture of the social problem to a greater level of detail. This is covered 

in Chapter 2, too. 

Step 3 (What is it about botnets or their effects that justifies increased attention from 

regulators?) delves into the original characteristics of botnets and the challenges they pose 

to regulatory intervention. This is covered by Chapter 2, in which the particularities of 

botnets are presented and the need for innovative regulatory intervention is justified. 

Step 4 (What are the public policy goals behind regulatory intervention?) establishes the 

public policy goals that should be pursued by regulatory intervention, proven that a 

rationale for intervention de facto exists. If regulation is a suitable means for safeguarding 

societal goals, what are exactly these societal goals, meaning what are the objectives public 

policy should strive to achieve when instrumentalizing regulation? As it will be seen in 

Chapter 3, I defend that effective regulation should be rooted in public policy goals 

towards managing the four fronts of botnet mitigation (prevention, information sharing, 

disruption, and disinfection) (Section 2.8). In addition to this ideal public policy direction, 
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an analysis of the concrete public policy goals pursued through the various instruments 

composing the regulatory framework is conducted under Section 4.2 of Chapter 4. 

Step 5 (What is the appropriate target population for regulatory intervention?) builds upon 

the findings about the nature and impact of botnets, as well as the architecture of the 

Internet, to determine which agents are better positioned to launch countermeasures 

against botnets in the most effective manner, the so-called target population. The ideal 

target population is defined in Chapter 3 of this study and lays the basis for addressing 

Step 6 (Is regulatory intervention maximizing the opportunities for mitigation by the target 

population?), when it will be possible to analyze the effectiveness of current regulation.   

Step 6 (Is regulatory intervention maximizing the opportunities for mitigation by the target 

population?) continues the investigation of effectiveness initiated in Chapter 4 by inquiring 

whether the opportunities for mitigation by selected private sector organizations are being 

exploited by the regulator to an effective level. To arrive at a suitable answer, a concrete 

analysis of the scope and reach of the regulatory instruments within the context of botnet 

mitigation will take place (Chapter 5). This will be conducted through a multi-level analysis 

of hard law (supranational and national instruments) and self-regulation and soft-law 

instruments (code of conduct and technical standards), always in the context of the four 

mitigation pillars that form the ideal objectives of public policy. The investigation of Step 

6 (Chapter 5) will contrast the appropriate target population and the public policy goals of 

regulation with the existing framework. Furthermore, it will draw conclusions about 

whether the latter maximizes the contribution of the target industry on the basis of a set 

of indicators of effectiveness, always considering that the opportunities for maximization 

can only exist if organizations are at least minimally compliant with the right to data 

protection.   

 

 Ch. 2 Ch. 3 Ch. 4 Ch. 5 Ch. 6 Ch. 7 
1. What are the nature and 
scope of botnets? 

      

2. Where are botnets 
located, whom do they 
affect, and how do botnets 
affect them? 

      

3. What is it about botnets 
or its effects that justifies 
increased attention from 
regulators? 
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4. What are the public 
policy goals behind 
regulatory intervention? 

      

5. What is the 
appropriate target 
population for regulatory 
intervention? 

      

6. Is regulatory 
intervention maximizing 
the opportunities of 
mitigation by the target 
population while ensuring 
at least minimal 
compliance with the right 
to data protection? 

      

Table 1.2 – Evaluation research model distributed per Chapter 

The next table shows the methods used to answer each research question and connected 

sub-questions.  

 Evaluation 
Research 

Doctrinal 
Research 

Co-
production 

Comparative 
Method 

1. Why do botnets call for 
regulatory intervention? 

    

1.a What are botnets and how do 
they impact society? 

    

1.b What are the main challenges in 
the fight botnets? 

    

1.c What are the public policy goals 
behind regulatory intervention? 

    

2. How can industry participation 
be regulated in the context of 
botnet mitigation? 

    

2.a What is the appropriate target 
industry for regulatory 
intervention? 

    

2.b What is the ideal role of 
the target industry in combatting 
botnets? 

    

2.c What are possible 
requirements for effective 
regulation regarding the target 
industry? 

    

3. What can be said about the 
effectiveness of the Dutch 
regulatory framework in enabling 
actions of the target industry 
against botnets? 

    

3.a What is the regulatory 
framework applicable to botnet 
mitigation? 

    



37 
 

3.b Is the regulatory framework 
reaching its target industry? 

    

3.c Is the regulatory framework 
conceived to produce its desired 
effects? 

    

3.d How does the regulatory 
framework perform in relation to 
selected requirements for 
effectiveness? 

    

4. In light of the previous 
questions, how could the current 
Dutch regulatory framework be 
adapted to enhance the 
participation of the target industry 
in fighting botnets? 

    

4.a What lessons can be learned 
from another jurisdiction in which 
the target industry is playing a role 
in combatting botnets? 

    

4.b What regulatory changes could 
improve effectiveness of the 
Dutch regulatory framework in 
enabling the participation of the 
target industry in fighting botnets? 

    

Table 1.3 – Research questions and sub-questions in relation to research methods 

1.6.4.3 Expected outcomes 

 This evaluation research was molded by the goals pursued by the evaluator, the 

characteristics of regulatory studies, and the availability of data and opportunities for 

empirical research in the context of regulatory intervention against botnets. The objectives 

that this evaluative study hopes to see realized concern the effectiveness of the regulatory 

framework in attaining the proclaimed public policy goals of cybersecurity. Therefore, this 

evaluation research shall be fulfilled if the three outcomes below are produced: 

• The scope and nature of the social problem (botnets) are defined in a 

comprehensive manner; 

• The target population of the regulatory intervention is identified to reflect the 

reality of botnet mitigation and the potential of private sector agents in their 

capacity as cybersecurity stakeholders; and 

• The (potential) failures of the regulatory framework are duly identified, in view of 

the likelihood that current regulation will attain its public policy goals. 

As a methodology, evaluation research functioned to create a more systematic framework 

for assessing the effectiveness of the regulatory framework concerning botnet mitigation. 

Overall, evaluation research establishes a rationale for research goals and steps. Ultimately, 
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an evaluation research of the regulatory framework advances the literature on botnets by 

offering a novel perspective on botnet regulation (and its failures). Finally, it is important 

to recall that the overall book goes beyond the goals of evaluation: it operationalizes the 

findings of evaluation research and comparative legal analysis to propose starting points 

for discussions on improving the regulatory framework. 

1.7 OUTLINE 

This study is organized in 7 Chapters and follows the order of research sub-questions 

presented earlier in Section 1.3. Chapter 1 (Introduction) explores the social problem, 

research question and sub-questions, and the approach adopted. It explains the relevance 

of the subject, the line of inquiry pursued in this book and the theoretical framework 

through which the social problem will be examined. Lastly, it describes the methodology 

and research methods that ensue from the research question and approach.  

Chapter 2 explores the first set of sub-questions (Why do botnets call for regulatory 

intervention?) offering a typology of botnets that is both didactic and functional in helping 

to clarify which forms of technical and regulatory intervention are likely to support botnet 

mitigation. Chapter 2 explores the technical aspects of botnets and botnet attacks in 

addition to conceptualizing the term ‘botnet mitigation’, a central notion in this research.   

Chapter 3 identifies the target private sector population that may counter botnets, the so-

called Internet industry actors. The Chapter contains an explanation of the concept of 

regulation adopted in this study and the challenges faced by regulators aiming to enact 

effective regulation regarding the target population (Internet industry actors) and public 

policy goals (improved response to botnets). Chapter 3 concludes by identifying a set of 

requirements for effective regulation of private sector participation in botnet mitigation 

and a list of indicators that can be used to assess regulatory effectiveness. 

Chapter 4 comprises the first step into the analysis of the regulatory framework. It sketches 

a bird’s-eye view of the regulatory instruments applicable to botnet mitigation by Internet 

industry actors, providing a short introduction to each instrument and explaining its 

relevance for the study at hand.  

Chapter 5 builds upon the content of Chapter 4 and delves into the critical analysis of the 

regulatory framework, including its goals and shortcomings. Chapter 5, in particular, 
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investigates the potential limitations of the relevant regulatory instruments. This 

investigation goes beyond the target audience the framework should aim to engage and the 

public policy goals it should attain; it looks at the indicators of effectiveness introduced in 

Chapter 3 and assesses regulatory effectiveness according to such benchmarks.  

Chapter 6 explores potential answers to improving private sector intervention by looking 

at the regulatory solutions enacted in the U.S., a leading jurisdiction in botnet mitigation. 

The analysis is guided by the indicators of effectiveness and focuses on the elements in 

which the Dutch framework has shown a deficit in regulatory effectiveness. This 

exploratory comparison is functional and investigates the possible shortcomings identified 

in Chapter 5 (potential bottlenecks of ineffectiveness) through the lens of the regulatory 

responses in the U.S. at a high level. The findings are expected to serve as reflections for 

regulatory changes in the Netherlands and at the EU level.  

Chapter 7 summarizes the findings of this research and proposes starting points for 

conversations that have the potential to advance botnet mitigation by Internet industry 

actors. The conclusions identify the matters that could be re-discussed to potentially 

improve the attainment of enhanced cybersecurity. The potential directions of new 

regulation emerging from the overall findings of this study are scrutinized to generate high 

level conclusions about botnet mitigation in the Netherlands and in the EU. The 

conclusion ends with an examination of the findings and limitations of this study whilst 

proposing additional areas for future research. 

1.8 LIMITATIONS  

A range of constraints has limited the reach of this study, the most important being (i) the 

range of representatives involved in the BotLeg project and (ii) the breadth of instruments 

analyzed. The BotLeg project included a notable collection of actors from various sectors 

tackling botnets on a daily basis. However, some important categories of organizations 

were not represented in the co-production phase. For instance, there were no 

representatives from the computer security industry, financial sector, or IoT producers. 

Consequently, the benefit of co-production in this study, while still meaningful, was 

curtailed by the absence of certain important stakeholders. Moreover, the contribution of 

the project stakeholders often resulted from their own personal perspectives and 
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experiences, and therefore are neither necessarily representative of the sector nor of the 

organization to which they belong.  

The regulatory landscape applicable to botnet mitigation unfolded itself as the study 

progressed. Given the absence of prior regulatory studies on the topic, the effort of 

mapping regulation on mitigation was a jump into the unknown. The range of legal fields 

that appeared relevant turned out to be very broad and included areas of law as diverse 

and specialized as data protection, product safety and liability, and electronic 

communications. As the analysis revealed, there was a necessary compromise to be made 

between the breadth and the depth of the investigation. As a result, various topics 

concerning regulatory struggles and potential amendments can be taken further than this 

study has done and analyzed into greater detail. The choice made in this thesis was to 

provide a comprehensive view and map the landscape of botnet mitigation, since this 

makes more sense in a first study of the regulatory landscape, paving the way for future 

research. At times, this has resulted in higher-level examination of the issues at hand and 

recommendations that must be further scrutinized by dedicated studies on the specific 

topic. Notably, the importance of comparative law methods, for instance, depends on the 

depth of the comparison. While it was not possible to cover the entirety of variables 

influencing the U.S. legal system - such as social (including cultural) elements and 

technological developments -, the exploratory legal analysis attempted to go beyond plain 

‘black letter’ law to examine regulation practice. Nevertheless, this inclusive approach was 

limited by the availability of resources (case law, law enforcement reports, white papers on 

the functioning of public-private partnerships, among others) and time constraints, which 

did not allow for a more in-depth study of U.S. law. Finally, the introduction of legal 

amendments, national implementation acts, and new proposals at EU level made this 

analysis all the more challenging. At the time of writing, various changes to the regulatory 

landscape were being introduced, such as the national implementation of the NIS Directive 

and the GDPR, the enactment of the EU Electronic Communications Code, the proposal 

for an ePrivacy Regulation, the negotiations around the EU Cybersecurity Act, and the 

reform of the Product Liability Directive, among others. For that reason, it is important 

to note that the research for this study was conducted from 1 December 2014 to 1 January 

2019; all regulatory changes enacted after this period are not considered in this analysis. 
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2. BOTNETS: PANORAMA, TYPOLOGY, AND MITIGATION 

2.1 INTRODUCTION  

This Chapter outlines the panorama of and a typology for botnets. It starts with an 

overview of botnets (and their connection to cybercrime) and progresses to introduce a 

new categorization of botnets built upon the findings of cybersecurity studies. The Chapter 

is divided into two parts. Part I (Sections 2.2 to 2.4) discusses the rise of our Internet-

dependent society, the evolution of cybercrime and botnets, how bot networks act as 

platforms for cybercrime, and the latest trends in botnet attacks. Part II (Section 2.5 to 2.6) 

identifies the gaps in botnet typology found in scholarship, in an attempt to contribute to 

a more consistent use of categorization. The current botnet typology is expanded to cover 

areas that have been found wanting by scholars in the field. In particular, Part II looks at 

the new frontiers of botnet environments and the changes this expansion is producing. 

Here, I investigate the means and methods by which botnets most commonly spread and 

the popular strategies by which botherders make a profit. Part III (Sections 2.7 to 2.8) 

conceptualizes the notion of botnet mitigation and its four pillars (prevention, information 

sharing, detection, and disinfection), including a selection of the most effective anti-botnet 

techniques available. 

By the end of the Chapter, the reader will understand the origins and evolution of botnets, 

as well as the main technical possibilities and hurdles of fighting against them, which 

answer sub-question 1: Why do botnets call for regulatory intervention? 1.a. What are botnets and 

how do they impact society? 1.b. What are the main challenges in the fight against botnets? 1.c. What 

are the public policy goals behind regulatory intervention?).   

Part I – Panorama 

2.2 RISE OF THE INTERNET-DEPENDENT SOCIETY 

The dissemination of computer technology as an accessible and affordable commodity has 

transformed business and government operations. The diffusion of personal computing 

and mobile systems has converted information systems into the foundation of modern 

society. Coupled with high levels of broadband penetration, the massification of computer 

technology has fostered a culture deeply entrenched in digital services and equally 

dependent on their resilience. According to the ITU, by the end of 2018, more than 51.2% 

of the global population will be connected to the Internet (ITU, 2018). This continuous 
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penetration is perceptible in our everyday activities involving e-commerce, e-health, e-

governance, e-banking, and e-communications. Accomplishing our daily tasks without 

relying on information systems is (for most of us) utterly unimaginable. The same digital 

culture is present in businesses and governments, whose processes have been reshaped by 

the proliferation of communication technology. Any failure on or temporary disruption to 

the Internet may result in devastating consequences, as the functioning of vital 

infrastructures such as transportation, telecommunications, health care, energy, and 

national defense are increasingly dependent on the integrity of the web. By the same token, 

political stability, economic welfare, personal security, and the well-being of society have 

been gradually contingent on the security of the Internet and information systems, or more 

specifically, on cybersecurity.   

For the purpose of this study, two areas of technological development are given further 

attention, namely Critical Information Infrastructures (CII) and the Internet of Things 

(IoT). CII is defined as a group of operations and systems that are essential to the 

maintenance of societal well-being, health, safety, security and economic welfare. 10 

Noticeably, cyber-attacks pose one of the greatest risks to the integrity of CII. Among the 

tools used by attackers against CII, botnets are one of the most powerful in terms of 

potential impact and one of the most attractive in terms of concealment. The events that 

affected Estonia in 2007, compromising the availability of the websites of the government, 

media, and two important banks for days in a row (Hansen & Nissenbaum, 2009) are a 

notorious example of how botnets can be deployed to launch attacks against CII, as well 

as how cyber-attacks can have massive, disturbing consequences to a nation and its people. 

Known as the most interconnected country of Europe, Estonia saw the activities of its 

presidency and parliament, government ministries, political parties, large news 

organizations, its biggest banks, and firms specializing in communications be severely 

affected by the attacks (The Guardian, 2007). Since then, multiple state-sponsored botnets 

have been identified. In January 2019, the U.S. Department of Justice announced the 

disruption of Joanap botnet, a North Korean botnet which it believed had been used to 

target multiple companies in the media, aerospace, financial, and critical infrastructure 

sectors (United States Department of Justice, 2019) (US-CERT, 2018 ). 

 
10  As noted by Dunn (2006, p. 29), CII is only a subset of a nation’s critical sectors or Critical 
Infrastructure (CI), as it comprises the protection of data and software that operates critical physical 
infrastructures. 
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The rise of the IoT, or the Internet of connected devices, is another cause of concern in 

cybersecurity. The idea behind the IoT is built upon the concept of ubiquitous computing 

or any place, anytime connectivity for anything (van den Dam, 2013, p. 1). In the IoT, real-

world communicating objects permeate the most trivial activities through extensive 

processing of data (think of the amount of data feed into and produced by smart watches, 

autonomous cars, and smart metering devices). While there is much to gain from wearable 

computing, quantified-self, and home-automation apparatuses, the risks posed by threats 

to the IoT are also innumerable (Article 29 Working Party, 2014, pp. 5-6).  As noted by 

the Article 29 Working Party, the advisory body in the field of data protection in the EU 

prior to May 25, 2018, the IoT amplifies data protection risks by exponentially increasing 

the volume of data processing in information systems (Article 29 Working Party, 2014, p. 

6). The cybersecurity vulnerabilities of the IoT, however, are not limited to the scale of the 

data processing operations carried out by connected devices. Their hardware, 

communication protocols, and susceptibility to human mistakes broaden the landscape of 

weaknesses that can be exploited by perpetrators and, more specifically, by botherders. 

The fast growing IoT of botnets, or Internet of Bots, operates as a network of infected 

smart things remotely controlled by botherders (IBM, 2016), elevating the threat to 

collective and personal security to a new magnitude. 

2.3 EMERGENCE AND DEVELOPMENT OF CYBERCRIME  

The dissemination of computer technology in various areas of life was accompanied by 

the sophistication of cybercrime. As noted by Zittrain (2008, p. 70), the generative nature 

of the Internet, meaning the fact that code may be developed and distributed by anyone 

in the world, is not only the essence of the web but also its Achilles’ heel. Zittrain (2008, 

p. 28) goes on to explain that the design embodied by the Internet is a result of the 

constraints and beliefs of its inventors, who were mostly academics acting with limited 

resources and without a personal interest in enabling centralized control over users’ 

activities online. At the moment the Internet was surging, information networks were 

available for dual use by their visitors, and that meant the Internet could be used for both 

licit and illicit purposes. As a result, the evolution of the Internet and misuse of information 

systems unraveled as the opposite sides of the same coin.  

By Wall (2008, p. 44), the history of cybercrime started with the interception of lights’ 

signals back in the eighteenth century, or with wiretapping misdemeanors in the early 
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twentieth century. Lloyd (2011, p. 209), in turn, reports that the first forms of cybercrime 

were observed in the early 1960s, when computer devices were incorporated in commercial 

applications. This discrepancy, noticeable in other literature sources, shows how the 

origins of cybercrime seem to vary. In contrast, scholars are more consistent in reporting 

when certain computer techniques started being widely misused for illicit purposes or the 

moment in which particular systems were significantly affected by unauthorized 

interference by a third party. This is so because it is easier to determine when the first 

DDoS attacks were detected or when spamming campaigns became widespread than to 

define the precise moment in which these wrongdoings were first carried out. Cybercrime, 

just as the Internet, evolved in a decentralized and global manner, together with the 

creativity of individuals across the world experimenting with the power of technology. By 

converting discoveries into techniques for committing crimes, a new wave of criminality 

was created, giving rise to the label ‘cybercrime’. Information system wrongdoings became 

notorious, however, only after their impact was far too important to be ignored. The 

history of hacking – which has arguably paved the way for other forms of cybercrime – is 

a significant example of how online criminality emerged and how its impact grew over the 

last decades. 

Hacking crimes are possibly the primary kind of cybercrime. The use of the term hacking 

in the context of information systems and how it is most widely used nowadays was 

introduced in our lexicon in the late 1950s, early 1960s (Brenner, 2012) (Harvey, 1985). 

During the 1960s, the term hacker was a bona fide urban-dictionary slang describing a 

group of students who enjoyed playing with computer networks and was seen as a means 

for ameliorating these systems. It is largely acknowledged that the term hacking was 

particular to the environment of the Massachusetts Institute of Technology (M.I.T) and 

was used to describe the abilities developed by students puzzling out electronic systems 

(Brenner, 2012). Originally experimenting with traditional train models, M.I.T. students 

were capable of thwarting the functioning of train sets by modifying the original operation 

of the system without the authorization of the developer. Later, exploring the idea of 

intervening in the functioning of an operational system to alter its behavior, students 

started to insert commands in computer systems available on campus (CNN, 2001). For a 

thorough overview of hacking culture and the history of hacking, see Dizon (2016, pp. 61-

92). 
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Illicit use of hacking techniques became noticeable in the 1970s, when hackers (or 

‘phreakers’) broke into electronic systems of telephone companies for making free long-

distance calls (Clarke, Clawson, & Cordell, 2003, p. 7). Over time, cybercrime techniques 

have evolved to powerful and unpredictable attacks, in which hacking crimes, or the 

unauthorized access to data or to a computer system, are often the initial or intermediary 

step heralding further attacks. Evolved forms of cybercrime target vulnerabilities in 

widespread software, massive data flows, and valuable databases, compromising not only 

the use of personal devices contaminated by malware but also of critical information 

infrastructures. Today, the most devastating face of cybercrime threatens information 

networks connected to the well-being of citizens, including threats to national security, 

critical information infrastructures, and the Internet of Things (IoT). Indeed, a short 

disruption on the functioning of critical information infrastructures may have drastic 

effects on society; an attack against national security systems may threaten the political 

stability of States; and malicious use of IoT may give perpetrators an unprecedented power 

over precious information about individuals and their households. The vulnerability of our 

information society, which is profoundly (and progressively) rooted in technology, has led 

governments to reconsider their own capacity in ensuring cybersecurity and to recognize 

the private sector as the critical node in safeguarding information systems (Tropina & 

Callanan, 2015, pp. 13-14).  

2.4 BOTNETS 

In a nutshell, botnets (“roBOT NETworks”) are collections of infected machines. What 

makes botnets particularly interesting is how these machines are brought together under 

the control of the so-called ‘botherders’ or masters of the botnet. In order to create a 

botnet, a ‘bot’ 11 is released to target otherwise uninfected machines; it is the infection by 

the bot that creates a backdoor channel for covert communication between the botherder 

and the now compromised device. The control exercised by the botherder can be executed 

behind a ‘Command and Control (C&C) server’ and/or through a dispersed infrastructure 

in which commands are distributed Peer-to-Peer. Four elements are crucial to the 

understanding of botnets: the botherder, the C&C server, the infected device, and the 

third-party victim. The botherder or botmaster is the agent or group of agents that control 

 
11 The term ‘bot’ is used interchangeably in the literature to indicate both the malicious piece of software 
which carries out the backdoor communications with the botherder and the infected machines themselves 
(robots).  
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the modus operandi of the botnet. These are often the same agents that created or released 

the bot into the wild with the goal of capturing machines for their malicious infrastructure. 

The C&C server acts as a centralized point that is used by the botherder to distribute 

commands. For instance, if a botherder sends an attack command to the C&C server, the 

server will then respond by distributing the associated protocol to all the infected devices 

part of the botnet. Because C&Cs servers perform such crucial operations and act as the 

main connecting point between the perpetrators and the infected devices, botherders must 

ensure their C&C servers are viable and protected. As noted by TechTarget (2017), “today, 

C&C servers generally have a short shelf life; they often reside in legitimate cloud services 

and use automated domain generation algorithms (DGAs) to make it more difficult for 

law enforcement and white hat malware hunters to locate them.” For that reason, 

botherders to stay under the radar of mitigators, as much as possible, by reducing the 

amount of traffic inside the infrastructure or by avoiding establishing a direct connection 

to the rest of the botnet (Vormayr, Zseby, & Fabini, 2017, p. 2768).  The third element is 

the infected device, i.e., the machine whose functionalities are impaired or captured by the 

bot software.  While botnets have traditionally targeted stationary computers and mobile 

devices, the penetration of IoT has been accompanied by a growing number of bot 

infections, showing the evolving nature of botnets into new technologies. Finally, third-

party victims are external actors harmed by an attack launched by the botnet infrastructure. 

In the case of the Mirai botnet, the compromised devices were instructed to launch an 

attack against a target server after a command by the C&C (Kolias, Kambourakis, Stavrou, 

& Voas, 2017, p. 83). The Mirai DDoS attacks involved more than 600,000 devices 

flooding the systems of various third-parties, including the domain name provider Dyn 

(Antonakakis, et al., 2017, p. 1093), one of the key players in the global Internet (Wired, 

2017). Third-party victims are not always present in a botnet attack: botnets may also target 

the very infected machines as their final victim, as in the Viro ransomware botnet 

(TrendMicro, 2018).  

In a botnet infrastructure, the attack is carried out not by the botherders but by the 

machines that they have captured (See Figure 2.1). It is this automation capability, which 

allows one to control a large number of computers from a distance, that makes cybercrime 

infrastructures such as botnets particularly pervasive. The remote-control feature, coupled 

with the total size of the botnet network, gives botherders immense power to perform 

harmful attacks (Narang, Ray, Hota, & Venkatakrishnan, 2014, p. 108). 
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Figure 2.1 – GameOver Zeus simplified structure: a P2P botnet architecture (O'Connell, 2014) 

Typically, a bot infection creates backdoors that communicate back with the botherder, 

reporting the successful infection (Narang, Ray, Hota, & Venkatakrishnan, 2014, p. 108). 

After a bot is downloaded, it will self-execute its installation independently from user 

participation. Following installation, the bot infection will integrate the compromised 

machine into the network of infected machines, marking the moment in which the device 

becomes another soldier in the bot army. The user, however, seldom spots the infection: 

bot malware has been developed to conceal its operation. As explained by security experts 

at Fortinet, it is exceptionally difficult to fix the backdoor installed by a bot, even with the 

support of the newest security solutions (Fortinet, 2012, p. 2). 

A botnet habitually develops through a premeditated six-stage life cycle, ranging from 

conception, recruitment, interaction, marketing, attack execution, and attack success 

(Gómez, Fernández, & Teodoro, 2011, p. 258). From a mitigation perspective, it is also 

possible to consider decay and termination as additional stages of this life cycle, 

representing the falling into disuse (old age) and the ceasing to exist (death) of a botnet, 

respectively. The final removal of all botnet infections could thus suggest a ninth phase of 

this life cycle (cremation). In this stream of thought, the takedown of the malicious servers, 

disinfection of compromised devices, and takeover of the command and control centers 

could symbolize death and disposal of the body, by which all traces of a botnet would 

vanish. 
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Botnets were not always associated with cybercrime. The origin of botnets dates to the late 

1980s, when they were conceived as helpful tools to expedite the time and effort spent on 

repetitive computer tasks (ENISA, 2011, p. 13) (Banday, Qadri, & Shah, 2009, p. 2). The 

launch of the Eggdrop Internet Relay Chat (IRC) botnet in 1993 exhibited the advantages 

of using bots (Cooke, Jahanian, & McPherson, 2005, p. 40), which allowed system 

managers to securely assign privileges between machines, share chat members and ban 

lists, and enact flood control, alleviating the burden of their management tasks (Canavan, 

2005, p. 6). Back in the early 1990s, Eggdrop and its botnet functionality were widely 

known by IRC users (Canavan, 2005, p. 6).  

The potential use of bots for spreading malware was soon noticed. Traditionally, computer 

infections were fragile: after malware was released, authors could not update or modify the 

code, or receive updates on malware performance. By integrating covert communication 

channels within victimized systems, authors of bot infections were able to elude such 

vulnerabilities, making malware resilient, dynamic, and unpredictable in terms of behavior 

and potential harm (Gassen, Gerhards-Padilla, & Martini, 2013, p. 42). The first form of 

overtly malicious bot, Pretty Park worm, emerged in June 1999. Pretty Park retrieved 

information such as operating system version, login names, and email addresses from 

victims (Banday, Qadri, & Shah, 2009, p. 2), as well as dial-up networking settings including 

usernames and passwords (Canavan, 2005, p. 6). Since then it has been possible to establish 

a bot network, or simply a network of remote-controlled devices using hidden 

communication channels.  

As it would become common from that moment on, Pretty Park botnet was able to update 

its functionalities upon request of its master, who issued orders via IRC networks 

(Canavan, 2005, p. 6). IRC botnets evolved to explore a variety of coordinated actions, 

which resulted in the first forms of packet attacks, or Denial of Service (DoS) Attacks. The 

origins of these attacks can be traced back to the Aladinz IRC botnet. In Aladinz IRC, the 

botnet components included an executable DoS tool through which the master could send 

large amounts of communication requests against a chosen victim. 12 During the attack, 

networks targeted by Aladinz were bombarded with requests from countless IP addresses. 

The volume of requests was so high that targets had their bandwidth saturated by the 

 
12 Aladinz used the DoS tool ‘PEPSI.exe’ to send DoS requests through the Internet Control Message 
Protocol (ICMP). The botnet also made use of IP spoofing techniques, which conceal the identity of an 
attacking IP address to protect its anonymity. 
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attacking IP addresses, to the point that the network would become unavailable and its 

services would be interrupted (Canavan, 2005, p. 9). Fast forward to today, botnets have 

greatly evolved, and so have the attack techniques used by botherders. Since the early 

2000s, botnets are used almost exclusively for criminal purposes and have converted into 

the backbone of global criminal networks responsible for phishing, click fraud, spam, 

copyright violations, key logging (Karim, et al., 2014, p. 943), DDoS attacks, computer 

espionage (McAfee, 2013a), and terrorism (Clay, 2008). 

The evolution of botnets is marked by growing sophistication of their architecture (Section 

2.6.2). Since their first appearance in Internet chats (IRC), botnet infrastructures expanded 

to centralized architectures, Peer-to-Peer protocols, HTTPs (Karim, et al., 2014, p. 948), 

social media (Singh, Toderici, Ross, & Stamp, 2013), mobile, and cloud-based networks 

(Clark, Warnier, & Brazer, 2011). This process of diversification has made bot infections 

more persistent, threatening, and profitable. Finally, because botherders often target 

devices regardless of their geographical location, the risks and the challenges posed by 

botnets are shared beyond borders. In 2013, the consequences of a dramatic DDoS attack 

were observed all over the world. Even though the strike had one single target, namely the 

non-profit organization Spamhaus, it slowed down the Internet worldwide, hampering 

digital services in various countries as a result of the massive impact over the Internet 

global infrastructure (BBC, 2013).13 The DDoS launched against Spamhaus reached a 

75Gbps attack traffic (CloudFlare, 2013). DDoS have since largely increased in magnitude. 

In 2016, the DDoS launched via Mirai botnet against Dyn hit 1.1Tbps (Kolias, 

Kambourakis, Stavrou, & Voas, 2017, p. 41) (Wired, 2017). By 2018, a new record attack 

had already been reached. The DDoS Memcached hit an all-time peak of 1.35Tbps of 

attack traffic against the GitHub platform (Wired, 2018b), which supports software 

developers from all over the world. 

Part II – Typology 

2.5 PURPOSE, JUSTIFICATION, AND CONTRIBUTION 

A botnet typology, or the categorization of botnets according to distinctive features, may 

lead to a greater understanding of the botnet threat. Classifying botnets per distinguishing 

features may also help identifying which mitigation techniques are the most effective 

 
13 For a more detailed description of the attack against Spamhaus, see (CloudFlare, 2013). 
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against botnet attacks. Different types of botnets have diverse technical and organizational 

weaknesses (and strengths) and those engaged in mitigating their effects must be mindful 

of these variances. In short, a botnet typology may serve as a tool in the study of botnets 

and in the identification of the best means to counter them.  

Although lacking a systematic use of typology, arguably due to the difficulty of cataloguing 

the diversity of botnets (Gassen, Gerhards-Padilla, & Martini, 2013), the literature on 

cybersecurity shows that there have been multiple attempts to classify them. The review 

conducted during this study identified that, among the efforts that classify botnets or allude 

to their different types, predominant taxonomies catalog botnets based on (a) topology or 

architecture and (b) attack vector (Casenove & Miraglia, 2014, p. 275), and, less frequently, 

on (c) revenue stream14 (Li, Liao, Blaich, & Striegel, 2010). In this study, this tripartite 

botnet typology was considered to be insufficient for two reasons:  

• First, it conflates key features that distinguish botnets from one another (e.g., 

payloads and hosting environments); and 

• Second, the classification isolates the botnet categories and, as a result, fails to 

illustrate the interactions between different elements of a botnet, such as the 

connection between infection vectors and revenue stream. 

I intend to address the issues above by (i) expanding botnet classification and identifying 

new relevant dimensions, and (ii) creating links between different categories and 

demonstrating the interactions between them. The result is a more complex overview of 

the diversity of botnets, including categories that have been overlooked until now. The 

classification proposed in this study draws inspiration from prior efforts of botnet 

categorization and its main value lies in advancing the mapping of botnets.  

 
14 Another type of typology has been proposed with a focus on botnet communication patterns, see 
(Vormayr, Zseby, & Fabini, 2017). In this study, the authors emphasize the connection between bot 
behavior and network communications, which is understood as a relevant point for creating detection 
tools (Vormayr, Zseby, & Fabini, 2017, p. 2796). The botnet communication patterns identified in that 
study can be combined with the typology presented here, which goes beyond technical aspects to cover 
elements of monetization that are relevant to regulators.  
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2.6 CLASSIFICATION 

Bearing in mind the pragmatic perspective that permeates this study, I suggest the 

following botnet mapping structure, which provides an overview of the position of botnets 

as a class of cybersecurity threats.  

    

Figure 2.2 - Botnet Typology 

In order to illustrate the use of the proposed typology and the coming together of these 

elements, the ZeroAccess botnet (Microsoft, 2013b) would be classified as follows 

(considering the information available at the time of writing):  
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Figure 2.3 - ZeroAccess Typology 

The botnet typology proposed in this study is explained below and endorsed throughout 

this book. The next sections clarify the categories most relevant to this typology and by 

which this book contributes to the field of botnets, bearing in mind that these are non-

exhaustive categories. 

2.6.1 SUB-CLASS OR HOSTING ENVIRONMENT 

The hosting environment of classic botnets, or the place where the botnet infrastructure 

is lodged, is not fully discussed in early botnet literature (ENISA, 2011) (OECD, 2010).  

The reason is that the large majority of botnets traditionally involved the same category of 

hosting cells, e.g., desktops and laptops, and stationary environments. Until recently, any 

bot network was described simply as a botnet. However, recent forms of botnets deviate 

from this tradition and host their infrastructure in mobile (mobibots) and IoT devices (IoT 

botnets), as opposed to desktops and laptops, and in non-stationary environments, such 

as cloud services (botclouds). As such, the broad reference to botnets as an infection on 

personal computers (PCs) does not reflect the variety of hosting cells through which 

modern bot infections are spread and C&Cs are hidden. Moreover, the indiscriminate use 

of the term botnet to cover different categories of hosting environments overlooks the 

fact that botnets are built based on the hosting environment they target. Thus, because 

emerging forms of botnets belong to different categories, a botnet typology must make 

this distinction clear. Because the targeted hosting environment determines the modus 

operandi of the botnet, on which all other categories depend, the hosting environment 
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defines true botnet sub-classes. In this study, four sub-classes have been identified under 

this criterion, namely: botnets stricto sensu, mobibots, botclouds, and IoT botnets. As a 

result, the typology proposed in this study differentiates among botnets stricto sensu, the 

traditional category of malicious networks hosted in personal computers, and the 

botclouds, mobibots, and IoT botnets that are coming to life. This list is non-exhaustive, 

as it should reflect the dynamics by which botnets are expanding to new hosting 

environments.  

The differences between these sub-classes are substantial. A telling example, noted by 

Mtibaa, Harras, & Alnuweiri (2015, p. 63), is how mobibots differ from classical botnets 

in that they exploit mobile operating system vulnerabilities and take advantage of device-

to-device communication to mask malicious infections. As such, a mobibot is at variance 

with traditional PC-based botnet, principally concerning their infection vectors and 

architecture. Moreover, the means to monetize these new categories of botnets also vary. 

The new stream of IoT botnets is expected to be more sophisticated and customized than 

the generic strategies used against PC-botnets. Differences in infection vector strategies, 

architecture, and monetization influence substantially the choice, as well as the results, of 

mitigation techniques. For instance, disruption techniques that target a local server may 

not be effective against a remote cloud server. The same is valid for disinfection tools 

made available for personal computing: wearable devices might require the tool to be 

designed specifically for that operating system. This plurality and its relevance to mitigation 

is the reason why this botnet typology is divided in sub-classes of hosting environments.  

BOTCLOUDS are bot networks of infected cloud computing services. Botclouds may affect 

Software as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service 

(IaaS), which fall under the remote control of the botherder following a bot infection. In 

this evolved form of botnets, the cloud service affected may replace the end-user device 

as the victim of the bot infection or the intermediary between the botherder and the final 

target of the attack. Clark, Warnier, & Brazer (2011, p. 600) remark that botclouds are 

made possible via the purchase or infection of large group of devices from a Cloud Service 

Provider. These machines are subsequently infected by bots, which enable remote control 

by the botcloud master. To botherders, botclouds are preferable to traditional botnets, 

contend Clark, Warnier and Brazer (2011, p. 600). By the authors (Clark, Warnier, & 

Brazer, 2011, p. 600), a botcloud setup is remarkably fast and its availability is perennial, 

since they are not dependent on the behavior of the infected host, as it is often the case 
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with PC-based botnets. Compared to those, botclouds are not only quicker to set up, but 

also more reliable and efficient (Clark, Warnier, & Brazer, 2011, p. 600). For instance, a 

botnet cannot fully utilize the processing or bandwidth resources due to the constant threat 

of detection or computer use by the owner; but a botcloud can be exploited with no fear 

of interruption. Another distinctive feature of botclouds is their interdependence with 

legitimate services. For example, when Spamhaus.org detected that Amazon Cloud 

services were being exploited by a botcloud built to distribute spam, it attempted to 

blacklist the IP addresses connected to the malicious infrastructure (Clark, Warnier, & 

Brazer, 2011, p. 600). The measure caused various legitimate services hosted in the same 

cloud to be disrupted and negatively affected by Spamhaus’s mitigation efforts (Clark, 

Warnier, & Brazer, 2011, p. 600). 

MOBIBOTS are forms of botnet developing through portable devices. In a mobibot, 

botherders exploit mobile devices with the goal of launching insider attacks. By targeting 

mobile devices, botherders gain access to machines that can connect to a target network. 

By using device-to-device connections such as Bluetooth, for instance, mobibots remain 

undetected within the target network, and wait for the moment to strike against it. In such 

cases, the contamination of the mobile phone may take place in a less secure environment, 

e.g., household, and be brought to a protected network, e.g., government institution. As a 

result, once the mobibot connects to the network of the target environment, it will 

contaminate other similar devices and orchestrate an attack from within, often using 

Bluetooth and other device-to-device communications. These insider attacks pose a 

challenge to the current cybersecurity model, which was primarily designed with a focus 

on detecting and preventing external attacks via the Internet (Mtibaa, Harras, & Alnuweiri, 

2015).  

IOT BOTNETS or Internet of Things Bots are an upcoming variant of botnets 

accompanying the expansion of IoT (Internet of Things) technologies (IBM, 2016). The 

expansion of the IoT brings yet another set of targets for botherders, through which 

customized attacks can become reality. The integration of IoT devices into a botnet 

network creates a real hazard, as the IoT is entrenched in households and is involved in 

the flow of highly personal data about individuals. This rooted connection could result in 

various forms of monetization. The spread of Mirai in 2016, the first large-scale IoT botnet 

publicized, spawned a turmoil in the cybersecurity community. Until then, IoT devices had 

long been reported as a ticking bomb: the level of security embodied in the technology 
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was questionable and a spur of threats against the IoT was expected. Although other IoT 

botnets such as BASHLITE and Carna had appeared before that time, Mirai was the first 

IoT botnet to produce a massive DDoS attack (Antonakakis, et al., 2017, p. 1093). Mirai 

emerged as a powerful, remote network affecting cameras and routers, causing massive 

disruptions worldwide.  

 

Figure 2.4 - Mirai Timeline (Antonakakis, et al., 2017) 

 

 

The insufficient security standards deployed in the development of these mass IoT devices 

was captured by botherders and used to launch potent DDoS attacks. The attacks 

emerging from Mirai paralyzed more than 900,000 Deutsche Telekom customers (Krebs 

2016B), a prominent cybersecurity website,15 and the telecommunications infrastructure of 

Liberia (Leyden 2016). Several developments made these outages possible, including the 

leaking of the Mirai source code, which allowed other perpetrators to create powerful and 

resilient versions of the original botnet.16 At its peak, the Mirai DDoS attacks used the 

computation power of over 600,000 devices (Antonakakis, et al., 2017, p. 1093) (Wired, 2017). 

2.6.2 ARCHITECTURE 

Every botnet sub-class described above may be classified in accordance with topology. 

Also referred to as architecture, botnet topologies divide botnets regarding the 

identification and reach of the Command-and-Control server (C&C) and the 

communication protocol that distributes the commands to the infected end hosts (Leder, 

 
15 The website KrebsonSecurity was hit by an unusually powerful DDoS attack in September 2016, as a 
result of a Mirai attack. See (Krebs, KrebsOnSecurity Hit With Record DDoS, 2016). 
16 As noted in a recent report from Flashpoint and Level 3 Threat Research Labs, the threat from IoT-
based botnets is powered by malware that goes by many names, including “Lizkebab,” “BASHLITE,” 
“Torlus” and “gafgyt.” According to that report, the source code for this malware was leaked in early 
2015 and has been spun off into more than a dozen variants. See (Krebs, KrebsOnSecurity Hit With 
Record DDoS, 2016). 
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Wener, & Martini, 2009, p. 211). Botnet communication protocols, or the means by which 

communications flow between C&Cs and infected devices, are influenced by the topology 

of the botnet itself (Vormayr, Zseby, & Fabini, 2017, p. 2772). That being said, the three 

most prevalent botnet topologies17 are (1) centralized, (2) decentralized, and (3) random.  

CENTRALIZED or star-shaped botnets adopt a hierarchical communication between 

victims and C&C servers (Karim, et al., 2014, p. 948) (ENISA, 2011, p. 15). This type of 

architecture establishes a client-server relation, in which infected machines respond to 

commands pushed by one centralized server. Centralized botnets use predominantly IRC 

(Internet Relay Chat) and HTTP (HyperText Transfer Protocol) communication 

protocols, enabling botherders to contact bots simultaneously and issue commands to the 

entire collection of bots. The convenience of centralized architectures is reflected on their 

reliable, low latency,18 efficient platform (Hoque, Bhattacharyya, & Kalita, 2015, p. 9). This 

same advantage, however, translates into a crucial vulnerability. The existence of a 

coordinating spot converts into a single point of failure, meaning centralized botnets will 

perish as soon as the C&C server is taken down (Leder, Wener, & Martini, 2009). However, 

they can also be easily reactivated if the connection to the C&C is restored (by the same 

botherder or by another attacker).     

DECENTRALIZED or Peer-to-Peer (P2P) architectures emerged as a response to the 

demand for more resilient botnets. In a P2P botnet, also known as ring-star, no single 

point of control exists. It is the end hosts, in turn, who exchange the C&C commands 

acting as multiple dispersed servers (Yan, Zheng, Jiang, Lou, & Hou, 2015). In this way, if 

any of the individual bots fails to deliver the command or is disconnected permanently 

from the botnet, the remaining end hosts will replace the fallen bot, keeping the botnet 

alive (Hoque, Bhattacharyya, & Kalita, 2015, p. 9). Owing to this interactive feature and 

multi-layered architecture, P2P botnets are sophisticated constructions with fluid 

backbones and no single point of failure (Leder, Wener, & Martini, 2009, p. 213), making 

 
17 Hybrid C&Cs are also observed in the traditional topology of botnets. Hybrid botnets are partly 
centralized, partly P2P. This allows the botnet to minimize the weaknesses of a single type of 
architecture. In a way, hybrid botnets can be understood as hybrid centralized architectures, or hybrid 
P2P architectures, depending on their most prevalent features (Wang, Wu, Aslam, & Zou, 2009).  
18 Latency may be understood as the delay before a transfer of data begins following an instruction for 
its transfer. In Oxford British and World English Dictionary. Available at: 
http://www.oxforddictionaries.com/definition/english/latency  
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P2P botnets a highly persistent threats. The challenges of tackling P2P botnets are 

summarized by Karim et al. in three arguments (Karim, et al., 2014, p. 949):  

(1) Mitigation depends upon ‘enumeration’, a.k.a. the discovery of a significant numbers 

of bots within the same botnet; 

(2) The absence of a centralized C&C prevents the total size of a botnet to be accurately 

measured;  

(3) The loose connection between the multiple dispersed servers makes the botnet highly 

resilient.  

While challenges (1) and (2) can be surpassed by passive monitoring, in which a single end-

host’s communications are observed until other bots are enumerated (Ollmann, 2009, p. 

5), challenge (3) may be further complicated by ‘internal fragmentation’. By fragmenting 

the botnet, botherders divide end-hosts into specialized groups responsible for a set of 

tasks within the botnet. By diversifying the internal arrangement of the botnet, perpetrators 

increase the overall impact and resilience of their infrastructure (Gassen, Gerhards-Padilla, 

& Martini, 2013, p. 55). The gain in resilience, however, comes at a cost. Ollmann (2009, 

p. 4) observes that the ad hoc nature of the commands issued by the multiple dispersed 

servers render C&C communications unpredictable, as they increase the delay between the 

command and the performance of the task – a.k.a. latency levels. Yet, the advantages of 

deploying a P2P architecture could fairly overshadow its erraticism.   

RANDOM C&C systems are evolved forms of P2P botnets. In this particular setting, and 

in order to increase the fluidity of the infrastructure, each end host knows at the most one 

other end host (Hoque, Bhattacharyya, & Kalita, 2015, p. 10). By limiting the inter-

communication channels, botherders lower the risk of botnet enumeration, thereby 

enhancing the survival rate of the infrastructure. Here, the identification of a single host 

or of a small collection of hosts is insufficient to compromise the entire botnet (Hoque, 

Bhattacharyya, & Kalita, 2015, p. 10).  Despite the advantages of this model, scalability is 

often a problem, due to high message latency, lack of guarantee of message delivery, and 

frequent detectability of the random probing behavior (Hoque, Bhattacharyya, & Kalita, 

2015, p. 10). 
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2.6.3 INFECTION VECTORS 

In order to gain access to a computer system and connect it to the botnet, botherders often 

use infection vectors, known as a category of means that spreads contamination from one 

machine to another. For botherders, infection vectors are the preferred means for targeting 

machines (Gassen, Gerhards-Padilla, & Martini, 2013, p. 43), since they offer a direct 

interaction between the bot and the targeted device, increasing the chances of successful 

contamination. This aggressive approach is capable of compromising even highly secure 

and trusted systems (Gassen, Gerhards-Padilla, & Martini, 2013, p. 51), because infection 

vectors are not always dependent on manifest vulnerabilities or user interaction (McAfee, 

2011).  

In order to contaminate a machine, a botherder uses an attack vector (step 1) to deliver a 

malicious payload (step 2). The attack vector represents the channel by which the payload 

travels. But it is the payload that performs the contamination per se. An analogy can be 

drawn between a botnet and an influenza infection. In the influenza case, the virus 

responsible for the infection (payload) is often transmitted via the sharing of trivial goods 

that have been contaminated, such as cups and glasses (attack vector). Similarly, a botnet 

contamination takes place where a bot infection resulting from a payload (e.g., Trojan) is 

carried via an attack vector (e.g., malicious URL). Without the attack vector, it is harder 

for the payload to arrive at the machine via the Internet. Without a payload, the attack 

vector is harmless to the end user.  

The list of infection vectors explored in this Section includes four types of attack vectors, 

(1. Email and messaging, 2. Drive-by-download, 3. Sites and pop-ups, and 4. Apps) and 

three types of payloads (1. Viruses, 2. Trojans, and 3. Worms), all chosen based on their 

popularity in specialized literature. The elements covered in this study may accommodate 

additional categories of attack vectors and payloads not covered in the following sections.  

2.6.3.1 Step 1: attack vectors 

As stated, attack vectors are the means or conduit by which payloads are delivered to a 

targeted machine. There are many variations of attack vectors, but for the purpose of this 

thesis, I will attain myself to the four most popular species described in the cybersecurity 

literature. 
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EMAIL AND MESSAGING, although not representing a technique but an environment or 

means for carrying an infection, are simplified yet prevalent botnet vectors (Kaspersky 

Lab, 2013). Section 2.6.4.3 describes how botnets might be tailored to delivering spam 

campaigns and the advantages they offer to spammers in terms of camouflage and 

scalability. In addition, messaging services incorporated into social-media platforms as well 

as Over-The-Top (OTT) services19 might be targeted by botnets for delivering ads and 

unsolicited communications (spam). To benefit from these communication channels, 

botherders may include malicious attachments, URLs containing malware, and other 

infection vectors that will compromise the device and integrate it to the botnet. 

DRIVE-BY-DOWNLOAD represents the automatic delivery of malicious HTML code 

inserted in compromised web pages. The HTML code is downloaded as soon as a user 

visits the web page and proceeds to install itself without a user’s conscious request (Van 

Lam Le, Gao, & Komisarczuk, 2013, p. 49). After installation, the drive-by-download file 

exploits vulnerabilities in the infected system and connects it back to the botnet. From a 

technical lens, the malicious HTML file is the payload (e.g., Trojan), as this is the piece of 

software that will compromise the hosting system and create backdoors for remote 

control. The underlying artifice behind drive-by-downloads is that perpetrators often 

exploit legitimate services and pages, such as e-shops, apps, and social media, in an attempt 

to attract legitimate traffic. As noted by Microsoft (sd), attackers compromise legitimate 

web pages by unlawfully inserting malicious script code or inline frames.20 After these 

malicious insertions, the once secure page will run pieces of malicious drive-by-download 

code hosted on servers controlled by the attackers (Microsoft, 2015, p. 105).      

SITES AND POP-UPS are vectors directly connected to Internet browsing. Malicious sites 

may refer to pages, domains, and URLs that have been contaminated with payloads. The 

site is built to appear legitimate, tricking the user into accepting a malicious file or giving 

away confidential information, for example. Phishing sites are a telling example of this 

broad category. Phishing could be defined as a ruse designed to gain sensitive information 

by way of messages and web pages that impersonate a trusted party (Workman, 2008, p. 

664). Malicious pop-ups operate in a similar manner to phishing messages and are often 

connected to compromised websites or apps. Coded to appear suddenly on the screen, 

 
19 Examples of OTT (over-the-top) messaging services include Skype, Viber, and WhatsApp, among 
others.  
20 “An Inline frame, or IFrame, is used to load a separate HTML page into a window on the current page. 
Inline frames can be as small as a single pixel to avoid detection.” (Microsoft, sd). 
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these pop-up windows are gateways to payloads and can be traced back to earlier infections 

active in the system (Techtarget, 2005).  

APPS or mobile applications are computer programs available for download or pre-

installed in the operating system of a mobile device (FTC, 2011). 21  Botherders have 

capitalized on the popularity of apps to spread bot infections. This is made possible by the 

development of malicious apps, which deliver payloads to the system in which they are 

installed while performing other functions that seem harmless to the end-user. In January 

2016, Google security researchers detected more than a dozen malicious apps running on 

Android (Arstechnica, 2016 ). In this case, the perpetrators had manipulated the rating 

system and the positive reviews, increasing the popularity and ranking of the app to make 

it appear trustworthy. While the app seemed to operate normally, performing the function 

it was installed for, the app secretly downloaded files without user authorization and 

attempted to gain root privileges to prevent later disinfection (Lookout, 2016). In a similar 

fashion, malicious apps may mimic human behavior and engage in unauthorized activities 

to generate profits for a third party, a technique called “mobile device hijacking”, which 

has been associated to mobile botnets (Fortune, 2015). In addition to the above, malicious 

apps may carry payloads that collect and send GPS coordinates and personal contacts to 

third parties, contact premium-numbers, subscribe to paid-services, record phone 

conversations and send them to perpetrators, and take control over the device (Bullguard, 

sd).   

2.6.3.2 Step 2: payloads 

Payloads are yet another way to compromise a device and integrate it into the botnet 

structure. As illustrated above, payloads are the pieces of code that perform the infection 

and create the backdoors that botherders profit from when expanding a botnet. These can 

be transferred by traditionally harmless means such as email and messaging, or be 

connected to an already compromised vector, such as malicious websites and apps. The 

following paragraphs cover the most popular species of this group of infection vectors 

 
21 Symantec suggests a categorization of malicious apps into malware (“programs and files that are 
created to do harm”), grayware (“programs that do not contain viruses and that are not obviously 
malicious, but that can be annoying or even harmful to the user”), and madware (“aggressive techniques 
to place advertising in your mobile device’s photo albums and calendar entries and to push messages to 
your notification bar”). See (Symantec, 2016). 
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without being a comprehensive list of all the forms of payload that can be used to grow a 

botnet.  

TROJANS22 are a type of malware disguised as legitimate software (Kaspersky Lab, sd). They 

are frequently the underlying attack vector used in drive-by-download, email, and 

messaging infections. Trojans often carry malicious payloads concealed in otherwise 

harmless content, such as screensavers, media, and .doc files, whose installation is made 

possible by end-user flawed authorization (Shadowserver, sd). Differently from other 

forms of malware, Trojans require active user interaction to contaminate a machine and 

their installation is often the result of poor cybersecurity habits, such as opening suspicious 

attachments and downloading and streaming illegal content. Although unable to self-

replicate, Trojans are multifaceted malware, capable of deleting, blocking, altering, and 

copying data, in addition to disturbing the performance of the infected machine 

(Kaspersky Lab, sd). The misleading nature of Trojans makes them an attractive option 

for botherders, as shown in the dissemination of ZeuS, Storm, and Ramnit botnets, all 

remarkable for their size. 

VIRUSES are computer software programs designed to propagate from one device to 

another and alter the system’s operations (Microsoft, sd). This form of malware has the 

capacity to spread to other devices by manipulating the use of computer programs affected 

by them, which are known as the ‘executable file’ (CISCO, sd). Albeit the first form of 

malware to gain popularity, viruses are far from simplistic malicious software, remaining 

widespread and resilient. Modern computer viruses are highly threatening artifacts, and 

perpetrators have learned to use various mutation techniques to escape detection (Jia, 

Xiong, Jing, & Liu, 2010).  

WORMS, conversely, have the capacity to promote self-installation and self-replication, 

requiring low user-interaction (Shadowserver, sd). Differently from viruses, worms do not 

need to install themselves in a particular software in order to replicate, as they are self-

propagating  (CISCO, n.d.), which could pose a more serious risk. Worms will 

automatically spread through a system, consume its bandwidth and processing power 

(Shadowserver, sd), and attempt to contaminate other networks by distributing copies of 

itself via emails, social media, and P2P applications (Microsoft, 2015, p. 140). Worms often 

 
22 This type of malware gained this particular name for the fact that it presents itself in a misleading form, 
waiting for a positive reaction from the victim to reveal its harmful nature. 
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remain undetected because they do not attempt to alter files or programs, residing in the 

active memory of the device almost unnoticed (TechTarget, 2016). Conficker is a telling 

example of how botnet worms can spread quickly and be arduous to remove (Asghari, 

Ciere, & van Eeten, 2015).  

2.6.4 REVENUE STREAM  

Botherders have found various ways to monetize botnets. Identifying the monetizing 

strategies or revenue streams used by a botherder to capitalize on the botnet is an essential 

part of mitigation, since botnet crimes are primordially money driven. Within the branch 

of monetizing strategies, it is possible to identify at least three-subsets or genera by which 

botherders profit from their activities, namely extortion, fraud, and sales & rental. These 

are the most common types of monetization reported in the literature, but other revenue 

streams are possible and can be added to this branch (though not covered in the Sections 

below).  

2.6.4.1 Type 1: extortion 

Bot infections may hold a system hostage and demand that a sum of money (or other asset 

or good) be given in exchange. By collecting ransoms, botherders capitalize bot 

infrastructures via extortion, and often use time pressure (Norton by Symantec, sd) to 

reduce victims’ chances of seeking help or solutions to the problem. The three categories 

of ransom techniques described below are the most cited in botnet literature, namely the 

use of DDoS, Ransomware, and SQL injections.  

DDOS OR DISTRIBUTED DENIAL OF SERVICE is a flooding mechanism for interrupting 

network services. By orchestrating a tsunami of supposed legitimate traffic, DDoS attacks 

hog both users’ and targeted network’s bandwidth (Tariq, Hong, & Lhee, 2006, p. 1025). 

By compromising the system’s bandwidth, DDoS attackers weaken the system’s capacity 

to respond to user requests. When successful, DDoS attacks bring down the target for a 

certain period, an interval in which anyone trying to access the victim’s system will receive 

a ‘denial of service’ message. Espionage, protests, civil disobedience, and pure nuisance 

may act as the underlying reason behind the DDoS flooding (Ollmann, 2011, p. 6). Yet, 

the purpose behind numerous DDoS attacks is extortion: perpetrators request that a 

ransom be paid for the DDoS to stop (Jacobson & Idziorek, 2013, p. 124). Because of 

their size, botnets are capable of launching impressive DDoS attacks and extorting high 
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profile business and government institutions, whose services and reputation are put at 

stake.  

RANSOMWARE have evolved as a category of scareware, a specific group of malware used 

to manipulate people’s fear of private information disclosure, data erasure, and hardware 

damage (Kharraz, Robertson, Balzarotti, Bilge, & Kirda, 2015, p. 1). Ransomware23 in 

particular are designed to restrict one’s access to information stored in an infected device 

in exchange for a ‘ransom’. Forms of ransomware have been known since the early 2000s 

but became increasingly popular after Cryptolocker botnet in 2013. Cryptolocker 

contained a malware designed to encrypt victims’ files and demand a fee for releasing the 

encryption key. In another famous case, Cryptowall (2015) allegedly affected 850,000 

computers worldwide, holding victim’s files for a ransom fee typically between $200 to 

$1,000. In May 2017, Wannacry botnet spread through the British health care (NHS) 

systems, compromising the information systems of 16 hospitals. The lock-in was achieved 

through encryption and the encryption key offered for a ransom of $300 in bitcoins 

(Symantec Security Response 2017), in an effort to monetize the malware as fast as possible 

within a short period of time. 

SQL OR STRUCTURED QUERY LANGUAGE INJECTION affects databases hosted on websites 

and applications. Via SQL injections, attackers push malicious code patches into the 

database and gain command over its functionality (McAfee, 2011), compromising the 

victimized platform. By retaining control over the targeted system, a perpetrator may for 

instance command the database to execute malicious code or restrict access to the 

information stored. Prior to the dissemination of automated tools, attackers attempted to 

perform SQL injections manually, which was easier to be detected and remediated by 

mitigators. The proliferation of botnets has contributed to an increase of SQL injection 

attacks, as the drone-army may be programmed to seek and exploit vulnerabilities. In 2013, 

a SQL botnet operating as an add-on to the popular Firefox browser was exposed. By 

Krebs, this particular botnet affected more than 12,500 devices and commanded infected 

 
23  Three families of ransomware have been described by literature (Sophos – The current state of 
ransomware, 2015):  
1. Fake AV [anti-viruses] peaked around 2009 and attempted to scare victims into paying up by claiming 
their computers were riddled with viruses.  
2. “Locker” Ransomware locked victims’ screens and demanded a payment to unlock, sometimes using 
the suggestion of illegal activity on the victim’s part to help induce payment. 
3. File-encrypting Ransomware holds the victim’s files to ransom and only releases them when the 
ransom demand is met. 
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systems to scan for SQL vulnerabilities in various websites (Krebs, 2013). After holding 

the system hostage, botherders may request a ransom for releasing or restoring the system. 

2.6.4.2 Type 2: fraud 

Botherders capitalize on the fraudulent use of information extracted from infected 

machines and may as well use their processing power to generate a personal gain. In these 

cases, the intent is to benefit from trickery, be it by fooling the user into giving away 

sensitive information or deceiving a third party into believing the activity generated by the 

botnet is a lawful use of a computer. Various techniques exploit this particular 

monetization strategy, but only the most widely covered by the cybersecurity research 

community are described here.    

KEYLOGGERS are ingenious forms of malware designed to track information typed on a 

device (Kaspersky Lab, 2016). Because of their capacity to monitor user behavior, 

keyloggers are deployed to capture sensitive information shared by victims with a trusted 

source (e.g., passwords and personal data exchanged with employers, government 

authorities, and e-commerce services). Once in possession of these data, perpetrators may 

exploit the information to defraud victim’s financial, commercial, and intellectual assets or 

use them to blackmail users online. The features of scale and concealment afforded by 

botnets boost the prospects of keyloggers, offering perpetrators an easy way to monetize 

cybercrime in large scale. 

CLICK-FRAUD is a type of online fraud targeting the online advertisement industry. Web 

advertisement is a multilayered environment in which an advertiser rewards a publisher, 

the owner of the page displaying the ad, if a visitor of the publishing website clicks on the 

ad during a visit.24 The pay-per-click (PPC) system has fallen victim to bot click-fraud or 

Clickbots (Miller, Pearce, Grier, Kreibich, & Paxson, 2011, p. 164). Here the collection of 

bot devices is commanded to click on ads published by the botherders or by a publisher 

connected to the botherders. In this scheme, advertisers are lured into paying for artificial 

 
24 “The ecosystem of online advertising is highly complex, and while occasionally traffic flows directly 
from publisher to advertiser, in the common case instead a vast array of middlemen—syndicators, 
subsyndicators, traffic aggregators and resellers—separates the two endpoints of each ad click. While 
the path of such a click on the Internet is nominally visible (a chain of redirects from one domain to the 
next), the chain of payment remains largely opaque. Those on the buy-side and the sell-side of the traffic 
ecosystem negotiate their contracts bilaterally, with a wide range of terms and conditions. Thus, no single 
party comes remotely close to having comprehensive visibility of who gets paid what for any given 
click.” See (Pearce, et al., 2014). 



65 
 

volumes of bot clicks believing these are human users interested in their content. Click-

fraud could account for almost 10% of all ad clicks, potentially costing advertisers 

hundreds of millions of dollars annually (Pearce, et al., 2014, p. 1). For instance, the famous 

ZeroAccess botnet (2012) had a click-fraud facet that could monetize up to 2.7 million 

USD per month (SOPHOS, 2012, pp. 45-46). Despite the threat posed by click-fraud 

infections, pay-per-click providers lack incentives to counter the issue, as they financially 

benefit from both legitimate and fraudulent clicks (Kshetri, 2010, p. 50).  

PAY-PER-INSTALL (PPI) emerged as specialized service in the underground economy 

whereby perpetrators are remunerated by successfully infecting third-party machines 

(Caballero, Grier, Kreibich, & Paxson, 2011, p. 1). The PPI environment is marked by the 

presence of three sets of actors, namely: clients, PPI service providers, and PPI affiliates. 

Clients post a request for purchasing infections and are the drivers of the PPI economy. 

PPI service providers, in turn, carry out downloader infections or outsource the task to a 

PPI affiliate. The PPI model facilitates the outsourcing of dissemination of infections, 

creating yet another niche for botherders to build large zombie networks. The overall cost 

of targeting potential victims is remarkably low, allowing botherders to rebuild their 

collections of zombies despite takedown efforts – which are often costly (Pearce, et al., 

2014, p. 1).   

BITCOIN MINING is a computer process by which a ‘miner’ is rewarded for solving a 

blockchain cryptographic puzzle25 (Eyal & Sirer, 2014, p. 436). Successful miners are 

compensated with newly issued bitcoins and a transaction fee, a very lucrative activity 

considering the market value of bitcoins (1 bitcoin = $6,571.74 on October 9, 2018).26 

Because, in theory, everyone can mine bitcoins and will be rewarded for it, the mining 

system is believed to promote a democratic distribution of the currency (Eyal & Sirer, 

2014, p. 436).27 However, given the large volumes of processing power found in botnets, 

mining became another business opportunity for perpetrators. Botherders may now 

program their zombie network to mine bitcoins, creating their own mining pools and being 

 
25  In the language of bitcoin, solving cryptographic puzzles means verifying that a certain bitcoin 
transaction is authentic and fulfills the requirements of the system. In this way, mining is one of the 
pillars of the bitcoin network, as it ensures the security and validity of transactions. 
26 Bitcoin real-time prices are available at http://www.coindesk.com/price/  
27  Despite these promises, bitcoin mining is an arduous activity, which requires miners to spend 
substantial time and effort without any certainty of a reward. In light of the work and time investment 
and the growing competition in the sector, recent mining efforts have favored cooperation among miners, 
who may pool resources to win the bitcoin-arms-race and later share its rewards (Bitcoinmining.com, 
2016). 
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rewarded for that. This monetization technique was also observed in the ZeroAccess 

botnet (2012) (SOPHOS, 2012, p. 11)  

2.6.4.3 Type 3: sale & rental 

Today, anyone with basic IT skills can buy or rent botnets for relatively low prices 

(EUROPOL, 2014, p. 19). This Crime-as-a-Service model (i.e., CaaS model) offers 

unskilled perpetrators the opportunity for acquiring products and services capable of 

“launching attacks of a scale and scope disproportionate to their technical capability and 

asymmetric in terms of risks, costs and profits” (EUROPOL, 2015, p. 7). Combating this 

type of monetization has been recurrently listed among the top operational actions for EU 

law enforcement, as advocated by EUROPOL (2015) (2014, p. 19). 

DDOS OR DISTRIBUTED DENIAL OF SERVICE attacks and their use as means to extract a 

ransom out of their victims was discussed under Section 2.6.4.1. For more conceptual 

definitions of the terms, I refer the reader to that Section. In addition to extortion, 

botherders may profit from the sale and rental of botnets suitable for launching DDoS 

attacks. Perpetrators have substantially increased their source of revenue by offering 

DDoS-for-hire services, commonly known as ‘booters’ (de Santanna, 2017)(Karami, 

Parker, & McCoy, 2016, p. 1). Arguably, the market for booters is a response to the 

increasing demand for DDoS attacks (Karami, Parker, & McCoy, 2016, p. 1). This 

argument seems to match the findings of industry, which reported an increase of 132% in 

DDoS attacks between 2014 and 2015 (Akamai, 2015, p. 9). Security expert Dancho 

Danchev exposed a notorious example of the DDoS underground market (Danchev, 

2013). In his research, Danchev reported that packages of DDoS attacks including 1,000, 

5,000, and 10,000 end hosts located in the EU are sold for $50, $225, and $400 each 

(Danchev, 2013). Similarly, botnet-based DDoS attacks are available for customization and 

can be purchased for $700 (TrendMicro, 2012, p. 12). 

SPAM remains a universally understood term without an internationally agreed legal 

definition (ITU, sd) (Spamhaus, sd). Overall, a message is classified as spam if it is 

electronic, unsolicited, bulky, repetitive, used as means for distributing illegal or offensive 

content, sent with hidden or false origins about the sender, and/or lacking valid 

unsubscribing mechanisms for the recipient to prevent future communications (OECD, 
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2006, pp. 21-22). Spam may proliferate in various communication channels,28 including 

traditional mail servers, social media, messaging applications, and OTT services. Because 

spam is often used as a means to spread cybercrime, spamming campaigns29 perform a 

critical part in capturing victims. The profitability of such campaigns is directly contingent 

on how many users reach the final conversion phase, the stage in which users, for instance, 

purchase a fraudulent good or give away financial data. One of the ways that botherders 

use to increase the likelihood of conversion is by expanding the size of the campaign. This 

has not escaped the attention of spammers, who have a penchant for using widely spread 

botnets and their internal communication channels to purvey spam (Kanich, et al., 2008, 

p. 2). This association has created the so-called Spambots. The relation between spammers 

and botnets, however, goes beyond the feature of scalability. One of the most attractive 

features spammers see in botnets is the possibility of camouflaging spam via ‘untainted’, 

low-risk delivery agents (Kanich, et al., 2008, p. 2), meaning users infected by the bot. 

Because these untainted agents act as legitimate users in the eyes of mitigation tools, botnet 

spammers often run undetected. In addition to the above, offering spam campaigns for 

sale may also generate income to botherders. In this case, third parties may purchase a 

certain amount of spam for advertising their service or products online and pay a fixed fee 

or commission to the botherder (ENISA, 2011, p. 23). 

TOOLKITS are computer programs designed to setup malware by a third party, often a 

buyer who purchased the kit in the underground market. Botnet toolkits, in turn, allow 

third parties to program and control their own botnets. The introduction of toolkits has 

arguably democratized the cybercrime industry, as they enabled non-skilled users to deploy 

the same category of crimeware used by expert attackers. The sale of botnet toolkits is an 

added layer to the monetization of botnets, as the third-party botnet is often a profit-driven 

effort itself. Toolkits can escalate the risks posed by botnets through the popularization of 

highly sophisticated botnets, especially when the source code of the latter is made publicly 

available. Infamous botnets have been popularized via toolkits, the most telling example 

being ZeuS, whose code was leaked in 2011 (EUROPOL, 2017, p. 3). Building on the 

commercial opportunities of the leaked code, developers started selling new toolkits for 

 
28 Although appearing as the most prevailing vehicle by which perpetrators victimize users online (Wall, 
2008, pp. 132-133), spam is not a form of cybercrime in itself and is habitually combined with other 
forms of cyber threats in order to achieve the criminal purposes of spammers. 
29 The spam value chain or the stages of spam monetization starts with spam advertising, progresses with 
click support or response by its victims, and is finalized with the conversion of spam (Levchenko, et al., 
2011, p. 2) (Kanich, et al., 2008, p. 2).  
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plugins and add-ons (Danchev, 2013a), thereby fostering an entire customizable culture 

around ZeuS and advancing the capabilities of the original botnet. 

Part III – Mitigation 

2.7 MITIGATION AS A PUBLIC POLICY GOAL 

Cybersecurity shares strong similarities with epidemiology (Goyal & Vigier, 2014) 

(Goldberg, Leyffer, & Safro, 2015), the “branch of medicine which deals with the 

incidence, distribution, and possible control of diseases and other factors relating to 

health.”30 Both fields aim at preserving a certain standard of health, restoring this health 

standard in case of disturbance, and minimizing the impact of a contagion (Salama, 2013). 

Following this stream of thought (Goyal & Vigier, 2014) (Goldberg, Leyffer, & Safro, 

2015), I analyze botnet mitigation from an epidemiologic perspective. This approach 

requires an approximation between strategies and terminology between the two fields. By 

Symantec, terms such as ‘infection-free’ and ‘compromised’ are inadequate to describe 

cybersecurity (2016, p. 70). By the same token, cybersecurity risks can be mitigated, but 

maybe not entirely avoided or neutralized. Symantec (2016, p. 70) suggests a wellness 

model around cybersecurity based on concepts of susceptibility, resilience, wellness, 

vulnerability to infection, and recoverability, which is embraced in this study through the 

notion of mitigation and its strategies. This cybersecurity wellness model is not only more 

realistic in a sense that cybersecurity cannot be described in binary terms, but also in that 

it creates a wider array of possibilities for researchers to develop a culture of cybersecurity.  

As a result of the adoption of an epidemiologic approach, I contend that botnet mitigation 

encompasses the entire set of strategies and techniques deployed to prevent, stop, and 

minimize the impact of a botnet attack. This is to say that regulation aimed at reducing 

the numbers of botnet infections and attacks should embody botnet mitigation as 

a public policy goal. As a result, it is not sufficient for regulators to target botnets as an 

issue of criminal law or intermediary liability only. The problem with botnets is 

multifaceted, and regulation aiming at effectively addressing the threat posed by them must 

consider the versatile ways in which botnets have evolved and the need to fight botnets in 

a comprehensive way. 

 
30  Epidemiology. In Oxford British and World English Dictionary. Available at: 
http://www.oxforddictionaries.com/definition/english/epidemiology 
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2.8 FOUR MITIGATION STRATEGIES 

Based on the information gathered on the cybersecurity literature (Asghari, 2016) (van 

Eeten, Asghari, Bauer, & Tabatabaie, 2011) and in consultation with public and private 

sector (BotLeg project), this research defends that participation of key private sector 

organizations in the four strategies of botnet mitigation contributes to an improved 

response against botnets and should be translated into public policy goals. I propose a 

categorization of mitigation into four strategies, viz. (1) prevention, (2) information 

exchange, (3) disruption, and (4) disinfection efforts.  

Mitigation is the final stage of understanding botnets and it may have three different status, 

namely completed, active, and inactive. Given the importance of achieving holistic 

mitigation, regulation by whatever means should aim at enabling private sector 

contribution in the four pillars. Mitigation is completed when all four strategies have been 

activated and the botnet is reported as no longer operational. This is a rare scenario, as the 

mere disinfection of a large botnet can stretch itself for years (Asghari, Ciere, & van Eeten, 

2015). Therefore, it is more likely that mitigation is either active, whenever either of the 

strategies has been launched with the specific goal to mitigate that botnet type, or inactive, 

when there is enough evidence of the existence of the botnet, but no concrete measures 

have been taken to target it.  

If mitigation is active, the proposed typology suggests that the botnet should be classified 

further in view of the counter strategies pursued by various stakeholders. This might entail 

prevention, information exchange, disruption, and disinfection (see below). These are non-

exclusionary categories, since comprehensive botnet mitigation ideally encompasses the 

four strategies with some level of concomitance. Given the richness of the topic, each 

strategy was divided into further types, which helps to make the picture of botnet 

mitigation more concrete. Again, the types described as sub-divisions of mitigation 

strategies, as well as the techniques listed under the disruption strategies, were selected 

because of their prominence in cybersecurity literature. This is to say other types and 

techniques may and do exist. The subsequent Sections conceptualize the term mitigation 

as discussed in this thesis. Following the goal of organizing knowledge in the field of 

botnets, a mitigation map is presented (see Figure 2.5). This scheme is subdivided into 

strategies, types, and techniques of mitigation that apply to various groups of botnets and 

are discussed further.  
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Figure 2.5 - Mitigation Typology 

 

Continuing the exercise started in Section 2.6 and in order to illustrate the use of the 

proposed mitigation typology, mitigation of the ZeroAccess botnet could be classified as 

follows (considering the information available at the time of writing) (Vormayr, Zseby, & 

Fabini, 2017, p. 2782):  

 

 
Figure 2.6 - ZeroAccess Mitigation Typology 
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I now delve into the specific nature of each of these pillars and what effective responses 

could look like.  

2.8.1 STRATEGY 1: PREVENTION 

Prevention of botnets entails all sets of actions that can be taken to hinder the integration 

of devices into a bot network. This includes legal, public policy, organizational, and 

technical measures, and welcomes the participation of various stakeholders. In this study, 

preventive measures are broken down into detection, security-by-design, and awareness 

raising. While other initiatives could be envisioned, these three types are sufficiently 

comprehensive of the prevention strategy, as they cover the major streams of preventive 

efforts reported in the cybersecurity literature.    

DETECTION refers to the actions aimed at identifying, with a reasonable degree of certainty, 

botnet infections afflicting information systems. Because of the importance of detection 

in botnet mitigation, and its interaction with disruption techniques, detection plays a 

critical role in preventing a botnet infection from evolving into a full fledge botnet attack 

(and may even be perceived as the first step of disruption, evidencing the 

interconnectedness of botnet mitigation). But detection can also be used to identify known 

or newly discovered vulnerabilities that should be patched. As such, detecting botnets 

includes the installation of protecting tools that monitor and scan for known types of 

infections and for vulnerabilities which can be exploited by bots. To this end, detection 

may require investments in technology and qualified staff. Companies and organizations 

that lack the means to afford adequate detection tools may benefit from collaborating with 

larger actors and joining public- and private-private partnerships. In addition to internal 

monitoring, detection may be facilitated through the sharing of information via alerts and 

news feeds promoted by other groups and organizations. In Finland, the 

AUTOREPORTER service performs an important task in alerting the private sector 

community with information about security incidents affecting their network, as detected 

by the national CERT (CERT.FI) (Grenman, 2009). This automated service has become a 

valuable tool to the Finnish cybersecurity community and has been replicated largely. It is 

worth noting that various techniques described under the category of disruption may serve 

as means for detecting, and therefore preventing botnets, and vice-versa. This is 
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particularly the case of the so-called passive techniques of disruption, which often enable 

a further step towards disturbing the functioning of the botnet.  

SECURITY-BY-DESIGN builds upon the concept of resilience and the goal of strengthening 

security from the very level of conception and design, thereby institutionalizing security 

(PRIPARE Project, 2014, p. 12). The security-by-design (SBD) model is particularly 

important in that it transfers the burden of rational cybersecurity choices to the experts 

involved in the development of the information systems. The latter are believed to be in 

the position to make crucial decisions about the security of the systems which they create 

to which they contribute. Promoters of the SBD model defend it can deliver an end-to-

end approach to cybersecurity, as the internalization of security at the stage of design 

contributes to a culture of security-by-default (Cavoukian & Dixon, 2013, p. 1). Certainly, 

SBD has its limitations. The components of a device are only as secure as the knowledge 

and resources of their developers allows them to be, therefore limiting security to the state-

of-the-art. In addition, real-world elements of industry culture such as cost reduction, rapid 

innovation cycles, and outsourcing might affect the level of security implemented. Finally, 

political interference can also influence the security standards in a negative manner, when 

these political leanings intendedly weaken security, for instance, to allow for surveillance, 

encryption bypassing, and content filtering.  

AWARENESS RAISING refers to the set of educational activities designed to promote a 

culture of cybersecurity against botnets. This encompasses both internal actions, such as 

capacity building courses and discussions inside organizations, as well as external actions 

aimed at raising the level of attention, interest, and skills of stakeholders. Awareness raising 

is concerned with developing good cybersecurity habits (a.k.a. cyber hygiene) that protect 

end-users and their devices from being captured by botnets. The European Cyber Security 

Month, often held in October, is an example of this form of prevention. 

2.8.2 STRATEGY 2: INFORMATION SHARING 

Information sharing entails the exchange of data that can be relevant for acting against 

botnets. Data that is key to mapping a botnet operation will be relevant for mitigation, in 

particular where it can be shared with others for mitigating similar threats. Following the 

typology proposed in Chapter 2, security experts are searching for cues that will support 

the identification of a botnet’s subclass (environment in which the botnet has 

disseminated), topology (the architecture of the botnet and its communication structure), 
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infection vector (how devices are incorporated on the network), and revenue stream (the 

monetization strategy pursued). Experts investigate from a result-oriented approach and 

this analytical mindset, centered on the most effective means to dismantle botnets, 

prioritizes the utility of the data. The notion of data utility in botnet mitigation includes 

information about the infected machines and the identity of perpetrators and victims of 

botnet attacks.31 

Information exchange environments are built upon collaboration in the same sector, 

industry, or even across public and private sector entities. The advantage of these channels 

is to provide various actors with information captured by trusted partners, trustworthy 

information that otherwise would not be available to them. Because botnet infections and 

attacks permeate various services of the Internet industry, a single actor holds limited 

information about the broader picture of the contamination and the potential attack. These 

collaborative platforms allow for the exchange of pieces of critical information and 

correlation of these data, providing a bigger picture of the botnet and facilitating 

prevention and response to attacks experienced by partners. Examples of active Anti-

Botnet Initiatives (ABIs) in the EU include Botfrei (DE) and AbuseHub (NL). 

Moreover, by sharing the burden of collecting information about botnets among different 

actors, the cybersecurity community is likely better off than leaving response to botnets at 

the individual discretion of each actor. For law enforcement, participating in these 

platforms is key to having real time information about potential perpetrators and victims 

as well. Information exchange is the de facto foundation of all mitigation by both public 

and private actors. From the variety of information sharing platforms available today, two 

types stand out and deserve our closer attention: public-private partnerships and private-

private partnerships. Although closed public-public partnerships are also foreseeable, they 

are less common, given that the crown jewels of such anti-botnet efforts lie in the richness 

of data collected by the private sector. Finally, criticism over the activities carried out by 

these initiatives point out that cybersecurity partnerships struggle against members’ lack of 

willingness to disclose information, badly crafted strategies and unclear goals, and contrasts 

with the public interest (Tropina & Callanan, 2015, p. 26). Although both public-private 

and private-private partnerships can serve multiple goals and play a role in each pillar of 

botnet mitigation, their main activities have been focused on sharing information across 

 
31 This could include email addresses, data about operational systems, location data, IP addresses, history 
of activities, pseudonyms, etc.  
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similar sectors and industries, as seen with ACDC (EU), BotFrei (DE), and Abusehub 

(NL).  

PUBLIC-PRIVATE PARTNERSHIPS are collaborative efforts created by either government or 

industry and counting on the participation of both public and private sectors. The structure 

of public-private partnerships does not follow a specific organizational model, allowing 

for different levels of commitment and responsibilities among members. By Tropina and 

Callanan (2015, p. 16), public-private partnerships tend to receive a greater deal of State 

intervention instead of cooperation, leaving industry with the most burdensome part of 

the deal. The contribution of public partners might be limited to organizational assets and 

funding, for instance, leaving private sector organizations with the complex set of duties, 

whenever the terms of understanding defined between partners fail to reflect a fair 

distribution of responsibilities. This asymmetry could be one of the reasons why public-

private partnerships against cybercrime are less prominent than private-private 

partnerships.  

PRIVATE-PRIVATE PARTNERSHIPS have a narrower scope than their public-private 

counterparts do. They are circumscribed to a set of private actors and often devised to 

respond to the specific needs of a certain sector (e.g., health, banking, telecom). To this 

end, private-private partnerships are usually more common, since their groups involve a 

wide variety of members which share similar interests and duties. Nevertheless, these 

groups may also (i) end up restricted to a small portion of the industry, (ii) gain limited 

information about botnets, (iii) tackle only a set of concerns particular to the group, and 

(iv) fail to disclose valuable information to third parties. Here there is the issue that 

adequate safeguards to protect public interest elements, such as the right to data protection, 

may not be duly adopted (Tropina & Callanan, 2015, p. 33), as the lack of public sector 

and civil society oversight may translate into a lack of accountability.  

2.8.3 STRATEGY 3: DISRUPTION 

Disruption stands for the broad range of actions that purposefully disturb the active botnet 

life cycle. In many cases, however, disruptive efforts are not sufficient to put an end to a 

botnet or immediately stop an attack. Although some disruptive techniques are 

sophisticated enough to dismantle the entire botnet, the latter can be achieved only (if at 

all) through a combination of various disruptive efforts.  
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There is an important connection between disruption and information exchange; first, 

disruption efforts benefit from data gathered via information exchange platforms, 

secondly, the aftermath of a disruption will feed the exchange database with further details 

on the operation of the botnet. A similar connection exists between detection of active 

botnets (within prevention) and their disruption, as indicated earlier. 

Apart from technical tools, legal measures can also disrupt botnets, when these actions are 

directed at limiting a perpetrator’s access to information systems, e.g., via custody and 

imprisonment. Therefore, law enforcement activities have a substantial value in disrupting 

botnets and are possibly one of the few strategies (in addition to restricting monetization) 

that can effectively stop botherders. This is because despite their potential to hamper the 

functioning of a botnet, technical tools cannot prevent botherders from creating new 

zombie armies and may not sufficiently dismantle the complete infrastructure of the 

botnet. As it became clear in the case of ZeroAccess, botherders outsmart disruptive 

endeavors in various ways (TechTarget, sd). By pushing updates and re-routing malicious 

connections, perpetrators circumvent disruption attempts and reactivate botnets at almost 

no cost, undermining the efforts of mitigators. In the latter case, society may watch botnets 

resurge and become even more resilient. The perils of resurgence are the reason why joint 

disruptive efforts covering both technical and legal measures should be favored. 

While disruption of botnets combined with prosecution of perpetrators (and later 

imprisonment, when applicable) can interrupt botnet activities, the backdoors will remain 

open (and could be misused by another attacker) until the devices are cleaned and the 

vulnerabilities are patched. Therefore, an effective response to botnets must imply a 

comprehensive set of technical, legal, and educational measures. Yet, because the private 

sector is better positioned and equipped to collect information about infections, victims 

and attacks, the activities of law enforcement as well as disinfection campaigns must be 

supported by industry. Multiple examples of successful consortiums involving IT security 

companies, ISPs, and law enforcement illustrate the effectiveness of this hybrid approach. 

In fact, public-private efforts have delivered some of the most impactful coordinated 

actions against botnets (EUROPOL, 2015a) (EUROPOL, 2013) (FBI, 2014). 

The disruption strategy can be broken down into types and further techniques. The 

cybersecurity community has developed a broad set of mitigation techniques that exploit 

various ways to detect, map, observe, analyze, and dismantle botnets. Two main categories 
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of techniques exist, depending on the level of interaction and intrusion performed by the 

anti-botnet tool, namely passive and active. Below, I examine some of the long-established 

mechanisms and recent techniques designed to counter various forms of botnets.  

2.8.3.1 Type: passive techniques 

In general, passive techniques do not interact directly with the botnet and often wait for 

the botnet itself to reach them before initiating their activities. These are divided into the 

following techniques: deep pack inspection, NetFlow, honeypots, and crawler. Experts 

discuss additional passive techniques, but the selection explored in here is limited to the 

most popular among those. These passive techniques may also serve as meaningful tools 

towards detecting (and consequently preventing) botnet attacks. As a result, categorization 

of passive techniques as preventive or disruptive tools may be contextual.  

DEEP PACKET INSPECTION OR DPI technology has the potential to examine the content 

of large volumes of packets and traffic data in real time (Corwin, 2011, p. 312). To this 

end, DPI enables the finding, detection, filtering, rerouting, and even blocking of types of 

packets with data or payloads as defined by its operator (TechTarget, 2007). In the case of 

botnets, DPI has long been used by ISPs to detect malicious connections between bots 

and other bots, bots and IP addresses, and bots and servers through the monitoring of 

data packets associated with botnets exchanged in their networks (Zhang, et al., 2011, p. 

124). If the analysis of the packets reveals a malicious pattern, the agent may act upon the 

data to reject the exchange of the detected packets, break the connection between the 

malicious users, or forward the content for further analysis (ENISA, 2011, p. 40). Despite 

its resourceful features, running DPI in large networks is time-consuming and its scalability 

is limited by the availability of resources of the agent monitoring the packets (Krmícek, 

2012, p. 1). In addition, because DPI looks at the content of data and at traffic data, it 

poses risks to the privacy of the individuals under monitoring. The threat posed by 

indiscriminate use of DPI has been subject to much discussion among legal scholars 

(Corwin, 2011). Today, other techniques such as NetFlow allow security researchers to 

identify malicious behavior without the need to inspect the content of the packets, making 

DPI a less defendable choice from a data protection perspective.  

NETFLOW is a standard protocol for monitoring traffic online (Amini, Azmi, & 

Araghizadeh, 2014, p. 139). Because NetFlow provides valuable information about the 

communication between the exchange points (e.g., IP address of the sender and recipient, 
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destination port, and size of the communications exchanged (Kozik & Michał Choraś, 

2017, p. 3)), this technique has emerged as a popular tool for detecting malicious botnet 

traffic (Amini, Azmi, & Araghizadeh, 2014, p. 139). When applied to botnets, NetFlow 

enables the capture of information about hosts and commanding servers once they 

communicate with one another, in various settings. For instance, when used in a Domain 

Name System-based, the NetFlow capture is made possible because (i) every bot must 

perform DNS queries to connect to the commanding server and (ii) current technology 

allows mitigators to isolate DNS-bot queries from legitimate queries (Krmícek, 2012, p. 2). 

Botnet traffic is marked by a one-to-many structure, synchronization patterns, and 

response time, differentiating itself from legitimate DNS communication. By studying the 

behavior of known forms of botnet infections protocols, it is possible to match suspicious 

traffic to the database of notorious DNS-bot queries. Because NetFlow techniques inspect 

traffic flows and not packets of data, such as DPI mechanisms do, they are scalable and 

thus suitable for monitoring large networks (Krmícek, 2012, p. 1), giving them a distinctive 

advantage in comparison to other mitigation solutions. Although NetFlow techniques are 

less intrusive than DPI in that they do not inspect the content of the data, they still perform 

analysis of the traffic data itself, which is increasingly flagged as pervasive (Mayer, 

Mutchlera, & Mitchella, 2016).  

HONEYPOTS are passive infiltration mechanisms. They can take the form of a service, an 

application, a system or set of systems or simply just a piece of information or data 

(ENISA, 2012). Widely used by the cybersecurity community, these bot traps mimic the 

behavior of a regular device with the purpose of attracting an infection for posterior 

examination. These purposefully vulnerable hosts are placed at a controlled environment, 

allowing security experts to eavesdrop on the botnet communications. 

Honeypots show varying levels of interaction and data monitoring (ENISA, 2012, p. 17). 

In terms of interaction, honeypots may be designed using low, high, and hybrid interaction 

levels, depending on whether the honeypot has a real or an emulated resource, or a mix of 

the two, to communicate with the botherders (ENISA, 2012, p. 17). In terms of 

monitoring or target infrastructure, a honeypot may be deployed on the server- or client-

side. A server-side honeypot utilizes network services to listen to their standard ports and 

monitor connections initiated by remote clients. A client-side honeypot, in turn, will 

employ a set of client applications, such as a web browser, that connect to remote services 

and monitor all activity generated by the server. The various forms of honeypots, however, 
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have an important vulnerability. When deploying these traps, one should be able to 

program traffic in a way that the botnet does not fully respond to the botherder’s 

commands, preventing the honeypot from launching attacks against third parties. 

Programming the honeypot to not respond to such attack commands, however, may raise 

a red flag to the botherder and expose the nature of the honeypot.  

CRAWLERS are a resourceful tool to monitor botnet-behavior, especially when mitigating 

P2P botnets. After identifying a bot connection, a crawler is released into the network to 

gather information such as the population size and the identity of the infected machines 

(Rossow, et al., 2013, p. 103). As noted by Rossow et al. (2013, p. 103), a crawler requires 

the existence of a reverse-engineered botnet malware and a seed list of a number of active 

bots. In this regard, there is a noticeable level of interaction between the crawler and the 

botnet infrastructure. After finding its way through a botnet, a crawler will interact with 

other bot machines as well as with bot servers. The level of interaction, as previously 

described, does not affect the classification of crawlers as passive techniques, since this 

division is based on the level of interference with the botnet infrastructure. A crawler is 

merely an observer and does not attempt to modify the connections in the botnet, nor 

does it challenge its functioning. Yet, the risk a crawler poses to the right to privacy and 

data protection of those whose communications are being observed could be high. Ideally, 

the crawler will pave the way for the successful disruption by active mitigation techniques, 

but its implications to privacy-related rights cannot be overlooked.    

2.8.3.2 Type: active techniques 

Active techniques are proactive tools that may directly communicate with bots, 

aggressively infiltrate in, or redirect the botnet communications. These are non-

exhaustively divided into the following techniques.  

SYBIL ATTACKS belong to the broader category of techniques that poison the 

communication layers in a botnet (Rossow, et al., 2013, p. 104). Sybil attacks disrupt the 

communication channels of a botnet by inundating its network with false information 

about nodes (a.k.a. ‘sybils’). This technique is particularly helpful against P2P botnets and 

exploits the weaknesses of this model. By creating a large quantity of fake nodes and 

connecting them to the P2P network, the mitigator may gain a considerable influence over 

the behavior of the botnet (Luo, 2012, p. 5). Because the Sybil nodes are responsive and 

interact with the C&C commands (although programmed not to engage in attacks), they 
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remain camouflaged in the list of infected bots until the infiltration is large enough to re-

route and disrupt the C&C traffic (Davis, Fernandez, Neville, & McHugh, 2008, p. 32). 

SINKHOLING is an effective technique used to disrupt resilient P2P botnets when a 

takedown is not feasible. The process of sinkholing focuses on redirecting the botnet 

traffic by invalidating entries in list of nodes and leaving only a small set of nodes, i.e., 

‘sinkholes’, available for contact. The mitigators moves bots into the sinkhole, where 

communications will be monitored and examined, thus eliminating the possibility of 

communication with malicious nodes (Leder, Wener, & Martini, 2009, p. 5). As a result of 

the sinkholing, botherders lose control of the botnet, since they are no longer able to push 

commands. As noted by Rossow et al. (2013, p. 104), despite the advantages of this 

method, the deployment of sinkholing is only possible with the support of ISPs, 

highlighting the need for cooperation among mitigators.  

DNS CACHE SNOOPING is a technique possible at the level of DNS servers and with the 

support of DNS hosting providers. While cache snooping may serve different purposes, it 

has a valuable role in botnet mitigation, in that the technique can be used to identify 

malicious domain names. In short, the DNS snooping agent sends requests to suspicious 

DNS servers to check “if this DNS server has a specific DNS record cached, and thereby 

deduce if the DNS server's owner (or its users) have recently visited a specific site” (Simple 

DNS Plus, s.d.). By gathering this sort of information, the DNS snooping agent may 

roughly estimate the scale of a certain botnet infection but has no means to spearhead an 

attack or disrupt the actions of the botnet in consideration. As such, DNS cache snooping 

should be regarded as an intelligence-gathering tool in that it helps estimating the size of 

the bot infection, although not necessarily suitable for accurate measurements (ENISA, 

2011, pp. 57-58).  

2.8.4 STRATEGY 4: DISINFECTION 

Disinfection is the series of mechanisms designed to remove a certain contamination. It 

includes the cleaning or removal of a bot infestation, as well as the patching of the 

vulnerability exploited by the infection (immunization). A full disruption effort may be 

incomplete before the machines are cleaned and immunized from similar infections. The 

situation of IoT botnets is particularly worrying, since known IoT botnets are not 

permanent infections – so far, botherders have managed to store infections in the flash 

memory of targeted devices. This is to say that once the flash memory is erased, such as 
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when the device is rebooted, the infection disappears (Perry, 2017). At time of writing, 

most IoT bots were released as worms, and for that reason, constituted a persistent threat 

– IoT worms will continuously attempt to infect the target after the device is switched on 

and succeed in doing so unless the vulnerability is patched. As a result, in IoT botnets 

enabled by worms, the importance of disruption campaigns followed by vulnerability 

patching is even greater, as the likelihood of re-infection is almost certain if a root solution 

is not adopted.  

Regardless of the importance of disinfecting machines, there is no consensus on how 

infected users can be informed of their condition in a privacy-compliant way, nor if and 

how users could be compelled to disinfection by automated means. Consequently, there is 

a significant need for legal scholars to investigate and define the legitimate boundaries for 

law enforcement and private sector to issue privacy-compliant infection notices. Another 

obstacle to disinfection is that it can take a long time for all machines to be disconnected 

from a botnet. A valuable example is the case of Conficker botnet (Asghari, Ciere, & van 

Eeten, 2015), for which a patch was made available before 2010. Notwithstanding the 

major disinfection efforts carried out by the Internet industry in the past years, almost a 

million devices remained infected by Conficker in 2015 (Asghari, Ciere, & van Eeten, 2015, 

p. 1). Lastly, the information gathered in the process of attempting to disinfect the 

compromised machines will contribute to a more robust database for the purpose of 

information exchange. The four pillars of botnet mitigation are thus cyclical and 

interdependent. Going back to the strategy under analysis, we observe that disinfection 

efforts are currently divided into compelled and voluntary. Both forms will be discussed 

below. 

2.8.4.1 Type: compelled disinfection 

COMPELLED DISINFECTION refers to the process of cleaning a previously infected machine 

via a top-down approach in which the decision to disinfect is taken by a third party 

(automated) or when such a decision places the user in a situation in which she feels obliged 

to disinfect the machine to regain access to the product or service (manual). In the first 

case, no user interaction is necessary for the patch or cleaning tool to fulfil its function. 

Compelled automated botnet disinfection could be translated as simply as “pushing code.” 

Such conduct comes close to the very description of system interference, a cybercrime 
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offence by Art. 5 of the CoE Convention on Cybercrime.32 One example of automated 

disinfection is the automatic download and installation of a security fix issued by the 

manufacturer of an operating system (i.e., automatic update). While the legal discussions 

around patching and cleaning of software are often connected to the terms of use agreed 

upon between user and service provider, which may authorize disinfection measures, there 

is room to discuss the legality of those norms as well as the legitimate grounds and 

circumstances in which they should or could take place (see Section 5.4). Finally, compelled 

manual disinfection places the user in disadvantage. The user may be prevented from 

accessing the service or using the product until the disinfection has been enabled, or the 

user may not be fully aware of the system alterations promoted by the disinfection package 

(which could be misused for unwanted purposes such as surveillance). The user may feel 

strongly compelled to clean the device in order to regain access to the Internet or the 

service whose provider is pushing the disinfection code; or to install the disinfection 

package without consenting to the full capabilities of the tool.  

2.8.4.2 Type: voluntary Disinfection 

VOLUNTARY DISINFECTION, in turn, requires consent or an affirmative act from the user. 

In the case of a voluntary disinfection campaign, a user might be notified by a third party 

that her system has been compromised and that there are possible solutions to immunize 

the device. In whatever scenario, in a voluntary disinfection campaign the user is left with 

the freedom of choosing whether to proceed with the disinfection process. While more 

respectful of users’ will, voluntary disinfection tools offer enough room for systems to 

remain infected, should the user postpone or decline to immunize that contaminated 

device. In this case, a thorough legal analysis on the existence of a right to remain infected 

(or its incompatibility with the legal order) has yet to take place (see Section 4.3.3.11). 

Finally, if a user remains infected for an unreasonable period after notification, a legal 

debate arises in relation to the criminal liability of the user who, aware of the fact that her 

device was being used for criminal purposes, fails to take the necessary measures to prevent 

such misuse. In this case, it is relevant to understand whether a user could be seen as an 

accomplice of the criminal activity. This question is explored further in Section 4.3.3.11.   

 
32 Article 5 – System interference 
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal 
offences under its domestic law, when committed intentionally, the serious hindering without right of 
the functioning of a computer system by inputting, transmitting, damaging, deleting, deteriorating, 
altering or suppressing computer data. 
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2.9 CONCLUSIONS 

Botnets facilitate cybercrime in a remarkable manner. In this Chapter, I attempted to 

explain the origins of cybercrime and botnets, as well as how the latter became critical to 

large-scale attacks. The adaptability of botnets to new technologies makes them valuable 

instruments, as they have helped perpetrators exploit information systems and the people 

behind them. In our path to a better response to botnets, a typology may assist researchers 

and policymakers in mapping the multiple faces of the threat and defining the appropriate 

course of action to mitigate them.  

The botnet typology proposed in this study elucidates the many layers through which 

botnets can be examined. Mitigating a botnet is often the result of multiple strategies 

combined and, as a result, a mix of prevention, information sharing, disruption, and 

disinfection frequently lies behind a disruption story. For these reasons, botnets may be 

mapped in light of various types of mitigation strategies and the appropriate anti-botnet 

techniques. A distinguishing element of this study is the typology for mitigation created 

during this research. Yet, it is only possible to map mitigation after targeted efforts against 

a specific type of botnet have been launched. For that reason, the mitigation category can 

be either completed, active, or inactive. Another element advanced in the abovementioned 

typology is the inclusion of hosting environments as meaningful ways to distinguish 

botnets from one another. This typology may serve as a comprehensive system to (ideally) 

empower security experts in identifying the best anti-botnet countermeasures or 

(minimally) as a methodology that helps to share the lessons learned from mitigation.  
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3. INTERNET INDUSTRY INTERVENTION 

This Chapter conceptualizes the role of the Internet industry in botnet mitigation and 

answer sub-question 2 of this study: How can industry participation be regulated in the 

context of botnet mitigation? (2.a What is the appropriate target industry for regulatory intervention?  

2.b What is the ideal role of the target industry in combatting botnets? 2.c What are possible requirements 

for effective regulation regarding the target industry?) It starts by defining the scope of the 

expression ‘Internet industry actors’ (Section 3.1). After this introduction, the Chapter 

investigates whether Internet industry intervention against botnets is compatible with the 

insights offered by regulation theory (Section 3.2) and what advantages it brings in terms 

of regulation (Section 3.3). The Chapter then continues with an exploration of a contextual 

framework for mitigation (Section 3.4), in an attempt to offer regulators a compass for 

defining a course of action that involves private sector stakeholders. To this end, I propose 

a spectrum of responsibility by which policymakers, jurists, and technicians can visualize 

the gradation of responsibilities among Internet industry actors following the architecture 

of the Internet. Combining these findings with regulatory challenges of industry 

intervention (Section 3.5), Section 3.6 theorizes the ideal role of the Internet industry and 

proposes a list of requirements to guarantee that this role is fulfilled. Lastly, I propose a 

set of indicators that could help assessing whether the regulatory framework is effective in 

facilitating the performance of that ideal role.  

3.1 TARGET INDUSTRY: INTERNET INDUSTRY ACTORS 

Asghari (2016, p. 14) defines Internet actors as the group of agents participating in the 

functioning of the Internet, including component and hardware manufacturers, network 

operators, software vendors, application and service developers, and content providers, 

among others. The term Internet industry used in this thesis borrows from the definition 

crafted by Asghari and is framed in the context of existing cybersecurity regulation. For 

the purpose of this work, the expression Internet industry actors shall comprise the 

following actors (collectively, “IIAs”): ISPs (e.g., domain name registrars, hosting 

providers, access providers, email service providers, payment gateways, among others), 

software developers and hardware manufacturers (e.g., computer security companies, IoT 

producers), critical infrastructure providers (e.g., banking sector, health care institutions), 

and digital service providers (e.g., cloud computing services, online marketplaces, and 

online search engines), following the categorization introduced by the NIS Directive 
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(Directive 2016/1148),33 the eCommerce Directive (Directive 2000/31),34 the Technical 

Regulations Directive (Directive 2015/1535),35 and validation by the consortium of the 

BotLeg project.  

The role that IIAs play in cybersecurity is directly connected to the horizontality of the 

Internet, in which infrastructure controls are distributed across multiple organizations. 

This horizontality, or non-hierarchical distribution of powers between state and non-state 

actors, makes the Internet a challenging field for regulation (Brownsword, 2005, p. 204), 

in which regulators must take into account the large variety of stakeholders while coping 

with the fast pace at which new technologies emerge (Brownsword, 2005, p. 204). 

Consequent to the horizontality of the Internet, non-state actors, and industry in particular, 

have acquired an arsenal of expertise, control over the infrastructure of the Internet, and 

technology solutions that might be deployed against cybercrime. By Tropina and Callanan 

(2015, p. 14), in this horizontal architecture, Internet actors stand as critical nodes for 

combatting cybercrime. ISPs, in particular, have been identified as important potential 

control points in botnet mitigation (van Eten, Bauer, Tabatabaie, & Asghair, 2001, p. 9). 

This characteristic has attracted the attention of policymakers and stirred up talks on the 

importance of involving IIAs in countering botnets (ENISA, 2011b).  

3.2 INSIGHTS FROM THEORY OF REGULATION 

The first step into the discussion of using regulation as a means to facilitate Internet 

industry intervention against botnets entails a debate on (i) the primacy of regulation by 

the State, (ii) the public-private divide in cybersecurity, and (iii) whether regulation 

designed to enhance Internet industry intervention is compatible with regulation theory. 

These theoretical questions take precedence over the advantages and challenges of Internet 

industry participation and shall be analyzed in the following sections.  

3.2.1 REGULATORY PLURALISM 

What is regulation and who regulates social behavior? Scholarship proposes various 

answers to the above, depending on the perspectives taken on regulation itself. In this 

 
33 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning 
measures for a high common level of security of network and information systems across the Union. 
34 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal 
aspects of information society services, in particular electronic commerce, in the Internal Market. 
35 Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying 
down a procedure for the provision of information in the field of technical regulations and of rules on 
Information Society services. 
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thesis, regulatory pluralism will serve as the theoretical basis for answering the two 

questions above and challenge the notion of the primacy of regulation by the State. 

Regulatory pluralism is one of the schools within regulation theory that conceives 

regulation as ‘all forms of standards, formulated by the state or not, with the purpose of 

controlling social behavior’ (Morgan & Yeung, 2007, p. 3).36 The chief difference between 

the alternative legalist approach to regulation and the idea brought by the pluralistic view 

is centered on the concept of regulator. The legalist view understands regulation as a set 

of commands issued by legal institutions, the sole legitimate regulators. This approach 

brings public agents and legal commands to the fore but disregards the influence of non-

state agents and non-legal norms (Lodge & Wegrich, 2012, pp. 15-16). The legalist 

perspective seems rather inadequate to describe the current practices of technology 

regulation. The rise of non-state actors from the periphery towards the center of the 

regulatory debate has reshaped the field of regulation, which now largely recognizes both 

public and private actors as sources of regulation (Lodge & Wegrich, 2012, p. 16). A telling 

example of this development in cybersecurity was the creation of the Internet Governance 

Forum (IGF), the United Nations multistakeholder platform for public policy issues 

related to Internet governance, in which States and non-state actors jointly debate the 

advancement of policy and regulatory efforts in cybersecurity.  

The new regulatory debate, based on horizontality between regulated and regulators, gave 

rise to the concept of ‘network model’.37 In the context of techno-regulation, this model, 

as Tropina and Callanan explain (2015, p. 15), not only defends the participation of public 

and private actors (cooperative governance), but also a model of regulatory enforcement 

adapted to embrace both legal and extra-legal regulation. Put differently, the architecture 

of the Internet resonates with new regulatory ideas that revolve around the project of 

decentered and polycentric regulation. The cybersecurity ecosystem, in particular, is 

composed of various actors that, each in their own capacity, influence the functioning (and 

security) of the Internet and comply with a wide variety of regulatory instruments - a true 

example of a decentered regulatory environment. In addition to enabling a multiplicity of 

 
36 In this sense, regulatory pluralism is akin to ‘smart regulation’, whereby a wide range of non-state 
actors such as corporations, self-regulators, professional or trade bodies, and voluntary organizations 
may influence social behavior (Baldwin, Cave, & Lodge, 2012, p. 3). 
37 “A ‘network model’—essentially, a communications network—illustrates how actors in the public and 
private sectors can work together to manage future cyber risks. Rather than focus on institutions and 
functions, the focus is on processes, procedures, and information flows within these sectors. In other 
words, the framework promotes thinking in terms of functions, rather than titles or national or 
international institutions.” See (The World Bank Group). 
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regulatory sources or polycentric regulation (Murray, 2007, p. 49), the network regulation 

model draws attention to the control exercised by ‘networks of regulators’ over social 

issues (Baldwin, Cave, & Lodge, 2012, p. 63). 38 In the context of this study, Internet 

industry actors can be construed as part of the ‘network of regulators’ in question, a group 

that exercises influence over the shared issue of botnet attacks.  

3.2.2 SURPASSING THE PUBLIC-PRIVATE DIVIDE 

There is much to be said about the multistakeholderism in cybersecurity and the public-

private interactions in that regard. The acknowledgement that cybersecurity is managed by 

a network of regulators and not by a centralized agency (i.e., State) is part of a broader 

transformation, that of the concept of ‘publicness’ in public administration (Pesch, 2008). 

For the purpose of this study, it is sufficient to keep the debate to its essential aspects, 

placing it in the context of cybersecurity. This will help to clarify why the growing role and 

responsibilities of private sector mitigators in our society are aligned with regulation theory.  

Numerous studies in the field of public administration discuss the evolving concept of 

publicness (Tholen, 2016, pp. 237-238), but no consensus on definitions of ‘public’ - or 

‘private’ - exists. Yet, scholars seem to find common ground on the idea that in a world of 

transnational corporations and increasing privatization, public and private are 

progressively less distinguishable from each other (Tholen, 2016, p. 237). The blurring 

boundaries between public and private are particularly prominent in the management of 

public goods, or commodities that generate benefits which are shared by society as a whole, 

or by some group within it (Morgan & Yeung, 2007, p. 20). In this regard, it is also possible 

to look at public and private responsibilities not necessarily as polar opposites but rather 

integrated concepts that may contribute to the realization of public goods in the public 

interest. A dimensional approach to the concept of publicness seems more suitable to the 

reality of cybersecurity, whereby private instruments can be used to realize public goods 

and therefore strengthen publicness altogether (Tholen, 2016, p. 242).  Surpassing the 

public-private dichotomy in relation to cybersecurity is essential, as it helps to understand 

that the nature of the responsibilities that IIAs may bear in relation to botnet mitigation 

 
38 The smart regulation model is another viable form of regulatory pluralism, but the network model is 
preferred here for its focus on the role played by small group of regulators (e.g., Internet industry actors) 
and the network effect they create. While preserving the same ideals of regulatory pluralism, smart 
regulation seems to concentrate on the effects of multistakeholderism at large (Baldwin, Cave, & Lodge, 
2012, p. 65). Because the scope of this thesis in on regulation pertaining to Internet industry actors, the 
network regulatory model appears to be more adequate, though smart regulation would still suit the 
overall perspective of regulatory pluralism here adopted. 
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are not only key to the realization of the public interest but also not contradictory to the 

publicness of cybersecurity.  

As discussed in the introduction to this research, important aspects of cybersecurity are 

inevitably shared and of central relevance to the well-being of citizens and welfare of 

nations. The shared nature of cybersecurity – and the distributed costs of cybersecurity 

failures - contributes to the argument that ensuring the protection of information systems 

concerns all citizens and organizations, even if at varying degrees. The literature provides 

substantial support for the notion of cybersecurity as a public good (Taddeo, 2019, p. 350). 

In highlighting the advantages of such approach, Taddeo (2019, pp. 351-352), argues that 

understanding cybersecurity as a public good contributes to (i) a systemic approach to 

security; (ii) shared responsibilities among different stakeholders; and (iii) facilitating 

collaboration and information sharing among actors. The notion of cybersecurity as a 

public good is not without criticism; ensuring the security of information systems will not 

always translate in the management of a public good (Taddeo, 2019, p. 352), as 

cybersecurity can also reflect special private interests and could even conflict with other 

public interests (e.g., where the pursuit of cybersecurity comes at an excessive cost to the 

rights to privacy and data protection). But even where the notion of cybersecurity as a 

public good is at times contextual, the characteristics of cybersecurity are sufficiently 

compelling to support the argument that cybersecurity is (at least mostly) a public good. 

Furthermore, managing cybersecurity otherwise (i.e., as a solely private or public good) 

could contribute to isolated policies and regulatory approaches which would be at odds 

with the notion of regulatory pluralism and be inconsistent with the reality of how 

cybersecurity is already being realized.  

3.2.3 REGULATORY INSTRUMENTS 

The idea that individual governments cannot ensure cybersecurity without the 

participation of the private sector, affirm Tropina and Callanan (2015, p. 14), has  since 

become ‘conventional wisdom’. This ‘conventional wisdom’ behind public-private 

cooperation in cybersecurity cannot be dissociated from the rise of decentered regulation. 

As remarked by Black (2001, p. 103), decentered regulation refers to “the observation that 

governments do not, and the propositions that they should not, have a monopoly on 

regulation and that regulation is occurring within and between other social actors (…) all 

without the government’s involvement or indeed formal approval.” This is directly 
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applicable to the field of Internet regulation, in which Internet actors act as critical nodes 

and proactively set out rules to constrain social behavior (of citizens, governments, and 

other private companies) online. An example of regulation by non-state actors is the 

issuing of protocols and rules by the Internet Corporation for Assigned Names and 

Numbers (ICANN), the non-profit corporation in charge of the worldwide distribution of 

domain names and Internet Protocol (IP) Addresses.  

From a perspective of regulatory pluralism, attempts to regulate the actions of the Internet 

industry must consider the contribution of these same actors as regulators. As noted by 

Murray (2007, p. 49), in cyberspace no one regulator may impose their will on any subject 

of regulation without the agreement of competing regulators (and the support of 

regulatees). Consequently, attempts to pass regulatory instruments that do not involve the 

Internet industry (as regulators) are likely to be ineffective, given that such actors control 

much of the infrastructure through which botnets propagate. In the following paragraphs, 

I shall examine the contribution that IIAs may have on the five tools of regulation 

proposed by Morgan and Yeung (2007, p. 79), namely (1) command, (2) competition, (3) 

consensus, (4) communication, and (5) code.    

Command forms of regulation are referred to as ‘law’ (Morgan & Yeung, 2007, p. 80). 

Here, regulators sanction rules of conduct (primary and secondary laws) and prescribe 

behavior through a formal regulatory procedure (Baldwin, Cave, & Lodge, 2012, p. 106) 

(Morgan & Yeung, 2007, p. 80). The advantages of this form of regulation lie in the 

harmonization, legal certainty, and immediacy offered by legislation (Baldwin, Cave, & 

Lodge, 2012, p. 107). Although the Internet industry cannot take over the activities of a 

legislator, it can nevertheless contribute to shaping traditional regulation by responding to 

public consultations, creating pressure groups, and advocating for regulation. To this end, 

participation of regulatees and interest groups via public consultations can strengthen 

command regulation. In the absence of this openness toward regulatees’ participation, 

however, the Internet industry may still engage civil society and campaign against or in 

favor of certain laws facilitating their intervention against botnets. 

Competition tools harness the power of incentives and self-interest to stimulate desired 

behavior from regulatees (Lodge & Wegrich, 2012, p. 100). Regulation through 

competition tends to be less invasive on the regular operations of businesses than the 

traditional command regulation does, as it allows industry to find flexible ways to comply 
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with the rules (Baldwin, Cave, & Lodge, 2012, p. 115), while encouraging efficiency and 

innovation (Lodge & Wegrich, 2012, p. 106). Because such regulatory instruments may be 

imposed by non-governmental agencies (e.g., industry associations, NGOs, pressure 

groups), there is room for the Internet industry to act as a regulator. For instance, the 

Internet industry can contribute to the creation of ‘certificates’ (Lodge & Wegrich, 2012, 

p. 110) in relation to botnet mitigation that would promote adherence to a set of 

countermeasures deemed ‘best practices’ in the sector. The adoption of such standards 

could influence observance to similar practices by competitors and therefore contribute to 

the achievement of regulatory goals. Compliance with certificates may work as a market 

incentive insofar as it can drive customer interest and boost choice (Lodge & Wegrich, 

2012, p. 110).39 

Consensus differs from other forms of regulation, argue Morgan and Yeung (2007, p. 92), 

“on the basis that the mechanism through which behavior is influenced and constrained 

rests primarily on the consent of its participants”. This form of decentered regulation 

includes both self-regulation and co-regulation. The first, self-regulation, is characterized 

by industry-formulated rules whose enforcement lies in the hands of industry itself 

(Australian Law Reform Commission, 2011, p. 190). As noted by Marsden (2012, p. 212), 

the codes of conduct and terms of use that scientists developed when creating the 

architecture and social norms of the Internet evidenced the Internet community’s support 

for self-regulation. Another example of self-regulation in cybersecurity is the anti-spam 

code of conduct developed by the Messaging Anti-Abuse Working Group (MAAWG, 

2005), and the anti-botnet code of conduct by the BotLeg project. Co-regulation, in turn, 

refers to “initiatives in which government and industry share responsibility for drafting 

and enforcing regulatory standards” (Hirsch, 2011, p. 441). Co-regulation brings together 

public and private sector at different stages of the regulatory process and is considered one 

of the pillars of EU legislative policy (Verbruggen, 2009, p. 425). Here, industry comes 

into play to compensate for a potential democratic deficit, bridging legislative practice and 

societal demands (Verbruggen, 2009, p. 430). By Marsden (2004, pp. 77-78), co-regulation 

arises as a pragmatic solution to quickly adjust and continually improve regulatory 

frameworks in order to perpetuate their relevance and effectiveness in fast evolving 

 
39 Where certificates are mandatory in order to operate in a given sector, they lose their competition 
characteristic and fall within the umbrella of command regulation. 
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environments. The eCommerce Directive, a central piece of legislation in this analysis, is 

the byproduct of co-regulation in the EU (Marsden, 2004, p. 78). 

Because in consensus-based rulemaking regulatees are able to actively shape a field in 

which they have specialized knowledge and act daily, the outcome is expected to be more 

effective too (Morgan & Yeung, 2007, p. 93). This expectation is based on that assumption 

that, if industry is allowed to proactively determine the means and mechanisms, as well as 

the consequences of collaboration, consensual regulation will translate the views of 

regulatees and thereby boost levels of compliance. In practice, however, consensus 

presents the same challenges of decentered regulation. Given the fragmentation of 

authority and fluid boundaries between regulators and regulatees, regulation by consensus 

raises serious concerns about the legitimacy of consensus-based rules and accountability 

of regulators (Black, 2008, pp. 137-138).  

Communication is the set of efforts directed at increasing awareness and information 

among stakeholders in an attempt to exert social pressure and thus influence decision-

making (Morgan & Yeung, 2007, p. 96). One recurring example of this regulatory 

instrument is the ‘naming and shaming’ strategy, which subjects non-compliant entities to 

public scrutiny. Also known as disclosure regulation, regulation by communication engages 

consumers, businesses, and civil society in the decision over acceptability of the disclosed 

behavior (Baldwin, Cave, & Lodge, 2012, p. 119). This form of regulation can have much 

more impactful consequences in the company’s survival than legal sanctions via 

enforcement bodies do (Bartley & Child, 2011, p. 427). The Internet industry can be a 

driving force in disclosure regulation by publicizing best practices in the sector and 

fostering awareness about the non-acceptability of certain unwanted behaviors. Yet, the 

effectiveness of such regulatory instrument is unclear, as it depends on consumers’ 

response to the disclosed behavior (Bartley & Child, 2011, p. 428). If the public 

demonstrates that it is uninformed about or indifferent to violations by businesses, 

companies are likely to ignore their compliance failure and continue to disregard these 

regulatory standards (Bartley & Child, 2011, p. 428).   

Code or architectural regulation refers to the use of computer language for determining 

behavior at the technical level and minimizing user intervention (Morgan & Yeung, 2007, 

p. 104). By enabling security mechanisms at the stage of code (i.e., via detection tools, 

vulnerability patches, nudging techniques), IIAs may alleviate the enforcement obstacle 
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faced by other forms of regulation. This is because code-based rules are effective in 

translating commands into practice; more specifically, they hinder ‘wrong’ behavior by 

default regardless of physical borders (van der Hof & Stuurman, 2005, p. 210). In botnet 

mitigation, regulation by code has a pivotal role not only in remediating attacks but 

preventing the release of products and services containing zero-day vulnerabilities (i.e., 

vulnerabilities which are unknown to the developer but have already been discovered by 

attackers at the moment the product or service is placed on the market).40 However, 

regulation by code suffers from a transparency, accountability, and democratic deficit 

(Brownsword, 2008, p. 248). First, compliance is achieved by default, possibly curtailing 

the autonomy of the regulatee in situations in which individuals have the freedom not to 

adopt the commanded behavior. Secondly, regulatees are neither included in the process 

of rulemaking nor made aware of the standards used by regulators to distinguish good and 

wrong behavior (Brownsword, 2008, p. 248). Thirdly, regulatees have no insight into the 

regulatory agenda, or into the regulatory rationale pursued by regulators who enforce code-

based norms (Brownsword, 2008, p. 249). Despite this criticism, there are ways by which 

code can minimize this threefold deficit by including societal participation in rulemaking 

(van der Hof & Stuurman, 2005, p. 211). Even so, code is not a one-size-fits-all approach 

and is always complementary to other regulatory instruments. Because cybersecurity is not 

only a question of technology, but also an economic and behavioral issue (Asghari, 2016, 

p. 12), solutions on a mere technical level may prove ineffective.  

Merely understanding what regulation is, who regulates, and what the various forms of 

regulation can deliver, however, is insufficient in this study if one is unaware of the reasons 

why we regulate. As noted by Asghari (2016, p. 42), the persistence of botnets can be 

traced to the cost asymmetry between end-users and Internet industry actors, in a true 

example of a market failure. End-users whose machines are compromised, he argues 

(Asghari, 2016, p. 42), act as intermediaries in the botnet attack, and as such do not bear 

the full costs of the infection, since they are not the final target of the heist. Because the 

final victims of the attack are the ones to feel the impact of botnets (mostly businesses and 

governmental institutions), end-users who could contribute to mitigation do not do so. 

End users who are not the final victims of a botnet attack lack sufficient incentives to 

 
40 “Because they were discovered before security researchers and software developers became aware of 
them—and before they can issue a patch—zero-day vulnerabilities pose a higher risk to users for the 
following reasons: (1) Cybercriminals race to exploit these vulnerabilities to cash in on their schemes; 
and, (2) Vulnerable systems are exposed until a patch is issued by the vendor.” (TrendMicro, 2019). 
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protect their devices from bot infections. By a similar token, IIAs that are affected in 

different ways by botnet attacks may have uneven incentives to promote cybersecurity, 

even when playing a pivotal role in the chain of mitigation. For instance, in the case of 

DDoS attacks, it is the target of the DDoS that mostly absorbs the impact of the botnet, 

where the ICT producers and vendors that released the vulnerable product or service will 

not necessarily share the costs of the event. As a result, the Internet industry actors and 

governmental institutions that suffer the impact of botnet attacks are the most compelled 

to act against the menace. For that reason, the cybersecurity market failure could justify 

regulatory intervention in botnet mitigation,41 which may serve as a means to distribute 

costs efficiently across stakeholders. Despite the sound acceptance of the market failure 

rationale in scholarship (Posner, 1979) (Cooter & Ulen, 2011), this study does not adopt 

market failure as the sole rationale for regulating Internet industry intervention.42 

Regulation is a matter of justice and not only cost allocation. Therefore, legal rights and 

justice should not be reduced to a second plan. This summarizes the view shared by the 

defenders of a rights approach to regulation (Baldwin, Cave, & Lodge, 2012, p. 22) and 

the rationale defended in this thesis. The rights-based approach to regulation opposes the 

welfare economics approach not only in that it conceives different rationales for regulation 

but also by holding dissimilar perspectives on the definitions of ‘public interest’.43 The 

economics perspective often perceives the public interest as the maximization of welfare, 

the reason why the task of regulation is to ensure that the market operates efficiently. The 

rights-based rationale construes public interest as the promotion, realization, and respect 

 
41 The literature offers a plethora of rationales that justify the call for regulation and many of them support 
a welfare economics approach or the understanding that regulation is a response to market imperfections 
(Morgan & Yeung, 2007, p. 18). As spinoff of the economics approach to regulation is the emergence of 
cost-efficiency as a benchmark for measuring ‘better regulation’. The ‘better regulation’ agenda, say 
Lodge and Wegrich (Lodge & Wegrich, 2012, pp. 2-3), emphasizes policy should achieve its goals with 
the least resource input. Conversely, regulation that is not anchored in economic efficiency could be 
made ‘better’. In this ‘better regulation’ agenda, many of the regulation rationales (Baldwin, Cave, & 
Lodge, 2012, p. 15) are expressions of market failures and envision regulation as a means to correct them 
(Morgan & Yeung, 2007, p. 18). By this token, regulation is necessary when the market fails to produce 
most welfare and justified as long as it improves cost-allocation (Morgan & Yeung, 2007, p. 18).  
42 There is much to be criticized in this reductionist ‘market failure’ rationale, and many have done so, 
for it fails to consider other equally important principles of regulation. Accepting efficiency as the 
seminal indicator of good regulation eliminates the ethical basis of the regulatory debate (Baldwin, Cave, 
& Lodge, 2012, p. 25) or reduces it to a minimal part of the assessment. For instance, the pursuit of 
efficiency may give rise to a conflict with other social values and regulatory goals (Baldwin, Cave, & 
Lodge, 2012, p. 31), such as legal rights and justice. 
43 Although other regulatory rationales exist, the economics and the legal rights rationales are the most 
relevant to this study and the most established in the literature of regulation. For a comprehensive 
overview of the various theories of regulation, see Chapter 2, (Morgan & Yeung, 2007) and Chapter 2, 
(Lodge & Wegrich, 2012). 
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for legal rights (Baldwin, Cave, & Lodge, 2012, p. 22). According to this perspective, 

regulation should serve as a means to fulfil states’, companies’, and society’s duties 

concerning legal rights. Botnets pose a great threat to the right to property, privacy, data 

protection, and communication, as they interfere with the functioning of information 

system and capture valuable information relating to the victims (e.g., financial data, digital 

identity, intellectual property, among others). It seems evident to choose the rights-based 

rationale, given the fundamental rights approach defended in this study (Section 1.5.2),44 

while also considering that the issue at hand is also an expression of a market failure.  

Justice and legal rights are quintessential elements of our social structure and which 

accomplish social objectives that economic welfare alone cannot fulfil. My defense of a 

rights-based approach to regulating Internet industry intervention is the belief, 

substantiated by national and international efforts, that Internet industry actors can 

contribute substantially to a better response to botnet attacks and thereby support the 

promotion, realization, and fulfilment of legal rights, in addition to contributing to justice. 

Because rationales are contextual, diverse areas of social life might require regulators to 

adopt different perspectives on the goals of regulation. Market failures, legal rights, and 

social solidarity are thus equally valid reasons for regulatory intervention, but society might 

expect regulators to choose one approach over the others, or a combination of more than 

one rationale, when the social interest in that particular situation leans on one or another 

relevant value.45 Thus, achieving a reasonable level of cost allocation and welfare should 

be part of the regulatory goals of Internet industry intervention. Nonetheless, this thesis 

will not focus on the economic aspects of regulation and will not conduct a cost-benefit 

analysis of the regulatory framework but concentrate its efforts on legal rights and justice.46 

 
44 Here I endorse the criticism of Prosser (Prosser, 2006, pp. 364-365) that regulation is not simply a 
‘second best’ solution, as well as his defense of legal rights as an equally valid rationale for regulation. 
In the essay titled “Regulation and Social Solidary” (Prosser, 2006), Prosser advocates the widening of 
the regulatory rationales, often strictly focused on an economics perspective of regulation as an 
instrument for remedying market failures. In his three stage argument, Prosser suggests (1) market failure 
alone is inadequate as a regulatory rationale, (2) regulation should not be reduced as a ‘second best’ 
solution to market allocation, and (3) social solidarity and human rights could offer a more appropriate 
reasoning for describing and justifying current regulatory activity (Prosser, 2006, pp. 364-365). 
45 Illustrating this idea, Prosser (Prosser, 2006, p. 387) argues that in the field of human embryology, the 
fair expectations of citizens lie on regulation that preserves human rights over economic welfare, whereas 
an issue of unfair market competition might require the opposite balance. 
46 It seems illogical to advocate for a regulatory system of botnet mitigation if its goals would disregard 
the need for economic welfare in its entirety. One should recall that in addition to threatening legal rights 
(e.g., right to property, right to privacy, right to data protection, and the right to receive and impart 
information), botnet attacks inflict large financial costs on businesses and governments. Although I shall 
not conduct an economic analysis of the law, there are relevant aspects that consider economic interests 
and insights, such as the interests of private sector companies, and will be considered in this thesis.  
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This should serve as a call for further research on the cost efficiency of the regulatory 

improvements proposed at the end of this book. 

Altogether, the considerations above corroborate the argument that Internet industry 

intervention is compatible with regulation theory and welcomed by regulatory pluralism. 

The following sections delve into the advantages that increased participation of the 

Internet industry may have (Section 3.3). Later, the challenges posed by this form of 

intervention are also presented (Section 3.5). 

3.3 ADVANTAGES  

This Section reflects the arguments regarding the advantages of the private participation 

in botnet mitigation that emerged from consultations with stakeholders in the environment 

of the BotLeg project47 and literature review. It is possible to envision different favorable 

arguments, since the present Section emphasizes a public interest perspective rooted in 

enhanced cybercrime response. As such, the following argument points out why and how 

private sector capabilities could be put at the service of society in order to protect the legal 

rights threatened by botnet attacks.  

3.3.1 POSITION, REACH, AND EXPERTISE 

When it comes to fighting botnets, the advantages enjoyed by the industry sector are a 

reflection of the changes in ownership of services and infrastructure after the privatization 

of telecommunications in the late 1980s (Dunn & Mauer, 2006, p. 57) and the 

dissemination of the Internet in the late 1990s and 2000s. These two factors, 

proprietorship and exponential levels of Internet penetration, have given the Internet 

industry an exceptional position, reach and expertise in countering various forms of 

cybercrime. First, the Internet industry is well positioned to counter botnets because they 

manage, operate, and control the functioning of information systems. For that reason, 

industry actors have the capabilities to monitor users’ activities, observe traffic flows, and 

control access to servers and domains, all of which are important when considering the 

feasibility of botnet mitigation techniques (ENISA, 2011). While these powers are not 

concentrated in the hands of a single entity, combined, the Internet industry has the 

capabilities to prevent, detect, and interrupt botnet communications. It must be stressed 

 
47 General meetings (December 2014, October 2015, June 2016), conference calls (September 2017) and 
an expert workshop (June 2018). 
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that these powers may be exercised in a timely manner, boosting the contribution of 

Internet industry. For instance, before a DDoS attack hits its target, ISPs and hosting 

providers might sense the wave of traffic forming. Similarly, software developers might 

detect botnet infections before the compromised device performs an attack, and domain 

registrars might detect unusual traffic flows that indicate malicious botnet activities 

connected to a website. Taken as a group, I argue that the Internet industry community is 

key positioned to identify users, determine their location, and detect malicious behavior 

opportunely. 

Second, the actions of the Internet industry have a farther reach than those of public actors 

and institutions. The operations of the Internet industry have the potential to affect 

multiple jurisdictions and therefore enforce one centralized policy across borders. Because 

many of the constraints faced by Internet industry actors willing to incorporate further 

anti-botnet measures are grounded on social norms (e.g., ethics and social expectations) 

rather than physical limitations, a change in society’s mindset, and therefore the social 

norms that dictate Internet industry’s behavior (Michael, 2013, p. 4), could transform 

private sectors’ response to botnets. Michael has attributed the effect that social norms 

have on the behavior of Internet actors to the anarchy of the virtual world (Michael, 2013, 

p. 2), arguing that States’ capacity to regulate the Internet is plummeting, whereas 

disruptive technologies (e.g., virtual currencies, file sharing, and 3D printing) place an even 

greater strain on the idea of centralized State control. Furthermore, Internet industry actors 

have the power to determine pivotal aspects of the functioning of the Internet. Conversely, 

inertia or lack of interest from these companies might have the reverse effect and result in 

a missed opportunity. 

Finally, besides detaining control and monitoring capabilities over infrastructure, as well 

as the power to enforce social norms across borders, the Internet industry accumulates 

notable expertise in cybersecurity. Companies operating in the sector provide specialized 

support against prevalent and imminent threats (Forbes, 2015), and have partnered with 

state agencies in multiple botnet takedowns by sharing not only the data they had about 

the victims and perpetrators, but also technical solutions to counter botnet attacks 

(EUROPOL, 2015a) (EUROPOL, 2013) (FBI, 2014). 
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3.3.2 IMPROVED RESPONSE 

The argument that increased industry participation will lead to a better response to botnets 

is founded on the successful examples of anti-botnet partnerships involving law 

enforcement and the private sector. Public authorities are adamant in stating their reliance 

on and interest in collaborating with the Internet industry in the field of network security 

(Tropina & Callanan, 2015, p. 1). This argument finds support in the accomplishments of 

international efforts led in conjunction with the private sector. The success of the public-

private sector operations against Ramnit, GameOver Zeus, BeeBot, among others, has 

corroborated the idea that inter-sectorial alliances are a missing link in the chain of 

successful botnet mitigation.  

Although harmful botnets might not be as large as the notorious GameOver Zeus and 

ZeroAccess, the impact of a botnet is often connected to its size (Karim, et al., 2014, p. 

943). A direct result of a better response against botnets would be a reduction on the 

number of infected machines. Even though such a statement may seem to defend the 

obvious, apart from the takedowns mentioned above, there is a lack in empirical data 

proving intervention of Internet industry actors can effectively curb botnets. An example 

of meaningful botnet mitigation efforts is AbuseHub, an Anti-Botnet Initiative (ABI) 

operational in the Netherlands and involving the country’s largest ISPs (which also contain 

the largest raw number of infected machines). In a research funded by the Dutch 

government to evaluate the performance of the private sector ABI, researchers from TU 

Delft found that the ISPs part of AbuseHub presented a higher rate of non-compromised 

machines in comparison to ISPs that were not part of the ABI (Moura, Lone, Asghari, & 

van Eeten, 2015). The active participation of these ISPs in a forum for exchanging botnet 

intelligence is reported as a possible cause for the decrease in infection rates (Moura, Lone, 

Asghari, & van Eeten, 2015), which has fostered the hope that further anti-botnet efforts 

led by the Internet industry could translate in similar positive results.  

3.4 CONTEXTUALIZING MITIGATION 

This Section argues that private sector involvement in botnet mitigation should be 

regulated by taking into account the context in which each category of IIA is situated. The 

Section will introduce the idea of a contextual framework, which links the desirable botnet 

mitigation duties to the place that an actor occupies in the architecture of the Internet. The 

argument further progresses by presenting a more detailed explanation of the elements 
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which should be taken into account when conceiving regulation regarding private sector 

mitigators. In sub-sections 3.4.2 to 3.4.4, I argue that the ideal intervention by the target 

industry is one that modulates (1) duties according to the actor’s place in the contextual 

framework, (2) considers the concrete means and opportunities an actor might have in the 

face of a specific botnet, and (3) recognizes the potential involvement of each actor in the 

four pillars of mitigation. Ideally, a consistent contextual framework for botnet mitigation 

shall embody all these three elements and act as an overarching set of principles in guiding 

policymaking.  

3.4.1 CONTEXTUAL FRAMEWORK 

This Section aims to introduce the idea and elements of a contextual framework for botnet 

mitigation. This contextual framework is an attempt to clarify the order in which actors 

should respond to an event and what the expectations over their response are. These 

responsibilities, taken together, and the chain of reaction among Internet industry actors 

are the main components of a contextual framework for botnet mitigation. If we are to 

understand that Internet industry actors have the potential to contribute to anti-botnet 

actions, it is paramount to ascertain the responsibilities that each set of actors should bear 

in relation to cybersecurity and, equally importantly, in which order. Responsibility is here 

understood as some duty to act in relation to a cybersecurity threat, more specifically some 

duty to mitigate a botnet when such mitigation actions are in the power and within the 

discretion of the Internet industry actor and in accordance with the law. The substance of 

the responsibilities of each Internet industry actor is defined by the national legal system 

but goes beyond to encompass corporate social responsibilities, covering a spectrum 

ranging from legal to ethical duties. The hierarchical order that influences the feasibility of 

the allocation of responsibilities across the Internet industry, however, is of a technical 

nature. Information networks operate in the architecture defined by engineers, for that 

reason, attempts to impose regulatory norms that contradict this framework may be in vain 

and result in regulatory failure. An effective contextual framework for the Internet industry 

must reflect the architecture of the Internet and consider the means and opportunities that 

each set of actors possesses within this technical structure.  

Establishing a contextual framework is to recognize the existence of different duties across 

different private actors. In other words, a contextual framework is a tool with which to 

calibrate regulation that aims at involving industry’s effective participation. In the context 
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of this study, I am interested in a contextual framework that could be used to understand 

the different expectations society could have (and translate them to regulation) in relation 

to private sector behavior. The actors first called upon to perform their assigned duties 

will be expected to act accordingly before the same is requested from an actor positioned 

later in the chain. Clearly, this line of thought is only reasonable insofar as such a duty to 

act (or not to act) exists. In the case where such a duty exists, the chain of responsibility 

turns into a de facto spectrum of subsidiary and/or joint forms of responsibility. For the 

time being, I shall assume such a duty – to varying degrees - could exist in botnet mitigation 

for all the IIAs. This affirmation arises from the assumption that all Internet industry actors 

described in this study can contribute, on a variable scale, to botnet mitigation (compare 

Section 4.3.12.3, which examines whether such a duty of care exists in the Netherlands in 

relation to these same actors). 

The technical architecture of the Internet could be described through the Open Systems 

Intercommunication (OSI) model. The OSI model conceptualizes the functioning of 

information systems into six layers: “(1) Content Layer: the symbols and images that are 

communicated; (2) Application Layer: the programs that use the Internet, e.g.,, the Web; 

(3) Transport Layer: TCP, which breaks the data into packets; (4) Internet Protocol Layer: 

IP, which handles the flow of data over the network; (5) Link Layer: the interface between 

users' computers and the physical layer; and (6) Physical Layer: the copper wire, optical 

cable, satellite links, etc.” (Solum & Chung, 2004, p. 816).  



99 
 

 

Figure 3.1 - OSI Model (Solum & Chung, 2004, p. 848). 

Each layer performs a dedicated function within the system and condenses the data flow 

transmitted to the following level. The OSI model has inspired different regulatory 

systems, including law. These systems are traditionally based on the concept of vertical 

regulation and the ripple effect promoted by changes at ‘lower layers’, following a three-

layer structure. Benkler (2000) advocates that regulation affecting the lower layers of 

vertical regulation would naturally echo throughout the higher layers (Murray, 2007, p. 75). 

This stratified model recognizes physical infrastructure, logical infrastructure (the so-called 

‘code’ layer, according to Lessig), and content layers, in this decreasing hierarchic order 

(Murray, 2016, p. 37). This simple model implies, for instance, that when attempting to 

regulate content online, a measure applied at the infrastructure or code level could also be 

an effective means to achieve the final result, since the repercussion of the measure would 

implicate the higher layer (content) all the same.  

In the context of botnet mitigation, following the OSI model strictly when assigning duties 

across IIAs would overemphasize the technical architecture of the Internet. Although the 

ripple effect causes the implementation of security mechanisms to be more effective when 

implemented at lower layers as opposed to higher layers alone, the reality of the interaction 

between end-users and Internet industry actors is one in which proximity to the targeted 
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device is pivotal in launching a chain of successful countermeasures. Actors placed at the 

higher levels may have a better insight into the attack, as their platforms interact closely 

with the end user at hand. This proximity and interaction give actors at higher levels greater 

access to the specificities of the processes being carried out by a botnet and how this 

impacts the targeted device. Furthermore, certain pivotal mitigation tools such as 

sinkholing can only be launched after specific types of information have been collected. In 

the case of sinkholing, for instance, only DNS Servers (logical layer) are in the position to 

redirect botnet traffic to a safe server – although the traffic being redirected is only that 

under the influence of the DNS Server. In fact, most known botnet mitigation tools are 

devised to be deployed at higher levels, meaning that the opportunities for fighting botnets 

at lower levels are narrow. Granted, such mitigation tools are mostly beyond the power 

and capabilities of hardware manufacturers (physical infrastructure layer). As a result, 

although security mechanisms implemented at the higher layers may have limited 

effectiveness in terms of range, Internet industry actors located at the higher layers may be 

better positioned to make fine-tuned decisions about cybersecurity and respond to an 

attack affecting end users. For these reasons, a contextual framework has a particularly 

constricted application – and will only be meaningful when these limitations are 

considered.  

Yet, by focusing on effective mitigation, a contextual framework has the potential to offer 

real life application. For instance, the contextual framework shows that having to choose 

between adopting measures at higher or lower levels is a false dichotomy: launching 

mitigation tools at higher levels and adopting security standards at lower levels are 

complementary measures for botnet mitigation. Therefore, it is not a question of whether 

mitigation tools at the higher level are more effective than security measures implemented 

at the lower levels, but rather of how adopting botnet mitigation at lower levels can provide 

an immediate reaction that escalates throughout the upper chain and offer a direct 

response to end users victimized by the attack. In the ecosystem of botnet mitigation, 

actors located at lower levels have insufficient insight into real-life occurrences and are the 

last ones to take part in the mitigation campaign, although their participation is crucial for 

a long-lasting response to attacks. Even at the lower levels the influence that different 

actors may have is still relevant and should be brought to the attention of regulators. Actors 

involved in the physical transport of communications, i.e., infrastructure providers, are 

arguably in an even lower position than those responsible for the physical devices, i.e., 

hardware manufacturers. Taking into account the variety of actors grouped in the same 
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layer is significant to sketching a contextual framework. In addition, a detailed 

consideration of all stakeholders involved (and the interplay of stakeholders) should be 

considered when applying the concept of contextual framework to a specific scenario. 

Building upon the reverberation effect identified in Benkler’s earlier studies, where a 

change in a lower layer resounds through the higher layers, Domanski (2015, p. 10) 

suggested a new addition to three-layer stratification system, which would result in a four-

layer system comprised of infrastructure, technical protocols, software applications, and 

content. The subdivision of the code layer into technical protocols and software 

applications, defends Domanski (2015, p. 10), is relevant in that the actors behind these 

two code layers are very distinct from each other and deserve to be addressed separately. 

I sympathize with Domanski’s view but am not convinced that code developers must be 

split into two single layers. In light of the above, I contend any form of regulation intended 

to ascertain cybersecurity responsibilities of the Internet industry should respect the 

hierarchical chain of Internet Governance, code development, and online content, 

considering the means and opportunities available to each set of actors. Therefore, this 

thesis presents a contextual framework for botnet mitigators influenced by their 

hierarchical position in the three-level system proposed by Benkler (2000). That being said 

and in light of the set of actors studied in this book, a contextual framework should 

resemble the following stratification (from high to low, the list of examples is non-

exhaustive): 

1. Content: online content providers, online search engines, cloud computing 

services (Software as a Service - SaaS). 

2. Logical Infrastructure/Code: hosting providers, domain name registrars, software 

developers, internet access providers, and other ISPs. 

3. Physical Infrastructure: hardware manufacturers, infrastructure providers. 

There is no obstacle to creating sub-divisions into the three layers above. However, it 

seems reasonable to leave any such sub-division to a concrete analysis of the case at hand. 

This is because the diversity of botnet operations may translate into shifting responsibilities 

among actors in a given layer. The modus operandi of a botnet affects the expectations 

about which actor must react and at what moment, and thereby influences the distribution 

of responsibilities in the same layer of stratification.  
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As it shall be seen in Chapter 4, the EU cybersecurity framework differentiates legal 

responsibilities (obligations) between infrastructure and application providers, possibly 

serving as a ground for sectioning the logical infrastructure layer. For now, the argument 

is concentrated in asserting that a contextual framework assumes the existence of a duty 

of care (see further Section 4.3.12.3). Following the architecture of the Internet, the 

allocation of responsibilities is partly shaped by the hierarchical chain of the Internet itself. 

By the idea of a contextual framework, regulation regarding the distribution of 

responsibilities among Internet industry actors must align public policy goals with the 

limitations posed by the protocols that govern the functioning of the Internet. Further in 

this study, a contextual framework will not translate into strict regulation 

recommendations; it will rather serve as a guiding element in the framing of 

recommendations for a new framework for a botnet-incident strategy.  

Reconciling the openness of the contextual elements described in this study with a hard-

law tradition is certainly a challenge for regulators. While legislative efforts in the area of 

computer technology must remain sufficiently neutral to accommodate the evolving nature 

of that field, the value of a contextual assessment can be embodied in other, more open 

forms of regulation that are more compatible with the changing landscape of ICTs. This 

is to say that a contextual framework for botnet mitigation, as well as the components that 

will be discussed in the next Sections, are not intended to be applied into legislative 

provisions, but serve as a compass in the activities of regulators and regulatees.  

3.4.2 SPECTRUM OF RESPONSIBILITY 

A spectrum of responsibility towards botnet mitigation is centered on the idea that IIAs 

bear responsibilities in countering botnets. Nevertheless, the level and order of 

contribution expected from an IIA is not indiscriminate, as they should follow one’s 

classification in the three-level system proposed by the contextual framework presented 

above. This is particularly relevant in cases of disruption and disinfection of botnets when 

the timing of an action influences the multistakeholder response to the attack. The 

stratification proposed in this study establishes the position of the agent in the chain of 

botnet mitigation and manages expectations about its conduct. Therefore, actors in the 

top layer (physical infrastructure) shall, in principle, be the first to engage in mitigation, 

whereas actors in the middle and bottom layers shall follow subsequently. To this end, 

there could be enforcement mechanisms in place to ensure that actors will attend to their 
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duties accordingly. Finally, the spectrum of responsibility is not categorical and shall be 

adaptable in the pursuit of effectiveness. That is the main reason why the three categories 

are defined in general terms and actual responsibilities are construed on a case-by-case 

basis.  

3.4.3 CONTEXTUAL MEANS AND OPPORTUNITIES  

The extent to which a given actor is involved in botnet mitigation shall be compatible with 

the means and opportunities it has in face of a particular botnet. In this sense, the 

contextual means and opportunities provide color to the categories included in the 

spectrum of responsibility. Put differently, if the spectrum of responsibilities allows one to 

determine the layer to which a certain Internet industry actor belongs, then evaluating the 

individual means and opportunities goes a step further and identifies the series of actions 

expected from that actor. Because botnet architectures differ from one another, the 

influence that a given actor may exert will also vary. The duties borne by Internet industry 

actors in the same layer are thus contextual, since they are determined by the operations 

of the botnet itself. Yet, this contextual element shall not be used as an impediment for 

setting clearer rules for knowns scenarios (e.g., DDoS attacks launched through personal 

devices, IoT attacks routed through vulnerable applications, etc.) which can be managed 

by the IIA community, as least partly, based on learned lessons and best practices already 

shared within the cybersecurity community. Such rules are not to be necessarily 

implemented by legislative acts but can, for instance, take the form of policy documents, 

standards for cybersecurity products and services, and internal decision making. 

The variation in means and opportunities can be exemplified in the case of a pay-per-click 

type of mobile botnet as opposed to a traditional DDoS attack. In both cases, hardware 

manufacturers are equally expected to ensure the manufacturing of the device would, as 

far as possible, prevent vulnerabilities from being exploited at the level of the hardware in 

the first place. Moving from the physical to the logical infrastructure, the expectations over 

the actors in this layer are not static. In the case of the mobile pay-per-click botnet, the 

software developer that designed the browser affected by the botnet is the key agent in the 

mitigation process. In the second case, the DDoS will (arguably) be deflected most easily 

by the combined efforts of the Internet access providers, domain registrars and hosting 

providers. In both cases, however, the hosting providers and domain name registrars will 

be the gatekeepers to paralyzing the technical functioning of the botnet. In short, the ideal 
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role of the Internet industry is one that is influenced, at the layer level, by the modus 

operandi of a given botnet, and regulation must consider this context. Finally, the 

contextual means and opportunities shall not be interpreted as to waive the duty that IIAs 

may have in countering cyberattacks. For instance, even though hosting providers will 

often have the opportunity to act before an Internet access provider does, the latter may 

not excuse itself if it fails to react timely. The duty to mitigate cyber threats is 

complementary in the sense that it is the compound of efforts of Internet industry actors, 

not isolated mitigation measures, that will amount to an effective response. 

3.4.4 INVOLVEMENT 

The ideal role of the Internet industry presumes that, in principle, every IIA could be 

involved in the four pillars of mitigation. But such involvement is only reasonable insofar 

as in observance of the position of the actor in the spectrum of responsibility (Section 

3.4.2) and in light of the means and opportunities that said actor effectively has (Section 

3.4.3). The literature on botnet mitigation (Asghari, 2016) (van Eeten, Asghari, Bauer, & 

Tabatabaie, 2011) (ENISA, 2011) and the findings of the BotLeg project corroborate the 

argument that effective regulation against botnets expects the Internet industry to act in 

all fronts whenever possible, but to the extent that such involvement is relevant, justified, 

and adequate to achieve the goals of mitigation. The elements of the ideal role operate as 

a filter, narrowing down the expectations over each IIA. 

For an overview of the four pillars of mitigation, namely (1) prevention, (2) information 

exchange, (3) disruption, and (4) disinfection, and examples of the involvement of private 

sector in each of them, see Section 2.8. In these pillars, each actor shall be involved to the 

extent of their capacity and skills, and insofar as the intervention is necessary to achieve 

the desired outcomes of mitigation. For instance, online content providers have an 

important role to play in prevention, as they offer a direct channel of information to clients, 

whereas Internet access providers and DNS registrars are key to disruption efforts and 

information exchange, because they can reroute traffic and monitor malicious behavior in 

their networks. Software developers, in turn, are the gateways to promoting botnet 

disinfection, as they can patch vulnerabilities through software updates. Hardware 

manufacturers are the skeleton of technical prevention in that they have the capability of 

creating physical elements that embody security-by-default. While the examples of 

responsibilities described above are often seen as voluntary (but perhaps morally expected 
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conducts), they are referred to as obligations when placed under the umbrella of liability 

(hard law).  

3.5 CHALLENGES  

Not only context and operational settings but also regulatory challenges are to be taken 

into account when devising a framework for botnet mitigation. Regulators who embrace 

the idea that Internet industry intervention is a key element to mitigation must attempt to 

overcome the challenges below when designing regulatory instruments that aim to improve 

our response to botnets. These could be summarized in (i) lack of legal grounds for and 

legitimacy of intervention, (ii) legal uncertainty in relation to liability rules and 

responsibility, (iii) lack of transparency and accountability, and (iv) fear of capture. The 

regulatory challenges connected to the involvement of IIAs are the outcomes of 

consultations carried out during the BotLeg project48 and literature review. Although more 

items could be added to the list, the following Sections offer a sufficient overview of the 

main problems regulators will face when attempting to further private sector participation 

against botnets.  

3.5.1 LACK OF LEGALITY AND LEGITIMACY 

The problem of leaning on Internet industry participation to respond to botnets is the 

illusion that the private sector’s means to counter attacks are accompanied by the right to 

launch such countermeasures. Put differently, IIAs might hold the means to counter 

cybercrime but often lack undisputed legal authority to do so. A more detailed legal analysis 

will follow in Chapters 4 and 5, but as an illustration, for now, I will state that Dutch law, 

largely influenced by European Union Law, does not require Internet intermediaries, let 

alone manufacturers and software developers, to detect malicious botnets operating in 

their networks (see Sections 4.3.5 and 5.3.3). As a result of this legal void, anti-botnet 

actions are conducted largely on a voluntary basis and a debate on the legitimacy and 

legality of these measures is necessary. The legitimacy49 of these actions is uncertain since 

it has not been subject to inquiry: it is not yet clear to what extent the interested parties 

and society are willing to give allegiance (Morgan & Yeung, 2007, p. 11) to Internet industry 

 
48 General meetings (December 2014, October 2015, June 2016), and conference calls (September 2017) 
and an expert workshop (June 2018), in which findings of the research were presented and discussed as 
a group. 
49 Morgan and Yeung define legitimacy as the extent to which a broad community acceptance of a 
regulatory regime subsists – that is, the extent to which principal stakeholders and the general public are 
willing to give it allegiance (Morgan & Yeung, 2007, p. 11). 



106 
 

intervention against botnets. This discussion is all the more relevant when considering that 

actions such as disruption efforts could be understood as activities that are the exclusive 

prerogative of the State in view of its monopoly on the use of force. Moreover, their legality 

is also open to discussion: questions about the legality of anti-botnet operations are 

discussed within anti-botnet initiatives (ACDC Project, 2014) and in the few scholar 

articles that address the matter directly (Lerner, 2014) and indirectly (Kilovaty, 2019), in 

view of the large pressure that anti-botnet actions exert on the right to data protection. 

Various of the mitigation strategies, as discussed in Section 2.8, may interfere with the data 

protection rights by allowing organizations to gain access to, monitor, and aggregate 

personal data exchanged in devices affected and/or part of a botnet. Finally, this study did 

not identify case law on the matter of mitigation by the private sector or case law on the 

topic of legitimacy under those circumstances.   

Even when encouraging industry to secure their networks, the rights and duties established 

by EU law are distributed unevenly across Internet industry actors and do not address the 

issue of botnets directly. The legal gap is widened when examining the laws applicable to 

disinfection procedures and exchange of information among stakeholders (see Sections 

5.4 and 5.2, respectively). As it turns out, many of the agents that could counter botnets 

lack a legal basis to do so, and those who might have legitimacy to counterattack may find 

the legal requirements too narrow, unattainable, or imprecise (see Section 5.3). In light of 

the current legislation, Internet industry countermeasures against botnets are neither 

clearly lawful nor clearly forbidden, as numerous actions that raise legal concerns (e.g., 

impact on fundamental rights) are regulated partly and others remain in a legal void. 

Broadening Internet industry participation against botnets without considering the 

potential spillovers on legal rights of individuals could place those at peril. Therefore, a 

debate on the legitimacy of the Internet industry intervention in relation to botnets must 

precede discussions on the means and measures for improving Internet industry 

participation. 

3.5.2 UNCLEAR LIABILITY RULES 

Liability refers to the criminal and civil responsibility that arises from a behavior in conflict 

with the law. In a monopolized state, allocating legal duties to State actors is the norm, 

whereas in a liberalized economy it is not clear who should bear the costs for installation, 

security, and maintenance of information networks and the legal duties therein (Dunn & 
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Mauer, 2006, p. 20). The lack of legality and legitimacy, described in Section 3.5.1, coupled 

with the absence of clear liability rules (Section 3.5.2), creates legal uncertainty for 

companies working on networks affected by botnets. The main peril faced by these actors 

is to have their countermeasures classified as an offence, be it a civil wrong, a criminal 

offence, or a human rights violation. To this end, this thesis is aligned with the theory of 

horizontal or direct effects of human rights on third parties (Cherednychenko, 2007, p. 5), 

which considers that both states and non-states actors may violate human rights.   

The choice to deploy a disinfection tool is a telling example of how the absence of clear 

liability rules makes intervention against botnets a risky decision for the Internet industry. 

In general, disinfection can be promoted in a voluntary or compelled basis, as described in 

Section 2.8.4. In the first case, Internet industry actors might notify users that they have 

been infected and offer victims information on the means to remove the infiltration. In 

the second case, the Internet industry might restrict user access to their services until the 

machine is no longer compromised. In both cases, automated cleaning tools insert code to 

repair the backdoor exploited by the botnet. By current legislation passed at CoE level, 

however, attempting to clean a botnet infection through patching code may constitute a 

cybercrime offence, because such disinfection mechanism is technically similar to tools 

used for hacking, data interference, and system interference (see Section 4.3.3). In an effort 

to remain technologically neutral, the CoE Cybercrime Convention did not distinguish 

between attack and mitigation techniques. As a result, deploying mitigation tools may be 

considered a criminal offence, and the mitigators may be held criminally liable for the 

wrongdoing. In addition, if the disinfection tools hurt users’ access to services, software, 

or even their own machine, the actor responsible for the disinfection tool may be liable 

for such unexpected damages.  

Anti-botnet actions are often connected to the processing of personal data and 

interruption of services to those flagged as potential threats. In the language of human 

rights, botnet mitigation may hinder the exercise of the right to privacy, data protection, 

and to receive and impart information, among other rights. While the occasional 

processing of personal data for the purpose of mitigation might be justified50, the strategies 

 
50 In the view of the Article 29 Working Party (WP29, Opinion 06/2014 on the notion of legitimate 
interests of the data controller under Article 7 of Directive 95/46/EC, WP 217, adopted 9 April 2014), 
data processing performed to ensure network security may constitute ‘legitimate interest’ in the terms of 
Art. 13. However, such processing must not outweigh the fundamental rights of data subjects. The Art. 
29 Working Party provided very little guidance on the balancing between the legitimate interests of data 
processors pursuing network security and those of the data subjects who may be implicated in these data 
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delineated in this study (see Section 2.8) refer to large-scale collection, analysis, and 

distribution of data by various actors involved in countering botnets. The legal boundaries 

on the processing of personal data performed in this multilayered environment have not 

been fully assessed yet. The ACDC project, which attempted to launch a pan-European 

clearing house expediting information sharing on botnet mitigation, flagged the existence 

of several legal hurdles connected to data protection and the narrow grounds in which the 

processing envisioned by the clearing house could actually coexist with the legal framework 

(ACDC Project, 2014).  

Internet industry intervention against botnets threatens human rights in three significant 

ways. First, there is a danger that mitigation tools and strategies are created and launched 

with a result-oriented approach, overlooking the need to make countermeasures 

compatible with privacy, data protection, and the right to communicate. Second, in the 

absence of legal grounds, the actions of the Internet industry might directly violate these 

same fundamental rights, according to the notion of horizontal effects of fundamental 

rights (i.e., the application of fundamental rights to private sector organizations). Thirdly, 

without proper transparency and accountability (see Sections 3.5.3 and 3.5.4), companies 

would have no incentives to lessen the impact of their tools or to adequate their behavior 

to the law. 

The absence of clear liability rules may thwart accountability of public-private and private-

private partnerships (PPPs) in a more severe manner. If Carr is correct in affirming that 

private sector refuses to accept responsibility and liability when undesired results emerge 

from cybersecurity efforts, such as compensatory damages (Carr, 2016, p. 43), incentivizing 

the engagement of the Internet industry may have the drawback of fostering a model in 

which the supported agents avoid liability for their actions. To prevent this scenario, 

regulation may be used to reestablish protection and realization of rights, preventing PPP-

members from attempting to excuse themselves for wrongful behavior or undue impact 

caused to third parties. 

 
flows. Exemplifying the difficult fulfilment of the requirements laid down by the Art. 29 Working Party 
and grounded on the EU Data Protection Framework, data processors are expected to notify all data 
subjects prior to the data processing. If Internet industry actors notify potential perpetrators of the specific 
types of processing performed by their security mechanisms, the very purpose of these mitigation tools 
would be severely undermined. Moreover, no additional guidance is given in relation to the 
proportionality test and the limits of data processing for ensuring cybersecurity. In sum, Opinion 06/2014 
(Article 29 Working Party, 2014) offers insufficient information to Internet industry actors that aim to 
collect data about attacks taking place in their networks. See Section 5.2.3. 
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3.5.3 LACK OF TRANSPARENCY  

From a societal perspective, Internet industry participation could also hurt expectations of 

transparency. Transparency is defined as “the principle of enabling the public to gain 

information about the operations and structures of a given entity” (Etzioni, 2010, p. 389). 

Traditionally, the fight against crime has been a task of the State, where society has acted 

as an observer of the conduct, behavior and results of the actions led by the government 

(‘transparency downwards’) and held public agents accountable for them (Heald, 2010, p. 

29). This same expectation of transparency could be frustrated in in botnet mitigation by 

IIAs, transparency is mostly understood as a concept applicable in relation to public 

authorities or private sector activities vested in a public function (Hood & Heald, 2010) 

(Etzioni, 2010) (Lodge & Wegrich, 2012) (Baldwin, Cave, & Lodge, 2012) (Scott, 2000). If 

Internet industry actors were lawfully allowed to launch countermeasures against botnets, 

would they be required to make their actions transparent to society?  

The answer is yes. The principle of transparency, which encompasses the idea of 

accountability towards a certain group, need not be limited to the activities of public 

authorities in public law (Buijze, 2013b, p. 30). Let us first contextualize Mock’s definition 

of transparency (‘a measure of the degree to which the existence, content, or meaning of 

a law, regulation, action, process, or condition is ascertainable or understandable by a party 

with reason to be interested in that law, regulation, action process, or condition) (Buijze, 

2013b, p. 30). According to Mock (Buijze, 2013b, p. 30), transparency is a measure that 

comes into play when the actions of a certain party prompt the reasonable interest of a 

third party in those specific actions. Considering that botnet countermeasures pose a risk 

to citizens’ rights, as argued throughout this study, users whose rights are impacted or 

likely to be impacted by such measures hold a reasonable interest in gaining further 

information about these measures. As a result, private sector entities taking anti-botnet 

actions should make their actions transparent to their stakeholders. In fact, as highlighted 

by Weisband and Ebrahim (2007, p. 9), the concept of transparency has become 

omnipresent in business activities around the globe – even if mostly under the umbrella of 

Corporate Social Responsibility. The challenge presented to the regulator thus is to 

determine standards of transparency applicable to the activities of Internet industry actors, 

as well as to create mechanisms that guarantee respect for transparency. Without 

transparency standards, Internet industry participation might come at the cost of 

democratic governance. Without transparency, society will be partly dependent on the 
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private sector for the offering of cybersecurity but lack access to information that is directly 

relevant to Internet users. 

3.5.4 LACK OF ACCOUNTABILITY 

Similarly to the lack of transparency, absence of accountability in relation to anti-botnet 

efforts could hinder democratic governance. Much like transparency, studies on 

accountability are no longer constricted to the realm of public governance, even though 

its concept remains notoriously imprecise (Mulgan, 2000, p. 87). Following a decentered 

approach to regulation and the expansion of private sector powers, accountability will be 

taken to refer to “the set of mechanisms and processes that impose an obligation to reveal, 

to explain and to justify regulatory actions (….) [Accountability] involves the identification 

of who is accountable, to whom, and for what” (Morgan & Yeung, 2007, p. 11), which 

implicates both state and non-state agents.  

By Mulgan (2000, p. 87), accountability arises from a duty that one performs in relation to 

another and in face of the threat posed by her actions to the rights of this other. If we 

assume that Internet industry actors have at least a duty to care for their networks and 

customers, as it will be examined in the next Chapter (see Section 4.3.12.3), then there is 

no reason why they should not be held accountable for the threat these countermeasures 

might entail to the rights of Internet users. Other scholars corroborate this perspective by 

affirming that private companies are accountable for their actions not only to stockholders 

but also to customers and the community (Weisband & Ibrahim, 2007, pp. 10-11). So far, 

it has been determined that Internet industry actors (who) are accountable to Internet users 

(whom), but the nature of this accountability, more precisely what it involves (accountable 

for what?) is less precise. 

In investigating the differences between accountability in the public and private sectors, 

Mulgan (2000, p. 87) defends that, since accountability arises from a responsibility, it entails 

the obligations of accounting for the performance of this duty and accepting sanctions and 

redirections in relation to its performance. To this end, the enforcement of these two 

obligations (1. to perform a duty and 2. to accept sanctions and redirections) might be 

sought through the particular and general stances (Mulgan, 2000, p. 88). Particular 

accountability refers to individual redress in case a specific decision taken by the 

organization affects that citizen (Mulgan, 2000, p. 89). General accountability, in turn, 

comes into play when the broader community questions the general policy and decision 
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making adopted by the organization (Mulgan, 2000, p. 91). Both stances are applicable to 

the Internet industry, as botnet countermeasures seriously affects the rights of specific 

users (e.g., those flagged as victim or authors of a botnet infection, in addition to those 

whose connections are monitored in search for malicious behavior) and society at large. 

The lack of accountability places the trustworthiness of the functioning of the Internet at 

peril, and could be questioned by individuals, businesses, and governments alike. 

Despite the impact that mitigation efforts by Internet industry actors may have on the lives 

of customers and the broader Internet community, the controls exercised over the 

performance of private sector activities are less stringent than the controls applicable to 

public authorities (Mulgan, 2000, pp. 88-89). Insufficient accountability rules in this 

context enhance the risks posed by Internet industry intervention: without clear 

accountability controls, the participation of the Internet industry may create a legal and 

public policy void in which the rights and freedom of citizens are threatened, but no one 

would be held accountable for such harm or be subject to public scrutiny and sanctioning.     

3.5.5 REGULATORY CAPTURE 

Understood broadly, regulatory capture refers to the process through which special 

interests affect regulatory intervention  (Dal Bó, 2006, p. 203). Put differently, regulatory 

capture is the phenomenon by which regulation supposed to discipline a certain actor is 

perversely influenced by the private interests of this same actor or group of actors. In 

practice, however, regulatory capture reveals itself in degrees, and influence does not 

necessarily clash with healthy regulatory functioning (Carpenter & Moss, 2013, p. 11). In 

this study, I am most concerned with the so-called ‘strong capture’ (Carpenter & Moss, 

2013, p. 13) defined as the result or process by which regulation is consistently or 

continually directed away from the public interest and toward the benefit of the regulated 

industry, by the intent and action of the industry itself. When strong capture prevails, 

affirm Carpenter and Moss (2013, p. 11), society is better off by either no regulation or 

replacement of the policy and regulators tangled in the capture. Previous works in the field 

of regulatory capture have found that the phenomenon is more likely to happen in 

concentrated industries (where a few players control most of the market), given that 

politicians are inclined to favor these key corporations in exchange for political support 

(Lodge, 2014, p. 539).  
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It is unclear how concentrated the Internet industry is in the view of regulation theory 

scholars. In comparison to oligopolies, the environment in which regulatory capture is 

mostly observed (Dal Bó, 2006, p. 204), the Internet industry sector in the Netherlands is 

diversified and counts on a large multitude of national and international players offering 

services and products in the country (e.g., KPN, VodafoneZiggo, SIDN, Leaseweb, T-

Mobile, Philips, Tesla, Netflix, Amazon, Dropbox, etc.). Yet, even if the likelihood of 

regulatory capture is potentially reduced in horizontal markets, the risk persists. Because 

the network regulation model emphasizes the influence that network regulators have in a 

broader group, there is a risk that regulation could be captured by the private interest of 

such nodal regulators (Baldwin, Cave, & Lodge, 2012, p. 65). In addition, the network 

regulatory model pays scant attention to the imbalance of powers between the actors 

involved in the network of regulators. As a result, if no measures are internalized for 

curtailing polarization in that network, large corporations may overshadow the 

contribution of smaller players in each of the regulatory forms described above.  Moreover, 

the fear of capture escalates in consensus-based regulation, where industry actors enjoy 

greater opportunities to shape regulatory instruments applicable to themselves. In the 

absence of a collective interest, shared by public and private sector, consensus-based 

regulation is unlikely to succeed (Tropina & Callanan, 2015, p. 35) and regulatory capture 

is one of the reasons why.  

Among the proposed solutions to minimize regulatory capture, Dal Bó (2006, p. 220) 

mentions the creation of (1) bureaucratic procedures that allow various stakeholders to 

share information about the regulatory process,  (2) legislative committees that specialize 

in monitoring regulators, and (possibly) (3) consumer advocacy groups. In this study, the 

suggestions of Dal Bó could be construed as (1) establishing transparency mechanisms for 

stakeholders’ policymaking decisions, (2) launching a multistakeholder committee to 

monitor the actions of regulators (state and non-state agents), and (3) creating a public 

interest group to exert pressure against capture (Lodge, 2014, p. 541). 

3.6 REQUIREMENTS FOR INTERVENTION EFFECTIVENESS 

The previous Sections attempted to demonstrate what the ideal role of the Internet 

industry could be in our quest for facilitating private sector intervention against botnets. It 

is clear that enhanced Internet industry participation can only coexist with the EU data 

protection framework if this participation (1) is compatible with the regulatory system, (2) 
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takes into account the need for contextual mitigation (Section 3.4), and (3) addresses the 

challenges highlighted in Section 3.5. Clearly, overcoming these challenges is not just 

recommended, but a necessary regulatory step towards making Internet industry 

intervention effective and compatible with the rule of law in the EU. To that end, this 

Section explores sub-question 2.c (What are possible requirements for effective regulation regarding 

the target industry?) in an effort to determine what elements should be in place for the 

Internet industry to perform its ideal role. 

Based on the analysis conducted in this Chapter, the ideal participation of the Internet 

industry presupposes that their actions are not only provided for in legislation, meaning 

that the actions of mitigators must be founded on legal and legitimate grounds, but also 

contextualized. Contextual mitigation operates as an overarching principle that must be 

considered when confronting the potential regulatory challenges described in Section 3.5. 

Actors with the same level of responsibility, as discussed, should be subject to harmonized 

rules that are contextualized in face of the concrete means and opportunities available to 

each one of them. This also means that when specific liability rules are applicable to the 

Internet industry, they should ideally consider these varying involvement levels. In 

addition, the efforts of Internet industry actors fighting against botnets must be sufficiently 

transparent, and there should be mechanisms in place to ensure that agents are accountable 

to society when deploying measures that affect legal rights. Finally, the ideal role of the 

Internet industry is one through which the Internet industry proactively contributes to 

improving regulation but abstains from capturing regulatory instruments for its own 

special interests.  

In summary and in accordance with the perspective adopted in this study and the findings 

of this Chapter, if Internet industry actors (IIA) are to contribute to the fight against 

botnets, the following requirements for their participation should be fulfilled, always taking 

into account the contextual framework proposed in Sections 3.4.2 to 3.4.4 (spectrum of 

responsibility, contextual means and opportunities, and involvement):  

a. The actions of IIAs are supported by legislative authority (legality indicator) 

b. IIAs’ involvement in botnet mitigation is in line with the spectrum of responsibility 

and the contextual means and opportunities available to each actor (involvement 

indicator) 
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c. The rules of liability applicable to an IIA consider its level of involvement in botnet 

mitigation (liability indicator) 

d. There are transparency mechanisms in place to ensure the actions are open, fair, 

and accessible to society (transparency indicator) 

e. There are clear rules of accountability for IIAs and these include performing a duty 

and accepting sanctions and redirections (accountability indicator) 

f. IIAs contribute to improving regulation without diverting from public interest to 

their own special interests (regulatory capture indicator) 

Investigating such a wide array of indicators is not feasible within this study, especially 

considering the large review (and use of various research methods) that would be necessary 

in order to ascertain the fulfilment or lack thereof of elements such as transparency, 

accountability, and the risk of regulatory capture. While all the indicators alone are 

important, I had to reduce the number of indicators analyzed and make a conscious choice 

to focus on three elements (legality, involvement, and liability indicators). This decision 

was made based on the feasibility of the assessment but also on the direct connection 

between the indicators and this regulatory study, as the selected ones (i) arguably more 

closely related to the enactment and enforcement of regulation on botnet mitigation as a 

specific topic, and (ii) have not yet received particular attention in the literature. In 

particular, the study of legality of botnet mitigation by private sector is a pressing matter 

for those who are both affected by botnets and in the position to positively contribute to 

counter such threats. The analyses of the transparency and accountability indicators are 

arguably farther removed from the subject of botnet mitigation itself, speaking more about 

the quality of the regulatory system as a whole on a higher and more abstract level. The 

topics of transparency and accountability are also recurring topics in regulation studies. As 

far as the regulatory capture indicator is considered, conducting research on the matter 

would require access to a wide array of empirical data that is not available (e.g., data about 

the participation of various private sector organizations in each of the regulatory 

instruments applicable to botnet mitigation, data about the impact of such regulatory 

instruments on the special interests of each private sector actor involved in the regulatory 

process, among others) and, even if it were, would be blurred by the potential influences 

of multiple variables. Here, specificity, novelty, and feasibility justify reducing the 

indicators of effectiveness to the selected three.  
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3.7 CONCLUSION  

Among the findings of this Chapter is the realization that having the Internet industry as 

an ally in countering botnets is not a bonus but a true necessity. To this end, regulating the 

contribution of Internet industry actors is a plausible means for ensuring the promotion, 

realization, and protection of legal rights and justice. Regulation that intends to tackle 

botnets, however, must place Internet industry actors at the center of the debate, given the 

seminal importance of their activities in the life cycle of a botnet. Efforts to counter 

botnets without the participation of the Internet industry would be in vain. Nevertheless, 

the contours of this participation go beyond placing such actors in a passive position 

before regulators. The capacity of Internet industry actors to act as network regulators 

must be acknowledged.  

This Chapter analyzed the several elements of Internet industry intervention against 

botnets in an attempt to frame what should be the ideal role of Internet industry actors 

and how to identify whether regulation is effective in facilitating the performance of such 

ideal role. The target industry of botnet mitigation (sub-question 2.a), as established in this 

Chapter, encompasses a wide range of actors distributed across multiple industries. 

Internet industry actors, the expression here coined to collectively refer to the target 

industry, are not addressed as a single group in previous cybersecurity research. The 

identification of this crowd as a key stakeholder group in botnet mitigation is a 

contribution of this study.   

The second sub-question (2.b) addressed in this Chapter asked what the role of the target 

industry in combatting botnets is. In an effort to elaborate on a potential benchmark for 

responsibilities in the context of botnet mitigation by the private sector, this study 

proposed a contextual framework for mitigation, embodying the notion of industry’s ideal 

role. This ideal role was built around three concepts: spectrum of responsibility, contextual 

means and opportunities, and comprehensive involvement in mitigation. The contextual 

framework for botnet mitigation presents a general public policy guidance through which 

society can manage fair expectations over the actions of the Internet industry, but also 

considers the need to establish feasible and contextual rules of responsibility. Aside from 

contributing to the foundation of clearer responsibility rules, the contextual framework is 

an essential part of the picture of the ideal role of the Internet industry. Each of its 

elements helped framing societal expectations about intervention by IIAs as well as limiting 
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the extent of these expectations. Ideally, indeed, Internet industry actors should be fully 

involved in all facets of botnet mitigation, respond to botnets in attention to the spectrum 

of responsibility here crafted, and deploy sufficient means and make the best use of 

opportunities to counter botnets. 

The notion that mitigation must be contextualized operates as an overarching principle in 

interpreting the more concrete elements through which regulatory effectiveness can be 

impaired or enhanced. More concretely, regulators that plan to further Internet industry 

intervention face various challenges (Section 3.5). As the analysis showed, empowering the 

Internet industry without providing the necessary regulatory certainty over matters such as 

legality, legitimacy, transparency, accountability, and regulatory capture would be 

undesirable and compromise that ideal role. Section 3.5 explored the elements by which 

regulators could judge whether regulation will be capable of achieving the goal of allowing 

the Internet industry to fulfil its ideal role. Finally, Section 3.6 summarized the 

requirements for effective regulation (sub-question 2.c), compiling the lessons from 

Sections 3.4 and 3.5. This resulted in the selection of three main indicators – legality, 

involvement, and liability – that serve as the basis for the following assessment of the 

regulatory framework. 

I will now turn into the national analysis of the Netherlands in an effort to identify:  

1. The regulatory landscape applicable to Internet industry actors engaging in 

botnet mitigation (Chapter 4), and 

2. What can be said about the effectiveness of the Dutch regulatory 

framework in enabling Internet industry actors to perform this ideal role 

(Chapter 5). 

While the first task, mapping the regulatory framework, is relatively straightforward. The 

second task, assessment of the framework, is more complex, involving a test of the 

regulatory framework against the three indicators. This is to say that when enquiring 

whether the regulatory framework maximizes the opportunities for intervention by 

Internet industry actors while ensuring a minimum level of compliance with the right to 

data protection, the study will be inquiring whether and to what extent the legality, 

involvement, and liability indicators are fulfilled.  
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4. MAPPING THE REGULATORY FRAMEWORK 

Examining the rules applicable to botnet mitigation is vital to this evaluative study. That 

sets a very simple purpose for this Chapter: to map the regulatory framework applicable 

to botnet mitigation and, in particular, the instruments that regulate mitigation by Internet 

industry actors (IIAs). Three aspects make such an investigation truly challenging. One, 

the absence, at national and EU levels, of a dedicated set of norms regulating private 

sector’s response to botnets, or to cybersecurity in a broader sense. Two, the multiplicity 

of provisions that may be relevant for IIAs’ actions against botnets. Three, the lack of a 

similar investigation produced in academic circles. That being said, a thorough 

investigation of the regulatory framework relevant to IIAs engaging in botnet mitigation is 

not simply novel but also crucial in evaluating whether regulatory changes are in order. It 

is only by conducting an insightful exploration of the broad spectrum of norms in force 

and identifying potential areas for improvement that recommendations for refining 

regulation will be plausible (and meaningful). 

This Chapter answers sub-question 3.a What is the regulatory framework applicable to botnet 

mitigation? Consequently, the following sections outline and explore the set of norms that 

govern anti-botnet efforts by IIAs. They intend to offer an overview of the norms that 

regulate IIAs’ activities and prepare the ground for a targeted examination of uncharted 

questions on the effectiveness of current regulation (Chapter 5). In the next sections, I 

identify the norms (Section 4.1), the public policy goals they target (Section 4.2) and 

describe the regulatory instruments applicable to botnet mitigation by IIAs. Because of the 

large assortment of regulatory instruments, these are divided into state regulation (Sections 

4.3) and self-regulation and soft law (Section 4.4). Distinguishing between these two sets 

helped structuring the analysis into manageable parts, but no hierarchy is attributed to such 

distinction.  

4.1 REGULATORY FRAMEWORK 

This Section conceptualizes the regulatory framework analyzed in this book and presents 

the filter deployed to narrow down the selection of instruments. The term regulatory 

framework shall mean the collection of regulatory instruments in force in the Netherlands 

which have implications for botnet mitigation efforts launched by IIAs. Together, they 

form the compendium of regulatory norms applicable to the fight against botnets from a 

private sector standpoint and from the perspective of regulatory pluralism (the concept 
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that regulation does not solely emanate from the State (Black, 2001, p. 23) but from a 

multiplicity of stakeholders, as discussed in Chapter 3).  

Two criteria underpinned the selection of regulatory instruments. The first criterion was 

the presence of a regulatory goal rooted in the promotion of security and safety in relation 

to ICTs. Although none of the instruments have been designed with the sole goal of 

enabling private sector intervention against botnets, they all share the common underlying 

purpose of increasing security and safety. To that end, they all contribute to the public 

policy goals of improving security and safety in the context of information systems. The 

second, more specific criterion, refined the norms part of the evaluation. This refining 

criterion enquired whether the normative framework was, at least partly, applicable to the 

activities of IIAs in botnet mitigation. Thus, when evaluating the regulatory framework, I 

am focusing on the provisions that are directly connected to the topic of private sector 

intervention against botnets and that to some extent apply to IIAs launching anti-botnet 

measures. Following these two complementary criteria, a series of relevant regulatory 

instruments have been identified.51 Although the focus of this book is the Dutch regulatory 

framework, selected EU instruments were made directly relevant given the interplay 

between Member States and Union law. Therefore, when discussing the regulatory 

framework, I am in fact referring to the collection of the selected Dutch and EU regulatory 

instruments, meaning: 

• Network and Information Systems (NIS) Directive52 

• Directive on Attacks against Information Systems (Botnet Directive)53 

• Dutch Criminal Code (DCC) 

• (Telecom) Framework Directive54  

 
51 When defining the breadth of this analysis, important choices were made, such as excluding the 
analysis of the Dutch Criminal Procedure Code (DCPC). The DCPC was disregarded because it applies 
to one very particular aspect – whether law enforcement authorities (LEAs) can benefit from information 
shared by the private sector. Although this will be briefly assessed in Chapter 5 under a very specific 
sub-section, it did not make sense to include the DCPC as a part of the overall framework, since this 
piece of legislation does not effectively limit the actions of the private sector, but mostly the ones of 
LEAs. 
52 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning 
measures for a high common level of security of network and information systems across the Union. 
53 Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks 
against information systems and replacing Council Framework Decision 2005/222/JHA.  
54 Directive 2002/21/EC of the European Parliament and of the Council of 7 March 2002 on a common 
regulatory framework for electronic communications networks and services (Framework Directive). 
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• eCommerce Directive55 

• Dutch Telecommunications Act (TA) 

• General Data Protection Regulation (GDPR)56 

• ePrivacy Directive57  

• Police and Criminal Justice Data Protection Directive58 

• General Product Safety Directive59 (GPSD) 

• Product Liability Directive60 (PLD) 

• Dutch Civil Code (BW) 

• Dutch ISP Notice and Takedown Code of Conduct 

• ISO and ESO Standards 

All the instruments above differ from one another in terms of scope, nature of obligations 

and duties imposed. These differences made a targeted analysis – focused on IIAs and 

botnets only - even more important. Where EU Directives existed, the analysis was 

centered on the text of the Directive, given that it would be unproductive to look at 

national and EU law together or at national law alone. The chief exception to the EU focus 

being the Dutch Criminal Code, because of the significant developments at national level. 

The very nature of criminal law, which touches upon matters of national sovereignty, and 

the way criminal legislation has been absorbed by the EU, justify a closer investigation at 

country level. The Botnet Directive, as well as the CoE Convention, provided a minimum 

level of harmonization across the EU and CoE Member States, but several aspects of 

regulation were left to the discretion of the national legislator. As a result, an investigation 

of Dutch criminal law pertaining to cybercrime reveals a richer understanding of the rules 

 
55 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal 
aspects of information society services, in particular electronic commerce, in the Internal Market 
('Directive on electronic commerce'). 
56 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, and repealing Directive 95/46/EC (General Data Protection Regulation). 
57 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 
processing of personal data and the protection of privacy in the electronic communications sector. 
58 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data by competent authorities for 
the purposes of the prevention, investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, and on the free movement of such data, and repealing Council 
Framework Decision 2008/977/JHA. 
59 Directive 2001/95/EC of the European Parliament and of the Council of 3 December 2001 on General 
Product Safety. 
60 Council Directive 85/374/EEC of 25 July 1985 on the approximation of the laws, regulations and 
administrative provisions of the Member States concerning liability for defective products. 
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and legal values embraced by the national framework, while also exploring the minimum 

set of harmonization introduced by EU law. Whenever other national provisions became 

relevant, because of the particularities of implementation, a brief analysis of the specific 

provisions was also conducted. Such was the case with the implementation of certain 

aspects of the ePrivacy Directive by the Dutch Telecommunications Act and Civil Code.   

4.2 PUBLIC POLICY GOALS 

As discussed, the regulatory framework as a whole embodies the public policy goal of 

ensuring a high level of cybersecurity. In the context of this study, this broader goal can 

be broken down into three more specific sub-objectives of: (1) promoting mitigation by 

Internet industry actors, (2) safeguarding the right to data protection, and (3) subjecting 

IIAs to norms of criminal and civil liability. The various instruments and fields of law 

examined in this Chapter touch upon one or more aspects that can be traced back to the 

three objectives of the broader goal of ensuring cybersecurity. Moreover, the three sub-

goals are interconnected and non-exclusive. For instance, instruments such as the GDPR 

are oriented towards sub-goals (1) and (2) in that the GDPR strengthened the protection 

of personal data in the EU while also requiring Internet industry actors (in the condition 

of controllers or processors) to adopt cybersecurity measures that are proportional to the 

risks to which personal data are exposed. The Product Liability Directive, in turn, could 

be linked to the promotion of mitigation (1), since it requires producers to release only 

products that abide to the state-of-the-art in terms of safety and security, but also (3) in 

that it holds producers liable for flaws and damages therein. The subsequent Sections of 

this Chapter all relate to the public policy goal and sub-goals above described. 

4.3 STATE REGULATION (HARD LAW) 

4.3.1 NETWORK AND INFORMATION SYSTEMS DIRECTIVE  

The Network and Information Systems Directive (Directive 2016/1148 concerning 

measures for a high common level of security of network and information systems across 

the Union) (hereinafter: NIS Directive) established various cybersecurity duties across the 

Union. By raising the standards of cybersecurity expected from a series of service providers 

and infrastructure actors, the NIS Directive brings important consequences to botnet 

mitigation. These obligations, as well as the opportunities created for an improved 

response to botnet incidents, are discussed below.  
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The first EU policy on network and information security dates from 2001, when the EU 

Commission issued COM(2001)298, a communication highlighting the growing 

importance of information systems and their vulnerability to external attacks (European 

Commission, 2001). This pioneering communication on network and information security 

emphasized the existence of a market failure already in 2001 and the need for regulatory 

intervention61 as a step toward cybersecurity. Since COM(2001)298, the Commission has 

adopted a Strategy for a Secure Information Society (COM(2006)251), an Action Plan and 

two Communications on Critical Information Infrastructure Protection (COM(2009)149 

and COM(2011)163. In 2013, the EU Cybersecurity Strategy62 recognized the existence of 

gaps across the Union and, among other measures, accompanied a proposal for the 

Network and Information Systems (NIS) Directive.  

Adopted three years later in July 2016, the NIS Directive is a relatively short text composed 

of 27 articles and 3 annexes, and was created with the purpose of promoting a high level 

of cybersecurity standards across the EU (European Union, 2013, pp. 5-6) particularly by 

(1) establishing common minimum requirements to be observed by Member States, (2) 

promoting information sharing and cooperation among relevant authorities, and (3) 

stimulating public-private collaboration in matters of cybersecurity. The public policy goal 

behind the legislation is thus both ambitious and clear: it puts forward organizational and 

technical measures to fuel and level cybersecurity efforts in the region. The minimum 

requirements to be followed by Member States include the appointment of national 

competent authorities overseeing NIS in the country (Art. 8), the creation of functional 

Computer Security Incident Response Teams (CSIRTs) at national level (Art. 9), and the 

adoption of a national NIS strategy (Art. 7) (European Union, 2013, p. 5).  

One of the greatest additions brought by the NIS Directive, and directly relevant to this 

study on botnets, is the introduction of security and notification requirements to be 

observed by operators of essential services (Art. 4(4)) and digital service providers (Art. 

4(5)). Arts. 14 and 16 are the core provisions in respect to the cybersecurity duties and 

 
61 “However, many security risks remain unsolved or solutions are slow coming to the market as a result 
of certain market imperfections. Specific policy measures addressing these imperfections can reinforce 
the market process and at the same time improve the functioning of the legal framework. Such measures 
must be part of a European approach in order to ensure the Internal Market, to benefit from common 
solutions, and to be able to act effectively at global level.” European Commission Communication on 
"Network and Information Security: Proposal for A European Policy Approach" (COM(2001)298). 
62 Joint Communication to the European Parliament, the Council, the European Economic and Social 
Committee and The Committee of the Regions Cybersecurity Strategy of the European Union: an Open, 
Safe and Secure Cyberspace. 
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have introduced legal responsibilities that must be observed by such operators of essential 

services and digital service providers. It is not surprising that the NIS Directive has not 

imposed security and notification duties to industry at large. In fact, the EU legislator 

drafted the norm with the clear goal of targeting the backbone operators of cybersecurity 

– which can be interpreted as a general attempt to enhance critical infrastructure 

protection. The language of the NIS Directive expressly reveals such duties are 

circumscribed to those designated as either operators of essential services (OESs, to be 

identified by Member States following the criteria laid down by Art. 5(2) and guidelines of 

Annex II) or digital service providers (DSPs, as described in Annex III).  

Recital 57 remarks on the fundamental differences between the two groups of actors 

targeted by the NIS Directive, emphasizing that OESs have a direct link with physical 

infrastructure whereas DSPs are characterized in particular by their cross-border nature. 

The fundamental differences between OESs and DSPs justify different levels of 

harmonization across the two groups. Recital 57 instructs that Member States shall not 

engage in identifying DSPs, because it is important to have a homogenous application of 

the NIS Directive across all DSPs in the EU territory. OESs, in turn, must be identified 

by Member States (Art. 5) and may be subject to stricter security requirements than those 

imposed by the NIS Directive, since “the degree of risk for operators of essential services, 

which are often essential for the maintenance of critical societal and economic activities, 

is higher than for digital service providers” (Recital 49). The security requirements 

applicable to DSPs, instructs Recital 49, should be lighter; moreover, compliance 

monitoring of DSPs’ activities shall be ex-post and malleable, preventing competent 

authorities from acting without evidence that the DSP has failed to comply with the norms 

of the NIS Directive (Recital 60). This differentiation in degree impacts the assessment of 

proportionality introduced in the NIS Directive under Arts. 14 and 16, as shall be 

discussed.  

In identifying operators of essential services or OESs (Art. 5(2)), 63 Member States must 

observe whether (a) an entity provides a service which is essential for the maintenance of 

critical societal and/or economic activities; (b) the provision of that service depends on 

network and information systems; and (c) an incident would have significant disruptive 

 
63 In December 2017, the Netherlands also approved the list of operators of essential services in the 
country. See Besluit van 4 december 2017 tot aanwijzing van aanbieders, producten en diensten ten 
aanzien waarvan een plicht geldt om ernstige ICT-incidenten te melden (Besluit meldplicht 
cybersecurity) available at https://zoek.officielebekendmakingen.nl/stb-2017-476.html  
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effects on the provision of that service. An extensive list of operators of essential services 

is included under Annex II, defining sector, sub-sector, and type of entity to be covered in 

such category. The list includes the banking sector, healthcare providers, and financial 

market infrastructures, among many others. Following the terms of the NIS Directive, 

only three sets of digital infrastructure agents (category 7, Annex II) are entities under the 

genre operators of essential services. These are Internet exchange point (IXP) providers,64 

domain name system (DNS) service providers, 65  and top-level domain (TLD) name 

registries.66 Digital service providers (DSPs), in turn, fall into three specific categories by 

the NIS Directive and listed under Annex III, including only online market places, online 

search engines, and cloud computing services.  

Notably, the list of digital infrastructure providers classified as OESs does not include 

ISPs, which may seem counterintuitive, given the importance of ISPs’ activities to the 

overall security of information systems. In a press release issued in February 2013 

(IP/13/94) concerning the NIS Directive, the EC clarified that ISPs were already reporting 

incidents under the risk management and incident reporting obligations established by the 

Framework Directive (Directive 2002/21/EC). The information made public in the press 

release, together with the absence of express mention to ISPs in the text of the NIS 

Directive, is substantiated by Recital 7 of that instrument, which reads that “the obligations 

on operators of essential services and digital service providers should not apply to 

undertakings providing public communication networks or publicly available electronic 

communication services within the meaning of Directive 2002/21/EC of the European 

Parliament and of the Council (1), which are subject to the specific security and integrity 

requirements laid down in that Directive.” Therefore, ISPs are indeed excluded from the 

NIS Directive.  

By Art. 14, Members States must ensure OESs adopt technical and organizational 

measures: 

 
64 “Art. 4(13) 'Internet Exchange Point (IXP)' means a network facility which enables the interconnection 
of more than two independent autonomous systems, primarily for the purpose of facilitating the exchange 
of internet traffic; an IXP provides interconnection only for autonomous systems; an IXP does not require 
the internet traffic passing between any pair of participating autonomous systems to pass through any 
third autonomous system, nor does it alter or otherwise interfere with such traffic;” 
65  “Art. 4(14) 'Domain Name System (DNS)' means a hierarchical distributed naming system in a 
network which refers queries for domain names; (15) 'DNS service provider' means an entity which 
provides DNS services on the internet;” 
66 “Art. 4(16) 'top–level domain name registry' means an entity which administers and operates the 
registration of internet domain names under a specific top–level domain (TLD);” 
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(1) To protect the information systems which they operate in a level that is 

proportional to the risk posed by the threats,67 and 

(2) To alleviate the impact caused on their information systems as a result of security 

incidents, guaranteeing the continuity of the essential services they manage.68  

In addition, the same OESs (including digital infrastructure agents such as IXPs, DNS 

providers, and TLD providers) are required to notify, in a duly and timely manner, the 

competent national authority or the national Computer Security Incident and Response 

Team (CSIRT) of security incidents having a significant impact in the continuity of the 

service they provide (Art. 14(3)). 69 Pursuant to Art. 14(4), the significance of the impact is 

to be assessed by the ESP in view of (i) the number of individuals affected by the disruption 

of the service, (ii) the duration of the incident, and (iii) the geographical reach of the 

incident. Sophisticated botnet attacks targeting OESs have a high likelihood of being 

classified as a significant incident that triggers the security incident notification under Art. 

14(3), given the usually large number of affected devices, the resilience of the botnet 

infrastructure (which can persist even after attempts or remain under the radar of security 

teams), and the cross-border nature of botnets. 

Art. 14 is an important provision for botnet mitigators, as it could be argued that in order 

to meet the obligations introduced by Art 14, OESs must be authorized to respond to 

botnet attacks to the best of their capacity and in a comprehensive manner. One could 

thus argue that by Art. 14, Member States should facilitate anti-botnet efforts to the extent 

that these measures are essential to complying with the security obligation introduced by 

the NIS Directive, especially in view of the heightened security levels expected from OESs, 

as emphasized by Recital 49. Following this comprehensive interpretation, attaining 

 
67 “Art. 14(1) Member States shall ensure that operators of essential services take appropriate and 
proportionate technical and organisational measures to manage the risks posed to the security of network 
and information systems which they use in their operations. Having regard to the state of the art, those 
measures shall ensure a level of security of network and information systems appropriate to the risk 
posed.” 
68 “Art. 14(2) Member States shall ensure that operators of essential services take appropriate measures 
to prevent and minimise the impact of incidents affecting the security of the network and information 
systems used for the provision of such essential services, with a view to ensuring the continuity of those 
services.” 
69 It is relevant to note that the notification described under Art. 14(3) determines that the notifying party 
shall not be subject to increased liability for complying with the norm. The NIS Directive does not clarify 
in which circumstances this prohibition from increased liability would be called into application.  
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compliance with Art. 14 must entail that OESs, here included IXPs, DNS providers, and 

TLD providers, will be expected to actively engage in botnet mitigation (in its four pillars).  

Art. 16 of the NIS Directive covers similar security obligations and breach notification 

duties in relation to DSPs. By the NIS Directive, digital service providers are any legal 

person that offers a digital service described under Annex III, meaning online 

marketplaces, online search engines, and cloud computing services. Similarly to Art. 

14(1)(2), Art. 16(1) and (2) affirm that Member States shall ensure that digital service 

providers adopt technical and organizational measures that (1) protect the information 

systems they operate in a level that is proportional to the risk posed by the threats and (2) 

alleviate the impact caused as a result of security incidents, guaranteeing the continuity of 

the services they operate. The conclusions drawn from Art. 16(1)(2) are the same observed 

in the examination of Art. 14(1)(2), meaning that Art. 16(1) and (2) could be used to justify 

the launch of botnet countermeasures, including preventive measures by operators of 

online marketplaces, online search engines, and cloud computing services.  

DSPs are also subject to a duty to notify security incidents targeting their services. Pursuant 

to Art. 16(3) and similarly to the wording of Art. 14(3), Member States are to ensure that 

DSPs must notify the competent authorities or CSIRT, without undue delay, of incidents 

that significantly compromise the provision of their services. In assessing the significance 

of such an incident, DSPs are expected to assess largely the same criteria laid out by Art. 

14(3). However, Art. 16(4) introduced two criteria concerning “the extent of the disruption 

of the functioning of the service” and “the extent of the impact on economic and societal 

activities”, making this a complex impact evaluation for DSPs. An important development 

concerning Art. 16 was enacted via the Implementing Regulation (EU) 2018/15170, which 

gave effect to Art. 16(8) of the NIS Directive. Pursuant to Art. 16(8), an implementing act 

further specifying the security obligation of Art. 16(1) and the parameters introduced by 

Art. 16(4) was to be issued by the European Commission, which would assist DSPs in 

ensuring high common levels of security.  

 
70 Commission Implementing Regulation (EU) 2018/151 of 30 January 2018 laying down rules for 
application of Directive (EU) 2016/1148 of the European Parliament and of the Council as regards further 
specification of the elements to be taken into account by digital service providers for managing the risks 
posed to the security of network and information systems and of the parameters for determining whether 
an incident has a substantial impact. 
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The NIS Implementing Regulation provides a list of security elements that shall be 

deployed as part of DSPs’ obligation to ensure the cybersecurity of their networks. In 

particular, Art. 2 of the Implementing Regulation elaborates on the measures covering 

organizational and technical measures regarding general cybersecurity (e.g., cybersecurity 

strategies, access controls, encryption, risk analysis, etc.) (Art. 2(1)), the need for 

introducing detection, reporting, and response processes and policies concerning 

weaknesses and vulnerabilities (Art. 2(2)), recommendations on business continuity 

management such as disaster recovery capabilities and contingency plans (Art. 2(3)), and 

suggestions on policies for monitoring, auditing and testing information security (Art. 

2(4)). Altogether, the NIS Implementing Regulation provides further support for the 

argument that Art. 16 of the NIS Directive is a key element in enabling DSPs to mitigate 

botnets.  

Arts. 3 and 4 of the Implementing Regulation are also noteworthy, in that they provide 

further specifications on the parameters of Art. 16(4) and a list of criteria for identifying 

an incident of substantial impact. Art. 3 helps DSPs assess the magnitude and seriousness 

of the incident for the purpose of a security breach notification without substantially 

adding new elements to Art. 16(3). Complementing the purpose of Art. 3 71 , Art. 4 

introduces the list of circumstances in which an incident shall be considered substantial, 

 
71  “Art. 3. Parameters to be taken into account to determine whether the impact of an incident is 
substantial 
1. With regard to the number of users affected by an incident, in particular users relying on the service 
for the provision of their own services referred to in point (a) of Article 16(4) of Directive (EU) 
2016/1148, the digital service provider shall be in a position to estimate either of the following: 
(a) the number of affected natural and legal persons with whom a contract for the provision of the service 
has been concluded; or 
(b) the number of affected users having used the service based in particular on previous traffic data. 
2. The duration of an incident referred to in point (b) of Article 16(4) means the time period from the 
disruption of the proper provision of the service in terms of availability, authenticity, integrity or 
confidentiality until the time of recovery. 
3. As far as the geographical spread with regard to the area affected by the incident referred to in point 
(c) of Article 16(4) of Directive (EU) 2016/1148 is concerned, the digital service provider shall be in a 
position to identify whether the incident affects the provision of its services in specific Member States. 
4. The extent of disruption of the functioning of the service referred to in point (d) of Article 16(4) of 
Directive (EU) 2016/1148 shall be measured as regards one or more of the following characteristics 
impaired by an incident: the availability, authenticity, integrity or confidentiality of data or related 
services. 
5. With regard to the extent of the impact on economic and societal activities referred to in point (e) of 
Article 16(4) of Directive (EU) 2016/1148, the digital service provider shall be able to conclude, based 
on indications such as the nature of his contractual relations with the customer or, where appropriate, the 
potential number of affected users, whether the incident has caused significant material or non-material 
losses for the users such as in relation to health, safety or damage to property. 
6. For the purpose of paragraph 1, 2, 3, 4 and 5, the digital service providers shall not be required to 
collect additional information to which they do not have access.” 
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namely situations where: “(a) the service provided was unavailable for more than 5 000 

000 user-hours72; (b) the incident caused a loss of integrity, authenticity or confidentiality 

of data or of the related services connected to the DSP and affecting more than 100 000 

users in the EU; or (c) there was a risk to public safety, public security or life; or, (d) the 

incident caused material damages that exceed €1 million to at least one user in the EU.” In 

effect, Art. 4 narrows down the cases in which an incident is to be considered substantial 

and will trigger the main security breach notification duty of Art. 16(3) of the NIS 

Directive.  

In light of the responsibilities laid out by the NIS Directive, it is possible to argue that this 

is a niche type of cybersecurity regulation that recognizes the stratification of cybersecurity 

responsibilities in the private sector. The understanding showed by the EU legislator is one 

that discerns a multilayered environment of cybersecurity responsibilities across the 

Internet industry and embodies this distinction by calling upon Member States to crystalize 

this stratification into national law. The Netherlands implemented the NIS Directive 

through the Wet Beveiliging Netwerk- en Informatiesystemen (Wbni), enacted on October 

17, 2018.73 By the Wbni, serious incidents must be reported to the Ministry of Justice and 

Security (acting as the central point for cybersecurity management and the CSIRT for the 

purpose of high-level incidents). Aside from establishing national competent authorities 

for specific critical infrastructure sectors (Art. 4, Wbni), the Wbni followed the text of the 

NIS Directive closely and did not bring significant changes that would influence the 

regulatory analysis of botnet mitigation. Given the recent transposition of the NIS 

Directive, further analysis of the implications of its provisions must await the development 

of judicial practice. 

Finally, a noteworthy development introduced by the NIS Directive is the 

acknowledgement and promotion of standardization in the field of cybersecurity. Art. 19 

determines that Member States shall encourage the use of EU and international standards 

by the private sector during the implementation of the security obligations. It is unclear 

how companies will be ‘encouraged’ to adopt these standards, as there is no monitoring 

system in place that promotes compliance and sanctions incompliance with security 

standards in the EU. Even when clarifying the role played by ENISA in cybersecurity 

 
72 “The term user-hour refers to the number of affected users in the Union for a duration of 60 minutes” 
Art. 4(1)(a), NIS Implementing Regulation. 
73 Staatsblad 2018, 387. 
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standardization – the NIS Directive determines that the agency will act as the facilitator 

and advisory body in the development of cybersecurity standards through the Union (Art. 

19(2)) -, a framework for compliance was not put forward. Despite the shortcomings in 

terms of enforcement, by expressly ascertaining relevance the of standards in relation to 

security requirements, the NIS Directive advances the importance of standardization in 

cybersecurity and places standards as a useful compass for the implementation of 

cybersecurity practices.  

4.3.2 BOTNET DIRECTIVE 

Here referred to as the Botnet Directive, Directive 2013/40 on attacks against information 

systems was issued to approximate the cybercrime laws of Member States and replace the 

Framework Decision 2005/222/JHA, which was enacted following the advent of the 

Council of Europe Convention on Cybercrime. The Botnet Directive is a landmark in the 

cybercrime framework of the EU and has significant importance for this study. It 

establishes the conducts that shall be regarded as cybercrime offences, regardless of 

whether these are performed for the purpose of defending against a botnet attack.  

By adding new cybercrime offences, penalty ranges, and aggravating circumstances on 

attacks launched against information systems, the Botnet Directive imposed minimum 

criminal law standards across the Union. Criminal law is an infrequent field of EU 

regulation, and the Treaty of Lisbon74 has laid down limitations in this arena following 

Member States’ interest in preserving criminal law systems as national ambit. The Treaty 

of Lisbon defines three specific cases in which EU criminal law may be enacted. The EU 

can issue: (1) Directives laying down minimum rules on the definition of criminal offences 

and sanctions concerning particularly serious crime with a cross-border dimension (Art. 

83(1)); (2) Directives on minimum offences and sanctions aimed at guaranteeing the 

enforcement of EU policies (Art. 83(2)); and Regulations to protect EU public treasure 

(Arts. Articles 310(6), 325, 85 and 86).  

The reasons that triggered the enactment of the Botnet Directive are easily explained in 

view of the transnational nature of cybercrime, giving the EU legitimate grounds to use 

Art. 83(1) of the Treaty of Lisbon. The Botnet Directive criminalizes illegal access to 

information systems (Art. 3), illegal system interference (Art. 4), illegal data interference 

(Art. 5), illegal interception (Art. 6), preparatory activities involving cybercrime tools (Art. 

 
74 Treaty of Lisbon Amending the Treaty on European Union and the Treaty Establishing the European 
Community (2007/C 306/01). 
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7), and the aiding, abetting, and attempt to commit an offence (Art. 8), thus advancing the 

range of conducts criminalized by EU law in comparison to the Framework Decision 

2005/222/JHA. Aside from introducing illegal interception and preparatory acts involving 

cybercrime tools as criminal offences, the Botnet Directive included minimum levels for 

the maximum sanctions for cybercrime offences. The latter is an evolution in relation to 

the previous Framework Decision 2005/222/JHA, which largely left Member States to 

determine the level of the penalty. Further novelties include the texts of Art. 8, which 

criminalizes incitement, aiding and abetting and attempt to commit an offence, and Art. 

9(4), which penalizes the use of botnets as an aggravating circumstance. For instance, if an 

attack classified as illegal data or system interference affects a large number of devices (e.g., 

attacks launched via botnets), the minimum level of the maximum penalty is raised from 

two to three years (Art. 9(3)). If the same interference is launched by a criminal 

organization or against critical information infrastructure or causes serious damage (often 

the case with botnet attacks), it shall be punishable with a maximum term of imprisonment 

of at least five years (Art. 9(4)). 

While the Botnet Directive raised the penalties connected to botnet attacks, it did not go 

as far as to explore the specificities on the use of criminal defenses against such crimes. 

Thus, no further guidance on the application of self-defense and defense of other(s) is 

offered by the Botnet Directive, although such clarifications on the use of private defenses 

have utmost relevance for botnet mitigation. It remains unclear, for instance, whether or 

under which conditions botnet mitigation actions by private actors should be considered 

“without right” when they constitute data or system interference, interception or access to 

information systems. Finally, cybercrime prevention is also left out of the scope of the 

instrument, and continues to be regulated in national criminal law, given the limitations 

imposed by Art. 83(1) Treaty of Lisbon. 

4.3.3 CRIMINAL CODE  

The Dutch Criminal Code (Wetboek van Strafrecht)75 (hereinafter: DCC) is the national 

compendium of criminal laws arising from national legislative work, at the national 

initiative or in light of accession to international instruments, and participation in the EU. 

The DCC is directly relevant to the activities of Internet industry actors in that it 

criminalizes various conducts targeting information systems. Put differently, Dutch 

 
75 The Wetboek van Strafrecht is available at: http://wetten.overheid.nl/BWBR0001854/2018-01-01  
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criminal law sets legal boundaries to botnet mitigation, and shall guide the IIAs in adopting 

response and prevention measures while avoiding criminal liability.  

The Netherlands has transposed into national law the Botnet Directive, as well as the CoE 

Convention on Cybercrime, making the DCC fairly robust in terms of substantive 

cybercrime law. The legislative changes in cybercrime have been introduced via the so-

called Computer Crime Acts, which spring from 1993 to 2018. Koops (2014)  summarizes 

the changes in the DCC and the evolution of the Computer Crime Acts, revealing an 

interwoven legislative history that is directly connected to the advances at EU and CoE 

level, but also a reflection of national debates (and legal developments) on cybercrime.76 

The advent of the original Computer Crime Act77 was the de facto first amendment to the 

DCC with respect to cybercrime offences. The fast transformations in technology 

prompted the enactment of the Computer Crime II Act (CC II), which entered into force 

in September 2006.78 The law was introduced after the signature of the CoE Convention 

of Cybercrime by the Netherlands on 23 November 2001, but before the Convention 

entered into force in the country on 1 March 2007, following ratification on 16 November 

2006. The CC II Act was enacted in line with the CoE Convention, whose text had already 

been agreed upon around the time CC II came into force (Koops, 2014, p. 217). The last 

substantial amendment to the DCC concerning cybercrime was introduced via the 

Computer Crime III Act (CC III), which entered into force on 1 March 2019.79 

The DCC criminalizes various forms of cybercrime, following the general rationale 

proposed by the CoE Convention. In the context of botnet mitigation, the most pertinent 

offences are those under the umbrella of crimes against the confidentiality, integrity and 

availability of computer data and systems. These include hacking offences (Art. 138ab), 

illegal interference with systems (Art. 161sexies and Art. 161septies, as well as Art. 350c, 

351 and 351bis), denial of service attacks (Art. 138b), illegal interference with data (Art. 

350a and Art. 350b), illegal interception (Art. 139c), and misuse of devices (Art. 139d (2) 

and (3) and Art. 350d). The Dutch legislator often distinguishes between cybercrime 

offences committed against private and public goods (i.e., health care system, public 

communication networks, etc.). Offences against the latter are qualified forms of 

cybercrime, falling into an aggravated range of penalties. This is particularly relevant in the 

 
76 For an overview of the history of Dutch cybercrime law, see (Koops, Cybercrime Legislation in the 
Netherlands, 2010). 
77 Staatsblad 1993, 33. 
78 Staatsblad 2006, 300. 
79 Staatsblad 2018, 322; entry into force: Staatsblad 2019, 67.  
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case of mitigation efforts that negatively impact critical infrastructures, which may not only 

have pervasive effects on the overall well-being of society, but also configure aggravated 

offences.  

The introduction of the CC III sparked a series of debates on investigation powers and 

ever evolving cybercrime offences (Oerlemans, 2017, p. 283) (Adams, et al., 2015, p. 52), 

and concluded by broadening the scope of cybercrime offences under the DCC. As 

clarified by Oerlemans (2017, p. 283), CC III was first introduced as a concept draft law in 

2013 for consultation without an explanatory memorandum: only on 22 December 2015 

the instrument was properly introduced as a draft law. It stirred heated discussions in 

parliament, especially concerning the broader powers it would give to LEAs in order to 

investigate cybercrime. The bill was adopted on 26 June 2018 and introduced new 

cybercrime offences into the Criminal Code, such as unauthorized copying and making 

available of non-public data. Following the adoption of the CC III, law enforcement may, 

following an authorization from an investigative judge, remotely access computer systems 

that are believed to contain evidence relevant to an investigation. Also known as “police 

hacking powers”, the legislative amendment has an inestimable impact on the prosecution 

of widespread criminal infrastructures (e.g., botnets). In the context of this study, however, 

the most meaningful legislative changes brought by the Computer Crime Act III are those 

pertaining to 138c (unlawful copying of non-public data) and 139g (data fencing). The 

various legislative amendments that led to the inclusion and modification of cybercrime 

offences have also partly affected the rational order in which the crimes are presented.  

Finally, some clarifications are relevant on the concept of computer and on the notion of 

intent adopted by the DCC. The definition of computer in Art. 80sexies has been expanded 

to include IoT devices and covers any apparatus or group of interconnected or connected 

devices, in which one or more devices automatically process computer data through a 

(computer) program. Ancillary to the concept of information systems is the definition of 

data offered by Art. 80quinqies. By the latter, data comprises any representation of facts, 

concepts or instructions in an agreed-upon form suitable for transfer, interpretation or 

processing by humans or by computerized devices and systems.  

In general, the threshold of intent applied to multiple cybercrime offences in the 

Netherlands is rather low, covering mens rea of dolus directus, indirectus, and eventualis. 

Consequently, a perpetrator will be regarded as acting intentionally if: (1) she foresees and 

desires the consequences of the criminal conduct (dolus directus); (2) she foresees certain 
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consequences of the criminal act and assumes the risk of producing consequences that she 

does not necessarily desire (dolus indirectus); or if (3) she foresees consequences of her 

conduct as a possibility and yet performs the act, assuming the risk that these possible 

consequences may materialize (dolus eventualis)  (Van der Vyver, 2004, pp. 62-63). Noting 

the importance of the low threshold of intent for the purpose of prosecution, Blomsma 

(2011, p. 151) argues that “the prosecution generally only seeks to prove that the defendant 

acted with dolus eventualis.” Ultimately, the burden of proof required to demonstrate intent 

that accepts dolus eventualis is easier than in other forms of intent, as it is not necessary to 

demonstrate that the perpetrator wanted the consequences of the event or was aware that 

they were almost sure to happen (Blomsma, 2011, p. 151). For instance, in the case of 

hacking offences, an offence with a low threshold of intent, it would be sufficient to prove 

that the perpetrator accepted that the consequences of the conduct could occur, which can 

be often demonstrated through facts and circumstances around the case (Blomsma, 2011, 

p. 151). 

4.3.3.1 Attempted crimes and preparatory acts 

The Dutch criminal system recognizes three different stages of consummation of a crime: 

preparation of an offence, attempt to commit an offence, and completed offences (Pelser, 

2008, p. 78). In a completed offence, the objective elements of the crime are exhausted, 

therefore, the crime has been consummated. Attempted offences and preparatory acts, 

however, end prior to consummation. In criminal law, attempt refers to the beginning of 

the execution (actus reus) of a crime with the intent of consummating the offence 

(generating the results of the crime) (Roxin, 1997, p. 434). Attempted crimes require the 

presence of a decision or resolution to act towards the completion of the offence (Roxin, 

1997, p. 434). The requirement of intent (mens rea) is present in Art. 45 of the DCC, 

whereby attempts to commit an offence are punishable when the intention of the 

perpetrator is clear from the start of the execution. One important element of attempted 

offences resides in proving that the means to perpetrate the offence were adequate to 

consummate the crime. Therefore, if an IIA disseminates an anti-botnet tool that is 

intrinsically incapable of interfering with the target device, it cannot be punished for 

attempting to illegally interfere with a system (Art. 350c). The means to perpetrate the 

offence are absolutely unsuitable and cannot produce the result of the crime. Similarly, the 

act of releasing a harmless disinfection patch is not punishable under criminal law, due to 

absolute impossibility of the means. All cybercrime offences discussed in the following 
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Sections (4.3.3.3 to 4.3.3.9) can be punished in their attempted forms, since Art. 45 is a 

general criminal provision applicable to all criminal types. 

Even though cybercrimes are punishable in their attempted form, public prosecutors may 

deem such offences unworthy of prosecution. In fact, the Dutch criminal law system is 

rooted in the discretionary principle (opportuniteitsbeginsel), which allows the public 

prosecution office to scrutinize which criminal offences are worth investigating (de Hullu, 

2018, pp. 26-27) (Corstens, Borgers, & Kooijmans, 2018, pp. 625-629). Because of this 

economical approach, which promotes a reasonable preservation of judiciary’s resources, 

petty crimes and other offences that do not amount to a significant violation of rights will 

be disregarded by the prosecution office. This is not to say that an attempt to commit a 

cybercrime offence will not be prosecuted, but that the threat of prosecution is perhaps 

less likely to occur. Nevertheless, because botnet mitigation evolves in various steps 

through which multiple offences could be committed, it is unclear whether additional and 

completed offences connected to a multistep mitigation scheme would benefit from the 

discretionary principle solely because the intention of the measures was to fight a criminal 

infrastructure.  

Finally, the law may also punish inchoate crimes when the preparatory acts endanger the 

rights of others (Art. 46 DCC). The criminalization of conducts at their early stage, and 

before the act is perpetrated, is seen as a means to deter criminal behavior that is highly 

undesirable (Roxin, 1997, p. 554). Differently from attempted crimes, preparatory acts do 

not initiate the criminal conduct (actus reus), being performed as a preliminary stage to the 

elements of the crime (Roxin, 1997, p. 434). Following this notion, offences concerning 

preparatory acts are “neither consummated nor attempted” under Dutch law (Pelser, 2008, 

p. 64), though only felonies punishable with a maximum of at least eight years of 

imprisonment have their preparatory acts criminalized as a rule (Art. 46 DCC) (Koops, 

2017, p. 4). However, certain preparatory acts (such as those involving cybercrime tools) 

are also specifically criminalized (e.g., Art. 139d (1-2) and 350d DCC).  

4.3.3.2 Botnet mitigation offences 

Botnet mitigation may constitute cybercrime offences and increase the risk of liability for 

Internet industry actors. The instances in which businesses may disrupt botnets without 

the threat of criminal liability are further discussed in the next Chapter. In general, aside 

from circumstances in which a conduct is exculpated in view of a defense (or an 



134 
 

intermediary liability exemption such as that of Art. 54a), Internet industry actors may be 

held criminally liable under the DCC. To illustrate the threat of criminal liability in botnet 

mitigation, one can consider the deployment of passive and active techniques used to 

disrupt botnets (see Section 2.8), and the disinfection methods available to the Internet 

industry. By making use of botnet mitigation tools, IIAs could potentially be held liable 

for multiple cybercrime offences, as explored in the following sections. 

Hacking Illegal 
interference 
with systems 

Illegal 
interference 
with data 

Illegal 
interception 

Misuse of 
devices 

Unlawful 
copying of 
non-public 
data 

Compelled 
disinfection  

Compelled 
disinfection 

Compelled 
disinfection 

Deep Packet 
Inspection 

All 
(hypothetically) 

Deep Packet 
Inspection 

 Sybil Attacks Sybil Attacks NetFlow  NetFlow 

 Sinkholing Sinkholing Honeypots  Honeypots 

   Crawler  Sinkholing 

   Sinkholing  DNS Cache 
snooping 

Table 4.1 – Overview of potential offences via botnet mitigation  

 

4.3.3.3 Hacking offences 

Hacking (Art. 138ab) comprises the activity of intentionally and unlawfully gaining access 

to a computer system. Art. 138ab requires that the illegal action be both intentional (dolus) 

and unlawful, therefore precluding the characterization of hacking by negligence (culpa) or 

by the action of an agent who had the right or permission to enter the system. The DCC 

understands as hacking both the illegal access committed through an external machine and 

the direct access gained through bypassing permission for using that specific device; in 

both cases, the offence is not contingent upon the infringement of a security measure. 

Hacking is perpetrated in any case if the intrusion is committed through the breach of a 

security mechanism, technical intervention, use of false signals or keys, or the use of a false 

identity; if committed by other means, the circumstances will determine whether the 

conduct qualifies as unlawful access. As noted by Koops (2014, p. 221), breaching a 

security mechanism (and by analogy engaging in any of the other three conducts described 

by Art. 138ab) is sufficient but not a necessary element for committing the hacking offence 

of Art. 138ab. The DCC thus adopted a significantly broad criminal provision which is 
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intentionally left open to capture multiple forms of unauthorized access, regardless of the 

means used to obtain access to the device, the duration of the unauthorized access, or the 

result achieved with the unauthorized access. The mere conduct of gaining access to a 

device, where the agent has the intent to do so and lacks the authority or consent to 

perform such conduct, is classified as hacking and punishable with imprisonment of 

maximum two years or a fine80 of category 4 (Art. 138ab (1)).  

The general hacking provision is broad enough to encompass mitigation activities 

connected to gaining access to a device, whenever the elements of intent and unlawful 

behavior are present. Botnet mitigators are likely to act with the intent of gaining access to 

the network of infected machines; whether the IIA will lack the authority to do so depends 

on whether the activities are covered by norms that would authorize the interference. To 

this effect, the placement of the devices, the legal obligations to which the IIA is subject, 

and the possibility of acting in self-defense are all to be taken into account. For instance, a 

mitigation act initiated and limited to the organizational network of the IIA is intentional 

but not unlawful. The same can be said where contractual terms would expressly provide 

for the provision of a service in which the IIA is responsible for launching mitigation 

actions on behalf of the other party, where this party is legally authorized to perform such 

actions by itself. The extent to which botnet mitigation beyond the network of the IIA 

would be authorized, be it on lawful grounds provided for by legislation or by the use of 

private defenses, is not clear. These shall be further discussed in Section 5.3.2.   

Qualified forms of hacking (Art. 138ab (2) and (3)) determine a higher penalty of 

maximum four years of imprisonment or a fine of category 4 for whoever copies data from 

the hacked system (2) or for whoever, after having hacked a computer system via a public 

telecommunications network, captures its processing power or hacks into another device 

(3). Hacking is one of the basal forms of cybercrimes comprised in the life cycle of a botnet; 

more specifically, hacking is the offence associated with the integration of a system into a 

bot network, as it refers to the installation of a system backdoor that creates a parallel 

communication channel between the device and its contaminated peers (P2P botnet) 

and/or control server (centralized botnet). It is important to note that mitigation tools may 

too constitute a hacking offence. For instance, the release of a patch by a botnet mitigator 

may fulfil the same requirements described above. Similarly to the bot software that 

 
80 Art. 23 DCC created 6 categories of fines, which can be cumulated with a term of imprisonment. At 
the time of writing, a fine of category 4, the most common in cybercrime offences, entailed a payment 
of €20,750. 
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compromises a machine, a forced patch may also gain unauthorized access to a device. 

Even though the purpose of the patch was not to commit a criminal offence – but to free 

a device from the malicious network, the action could still constitute criminal behavior if 

it would be interpreted as lacking authorization.   

4.3.3.4 Illegal interference with systems 

Illegal interference with systems (Arts. 161sexies and 161septies, Art. 350c) refers to 

the act of unlawfully impairing the regular functioning of a computer system or 

telecommunication network. While hacking concerns the initial entering of a system, 

modifications on the operation of an information system transmute into a separate offence 

(illegal interference with systems). By the DCC, an interference comprises the acts of 

destroying, damaging, and disturbing the functioning of a system, as well as rendering a 

system inaccessible or thwarting a security measure put in place to protect that system. The 

numbering of the offences reveals a prominent difference among the three forms of 

interference. The first two forms of the offence are placed under the category of crimes 

endangering the general safety of persons or property, while Art. 350c is an offence 

producing destruction or damage but without causing public endangerment.  

The forms of illegal interference under Arts. 161sexies and 161septies outlined by the 

legislator are almost identical in terms of result but differ on the grounds of intent. Notably, 

although both forms of interference must be unauthorized, Art. 161sexies comprises mens 

rea of intent, whereas Art. 161septies covers conducts of reproachable negligence. In both 

cases, the activities of the perpetrator must pose a public danger - understood as a threat 

to public interest- or create risks to a person’s life.81  Such regulatory choice reveals the 

legislator’s intent to impose heavier sanctions on illegal interference that compromises 

critical infrastructures and society’s well-being or that creates a risk to the life of another 

or effectively leads to the death of a person (Art. 161septies). Therefore, in order to be 

punishable, illegal interference under Arts. 161sexies and 161septies must at least generate 

one of those results. It is hard to imagine how any of these qualifiers would occur if not in 

the realm of attacks against critical infrastructure. Even if the interference was targeted at 

one individual in specific (as it could be imagined with the evolution of IoT appliances), 

the interference would almost certainly have to hit a critical infrastructure network in order 

 
81 The presence of the intent or negligence is the main distinction between the offences described under 
Art. 161sixties and 161septies and determines the range of penalties therefore: the maximum penalties 
for intentional and unlawful interference (Art. 161sixties) are much heftier than those assigned to its 
gross-negligence variation (Art. 161septies). 
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to cause public danger or place someone’s life at risk. That is possibly the reason why 

Koops (2014, p. 222) argues Arts. 161sixties and 161septies are applicable to cases in which 

the interference affects information networks connected to public interest activities, e.g., 

those connected to public telecommunication networks, tax authorities, or nuclear power 

plants. Mitigation efforts that either target or unintendedly affect critical infrastructure 

networks could potentially constitute a criminal offence in the terms of those provisions. 

In the provisions above, Dutch law has adopted an approach to criminalization of system 

interference that is broader than the one prescribed by Art. 5 of the CoE Convention82 and 

Art. 4 of the Botnet Directive,83 which required two elements of mens rea, namely intent 

and consciousness of the unlawful nature of the conduct. This double requirement, 

however, is present in the general form of illegal system interference criminalized by Art. 

350c – which does not have to pose public danger. The text of Art. 350c is the direct 

transposition of the CoE Convention and Botnet Directive in this regard. In fact, it is more 

appropriate to speak of Art. 350c as the corresponding general provision to Art. 5 of the 

CoE Convention and Art. 4 of the Botnet Directive instead of Arts. 161sexies and 

161septies, since these are applicable to a special type of illegal system interference. 

The implementation of the supra-national instruments served to complement the 

criminalization of illegal system interference via Art. 350c. Following this amendment, the 

DCC now embraces illegal system interference that does not necessarily cause general 

danger or places one’s life at risk. Here, the unlawful and intentional interference with 

information systems is punishable with maximum two years of imprisonment or a fine of 

the fourth category. However, the offence of illegal interference with information systems 

does not exclude the incidence of Art. 138b (DDoS attacks), which is a special form of 

illegal systems interference.  

 
82 Article 5 – System interference 
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal 
offences under its domestic law, when committed intentionally, the serious hindering without right of 
the functioning of a computer system by inputting, transmitting, damaging, deleting, deteriorating, 
altering or suppressing computer data. 
83 Article 4 - Illegal system interference 
Member States shall take the necessary measures to ensure that seriously hindering or interrupting the 
functioning of an information system by inputting computer data, by trans- mitting, damaging, deleting, 
deteriorating, altering or suppressing such data, or by rendering such data inaccessible, intentionally and 
without right, is punishable as a criminal offence, at least for cases which are not minor. 
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4.3.3.5 Denial of service  

Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks (Art. 

138b) can be understood as a form of illegal system interference where the availability of 

the targeted system is compromised due to a flood of requests. The intentional and 

unlawful disturbance caused by even a single device is sufficient to constitute a crime under 

Art. 138b (1), as long as it blocks access or hinder the use of the attacked system. Yet, 

denial of service attacks are often distributed attacks in that they comprise multiple devices 

(a.k.a. DDoS). Considering the need to enhance the penalty for large-scale DDoS attacks, 

Art. 138b (2) determines that if the attack is performed through a significant number of 

devices that have been compromised through the use of tools designed for that purpose, 

a qualified form of the offence applies (Art. 138b (2)). In this case, the initial penalty of 

maximum two years of imprisonment is increased to up to three years of imprisonment. 

Following the terms of the Botnet Directive, the DCC has made DDoS a qualified form 

of DoS based on the fact that they infringe on the security of a larger number of devices 

(and not linking the aggravating circumstance to the harm actually caused by the former). 

The and the legislator made the right decision here, as the size of the attack does not 

necessarily result in a more harmful attack, but necessarily involves more victims used to 

launch the DDoS. Technically, it would be incorrect to affirm that Art. 138b (1) applies to 

DoS while Art. 138b (2) applies to DDoS attacks. That is because DDoS stands for, strictly 

speaking, any DoS involving more than one device, and Art. 138b (2) requires a significant 

number of devices be involved in the launch of the attack for the qualified form to be 

triggered. Only large-scale DDoS attacks fall within the scope of Art. 138b (2). 

Two other forms of qualified denial of service attack are offered under Art. 138b (3): if the 

attack targets critical infrastructure or serious damage is caused, the penalty is increased to 

up to five years of imprisonment. Recital (5) of the Botnet Directive clarifies that “Member 

States may determine what constitutes serious damage according to their national law and 

practice, such as disrupting system services of significant public importance, or causing 

major financial cost or loss of personal data or sensitive information.” These instructions 

indicate the standards that national courts could use in determining whether serious 

damage has been caused by a (D)DoS attack. Similarly to Arts. 138b (1) and (2), Art. 138b 

(3) requires mens rea or intent, excluding the criminalization of negligent and reckless 

behavior – although an unintentional (D)DoS attack is almost unconceivable.  
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The offences of Art. 138b are result crimes: the criminal offence only takes place if the 

purpose of the perpetrator is achieved. The DCC did not establish a minimum threshold 

for the offences of Art. 138b, meaning any intentional disturbance caused by a flood of 

requests, even if minimal and lasting for a short period of time, is sufficient to trigger the 

application of the provision – insofar as the disturbance blocks access or hinders the use 

of the targeted computer. Yet, if the (D)DoS fails to compromise the availability of the 

system, the perpetrator may still be charged for attempting to commit one of the criminal 

offences covered by Art. 138b.  

Differently from other forms of system interference, (D)DoS attacks compromise their 

availability but do not hurt their integrity or authenticity. As such, once the (D)DoS attack 

is over, the targeted system’s operations are restored and return to their original condition. 

Since (D)DoS attacks are frequently used as threat to coerce the victim, which would 

characterize the activity as criminal behavior, it is unlikely that IIAs would make use of 

(D)DoS attack while fighting a botnet. In botnet mitigation, counterattacks are often 

performed to stay under the radar of the botherders, thus giving IIAs a strategic advantage 

to engage with other fronts of mitigation while the botherders are unaware that a response 

has been set in motion. Furthermore, the pervasive character of (D)DoS and the high level 

of interference it poses could be regarded as an excessive use of force, even where the IIA 

would be authorized to launch such measure.  

4.3.3.6 Illegal interference with data 

Illegal interference with data (Arts. 350a and 350b) refers to damage caused to data 

stored, processed, or transmitted via networks. In the case of the Netherlands, it includes 

altering, damaging, suppressing, and inputting of data, following the wording of the CCC 

and the Botnet Directive. Remarking the unusual character of the inclusion of “inputting” 

in the provision, Koops (2010, p. 6) calls the inputting of data an interference in abstract, 

following the logic that injecting data into an existing body of data (e.g., files, databases, 

codes) contaminates the original dataset by corrupting its integrity.  Similarly to the offence 

of systems interference, the legislator penalized both mens rea (intent) (Art. 350a) and 

reproachable negligence (Art. 350b). Unlawful and intentional damage to data is an offence 

under Art. 350a, whereas the unlawful and non-intentional (but grossly negligent) data 

interference constitutes a crime under Art. 350b(1) if serious damage (ernstige schade) has 

been caused as a result of the non-intentional interference.  
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Qualified forms of data interference have been inserted in the additional paragraphs of 

Arts. 350a (2-4) and 350b (2). The dissemination of code intended to cause damage to data 

stored in a device (Art. 350a (3)) is such an example, punished with a heightened penalty 

of up to four years of imprisonment or a fine of the fifth category by Art. 350a (3), or up 

to a month of imprisonment or a fine of second category by Art. 350b(2), in case the 

distribution is non-intentional. In the context of mitigation, the relevance of Art. 350b(2) 

(gross negligence) is prominent. IIAs engaging in mitigation may find themselves 

unintentionally interfering with data, especially if they could be seen as a guarantor of the 

security of the compromised network/product/service. For instance, tools that pollute a 

dataset and its communications – such as Sybil attacks – are a form of interference with 

data processed within a botnet. Considering that multiple devices are unknowingly part of 

the malicious network, a Sybil attack may inundate a system whose owner is too a victim 

of the infection and serve that system a flood of false data entries that could lead to the 

takeover of the entire network. The challenge with the release of botnet mitigation tools is 

that mitigators may not have the full view of which compromised devices will be affected 

as a result of their activities. Even if such full previous identification were possible, botnet 

attacks often require a quick response from mitigators, leaving them with a short span of 

time to evaluate their strategy and possibly limited opportunities for devising their 

counteractivity. 

Another interesting element of discussion on the broad landscape of botnets is whether 

Arts. 350a(3) and 350b(2) would also apply to the distribution of forms of code that do 

not harm the data on the affected machines. Given that mitigation code could be 

inoffensive on the targeted device and merely act to repair an infection, investigating the 

reach of Art. 350a(3) and 350b(2) is useful to this study. To that end, the Explanatory 

Memorandum (MvT) that accompanied the enactment of CC II is of help - and, by Koops 

(2014, p. 222), reflects the legislator’s intention of applying Art. 350a(2) to code even where 

it does not directly damage the infected machine. As a matter of fact, the Explanatory 

Memorandum of CC II84 expressly states that “besides data that is harmful due to their 

multiplication in an automated system, damage to a system can also be caused by programs 

that perform one or more functions, which, for instance, erase the data on external 

memory or cause the system to crash”. As highlighted in MvT, 85 the purpose of the 

provisions is to capture all forms of data designed in any way to ‘cause damage’, which is 

 
84 Kamerstukken II 1998/99, 26 671, No. 3, p. 48. 
85 Kamerstukken II 1998/99, 26 671, No. 3, p. 48. 
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to be construed from the intent of the perpetrator and the nature of the tool. Mitigation 

tools that, by their nature and operation, resemble a piece of malware could fall within the 

scope of Art. 350a (3), even if the program itself inflicts no harm on the infected device. 

This is relevant to the patching of vulnerabilities by IIAs, as the offence would prevail over 

the claim that the disinfection of the machine causes no damage to the device but, on the 

contrary, stops ongoing harm. In fact, Art. 350a (3) is intended to apply to cases in which 

the piece of software causes direct damage to the machine (e.g., virus, worms, downloader 

Trojans),86 as well as to cases in which the software enables harm to be caused to another 

system (e.g., RATs87 used to launch an attack on a third system). Although the wording of 

the legal text appears to focus on crimes committed by attackers, the same is valid for 

patch codes released by IIAs attempting to mitigate an attack or suspected infection. 

Although the purpose of the software released by a botherder and an IIA attempting to 

mitigate that attack could be claimed to be polar opposites, the classification of the 

behavior under criminal law is remarkably similar. Yet, one noteworthy element separates 

the first from the second behavior, namely the unlawful nature of the behavior. While IIAs 

may act upon lawful grounds to release disrupting and disinfecting tools, the same cannot 

be said about botherders. As discussed in Section 4.3.3.3, an IIA could be authorized to 

launch an attack against a botnet where it is covered by a legal obligation that legitimizes 

the act.  

Finally, Art. 350a (4) inserted a particularly relevant exception to the criminal offence of 

Art. 350a (3). By Art. 350a (4), disseminating or making available data meant to curb 

damage caused by data interference shall not be punished as a criminal offence. This 

provision steers a valuable discussion on the lawfulness of cybercrime mitigation and the 

circumstances in which countermeasures are authorized by law. For instance, Art. 350a (4) 

could be understood as to exclude criminal liability for force-patching disinfections 

associated with data interference under Art. 350a(3). Nevertheless, the provision does not 

exclude the application of other articles of the Criminal Code, and a conduct that is 

exempted from liability under Art. 350a may still be classified as a different criminal 

 
86 Downloader Trojans are vectors that connect back to a remote server or website to deliver additional 
malware to the infected device. In a way, the downloader trojan is not the piece that executes the main 
harm but a malware connector to further infections. They differ from RAT in that they connect the 
infected device to an additional malicious payload. RATs give perpetrators access to the infected device 
but do not deliver malware by themselves.  See (Norton, Retrieved on January 18, 2019). 
87 Remote Access Trojans are designed to give attackers control over the infected computer, see 
https://us.norton.com/internetsecurity-malware-what-is-a-trojan.html  
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conduct (e.g., hacking, misuse of devices, etc.), which is of limited support to the activities 

of IIAs. 

4.3.3.7 Illegal interception 

Illegal interception (Art. 139c and 139d (1)) criminalizes the act of intercepting or 

recording data that is non-publicly transmitted by telecommunications or a computer 

system. Put differently, it refers to unauthorized surveillance performed via technical 

means that result in the capture of information transmitted by or within parts of an 

information system (e.g., between the computer and its peripherals, such as printer, mouse, 

and keyboard). Art. 139c requires the interception to be intentional (mens rea), thereby 

excluding the criminalization of its negligent form.  

Exceptions are offered in the sub-paragraphs of Art. 139c(2), which waive criminal 

responsibility of interceptions by (1) means of a radio receiver without a special effort, (2) 

persons authorized to monitor the data flows in a given telecommunication network (e.g., 

system administrator acting on behalf of the employer), as long as this does not constitute 

manifest abuse, and for (3) the proper functioning of public telecommunication networks, 

criminal investigations, or the implementation of the Intelligence and Security Services Act 

(Wet op de inlichtingen- en veiligheidsdiensten 2017). Sub-paragraphs 2 and 3(first part) 

are certainly the most interesting to this analysis, as they raise the question of whether they 

could be used to justify interception carried out in the process of botnet mitigation. 

Although the provisions waive criminal liability for interception conducted for ensuring 

the functioning of public telecommunication networks, they lack clarifying elements that 

could illuminate their use. Given the legislative choice for open norms, a judicial 

interpretation on a case-by-case basis appears to have been favored by the legislator. As 

such, the law neither informs which subjects are authorized to monitor the data flows (or 

carry out the interception), nor instructs actors about the duration and reach of the 

authorized interception. Consequently, although the use of Art. 139c (2), sub-paragraphs 

2 and 3 could be a solution for justifying the use of, for instance, high-interaction 

honeypots and crawlers managed by ISPs, the provisions may still not reach the level of 

legal certainty that Internet industry actors would prefer to have prior to engaging in 

measures that may trigger criminal liability.  

Finally, Art. 139d (1) criminalizes the preparatory act of placing a technical tool at a 

particular location with the purpose of eavesdropping on or intercepting a conversation, a 
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telecommunication, or other data transmitted over computer systems. This is one of the 

relatively exceptional cases in which the DCC criminalizes a preparatory act, but it is 

significantly relevant for mitigation efforts, especially concerning prevention of attacks. 

The attempted and consummated versions of illegal interception are criminalized under 

Art. 139c. The lack of synchrony between Arts. 139c and 139d(1) is due to frail legislative 

technique, which caused the preparatory act of Art. 139c to be a paragraph of a different 

offence. A better solution would have been to have inserted Art. 139d (1) simply as another 

paragraph to Art. 139c, since both cover variants of illegal interception.    

4.3.3.8 Misuse of devices 

Misuse of devices (Arts. 139d (2) and (3), Art. 350d) is the umbrella covering the 

broader category of offences associated with the production, distribution, sale, purchase, 

obtaining of, or otherwise making available or having in store (i) software designed 

primarily to commit a cybercrime or (ii) information that allows access to an information 

system (e.g., passwords, codes, credentials, etc.). The above provisions target the 

underground market for cybercrime tools, where actors seek and make available toolkits 

that allow the easy assembly and launch of cyberattacks. Art. 139d (2) punishes with up to 

two years of imprisonment whoever misuse devices with the purpose of committing 

hacking (Art. 138ab (1)), (D)DoS attacks (Art. 138b), or illegal interception offences (Art. 

139c), whereas Art. 139d (3) offers heightened penalties if the devices are designed to carry 

out the qualified forms of hacking under Art. 138ab (2) or (3).  

Earlier versions of the DCC included a separate criminalization of misuse of devices for 

the purpose of illegal interference with systems under Art. 161sexies (2) but no express 

provision for toolkits created to interfere with data. Art. 161sexies (2) no longer exists in 

the current version of the DCC, following the implementation of the Botnet Directive. 

Instead, Art. 350d now embraces the criminalization of tools designed with the purpose 

of committing the offences under Arts. 350a (1) (illegal interference with data) and Art. 

350c (illegal interference with systems).  

4.3.3.9  Offences against non-public data 

Art. 138c criminalizes the unlawful and intentional copying of non-public data and 

punishes whoever deliberately and unlawfully copies such data for himself or for another, 

via computer systems. The penalty for the so-called unlawful copying of data is up to one 
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year of imprisonment or a fine of the fourth category. The law lacks further guidance on 

what should constitute non-public data and creates excessive legal uncertainty around this 

criminal offence (Koops, 2017, pp. 28-29). The Explanatory Memorandum (MvT) that 

accompanied the CC III justified the introduction of Art. 138c as a measure towards the 

protection of the right to privacy in criminal law (Koops, 2017, pp. 28-29). The argument 

made in the MvT is not only fragile because it fails to create a clear connection between 

privacy and non-public data, but also because it overlooks the danger of over-criminalizing 

online behavior. Interestingly, Art. 138c covers cases in which the access to the data itself 

was initially authorized. It is the act of copying (and the later making available) the 

information that is criminalized by the provision, making the unlawfulness of the copying 

a core objective element of the crime.  

The market for unlawfully obtained data was targeted by the CC III under the new Art. 

139g. In particular, Art. 139g (1)(a) punishes with a fine of the fourth category and up to 

one year of imprisonment whoever acquires or possesses non-public data that, at the time 

of the acquisition, was known to be a product of a felony. The same offence is applicable 

whenever an agent is reasonably expected to have known that the data at stake was the 

product of a felony. Art. 139g(1)(b) criminalizes with the same penalties the making 

available, disclosing, keeping, or using non-public data for profit, when the agent knew or 

was reasonably expected to know that such data had been acquired through a felony. 

Koops (2017, p. 22) clarifies that the inclusion of Art. 139g is intended to fill in the arguable 

gap in the trading of illegally obtained non-public data. Since data does not fall into the 

same category as goods under the DCC (Koops, 2017, p. 6), Art. 139g may increase the 

legal protection of data and ensure the possession and commercialization of unlawfully 

obtained data is subject to prosecution (Koops, 2017, p. 22). Mitigators that unlawfully 

obtain data for repurposing information for mitigation efforts could be targeted by this 

provision. 

4.3.3.10 Intermediary liability exemption 

Art. 54a establishes that Internet intermediaries acting in compliance with a judicial order 

are exempted from criminal liability arising from the content being transmitted. The scope 

of the Art. 54a, which acts as an intermediary liability exemption in the field of criminal 

law, is limited to offences connected to unlawful material being transferred or stored by 

the hosting company. In the context of botnets, such provision excludes any potential 

charges of cybercrime associated with the distribution of malware made available at a 
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website hosted by a company, provided that the hosting company did not contribute or 

otherwise participate in the production of the content. In this context, judicial orders that 

direct the IIA to take actions against a botnet will thus immunize intermediaries from 

liability arising from that particular effort. 

For the purpose of the provision, a judicial order is an order issued by the public 

prosecutor and authorized by the judge invested in the case. In analyzing the effects of the 

article as reformed by CC III Act, Koops (2014, p. 13) is supportive of the greater 

guarantees the new version offers when compared to the previous version of the text, 

which lacked a provision in criminal procedure to legitimate the order of the public 

prosecutor and which failed to provide procedural safeguards. Nevertheless, argues Koops 

(2014, p. 13), chances are that judicial orders intended for temporary removal of unlawful 

content will be granted without an ultimate assessment by the trial judge of the 

unlawfulness of the material. By Koops (2014, p. 13), the best solution would be for judges 

to limit the use of such court orders to cases in which the unlawfulness of the material is 

undisputable. 

4.3.3.11 Right to stay infected  

Rationale and critique. Departing from the exposition of the Dutch Criminal Code but 

still in connection with criminal law, one could inquire whether users of infected machines 

have a right to refuse clearing and immunizing solutions. From a legal perspective, this 

question is directly relevant to matters of criminal liability associated with eventual attacks 

propagated through the user who (could) refuse clearing or immunization. The defense (or 

refusal) of a right to stay infected is uncharted territory: the literature review conducted 

through this study did not identify a significant number of arguments against or in favor 

of such a right, although the implications of a right to stay infected are numerous. The 

scholar debate has been centered on user shared-responsibility in cybersecurity, including 

the argument of cyber hygiene and criminal liability for users who fail to protect themselves 

from being victimized (Brenner & Clarke, 2005, p. 692). I argue that these are connected 

but different debates (although the argument on user shared responsibility in cybersecurity 

could be construed as an argument against the right to stay infected). The shared 

cybersecurity model views the contribution of users through a prevention lens: it targets 

what users are expected to do in order to protect themselves and others from cyber threats. 

The debate here proposed occurs at a different moment, namely after an infection has 
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taken place, and sees the user as a conduit for the continuity of the criminal behavior (and 

not an end in itself).  

At a higher level, the question that arises is if a user of a device should have the right to 

remain infected after becoming aware that her device has been infected by a botnet. It is 

also possible to inquire whether such a right exists in the absence of user’s awareness (the 

user is infected and has not been alerted of her condition) or following insufficient 

understanding of a notice to disinfect (following the request by an IIA, for instance). 

However, since this study is concerned with specific aspects of botnet mitigation and its 

implications for mitigators, I chose to focus on the scenario which appears to be the most 

convoluted for private sector actors, namely the one in which a user has been informed by 

the said actor but consciously fails to take measures to disinfect her machine. In this 

scenario, the IIA has made the necessary effort to start a disinfection campaign but such 

efforts are hampered by a concerted lack of user interaction/participation.  

From a perspective of personal autonomy and freedom, it seems logical that society must 

respect individual decisional power to choose whether to engage in anti-botnet efforts, 

also considering that the decisional power is performed on private property. A right to stay 

infected is conceivably a spinoff of property rights in the digital age and could be partly 

derived from Art.1, Protocol 1, of the ECHR. Arguably, such a right to stay infected is an 

accessory right to the peaceful fruition of property (of information systems) and could be 

construed by jurisprudence and scholarship as a necessary development of property rights 

in the connected society. Nevertheless, by valuing individual decision-making over 

interconnected devices, society could also be tolerating the risk of contamination of other 

devices, therefore permitting a final result which is prejudicial to the property of another 

and to shared cybersecurity. 

A parallel could be drawn between the right to stay infected and the right to refuse medical 

treatment, a debate that has already taken place in legal scholarship and case law of the 

European Court of Human Rights (ECtHR) (Wicks, 2001). The right to refuse medical 

treatment is grounded on the notion of physical integrity and human dignity (Wicks, 2001, 

p. 17), whereby subjecting an individual to treatment without obtaining her consent 

threatens her sense of self-worth and feeling of being valued by others in society (Wicks, 

2001, p. 22); the more invasive the interference, the graver the impact on the individual’s 

autonomy and dignity. Albeit not related to physical integrity, an abstract right to remain 

infected ensues from someone’s decisional power and personal freedom to direct her fate. 
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Recalling that disinfection efforts are often linked to alterations on information systems 

and potential exchange of information about victims whose devices have been patched or 

immunized, users may desire to resist the solutions presented to them and preserve their 

devices as they are.   

The challenge with recognizing such right is similar to accepting one’s right to refuse 

medical treatment in relation to a highly contagious disease, as they both entail an exercise 

of personal freedom and autonomy in relation to a matter that affects individual integrity. 

Yet, although taken at the individual level, such decisions have broader, shared 

consequences that may negatively impact the lives of others. Therefore, a conflict between 

personal autonomy and collective interests (and the individual interests of others in society) 

is inevitable. This is especially the case in an epidemic scenario, when consciously objecting 

to receive medical intervention may contaminate otherwise healthy individuals. Although 

exercising a personal freedom, the individual that perpetuates the contagion on a personal 

level is a menace and a source of contagion to others. Likewise, declining to patch a 

vulnerability or clear an existing botnet infection may spread the contamination to other 

information systems. This Section continues by assuming that a right to stay infected 

following a notice for disinfection could exist and draws on the consequences thereafter.  

Legal consequences. The hypothetical existence of a right to stay infected creates 

important consequences for criminal law. These shall be addressed in abstract, considering 

that a right to stay infected is formally inexistent in the EU and the Netherlands. However, 

in the event that a right to stay infected would be acknowledged by the regulatory system, 

two pressing questions should be answered: first, whether the State or a third party would 

be allowed to force-feed (botnet) immunization, and second, what liability risks would arise 

if devices were contaminated as a result of one’s exercise of the right to remain infected. 

A State or third-party intervention without the user’s consent is a serious measure. Such 

interference could severely restrict personal freedom and harm the integrity of the device 

owned by the agent who chose to remain infected. It is difficult to see how such level of 

intrusion would be legitimate if not for safeguarding the interest of others, when these 

significantly outweigh the rights of the individual at stake. An interference with an 

individual device is most likely an unnecessary interference in the large scheme of botnet 

mitigation. As such, even if a person refuses to have her system disinfected, an interference 

with a single device is arguably an unnecessary interference in view of the alternative 

mitigation efforts that can be made to neutralize an individual infection. For instance, 
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various disruption mechanisms that divert traffic of a botnet zombie can be deployed to 

alleviate the impact of an active vector (e.g., infected machine). Nevertheless, if the infected 

device at hand is acting at a higher level in the chain of command, e.g., as a server, forced 

disinfection may be interpreted as reasonable. In the case in which the single infected 

device plays an important role in the modus operandi of the botnet, the threat posed by 

the victimized device is one that surpasses the regular boundaries of machine infection and 

is severely detrimental to cybersecurity. Servers exercise power over various infected 

machines and the persistence of the infection at the server level perpetuates the chain of 

cybercrime by keeping alive a channel that can be reactivated. Therefore, if a right to stay 

infected existed in the EU and in the Netherlands, a user whose device had been taken up 

as an overload server should not be granted a right to stay infected and could be subject 

to intervention by the State or by a third party whose legitimate interests are being severely 

impaired by the botnet activities. Considering the potential impact on the fundamental 

rights of the individual who exercises her right to remain infected, it is plausible to argue 

that any intervention should be proportional to the threat posed by the infection and 

should make use of the least invasive means available so as to minimize the risks of 

interference with, for instance, the right to data protection. A valuable critique in favor of 

the right to stay infected and against interference challenges the true impact that individual 

decision can exert on distributed problem such as botnets. The individual impact of an 

average user on the greater scheme of botnet operations is likely to be marginal, indeed. 

Conversely, if individuals can waive responsibility in face of a collective problem such as 

botnets, the public policy goals of cybersecurity would be compromised, since botnets rely 

largely on the processing power extracted from many individual machines.  

The second question concerns criminal liability connected to post-infection dissemination 

that can be traced back to a vector, provided that the user of such vector refused to 

disinfect the system. For liability to be factored in, the user of the vector device must have 

been made aware of this condition and allowed due time to take the necessary measures 

to restore the stability of the system. When notifying a use of a breach of security (see 

5.4.2), those in charge of the communication should inform the user about the criminal 

goals of perpetrators spreading botnet infections, the instrumental value of her device 

within the botnet network, and the potential consequences a refusal to act to disinfect the 

device may bring about to herself and to others. After a user has learned the consequences 

her infected device may lead to, namely the fact that it will be used as a means to 
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contaminate other systems and attack a third-party device, criminal liability questions come 

into play.  

By exercising the right to stay infected with a propagative malware, a user is accepting the 

risk that her device will contaminate others and serve as a tool for criminal acts.  Brenner 

and Clarke (2005, p. 694) refer to the possibility of holding users liable for facilitating a 

cybercrime, which would not require them to share the criminal intent with the perpetrator 

and amount to a minor offence (in reference to some U.S. states). An infected user who 

consciously refuses to disinfect her machine would thus be guilty of negligently 

contributing to further victimization but would not be considered a co-perpetrator or 

accomplice of the criminal act, since the volitional requirements would be absent. As noted 

by Tjong Tjin Tai et. al. (2015, p. 64), “people who knowingly accept the likelihood that 

what they are doing provides others with an opportunity to commit a crime, implies a 

certain duty to be aware of the consequences of one’s actions and possibly to take 

preventive measures to diminish the opportunity to commit crimes”. Thus, by gaining 

awareness of her condition and the danger that such contamination brings to society, a 

user could be expected to take adequate measures to avoid the spread of the infection if 

she perpetuates her refusal to disinfect that device. In order to prevent further 

contamination and aid, the user would have to disconnect her device from the Internet or 

from the platform/service used. Today, however, this solution seems unrealistic and 

unlikely to take place. Users who refuse or neglect disinfection campaigns would likely 

attempt to continue to use their devices as usual, even after being duly informed of the 

consequences arising from the failure to immunize their systems. In light of the above 

circumstances and in order to prevent further victimization, the hypothetical right to stay 

infected should be accompanied by a duty to prevent the device from serving further 

criminal goals, in an effort to hold end-users responsible for their share in cybersecurity. 

From a Dutch criminal law perspective, it is very improbable that a knowingly infected 

user will be charged for aiding and abetting the botherder activities. The DCC dictates that 

the aider and abettor must at least partly share the criminal intent of the principal 

perpetrator, which is demonstrated by intentionally aiding and abetting the commission of 

a serious offence or by intentionally providing an opportunity, means or information for 

such a serious offence to be committed (Art. 48, DCC). Although assuming the risk of 

contaminating others and serving as a channel for botnet attacks, consciously infected 

users most likely do not desire the final result wanted by the botherder. The culpability of 

the consciously infected user resides in the field of negligence, and not intent, as there is 
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no willful criminal activity or intention to facilitate the crime. As noted by Tjong Tjin Tai 

et. al. (2015, p. 64), the threshold for criminal liability in the form of aiding and abetting is 

“closely related to the foreseeability that a particular criminal result will happen through 

the opportunity that one provides”. Furthermore, the exercise of such a hypothetical right 

is unlikely to be considered as an element of shared criminal liability for later attacks 

committed by the botherder, even where negligent forms are considered. Today, those 

who are grossly negligent in acting as conduits for further victimization could be held liable 

on the grounds of Arts. 350b of the DCC (and, depending on the circumstances of the 

case, held liable on the grounds of Art. 161septies if the threat affects a critical 

infrastructure). Also, as noted by Tjong Tjin Tai and Koops (2015, p. 1070), Art. 350b may 

apply if the user suspected of having acted as a conduit for malware propagation was 

expected to act as a guarantor. This is the case of system administrators and other security 

specialists who, because of their position and presumed knowledge, are expected to take 

necessary actions to protect the systems they operate (Tjong Tjin Tai & Koops, 2015, p. 

1070). Presently in the Netherlands, regular users who are not in the position of guarantors 

are excused from liability for further victimization, even after having been made aware of 

the risk they pose.  

4.3.4 FRAMEWORK DIRECTIVE (AND THE ELECTRONIC COMMUNICATIONS 
CODE) 

Directive 2002/21/EC, as amended by Directive 2009/140/EC and Regulation 544/2009, 

on a common regulatory framework for electronic communications networks and services 

(hereinafter: Framework Directive) regulates the transmission of electronic 

communications in the EU. As such, the Framework Directive applies to providers of 

electronic communications networks and services (hereinafter: electronic communications 

providers) and governs the activities of ISPs, a key set of actors with a pivotal role in 

cybersecurity, the functioning of the Internet, and botnet mitigation. 88  Here, I am 

concerned with the security measures introduced by the Framework Directive, as they may 

serve as a legal ground that requires private actors to protect their networks and services 

against botnet attacks. Altogether, the provisions of the Framework Directive may impact 

the level of preparedness and response to botnet incidents.   

 
88 It is relevant to observe that the Framework Directive does not apply to information society services 
such as marketplaces (see recital 9) or content providers (see recital 10), since their activities not consist 
wholly or mainly of the transmission of signals on electronic communications networks. 
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The main provision in this regard is Art. 13a, which was included in the Framework 

Directive further to the amending Directive 2009/140/EC. Art. 13a (1) of the Framework 

Directive requires electronic communications providers “to take appropriate technical and 

organizational measures to appropriately manage the risks posed to security of networks 

and services.” In clarifying the security standards expected from electronic 

communications providers, the Framework Directive establishes that the security 

measures should match the state of the art and be proportional to the level of the risks. 

For this study, Art. 13a (1) may be construed as an obligation for electronic 

communications providers to ensure their networks and services are adequately protected 

against botnets, among other forms of attacks against information systems.  Art. 13a (1) 

goes into further detail specifying the need for mitigating security incidents through 

prevention and impact minimization, which is in line with the comprehensive approach to 

botnet mitigation here defended. Moreover, Art. 13a (2) places a duty of continuity, 

meaning electronic communications providers are expected to guarantee the availability of 

their services and networks. Such a duty compels private actors to improve their resilience 

and recoverability from attacks and is directly aligned with the broad idea of botnet 

mitigation through four pillars. The following paragraph, Art. 13a (3), establishes a 

notification duty: breaches of security or losses of integrity that cause significant impact 

on the functioning of networks or services must be reported to the competent national 

authority. It is then the decision of the national authority to disclose the security incident 

if public interest demands so. This duty of notification does not overlap with that imposed 

by the NIS Directive given the inapplicability of the latter to the activities of ISPs stricto 

sensu.89  

By 1 January 2019, the EU Electronic Communications Code90 (hereinafter: EECC) had 

just been published. Although already into force, the EECC will repeal the Framework 

Directive with effect from 21 December 2020. Member States have until such date to 

transpose the new electronic communications rules into national law. These include 

provisions for improved mobile connectivity and 5G, as well as enhanced consumer 

 
89 It is worth remembering that this study adopts the definition of ISPs as introduced by the NIS Directive, 
by which digital service providers are not considered ISPs. For the purpose of this book, the term ISPs 
includes domain name registrars, hosting providers, access providers, email service providers, payment 
gateways, among others, whereas digital service providers refer to cloud computing services, online 
marketplaces, online search engines, and social media platforms, following the combined categorization 
introduced by the NIS Directive (Directive 2016/1148), the eCommerce Directive (2000/31) and the 
Directive 2015/1535. See Section 4.3.1. 
90  Directive (EU) 2018/1972 of 11 December 2018 establishing the European Electronic 
Communications Code 
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protection and consumer security (e.g., via encryption methods). Because at the time of 

writing the Framework Directive was still into force (and it was too early to speak about 

national implementation of the EECC), the legal analysis in this book will focus on the 

existing provisions of the Framework Directive and of the Dutch Telecommunications 

Act. Nevertheless, the next paragraphs elaborate on the changes that will be brought by 

the EECC after December 2020 and once national implementation has been completed. 

The purpose of the EECC is clarified in its Recital 4. The new instrument is aimed at 

simplifying the regulation of the electronic communications sector by recasting four EU 

Directives on the matter into a single Directive. One of the key changes brought by the 

EECC regards the scope of application of rules on electronic communications, which now 

cover the so-called Over-The-Top-Services (OTT). According to the same Recital 4, the 

EECC is more adapted to the new market reality, where communications services are not 

necessarily associated with the provision of a network. In particular, the EECC expands 

the concept of electronic communications provider to cover any interpersonal 

communications services. Art. 2 of the EECC defines these as services that enable direct 

interpersonal and interactive electronic exchange of information between a limited number 

of individuals, be it number-based or number-independent. As a result, the EECC will 

extend the regulatory framework to OTT services such as Skype, Facetime, WeChat, and 

WhatsApp, which were previously left unregulated by instruments such as the Framework 

Directive.  

In terms of cybersecurity, the EECC is expected to approximate the security obligations 

applicable to electronic communications services to those obligations introduced by the 

NIS Directive (in respect of DSPs and OESs), although it does not bring notorious 

changes for botnet mitigators. Art. 40 of the EECC calls upon Member States to ensure 

that electronic communications providers take appropriate and proportionate technical 

and organizational measures to manage the risks posed to the security of their networks 

and services. In doing so, providers are expected to have regard to the state of the art, and 

to adopt measures such as encryption to prevent and minimize the impact of security 

incidents. Art. 40(2) addresses the obligation to notify the authorities following a 

significant security incident, which is again similar to the language used in the NIS 

Directive. As in the case of OESs under the NIS Directive, providers covered by the 

EECC are expected to determine whether an incident classifies as significant taking into 

account (a) the number of users affected by the security incident; (b) the duration of the 

security incident; (c) the geographical spread of the area affected by the security incident; 
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(d) the extent to which the functioning of the network or service is affected; (e) the extent 

of impact on economic and societal activities. Depending on the severity of the incident, 

communication to the affected users may also be required. The EECC is expected to 

approximate the security obligations applicable to electronic communications providers to 

those already enforced against OESs under the NIS Directive. In practice, however, the 

changes in relation to botnet mitigation are unlikely to be noteworthy. 

4.3.5 ECOMMERCE DIRECTIVE  

As noted by Husovec (2016, p. 202), the legislative intention behind the Directive 

2000/31/EC on certain legal aspects of information society services (herein eCommerce 

Directive) can be extracted from the European Commission press release IP/98/999. In 

the occasion, the European Commission informed that it would pass new legislation 

exempting from liability the intermediaries that played a passive role in the transmission 

of information. This is of paramount importance to botnet mitigation. Surely, Internet 

industry actors want to be protected from liability that arises from the criminal conduct of 

a botherder, as one should not be held liable for the actions of a third party over which it 

has no control. Yet, despite the soundness of such argument, cybercrime mitigation 

struggles with the question of differentiating the capabilities for mitigation from liability 

for failure to intervene against an attack. Even though intermediaries may not surge as the 

perpetrators or intentional distributors of the bot, they may have the power and the means 

to restrict the transmission of the unlawful content, as well as to make malicious servers 

inaccessible and divert traffic to safe directories. The main task left to the legislator is to 

establish rules that determine where one can and should act and where one can but is not 

expected to do so. The eCommerce Directive introduced important provisions that 

regulate both scenarios and have thus direct impact on this analysis.  

The purpose of the eCommerce Directive was twofold: one, removing legal uncertainties 

regarding intermediary liability in the EU, and, two, preventing discrepancies on the matter 

across Member States. The eCommerce Directive, which came into force in 2000, lays 

down a specific framework applicable to information society services,91 a notion derived 

from Directive 98/34/EC (as amended by Directive 98/48/EC). Kuczerawy and Ausloos 

(2015, p. 2) point out that the scope of the eCommerce Directive goes beyond online 

retailers to include “online contracting, services providing transmission of information via 

 
91  Information society services are defined by Article 1(2) of Directive 98/34/EC (as amended by 
Directive 98/48/EC) as any service normally provided for remuneration, at a distance, by electronic 
means and at the individual request of a recipient of services. 
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communication networks, services providing access to a communication network, hosting 

of information, as well as services that do not give rise to online contracting, e.g., those 

that offer online information or commercial communications or those that provide tools 

allowing for search, access and retrieval of data.”92 In terms of application, the eCommerce 

Directive is accompanied by a horizontal effect, which extends to “intermediaries’ liability 

for any kind of unlawful content provided by their users, whether it constituted copyright 

infringement, trademark infringement, defamation, unfair competition, hate speech or any 

other type of illicit material” (Peguera, 2009, p. 482), i.e., the eCommerce Directive also 

limits liability of intermediaries in the fields of administrative, civil, and criminal law. 

Consequently, the instrument has a much broader application than its shortened name 

suggests and is unquestionably relevant to the activities of ISPs, a key segment of IIAs. It 

is precisely the legislative implications brought by the eCommerce Directive in relation to 

intermediary liability that triggers its analysis within botnet mitigation, and the importance 

for ISPs to adopt technical methods related to cybersecurity as a possible solution for 

reconciling the role that intermediaries have as gatekeepers of information (Yannopoulos, 

2015, pp. 51-52). 

Murray (2016, p. 196) observes that the diffusion of online content through intermediaries 

often prevents affected parties from identifying or seeking recourse against the publisher 

of the damaging information. Intermediaries, in turn, are more easily identifiable and play 

an important technical role in making the information available. Consequently, Internet 

intermediaries have emerged as a target of tortious claims concerning damages caused as 

a result of the information transmitted through their networks. Aware of the impact that 

the chilling effects of liability could have on the digital market, the European Commission 

introduced the eCommerce Directive to reduce economic concerns in that regard. It did 

so by harmonizing levels of liability across the EU and establishing a list of circumstances 

in which service providers are excluded from liability. The latter are defined as intermediary 

defenses or safe harbors and include the exceptions of mere conduit (Art. 12), caching 

(Art. 13), and hosting (Art. 14). In addition, the eCommerce Directive introduced a 

prohibition on a general obligation to monitor (Art. 15), which is to be analyzed in 

 
92 See Recital 18 eCommerce Directive: (…) information society services are not solely restricted to 
services giving rise to online contracting but also, in so far as they represent an economic activity, extend 
to services which are not remunerated by those who receive them, such as those offering online 
information or commercial communications, or those providing tools allowing for search, access and 
retrieval of data; information society services also include services consisting of the transmission of 
information via a communication network, in providing access to a communication network or in hosting 
information provided by a recipient of the service (…).” 
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connection with those. Examples of these information service providers includes email 

service providers, file sharing providers, online marketplaces, online payment systems, 

online advertisers, and arguably cloud computing services. The rationale behind this 

protective framework is grounded on the fact that intermediaries “are usually transferring 

the information without obtaining, or seeking to obtain, knowledge of either its content, 

or the nature of the transaction of which it is part” (Reed, 2011, p. 313). This is not to say 

that intermediaries escape the issue of liability for the content they carry altogether, but 

that in most cases “a certain level of knowledge” will act as a pre-condition for prompting 

liability (Reed, 2011, p. 313). In effect, without ISPs’ networks, various botherders would 

be unable to deliver commands to the affected machines or instruct the botnet to initiate 

a coordinated attack. Likewise, the services of registrars and hosting providers allow 

botnets to operate seamlessly and fulfil their life cycle. As such, the activities of ISPs 

(including access providers, registrars, and hosting providers) are intrinsically connected to 

the viability of botnets as cybercrime infrastructures.  

4.3.5.1 Application to offences against information systems 

The phenomenon of intermediary liability has emerged as a significant part of legal 

remedies against harmful distribution of data. Even though intermediary liability has been 

commonly addressed as an issue of defamation (Murray, 2016, p. 196) and copyright 

infringement (Husovec, 2016), the matter is equally relevant in the context of 

dissemination of malware and cybercrime toolkits that can be used to wire botnets, as well 

as transmission of botnet commands and attacks. Despite the substantial literature on 

intermediary liability in the EU, the implications of the eCommerce Directive in the 

context of attacks against information systems have not been sufficiently investigated – at 

the time of writing, no studies dedicated to intermediary liability in relation to crimes 

against information systems were identified. Corroborating the findings above, Peterson, 

Segal and Eonas (2014, p. 587) remark on the absence of studies proposing policy changes 

in intermediary liability as a means to combat cybercrime.  

The understanding that the eCommerce Directive must be analyzed also in the context of 

crimes against information systems, and not only in the context of content-related 

offences, raises two important questions. First, how can the balance between intervention 

by Internet intermediaries and respect to free speech be achieved in relation to crimes 

against information systems? Second, to what extent does the balance achieved in offences 

against information systems differ from that in content-related offences? When evaluating 
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the differences between the application of the eCommerce Directive in respect to offences 

against information systems, three elements shall be considered regarding botnet 

mitigation: the type of information being transmitted, the type of traffic, and the manner 

in which intermediaries may gain knowledge about the unlawful nature of the transmission.   

Type of information. The wording of the eCommerce Directive under Arts. 12 to 15 (the 

so-called safe harbors and the prohibition on a generation obligation to monitor 

communications) refers to exemption of liability concerning information being transmitted 

or hosted by a service provider. This study contends that the type of information the 

eCommerce Directive applies to also comprises malware-related data, including malicious 

commands sent within a botnet infrastructure. The eCommerce Directive does not 

provide a definition of the term information but given the widespread use of the word 

throughout its text, and the various contexts in which it is used (both to describe the 

activities of service providers and to define the scope of the safe harbor provisions), a 

broad interpretation of the term so as to include various forms of content is the most 

logical. Malicious code is conveyed through data packets that, for the purpose of 

transmission and storage, are similar to other forms of media content and arguably 

warranted by the eCommerce Directive. 

Moreover, it is worth noting that, even though not expressly determined by the legislator, 

the type of information described in Arts. 12, 13 and 14 is interpreted to refer to content 

of the communication and exclude other data associated with the transmission of the 

communication, such as metadata and IP addresses. Such an interpretation is only 

reasonable, given that other data associated with the transmission of the communication 

is unlikely to give rise to liability as non-content information cannot consist in an 

infringement per se – even though it could contribute to identifying the perpetrators of 

the infringement. It is the material, and therefore the unlawful content of the transmission, 

that is the central element of intermediary liability disputes. 

Type of traffic. The life cycle of a botnet counts not only on the spreading of bot software 

between devices, but also on the transmissions between the infected machines and 

malicious servers, which act as nodes in the botnet architecture. Therefore, two types of 

traffic transmitting botnet-related information can be identified: one flowing between 

devices (horizontal traffic), and one made available through compromised servers or nodes 

(e.g., websites and cloud computing platforms) storing malicious data packets (vertical 

traffic). This distinction is relevant because the wording of the eCommerce Directive refers 
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to types of information that are both transmitted and stored. Both horizontal and vertical 

botnet traffic are communicated through the networks of Internet intermediaries, but 

certain forms of interference by Internet intermediaries are particular to one form of traffic 

or another. For instance, disabling access to or taking down malicious information may be 

feasible when dealing with traffic flowing between malicious servers and devices (vertical 

traffic containing malware) but not when targeting horizontal traffic.  

Awareness. Although inspecting the content of the communication is a valuable resource 

in determining whether transmitted content is unlawful, such form of inspection is not 

often necessary for identifying botnet operations. As discussed in Section 2.8, there are 

various techniques widely deployed by service providers to detect botnets, halt attacks, and 

divert malicious traffic. By making use of these techniques, Internet intermediaries could 

be well-positioned to mitigate botnet attacks as they occur. As opposed to content-related 

offences, offences against information systems can be identified by Internet intermediaries 

without content inspection. Notably, many of the techniques described in Section 2.8 

identify malicious behavior without having to assess the content of the communication, 

but by handling traffic volumes, sources, and patterns associated with botnets. Currently, 

information sharing platforms contribute to raising awareness among Internet 

intermediaries, providing actors with vital knowledge about cyber threats, blacklisted 

nodes, and patterns of malicious behavior. The availability of technical means in the hands 

of service providers and the level of expertise accrued by experienced corporations could 

afford at least some Internet intermediaries the privilege of mitigating botnets before the 

final attack reaches its target – and often without having to assess the very content of the 

information transmitted. Gaining constructive knowledge of botnets, i.e., awareness of 

facts or circumstances from which the illegal activity or information is apparent, is possible 

for various IIAs deploying botnet mitigation tools. For that reason, the threshold of 

constructive knowledge concerning transmitted or stored information related to botnets is 

different from that of information concerning content-related offences: the first can be 

achieved with minimal effort and lower levels of interference.  

The obligation to disable access to and takedown unlawful content, as delineated in the 

eCommerce Directive and discussed in the following sections, comes with the concern 

that service providers may over-engage in removing or disabling access to content to avoid 

liability claims (Keller, 2016). In other words, over-compliance with the eCommerce 

Directive could lead to chilling effects on the right to free speech. Therefore, defining the 

parameters for achieving balance between the obligations of disabling access to and 
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removing unlawful botnet content are crucial. To a large extent, the balancing pursued by 

Internet intermediaries tackling content-related offences, such as copyright infringement 

and online child abuse, and the balancing to be strived for in relation to offences against 

information systems, such as those committed through botnets, are similar in that they 

tackle the same questions concerning the accuracy of the information flagging the 

unlawfulness of the content and the liability that may arise from violating one’s right to 

free speech. The main challenge faced by Internet intermediaries mitigating botnets resides 

in the fact that they must rely on different types of content for which different assessment 

techniques can be applied. Arguably, the set of techniques available to Internet 

intermediaries that want to filter botnet-related content is largely automated and require 

minimal human interference - it relies chiefly on data analytics. Still, the risk that other 

services may be unintendedly affected by a decision targeting a malicious communication 

channel is something that intermediaries may not be capable of anticipating or mitigating. 

Unintended over-blocking and over-censorship remain a concern when mitigation efforts 

must be enacted swiftly and with limited information. This thorny situation compels 

intermediaries to exercise due diligence and run a proportionality assessment of the 

potential spillovers and the threat at stake, in view of the information they have available.  

4.3.5.2 Mere conduit 

Art. 12 or exemption of mere conduit93 protects information society services from being 

liable for content that is merely carried out by the provider. As noted by Reed (2011, p. 

313), the mere conduit intermediary exercises no control over the sending of the 

transmissions, its recipients, or content – in the case of botnets, providers could be 

exempted from liability arising from the transmission of unlawful content in the form of 

malware. Because the intermediary has no control over the transmission, affirms Murray 

(2016, p. 198), it is imperative that the intermediary itself does not create or modify the 

content of the message. The exemption only holds where all the conditions are met and if 

the storage is limited to the time necessary to complete the transmission (Art. 12(2)) (Reed, 

2011, p. 315). Art. 12 is straightforwardly relevant to mere conduit providers whose 

 
93 Art. 12(1). Where an information society service is provided that consists of the transmission in a 
communication network of information provided by a recipient of the service, or the provision of access 
to a communication network, Member States shall ensure that the service provider is not liable for the 
information transmitted, on condition that the provider: 
(a) does not initiate the transmission; 
(b) does not select the receiver of the transmission; and 
(c) does not select or modify the information contained in the transmission. 
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networks are used to launch a botnet attack, as it immunizes such providers from liability 

even where knowledge (be it constructive or actual) exists.  

Today, various techniques deployed by service providers can identify botnet attacks with 

a high level of certainty, which raises the question of whether the exemption of mere 

conduit should apply even when the provider has gained sufficient knowledge about the 

unlawful nature of the content being transmitted. A tentative answer to this question shall 

be elucidated in Chapter 5.   

4.3.5.3 Caching exemption 

Art. 13 or caching exemption 94  applies to cases in which third-party content is 

momentarily stored (cached) on a server managed by the intermediary (Reed, 2011, p. 316). 

The caching defense is applicable to information that is stored in an automatic, 

intermediate and temporary manner with the purpose of expediting the transmission of 

the data to the recipient of the message. The defense, however, comes with additional 

requirements in comparison to mere conduit, as it also dictates that the intermediary must 

comply with conditions on access to (Art. 13(1)(b)) and accuracy of the information stored 

(Art. 13(1)(c)), and refrain from interfering with the lawful use of technology (Art. 

13(1)(d)). Plus, it establishes that intermediaries must promptly act to remove or disable 

access to information in two situations. One, after becoming aware that the original source 

has removed or disabled that same content. Two, after becoming aware that a court (or an 

administrative authority) has ruled the removal or disablement of the unlawful content. 

Failing to do so could expose the caching intermediary to liability for the cache copy 

(Murray, 2016, pp. 198-199). 

 
94 Art. 13. Where an information society service is provided that consists of the transmission in a 
communication network of information provided by a recipient of the service, Member States shall 
ensure that the service provider is not liable for the automatic, intermediate and temporary storage of that 
information, performed for the sole purpose of making more efficient the information’s onward 
transmission to other recipients of the service upon their request, on condition that: 
(a) the provider does not modify the information; 
(b) the provider complies with conditions on access to the information; 
(c) the provider complies with rules regarding the updating of the information, specified in a manner 
widely recognised and used by industry; 
(d) the provider does not interfere with the lawful use of technology, widely recognised and used by 
industry, to obtain data on the use of the information; and 
(e) the provider acts expeditiously to remove or to disable access to the information it has stored upon 
obtaining actual knowledge of the fact that the information at the initial source of the transmission has 
been removed from the network, or access to it has been disabled, or that a court or an administrative 
authority has ordered such removal or disablement. 
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Noting the gap between the caching in practice and the wording of the law, Reed (2011, 

p. 316) highlights that many servers are designed to store the cached information for longer 

than the time necessary for the transmission, which could be closer to the description of 

hosting provided in Art. 14. The reality of caching would be thus at odds with the 

description offered by Art. 13 and fall within the scope of Art. 14 (hosting exemption) if 

the practice were to be interpreted strictly according to the law.  

4.3.5.4 Hosting exemption 

Art. 14 or hosting exemption95 imposes a higher threshold for excluding liability of 

intermediaries which store unlawful third-party content. This exception applies to the 

range of hosting companies and cloud computing services, operators that manage the 

infrastructure used by clients for storing information online. As earlier described, botnet 

infrastructures are supported by malicious nodes, which can be hosted all over the world 

and connected back to the botherder. Botherders make use of cloud computing services 

and websites to store infection payloads, the reason why intermediary liability concerning 

these operators is an important legal matter for the purpose of mitigation. Since hosting 

companies offer services that may be captured by botherders – many times, a botherder 

will pay for the service provided by the intermediary-, users affected by the botnet attack 

may seek recourse to tort law in an attempt to be reimbursed for the damages caused by 

the attack.  

By Art. 14, after a tortious claim is brought against a hosting company, the latter can invoke 

the hosting exemption to bar liability from arising. However, in order for the exemption 

to apply, the intermediary must demonstrate that it had no actual knowledge of the illegal 

activity or content and that it did not receive notice of such prior to the claim. In addition 

and regarding claims for damages, the provider must prove that there were no facts or 

circumstances that made the unlawful activity apparent to the intermediary (constructive 

knowledge). Damages that may be caused by botnets include a wide array of harms, from 

material damages to property to immaterial damages to one’s right to privacy. Finally, the 

 
95 Art. 14(1). Where an information society service is provided that consists of the storage of information 
provided by a recipient of the service, Member States shall ensure that the service provider is not liable 
for the information stored at the request of a recipient of the service, on condition that: 
(a) the provider does not have actual knowledge of illegal activity or information and, as regards claims 
for damages, is not aware of facts or circumstances from which the illegal activity or information is 
apparent; or  
(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously to remove or to disable 
access to the information. 
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duty to remove or terminate access to the unlawful material is similar to the one required 

in the caching defense in that it must be performed speedily; yet, contrary to Art. 13, 

providers are also to comply with requests from the general public, which broadens the 

risk of liability.  

As noted by Kuczerawy and Ausloos (2015, p. 6), information storage by hosting providers 

is not incidental (as is the case with mere conduit and caching) but the very purpose of the 

service being offered. The narrower (or perhaps stricter) grounds for using the hosting 

exemption are thus connected to the likelihood of knowledge of the intermediary, whose 

(often remunerated) services are being exploited for making available the unlawful content. 

In the context of botnets, the center of the commercial activity is the channel through 

which the malware could be disseminated. Here, it should be the responsibility of the 

provider to ensure that the content is no longer available - once the provider has been 

made aware of the unlawful nature of the material.  

4.3.5.5 No general obligation to monitor 

Art. 15 stipulates that no general obligation to monitor online communications may be 

imposed on intermediaries. Art. 15 forbids EU Member States from passing legislation 

that requires service providers to permanently monitor traffic they transmit or store, or 

that places a general duty to actively seek evidence of illegal behavior online. Reed (2011, 

pp. 316-317) observes that Art. 15 does not entail a prohibition of a duty of care in relation 

to the material or service made available by the intermediary. Should a duty of care subsist 

in relation to the security of the intermediary’s network and its customers, this could be 

subject to contractual or tort liability, for instance. Here, I shall restrict the analysis to the 

general liability framework introduced by the eCommerce Directive. The legislator’s 

intention in prohibiting the introduction of national laws mandating monitoring of 

Internet communications by intermediaries is an attempt to preserve the ‘neutral and 

passive’ nature of the activities performed by providers (Kuczerawy & Ausloos, 2015, p. 

8). This is the current position of the European Court of Justice (ECJ) following Scarlet v 

Sabam (C-70/10) [2012] (see paras. 33-36)96 and Sabam v Netlog (C-360/10) [2012].  

 
96 33. That being so, those national rules, and likewise their application by the national courts, must 
observe the limitations arising from Directives 2001/29 and 2004/48 and from the sources of law to 
which those Directives refer (see, to that effect, L’Oréal and Others, paragraph 138). 
34. Thus, in accordance with recital 16 in the preamble to Directive 2001/29 and Article 2(3)(a) of 
Directive 2004/48, those rules laid down by the Member States may not affect the provisions of Directive 
2000/31 and, more specifically, Articles 12 to 15 thereof. 
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Understanding the restrictions imposed by Art. 15 is relevant because the provision applies 

to any legislation that might facilitate the intervention of intermediaries against botnets. 

Following a strict interpretation of the rule, if State legislation mandates cybersecurity 

measures such as the prevention and disruption techniques described in Section 2.8, such 

obligation could be interpreted as a violation of Art. 15, especially if those measures imply 

an inevitable obligation to monitor the content of traffic on the network (e.g., via deep 

packet inspection or similar tools). Yet, the reality of cybersecurity techniques, as discussed 

in this book, demonstrates a wider array of degrees in which monitoring can occur as an 

enabler for mitigation without content inspection. In cybersecurity, monitoring activities 

are oftentimes the mere observing of data patterns for detecting unusual behavior, which 

is far removed from content-related vigilance. It is worth remembering that the norms of 

the eCommerce Directive have been traditionally applied with a focus on content-related 

offences such as copyright violations and online child abuse. In those cases, monitoring of 

traffic bears a closer relationship with content analysis, posing thus a greater risk of 

interference with the confidentiality of communications. One could thus argue that the 

prohibition of Art. 15 does not necessarily preclude Member States from introducing 

cybersecurity obligations that encompass (i) the passive monitoring of data traffic and (ii) 

the observing of traffic patterns to detect malicious cybersecurity-related threats online.  

An indirect obligation to monitor is a logical compound of any security duty that requires 

a private sector actor to adopt security measures that are proportional to the risk posed by 

the cyber threats that menace their network. Identifying what the risks are and what the 

threat level is arise as indispensable steps towards defining what security measures must be 

adopted to comply with the obligation to secure one’s network and/or processing of 

personal data. To that effect, every security obligation constitutes a general obligation that 

involves some passive or indirect monitoring of data traffic. In the case of Internet 

intermediaries, this general security obligation will involve the passive or indirect 

monitoring of online communications, too. Removing the possibility of passively or 

indirectly monitoring the traffic carried through one’s network would de facto hinder the 

 
35. Consequently, those rules must, in particular, respect Article 15(1) of Directive 2000/31, which 
prohibits national authorities from adopting measures which would require an ISP to carry out general 
monitoring of the information that it transmits on its network. 
36. In that regard, the Court has already ruled that that prohibition applies in particular to national 
measures which would require an intermediary provider, such as an ISP, to actively monitor all the data 
of each of its customers in order to prevent any future infringement of intellectual-property rights. 
Furthermore, such a general monitoring obligation would be incompatible with Article 3 of Directive 
2004/48, which states that the measures referred to by the Directive must be fair and proportionate and 
must not be excessively costly (see L’Oréal and Others, paragraph 139). 
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very opportunities for an IIA to identify and respond to a botnet or other cyber threat for 

that matter. Such an interpretation would go against the wide range of cybersecurity duties 

implemented through the EU regulatory framework and interfere with the public policy 

goal of cybersecurity. To avoid conflicts of the sort, future EU legislation applicable to 

cybercrime mitigation may mandate the terms of the eCommerce Directive be interpreted 

to coexist alongside a new cybersecurity scenario in which cybercrime response is, under 

strictly justified grounds, unambiguously authorized by law. 

4.3.6 TELECOMMUNICATIONS ACT  

At this point, it is relevant to discuss the Dutch Telecommunications Act (hereinafter: TA), 

the law that implemented the Framework Directive (Section 4.3.4) and selected aspects of 

the ePrivacy Directive (see Section 4.3.8). This deviation is necessary because the national 

law added a few elements when transposing the main text of those instruments. Originally 

enacted in 1988, the TA regulates the operations of providers of electronic communication 

networks (ECNs)97 and providers of electronic communication services (ECS).98 As a 

result, the TA applies to various Internet Service Providers (ISPs) but excludes services 

concerning content or which do not involve the transmission of signals, such as hosting 

providers. The TA introduced various duties concerning security of electronic 

communications and the opportunities for maintaining networks safe and protected from 

threats. The instrument has been amended significantly over time, and the most 

meaningful provisions concerning botnet mitigation were enacted in 2012, when new rules 

on net neutrality, and security were added to the existing TA.   

Regarding information rights and security duties, Art. 7.1(1)(h) TA establishes that any 

service agreement between providers and customers must include a clause informing end-

users of the potential security measures that can be adopted by the provider to protect the 

security and integrity of the network or service. The TA, thus, requires that users be 

 
97 “Art. 1.1(e) electronic communications network: transmission systems, also including the switching 
or routing equipment, network elements which are not active and other resources that permit the 
conveyance of signals via cables, radio waves, optical or other electromagnetic means, including satellite 
networks, fixed and mobile terrestrial networks, electricity grids, to the extent that they are used for the 
purpose of transmitting signals, and networks used for radio and television broadcasting and cable 
television networks, irrespective of the type of information conveyed.” 
98 “Art. 1.1(f) electronic communications service: a service normally provided for remuneration which 
consists wholly or mainly in the conveyance of signals via electronic communications networks, 
including telecommunications services and transmission services in networks used for broadcasting, but 
excluding services providing, or exercising editorial control over, content transmitted using electronic 
communications networks and services. It does not include information society services, as defined in 
Article 1 of the Notification Directive, which do not consist wholly or mainly in the conveyance of 
signals via electronic communications networks.” 
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informed by providers about the possibility of security measures that can be adopted by 

the latter at a moment prior to entering a contractual relationship. Such a clause aims to 

ensure the user’s contractual will comprises information about security standards 

governing the service provided. This guarantee could be interpreted as a twofold 

mechanism. By ensuring that customers are made aware of the potential existence of 

security measures, Art. 7.1(1)(h) protects customers from contracting a service whose 

policies conflict with that contractual will. That same guarantee could also remove 

customers’ opportunity to claim breach of contract or eventually damages connected to 

those security measures, to the extent that their operations and possible adverse effects are 

made clear by the contractual clause.  

Art. 7.4a TA brings important considerations on the use of security measures by providers. 

Whereas Art. 7.4a(1)(g) authorizes Internet Access Providers to suspend or terminate the 

provision of the service if such measures are necessary to preserve the integrity and security 

of the network, of the service, or of the end-user’s device, paragraph 4 of the same 

provision establishes some limitations to the use of that power. It reads that prior to 

making use of the powers of Art. 7.4a(1), Internet Access Providers shall inform the 

customer concerned. In practice issuing such notifications may conflict with the 

effectiveness of security measures altogether, giving the urgency of responding to an 

ongoing or imminent attack. That is arguably the reason why Art. 7.4a (4) stipulates that if 

a prior notification is not possible due to the urgency in launching such measures, the 

provider will inform the user about the measures adopted as soon as possible. In sum, if 

an Internet Access Provider decides to hinder or slow down the traffic relating to a 

customer involved in a cyber threat, the provider is under the duty to notify that customer 

before measures are taken and, if such notification jeopardizes the efficacy of the threat 

response, the customer should be informed about the measures as soon as possible. The 

TA does not provide additional details on the form and nature of the notification, but one 

can assume this should be sufficiently clear, understandable, contain the necessary 

information about the event and the measures adopted by the electronic communications 

provider, as well as the impact of the incident and the most important consequences for 

the customer. 

For the purpose of botnet mitigation, Art. 11.3 and Art. 11.3a TA are the most relevant to 

this analysis, as they govern the launch of countermeasures and the obligation to issue a 

security breach notification, respectively. By Art. 11.3, ECNs and ECSs are required to 

adopt technical and organizational measures proportionate to the security risks threatening 
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their networks and services, which includes (i) restricting access to personal data to 

authorized personnel for legally permitted purposes, (ii) protecting the stored or 

transmitted personal data against unintentional or unauthorized processing, and (iii) having 

a data security policy. This is both in line with Art. 13a (1) of the Framework Directive and 

Art. 4 of the ePrivacy Directive, expanding on the overarching security duty of ECNs and 

ECSs. Under Art. 11.3, network providers and service providers have the duty to secure 

their systems and the transmission of information. By calling upon ECSs and ECNs to 

work on their cybersecurity reliance, response, and overall preparedness, the TA reinforces 

the importance of a cybersecurity culture by key stakeholders. The provision requires 

operators to consider the state of the art and the costs of implementation of such security 

measures. In establishing their cybersecurity system, operators must meet an appropriate 

level of security that is proportionate to the risk involved. The language used to address 

the assessment of cybersecurity (costs, state of the art, proportionality) is close to the 

language used across Art. 13a (1) of the Framework Directive and Art. 4 of the ePrivacy 

Directive to refer to the level of security that actors are expected to adopt in their 

operations. 

Furthermore, Art. 11.3(3) specially calls upon operators to inform customers about the 

security risks they may face given a particular risk and to clarify the measures and potential 

costs associated with remediating such threat. Brought to the context of botnet mitigation, 

Art. 11.3(3) is particularly interesting in the setting of victim notification, as it creates room 

for direct contact between the IIA and the user to promote disinfection of compromised 

systems. Art. 11.3(3) could be construed as a duty of care for electronic communications 

providers to inform clients about existing threats targeting their network. The law is open-

ended in this regard, leaving providers with the task to assess the means and methods for 

complying with such a duty. Low-interference means may include the use of official social 

media channels such as corporate Twitter and Facebook pages to alert users about ongoing 

threats, for instance. Higher interference means, such as security alerts shared via messages 

and pop-ups, may not only create opportunities for botherders to impersonate electronic 

communications providers but also engage in interaction that is not necessarily welcomed 

by clients. Arguably, high-interference means may be relevant in view of the type of threat 

or characteristics of the victim (e.g., a phone call where the victim is a vulnerable person). 

Art. 11.3(3) does not introduce penalties or fees for those who fail to comply with such 

duty of care, a feature which may be interpreted as a sign of the voluntary nature of this 
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duty. Finally, Art. 11.3a governs the personal data breach notification that providers are 

expected to issue following a security incident.  

By Art. 11.2a(1), electronic communications providers must protect the confidentiality of 

the communications transmitted via their networks. This is particularly important when 

considering that botnets harm the secrecy of communications of compromised devices. 

Overall, Art. 11.2a(1) could be taken to mean (1)a general duty of care for electronic 

providers to ensure the secrecy of communications of users and also (2) a legal opportunity 

for adopting efforts against botnets. When electronic communications providers fail to 

take adequate measures to protect said confidentiality, the network becomes more 

vulnerable to attacks. In other words, the duty to ensure secrecy of communications can 

be understood as a specific obligation to ensure adequate levels of security against attacks 

on communications secrecy. One final comment shall be made concerning Art. 11.2a, in 

particular paragraph 2 of Art. 11.2a, which authorizes providers to break the confidentiality 

of communications “if these actions are necessary to preserve the integrity and security of 

the networks and services”. This is to say that ECNs and ECSs may intercept, analyze, and 

collect data arising from communications exchanged in their networks and services when 

such measures are necessary for ensuring the cybersecurity of their networks and services. 

Alternatively, providers may be authorized to tap, monitor, or intercept communications 

if the customer has consented to it (Art. 11.2a (2)(a)). In case the provider relies on consent, 

paragraph 3 of the same provision determines that a range of information must be given 

to the customer about the nature, purpose, and duration of the tapping, monitoring, or 

interception.   

Finally, Arts. 11a.1 to 11a.3 TA bring further specifications regarding the continuity of a 

publicly available electronic communications service provided by an ECS or ECN, where 

Arts. 11a.1 and 11a.2 are of relevance to this study. By Art. 11a.1, ECS and ECN providers 

are required to adopt appropriate technical and organizational measures aimed at 

controlling the risks to the security and integrity of their networks and services, establishing 

a general security obligation to ensure the continuity of their services. Art. 11a.2, in turn, 

introduces an obligation to notify the public authorities about a security incident involving 

any breach of security or any loss of integrity affecting the continuity of the provision of 

the service to a significant extent, an obligation which is not found in the Framework 

Directive. The security notification obligation provided for by Art. 11a.2 has a different 

threshold than that of Art. 11.3a. Under Art. 11a.2(1), any security breach and any loss of 

integrity disrupting, to a significant extent, the continuity of the provision of a service by 
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an ECS or ECN is sufficient to trigger the obligation to notify the public authorities about 

the event, whereas the notification obligation introduced by Art. 11.3a targets security 

incidents involving personal data breaches. Paragraphs 2 and 3 of Art. 11a.2 further specify 

that the competent authority may request additional information to allow for an 

assessment of the security and integrity of networks and services of the provider in 

question. Where the event is of general interest, the competent authority may decide to 

publish the relevant information concerning the security incident or order the affected 

provider to publish such information. Given the power of attacks that may be launched 

via sophisticated botnets and their threat to the continuity of electronic communications 

services, ECS and ECN providers may also find support in Art. 11a.1 in regard to the 

adoption of botnet mitigation tools that may protect the continuity of the services they 

deliver. Furthermore, it is possible to envision situations in which the provider of an ECS 

or ECN will be subject to the security breach notification duties introduced by Art. 

11a.2(1), as botnets pose a consistent threat to their activities.  

4.3.7 GENERAL DATA PROTECTION REGULATION  

Botnet mitigation is intrinsically intertwined with the processing of data; it is the data 

concerning victims, perpetrators, and the modus operandi of the botnet that will give 

mitigators (including law enforcement) the means to halt and prevent attacks. Consistently, 

the traffic that contains the intelligence necessary to bring mitigation into effect consists 

of or contains personal data. Botnet mitigation tactics involve dangers to the right to data 

protection, making an investigation of the opportunities for cybersecurity under the 

General Data Protection Regulation a significant part of this study.  

The origins of the right to data protection in the EU can be traced back to Art. 8 of the 

ECHR and Convention 108 of the Council of Europe on the Protection of Individuals 

with regard to Automatic Processing of Personal Data (Gonza ́lez Fuster & Gellert, 2012, 

pp. 72-75). Enacted in 1981, Convention 108 of the CoE was brought into effect over a 

decade before the first EU Directive on the protection of personal data (Directive 

95/46/EC). Decades of technological development in the field of data protection have 

contributed to the creation of the General Data Protection Regulation (GDPR), conceived 

to “raise the bar for data protection laws around the world” (Buttarelli, 2016, p. 77). Under 

the data protection reform initiated by the European Union, the GDPR is the cornerstone 

of an enhanced framework for the protection of personal data in the EU.  
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Art. 5 of the GDPR lists the key principles governing the processing of personal data, 

namely, (i) lawfulness, fairness and transparency; (ii) purpose limitation; (iii) data 

minimization; (iv) data accuracy; (v) storage limitation; (vi) integrity and confidentiality. 

These shall be contextualized, where applicable, in the discussion of how data protection 

rules apply to botnet mitigation. The principle of proportionality is too one of the key 

elements of the GDPR; albeit implicit in the legal text, the principle can be extracted from 

Recital 4 and Art. 52, whereby proportionality operates as a general guiding principle that 

controls the level of interference on data protection at any given time. The proportionality 

principle influences the legal limits of botnet mitigation, as it acts as a balancing mechanism 

between effectiveness and legitimate interference by IIAs.   

The GDPR adopted a risk-based approach to the processing of personal data. 99  As 

observed by Gellert (2015, p. 7), “the notion of risk can be described as a tool for decision-

making purposes, which aims at taming future events (by definition uncertain) through the 

creation of knowledge about them so as to render them certain, and henceforth, to control 

them.” Nevertheless, the provisions of the GDPR are insufficiently clear in ascertaining 

what shall be considered a risk to the rights of data subjects in the context of cybersecurity 

and what is to be understood by new technology in that regard. Pursuant to Art. 35(1), 

processing operations which are likely to result in a high risk for the data subjects are 

subject to a data protection impact assessment (DPIA). The purpose of the DPIA is to 

ensure that prior to the performance of these high-risk operations, the controller is able to 

identify the likely risks posed and minimize the impact of the operation on the data 

protection rights of the individuals. For instance, Art. 35(3) refers to processing associated 

with high risks concerns forms of automatic profiling and mass surveillance, but no clear 

references are made to processing in the context of cybersecurity or cybercrime. A few 

more references concerning risk assessment are found through Recitals 76, 77, 89, 90, and 

91, which point out that the severity of the risk shall be assessed through the nature, scope, 

context and the purposes of the processing, and that risk assessments are especially 

relevant when dealing with sizable volumes of processing and systematic monitoring of 

individuals. Furthermore, the Article 29 Working Party issued guidelines on DPIA (2017b), 

which have been endorsed by the EDPB. The document provides guidance on when to 

conduct a DPIA and includes a list of criteria which are to be taken into account in this 

 
99 An example of this approach is materialized through Art. 35 of the GDPR, where a controller planning 
to carry out a processing that creates a manifest risk to the right to data protection is expected to conduct 
a data protection impact assessment (DPIA) prior to that. 
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process. One of the criteria is systematic monitoring, meaning a type of processing 

operation “used to observe, monitor or control data subjects, including data collected 

through networks” (Article 29 Working Party, 2017b, p. 8). Thus, because of the large 

flows of data usually examined through anti-cybercrime tools (see Chapter 2), which is a 

processing that users might not always be aware of, mitigation efforts involving personal 

data could be classified as a systematic processing which shall be preceded by a data 

protection impact assessment (DPIA). This is particularly relevant to Anti-Botnet 

Initiatives (ABIs) built upon information sharing goals. In ABIs, there is a continuous flow 

of personal data associated with botnet mitigation and an increased risk concerning such 

a permanent exchange. Therefore, carrying out DPIAs in the context of botnet mitigation 

should become increasingly more frequent. This effort will also help researchers to 

understand how industry perceives the risks associated with mitigation tools, at the same 

time that it calls upon IIAs to calibrate their mitigation efforts to ensure compliance with 

the GDPR.  

There is much to be said about the GDPR and its bearing on the landscape of fundamental 

rights in the EU. In fact, the GDPR has direct impact on matters of cybersecurity and 

cybercrime in relation to private actors. The analysis that follows is a brief recap of the 

main provisions addressing issues of security and information sharing, namely Arts. 5(1)(f), 

6(1)(a), 6(1)(b), 6(1)(c), 6(1)(f), 25, 32, and 34.  

4.3.7.1 Security of personal data  

Art 5(1)(f) of the GDPR lists security (integrity and confidentiality of data)100 as a principle 

of personal data processing. The implementation of this principle takes place specifically 

through Art 32, which is fully dedicated to describing the security standards by which 

personal data shall be processed. By Art. 32(1), both controllers and processors are 

required to adopt technical and organizational measures compatible with the state-of-the-

art, the risk posed by the threat, the likelihood of an attack, among others, in order to 

guarantee security of the data being processed by them. Interestingly, Art. 32(1) hopes to 

build a culture of cybersecurity within organizations, focusing both on the capacity to 

respond to and endure an attack through regular testing, assessments, and evaluation. By 

 
100 “Art. 5 - Principles relating to processing of personal data: (…) (f) processed in a manner that ensures 
appropriate security of the personal data, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction or damage, using appropriate technical or 
organisational measures (‘integrity and confidentiality’).” 
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virtue of Art. 32, the GDPR introduces both an obligation of means, which translates into 

the duty to dedicate the necessary amount of effort and resources to secure the processing 

of personal data, and an obligation of result, to adopt technical and organizational 

measures that are appropriate to countering cyber threats.  

Information security generally encompasses a range of characteristics over the content and 

storage of information, such as integrity, authenticity, and reliability of the data. Wouters 

(2017, p. 2) argues this plural perspective of security is endorsed by the GDPR under Art. 

32(2) and continues by stating that “the security of personal data has several objectives. 

First, it is aimed at protecting the ‘confidentiality’ of the data. The actors must prevent 

illegal dissemination and ensure that unauthorized persons do not have access to the data. 

[…] The security is also aimed at ensuring the ‘integrity’ and ‘availability’ of the personal 

data. The data should be accessible to the responsible parties. They should not be changed 

or deleted by unauthorized persons.” This multifold perspective of security has been long 

conventional in computer science literature and is a welcome addition to the legal debate.  

These security-related provisions of the GDPR may play a facilitating role in the context 

of botnet mitigation that affects personal data. As botnet attacks often jeopardize integrity 

and confidentiality of personal data, obligations to take appropriate technical and 

organizational security measures to protect the processing of personal data may provide a 

legal basis for cybersecurity measures intended to secure devices (both contaminated 

devices and third-party targets), platforms, networks and services involved in botnet 

attacks.  

4.3.7.2 Processing for the purpose of network security  

Although generally processing personal data is possible for any purpose, as long as it is 

specified, explicit and legitimate,101 Recital 49 of the GDPR102 specifically elucidates the 

 
101 This follows from the purpose limitation principle, namely, Art 5(1)(b) GDPR which stated that data 
shall be “collected for specified, explicit and legitimate purposes”. ‘Legitimate’ here is to be interpreted 
in the broadest sense (Article 29 Working Party Opinion on purpose limitation (WP 203)). 
102 Recital 49: “The processing of personal data to the extent strictly necessary and proportionate for the 
purposes of ensuring network and information security, i.e. the ability of a network or an information 
system to resist, at a given level of confidence, accidental events or unlawful or malicious actions that 
compromise the availability, authenticity, integrity and confidentiality of stored or transmitted personal 
data, and the security of the related services offered by, or accessible via, those networks and systems, 
by public authorities, by computer emergency response teams (CERTs), computer security incident 
response teams (CSIRTs), by providers of electronic communications networks and services and by 
providers of security technologies and services, constitutes a legitimate interest of the data controller 
concerned. This could, for example, include preventing unauthorised access to electronic 
communications networks and malicious code distribution and stopping ‘denial of service’ attacks and 
damage to computer and electronic communication systems.” 
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intention of the EU legislator in legitimizing the processing of personal data for network 

security purposes. Therefore, aside from the duty to secure the data processing, as 

described above, the GDPR also created opportunities for mitigators to fight against 

botnets by processing data for the purpose of securing their networks. By the principle of 

lawfulness (Art. 5(1)(a)), data processing is lawful where it is justified by one of the grounds 

of lawful data processing in Art. 6 of the same law.103 The grounds for legitimate processing 

are strictly provided for, namely: (a) consent; (b) performance of a contract or entering 

into a contract; (c) compliance with a legal obligation; (d) vital interests of the data subject 

or of another natural person; (e) performance of a task in the public interest or exercise of 

official authority; and, finally, (f) legitimate interests of the controller or a third party. No 

processing can be deemed in accordance with the GDPR if not based on at least one of 

the grounds thereby stipulated.  

Consent (Art. 6(1)(a)) may be used as a lawful ground for processing personal data in the 

context of botnet mitigation, as permission for personal data processing may be collected 

directly from the user prior to the delivery of a service. In direct contractual relationships, 

IIAs may request the data subject to consent to activities of processing concerning network 

security and end-user security. While asking for user consent for processing data in the 

context of a contractual relation is not explicitly forbidden by the GDPR, it is important 

that – when doing so – the controllers ensure that consent is informed, specific and freely 

given, and that its refusal is without detriment to the user. In other words, the user shall 

be allowed to refuse content that is not necessary for the provision of the contract. Namely, 

Art 7(2) and (4) require that “If the data subject's consent is given in the context of a 

written declaration which also concerns other matters, the request for consent shall be 

presented in a manner which is clearly distinguishable from the other matters,” and that 

“[w]hen assessing whether consent is freely given, utmost account shall be taken of 

whether, inter alia, the performance of a contract, including the provision of a service, is 

conditional on consent to the processing of personal data that is not necessary for the 

performance of that contract.” In sum, bundled consent is not supported by the GDPR. 

The GDPR strengthened the regulation on the use of consent as a legitimate ground for 

processing personal data. Not only should consent be unambiguous, specific, informed, 

and freely given, but it may also not be interpreted as such following silence, pre-ticked 

 
103 In addition, Art. 9 of the GDPR contains grounds for lawful processing of special categories of 
personal data.  
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boxes or inactivity (Recital 32). Furthermore, where the processing has multiple purposes, 

clearly affirmative consent shall be gathered for each one of them. Recital 42 builds upon 

the concept of consent to: 1. determine that controllers must prove that consent was duly 

given by the data subject, 2. preclude forms of consent gathered through unclear, 

unintelligible, or non-easily accessible language, and 3. require that the data subject be 

made aware of at least the identity of the controller and the purposes of the processing for 

which the personal data are intended.  Despite the critique on the limitations of consent, 

the human cap on making rational choices, and the trade-offs that end-users are willing to 

make (Acquisti, John, & Loewenstein, 2013), in practice consent continues to be widely 

used as a lawful ground for the processing of personal data. 

Other lawful grounds listed by the GDPR present their own thresholds. In short, 

subparagraphs (b), (c), and (f) are relevant provisions for authorizing the processing of 

personal data connected to botnet mitigation, containing their specific requirements and 

conditions for lawful processing. These include processing operations which are necessary 

for the performance of a contract to which the data subject is a part (b), compliance with 

a legal duty (c), the legitimate interests pursued by the controller or by a third party, except 

where such interests are overridden by the interests or fundamental rights and freedoms 

of the data subject (f). It is possible to envisage various situations in which the processing 

conducted by IIAs may qualify as a processing which is necessary under subparagraphs 

(b), (c), and (f), specifically within the context of sharing information about victims and 

perpetrators. Section 5.2 will delve into this matter and expand on the possibilities of 

conciliating the GDPR and botnet mitigation.  

4.3.7.3 Data protection by design  

Art. 25 concerns the promotion of data protection by design and by default, which can 

translate into valuable tools towards the security of the processing of personal data by an 

IIA. Much of the discussions around Privacy-by-Design (PbD), which eventually led to 

the concept of Data Protection by Design (DPbD), concerns technical implementation of 

legal ideas, and how legal values can be translated into code; in other words, the translating 

of notions of privacy and security into tangible tools that can be applied by a controller or 

processor or built into a device or process. Koops, Hoepman & Leenes (2013, p. 678) 

remind us that “privacy by design has been widely embraced in European policy and in 

proposed legislation, stressing the need that information systems be designed in such a 

way that privacy and data protection rules are automatically enforced and that default 
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settings restrict data processing to a necessary minimum.” Given the value of data and the 

rise of the data industry - where personal data is traded as a commodity (Purtova, 2016, p. 

84)-, enshrining data security in the design of platforms, software, and hardware can have 

a positive effect on the levels of resilience and response to botnet infections. Art. 25 

determines that principles of data processing shall be implemented at the time of 

conception and development of the means of processing. Albeit not using the exact term 

‘standardization’, Art. 25 is a de facto promotion of standardization in the field of privacy 

and data protection within the GDPR (Kosta & Stuurman, 2015, p. 444).  

Commenting on the draft version of the GDPR, where the content of current Art. 25 was 

found largely under Art. 23 of the initial proposal, Kosta and Stuurman (2015, p. 444) 

noted that proposed Art. 23(4) would give the EC “the power to adopt implementing acts 

to lay down technical standards from the requirements relating to the data protection by 

design and by default principles”. Art. 23(4) was not maintained in the final version of the 

GDPR, but the overall wording of Art. 25 indicates that controllers and processors shall 

implement technical and organization measures that guarantee data protection principles 

by default. The expectation is that incorporating security standards in the design of devices 

can reinforce their resilience.  

4.3.7.4 Personal data breach notifications  

The GDPR governs the notification duties arising from a breach of security that impacts 

personal data. By Art. 33, if a breach carries risks to personal data, the controller is 

responsible for notifying the competent authorities about the event. Similarly, Art. 34 

details the procedure and format of the breach notification directed at data subjects whose 

data has been compromised as a result of a security breach. In particular, Art. 34 can shed 

light on aspects of botnet disinfection, as victim notification is a permanent concern for 

IIAs, especially those whose reputation is harmed by attacks. The GDPR defines that 

breach notifications shall be directed at data subjects when the incidents are believed to 

create a high risk to the rights and freedoms of the subjects involved. Notably, the GDPR 

did not limit the obligation of notification to cases in which the right to data protection 

(and its accessory rights) or privacy has compromised but extended these to all freedoms 

and rights of natural persons. It is thus conceivable to argue that notifications are due even 

when the breach of personal data is associated with high risk to the integrity of property 

(e.g., devices). By this token, whenever IIAs detect or become aware of botnet infections 

that are likely to result in a risk to the rights and freedoms of individuals, Art. 34 compels 
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them to report the event to the affected persons. Given the serious threat botnets pose to 

the confidentiality of the communications exchanged by the compromised machines, it is 

fair to assume that most botnet incidents will be sufficient to trigger the obligation under 

Art. 34.  

Paragraph 3 of Art. 34, however, waives the necessity of issuing the security breach 

notification directly to the affected users in three non-cumulative circumstances. One, if 

appropriate measures were taken to render the affected personal data unintelligible to those 

who had unlawful access to it. Two, if the measures taken by the controller highly mitigate 

the risks to the rights and freedoms of data subjects, thwarting their potential 

materialization. Three, if communicating to data subjects individually about the event 

would amount to a disproportional effort. In that case, controllers are expected to issue a 

public communication that is equally effective in informing affected subjects about the 

event. In view of the accountability principle, it is for the controller to decide on how 

compliance should be achieved in those situations, since regulatory control by the 

supervisory authorities operates as an ex post mechanism. 

4.3.7.5 Sharing of personal data concerning devices located outside the EU 

Controllers and processors based in the EU often inquire which rules are applicable to the 

sharing of botnet information, including personal data, concerning non-EU citizens or 

devices located outside the Union. This is a valid question, given that the data observed in 

various mitigation tools contains information about victims and potential perpetrators 

from locations outside the EU. This entails an explanation of the territorial scope and 

subject scope of the GDPR.  

Regarding its territorial scope, the GDPR has self-defined its extraterritorial application. 

In its Guidelines 3/2018, the EDPB (2018, p. 3) reasons that the broad scope of Art. 3 

“reflects the legislator’s intention to ensure comprehensive protection of EU data subjects’ 

rights and to establish, in terms of data protection requirement, a level playing field for 

companies active on the EU markets, in a context of worldwide data flows”.  The 

regulation applies to any processing conducted by a controller or processor established in 

the EU, irrespective of the place where the processing takes place (Art. 3(1), the 

establishment criterion). The GDPR is equally applicable to any processing involving data 

relating to residents of the EU, regardless of whether the processing takes place in the 

territory of the Union, when such a processing is conducted in the context of an offer of 
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goods and services or the monitoring of activities happening in the territory of the EU 

(Art. 3(2), the targeting criterion). This is to say that even if the personal data relates to a 

person who is a not a national or resident of a Member State - and regardless of their 

physical location -, the GDPR applies to all IIAs established in the EU pursuant to the 

establishment criterion. 

4.3.8 EPRIVACY DIRECTIVE  

Directive 2002/58/EC (as amended by Directives 2006/24/EC 2009/136/EC) on the 

processing of personal data and the protection of privacy in the electronic communications 

sector (hereinafter: ePrivacy Directive) was created to supplement and specify the content 

of the old Data Protection Directive. As noted by Lloyd (2011, p. 165), the ePrivacy 

Directive introduced special privacy-related provisions in the context of publicly available 

services in public communication networks. It is not surprising that the enactment of the 

GDPR led the European Commission to propose an ePrivacy Regulation (COM(2017) 

003), 104  which is expected to supplement the GDPR in relation to electronic 

communications (see Section 4.3.8.4). It is relevant to notice that the ePrivacy Directive 

(and plausibly the upcoming ePrivacy Regulation) encompasses aspects of data privacy and 

confidentiality of communications that go beyond the rules of the GDPR, but that also at 

times overlap with the protections afforded by the GDPR (see the EDPB Opinion 

05/2019 (EDPB, 2019)). Effectively, the ePrivacy Directive clarifies rules for the 

processing of data in relation to unsolicited communications (spam), traffic data, location 

data, itemized billing, directory information, among others, besides placing duties of 

security, confidentiality, and breach notification on providers of electronic 

communications.       

For the purpose of this analysis, the rules on security (Art. 4), including breach notification 

(Art. 4(2)), and confidentiality of electronic communications (Art. 5) and are the most 

relevant to botnet mitigation. Additionally, the targeted rules on the processing of traffic 

(Art. 6) and location data (Art. 9) shall be considered when discussing the sharing of 

information relating to perpetrators and victims of botnets. Finally, Art. 15(1) lays down 

important exceptions to the application of the ePrivacy Directive: by Art. 15(1), data 

privacy and communications secrecy may be curtailed for ensuring the protection of 

 
104 COM(2017) 0003 on Proposal for a Regulation of The European Parliament and of The Council 
concerning the respect for private life and the protection of personal data in electronic communications 
and repealing Directive 2002/58/EC. 
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national and public security, as well as the prevention, investigation, detection and 

prosecution of criminal offences or of unauthorized use of communication networks. Such 

exceptions could have direct implications for those who process information about botnet 

incidents. The exceptions covered by Art. 15(1), however, must be enacted by Member 

State law and respect both the standards of Art. 8 of the EHCR105 (which are fairly 

replicated in Art. 15(1)) and Art. 52 of the European Charter of Fundamental Rights 

(following the protection of the right to a private life under Art. 7 of the Charter). By Art. 

52, “any limitation on the exercise of the rights and freedoms recognised by this Charter 

must be provided for by law and respect the essence of those rights and freedoms.” The 

provision determines that limitations to the fundamental rights protected in the Charter 

are subject to the principle of proportionality and must be necessary and adequate to fulfil 

the general interest that is the purpose of the limitation.  

4.3.8.1 Security and confidentiality 

Art. 4106 on the security of processing calls upon providers of publicly available electronic 

communications services to adopt the necessary measures to protect the security of their 

networks. The ePrivacy Directive complements the network security obligation introduced 

by the Framework Directive under Art. 13a (see Section 4.3.4), as well as introduces a 

security breach notification. The elements to be taken into account in relation to the overall 

security obligation under Art. 4 are three: the state-of-the-art, the associated costs, and the 

level of the risk at hand. The security obligation under Art. 4 is thus malleable in that it is 

intensified by advances in security technology and cybercrime techniques but tailored to 

the costs that can be borne by a given provider. As a result, providers of publicly available 

electronic communications services (e.g., ISPs) are expected to make expenditures in 

security that are proportional to their financial resources, in view of the state-of-the-art 

 
105 “Article 8 - Right to respect for private and family life 
1. Everyone has the right to respect for his private and family life, his home and his correspondence. 
2. There shall be no interference by a public authority with the exercise of this right except such as is in 
accordance with the law and is necessary in a democratic society in the interests of national security, 
public safety or the economic well-being of the country, for the prevention of disorder or crime, for the 
protection of health or morals, or for the protection of the rights and freedoms of others.” 
106 “Art. 4 - Security of processing: 
(1).  The provider of a publicly available electronic communications service must take appropriate 
technical and organisational measures to safeguard security of its services, if necessary in conjunction 
with the provider of the public communications network with respect to network security. Having regard 
to the state of the art and the cost of their implementation, these measures shall ensure a level of security 
appropriate to the risk presented.” 
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and of the likelihood and nature of an attack. Interestingly, Art. 4(1a)107 determines that 

such security measures must follow a security policy to be implemented by the provider to 

protect the information from hacking and data interference. The same provision 

determines that national authorities shall be able to audit the security of the processing and 

pass recommendations on best practices in the field. Given the rapid pace at which botnet 

incidents have been spreading, it is difficult to mold the expectations of security to those 

already part of the state-of-the-art. From the perspective of Art. 4, Internet industry actors 

are only expected to put in place mechanisms that could prevent attacks that are already 

known or reasonably foreseeable to the security community, but they are not expected to 

anticipate unexpected developments.  

Furthermore, Art. 4(2) 108  establishes a duty to report security breaches affecting the 

network of electronic communications providers. Here, such providers are expected to 

inform clients at risk, which also includes providing further details on the possible remedies 

a user may take to protect herself. In case of a personal data breach, further specifications 

are brought to the fore (Art. 4(3)). By Art. 4(3), the provider must notify the competent 

national authority about the breach and, if the breach is such that it poses a risk to the 

privacy of the user, the notification shall also be directed to individuals. Both types of 

notification must fulfil the requirements set forth in the last paragraph of the provision, 

which determines that the notification will at least describe the nature of the incident 

affecting personal data, provide a contact point for further information about the event, 

and suggest mitigation tools to minimize the potential impact of the breach. The 

notification to the authorities will include, in addition to those elements, a description of 

the consequences of the security incident and information about the security measures 

adopted or that will be adopted by the provider to mitigate the data breach. The obligation 

to notify users will be waived if the provider demonstrates to the national authorities that 

it has implemented all necessary measures to remedy the breach at hand, including 

 
107 “Art. 4(1a).  Without prejudice to Directive 95/46/EC, the measures referred to in paragraph 1 shall 
at least: 
— ensure that personal data can be accessed only by authorised personnel for legally authorised purposes, 
— protect personal data stored or transmitted against accidental or unlawful destruction, accidental loss 
or alteration, and unauthorised or unlawful storage, processing, access or disclosure, and, 
— ensure the implementation of a security policy with respect to the processing of personal data, 
Relevant national authorities shall be able to audit the measures taken by providers of publicly available 
electronic communication services and to issue recommendations about best practices concerning the 
level of security which those measures should achieve.” 
108 “Art. 4(2).  In case of a particular risk of a breach of the security of the network, the provider of a 
publicly available electronic communications service must inform the subscribers concerning such risk 
and, where the risk lies outside the scope of the measures to be taken by the service provider, of any 
possible remedies, including an indication of the likely costs involved.” 
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rendering the leaked data inaccessible by third parties (an action commonly described in 

cybersecurity as ‘bricking’).109 In particular, Art. 4(5) establishes that the Commission may, 

in consultation with ENISA and the Article 29 Working Party (since replaced by the 

EDPB), “adopt technical implementing measures concerning the circumstances, format 

and procedures applicable to the information and notification requirements referred to in 

this Article”. 

An obligation to secure confidentiality of the data and related traffic data is provided for 

by Art. 5. While the duty to secure data under Art. 4 is directly imposed on providers, Art. 

5 addresses Member States (Lloyd, 2011, p. 166). It is then the obligation of the national 

legislator to enact norms that compel providers to preserve the confidentiality of the data 

and related traffic data. Securing the confidentiality of the data entails protecting the data 

 
109 “Art. 4(3).  In the case of a personal data breach, the provider of publicly available electronic 
communications services shall, without undue delay, notify the personal data breach to the competent 
national authority. 
When the personal data breach is likely to adversely affect the personal data or privacy of a subscriber 
or individual, the provider shall also notify the subscriber or individual of the breach without undue 
delay. 
Notification of a personal data breach to a subscriber or individual concerned shall not be required if the 
provider has demonstrated to the satisfaction of the competent authority that it has implemented 
appropriate technological protection measures, and that those measures were applied to the data 
concerned by the security breach. Such technological protection measures shall render the data 
unintelligible to any person who is not authorised to access it. 
Without prejudice to the provider's obligation to notify subscribers and individuals concerned, if the 
provider has not already notified the subscriber or individual of the personal data breach, the competent 
national authority, having considered the likely adverse effects of the breach, may require it to do so. 
The notification to the subscriber or individual shall at least describe the nature of the personal data 
breach and the contact points where more information can be obtained, and shall recommend measures 
to mitigate the possible adverse effects of the personal data breach. The notification to the competent 
national authority shall, in addition, describe the consequences of, and the measures proposed or taken 
by the provider to address, the personal data breach. 
(4).  Subject to any technical implementing measures adopted under paragraph 5, the competent national 
authorities may adopt guidelines and, where necessary, issue instructions concerning the circumstances 
in which providers are required to notify personal data breaches, the format of such notification and the 
manner in which the notification is to be made. They shall also be able to audit whether providers have 
complied with their notification obligations under this paragraph, and shall impose appropriate sanctions 
in the event of a failure to do so. 
Providers shall maintain an inventory of personal data breaches comprising the facts surrounding the 
breach, its effects and the remedial action taken which shall be sufficient to enable the competent national 
authorities to verify compliance with the provisions of paragraph 3. The inventory shall only include the 
information necessary for this purpose. 
(5).  In order to ensure consistency in implementation of the measures referred to in paragraphs 2, 3 and 
4, the Commission may, following consultation with the European Network and Information Security 
Agency (ENISA), the Working Party on the Protection of Individuals with regard to the Processing of 
Personal Data established by Article 29 of Directive 95/46/EC and the European Data Protection 
Supervisor, adopt technical implementing measures concerning the circumstances, format and 
procedures applicable to the information and notification requirements referred to in this Article. When 
adopting such measures, the Commission shall involve all relevant stakeholders particularly in order to 
be informed of the best available technical and economic means of implementation of this Article. 
Those measures, designed to amend non-essential elements of this Directive by supplementing it, shall 
be adopted in accordance with the regulatory procedure with scrutiny referred to in Article 14a(2). 
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from surveillance, undue access, and interception, while allowing for the storage that is 

necessary for transmitting a communication. If adopted across industry, such norms can 

have a preventive effect on known forms of botnets.  

4.3.8.2 Traffic and location data 

Traffic data covers information that is processed during the transmission of a 

communication or for the billing thereof (Art. 2(b)); these types of data are often relevant 

during the attribution process, in which businesses and law enforcement attempt to 

identify the source of the attacks and the identity of the victims. Illustrating different forms 

of traffic data in connection with the transmission of an e-mail, the Article 29 Working 

Party (2000, p. 32) pointed out that “traffic data consist partly of information supplied by 

the sender (e.g., e-mail address of the recipient) and partly of technical information 

generated automatically during the processing of the e-mail (e.g., date and time sent, type 

and version of "e-mail client").” The Article 29 Working Party (2000, p. 33) continues its 

opinion by listing various traffic data, namely: “e-mail address and IP address of sender, 

type, version and language of the client agent, e-mail address of receiver, date and time of 

sending the e-mail, size of the e-mail, character set used, subject of the mail (this also gives 

information about the content of the communication), name, size and type of any attached 

documents, list of SMTP relays used for the transmission.” Traffic data, thus, does not 

comprise content data, but has important elements that may help in the identification of 

the senders and recipients of a data packet, which is of relevance in mapping botnets.  

Exceptionally, traffic data can be kept if the retention serves the purpose of Art. 6, paras. 

2 (billing and payment services), 3 (marketing electronic communications services or value-

added services), and 5 (traffic management, customer enquiries, fraud detection, among 

others). Aside from these exceptions, Art. 6 mandates that all traffic data be erased or 

anonymized once the communication is transmitted. Aware of the limitations that such a 

strict duty of data erasure would have on security and criminal investigations, the EU 

legislator allowed Member States to limit the scope of Art. 6. By Art. 15(1), Member States 

may enact further legislation on the preservation, for a limited period, of traffic data and 

location data for protecting national and public security and criminal justice. The ECJ 

ruling of April 2014 (Digital Rights Ireland, Joined Cases C-293/12 and C-594/12) that annulled 
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the Data Retention Directive110 has an important bearing on the interpretation of Art. 15(1) 

of the ePrivacy Directive, as the latter was intended to apply to situations outside the scope 

of the Data Retention Directive. In its ruling, the ECJ concluded for the invalidity of the 

latter based on the fact that the Data Retention Directive exceeded the limits imposed by 

the principle of proportionality under Articles 7, 8 and 52(1) of the EU Charter of 

Fundamental Rights (Rauhofer & Síthigh, 2014, p. 119). The debate sparked by the 

decision is too extensive and its full implications are still undefined. Yet, it is worth noting 

that existing legislation at the national level was not as such invalidated following the 

decision of the ECJ. The European Parliament is currently investigating the regulatory 

options to preserve the continuity of data retention for the purpose of criminal 

investigations (European Parliament, 2018). Although Art. 15(1) is not directly affected by 

the decision above, the invalidation of the Data Retention Directive is relevant in that it 

targets the proportionality of retention measures and the risks that data retention may bring 

about.  

In 2018, the ECJ decided in Tele2 v Watson (C-203/15 - Tele2 Sverige) that the data retention 

provided for by Ar. 15(1) was limited to cases involving serious crimes such as organized 

crime and terrorism. As noted by the ECJ, in reference to Digital Rights Ireland, in view of 

“the seriousness of the interference in the fundamental rights concerned represented by 

national legislation which, for the purpose of fighting crime, provides for the retention of 

traffic and location data, only the objective of fighting serious crime is capable of justifying 

such a measure.” The decision is influential not only in that it limited the scope of 

application of Art. 15(1) to countering crimes, but also in that it introduced further 

elements to it by (1) requiring that the measure be strictly necessary to fight serious crime, 

(2) subjecting the measure to prior judicial review, (3) imposing an information obligation 

towards data subjects, and (4) restricting the storage of the data to the territory of the EU. 

Still, the ECJ did not clarify the concept of serious crimes to which Art. 15(1) applies. The 

lack of a definition of serious crimes leaves the interpretation of the term overly open, 

which creates significant uncertainty in relation to which crimes could be covered by that 

provision. Given the seriousness of botnet-related crimes, there is room to argue that 

botnet mitigation could benefit from the application of Art. 15(1), but it is not evident that 

 
110 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the 
retention of data generated or processed in connection with the provision of publicly available electronic 
communications services or of public communications networks and amending Directive 2002/58/EC. 



181 
 

such argument would be upheld by the courts since the danger created and damage caused 

by a real-life botnet depends on the consequences brought by that particular event. 

In addition to traffic data, location data other than traffic data is also specifically regulated 

by the ePrivacy Directive (Art. 9) in relation to value added services. As per Art. 2(c), 

location data (including traffic data) encompasses pieces of data processed in a 

communication (or in connection with this communication) showing the geographic 

position of the terminal equipment of a user of publicly available electronic 

communications services. Location data (other than traffic data) offers critical details about 

a person and cannot be processed without prior consent of the user. Similarly to traffic 

data, this type of location data is to be erased as soon as the communication has been 

completed. Here, the exception of Art. 15(1) still applies, thus technically allowing 

derogations from the need for consent, anonymization, or erasure when such measures 

are, for a limited period, needed for safeguarding national and public security and criminal 

justice. Once again, the exceptions of Art. 15(1) are to be enacted via national legislation 

and have no direct effect under the ePrivacy Directive alone. 

4.3.8.3 National implementation 

Art. 4 of the ePrivacy Directive was transposed in the Netherlands in the form of Art. 11.3 

of the TA. Further details about the procedure of communicating the incident to the 

supervisory authority are covered in Art. 11.3a of the TA. Likewise, Art. 15 of the ePrivacy 

Directive was passed into national law via Art. 11.13 of the TA, whose the text is very 

close to that of the original EU Directive and does not offer further clarity on the 

circumstances in which legal rights may be limited in the context of cybercrime. The 

enactment of Art. 11.13 in the Netherlands is largely connected to matters of data retention 

but remains of relevance in aspects of information sharing (see Section 5.2.1). Finally, Art. 

11.13 excludes providers from the duties assigned under Arts. 11.5, 11.5a, and 11.9(1) of 

the TA (lawful grounds) when the processing is necessary for the purpose of (1) national 

security and (2) prevention, investigation, and prosecution of criminal offenses.  
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4.3.8.4 ePrivacy Regulation  

In January 2017, a proposal for an ePrivacy Regulation was made public by the European 

Commission (COM (2017)10 final)111. Justifying the need for an updated set of norms on 

privacy of communications online, the European Commission cited the rapid pace of 

communications technology, including the penetration of Over-The-Top communication 

services, which presently escape the framework of the ePrivacy Directive. The new 

ePrivacy Regulation is, thus, aimed at repealing the existing ePrivacy Directive, increasing 

the levels of protection across the Union, and ensuring consistency with the GDPR. At 

the time of writing, the Council of the European Union and the European Parliament had 

not yet entered negotiations on an agreement over the final content of the ePrivacy 

Regulation. For that reason, this section takes into account the initial proposal introduced 

by the European Commission in 2017. 

Among the changes that can impact the rules applicable to botnet mitigation, the repeal of 

existing security obligations is the most relevant to this study. Since the ePrivacy regulation 

is complementary in relation to the GDPR, the norms of the first are envisioned to fill in 

matters that are not directly covered by the latter. As such, the security obligations 

enshrined under the GDPR are likely to remain the main norms on the security of personal 

data. That being said, the proposed Art. 6(1)(b) determines that the processing of 

electronic communications data (which includes content and metadata) under the ePrivacy 

regulation shall be permitted whenever such processing is “necessary to maintain or restore 

the security of electronic communications networks and services, or detect technical faults 

and/or errors in the transmission of electronic communications, for the duration necessary 

for that purpose.” In its current terms, Art. 6(1)(b) gives rise to another new legal ground 

for processing electronic communications for the purpose of network security. Although 

such a ground is not necessarily novel and could be inferred from Art. 32(1) of the GDPR, 

Art. 6(1)(b) of the proposal for an ePrivacy Regulation expands the permission enshrined 

under the GDPR to cover other types of electronic communications data that are not 

personal data (in that particular context, at least). This stretch is a welcoming move for 

botnet mitigators, as the launch of response measures often surpass the realm of personal 

data.  

 
111 Proposal for a Regulation of the European Parliament and of the Council concerning the respect for 
private life and the protection of personal data in electronic communications and repealing Directive 
2002/58/EC (Regulation on Privacy and Electronic Communications). 
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Furthermore, Art. 17 of the proposal governs notification obligations. After the enactment 

of the GDPR, overlapping norms on security breach notifications have been in force. The 

ePrivacy Regulation is expected to streamline the matter, only complementing the GDPR 

on the selected aspects. The introduction of Art. 17 is one of such measures. In the 

proposed article, providers electronic communication services shall inform end-users 

about the risks concerning the security risk detected, whenever the mitigation measures 

surpass the range of measures available to the provider. This communication must include 

information about the necessary response measures to be taken by the end-user, as well as 

an estimate of the costs associated with such response measures. Art. 17 of the initial 

proposal of the ePrivacy Regulation is similar in content and scope to the existing Art. 4(2) 

of the ePrivacy Directive.  

Note that the proposed ePrivacy Regulation intends to preserve the essence of the current 

rules on data retention as introduced by Art. 15 of the ePrivacy Directive. As expressed by 

the EU legislator in its initial proposal, “Member States are free to keep or create national 

data retention frameworks that provide, inter alia, for targeted retention measures, in so 

far as such frameworks comply with Union law, taking into account the case-law of the 

Court of Justice on the interpretation of the ePrivacy Directive and the Charter of 

Fundamental Rights.” This is to say that the rules on data retention are unlikely to be 

altered as a result of a new ePrivacy Regulation alone.   

4.3.9 POLICE AND CRIMINAL JUSTICE DATA PROTECTION DIRECTIVE  

Building upon the discussion on the sharing of information regarding botnets, another 

instrument to be considered is the Directive (EU) 2016/680 of 17 April 2016 on the 

processing of personal data by competent authorities for the purposes of criminal justice 

(herein the “Police Directive”). The enactment of the Police Directive brings implications 

for botnet information sharing between Internet industry actors and law enforcement 

agents. Replacing the old Framework Decision 2008/977/JHA, the Police Directive has 

the purpose of harmonizing the processing of personal data within law enforcement in 

face of legal and technological developments. That explains why the Police Directive often 

refers back to the terminology, concepts, and provisions of the GDPR.  

As noted by de Hert and Papakonstantinou (2016, p. 9), the nature of criminal justice 

investigations requires a certain level of flexibility in the implementation of conventional 

principles of processing of personal data that, if enforced to their fullest, could be 

detrimental to criminal justice itself. Because of the specific context to which the norm 
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applies, the Police Directive did not intend to guarantee the same level of realization of 

fundamental rights enshrined under the GDPR. In effect, the Police Directive safeguards 

a flexible model for the right to data protection that is balanced against the public interest 

of criminal justice. As illustrated by de Hert and Papakonstantinou (2016, p. 9), “strict 

requirements of data quality may not be observed when security data are often based on 

hearsay, information from undercover sources and rumours. Or, the principle of purpose 

limitation may not be strictly applied, because information collected on a particular case 

may find unexpected uses in resolving other cases in the near or not so near future. Or, 

the right to information and access, if exercised to their fullest extent possible, would 

practically render any suspect surveillance operation obsolete.”  

This study is not concerned with mitigation of botnets by law enforcement authorities, but 

rather with the influence of IIAs in mitigation, regardless of whether the activities of 

mitigation are carried out by public or private sector organizations. To that end, there is a 

scenario in which public and private sector work together towards the same goal. The 

landscape of botnet mitigation is permeated with actions carried out by public-private 

collaborations, which often emerge from a sharing of information initiated by private 

sector organizations which are aware of unlawful activities targeting their networks. 

Interestingly, the sharing of botnet-related data between law enforcement and private 

sector organizations is likely to fall within the scope of both the Police Directive and the 

GDPR. I shall explore this scenario further in Chapter 5 (Section 5.2.6) but distinguishing 

between the scope of application of the two instruments is of preliminary relevance at this 

point. 

The processing of personal data initiated by an Internet industry actor - on its own behalf 

and without encouragement from law enforcement - will always be subject to the GDPR. 

This is not only clear from the material scope of the GDPR (Art. 2) but from the wording 

of Art. 2 of the Police Directive. The application of the Police Directive is contingent on 

the qualification of the controller as a competent authority (Art. 3(7) of the Police 

Directive). An Internet industry actor that has not been entrusted by national law to 

exercise public authorities and public powers for the purpose of crime prevention, for 

instance, cannot be considered a competent authority when the activities of processing are 

part of its regular business activities. Therefore, the transmission, distribution, and 

otherwise making available of personal data by IIAs regarding botnets is out of the scope 

of the Police Directive and calls for the direct application of the GDPR. The reception or 

other forms of authorized access to these same data by law enforcement, in turn, is the 
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exact type of processing of personal data covered by the Police Directive. As such, 

although the data in question is the same, there are multiple levels of processing and 

different controllers at the end points of the exchange of information calling for the 

application of distinctive laws.  

The processing of personal data processing by competent authorities benefits from the 

flexible framework provided by the Police Directive, as the public interest in the realization 

of criminal justice so justifies. The four main elements of divergence between the GDPR 

and the Police Directive and with relevance to the analysis at hand touch upon: (i) the 

distinction between different categories of data subject (Art. 6), (ii) the requirements 

regarding the lawfulness of processing (Art. 8), (iii) certain specific processing conditions 

(Art. 9), and (iv) the limitations on transfers of data to third countries and international 

organizations (Arts. 35 to 40). 

Art. 6 determines that Member States must enact legislation that requires data controllers 

to distinguish between the different categories of data subjects (criminal suspects, 

convicted persons, victims of a crime, and witnesses). This is a troublesome obligation for 

those processing botnet-related information due to the blurring nature of botnet (data) 

intelligence. Prior to advanced data analysis, differentiating data concerning victims from 

data concerning perpetrators may be incredibly difficult. The forensics of botnet incidents 

demands a strenuous assessment that may be unlikely to be concluded during the 

processing by law enforcement. Envisioning the obstacles of enforcing such a norm, Art. 

6 stipulates that such an obligation will be enforced where applicable and as far as possible. 

On October 17, 2018, the Netherlands enacted a law amending the existing Police Personal 

Data Act (Wet politiegegevens (WPG)) and Criminal Justice Personal Data Act (Wet 

justitiële en strafvorderlijke gegevens (WJSG)), thereby implementing the Police Directive 

into national law.112 Art. 6b of the WPG introduced a literal version of Art. 6 of the Police 

Directive. As a result, no valuable differences currently exist between the EU and the 

national provision that could bring further elements to the task of botnet mitigation. 

Whereas the lawfulness of processing in the GDPR is conditioned to one of the pre-

established grounds of Art. 6 of that instrument, under the Police Directive Member States 

have some discretion to define the grounds for processing. Nevertheless, these legitimate 

grounds enacted at national level are lawful only to the extent that they are necessary for 

“the performance of a task carried out by a competent authority for the purposes set out 

 
112 Staatsblad 2018, 401.  
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in Article 1(1) and that it is based on Union or Member State law.” That is to say that the 

legitimate grounds to be created during the transposition of the Police Directive must be 

passed through law and be essential to the performance of the activities of law enforcement 

for the purposes of (i) the prevention, investigation, detection or prosecution of criminal 

offences or (ii) the execution of criminal penalties, including the safeguarding against and 

the prevention of threats to public security (Art. 1(1)). 

Art. 9(1) of the Police Directive governs the application of the principle of purpose 

specification to the processing of personal data by law enforcement. It determines that the 

processing operation must be in line with the objectives described in Art. 1(1) or otherwise 

permitted by EU law or Member State law. This is to say that, aside from the purposes of 

prevention, investigation, detection and prosecution of criminal offences or the execution 

of penalties, the processing of personal data is precluded and will only be justified if 

covered by an exception created by Member States or EU legislation. This exception 

should be used carefully, as it may negatively impact on the rights and freedoms of 

individuals. 

The transfer of personal data to third countries and international organizations is governed 

by Arts. 35-40 and encompasses a detailed scheme for sharing of information between 

national competent authorities in the EU and foreign law enforcement authorities. While 

this is a processing completely covered by the provisions of the Police Directive, since the 

transfer excludes the participation of private sector agents, it remains relevant to our 

analysis in that the content of the transfer may refer to information initially collected by 

IIAs and may propel international efforts against botnets. By the logic constructed by the 

GDPR and the Police Directive, personal data collected in the EU by IIAs and concerning 

botnets targeting foreign equipment and users may be transmitted to the national 

competent authorities (as well as to actors based in the third country, if an adequacy 

decision exists concerning its data protection framework). It is then up to the national 

LEAs to decide whether and when to use Arts. 35 to 40 and transfer the data to the 

competent foreign law enforcement or international organization. The national LEAs must 

then decide whether the transfer is indeed necessary for the achievement of criminal justice 

in that territory. 

4.3.10 GENERAL PRODUCT SAFETY DIRECTIVE  

Information security of consumer products has become a more prominent issue with the 

penetration of IoT devices. Enacted to improve the level of consumer protection in the 
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EU, the General Product Safety Directive (Directive 2001/95/EC of the European 

Parliament and of the Council of 3 December 2001 on General Product Safety, hereinafter: 

GPSD) governs the matter of product safety in the Union, introducing norms that apply 

to the safety and security of information systems. In the field of IT, the concepts of 

safety113 and security114 are closely connected, although not interchangeable. While product 

security concerns the mitigation of risks to the integrity, confidentiality, and availability of 

the embedded system, the notion of product safety is more accurately expressed as a 

condition in which a product is unlikely to cause harm. From this perspective, the link 

between security and safety in information technology is clearer in that security 

vulnerabilities could be exploited to compromise the safety of their users (Cerf, Ryan, 

Senges, & Whitt, 2016, p. 10). For that reason, the GPSD is largely relevant to the category 

of Internet industry actors that produce and commercialize information technology, 

having a direct impact on this study. As the title of the GPSD suggests, the objective scope 

of the Directive is restricted to products, which by Art. 2(a) of the GPSD includes all 

products ‘intended for consumers or likely, under reasonably foreseeable conditions, to be 

used by consumers even if not intended for them’. Furthermore, the notion of product 

applies to commercial activities, covering products used in the provision of a service. As it 

shall be discussed, the category of services is not comprised under the notion of product in 

the EU (see Section 4.3.11.1). As a result, producers of custom-made software, for 

instance, are out of the scope of both Directives. Despite this limitation, the concept of 

producers used in the GPSD is extensive, covering various phases of the supply chain (Art. 

2(e)). 

By Art. 2(b), a product shall be considered safe if, under foreseeable circumstances of use, 

it presents no risks to the consumers or minimum risks that are compatible with its 

intended use. In evaluating whether a product complies with the general framework of 

safety, the characteristics, effects and presentation of the product shall be considered, as 

well as the target audience of users (Art. 2(b)). Products targeting children and the elderly, 

for instance, must demonstrate a level of safety compatible with the cognitive capacity and 

limitations of that audience. A product that fails to comply with any of the statutory 

 
113 “Digital safety is the protection of the user in his or her environment, with technical mechanisms and 
policies that protect the users from being harmed by improper operation of the device” (Cerf, Ryan, 
Senges, & Whitt, 2016, p. 10). 
114  “Online security is the protection of the physical network, operating systems and content from 
exposure, modification or functional damage, utilizing a combination of software and hardware 
mechanisms” (Cerf, Ryan, Senges, & Whitt, 2016, p. 10). 
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requirements introduced by Art. 2(b) shall be considered unsafe (Art. 2(c)) and may be 

cause for product liability under the framework of the Product Liability Directive (PLD) 

(see Section 4.3.11). The GPSD does not elaborate further on the notion of safety or on 

how it connects to cybersecurity. By Art. 3(3) of the GPSD, aside from cases where 

national law specifically provides for a framework for product safety, the assessment of 

the safety of a given product will consider EU and national standards, EC 

recommendations on product safety assessment, product safety codes of good practice, 

the state-of-the art and technology, and the reasonable consumer expectations concerning 

safety. As the text of the GPSD reveals, relevant aspects of product safety have been 

delegated to national regulators and standardization bodies, which is possibly the reason 

why the GPSD keeps the discussion at a higher level.  

Despite the existence of norms concerning product safety in the EU market, modern 

technologies such as IoT devices continue to be developed without proper security 

standards (Schneier, 2017). On the specific topic of IoT – and the avalanche of botnets 

exploiting well-known vulnerabilities (e.g., Mirai Botnet in 2016)-, security risks have called 

for an improved legal framework on cybersecurity and clearer rules on liability. Exploring 

the magnitude of the security gap in IoT, Maras (2015, p. 100) argues that vast amounts of 

IoT devices are inflicted with backdoors and hardcoded passwords generated by 

manufacturers themselves. The author continues by claiming that the race for innovation 

has led businesses to release products which are not fully secure (2015, p. 100). It is 

interesting to note that Maras’ reflections were published a year before massive attacks 

exploiting basic security flaws in IoT devices became public, showing once again that 

manufacturers can undermine cybersecurity by failing to implement the state-of-the-art in 

security technology.  

The GPSD has been transposed in the Netherlands through the Commodities Act 

(Warenwet), which does not present a significant deviation from the original EU text. At 

the time of writing, the GPSD was being reviewed by the European Commission, and 

future developments could have profound consequences for civil liability of vendors and 

manufactures of information technology. Regulatory developments in the field of 

standardization of safety and security (discussed further in Section 4.4.1) are welcome 

additions to an evolving landscape of interconnected devices, which require novel 

conceptions on safety and security adjusted to the reality of cybersecurity. 
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4.3.11 PRODUCT LIABILITY DIRECTIVE  

Understanding the circumstances in which a manufacturer or supplier may be held liable 

for damage or injury caused by defective and faulty products is a significant aspect of 

cybersecurity. In the era of information systems, poorly secured devices are easy targets 

for attackers and can produce damage to both end-users and society. Consumer regulation 

concerning liability for defective products is a long-established object of EU regulation. In 

1985, the EU enacted a Directive to harmonize liability rules for defective products 

(Directive 85/ 374/ EEC or Product Directive Liability (PLD)) and hold producers 

responsible for harms caused by their faulty goods. By Polinsky and Shavell (2010, p. 1440), 

product liability laws have three goals: 1. Persuade producers to improve product safety, 

2. Cause prices of products to reflect their risks, and 3. Provide compensation to injured 

parties. The rules of the Product Liability Directive contribute to goals (1) and (3) in that 

they create deterring sanctions against the production of unsafe products and formalize a 

system of damage compensation to injured consumers. To commensurate between prices 

and risk levels is a task of the market and rightfully not addressed by the EU regulator.  

It must be observed that the Product Liability Directive introduced a mixed system of 

liability that permits coexistence between the rules of the Directive with additional 

contractual liability and tort law enforced at national level (Art. 13).115 Contrary to the 

traditional approach of minimal harmonization, however, the Product Liability Directive 

introduces maximum level of harmonization, pursuant to the understanding of the ECJ.116 

This is to say that Member States cannot deviate from the text of the EU instrument to 

introduce more favorable norms of consumer protection. As observed by Fairgrieve and 

Howells (2007, p. 965), “[in Commission v. France] the ECJ held that Article 13 does not 

mean that a Member State can maintain a general system of product liability different from 

that provided for by the Directive. From this perspective, the Court would seem to have 

commensurately restricted the resort to pre-existing systems. However, the ECJ went on 

to say that Article 13 allows for the co-existence of product liability systems of a different 

type, 'based on other grounds, such as fault or a warranty in respect of latent defects" or 

in the case of special liability systems relating to specific types of products.” Notably, the 

regime introduced by the Product Liability Directive is based on strict liability, or liability 

without fault or negligence, but purely economic damages (i.e., financial loss without 

 
115 Art. 13. This Directive shall not affect any rights which an injured person may have according to the 
rules of the law of contractual or non-contractual liability or a special liability system existing at the 
moment when this Directive is notified. 
116 Case C-52/00 Commission v France [2002] ECR 1-3827 
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damage to physical integrity or property interests) are not covered by the PLD (Art. 9). 

Only damages caused by death and personal injuries, or damages caused to private property 

can be compensated on the basis of the PLD. 

In light of the above, the main question at hand is whether the Product Liability Directive 

applies to information systems that lack proper security standards and to what extent 

producers can be held liable for botnet attacks launched by perpetrators exploiting these 

vulnerabilities.  

4.3.11.1 Application to software and hardware 

The first step into this enquiry is to determine whether the Product Liability Directive 

applies to IIAs that produce defective software and hardware and cause damage to users 

and/society.117 For that, a few elements must be characterized: a producer, a defective 

product, and damage to users and/or society. By the wording of the law, producer118 is the 

agent who manufactures: 1. a finished product, 2. any raw material, 3. a component part; 

or whoever presents herself as a producer by placing distinguishing features on the product 

(e.g., name, trademark, etc.). It is easy to anticipate that, from the range of Internet industry 

actors, software vendors and hardware manufacturers would fall within this definition. The 

main question is whether software and hardware are to be considered a product by the 

terms of the law. 

There is little doubt about the application of the PLD in relation to hardware because of 

their physicality. Physical objects are a finished product, a raw material or a component of 

a finished product and thus easily covered by the definition of product under Art. 2 PLD.119 

The debate truly surfaces when considering whether software is to be regarded as a product 

per the same Art. 2, mainly whether software should be seen as a service rather than a 

good and therefore outside the scope of the Product Liability Directive. Reed (2011, p. 12) 

contends that such a distinction is contingent upon the circumstances in which the 

software is acquired. By Reed (2011, p. 12), the sale of a standard computer program is the 

 
117 “Art. 1. The producer shall be liable for damage caused by a defect in his product.” 
118 “Art. 3. 
1. 'Producer' means the manufacturer of a finished product, the producer of any raw material or the 
manufacturer of a component part and any person who, by putting his name, trademark or other 
distinguishing feature on the product presents himself as its producer.” 
119 “Art. 2. 
For the purpose of this Directive 'product' means all movables, with the exception of primary agricultural 
products and game, even though incorporated into another movable or into an immovable. 'Primary 
agricultural products' means the products of the soil, of stock-farming and of fisheries, excluding 
products which have undergone initial processing. 'Product' includes electricity.” 
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sale of a good and not a service, whereas a made-to-order software is to be regarded as a 

service. The preponderant understanding that software is a product within the scope of 

the Product Liability Directive is constrained to those products where the software is 

embodied in such a way that there is no dissociation between the final product and the 

software itself (e.g., fitness trackers, smart watches), except when software is developed as 

a customized service to a customer (e.g., custom website application). In other 

circumstances, affirms Vihul (2014, p. 9), a program sold on a physical medium and equally 

available to all interested buyers is generally characterized as a product, with the additional 

exclusion of cloud applications. Stuurman (1991) defends a broader approach and argues 

that even plain software should be considered a ‘product’ for the purpose of Art. 2 PLD. 

From that perspective, whether integrated into a device or sold as a finished product (e.g., 

anti-virus program, anti-spyware program, operation system, etc.), software is to be 

regarded as a product and thus within the reach of the Product Liability Directive. This 

study adopts a broad perspective on the matter, by which no obstacles to the application 

of the Product Liability Directive should exist in the context of products made by the 

Internet industry.  

4.3.11.2 Liability for defective software and hardware 

Even if the Product Liability Directive applies to software and hardware produced by the 

Internet industry, it is not certain that liability arises if the product at stake is not considered 

to be defective. As stated previously, the PLD applies the regime of strict liability. In other 

words, while there is no need to evidence fault of the producer, the burden of proof is on 

the plaintiff to demonstrate the defect, the damage, and the causal link between the two 

(Giesen & Loos, 2002).  

Are insecure software and hardware also defective products? Yes, whenever they fail to 

meet the reasonable expectations a consumer might have. On the one hand, every device 

is vulnerable by default since absolute cybersecurity is unattainable. Cybersecurity concerns 

minimizing risks, increasing resilience to attacks, and improving recoverability of 

information systems, not the creation of inviolable technology. From this perspective, if 

vulnerability would be the single criterion, every software and hardware would be defective 

by nature. On the other hand, best practices in cybersecurity are widely discussed among 

developers and manufacturers, and many of them have become industry quality standards 

(see Section 4.4.1). As a result, there are plenty of solutions to many popular vulnerabilities 

that continue to be exploited by attackers. It is thus more realistic to speak of insecure 
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devices as those that fail to internalize the best practices in security which are readily 

available and accessible to the producer. This is the rationale incorporated in Arts. 6, 7(b) 

and 7(e) of the Product Liability Directive. Altogether, it reads that a product is defective 

if it fails to deliver the level of safety expected at the time in which it was put into 

circulation. Another parameter for product liability is the safety that a person is entitled to 

expect. Discussing liability law in the context of automated cars, Schellekens (2015, p. 512) 

notes that “the safety a person is entitled to expected is an open norm that needs to be 

filled in for automated cars” (and, I argue, for cybercrime attacks affecting IoT devices). 

Following the line of thought developed by Schellekens for the context of self-driving 

vehicles (2015, p. 512), legal practitioners would have to define what level of security users 

and bystanders are entitled to expect from a device. Even if such expectations are defined, 

the subsequent task of ascertaining whether a device de facto meets the expected standard 

of security remains a challenge.  

Social expectations aside, a product will not be considered defective just because another, 

improved version, is subsequently placed on the market (Art. 6(2)). In effect, Art. 7(1)(e) 

dismisses producer liability for development risks, or defects that at the time the product 

was placed in the market were beyond the scientific and technical knowledge. In sum, 

software and hardware that fail to internalize the levels of cybersecurity which are known 

to industry at the moment they are put into circulation may be deemed defective under the 

Product Liability Directive. It is interesting to see that the rules created by the PLD are 

not tailored to software that, where installed on a connected device, can be updated 

regularly for security improvement, leaving questions about IoT cybersecurity unanswered. 

For instance, the PLD does not provide for situations in which a software vulnerability 

becomes known after the product has been put into circulation. In these cases, even if a 

producer has the means to patch the vulnerability, the law does not require one to do so.  

Finally, considering industry’s reliance on best practices disseminated in the sector, Art. 

7(1)(d) allows for a standards defense. If a producer proves that the defect persists despite 

compliance with regulatory standards, product liability will not be characterized. Exploring 

the intricacies of Art. 7(1)(d), Fairgrieve and Howells (2007, p. 972) reason that despite the 

uncertainty surrounding the scope of subparagraph (d), the purpose of the legislator was 

to waive producer liability in cases where regulatory standards exist and are observed by 

the producer. The presence of technical standards, as shall be discussed in Section 4.4.1 

Standards, provides a double-sword criterion in terms of strict liability. Here, compliance 

will act as a default defense (Art. 7(1)(d), whereas incompliance could trigger liability and 
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characterize the defect (Art. 6(1)(c)), if assumed that a person can reasonably expect that a 

product is placed on the market following compliance with technical standards for that 

industry. 

4.3.11.3 Damage caused by third parties 

The question that follows is whether Internet industry actors could be held liable for 

damage that is caused by virtue of the actions of a third party. Given that the damage 

caused by a botnet is not triggered by the affected device alone and only arises as the result 

of an interference by a third party, it is not clear whether the producer should bear the 

liability for such damage. Art. 8(1) of the Product Liability Directive recognizes joint 

liability of damages caused both by the defective product and the action of a third party. 

Still, the law does not go as far as to expressly exclude liability in cases where the product 

already presents a defect. This is to say that, even in cases where a vulnerability is exploited 

by a third party, if such vulnerability arises as the result of failure to comply with the safety 

requirements prescribed by Art. 6(1). The Directive does not commensurate liability in 

case damage is caused by both the defective product and the action of a third party, 

therefore adopting an integral system of joint liability and giving the injured persons the 

opportunity to pursue their claim against both or either the producer or the third party. 

Considering the circumstances surrounding botnet attacks, plaintiffs will likely bring their 

claim against the producer, given the expected solvability of the company. Plus, it is far 

simpler to identify the responsible producer behind a defective product than to establish 

authorship for a botnet attack.   

But even in cases of joint liability in which a third party is purportedly responsible for 

launching an attack against a defective product, the plaintiff is still expected to prove 

causality between the defect and the alleged damage. If the burden of proof in botnet-

related damages remains with the plaintiff, it is hard to see how individuals would be able 

to prove causality, at least with a level of certainty that satisfies the court. The assessment 

of the causality link should be deferred to experts in computer forensics and, even then, it 

is improbable that the plaintiff would succeed. As remarked by Tjong Tjin Tai et al. (2015, 

p. 58), “proof of causality (did the specific vulnerability lead to the botnet?), the existence 

of many other contributing factors, the remoteness of the damage,” among other factors, 

would thwart the aspirations of plaintiffs harmed by botnet incidents.  
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Unless an individual can prove that the defendant was at least partly responsible for the 

botnet attack, her claim is unlikely to be upheld. Proving that an Internet industry actor is 

partly responsible for an event initiated by a third party (botherder), when there is no 

reason to believe that the harmful consequences were intentionally facilitated or supported 

by the IIA, is extremely burdensome. Even if a plaintiff would be able to prove 

contributory causation, many variables can have a decisive role in the occurrence of a 

botnet attack, some of them attributable to the plaintiff (e.g., cyber hygiene), making such 

a claim unlikely to succeed in a court of law. 

4.3.11.4 Material and non-material damages 

Botnets surface as a clear case in which there could be damages to property (material) and 

to fundamental rights (non-material). Art. 9 of the Product Liability Directive recognizes 

a right to recovery towards both material and physical damages, in addition to non-material 

damages as provided by national law and excluding pure economic losses. The material 

and non-material damages caused by a botnet attack are contingent on the infection vector 

and revenue stream adopted by that criminal infrastructure (for an overview of botnet 

typology, see Chapter 2, Part II). Material or pecuniary losses are damages that can be 

readily valued or quantifiable in monetary terms, such as the loss of property or salary; 

non-pecuniary losses, in turn, refer to damages that by default are not directly expressed 

in monetary values, such as psychological harms in the form of fear, anxiety, and distress. 

Note that even if a botherder has not yet launched an attack against devices outside the 

bot network, damage to the devices part of the botnet is already configured. The mere 

installation of bot software harms the integrity of information systems and confidentiality 

of communications, aside from often consisting in unlawful processing of personal data. 

Therefore, it is not necessary for a botnet attack to be activated: the dissemination of the 

bot software by the botherder(s) may already reach the threshold of damage, be it material 

(e.g., damage caused to property other than the defective product itself, such as a device 

that is infected by virtue of a defective server) or immaterial (e.g., fear and anxiety resulting 

from the harm to privacy) losses. These types of damages allow individuals to claim 

compensation for the monetary and psychological damages inflicted (see Section 4.3.11.5). 

Notably, the PLD regime provides for compensation for natural persons only, leaving legal 

persons outside of its scope. Hence, IIAs attempting to hold producers liable for damages 

caused to their own systems would most likely have to resort to the general system of torts, 

since producers are likely to be companies (Art. 6:162 BW) (Section 4.3.11.5). Because the 
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PLD was created within the framework of consumer protection, it is not surprising that 

its regime is unaligned with the landscape of botnet mitigation.  

Botnets can cause various material losses associated with damage to information systems 

and additional expenditures made to mitigate the effects of the attack. Within the PLD 

regime, non-pecuniary losses caused by botnets, such as the emotional distress caused by 

a loss of privacy, were left to the national legislator. Yet, calculating the pecuniary value of 

such harm remains a challenge (Calo, 2011, p. 2) – ultimately, privacy-related harms ask 

the courts to define what the value of privacy and informational privacy in that case. By 

the same token, other forms of non-pecuniary losses ensuing from mitigation efforts are 

equally hard to assess.  

4.3.11.5 Tort law in the Netherlands 

As noted by Giesen, Kristen, and Kool (2015, pp. 320-321), torts and crimes have 

commonalities, in that they both consist on forms of redress for a damage provoked by an 

unlawful act. In the case of torts, this redress is financial. Although tort law is mostly 

marked by its attempt to convert the material and non-material losses suffered by an 

injured party into numerical terms, it functions as a means for compensation, loss shifting 

(and spreading), deterrence, and avoidance of economically inefficient behavior (van 

Gerven, Lever, & Larouche, 2000, p. 18). Given that anti-botnet measures, as well as failure 

to adopt cybersecurity measures, may violate legal rights and legal norms, Internet industry 

actors must pay close attention to compliance to avoid tort liability. The desirability of 

increased botnet mitigation by Internet industry actors stumbles upon the principal 

problem of tort law, as delineated by Larenz and Canaris  (van Gerven, Lever, & Larouche, 

2000, p. 15): the conflict between the protection of legal interests and freedom of action. 

According to Larenz and Canaris (van Gerven, Lever, & Larouche, 2000, p. 15), “[tort law] 

creates an inherent danger, which is all the more serious as the mere possibility of 

becoming entangled in liability [claims] can keep citizens from engaging in such activities 

as are lawful or indeed socially desirable, on account of the uncertainty associated with the 

evaluation of the risks involved.” 

Tort law is regulated under the Dutch Civil Code (Burgerlijk Wetboek; hereinafter: BW). 

In legal terms, it refers to non-contractual liability for damages caused to a person as a 

result of an unlawful act (Art. 6:162 BW). Product liability is a form of tortious act; 

therefore, a general introduction to Dutch tort law is relevant to help clarify the governing 
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rules on product liability adopted in the country. It is possible to envision other tortious 

acts, aside from product liability, arising in connection with botnet incidents, such as torts 

caused by the possession of a defective object (Art. 6:173 BW). Furthermore, every 

criminal act is an unlawful act in Dutch tort law (Giesen, Kristen, & Kool, 2015, p. 317). 

For reasons of administrative efficiency, criminal torts are examined by the criminal court 

deciding on the criminal act. By Art. 51f of the Code of Criminal Procedure (Wetboek van 

Strafvordering), if the victim so requests (vordering benaldeelde partij), the criminal court will act 

as a civil court and rule on the alleged tortious act (Giesen, Kristen, & Kool, 2015, p. 317). 

Tort liability in the Netherlands is only triggered in the presence of four elements: 1. 

unlawful conduct, 2. imputability, 3. causality, and 4. damage (Kottenhagen & 

Kottenhagen-Edzes, 2007, p. 188). The absence of any of these elements precludes tort 

claims brought by an injured party and, therefore, compensation for alleged damages. As 

evidenced by the elements of tort liability, the Netherlands follows the French tradition on 

the concept of fault. Fault is composed of an objective element (unlawful conduct), which 

refers to the violation of a legal duty or violation, plus a subjective element (imputability), 

which concerns the psychological capacity of the injurer to understand and accept the 

consequences ensuing from the tortious act (van Gerven, Lever, & Larouche, 2000, p. 

301).  

Per Art. 6:162(2), three categories of unlawful acts exist that may give rise to tort claims. 

In Dutch law, torts can originate from acts or omissions that breach a legal right, violate a 

statutory duty, or violate a rule or norm of unwritten law relating to a social conduct 

(Giesen, Kristen, & Kool, 2015, p. 323) (Tjong Tjin Tai T. F., Koops, Op Heij, e Silva, & 

Skorva ́nek, 2015, p. 54). These three categories of unlawful acts are not overtly described 

by the Civil Code, which defers the concrete interpretation of the acts to courts. Per 

Giesen, Kristen, and Kool (2015, pp. 324-325), the decision to delegate the interpretation 

of unlawful acts to torts is most adequate, in that it avoids rigidity and allows the norm to 

be adaptable to changing social circumstances. Nevertheless, it is understood that the first 

category of unlawful acts refers to violations of rights (Giesen, Kristen, & Kool, 2015, p. 

323), such as the right to data protection. The second, to statutory duties regulated in 

professional and organizational codes (Giesen, Kristen, & Kool, 2015, p. 323). Lastly, the 

third category refers to open standards concerning a general duty of care (Giesen, Kristen, 

& Kool, 2015, p. 323), which shall be discussed in Section 4.3.12.3.  
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The second element of a tort claim is imputability (Art. 6:162(3)), or whether the unlawful 

behavior can be attributed to the wrongdoer, insofar as the injurer can be personally 

blamed for the unlawful behavior (van Gerven, Lever, & Larouche, 2000, p. 301). Under 

tort law, even if the damage caused to a person can be attributed to another, compensation 

will only arise if the injurer is blameworthy. Paragraph 3 of Art. 6:162 clarifies that an 

unlawful act will only be attributed to the agent if it results from fault or from a cause for 

which she is responsible by the law or by views generally accepted by society. In that sense, 

imputability in the Netherlands is closer to the concept of culpability in German civil law 

(Verschulden): the state of mind of a person who intentionally or negligently caused damage 

to another (van Gerven, Lever, & Larouche, 2000, p. 302). Given the wide scope of 

security obligations applicable to IIAs, unlawful conduct and imputability could arise from 

failure to mitigate attacks.  

Causation, the third element of a successful tort claim, is understood as the demonstration 

that the wrongdoing gave rise to the alleged damage. Thus, causation is an objective, fact-

based assessment between alleged cause (unlawful act) and consequence (material and/or 

immaterial losses). The scope of causation has been expanded through national 

jurisprudence (Giesen & Loos, 2002, p. 81), in which the Supreme Court has held that 

causation is proven if a wrongdoing causes or heightens a certain risk of harm and such 

risk materializes. Exceptionally, the presumption will be removed if the defendant can 

prove that the damage would still occur if she had taken preventive measures (Giesen & 

Loos, 2002, p. 81) [HR 26 January 1996, NJ 1996, 607]. This might well be the case in a 

sophisticated botnet attack.  

In assessing whether causation has been demonstrated, a court takes account of the 

remoteness test. Testing the remoteness of the damage, also interpreted as the 

foreseeability of the damage by the tortfeasor, introduces an element of proximity in 

causation. Proximity is first and foremost an element of fairness in torts. By the principle 

of fairness, a party cannot be held liable for a damage that is so remote – and, therefore, 

exceptional – that it would be unreasonable to expect her to account for such events (van 

Gerven, Lever, & Larouche, 2000, pp. 410-411). Given the prevalence of botnet attacks, 

it is reasonable to expect that Internet industry actors act in accordance with the risks and 

threat posed by such menace. In the current state of cybersecurity, waiving liability of an 

Internet industry actor on the sole basis of remoteness would be improbable.  
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Dutch law recognizes several categories of damages, as regulated by Arts. 6:95 to 6:110 

BW. By Giesen and Loos (Giesen & Loos, 2002, p. 83), Dutch tort law grants a broad 

scope of compensation for unlawful acts, including compensation for damages that cause 

physical, immaterial, and economic losses (the sum of the actual loss plus the missed 

profits). In general terms, non-contractual torts may compensate injured persons for a 

wide range of damages caused by a party that acted unlawfully. Nevertheless, by Art. 6:106, 

only three categories of immaterial damages are recognized by Dutch law, namely, 1. harms 

intentionally inflicted by the other party, 2. physical injuries, reputational (or honor) harms, 

or other harms caused to a person; 3. harms caused to the memory of a deceased family 

member. The wording of Art. 6:106 makes it clear that immaterial damages only exist as 

damages caused to a person; this is to say that Dutch law has not recognized immaterial 

harms caused to private companies (even if the harm is intentionally inflicted).  

Relativity, the final element to be considered, may curb the aspirations of injured parties – 

and the expected compensation. The principle of relativity, arguably the fifth element of 

torts in the Netherlands, is enshrined under Art. 6:163 of the Civil Code and determines 

that if the alleged tortious act violated a standard of behavior which does not intend to 

offer protection against the damage suffered by the injured person, no direct obligation to 

compensate such damage exists. Giesen, Kristen, and Kool (2015, p. 326) argue that 

relativity (or scope-of-the-norm requirement) is a necessary limitation to balance the 

openness of tort law. The effect of relativity in tort law is the ineligibility of tort claims 

arising from bystanders, third parties whom the tortfeasor had no obligation to protect. 

This is an interesting provision in the scope of botnet mitigation, since various IIAs could 

claim that damages caused to third parties whom the IIA had no direct obligation to 

protect (e.g., users outside its network) - and towards whom the IIAs was not a guarantor 

- may not claim compensation for harms caused by anti-botnet measures.  

The extent to which the principle of relativity may protect IIAs from liability claims under 

the GDPR is not fully certain, since anti-botnet measures may inflict damages to the right 

to data protection of bystanders – which could be protected under the GDPR and its 

broad scope of compensation. Pursuant to Arts. 82 and 83, GDPR infringements give rise 

to the right to compensation for both material and non-material damages caused by 

unlawful processing of personal data. Note that by Art. 83(6), the claim for damages “shall 

be brought before the courts competent under the law of the Member State” where the 

controller or processor is established or, alternatively, where the individual has her 

residence. As such, the reach of the right to compensation under the GDPR is not 
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comprehensive and remains subject to national laws and procedures. Finally, controllers 

and processors will be exempted from liability if they prove that they were in no way 

responsible for the harmful event (Art. 82(3))– an argument that could be upheld by the 

courts since botnet attacks are not directly caused by the IIAs themselves. 

4.3.11.6 Third-party liability in the Netherlands 

In the specific context of botnets, it is important to establish whether Dutch law may hold 

IIAs liable for damages caused an event triggered by a third party or even a thing. In other 

words, it is relevant to explore under what circumstances IIAs could be subject to tort 

liability for botnet attacks launched by botherders, and if IIAs could be jointly liable for 

the damage. 

As discussed, Dutch law introduces four elements of tort claims, namely, unlawful act, 

imputability, causality, and damage. An unlawful act could, for instance, occur if an IIA 

fails to implement security standards and best practices before placing an IoT device on 

the market. In that case, one could argue that the IIA may be held liable for contributing 

to the causation of the harm inflicted by a botnet attack that exploits that known 

vulnerability. Nevertheless, imputability and causality also apply. Based on 6:162 BW, if 

the unlawful act (e.g., botnet attack) is performed by a third party, claims of tort liability 

against an IIA could be impaired due to lack of attribution. In case the attack is launched 

by a third party and no fault can be attributed to the IIA, the tort liability implicates only 

the botherders. However, the PLD, for instance, requires the producer to internalize the 

state-of-the-art in the products it makes available. Such a product liability obligation could 

hold the IIA liable for infringing a security duty mandated by law and thus hold the IIA 

(partly) responsible for the damages caused by the attack.  

In another case envisioned by tort law, the possessor of a defective device that causes 

damages to other persons may also be held liable (Art. 6:173(1) BW). Yet, the provision 

seems unfit to encompass the reality of botnets. According to the legal text, which holds a 

person liable for possession of a dangerous movable equipment, liability arises where the 

said equipment is known to cause great danger to people and property and where it does 

not meet the standards set for its use. Botnets spread through commonplace equipment 

(i.e., computers) used by the general population and by a wide variety of legal persons in 

their everyday activities. To that effect, computers are unlikely to fall into the category of 

goods that are known to cause great danger where they fail to meet certain standards. In 
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the context of critical infrastructure, however, the rules of Art. 6:173(1) BW may be of 

greater relevance, although it is unlikely that CI and CII providers would be held liable for 

causing a botnet to spread because they made use of equipment which had the potential 

to cause great danger and outside the standards in which such equipment should be put to 

use. 

Apart from the scenario in which the damage is caused by the botnet attack, it is still 

possible to inquire about tort claims based on faulty actions led by IIAs during botnet 

mitigation. Various actions that are regarded by IIAs as security measures could be 

construed as unlawful acts. For instance, the unauthorized monitoring of users’ 

communications, unlawfully disconnecting users from their networks, unauthorized 

interference with systems and data, among others. These unlawful acts could constitute 

cybercrime offences (Section 4.3.3), or amount to a violation of the right to data protection 

or of the principle of net neutrality (enshrined under Art. 7.4a TA and governed by 

Regulation 2015/2120). Therefore, without clear authorizing grounds, botnet mitigation 

efforts could generate liability for IIAs, given that many of the technical measures that 

target botnets may interfere with the rights and freedoms of the users whom the IIAs are 

attempting to protect. In this case, since the damage is caused as a result of the actions 

performed by the IIAs, imputability is characterized. For that reason, it is important that 

legislators improve legal certainty around the legitimacy of cybercrime prevention. 

Expanding the conclusion of Tjong Tjin Tai et al. (2015, p. 160) to the broader context of 

IIAs, private sector engagement in botnet fighting can easily conflict with fundamental 

rights and that means further regulatory efforts are needed with a view to rethink and 

revise the coexistence of privacy and data protection with cybercrime prevention. While 

the legality of countermeasures remains disputable and rules continue to segregate IIAs by 

sector rather than by their potential contribution to information security, the panorama of 

botnet response will remain unclear – and, therefore, a liability risk for those who engage 

in mitigation. 

4.3.11.7 Product liability in the Netherlands 

On the matter of whether product liability should be analyzed under torts or contractual 

liability, Giesen and Loos (2002, p. 76) observe that, in Dutch law, a contractual fault 

amounts to a tortious act under tort law, where it causes personal injury. “Since the 

contractual chain usually needs to be ‘stretched out’ to be able to put in a products liability 

claim under contract law,” argue Giesen and Loos (2002, p. 76), “it is both easier and safer 
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to make use of tort law instead of contract law.” Following this clarification, liability for 

defective products will be here investigated through the general law of torts.  

The product liability regime implemented in the Netherlands follows the Product Liability 

Directive closely and refers to strict liability circumstances following the commercialization 

of an unsafe product. By Art. 6:186 BW, a product shall be considered defective if it lacks 

the level of safety that can be reasonably expected, in light of its presentation and regular 

purpose, and considering the moment it was placed on the market (Boom & Doorn, 2006, 

p. 267). There is no absolute consensus on whether product liability in the Netherlands 

follows the strict liability regime promoted by the EU Directive, given that national 

application of product liability departs from Art. 6:162 BW, a tort rule of negligence 

(Giesen & Loos, 2002, p. 76). By Giesen & Loos (2002, p. 76), the Dutch system of product 

liability combines both fault-based liability and strict-liability regimes.  

The remaining provisions are a faithful implementation of EU law, already discussed in 

Section 4.3.11.2. Additionally, in cases where it is difficult to identify the producer of the 

defective product – what can be a recurrent issue in disputes involving devices that include 

components manufactured by different agents-, Art. 6:187(4) determines that the supplier 

be held as the producer for the purpose of the law. Finally, the Netherlands chose not to 

implement a cap on the value of compensatory damages and, per Art. 6:192(1), contractual 

clauses that stipulate a limit on the total amount of compensation are deemed void. 

Despite the advances in product liability legislation and the evolution of the concept of 

software as a product, there are serious doubts about whether claims based on software 

vulnerability will be upheld in national courts when the plaintiff is a non-contracting party. 

Therefore, bystanders would be out of the scope of protection afforded by product liability 

law. As observed by Tjong Tjin Tai et al. (2015, p. 58), “In an example scenario, a company 

suffers from a DDoS attack, which is caused by a botnet that came into being partly by 

the existence of a vulnerability that led to many malware infections. As this example 

immediately makes clear, any claim on the basis of negligence would run into practically 

insurmountable difficulties as to proof of causality (did the specific vulnerability lead to 

the botnet?), the existence of many other contributing factors, the remoteness of the 

damage, and the possibility that the company’s interests are outside of the scope of 

protection of the norm (‘relativiteit’). It seems unlikely that it is found unlawful towards 

third parties to leave vulnerabilities in software, and in any case a claim on the supplier is 

almost certain to fail due to other difficulties.” This brings up the question of whether the 
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current framework of liability is aligned with an optimal allocation of cybersecurity costs. 

Without a system that protects both contracting parties and bystanders for damages partly 

caused by the vulnerabilities created by a producer, injured parties will have no recourse. 

Accepting such circumstances would correspond to acknowledging that users in the 

information society are permanently susceptible to damages for which there will be no 

tangible means for compensation.    

4.3.12 CIVIL CODE  

Dutch civil law departs from the Roman tradition (ius civile) and shares common roots with 

various continental European legal systems. In addition, harmonization at EU level has 

contributed to the approximation of civil laws between the Netherlands and other EU 

Member States. Following the civil law tradition, two branches of civil liability can be 

extracted from the Dutch Civil Code (Burgerlijk Wetboek or BW): contractual liability and 

torts. In law, contractual liability is the obligation to restore the status quo following a 

breach of contract. Thus, contractual liability is dependent on the clauses and terms 

stipulated by the parties but still bound by the non-derogable obligations established by 

contractual law. In tort law, in turn, an injured party will find recourse by ascertaining the 

fault of the defendant for the damage caused. Tortious liability encompasses the category 

of product liability, the most relevant form of torts in botnet mitigation, discussed in the 

Section before (4.3.11). Aside from torts, civil liability in the form of contractual liability 

can also be envisioned in the context of botnet attacks. A third form of civil liability can 

be found in the notion of duty of care in cybersecurity. 

The Dutch Civil Code regulates contractual liability in general. As indicated, this form of 

civil liability can have direct implications for Internet industry actors bound by the 

performance of a contract. Although various of the general provisions of the BW have 

already been discussed in Section 4.3.11, the specific norms through which contractual 

liability is regulated require further investigation. Dutch civil law has also given rise to a 

conceptual, new form of liability applicable to IIAs, the so-called duty of care in 

cybersecurity. The discussion that follows (1) provides an overview of the BW provisions 

that may impact claims for damages caused by a breach of contract and (2) explores how 

a duty of care could have large implications for IIAs fighting botnets. 
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4.3.12.1 Contractual liability  

The various stages through which botnets evolve may bring about consequences in terms 

of contractual liability. For instance, security companies may be brought to court if their 

services fail to protect the contractor (e.g., client company) due to a botnet attack. In this 

case, the contractor could claim material and non-material damages arising from a breach 

of contract associated with the performance of the contract by the security company whose 

services were incapable of preventing or halting the attack.  

The freedom to contract and the binding nature of contracts, encapsulated in the principle 

of pacta sunt servanda, reminds parties that the contract is law between them and failure to 

abide by the terms and conditions mutually agreed upon triggers contractual penalties (Art. 

6:248(1) BW). In legal practice, contractual law operates as a subsidiary form of liability, 

and claims based on contractual breaches often have higher thresholds to the injured 

parties than claims grounded on tort law provisions. In Dutch law, the mandatory force of 

contracts is extracted from Art. 6:132(1) (obligatoire overeenkomst) and is based on the central 

elements of will (wil), declaration (verklaring), and trust or reliance (vertrouwen) (Pretorius, 

2004, p. 386). Because of the discretion parties enjoy in contractual relationships, liability 

can be instituted and waived following the will of the agents (always respecting the 

principles of good faith and fair dealing). For that reason, contractual liability emerging 

from services contracted between IIAs and another party shall be governed by the rules of 

such contract.  

One important consideration regarding joint liability is advanced by Art. 6:99. The wording 

of the provision establishes that if the damage claimed by the plaintiff is caused by two or 

more events, for each of which another person is liable - and it is ascertained that the 

damage originates from at least one of these events-, then each of these liable persons is 

jointly and severally liable for that damage, unless a liable person proves that this specific 

damage is not caused by the event for which he himself is liable. If a breach of contract 

(and therefore a damage) arises as a result of a botnet incident, the breach is linked to a 

wrongdoing initiated by a third party (botherder). This could be the case when a server 

becomes inaccessible to the client as a result of an attack, where the IIA was contractually 

responsible for ensuring the security of the server and its data flux (here included the 

confidentiality, integrity, and authenticity of the server’s data). In this case, it would be on 

the IIA which did not meet its contractual obligations to prove that it was not responsible 

for the alleged damage.  
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Similarly to tortious claims, contractual liability in the context of botnets may bring about 

discussions of contributory fault: only damages caused by the debtor are eligible for 

compensation, and there is no obligation to compensate for the losses attributed to another 

party (Art. 6:98). In this line of thought, because basic cybersecurity practices by individuals 

can have a determinant effect on harm caused by a botnet attack, the defendant may argue 

contributory fault from the injured party, who could be considered a contributor to the 

overall damage if she failed to take the necessary measures to protect her device from the 

attack. Therefore, failure to take appropriate measures to minimize the damage of a botnet 

attack when the risks and likelihood of such incidents are known could serve as a 

counterargument on a liability claim. By Art. 6:101, the obligation to compensate for the 

damages caused to an injured party is reduced in proportion to the contribution of the 

injured party in the causation of the damage. Thus, if a court of law recognizes that the 

injured party contributed to the unfolding of the events and thus to the alleged damage, 

the defender (e.g., IIA) may be only partly liable for the losses.  

Contractual relations in the information society are marked by predetermined terms and 

conditions by which the contractual negotiation is abridged into a simple “take it or leave 

it” scenario. In the Netherlands, general terms and conditions are governed by specific 

provisions that attempt to restore the balance between the contracting parties. “If the other 

party was not given an opportunity to take cognisance or if a term in the conditions is 

unreasonably burdensome on it,” affirm Hartlief and Bollen (2006, p. 413), “it [the other 

party] can avoid the conditions or the unreasonable term. If the other party is a consumer, 

there are special extra rules dealing with the fairness of the terms. For instance, exemption 

clauses are seen as especially suspicious, so they can be avoided relatively easily.” On the 

other hand, if contractual clauses lawfully relinquish liability for harm caused by one of the 

contractual parties, the injured party still enjoys the possibility of bringing a claim on the 

basis of general tort law (and thus also product liability) - provided that the elements that 

trigger the application of such body of law are present in the case. A prevalent mechanism 

of forestalling liability exemptions is the inclusion of specific targets and obligations under 

Service Level Agreements (Tjong Tjin Tai T. F., Koops, Op Heij, e Silva, & Skorva ́nek, 

2015, p. 62).  

4.3.12.2 Material and non-material damages in contracts 

Regarding contractual obligations, Art. 6:74 of the BW determines that every imperfection 

in the compliance with an obligation is a non-performance of the debtor and makes her 
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liable for the damage which the creditor suffers as a result, unless the non-performance is 

not attributable to the debtor. Art. 6:95 recognizes that the debtor may be required to 

compensate for both material losses (comprising any nominal losses suffered as a result of 

the contractual breach and any missed profits arising from the debt) and other 

disadvantages, suggesting that contractual liability may encompass non-pecuniary damages. 

Non-pecuniary losses, as discussed earlier (Section 4.3.11.4), include non-quantifiable 

damages such as fear, anxiety, pain, and other forms of psychological suffering inflicted by 

an incident. This type of harm is particularly prominent in data protection violations, where 

the secrecy of communications, contact information, and private details of someone’s life 

could be exposed. Additionally, Art. 6:96 determines that all reasonable costs made to 

prevent or minimize the damage, as well as those incurred in the effort to estimate and 

evaluate the damage, are to be considered in the evaluation of the total damage eligible for 

compensation. Examples of material losses caused by a botnet incident include both 

physical damages caused to property (e.g., information systems) and pecuniary losses 

connected to the breach of contract (e.g., losses in profit caused by the unavailability of 

the service affected by the botnet).  

Examples of non-pecuniary losses (pretio doloris) eligible for compensation in the realm of 

contractual liability are listed in Art. 6:106 BW (Section 4.3.11.4). By Art. 6:106(1), non-

pecuniary losses are due in three cases: a. if the damage was intentionally inflicted, b. if 

damages harm one’s physical integrity, reputation or honor, or if the person is harmed 

otherwise personally; c. if the damage hurts the memory of a deceased person and affects 

a relative/spouse/partner), where compensatory damages arising from para.1 cannot be 

alienated or seized (Art. 6:106(2)). Nevertheless, in the Dutch legal system, contractual 

liability for non-material damages is exceptional – and very unlikely to be recognized in 

court (Engelhard, 2015, p. 138). As Engelhard (2015, p. 139) highlights in her country 

report of non-pecuniary losses in the Netherlands, although non-material damages are 

supposedly covered by Art. 6:106, which applies to cases of contractual and non-

contractual liability, the national jurisprudence has not upheld parties’ claims for 

compensation for non-pecuniary losses arising from breach of contracts – mainly by 

arguing that the requirements of Art. 6:106 had not been fully demonstrated by the 

plaintiff. Part of the obstacle on the use of Art. 6:106 for claims of immaterial damage 

relies on the requirements listed under the first paragraph of the provision. As noted by 

Engelhard (2015, pp. 139-140), it is extremely unlikely that a party to a contract will be able 

to use Art. 6:106(1)a or b as a legal ground for supporting a contractual liability claim for 
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immaterial losses. Furthermore, the scope of Art. 6:106(1)b may be insufficient to cover 

various harms, including those caused to a person’s private life. Despite the broad 

formulation given Art. 6:106(1)b, which covers physical injuries, reputation (or honor) 

harms and other harms caused to a person, the category “other harms caused to a person” 

has been interpreted to refer mostly to serious mental or psychological harms [HR 9 May 

2003, NJ 2005 168] [HR 19 December 2003, NJ 2004, 348]  (Engelhard, 2015, p. 140), 

harms which are unlikely to arise as the main result of a botnet attack or mitigation effort.  

Although Art. 6:106(1) acts as a legal ground for the recovering of non-pecuniary losses 

such as harms to privacy and data protection, the jurisprudence and scholarship point out 

the limitations given to the provision in legal practice. Non-material damages ensuing from 

a violation of privacy and data protection rights, even if recognized as legitimate sources 

of compensation under civil law in general, are knowingly difficult to assess in numerical 

terms (Calo, 2011, p. 2) and can only be recognized in relation to harms caused to a person. 

Furthermore, the requirements of attribution and causation may not be evident in damages 

arising from botnet attacks, and the injured party may be accused of contributory liability 

(Section 4.3.11.5). As a result, the overall chances that Dutch contract law will hold IIAs 

liable for non-pecuniary losses arising from botnet attacks are narrow.  

4.3.12.3 Duty of care 

The liability issue highlighted in Sections 4.3.11.2 and 4.3.11.3, meaning the existence of 

cybersecurity-related damages for which no one is likely to be held liable, could be partly 

solved with the enforcement of a (cybersecurity) duty of care. By the same token, a duty 

of care could also work as a fall back duty to act where contractual liability is preempted 

by contractual limitations (e.g., liability waivers imposed through terms of use). The 

Netherlands has been one of the leading jurisdictions in which the notion of duty of care 

is progressively permeating the cybersecurity debate – and, consequently, matters 

concerning botnet mitigation.  

In Dutch law, the emerging concept of duty of care in cybersecurity chiefly stems from 

Art. 6:162(3) BW, which concerns the civil liability arising from an act or omission that 

breaches a rule or norm of unwritten law related to social conduct. Duty of care or 

‘zorgplicht’ has surfaced in the Netherlands as an overarching principle of social virtue 

that applies but is not limited to contracts and torts. The term has since been expanded to 

signify duties of care and diligence. Tjong Tjin Tai et al. (2015, p. 17) note that the Dutch 
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idea of duty of care merges elements of contract and tort law, as the concept emanates 

from both diligence and care in private relations. In determining the scope of duty of care, 

Giesen, Kristen, and Kool  (2015, p. 323) recall that the Dutch Supreme Court (Hoge 

Raad) has formulated a four-step test for assessing whether a duty of care has been violated 

[Hoge Raad 5 November 1965, NJ 1966, 166 (Kelderluik)]. The test evaluates (Giesen, 

Kristen, & Kool, 2015, pp. 323-324): “(a) the likelihood that one can expect that others 

are not paying the required attention or exercising sufficient caution; (b) the chance that 

an accident might happen due to the defendant’s actions; (c) the severity of the 

consequences that can occur; and (d) the extent to which it is either difficult or possible to 

take precautionary measures”.  

While the overarching concept of duty of care is a longstanding element of private law, its 

application in cybersecurity is still in its infancy. Questions concerning who should bear 

such duty (subjects), what a duty of care in cybersecurity entails (content), and towards 

whom the duty is owed (objects) have been insufficiently answered. In investigating paths 

to harmonization of duties of care and diligence in cybersecurity, Verbruggen et. al (2016, 

p. 80) espouse that “any individual who has suffered a loss because of a lack of 

cybersecurity should have effective legal remedies against the actor responsible for 

providing such security.” As such, a breach of a duty of care in cybersecurity could 

configure a tortious act, therefore bringing the application of Art. 6:162(2). However, the 

authors (2016, p. 80) also acknowledge that the application of the instrument is hampered 

by the abundance of legal uncertainties concerning not only the actors that shall owe such 

a duty of care (and diligence), but also the extent to which a user can hold those actors 

accountable for cybersecurity-related damages. The concept of duties of care and diligence 

in cybersecurity, as well as the potential application of a duty of care in cybersecurity, are 

not fully developed. 

The main obstacle to a tangible application of duty of care in cybersecurity is the absence 

of a legal obligation harmonizing levels of expectations of cybersecurity across the IT 

industry. As noted by Verbruggen et al. (2016, p. 81) enforcing a legal norm requiring 

actors to adopt not only appropriate, but also uniform technical and organizational 

measures when placing a product or service on the market would “increase legal certainty 

for both business and consumers around duties of care and diligence in cybersecurity.” 

The authors (2016, p. 81) conclude their investigation by proposing a set of benchmarks 

to guide the assessment of whether a duty of care in cybersecurity has been breached. 

These are: 
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• the purposes for which similar ICT goods or services are normally used; 

• the purpose for which the consumer requires the ICT goods and services, as 

communicated to the ICT provider; 

• the legitimate expectations of the public at large; 

• the presentation of or public statements about the goods and services by the ICT 

provider; 

• any foreseeable or irresponsible (mis)use by the consumer; 

• the nature and severity of the risks poses by the ICT goods or services to 

consumers; 

• the nature and severity of the damages involved; 

• the state of scientific and technical knowledge at the time the ICT provider placed 

the ICT goods and services on the market; and 

• (non-)compliance with accepted private industry standards. 

The elements above illuminate the discussion and can act as guiding points in the 

assessment of whether there has been a breach of a duty of care in cybersecurity. Still, the 

elements are more instrumental than analytical, as they do not contribute to the subject 

scope and nature of the cybersecurity duty of care. At the same time, filling in the subject 

scope and material scope of the duty of care may be the exact function of the courts, at 

least in the initial stages in which the notion of duty of care is not settled. Since the norms 

of tortious acts such as Art. 6:162(2) are open, a court decision applying duties of care and 

diligence to a concrete case is necessary not only to answer the questions concerning the 

scope of the norm, but also to give to current academic arguments a legal basis on which 

to further the debate. As long as the notion of duty of care in cybersecurity is a matter 

discussed only in the books, the enforcement of such a duty will remain abstract. 

4.3.13 (PROPOSED) EU CYBERSECURITY ACT  

In September 2017, the EU Commission introduced a proposal for a regulation on the 

role of ENISA and on a cybersecurity certification scheme for ICT. The proposal emerged 

as the result of mounting efforts to reduce fragmentation in cybersecurity and strengthen 

trust in the digital market. As concerns over the security of IoT devices escalate, the EU 

Cybersecurity Act is aimed at reinforcing the responsibilities of businesses in enabling 

security-by-default configurations and embodying security-by-design in interconnected 

devices. The regulatory framework discussed in this book only considers instruments 
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which had been enacted at the time of writing. For that reason, the proposed EU 

Cybersecurity Act,120 which was being negotiated in trialogue discussions between the three 

EU institutions, is outside the scope of this analysis. Yet, it is worth discussing some its 

expected impacts, as the proposed instrument is intended to provide for, among others, 

(i) a permanent and expanded mandate for ENISA and (ii) a voluntary EU certification 

framework for ICT security products, services, and processes. [Note that, at the time of 

writing, the Council of the EU and the EU Parliament had agreed on final text, and the 

considerations that follow are based on that.] 

The proposed EU Cybersecurity Act provides for a permanent mandate and more 

resources for ENISA. The current mandate of ENISA is expected to expire by June 2020. 

With the introduction of the EU Cybersecurity Act, the agency will become an integral 

part of the EU and be renamed as the EU Cybersecurity Agency. The expansion of ENISA 

is expected to contribute to the establishment and organization of the EU-cybersecurity 

certification framework. Prior to the Act, the activities of ENISA were largely restricted to 

ensuring cooperation across sectors and stirring multistakeholderism in cybersecurity. The 

proposed EU Cybersecurity Act will expand the responsibilities of ENISA to place the 

agency in charge of: (i) monitoring developments in the areas of standardization and 

recommending appropriate technical specifications for use in EU-certification schemes; 

(ii) preparing candidate EU-certification schemes; (iii) evaluating adopted EU-certification 

schemes; (iv) compiling and publishing guidelines on cybersecurity requirements of ICT 

products, services and processes. 

By introducing a voluntary EU-cybersecurity certification scheme, the EU Cybersecurity 

Act will allow ICT products, services, and processes certified under an EU-certification 

scheme to be presumed compliant with the desired levels of security applicable to that 

category. In particular, the EU-certification scheme will (i) protect the confidentiality, 

integrity, and availability of data; (ii) verify that ICT products, services, and processes do 

not contain known vulnerabilities and that they are secure by default and by design; (iii) 

provide for different assurance levels (‘basic’, ‘substantial’, and ‘high’) according to the 

category of risk associated with the intended use of the product, service or process at hand; 

(iv) allow for a conformity self-assessment by the manufacturer or provider concerning 

 
120  Proposal for a Regulation of the European Parliament and of the Council on ENISA, the "EU 
Cybersecurity Agency", and repealing Regulation (EU) 526/2013, and on Information and 
Communication Technology cybersecurity certification (''Cybersecurity Act'') EC COM(2017) 477 final: 
https://eur-lex.europa.eu/resource.html?uri=cellar:1985b4b4-985e-11e7-b92d-
01aa75ed71a1.0001.02/DOC_4&format=PDF 
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low risk components (‘basic’ assurance level); and (v) be voluntary, unless otherwise 

specified by Union or Member State law. 

According to text, the first list of products, services, and processes that will benefit from 

an EU-certification scheme will be published twelve months after the Act enters into force. 

Schemes are expected to be built upon existing efforts in cybersecurity standardization. 

Pursuant to the proposed Act, Member States shall introduce rules on penalties concerning 

infringements of the EU-certification scheme and take all necessary measures to ensure 

that these have been duly implemented. One important aspect of the voluntary scheme of 

certification proposed by the EU Cybersecurity Act is that it already considers the 

possibility of introducing mandatory certification for ICT products, services, and 

processes. This is not envisioned for the first phase of implementation, but a later stage 

which will be based on the assessment of the efficiency and use of the mechanisms by the 

Commission.  

The proposed EU Cybersecurity Act is the latest addition to the regulation of cybersecurity 

in the EU. Since the introduction of the EU Cybersecurity Strategy in 2013, the EU has 

devoted increasing attention towards intensifying cybersecurity obligations for multiple 

operators. The EU Cybersecurity framework is composed of instruments governing the 

security of critical infrastructure, electronic communications, and Internet service 

providers, but appropriate technical and organizational measures applicable to the IoT had 

been left partly unregulated. The enactment of the EU Cybersecurity Act is expected to 

advance the regulatory framework by ensuring a common high level of cybersecurity for 

interconnected devices in the EU, among others. 

4.4 SELF-REGULATION AND SOFT LAW  

Section 4.3 introduced the hard-law instruments of the regulatory framework, but those 

are not the sole constituents of relevant regulation. Regulatory pluralism recognizes the 

vital role of soft law instruments (self-regulation included) in the regulation of information 

technology. In cybersecurity, non-state actors are at the very center of the regulatory debate 

(Lodge & Wegrich, 2012, p. 16), meaning that their participation is more than just 

contributing to alternative or complementary regulation that fills in the gaps left by hard-

law and its deficiencies (Shaffer & Pollack, 2010, p. 707). The next sections focus on the 

soft law instruments shaping the cybersecurity behavior of IIAs fighting botnets in the EU 

and in the Netherlands.  
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4.4.1 STANDARDS  

Standardization has emerged as a prominent feature of information technology regulation 

and could be classified as regulation by consensus, within the typology promoted by 

Morgan and Yeung (2007, p. 92). Standards can contribute to defining the state-of-the-art 

that is expected from IIAs making available services and products on the market. They 

may also shape the understanding of duty of care in establishing clear norms of social 

expectations concerning safety and security of information systems.  

The International Organization for Standardization (ISO) defines standards as a 

"document established by consensus and approved by a recognized body, that provides, 

for common and repeated use, rules, guidelines or characteristics for activities or their 

results, aimed at achievement of the optimum degree of order in a given context." In 

practice, however, the concept of ‘standard’ has gained different connotations, as explained 

by Stuurman (2005, p. 2). In the field of law, explains Stuurman (2005, p. 2), standards 

have evolved into two distinguished variations, de facto and formal standards. Formal 

standards are exclusive of the international and national institutes and organizations. 

Stuurman (2005, p. 2)  claims that formal standards are – at least to a degree – open in 

terms of development and participation, since their process welcomes the contribution 

from the public and their results are made publicly available. De facto standards, on the 

contrary, are the result of parameters and specifications determined by market players 

(Stuurman, 2005, p. 2). They may adopt a closed system through which only selected 

partners hold influence in the decision-making and are granted access to their outcomes. 

This is not to say that de facto standards are always developed within clusters: they may 

adopt a more transparent and participatory procedure (similarly to formal standards) 

(Stuurman, 2005, p. 2).  

In EU law, a more restricted concept of the term ‘standard’ has been adopted, following 

the Standardization Regulation.121 This shall be the concept embraced in this study, since 

it is aligned with the regulation of cybersecurity in the EU and covers a wide range of 

instruments issued by established and authoritative bodies. Per Art. 2 of the 

Standardization Regulation, a standard is “a technical specification, adopted by a 

recognized standardization body, for repeated or continuous application, with which 

compliance is not compulsory, and which is one of the following: 

 
121 Regulation (EU) No 1025/2012 of the European Parliament and of the Council of 25 October 2012, 
OJ L 316, 14.11.2012. 
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(a) ‘international standard’ means a standard adopted by an international 
standardisation body; 

(b) ‘European standard’ means a standard adopted by a European 
standardisation organisation; 

(c) ‘harmonised standard’ means a European standard adopted on the basis 
of a request made by the Commission for the application of Union 
harmonisation legislation; 

(d) ‘national standard’ means a standard adopted by a national 
standardisation body.”  

The importance of standards in regard to harmonization, interoperability, and security of 

information systems (and its importance to the digital market) has been ascertained by the 

EC in its Communication COM(2016) 176.122 Recital 1 of the Standardization Regulation 

affirms that standardization’s primary goal is to define voluntary technical or quality 

specifications for compliance, whereas Recital 2 introduces the organizational bodies 

competent to issue standards within the Union (“European standardisation is organised 

by and for the stakeholders concerned based on national representation [the European 

Committee for Standardisation (CEN) and the European Committee for Electrotechnical 

Standardisation (Cenelec)] and direct participation [the European Telecommunications 

Standards Institute (ETSI)]”). Additionally, ENISA functions as a facilitating agency in the 

context of standardization of cybersecurity. 

Finally, as noted by Kamara (2017, p. 6), albeit standardization would most often classify 

as collective self-regulation, the case of standardization promoted by the European 

Commission and bestowed upon the European Standardisation Organisations (ESOs) are 

to be regarded as co-regulation produced via mandate (standardization request). The 

following sections describe the role of ENISA (the EU Cybersecurity Agency) and the 

technical standards issued by ESOs and ISO. Note that because of the non-binding and 

highly technical nature of cybersecurity standards, these would be unsuitable for 

assessment via the three indicators of effectiveness used in this study. Assessing the role 

of standards in shaping behavior in botnet mitigation would require a dedicated technical 

study, which is outside the scope of this research. For that reason, effectiveness of this 

form of regulation will be assessed through the provisions that call for standardization. It 

 
122  Communication from the Commission to the European Parliament, the Council, the European 
Economic and Social Committee and the Committee of the Regions on ICT Standardisation Priorities 
for the Digital Single Market (COM(2016) 176). 
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is the norms that govern the adoption of standards that provide such an opportunity for 

assessment.  

4.4.1.1 The role of ENISA 

From a regulatory perspective, the NIS Directive introduced important developments in 

standardization of cybersecurity. Art. 19 of the NIS Directive has expressly called upon 

Member States to encourage the use of European or internationally accepted standards 

and specifications that will ensure compliance with the security requirements established 

by Art. 14(1) and (2) and Art. 16(1) and (2). Paragraph 2 of the same Art. 19 determines 

that ENISA, in collaboration with Member States, will issue advice and guidelines 

regarding the technical areas connected to security parameters and incident notification as 

well as regarding already existing standards, including those issued by Member States. 

Similar requirements are found under Art. 13a(4) of the Framework Directive, which 

allows the Commission to adopt technical standards to harmonize the security obligations 

imposed on providers with the help of ENISA.  In November 2016, ENISA issued a 

recommendation for improving NIS in EU standardization policy (‘Gaps in NIS 

Standardisation’) (ENISA, 2016). The recommendation starts with a criticism on reducing 

standardization to the decisions made by the three EU bodies (CEN, CENELEC, and 

ETSI) (ENISA, 2016, p. 4). According to ENISA (2016, p. 4), this reductionism is at odds 

with the reality of market for cybersecurity and does not reflect the plurality of highly 

specialized agencies that influence the sector in which the NIS Directive applies.123 The 

following list, compiled by ENISA, illustrates the diversity of standardization bodies 

involved in cybersecurity: 

 
123 The recommendations of ENISA include the adoption of “standards that have acceptance in the 
industry from a wide set of bodies. This includes those established under Regulation (EU) No 1025/2012 
but should be also extended to the recognised de-facto and industrial groups, thus including groups such 
as IETF, W3C, OASIS, and established national bodies with international recognition, like FIPS, NIST, 
BSI and others.” (ENISA, 2016, p. 12). 
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Table 4.2 - Significant Cyber Security Standard-Setting Bodies (ENISA, 2016, p. 6). 

Given the broad range of actors involved in the production and implementation of 

standards in cybersecurity, I shall limit my analysis to those mentioned in EU law (ESOs) 

and the highest standardization institution, namely, ISO. Referred to as ESOs (European 

Standards Organizations), the CEN, CENELEC, and ETSI constitute the three official 

standardization bodies of the EU. 124  More studies investigating cybersecurity 

standardization by additional bodies, including those instituted by the EU, are certainly 

welcome and would enrich the analysis of standardization as a regulatory instrument for 

cybersecurity.  

 
124 The three ESOs were involved in the launch of the Cybersecurity Coordination Group (CSCG). The 
name of the group was changed to Cybersecurity Focus Group (keeping the same acronym) after 
withdrawal of ETSI. The CSCG main goals included “giving strategic advice to the technical committees 
of European standards developing organisations and EU Institution. In this frame, the CSCG has carried 
out extended work emanating from the White Paper "Recommendations for a Strategy on European 
Cyber Security Standardisation" resulting in a further set of documents aimed at defining the term 
cybersecurity and the stakeholders involved (ENISA, 2016, p. 7). Although the conceptualization of 
cybersecurity has its value, the present book is concerned with technical standards emerging from formal 
procedures of standardization.    
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In 2016, ENISA published recommendations for standards in the field of cybersecurity, 

which provides an overview of the standards issues by ESOs and ISO in that regard.125 

This is in line with the very mandate of the agency: ENISA itself is not competent to issue 

standards, but has acted in its facilitating capacity, coordinating public and private sector 

activities, and serving as a multistakeholder forum for cybersecurity. In relation to the 

recommendations made by ENISA regarding Arts. 14 and 15 (ENISA, 2016, p. 7)., as 

prescribed by Art. 19 of the NIS Directive, it is worth noting that standards targeted at 

risk and security management have been concluded by ETSI in 2017, as discussed in the 

next section. Finally, the role of ENISA will be expanded further to the enactment of the 

EU Cybersecurity Act, as discussed in Section 4.3.13. 

4.4.1.2 ESO standards  

In the domain of cybersecurity, ETSI (European Telecommunications Standards Institute) 

has been the most active organization issuing instructions in security specifications 

(technical and organizational measures) to be adopted by EU organizations, including the 

private sector. In particular, ETSI has issued a range of standards that are to be observed 

across the territory of the EU (ENISA, 2016). In sum, these standards lay the foundation 

for a common understanding of cybersecurity and information security from a technical 

and organizational perspective; altogether, their observation by IIAs has the potential to 

minimize the occurrence of cyberattacks. At the time of writing, ETSI had published 

multiple standards applicable to cybersecurity, as summarized in the table below.  

 

Object Standard 

Information Security Indicators (ISI); Guidelines for building 
and operating a secured Security Operations Center (SOC) ETSI GS ISI 007 V1.1.1 (2018-12) 

CYBER; Trusted Cross-Domain Interface: Interface to offload 
sensitive functions to a trusted domain 

ETSI TS 103 457 V1.1.1 (2018-10) 

 

CYBER; Security techniques for protecting software in a white 
box model 

ETSI TR 103 642 V1.1.1 (2018-10) 

CYBER; Critical Security Controls for Effective Cyber 
Defence; Part 1: The Critical Security Controls 

ETSI TR 103 305-1 V3.1.1 (2018-09) 

 
125 ENISA notes that given the impossibility (and lack of purpose) of differentiating between capabilities 
in network and information security and general cybersecurity practices, many of the recommendations 
of the Cybersecurity Coordination Group (CSCG) apply equally to NIS (ENISA, 2016, p. 7). 
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CYBER; Critical Security Controls for Effective Cyber 
Defence; Part 2: Measurement and auditing 

ETSI TR 103 305-2 V2.1.1 (2018-09) 

CYBER; Critical Security Controls for Effective Cyber 
Defence; Part 3: Service Sector Implementations 

ETSI TR 103 305-3 V2.1.1 (2018-09) 

CYBER; Critical Security Controls for Effective Cyber 
Defence; Part 5: Privacy enhancement 

ETSI TR 103 305-5 V1.1.1 (2018-09) 

CYBER; Critical Security Controls for Effective Cyber 
Defence; Part 4: Facilitation Mechanisms 

ETSI TR 103 305-4 V2.1.1 (2018-09) 

CYBER; Global Cyber Security Ecosystem ETSI TR 103 306 V1.3.1 (2018-08) 

CYBER; Application of Attribute Based Encryption (ABE) for 
PII and personal data protection on IoT devices, WLAN, cloud 
and mobile services - High level requirements 

ETSI TS 103 458 V1.1.1 (2018-06) 

Information Security Indicators (ISI); Description of an Overall 
Organization-wide Security Information and Event 
Management (SIEM) Approach 

ETSI GS ISI 008 V1.1.1 (2018-06) 

CYBER; Security Aspects for LI and RD Interfaces ETSI TS 103 307 V1.3.1 (2018-04) 

CYBER; Attribute Based Encryption for Attribute Based 
Access Control 

ETSI TS 103 532 V1.1.1 (2018-03) 

Information Security Indicators (ISI); Key Performance 
Security Indicators (KPSI) to evaluate the maturity of security 
event detection 

ETSI GS ISI 003 V1.2.1 (2018-01) 

CYBER; Implementation of the Network and Information 
Security (NIS) Directive 

ETSI TR 103 456 V1.1.1 (2017-10) 

CYBER; Methods and protocols; Part 1: Method and pro forma 
for Threat, Vulnerability, Risk Analysis (TVRA) 

ETSI TS 102 165-1 V5.2.3 (2017-10) 

CYBER; Network Gateway Cyber Defence ETSI TR 103 421 V1.1.1 (2017-04) 

 

CYBER; Critical Security Controls for Effective Cyber 
Defence; Part 1: The Critical Security Controls 

ETSI TR 103 305-1 V2.1.1 (2016-08) 

CYBER; Critical Security Controls for Effective Cyber 
Defence; Part 2: Measurement and auditing 

ETSI TR 103 305-2 V1.1.1 (2016-08) 

CYBER; Critical Security Controls for Effective Cyber 
Defence; Part 3: Service Sector Implementations 

ETSI TR 103 305-3 V1.1.1 (2016-08) 

CYBER; Critical Security Controls for Effective Cyber 
Defence; Part 4: Facilitation Mechanisms 

ETSI TR 103 305-4 V1.1.1 (2016-08) 

CYBER; Personally Identifiable Information (PII) Protection in 
mobile and cloud services 

ETSI TR 103 304 V1.1.1 (2016-07) 

CYBER; Design requirements ecosystem ETSI TR 103 369 V1.1.1 (2016-07) 
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CYBER; Quantum Computing Impact on security of ICT 
Systems; Recommendations on Business Continuity and 
Algorithm Selection 

ETSI EG 203 310 V1.1.1 (2016-06) 

CYBER; Protection measures for ICT in the context of Critical 
Infrastructure 

ETSI TR 103 303 V1.1.1 (2016-04) 

CYBER; Baseline security requirements regarding sensitive 
functions for NFV and related platforms 

ETSI TS 103 487 V1.1.1 (2016-04) 

CYBER; Security baseline regarding LI and RD for NFV and 
related platforms 

ETSI TR 103 308 V1.1.1 (2016-01) 

Information Security Indicators (ISI); Guidelines for security 
event detection testing and assessment of detection 
effectiveness 

ETSI GS ISI 005 V1.1.1 (2015-11) 

Information Security Indicators (ISI); Event Model A security 
event classification model and taxonomy 

ETSI GS ISI 002 V1.2.1 (2015-11) 

CYBER; Secure by Default - platform security technology ETSI TR 103 309 V1.1.1 (2015-08) 

Information Security Indicators (ISI); Indicators (INC); Part 1: 
A full set of operational indicators for organizations to use to 
benchmark their security posture 

ETSI GS ISI 001-1 V1.1.2 (2015-06) 

Information Security Indicators (ISI); Indicators (INC); Part 2: 
Guide to select operational indicators based on the full set given 
in part 1 

ETSI GS ISI 001-2 V1.1.2 (2015-06) 

CYBER; Critical Security Controls for Effective Cyber Defence ETSI TR 103 305 V1.1.1 (2015-05) 

Information Security Indicators (ISI); Guidelines for event 
detection implementation 

ETSI GS ISI 004 V1.1.1 (2013-12) 

  Table 4.3 – ETSI cybersecurity standards 

4.4.1.3 ISO standards 

In February 2018 and in partnership with IEC (the International Electrotechnical 

Commission), ISO introduced ISO/IEC 27000:2018, addressed at information security 

management systems (ISMS). The standard applies to a wide range of organizations, 

including public and private sectors, and repeals previously published standards in 

cybersecurity. Among the cybersecurity standards issued by ISO, the most relevant is the 

so-called ISO/IEC 27000 series of specifications, which currently include numerous 

individual standards under the broader category of information security management 

systems (ISMS family). An overview of key ISO standards in cybersecurity is provided 

below. 
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Object Standard 

Information Technology — Security Techniques — 
Information Security Management Systems — Overview and 
Vocabulary 

ISO/IEC 27000:2018 

Information Technology — Security Techniques — 
Information Security Management for Inter-Sector and Inter-
Organizational Communications 

ISO/IEC 27010:2015 

Information technology – Security techniques – Code of 
practice for information security controls based on ISO/IEC 
27002 for cloud services 

ISO/IEC 27017:2015  

Information technology – Security techniques – Guidelines for 
information and communication technology readiness for 
business continuity 

ISO/IEC 27031:2011  

Information technology – Security Techniques – ISO 27001 & 
ISO 27002 standards bundle 

ISO/IEC 27001:2013 and ISO/IEC 
27002:2013 

Table 4.4 – ISO cybersecurity standards 

Aside from cybersecurity, ISO has also been active in the field of privacy and data 

protection. Issued in 2011, ISO/IEC 29100 on Information technology, security 

techniques, and privacy framework provides “a privacy framework which specifies a 

common privacy terminology; defines the actors and their roles in processing personally 

identifiable information (PII); describes privacy safeguarding considerations; and provides 

references to known privacy principles for information technology” (ISO, 2011). 

ISO/IEC 29101 was later issued as a complementary standard, adding to the initial 

framework created by ISO/IEC 29000. It built upon its predecessor to define a privacy 

architecture framework that “specifies concerns for information and communication 

technology (ICT) systems that process personally identifiable information (PII); lists 

components for the implementation of such systems; and provides architectural views 

contextualizing these components” (ISO, 2013). Another example includes ISO/IEC 

27018 standard on cloud computing security. This standard, informed ISO (ISO, 2014), 

“establishes commonly accepted control objectives, controls and guidelines for 

implementing measures to protect Personally Identifiable Information (PII) in accordance 

with the privacy principles in ISO/IEC 29100 for the public cloud computing 

environment.” Referring to the importance of this standard, de Hert, Papakonstantinou, 

& Kamara (2016, p. 16) described ISO/IEC 27018 as “aimed at helping cloud providers, 

when acting as data processors, to comply with their legal and contractual obligations as 

to their processing of personal data and, in this way, to create a control mechanism for 
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their cloud clients.” At the time of writing, ISO was reportedly working on the latest 

standard for ISMS (draft standard ISO/IEC 27552 (Meissner, 2017)), with a view of 

facilitating compliance with the GDPR.  

4.4.2 ISP NOTICE AND TAKEDOWN CODE OF CONDUCT  

Codes of conduct outline voluntary norms to be followed by a group of regulatees sharing 

a common interest. As a form of soft law, Codes of Conduct explore best practices in the 

field, creating an opportunity for horizontal and expert regulation. Introduced in 2008, the 

Dutch ISP Notice and Takedown Code of Conduct (NTD) 126 was meant as a guiding tool 

for national ISPs involved in disputes over the legality of content made available through 

their networks (Art. 1 – Scope). This remains the only largely accepted code of conduct in 

the Netherlands with relevance in the context of botnet mitigation. Regarding its subjective 

scope, the NTD was established to apply to the wide range of intermediaries. On Note to 

Article 1b, the NTD clarifies that the rules apply to those involved in the storage, 

transmission, or provision of information on the Internet, including situations of hosting, 

mere conduit, and space where third parties can place content (e.g., cloud storage services).  

The NTD has direct application on mitigation of botnets, since it created industry rules 

for removing and rendering inaccessible unlawful content following the terms of the 

eCommerce Directive (see Section 4.3.5).  

Although originally envisioned as a tool for complying with the duties enshrined under the 

eCommerce Directive and the Dutch Telecommunications Act, the existence of the NTD 

signals, from an organizational perspective, that Dutch private sector organizations share 

a common interest in defining the expectations around unlawful online content (notice 

and takedown). From a regulatory perspective, the NTD signals that Dutch ISPs have 

agreed upon norms deemed necessary for the continuation of their legal activities in terms 

of instructing the best practices in the sector. The accumulated effect of such a Code of 

Conduct also encompasses limiting expectations about the actions of Dutch ISPs and 

creating a level playing field for shaping a standard of care (and consequently providing 

some legal certainty as to the scope of liability risks) in the context of website notice and 

takedown.  

 
126 Parties to the NTD include: KPN – (including XS4ALL), SIDN (Stichting Internet Domeinregistratie 
Nederland), DHPA (Dutch Hosting Provider Association), Vereniging ISPConnect Nederland, NLkabel 
(including UPC, Ziggo, CAIW and Zeelandnet), T-mobile/Online, WeTransfer, and Skyscrapercity. 
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The NTD has just 7 articles divided in multiple paragraphs and, among its most valuable 

provisions, attempts to harmonize the internal policies adopted by each ISP regarding 

removal of unlawful content by calling on parties to disclose their own notice and 

takedown procedure to the public and ensure its consistency with the terms of the code 

(Art. 2). Art. 6 of the NTD establishes the measures to be taken in face of a takedown 

request in an attempt to guide the actions of ISPs in four specific circumstances: 

a. Where the intermediary determines that the content concerned is not 
unequivocally unlawful, the intermediary informs the notifier accordingly, 
together with the reasons for this.  

b. In the event that the intermediary determines that the content concerned 
is unequivocally unlawful, the intermediary ensures that the content 
concerned is immediately removed. 

c. In the event that it has not been possible to come to an unequivocal 
judgement as to whether the content concerned is unlawful, the intermediary 
informs the content provider about the report with the request to remove 
the content or to contact the notifier. If the notifier and the content provider 
are unable to reach an agreement, the notifier can choose to make an official 
report to the police if in his or her opinion it concerns a criminal offence. If 
it concerns content that is alleged to be unlawful under civil law, it is 
preferable that the notifier is able to bring his or her dispute with the content 
provider before the courts. Should the content provider be unwilling to make 
him or herself known to the notifier, the intermediary can decide to provide 
the notifier with the content provider’s name and contact details or to 
remove the content concerned. 

d. The intermediary exercises due caution in the execution of the measures 
that have to be taken to ensure that the removal of any more content than 
that to which the report refers is avoided.    

 

The NTD is a symbol of self-regulation supported by the State127 and a pioneering effort 

in the shared perspective of cybersecurity. It remains directly applicable to requests to take 

 
127 The NTD is supported by the following private and public Dutch actors: Marktplaats/Ebay, Google.nl, 
Stichting BREIN, Meldpunt Kinderporno (Child Pornography Hotline), Meldpunt Cybercrime 
(Cybercrime Hotline), Meldpunt Discriminatie Internet (online Discrimination Hotline), Algemene 
Inspectiedienst (dienstonderdeel Opsporing) (General Inspection Services – Department of 
Investigation), Inspectie voor de Gezondheidszorg (Health Inspection), Belastingsdienst (Tax Services), 
Nationaal Coördinator Terrorismebestrijding (NCTb) (National Coordinator for Anti-Terrorism), 
Ministerie van Binnenlandse Zaken en Koninkrijksrelaties (Ministry of Internal and Kingdom Affairs), 
Ministerie van Economische Zaken (Ministry of Economic Affairs),  
Ministerie van Justitie (Ministry of Justice), Leaseweb, SNB-React, Waterpedia. See 
https://ecp.nl/activiteiten/werkgroep-notice-and-takedown/  
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down unlawful content connected to botnets, such as court orders issued by competent 

authorities ordering the removal or the rendering inaccessible of websites and content 

associated with botnets. On this particular matter, the BotLeg project aimed to expand the 

initiative behind the NTD by creating a draft Code of Conduct for Botnet Mitigation.  

4.5 FOUR GROUPS OF RULES 

Up to now the regulatory framework has been explored without much consideration about 

how instruments come together or complement one another. It is, however, pertinent to 

place each instrument into the broader picture, as their similar public policy goals often 

converge. This will also help simplify the complexity of the fabric of rights and duties 

previously discussed, acting as a first effort in connecting the bulk of regulation under 

analysis. Looking back at the findings of this Chapter 4, it is possible to distinguish, at a 

higher level, between rules on security measures, rules on information sharing, rules on 

criminal liability, and rules on civil liability affecting mitigation by IIAs. 

Rules on security 
measures 

Rules on 
information 
sharing 

Rules on 
criminal liability 

Rules on Civil 
liability  

NIS Directive 

GDPR  

ePrivacy Directive 

ISO and ESO Standards  

Framework Directive 

Telecommunications 
Act 

GDPR  

ePrivacy Directive 

 Police Directive 

Botnet Directive 

Criminal Code 

eCommerce Directive  

Product Liability 
Directive  

General Product 
Safety Directive 

Civil Code  

ISP NTD 

Table 4.5 – Regulatory framework: categorization 

4.6 CONCLUSIONS  

Botnets are often analyzed from a single legal perspective, that of criminal law. Criminal 

law goals include deterrence, punishment, and rehabilitation of offenders, but it is not the 

purpose of criminal legislation to facilitate concerted efforts towards cybercrime 

prevention, information sharing, and machine disinfection, especially those made by non-

state actors. When delving into the world of botnet mitigation by IIAs, the question of 

how to reduce botnet infections and attacks becomes vast and touches upon the confines 
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and opportunities created by regulation at various levels and in various domains. Battling 

cybercrime through regulation goes way beyond the realm of criminalization: regulation of 

botnets ranges from public to private law, from hard to soft law mechanisms. Within 

public law, bodies of administrative and criminal law, as well as fundamental rights, come 

together to define a complex fabric of provisions that must be navigated by IIAs. Private 

law, in turn, lays a traditional view of liability law and subjects countermeasures launched 

by IIAs to circumstances governed by contract and tort laws. Finally, technical benchmarks 

determined via standardization bodies and sector-rules originated from coalitions of ISPs 

contribute to an even more intricate landscape of rights and obligations. Piecing together 

this framework of rights and duties is an arduous task, of which the descriptive overview 

in this Chapter serves as an important first step.  

Most academic output concerning botnets has been centered on devising new mitigation 

tools. This Chapter advances the scholarly debate on botnet mitigation by mapping the 

broad regulatory framework available at EU and national levels, paving the way for a 

subsequent analysis of the effectiveness of this regulatory framework.  
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5. EVALUATING EFFECTIVENESS 

This Chapter explores the effectiveness of regulation governing IIAs’ mitigation efforts in 

the Netherlands by answering sub-questions 3.b Is the regulatory framework conceived to reach the 

target industry?; 3.c Is the regulatory framework conceived to produce its desired effects?; and 3.d.How does 

the regulatory framework perform in relation to selected requirements for effectiveness?. Combined with 

the findings of Chapter 4, answers to those sub-questions will address the broader sub-

question 3. What can be said about the effectiveness of the Dutch regulatory framework in enabling 

actions of the target industry against botnets? Sub-questions 3.b and 3.c launch a higher-level 

inquiry on whether the regulatory framework reaches the desired audience as coined in this 

study and whether it is conceived to bring about its intended effects. In sub-question 3.d, 

the Chapter assesses the three indicators of effectiveness (legality, involvement, and 

liability indicators) in relation to the regulation applicable to the four pillars of mitigation. 

In order to answer the sub-questions above, each pillar of botnet mitigation (1. prevention, 

2. information sharing, 3. disruption, and 4. disinfection) is analyzed individually, as each 

mitigation pillar brings about its own set of challenges and norms. Overall, the assessment 

presented in the following sub-sections is a three-step analysis. First, it detects the norms 

applicable to a given pillar and identifies the scope and target audience of such norms. 

Secondly, it evaluates whether regulation was conceived to produce its intended effects in 

relation to botnet mitigation. Thirdly, it determines the extent to which such effects are 

being produced in view of the selected indicators of effectiveness. As a result, this Chapter 

will evaluate whether the regulatory framework is effective by assessing if and to what 

extent:   

a. The actions of IIAs are supported by legislative authority (legality indicator) 

b. IIAs’ involvement in botnet mitigation is in line with the spectrum of responsibility 

and the contextual means and opportunities available to each actor (involvement 

indicator) 

c. The rules of liability applicable to an IIA consider its level of involvement in botnet 

mitigation (liability indicator) 

Furthermore, it is important to clarify that the notion of effectiveness here used is one in 

which participation of IIAs in botnet mitigation should be maximized while ensuring a 

minimal level of compliance with selected fundamental rights. This is to say that an 

effective framework for botnet mitigation must respect the right to data protection at least 
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minimally, while allowing for and promoting the maximal participation of Internet industry 

actors. This is the yardstick that will be deployed in answering each sub-question.  

The effect of applying the notion of effectiveness in the sense explained is that the analysis 

of the regulatory instruments is centered on the provisions that legitimize, promote, or in 

another way facilitate or hinder the intervention of IIAs against cyber threats and/or the 

provisions that limit any potential intervention on the basis of the right to data protection. 

Discussions about regulatory improvements, bottlenecks, and gaps are thus constricted to 

provisions that either have the potential to maximize intervention or impose limitations 

which ensure that IIAs will comply with the fundamental right to data protection. This 

constraint is a methodological development ensuing from the notion of effectiveness 

deployed in this study. 

In Chapters 2 and 3, botnet mitigation has been framed as an ideal public policy goal in 

relation to cybersecurity and that should be pursued through effective regulation. To that 

end, this Chapter attempts to unravel some thorny issues concerning anti-botnet measures 

launched by the private sector. It addresses, for instance, if IIAs are required to prevent 

botnets from proliferating, the parameters and circumstances in which prevention may 

and/or should take place, and whether IIAs are allowed to share information about botnet 

infections with one another. It continues by inquiring whether the regulatory framework 

allows for disruption methods launched by IIAs, as well as whether disinfection by IIAs is 

permitted and incentivized by regulation. The answers to these and other questions will 

illuminate the debate on the effectiveness of existing regulation, therefore helping to 

narrow down eventual regulatory bottlenecks and pave the way for future regulatory 

recommendations. 

This Chapter is particularly concerned with the effectiveness of the regulatory framework, 

but given its approach, which evaluates the status quo of regulation, a doctrinal analysis is 

the adopted method of investigation (Section 1.6.1). Although empirical methods could be 

deployed, in theory, to strengthen the evaluation of the effectiveness of the regulatory 

framework, there are several obstacles to such a form of inquiry, at least at this point in 

time where empirical data about the law in practice is not available for the regulatory 

framework analyzed (see Section 1.6.4). The argument developed in this Chapter is built 

upon the exploratory form of inquiry and explains how the current terms could limit the 

regulatory framework, while exploring different lines of interpretation and potential 
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developments for the regulatory instruments. Such goals can be achieved through the use 

of doctrinal research and have benefitted from the continuous dialogues between the 

researcher and other participants of the BotLeg project, in which various topics were 

discussed in an informal setting. Thus, considering the scarcity of previous and 

concomitant studies in this field, and the availability of regulatory studies that can be of 

value to better understand botnet mitigation, the following sections will be devoted to a 

doctrinal exploration of regulatory effectiveness. This exploration is an initial but essential 

steppingstone into botnet studies, including future research evaluating the empirical impact 

of regulation on botnet mitigation.   

5.1 PREVENTION 

This section investigates the effectiveness of regulation applicable to preventive efforts 

conducted by IIAs. Botnet prevention concerns the broad assortment of efforts designed 

to deter the spread of botnet infections and the launch of botnet attacks. It covers a 

multitude of measures, including educational (awareness raising), and technical (detection 

and security-by-design) measures targeted at protecting users’ devices from mutating into 

bots and at averting the launch of an attack. Given that the educational angle (awareness 

raising) is a general public-policy initiative rather than a regulatory activity, the scope of 

prevention under analysis shall be reduced to the technical modalities: detection and 

security-by-design.  

First, I shall look at how prevention by different actors is regulated. Since there are specific 

norms that could be applied to CI and CII providers, software vendors, hardware 

manufacturers, and ISPs, these will be examined. 128  Second, I will examine whether 

prevention by IIAs can be achieved as a byproduct of compliance with 1. the obligation to 

secure the processing of personal data, 2. a duty of care (for one’s network and 

clients/customers), and 3. technical standards.  

5.1.1 PREVENTION BY CI AND CII PROVIDERS  

The cybersecurity obligations introduced by the NIS Directive govern the ambit of 

activities of IIAs which are also critical infrastructure (CI) and critical information 

infrastructure (CII) providers. CI and CII providers must observe the duty to implement 

 
128 Because the analysis is centered on the contemporary status of regulation, the examination is only 
possible where a set of norms exists and applies. The absence of norms governing prevention by a certain 
category of IIAs, in turn, will be noted as a gap and will be problematized. 
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cybersecurity protective measures and report cybersecurity incidents to the authorities 

following the terms of Arts. 14(1)(2) (operators of essential services) and 16 (1)(2) (digital 

service providers). The risk posed by botnets is such that actions aimed at preempting 

contamination and the launch of attacks are essential to maintaining a desirable level of 

cybersecurity. As noted, within the broad category of Operators of Essential Services 

(OESs), the so-called digital infrastructure agents (category 7, Annex II of the NIS 

Directive) can play an important role in mitigating botnets. These are Internet exchange 

point (IXP) providers, domain name system (DNS) service providers, and top-level 

domain (TLD) name registries. The other category of IIAs covered by the NIS Directive 

is the one of digital service providers (DSPs). Thus, online marketplaces, online search 

engines, and cloud computing services that are bound by the rules of Art. 16 can contribute 

to the prevention of botnets (and other forms of mitigation). 

The wording of both Articles 14(1)(2) and 16(1)(2) requires that DSPs and OESs protect 

the information systems they operate in a level that is proportional to the cybersecurity 

risks which target these networks. In justifying botnet prevention as a measure that is 

necessary to protect information systems, IIAs must evaluate whether the measure in 

question is proportional to the menace posed by the botnet in question. This is certainly a 

challenging assessment for the IIA because the full capacity of the botnet may not be 

exposed – botnets are scattered structures, and mitigators often have only a fraction of the 

information concerning the overall infrastructure. When deciding whether a measure is 

proportional to the threat, IIAs must conduct due diligence and, given the pace in which 

botnets have evolved, preferably err on the safe side by taking the necessary measures to 

protect their users and network. Such preventive actions, however, may echo as intrusive 

measures that interfere with the right to data protection enjoyed by the users/clients of 

the IIA. Prevention techniques, as discussed under Section 2.8.1, can have a considerable 

impact on the communications that they inspect or filter. As such, there is a general 

concern that prevention techniques, including detection tools, may be intrusive and pose 

a threat to the personal data of Internet users through the monitoring of communications 

and data traffic. To thwart claims of violations of the GDPR and ePrivacy Directive, it is 

important that IIAs consider whether such measures would also constitute, for instance, a 

processing of personal data and fulfil the remaining requirements laid out by the data 

protection framework. Ultimately, evaluating whether a measure targeted at botnet 

mitigation fulfils the principle of proportionality by the NIS Directive and constitutes a 

legitimate processing under the GDPR is a task for the competent supervisory authorities 
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and, where applicable, subject to judicial review. Judicial review could outline the scenarios 

in which the prevention tools are excessive or insufficient to deal with the menace 

(disproportional by the NIS Directive), and/or do not represent a legitimate processing of 

personal data in the GDPR, contributing to greater legal certainty on the matter. 

In assessing the applicable framework to botnet mitigation, the duties connected to 

personal data breach and security breach notification are directly relevant to prevention, 

as they incentivize information awareness across stakeholders. By force of such 

notification duties, an IIA may be required to inform the occurrence or the imminence of 

occurrence of a botnet attack to the authorities and/or to the public. Overall, notification 

duties applicable to IIAs are present in the NIS Directive, the GDPR, Framework 

Directive, and the ePrivacy Directive (and its national implementation). Further analysis 

of the notification duties is conducted in Section 5.4.2 (Victim Notification). At this point, 

it is worth mentioning that the current landscape of security breach notifications is framed 

according to the activity of the notifier - OESs and DSPs by the NIS Directive, ISPs stricto 

sensu by the Framework Directive and the ePrivacy Directive (and in the Netherlands, by 

the Dutch Telecommunications Act). In addition, since the GDPR governs the breach 

notifications of personal data, there is a significant overlap between these and the duties 

assigned by the NIS Directive and ePrivacy Directive/Framework Directive, whenever the 

security breach affects the processing of personal data.  

The security breach notification introduced by the NIS Directive requires OESs (Art. 

14(3)) and DSPs (Art. 16(3)) to communicate directly with the national authorities about 

incidents having a significant impact on the services they provide. The NIS Directive refers 

to notifications addressed at competent authorities and/or Computer Security Incident 

Response Team (CSIRTs), which formalizes an ad hoc information sharing system 

between the private and public sector whenever a serious security breach occurs. In fact, 

the NIS Directive repeatedly emphasizes the importance of collaboration between public 

and private sector and the promotion of such information exchange. Remarking on the 

potential overlap between the security notification breach and the processing of personal 

data, Recital 72 of the NIS Directive requires such notification to be in compliance with 

the Data Protection Directive (replaced by the GDPR) and the ePrivacy Directive. 

Therefore, OESs and DSPs issuing security breach notifications about botnet incidents to 

CSIRTs and/or competent authorities must pay due attention to the GDPR, in case the 

exchange is also a processing of personal data.  
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5.1.2 PREVENTION BY SOFTWARE VENDORS AND HARDWARE 
MANUFACTURERS  

As indicated in Section 4.3.1, the NIS Directive applies to a limited range of actors. Only 

Internet industry actors classified as operators of essential services and digital service 

providers have their cybersecurity activities governed by the NIS Directive. Consequently, 

actors such as software developers and hardware manufacturers, who are too cybersecurity 

stakeholders and have been deeply involved in international anti-botnet consortiums (e.g., 

Symantec, Cisco, Microsoft, etc.), are not bound by the terms of the NIS Directive. The 

decision to omit such actors is an offspring of the extensive debate about the scope of 

Arts. 14 and 16 during the negotiations of the NIS Directive, which concluded that the 

current rules on product liability were sufficient to cover the matter (Recital 50).  

Nevertheless, the existing terms of the Product Liability Directive merely addresses liability 

concerning the safety of the product at the time it was placed on the market (Article 6(c) 

Directive 85/374/EEC), following the presentation of the product (e.g., packaging 

instructions) and its intended use, while considering the reasonable expectations of safety 

that users can derive from that. While the standard of cybersecurity supported by the NIS 

Directive is objective – where measures should be adequate and proportional to the threat 

posed by the menace -, those enforced by the safety and liability rules of the GPSD and 

PLD are less so; by the GPSD and PLD, safety standards are calibrated for according to 

the levels of safety that a person is entitled to expect, making such cybersecurity parameter 

an objectivized subjective standard. For instance, pursuant to the rationale incorporated in 

Arts. 6(c), 7(b) and 7(e) of the PLD, a product is defective if it fails to deliver the level of 

safety that a person is entitled to expect at the time in which it was put into circulation and 

following its intended use. The key notions are “safety levels that a person is entitled to 

expect” and “time in which [the product] was put into circulation”. In the context of 

cybersecurity, the over-openness of parameters such as “safety levels that a person is 

entitled to expect” are at odds with the technical nature of information systems security. 

Adjusting the levels of product safety according to a person’s rightful expectations could 

place the user in a vulnerable situation, since this test could shift the threshold of safety to 

levels which are lower than those that are adequate and proportional in face of the 

particular threats affecting that product. The notion of state-of-the-art introduced in the 

GPSD and PLD is equally concerning in that it may not compel producers to adopt high 

levels of cybersecurity; the notion leaves the norm overly open to interpretation without 
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offering concrete guidance that would help IIAs in making important technical decisions 

about the security of their products. 

If the NIS Directive had also governed the activities of, for instance, software vendors and 

hardware manufacturers, a broader group of IIAs would have found legitimate grounds to 

mitigate botnets under Arts. 14 and 16 of the NIS Directive. By not regulating hardware 

manufacturers and software developers under that law, the EU legislator chose to establish 

a modulated framework of cybersecurity. In this modulated framework, different 

categories of actors are expected to comply with different norms. The modulated 

framework of responsibilities evidenced by the NIS Directive is consistent with legislative 

intentions if one considers that the text of the NIS Directive merely refers to the fact that 

the product liability rules already governed the matter for software developers and 

hardware manufacturers – in no moment does the legislator go as far as to affirm that the 

same level of protection is afforded. The modulated framework of cybersecurity 

responsibilities among DSPs, OESs, and producers (software developers and hardware 

manufacturers) is, in principle, aligned with the proposed notion of a contextual 

framework for botnet mitigation and the requirements for effective regulatory intervention 

laid out in Section 3.6.  

The execution of the modulated framework, however, goes against the above. In Section 

3.4, it was defended that actors placed at the lower layers of the OSI should implement 

stringent security measures, as the adoption of higher cybersecurity norms at the lower 

levels reverberate through the higher levels, where DSPs and OESs are located (or at least 

evenly placed with software developers). Although it is not logically possible to ascertain 

that the objective model corroborated by the NIS Directive offers at all times a higher 

level of security than that of the General Product Safety Directive and the Product Liability 

Directive, it is possible to argue that in a society in which general knowledge of 

cybersecurity is scant, the reasonable expectations that consumers may have in relation to 

a product are a frail standard to which to hold producers accountable. Plus, as discussed 

in Sections 4.3.11.2 and 4.3.11.3, the rules on product safety and liability are likely to 

exclude third parties from compensation for harms, where such harms are caused by a 

failure to implement adequate cybersecurity measures. One of the reasons for that is the 

fact that the rules on the burden of proof make the demonstration of causality significantly 

challenging, especially for individual litigators. This limitation in protecting third parties 

from cybersecurity failures is questionable: cybersecurity failures inherently affect a gamut 
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of individuals that go beyond that of direct users of the device. As such, they may cause 

harms for which affected parties will not be compensated. For those reasons, one could 

argue that the current provisions of the General Product Safety Directive and Product 

Liability Directive are possibly insufficient to compel producers to offer the same level and 

reach of cybersecurity expected from DSPs and OESs, creating the risk that actors located 

at higher levels of the OSI model are expected to uphold higher cybersecurity standards 

than those placed at lower levels, creating an ineffective system of responsibilities. If one 

were to defend that the cybersecurity responsibilities of DSPs, OESs, software developers 

and hardware manufacturers should be approximated, the fragmented governance of 

cybersecurity spread through the NIS Directive and the Product Liability Directive and 

GPSD would have to be revisited.  

Even though not considered as providers of critical infrastructure, software vendors and 

hardware manufacturers hold a prominent position in the prevention of botnets (and other 

threats) that exploit their products, which are also used by critical infrastructure providers. 

The prevalence of software and hardware gives their producers an important edge on 

mitigation. Furthermore, cybersecurity measures and mechanisms adopted at lower layers 

of the OSI model could present a more effective solution to improving the levels of 

cybersecurity over the entire chain of IIAs. As argued in Section 3.4, the responsibilities of 

actors in higher and lower layers are complementary, but it is only sensible that those 

placed at the lower layers internalize the same or more advanced norms of cybersecurity. 

While producers are free to adopt such high standards by themselves, the lack of regulatory 

incentives promotes a culture of low cybersecurity at the lower layers – and therefore 

negatively impacts botnet mitigation overall. 

The Product Liability Directive and the General Product Safety Directive were devised at 

a time when the parameters of product safety and security were vastly different from 

today’s (and so was the world’s understanding of cybersecurity). Arts. 6, 7(b) and 7(e) of 

the PLD set forth a regime in which the standard of safety is determined by product 

presentation, customer expectations, production time, and state-of-the-art – similar 

statutory elements are to be found in Art. 3.3 of the GPSD. If taken at face value and 

without considering additional requirements adopted individually by Member States, such 

parameters are possibly too vague to promote high levels of cybersecurity, as they seem to 

focus on elements of analog product safety and are not aligned with the demands of digital 

safety and online security. The model adopted by the PLD and GPSD is not fully aligned 
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with the more detailed risk-based approach present in recent EU legislation, such as the 

NIS Directive and the GDPR. For those reasons, I defend that the system of cybersecurity 

responsibilities applicable to software vendors and hardware manufacturers is 

concerningly open. This over-openness, combined with the limitations arising from the 

burden of proof, create an environment in which the overall level of digital safety that a 

person is entitled to expect conflicts with the de facto means and opportunities available 

to software and hardware producers. 

Given the NIS Directive’s focus on CI and CII, it seems plausible to solidify and 

strengthen software vendors’ and hardware manufacturers’ cybersecurity responsibilities 

under the GPSD and the PLD themselves – especially since cybersecurity could be 

understood as a component of the safety and security of the specific product being placed 

on the market. Strengthening the cybersecurity framework under the PLD and GPSD 

could be achieved by introducing targeted provisions on the security of information 

systems requiring producers to internalize adequate security that is proportional to the risks 

posed by botnets and other threats to their network, here included specific measures 

directed at threat prevention, information sharing, disruption, and disinfection. It must be 

highlighted that the heightened security obligation here defended (one that is adequate and 

proportional to the risk posed by the threats) is an obligation of means and not result. In 

other words, software vendors and hardware manufacturers should make a reasonable 

effort and deploy resources aimed at reducing the security risks and protecting users alike 

but shall not be held liable if, despite fulfilling their obligation to secure a product to be 

placed on the market, an attack occurs. Although the vagueness of such provision cannot 

be avoided, given the necessity to enact technologically neutral norms, the standard would 

be farther removed from users’ expectations and could be further developed through best 

practices and self-regulation produced by industry and standardization bodies. Moving 

towards a more technical standard of cybersecurity for product safety, adopting clearer 

duties in relation to cybersecurity, as well as making room for the contribution of technical 

bodies and industry participation in determining the achievement of adequate 

cybersecurity, is arguably a step forward. This approach seems to have been partly 

embraced by the EU in their discussions concerning the EU Cybersecurity Act. 

A starting point for rethinking the product safety and liability frameworks could consider 

requesting producers to adopt security measures that are proportionate to existing threats, 

place on the market only products that comply with (cyber)security standards issued by 
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international and national bodies (see Section 4.4.1), and keep products up-to-date by 

providing software updates within a reasonable time frame. The assessment of 

proportionality in the context of information security entails an extensive debate, as it 

brings upon an open norm. There are no clear-cut answers to the question of how 

proportionality should be achieved by manufacturers and vendors of IT products, but we 

can start by agreeing that proportionate security measures should at least account for the 

cybersecurity risks that are largely known in the industry while considering the role of the 

device at stake within the greater picture of the attack. The likelihood of an attack, the 

costs associated with the attack (both from a consumer perspective and from a producer 

perspective), as well as the costs associated with preparedness, are all elements that industry 

can consider when making decisions about appropriate and proportional security 

measures. In assessing the likelihood of an event, it is worth remembering that security 

companies such as Akamai, Symantec, Microsoft, McAfee, among others, publish regular 

statistical reports on trend attacks and upcoming threats, in addition to the information 

produced by national CERTs and international CERT networks active in the region. In 

the Netherlands, IIAs have also engaged in producing data about attacks, as illustrated by 

the NBIP DDoS Data Report 2017 – The rise of cunning DDoS attacks (2017).  

Legislative amendments to the GPSD and PLD, aimed at approximating the levels of 

cybersecurity responsibilities borne by actors whose activities are governed by the NIS 

Directive and by the first two instruments, could project a more consistent risk-based 

approach towards botnet mitigation in the broader EU regulatory framework. By doing 

so, cybersecurity duties would be cast on an Internet industry actor according not only to 

its level of influence and control but also to its opportunities for mitigating threats. 

Granted, the analysis above is insufficient to produce precise regulatory recommendations, 

the reason why the implications of such proposals should be further analyzed. 

The product safety and liability systems recognize the pivotal contribution of producers in 

relation to the characteristics of a product. Because producers have a keen responsibility 

over the product they place on the market, the Product Liability Directive adopts the 

system of strict liability. This represents the critical advantage of amending the PLD in 

relation to obligations concerning cybersecurity as opposed to extending the NIS 

Directive. Nonetheless, merely adding to the text of the Product Liability Directive would 

not change ancillary issues connected to the overall framework of that instrument, 

including the fact that: 1. the restrictive scope of the Product Liability Directive is limited 
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to the concept of ‘product’ and the debate on whether software is a product is not settled 

(see Section 4.3.11.1); 2. legal practitioners would have to define what level of security 

users and bystanders are entitled to expect from a device; 3. ascertaining whether a device 

de facto meets the expected level of security is a difficult task that could frustrate the claims 

of injured parties. The unsettled understanding about crucial concepts of product liability 

and the variable degree of security accepted in the GPSD and PLD generates loopholes 

(and legal uncertainty) that can be exploited to the detriment of victims.  

It is worth noting that both software vendors and hardware manufacturers are equally 

equipped with control over their final product (or component) and can exercise their duty 

to ensure the security of their product. Yet, given that software vendors cannot fix a 

hardware vulnerability, and vice-versa, the reach of liability emerging from a fine-tuned 

system of cybersecurity requirements within the PLD shall be circumscribed to the 

proportion to which the unsafe device contributed to the final damage, including material 

and non-material losses, as discussed in Section 4.3.11.4. A botnet may inflict various 

harms on the devices part of its chain of attacks, varying from harms to the integrity of the 

devices to the confidentiality of the information stored in these systems. Moreover, it is 

not necessary for a botnet attack to be activated: the mere contamination of a device by a 

bot puts the computer system and the privacy of the user at risk, bringing about both 

material (damage to a computer system) and immaterial (harm to a person’s right to a 

private life) damages.  

The PLD recognizes several and joint liability under Art. 5, allowing the respondent to 

claim contribution from the producer whose unsafe product is believed to have 

collaborated to the tortious act. Nevertheless, it is upon the respondent to claim and 

present evidence that another producer is at least partly liable for the tort. In the case of 

botnets and other large-scale cybercrimes, in which various producers could be involved 

at a given moment without necessarily contributing to caused damage, it seems plausible 

to consider if additional rules on ascertaining several and joint liability should be added to 

Art. 5. Identifying the occurrence and the damage caused by a cyber-attack requires expert 

knowledge; it is thus unreasonable to expect a customer-victim to have sufficient 

knowledge about the contribution of the producers to the final event prior to the start of 

the legal action. Therefore, Art. 4 - which demands that the injured party prove the damage, 

the causal link, and the causal relationship between the events- could be revisited in cases 

of cybersecurity. In its current terms, Art. 4 could largely prevent claims concerning 
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botnet-caused damage, since the regular injured person will not possess the level of 

knowledge (and access to information) that would allow one to claim single, joint or several 

liability. Although Member States have further discretion in determining the rules of 

proceeding concerning product liability claims, in the event that a Member States fails to 

take into account the circumstances described in this paragraph, the obstacles posed by 

Art. 4 could translate into a concrete barrier to consumers at the national level. 

On the matter of contemporary security and contrary to the wider range of offline systems, 

interconnected information systems become progressively vulnerable over time. The 

reasonable safety expectations of the user are thus dynamic, given the opportunities that 

software developers and hardware manufacturers have to remotely improve the security 

of their devices. Hoofnagle (2018) refers to this category of products as ‘tethered goods’, 

goods that remain connected to both consumer and supplier post transaction, evolving 

into a form of experience goods. IoT devices are the prominent example of modern 

tethered goods, which give producers the opportunity to monitor their post-transaction 

safety. By Hoofnagle (2018), the inherent capacity of tethered goods to be continuously 

altered poses the question of whether a moral or legal obligation exists to make tethered 

products safer even after the transaction. The duration of the obligation to ensure the 

security of a tethered good is not evident: holding a producer liable for the entire post-

transaction use may create situations in which the costs of fulfilling this obligation are 

higher than the gains offered to the consumer. Establishing a reasonable time frame for 

the offer of updates is a complex exercise. In doing so, one could also take into account 

the characteristics of the product, its targeted audience, and the resources of the producer, 

among other factors. Legal expectations are relevant for both sides of the transaction and 

are now far from clear. Revisiting the requirements and obligations regarding product 

liability in the age of information systems and the IoT is a pressing matter. Consumer law 

must evolve to encompass the new range of threats that compromise the security of 

devices placed on the EU market, be it pre- or post-transaction, be it a remote or tethered 

good.   
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5.1.3 PREVENTION BY INTERNET SERVICE PROVIDERS 

ISPs stricto sensu were also excluded from the NIS Directive, as discussed in Section 

4.3.1.129 Among the reasons that determined the omission of ISPs from the list of essential 

services was the preexistence of the Framework Directive (Directive 2002/21/EC), which 

is applicable to that category of IIAs. In summary, the security obligation introduced by 

the Framework Directive (Art. 13a) follows the same logic reproduced in the NIS 

Directive, calling upon Member States to ensure that providers of electronic 

communications adopt technical and organizational measures to cope with the risks posed 

to the security of their networks. This is also found under Art. 4(1) ePrivacy Directive, 

which introduced yet another security obligation targeted at electronic communications 

providers. In addition, Art. 13a Framework Directive demands that security measures be 

proportional to the risk presented and used to prevent and minimize the impact caused by 

any incidents, calling on Member States to guarantee that electronic communications 

providers adopt all necessary measures to secure their networks and the continuity of the 

service provided by them.  

On a general level, Art. 13a (1) Framework Directive and Art. 4(1) ePrivacy Directive 

justify botnet mitigation by ISPs in a somehow similar way as the NIS Directive, which 

demands a comparable conduct from digital service providers (Art. 16) and operators of 

essential services (Art. 14). At the national level, Art. 11.3 TA calls upon ISPs to take 

appropriate technical and organizational measures for the security of the networks and 

services they offer in the interest of the protection of personal data and the protection of 

the privacy of subscribers and users. The measures shall, taking into account the state of 

the art and the costs of implementation, ensure an appropriate level of security that is 

proportionate to the risk involved. Such measures follow the language of Art. 4(1a) 

ePrivacy Directive and include (i) ensuring that only authorized personnel have access to 

the personal data for legally permitted purposes, (ii) protecting the stored or transmitted 

personal data against unintentional or unauthorized storage, processing, access, provision, 

modification, loss, destruction, and (iii) introducing a security policy with regard to the 

processing of personal data (Art. 11.3 TA). Thus, it could be argued that botnets affecting 

 
129 For the purpose of this work, the term ISP(s) means domain name registrars, hosting providers, access 
providers, email service providers, payment gateways, among others, and shall not be confused with 
digital service providers (e.g., cloud computing services, online marketplaces, online search engines, 
social media platforms), following the categorization introduced by the NIS Directive (Directive 
2016/1148), the eCommerce Directive (2000/31) and the Directive 2015/1535.  
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publicly available networks and services may be lawfully prevented on the basis of the TA, 

always considering the limitations imposed by data protection rights. Similar interpretation 

may be given to the obligation to ensure confidentiality and continuity of services as in 

Arts. 11.2a(1) and 11a.1 of the TA. 

In sum, Art. 13a (1) of the Framework Directive, Art. 4(1) ePrivacy Directive, and relevant 

provisions of the TA may serve as a legal basis for ISPs to adopt security measures that 

prevent botnet attacks, as well as minimize the impact such attacks may have on their 

networks and services. Yet, the provisions are much too broad (and at times vague) to 

offer the level of specificity necessary to enlighten the circumstances in which botnet 

countermeasures (such as the ones listed in Chapter 2 of this book, Section 2.8) are to be 

understood as a security measure within the terms of the law. Similarly to the legislative 

choice made by the NIS Directive, by referring to open terms such as proportional and 

appropriate, the Framework Directive and the ePrivacy Directive introduces a general 

security obligation with limited guidance on matters that are essential to those subject to 

the law. Regulatory guidance by the legislator and the courts on categories of measures 

that are likely to be regarded as appropriate and proportional, for instance, would be a 

welcome addition. This absence of regulatory guidance is unlikely to be solved with the 

EECC, which introduces more detailed rules on how to classify an incident as substantial 

but adds little in respect of authorized countermeasures, or with the current version of the 

ePrivacy Regulation. Clarifications on the circumstances in which large-scale preventive 

measures could be taken and how potential spillovers of such techniques are to be handled, 

for example, are all left untouched by the current framework. Further specific norms on 

information security could still remain largely technology neutral while offering mitigators 

greater regulatory certainty on the legality of countermeasures.  

These scattered cybersecurity obligations implicating IIAs create a complicated fabric of 

duties: the norms often end up short of expectations and embody insufficient legal 

certainty. By doing so, the concrete value of such regulatory instruments risks being 

minimal, thus crippling their potential of acting as grounds for botnet mitigation as a 

whole. These concerns are valid for other pillars of botnet mitigation, since the obligations 

above mentioned are overarching duties towards the security of information systems.  
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5.1.4 PREVENTION AS AN OBLIGATION TO SECURE PERSONAL DATA  

Not only botnets but also botnet mitigation may pose a hazard to the right to data 

protection. Thus, one could inquire whether the General Data Protection Regulation 

authorizes prevention efforts by IIAs processing personal data, and how it could also limit 

any such efforts. Following the general duty whereby all data processors and controllers 

must ensure the security and integrity of personal data under their responsibility, it should 

be possible for controllers and processors to take the necessary preventive and offensive 

measures to safeguard the data against botnets. This argument can be construed on the 

basis of Art. 32(1), 130  which expressly request controllers and processors to adopt 

appropriate technical and organizational measures against threats. When securing the 

processing of personal data, controllers and processors should also include remedies that 

minimize the impact of a botnet attack against their systems.  

Art. 32 comprises various building blocks leading to the final outcome expected from 

controllers and processors. First, controllers and processors must evaluate the state of the 

art, which is the standard-setting element defining the expectations regulators and users 

alike may have in relation to the measures adopted by said controllers and processors. 

Later, the costs of adopting security measures, as well as the nature, scope, context and 

purpose of the processing are to be assessed as calibrating factors. Finally, both the 

likelihood that the harmful event will take place and the seriousness of the risk that such 

an event may bring to the rights and freedoms of data subjects are to be considered. Art. 

32(1) lists four sets of measures that should be comprised under the umbrella of security 

of processing, namely, (a) pseudonymization and encryption of data, (b) ensuring the 

confidentiality, integrity, availability and resilience of systems, (c) restoring the availability 

of a service in a timely manner following a disruptive event, and (d) performance testing, 

assessing and evaluating the security of the processing of personal data. Apart from those 

 
130 “Art. 32 – Security of Processing  
1. Taking into account the state of the art, the costs of implementation and the nature, scope, context and 
purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms 
of natural persons, the controller and the processor shall implement appropriate technical and 
organisational measures to ensure a level of security appropriate to the risk, including inter alia as 
appropriate:  
(a)  the pseudonymisation and encryption of personal data;  
(b)  the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing 
systems and services;  
(c)  the ability to restore the availability and access to personal data in a timely manner in the event of a 
physical or technical incident;  
(d)  a process for regularly testing, assessing and evaluating the effectiveness of technical and 
organisational measures for ensuring the security of the processing.” 
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examples, the GDPR is silent on how each of the elements of Art. 32 (state-of-the-art, 

costs, likelihood and severity) is to be assessed and what other factors should be considered 

in complying with the provision. The concept of appropriate security measures which are 

proportional to the risks is thus left open. Despite the existence of information security 

efforts by standardization bodies, there are no guidelines in the GDPR on what the security 

measures of Art. 32(1) should be or what the elements of this proportionality test are. This 

criticism is valid throughout the NIS Directive and the Framework Directive alike, given 

that all these instruments make reference to parameters of security which are concerningly 

abstract and commonplace. The Handbook on European Data Protection Law launched 

by the EU Fundamental Rights Agency includes a few paragraphs on the obligation of 

securing the processing of personal data (Art. 32); but the document adds little to the 

debate on security of processing beyond what is already present in the law. One relevant 

observation though relates to the potential use of Codes of Conduct or an approved 

certification mechanism to demonstrate compliance with Art. 32 (European Union Agency 

for Fundamental Rights (FRA), 2018, p. 132), which would be under the scope of Arts. 42 

and 43 GDPR. This is an interesting development for cybersecurity mechanisms, which 

could enable compliance with Art. 32 via technical standards. As noted by Kamara et al. 

(2018/2019, p. 4), the GDPR does not limit the use of standards “to one specific topic, 

potentially thus covering a legal obligation such as data security or even the full spectrum 

of controller and processor’s GDPR obligations”. Given the enforcement levels of the 

GDPR, and the ubiquitous nature of personal data, Arts. 42 and 43 GDPR create 

opportunities for advancing cybersecurity (and botnet mitigation) through standardization. 

But given the absence of further legislative guidance, as well as incipient published 

materials delving into the intricacies of Art. 32, only so much can be hypothesized at this 

stage. In this study, an effective level of security against botnets translates in the adoption 

of botnet mitigation, in its four pillars, according to the opportunities and constrains 

created by the regulatory framework. This is to say that, in order to fulfil the obligation of 

Art. 32, all IIAs should deploy the most appropriate efforts in terms of botnet mitigation 

(see Section 2.8) while respecting the right to data protection. Although this may read as 

an extensive duty encompassing all matters of botnet mitigation, the range to which Art. 

32 applies is constricted to the instances where personal data is being processed. Also, the 

degree and reach of the required security measures will depend on a number of 

circumstances listed in Art 32(1), i.e., the state of the art, the costs of implementation, the 

nature, scope, context and purposes of processing, as well as the risk of varying likelihood 
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and severity for the rights and freedoms of natural persons. The latter includes assessing 

(1) the possible impact of a potential security breach on the rights and freedoms of data 

subjects, (2) whether the data being processed involves special categories of data, and (3) 

the number of affected individuals, among others. Although botnets are likely to fulfil the 

highest requirements for security, some of the elements required in the assessment of Art. 

32 depend on concrete modalities of cyberthreats. As a result of those constraints, an 

interpretation of Art. 32 that warrants a comprehensive defense against botnets is likely to 

be disputed. 

Establishing the state-of-the-art and the costs of botnet mitigation are tasks beyond the 

scope of this study and field of knowledge of this author. The state-of-the-art of botnet 

mitigation can be evaluated through the multiple technical reports made available by 

international security companies, cybersecurity bodies, and competent authorities. The 

possibility of implementing the state-of-the-art is contingent on the means and resources 

of the agent, a circumstance that can only be pre-assessed by the agent itself. It is to be 

expected that companies running activities with a high risk of interference with the right 

to data protection should invest a greater portion of their revenue in securing the 

processing of such data. In turn, larger companies are also to be expected to commit a 

large amount of financial resources to the protection of the personal data they process. 

The cost of security can be reasonably expected to match the financial capabilities of a 

controller/processor, but also to be commensurate with the importance that processing 

of personal data plays on the business model pursued by the agent. Furthermore, the 

likelihood of the attack and risks it may pose to the set of personal data processed by the 

agent depend once again on the circumstances of the case. The likelihood of an attack is a 

compound effort that must be assessed, for instance, in light of the growing threats to that 

sector and system being used. Given the widespread penetration of botnets, the likelihood 

that IIAs processing personal data will have to adopt botnet-mitigation efforts to improve 

their resilience is high. Threat reports issued by established security companies,131 as well 

as guidance issued by authorities such as ENISA, LEAs, and national cybersecurity 

organizations (e.g., NCSC in the Netherlands), can influence the level of awareness that 

controllers are expected to have in relation to the probability of an attack against 

themselves, while providing a more accurate and reliable assessment of the threat posed 

by the variety of critical botnets. While it is not expected that all IIAs have advanced 

 
131 E.g., Microsoft Security Intelligence Report, IBM X-Force Threat Intelligence Index, McAfee Labs 
Threats Reports, among others. 
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predictive capabilities, failing to follow up on threat reports shared by the national 

cybersecurity center and CERTs’ newsfeeds highlighting the imminence of an attack, for 

instance, could indicate a failure to adopt the necessary security measures in view of the 

probability of an attack. The risks an attack against the controller or processor could pose 

to the personal data they handle are better assessed as part of the data protection impact 

assessment envisioned by Art. 35. In any case, the threat posed by a botnet is high in that 

through botnets most forms of cybercrime are possible: personal data can be leaked, 

encrypted for a ransom, destroyed, or used for the commission of other crimes, all this in 

large scale.  

Despite the relevance of Art. 32 to botnet mitigation, the GDPR has a limited material 

application: it is only pertinent to events that involve the processing of personal data and 

only implicates the controllers and processors in charge of such processing. One could see 

the first limitation as a narrow window in which the duty to secure information systems 

could be used as a ground for countering attacks, a window limited to the period in which 

the data is being actually processed – which could in fact be a large period of time 

depending on the processing at hand. After the purpose of the processing has been 

achieved and the personal data under the responsibility of the actor erased (a requirement 

emerging from the minimization principle, which is applicable to all forms of processing 

of personal data), actors are relieved from their duty of securing the data in their processing 

systems – meaning that, if applied strictly, Art. 32(1) would no longer serve to justify anti-

botnet measures. Although botnet mitigation under the GDPR is likely to be 

circumscribed to the protection of personal data and timeframe imposed by the 

minimization principle, the span in which various IIAs must combat and prepare for 

botnet attacks is much larger and surpasses the life cycle of the processing of a single set 

of personal data. For instance, an IoT device monitoring interferences with its network is 

continuously doing so, although the processing of the data could be limited to the 

moments in which the user submits the information for processing and analysis. If the 

producer of the IoT device would only be able to monitor attacks against the database of 

personal data at the moment of the processing and analysis of a single dataset, the 

obligations to ensure the security of the processing by the system itself would be watered 

down. In this line of thought, one could argue that the threat posed by botnets is persistent 

and the need to deploy cybersecurity measures that will increase resilience of such 

information systems is not restricted to the life cycle of personal data processing.  
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If interpreted strictly, the GDPR could be an unfeasible ground for justifying complex and 

often long-term actions involving the prevention of a botnet, as well as other pillars of 

mitigation. Even immediate countermeasures, such as preventing a user to access a 

malicious website, are preceded by detection techniques that require experts to crawl, 

reverse engineer, or otherwise map the botnet beforehand. Although the data 

minimization principle is likely to be fulfilled in anti-botnet actions launched in an 

environment of continuous data processing (e.g., by an Internet access provider), it could 

conflict with shorter-term processing (e.g., job application) in which data is expected to be 

erased shortly after the purpose is fulfilled. Nevertheless, a second interpretation of short-

term processing is possible on the basis of continuity of data processing, whereby 

processing of a personal dataset is preceded and followed by multiple processing 

operations of similar nature or scope. A more coherent understanding of the continuity of 

data processing operations thus, even if concerning different data subjects, could allow 

short-term controllers to use the same justification grounds that other controllers do when 

launching countermeasures against threats. Furthermore, the understanding of security 

needs to go beyond and focus on the security of the system as a whole, including 

components which are not directly connected to the processing of personal data itself. 

This extensive interpretation for the purpose of fulfilling the goals of Art. 32 is in line with 

the necessary measures required by persistent and complex threats such as botnets. 

It is worth recalling that the GDPR is an improper instrument for justifying anti-botnet 

actions of IIAs which are neither processors nor controllers of personal data. This selective 

subject scope is unsurprising, in view of the policy goals behind the GDPR, which are 

rooted in enhancing the protection of personal data and not cybersecurity in itself.  

5.1.5 PREVENTION AS A DUTY OF CARE 

While the general principle of the duty of care in the Netherlands has emerged from civil 

law, specifically, Art. 6:162(3) BW, the debate over the content of a duty of care in the 

context of cybersecurity is often linked to the responsibilities of Internet intermediaries 

(Prins, 2017) as encapsulated under Art. 4 of the ePrivacy Directive. As discussed in 

Section 4.3.12.3, although the concept of duty of care in relation to ISPs is gaining 

momentum in the Netherlands (Tjong Tjin Tai T. F., Koops, Op Heij, e Silva, & 

Skorva ́nek, 2015) (Tjong Tjin Tai & Koops, 2015) (Prins, 2017), there are no concrete 

developments in relation to what such duty should entail and whether it applies to other 

types of IIAs. During the BotLeg workshop of June 1st, 2016, there was an overall 
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consensus that ISPs have a moral duty to care for their networks and the customers that 

use their networks. However, the discussion appears to be limited to this high-level, 

abstract duty that is circumscribed to the field of morality. Without clear regulatory 

responsibilities arising from such a duty, grounding anti-botnet efforts on a duty of care 

remains merely theoretical and does not offer the necessary level of legal certainty that 

could protect IIAs from liability (or ascertain their liability in relation to a violation of a 

duty of care).    

But the idea of duty of care in cybersecurity goes beyond the prevention pillar, extending 

itself to all other aspects of mitigation. As Section 4.3.12.3 explains, based on the idea of 

duty of care, agents may be liable for failure to protect others from harm, even if the agent 

has not given direct cause to the harm itself. This failure could be understood as a failure 

to prevent and disrupt botnets, as well as a failure to share intelligence with others in the 

cybersecurity community and to take the necessary measures to enable disinfection of 

customers and clients. As the system of contractual and tort liability revealed, if IIAs do 

not engage in botnet mitigation and do not comply with best practices in the sector, the 

risks of being held liable for damages originating from botnet attacks are on the lower end. 

IIAs that abide by the same best practices but engage in the launch of countermeasures in 

order to protect their networks and customers, in turn, face a concrete risk of being held 

liable for potential damages caused by countermeasures. Legal application of the duty of 

care to IIAs and their networks, however, could level the playing field and transmute the 

voluntary nature of anti-botnet efforts into a legally expected conduct. 

There is support among Dutch academics for the application of duty of care in relation to 

Internet actors for the purpose of improving cybersecurity (Tjong Tjin Tai T. F., Koops, 

Op Heij, e Silva, & Skorva ́nek, 2015) (Tjong Tjin Tai & Koops, 2015) (Prins, 2017). “The 

advantage of such a duty of care,” argues Tjong Tjin Tai (2015, p. 18), “is that it formulates 

directly, without any possibility of misconstruction, the actual goal of the duty, namely the 

promotion and protection of the interests of the object of care. The subject of the duty 

has to follow his judgement in order to determine what this care actually requires in specific 

circumstances.” Given the elastic and contextual nature of how the concept has been 

conceptualized in Art. 6:162(2) BW, there seems to be enough room for transposing duty 

of care to the environment of botnet mitigation by IIAs. Nevertheless, concrete 

developments around the realization of such duty of care by IIAs are absent (Section 

4.3.12.3). As a result, although a duty of care in relation to cybersecurity is a possible legal 
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development emerging in Dutch law, it remains in its infancy. There are no clear guidelines 

on what a duty of care is supposed to mean in relation to IIAs fighting botnets, which 

consequences arise from non-compliance, and whether or how such a duty of care should 

too be modulated within the spectrum of responsibility described in this study (Section 

3.4.2). 

The proposition that a duty of care should apply to IIAs that are confronted with botnets 

begs a series of questions discerning the goal of such a duty and its nature, which specific 

actors are required to act, and which subjects are worth such protection. Verbruggen et al.  

(2016, p. 81) defend that cybersecurity should be understood as an integral component of 

information systems. By this premise, every IIA has the duty to ensure the cybersecurity 

of the device, platform, and/or service offered to the public as far as it lies within their 

capabilities. The goal of a duty to care for cybersecurity is thus to be borne by the provider 

of such a service or producer of a given product. Also, such a duty would be closer to an 

obligation of means. This is to say that Internet access providers, for instance, could owe 

their clients their best efforts in ensuring the contracted service is secure. In application to 

botnets, a duty of care entails that an IIA will deploy their best efforts to mitigate botnet 

threats insofar as allowed and promoted by the regulatory framework and in relation to 

the product or service which they make available to the public. In other words, a duty of 

care in cybersecurity would require IIAs to embrace botnet mitigation in its four pillars, 

maximizing their scope of activities while ensuring at least minimal compliance with 

fundamental rights. Such a duty is not a universal responsibility: a duty of care bears 

reasonability and should consider the costs associated with its implementation, making it 

a duty that is owed by IIAs to the intended consumer, user, or buyer of the service or 

product made available. Furthermore, the nature and set of activities associated with a said 

duty of care in relation to botnets should be adaptable too in order to account for the 

various levels of influence that IIAs have in a given set up and must count on their diligent 

behavior. At a macro level, a duty of care for cybersecurity requires IIAs to deploy their 

best efforts to mitigate botnets and, at a micro level, such duty must be aligned with the 

responsibilities of the IIA within a broader cybersecurity contextual framework (see 

Sections 3.4 and 5.5).   

The notion of a duty of care allows for concomitant duties of care, an argument that gains 

nuances as we delve into multilayered supply chains. In line of principle and following the 

arguments espoused, the company placing an IoT device on the market would have a duty 

to care for the cybersecurity of that device in relation to its intended users (e.g., 
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consumers). Yet, the companies producing the embedded systems that act as components 

of that device are also in charge of the security of said components. Given that the 

contractual relationship between producers does not involve the consumer level, it is fair 

to argue that the duty to care for the cybersecurity of such an embedded system is borne 

by the contracted company and owed to the buying company that is responsible for 

assembling that embedded system into another component or into the final device. Given 

that manufacturers of embedded systems do not have a legal relationship with the intended 

user, are not in control of the final supply of the device to the public and cannot be held 

responsible for risks associated with other components part of the supply chain and out 

of their reach, I argue that their responsibility is subsidiary and limited to the security 

aspects concerning that specific component. The actor that places the final product on the 

market, in turn, must perform due diligence when selecting the agents that are a part of its 

supply chain. In this context, a duty of care for cybersecurity of the final product is a 

compound element of a broader due diligence in private law.  

Due diligence is a long-established norm of conduct in contractual relationships and gains 

special meaning on deals involving international contracts and complex supply chains 

(Howson, 2003, p. 4). The goal of such a due diligence duty is to ensure that the legal 

standards that a company abides by in its place of activity are, as much as possible, matched 

throughout its supply chain in order to reduce their business risk profiles (Graetz & Franks, 

2013) (Howson, 2003). In private law, the notion of due diligence requires a formal 

investigation of the standards at stake (e.g., review of documents and other data submitted 

by the supply chain services) and an independent investigation led by the contracting 

company in view of establishing its own findings (Resnicow & Rathkopf, 2002, p. 165). 

Such steps are grounded on a risk approach and require companies taking part in a supply 

chain system to make their best effort and measure up to the risks involved. As an integral 

part of consumer goods and services, cybersecurity must be considered in the execution 

of due diligence, which translates into a duty of care for cybersecurity at multiple levels of 

product manufacturing and commercialization.  

The argument above is equally valid for the remaining pillars of mitigation, as the notion 

of duty of care encompasses the idea that IIAs have a duty to care for the security of their 

systems and clients. Such commandment includes a duty to ensure their cybersecurity and 

thus protection against botnets, which certainly goes beyond the realm of prevention.  
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5.1.6 PREVENTION THROUGH STANDARDS 

Developments on standardization are a prominent feature that could improve 

cybersecurity by default. As a regulatory instrument, standards have direct impact on 

preventing botnets from spreading. Following the discussion initiated in Section 4.4.1, the 

adoption of cybersecurity best practices through standards is to be incentivized. However, 

integration of and compliance with standards remains a pending matter within the 

regulatory landscape. Although a promising regulatory instrument -expressly encouraged 

through the NIS Directive (Art. 19) and Framework Directive (13a) and recognized as part 

of the GDPR (Arts. 25, 42, 43)-, the legal embedding of cybersecurity standards has not 

been carried out to completion. Contrary to cybersecurity legislation, the adoption of 

cybersecurity standards in the EU remains largely voluntary - and there seems to be no 

entity assigned to monitor the observance with the promoted EU and ISO standards in 

the Union. For that reason, businesses may approach the integration of standards merely 

as a financial decision in which the likelihood of a cyberattack and the eventual costs 

associated with such event are the main factor determining the rational amount of 

investment required and the moment for such expenditure. Cybersecurity decisions 

centered solely on a cost-benefit analysis may overlook the impact that botnets have on 

the rights of victims until the accountability costs are high enough to compel IIAs to 

commit to improving cybersecurity. Without sufficient financial or legislative incentives 

(beyond those provided by NIS Directive and the GDPR) for compliance with 

cybersecurity standards, the positive impact of standardization in botnet mitigation could 

remain unfulfilled. The introduction of the EU Cybersecurity Act could be a landmark in 

a process of crystallization of cybersecurity standards. Although the law now proposes a 

voluntary scheme of certification, the proposed text envisions that these could be 

converted into a mandatory certification scheme for ICT products, services, and processes. 

5.1.7 INDICATORS  

Various regulatory sources enable IIAs to launch preventive efforts against botnets. 

Notably, the NIS Directive, the Product Liability and the General Product Safety 

Directives, the Framework Directive, ePrivacy Directive, and the Dutch 

Telecommunications Act, as well as notions of duty of care and technical standards, all 

contribute to the broader landscape of botnet prevention. Although numerous arguments 

could be made in regard to the regulatory achievements and pitfalls of the regulation of 
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botnet prevention by IIAs, this analysis focuses on the assessment of the indicators of 

legality, involvement, and liability as framed in this study. 

In the analysis that preceded this assessment, different regulatory instruments were 

brought together in view of their application to specific segments of IIAs. As a result, the 

assessment of any indicator of effectiveness is marked by unavoidable generalization about 

the regulation of botnet prevention. To illustrate this argument, for instance, one can 

consider the obligation to secure personal data under the GDPR. If interpreted broadly 

and in view of the cybersecurity context marked by botnet threats, there is sufficient room 

in Art. 32 to allow IIAs to substantially protect their devices and those of their clients from 

botnet infections and attacks. In this context, if one were to assess the legality indicator in 

relation to botnet prevention under the auspices of the GDPR, it could be concluded that 

there is sufficient legal certainty over the legality of the preventive efforts by IIAs that act 

as controllers or processors of personal data. In practice, however, the provision says little 

about the instrumentalization of the security of processing in terms of scope, reach, and 

timing in relation to attacks against information systems. In the specific case of the GDPR, 

for instance, the security obligation is restricted to the processing of personal data (which 

is a part of the types of information through which botnets navigate) and to a context and 

duration of information flows that is not necessarily that of botnets and botnet mitigation.  

The assessment above takes into account the instrument in isolation and not as one 

compound element that governs the relationship between IIAs and botnets. Analyzing the 

singularity of each instrument would go against the very purpose of assessing the 

effectiveness of the regulatory framework in achieving its public policy goals in relation to 

cybersecurity. Therefore, the assessment of the indicators of effectiveness is conducted on 

the basis of each indicator, briefly summarizing the overall findings of Section 5.1 and 

taking into account the landscape of regulation as a whole. Finally, because such a large 

extension of the discussion concerning prevention is extendable to other mitigation pillars 

– and so is the application of the norms previously discussed -, the reflections drawn in 

the next paragraphs are often valid for the remaining pillars, where relevant and taking 

specific circumstances into account. 

LEGALITY INDICATOR: The legality indicator refers to the extent to which the preventive 

actions of IIAs are supported by legislative authority. In light of the discussion conducted 

in Section 5.1, I argue that although the legislation applicable to prevention could be 

interpreted as enabling botnet prevention by IIAs, it is insufficiently specific regarding 
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concrete measures that can be lawfully adopted by IIAs. The legality indicator is thus 

compromised due to a lack of legal certainty, especially in relation to specific guidance on 

the limits of potentially authorized efforts. As a result of this, prevention of botnets floats 

in a regulatory grey zone, in which parts of regulation indicate that the activities are 

potentially lawful but ultimately do not provide additional guidance that would allow one 

to draw conclusions over the lawfulness of prevention tools and techniques. A telling 

example of this challenge is the permissiveness of instruments such as the NIS Directive, 

which provide for the robust adoption of cybersecurity tools while not addressing the 

matter of reach, timing, and scope that cybersecurity measures may have. Technical 

standards, on the other hand, bring in sufficient certainty about which actors are required 

to adopt the technical standards in cybersecurity devices and the very nature of technical 

standards make their content clear in scope and reach. The main challenge in the regulation 

of technical standards that can be used to prevent botnets rests on the legislative incentives 

that IIAs may have to adopt them (Section 4.4.1).  

INVOLVEMENT INDICATOR: as the Sections above demonstrated, the cybersecurity 

regulatory landscape molds security obligations without a clear rationale for allocating 

responsibilities to IIAs. I argued that there is no regulatory justification for why some 

actors such as IoT producers bear lesser cybersecurity responsibilities than e.g., DSPs, 

when it could be claimed that the first should have a primordial duty to ensure the 

cybersecurity of the products placed on the market. The involvement indicator calls upon 

IIAs to bear duties in line with their level of influence on the overall landscape of botnet 

mitigation; given the broad relevance of ISPs in this arena, the absence of improved duties 

on cybersecurity by ISPs potentially disregards their involvement in successful botnet 

mitigation. The mere argument that cybersecurity responsibilities of ISPs are governed 

under an existing law is not necessarily sufficient to dismiss the importance of advancing 

the topic of duties on cybersecurity and providing clarifications on the circumstances in 

which ISPs should intervene against a threat. Even though I defend that the NIS Directive 

should provide a higher level of legal certainty in relation to authorized cybersecurity 

measures than it currently does, the NIS Directive is a step forward in improved 

cybersecurity rules when contrasted with the existing framework applicable to ISPs under 

the Framework Directive. In sum, although the regulatory framework calls upon IIAs to 

fulfil their duties in relation to privacy and data protection rights, the framework applicable 

to botnet prevention does not maximize the participation of IIAs in promoting 



248 
 

cybersecurity because it does not sufficiently factor in the primordial capacity, position, 

and resources that ISPs may have in combatting botnets.  

LIABILITY INDICATOR: from a consumer’s perspective, the application of the Product 

Liability and General Product Safety Directives to the activities of producers of software 

remains a pressure point for botnet prevention (and for all other pillars of mitigation, for 

that matter). There is regulatory uncertainty over the subjective scope of the regulatory 

instruments and over the nature of the security obligations that could be imposed on 

producers of software and hardware, creating a suboptimal landscape for civil liability. 

There is also the question of whether the product safety and liability framework should be 

reconsidered in view of the technological developments in the IoT and the opportunities 

for increased security over time. The static model of product safety contrasts with the 

widespread model of tethered goods currently on the market.  

In regard to the potential application of a duty of care, because the application of such a 

duty remains abstract, regulatory certainty over its application to IIAs (and liability 

implications that arise from that) is compromised. My understanding is that a duty of care 

in the Netherlands cannot yet be fully construed as a regulatory instrument for 

cybersecurity and too many questions remain concerning the scope, set of obligations, 

actors, and enforcement comprised by such a duty. For that reason, further regulatory 

clarifications, judicial appreciation, and scholarly developments on such a duty of care 

would be a welcome addition to the cybersecurity debate, strengthening the effectiveness 

of the cybersecurity framework. The further development of a duty of care in cybersecurity 

would illuminate the contours of civil liability imposed on IIAs mitigating botnets. 

5.2 INFORMATION SHARING 

The sharing of information by IIAs entails the exchange of data about botnets among 

public and/or private actors. The expression ‘public-private partnership’ is a common term 

in the field of cybersecurity and cybercrime. It refers to the steady or ad hoc association 

between public and private parties united by the common interest of combating cyber 

threats. The dissemination of information systems and their management by the private 

sector has yielded a decentralized fabric of powers where law enforcement authorities are 

neither the experts nor the controllers of personal data related to criminal activities 

affecting society. Private sector organizations have since emerged as the group of agents 

that holds access to pivotal information for cybercrime investigations and can certainly 
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contribute to the sharing of critical information concerning online crimes. That same set 

of information is distributed within private-private partnerships and public-private 

partnerships to improve cybersecurity capabilities within the sector or alliance. 

This Section 5.2 will be dedicated to information sharing of personal data, given not only 

its repercussions on botnet mitigation (see Section 2.8.2) but also the widespread existence 

of feeds, partnerships, and networks exchanging cybercrime data worldwide. In 

information sharing collaborations, botnet intelligence data often involves personal data, 

e.g., information about the identity of (the device of) suspects and victims (zombies and 

final targets), which calls for the application of the rules on information sharing, namely: 

GDPR and Police and Criminal Justice Directive. The ePrivacy Directive is of relevance 

too since it governs the processing of electronic communications data. In addition, the 

NIS Directive is partly relevant, as it encourages the sharing of information among OESs 

and DSPs (Recital 35) and welcomes voluntary notification from the industry (Art. 20). 

Still, the NIS Directive plays a minor role in this analysis, since it sets no specific norms 

for the sharing of information and refers back to the data protection framework on matters 

involving personal data.  

5.2.1 SHARING PERSONAL DATA IN ELECTRONIC COMMUNICATIONS  

The sharing of some forms of traffic data and location data (other than traffic data) must 

follow the rules set forth by the ePrivacy Directive (and the upcoming ePrivacy Regulation 

once this is enacted) and its national implementation. Examples of such category of 

information are data concerning the type of Internet browser, operating system, email 

client, volume of data transferred, date and time stamps, destination, route, among others 

(Goemans & Dumortier, 2003, p. 165). Seen that the processing of electronic 

communications data is often restricted to the time and volume necessary for the provision 

of the service (Arts. 6, 8, and 9 of the ePrivacy Directive), the sharing of such information 

among public and private sector entities is, in theory, largely restricted. Although the 

ePrivacy Directive allows a service provider to process electronic data that is necessary for 

the provision of a service, it does not create specific norms for information sharing. 

Therefore, scenarios such as the processing of data on the interest of a third party that is 

not the service provider itself are not directly addressed by the norm.  

A broad interpretation of the conditions of processing and the security of the processing 

(Art. 4) defined by the ePrivacy Directive could justify the launch of countermeasures that 
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ensure the continuity of the provision of a service, similarly to Art. 11a.1 TA. In this line 

of thought, measures towards preventing an attack could be embodied under the 

expression “provision of a service”, as applicable to providers electronic communications 

services, where a failure to launch such measures would lead to the interruption or 

disturbance of such service. Considering how security has become a constitutional element 

of the provision of a service, it is possible to further argue that ensuring the security of a 

network is a premise for its own operation. A counter argument could be made claiming 

that (i) the security of the network through which the service is provided is not the same 

as the protection of the delivery of the service, which is at least one step removed from 

the provision of the service itself; and that (ii) even if security would be considered as 

constitutional element of the provision of a service, the mere launch of countermeasures 

does not guarantee the security of the network, therefore corroborating the defense that 

the connection between botnet mitigation and provision of a service is at least partly 

remote. These are valid claims. The insufficient discussion of the matter by courts and 

scholars alike makes it possible for one to defend or refute the argument that the exchange 

of traffic and location data involving private sector parties is a processing of data that is 

necessary for the provision of a service. The absence of an authoritative interpretation of 

the scope of the term in relation to security creates a fragile scenario for its use in botnet 

mitigation.  

Alternatively and provided that there is a legal basis in national law, Member States may 

create exceptions to the rules of processing of electronic communications. This is to say 

that even if the processing is not directed at securing the provision of the service, such a 

processing may still be in line with the norms of the ePrivacy Directive. Grounded on Art. 

15(1), these exceptions must constitute a necessary, appropriate and proportionate 

measure within a democratic society to safeguard national security defense, public security, 

and the prevention, investigation, detection and prosecution of criminal offences or of 

unauthorized use of the electronic communication system, where the retention of such 

information is only allowed for a limited period. The sharing of information concerning 

botnets can be a measure that is necessary, appropriate and proportionate to safeguard 

public security and criminal justice, respecting the time period restrictions imposed by the 

provision. Therefore, electronic communications data may be lawfully exchanged by public 

service providers, provided that the law which implemented Art. 15(1) of the ePrivacy 

Directive allows for such derogation. However, given the interpretation of the ECJ 

following Tele2 v Watson (see Section 4.3.8.2), it is unclear whether the exception of Art. 
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15(1) would cover botnet mitigation, as data retention under Art. 15(1) is only valid, among 

others, where the measure is strictly necessary to fight serious crimes.  

In the Netherlands, the implementation of Art. 15 was achieved through Art. 11.13 TA. 

As discussed in Section 4.3.8.3, Article 11.13 excludes providers from the duties related to 

legitimate purpose and lawful grounds when this is necessary for the purpose of (1) 

national security and (2) prevention, investigation, and prosecution of criminal offenses. 

The sharing of information by IIAs could be encompassed by Art. 11.13 TA. To that end, 

the activity of information sharing must be argued as connected to national security (which 

is not always likely in the case of botnets) and prevention, investigation, and prosecution 

of criminal offences. The latter (particularly the prevention of crimes) could be interpreted 

as to comprise the sharing of information among electronic communications providers, 

thereby covering activities in which IIAs exchange data about the activities of botnets. A 

comprehensive interpretation of Art. 11.13 TA within the context of cybercrime compels 

the legislator to consider the scope in which information is shared to go beyond the circle 

of public authorities. Such an interpretation is not only possible under the TA and Art. 15 

of the ePrivacy Directive but is also in line with the public policy goals of cybersecurity 

that guide regulation of information technology. 

5.2.2 SHARING PERSONAL DATA UNDER THE GDPR: FIRST THOUGHTS 

The sharing of information concerning botnets is largely connected to the collection, 

aggregation, analysis, and distribution of personal data. Aside from observing the general 

principles of data protection under Art. 5 of the GDPR, IIAs engaging in sharing of 

personal data must ensure such processing of personal data generally justified in view of 

one of the lawful bases under Art. 6(1).132 Consequently, it is not possible to innovate in 

relation to the lawful grounds for processing of personal data established by the GDPR, 

unless the GDPR itself explicitly allows more nuanced national legislation. 133  It is 

 
132 Processing of personal data must also comply with Art. 9 of the GDPR if it includes the processing 
of special categories of data i.e., personal data revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, or trade union membership, and the processing of genetic data, 
biometric data for the purpose of uniquely identifying a natural person, data concerning health or data 
concerning a natural person's sex life or sexual orientation. 
133 Specifically, Art 6(2) GDPR provides the following: “Member States may maintain or introduce more 
specific provisions to adapt the application of the rules of this Regulation with regard to processing for 
compliance with points (c) and (e) of paragraph 1 by determining more precisely specific requirements 
for the processing and other measures to ensure lawful and fair processing including for other specific 
processing situations as provided for in Chapter IX.” Art 6(3) GDPR also explicitly envisages space for 
the EU and national legislative action: “The basis for the processing referred to in point (c) and (e) of 
paragraph 1 shall be laid down by: (a) Union law; or (b) Member State law to which the controller is 
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important to note that the purpose for which personal data is collected propels a wide 

gamut of implications on the lawful use of such data. The next sections (5.2.3 to 5.2.5) 

focus on the sharing of information within the framework introduced by the GDPR. As 

the following sections reveal, through Art. 6(1), the GDPR offers a level of flexibility and 

presents legitimate grounds that, together, allow for the lawful sharing of information 

between IIAs in multiple circumstances. 

5.2.3 PERSONAL DATA PROCESSING IN THE LEGITIMATE INTEREST (GDPR) 

Processing personal data under the ground of legitimate interest is one of the possible ways 

in which botnet-related content could be shared. However, the sharing of information for 

botnet mitigation involves scenarios in which the processing of data is connected to the 

fulfillment of a legitimate interest, making Art. 6(1)(f) of the GDPR , i.e., processing for 

the purposes of the legitimate interests pursued by the controller or by a third party, a very 

important lawful ground for this study. The relevance of the legitimate interest ground is 

connected to the fact that various agents collecting, analyzing, and receiving data on 

botnets may not hold themselves a legitimate interest in the processing of the data, but 

may be aware of another entity that does. It is the complex net of botnet mitigation actors, 

in which some actors have access to pivotal cybercrime data but not the interest to act 

upon it, that makes the processing on the legitimate interest of a third party a matter of 

utmost interest to those investigating the limits of information sharing. It is important to 

note that the uses given (or that could be given) by an IIA to the processing of personal 

data ultimately defines the legitimacy of the interest at stake. In the next sub-sections, I 

will examine into greater detail whether Art. 6 (1)(f) is a suitable ground for botnet 

mitigators processing data on their own legitimate interest or for the purpose of fulfilling 

the legitimate interest of a third party.   

In Recital 49, the GDPR explicitly acknowledges that the processing conducted by public 

authorities, computer emergency response teams (CERTs), computer security incident 

response teams (CSIRTs), providers of electronic communications networks and services 

and providers of security technologies and services to protect their networks is a 

processing in the legitimate interest of the data controller. This recital connects to the 

content of Art. 6(1)(f).134 As it becomes clear from the provision, to make use of such 

 
subject.” 
134 “Processing shall be lawful only if and to the extent that at least one of the following applies: 
(…) 
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‘legitimate interests’ ground, the processing may never override the fundamental rights and 

freedoms of the data subject. Thus, data controllers who use Art. 6(1)(f) should carry out 

a pre-assessment of the rights at stake (balancing test) before making use of the provision. 

In this train of thought, the exchange of information for combatting botnets affecting 

one’s network could be justifiable under the GDPR (Art. 6(1)(f)) but requires IIAs to run 

a balancing of the interests at play.  

Albeit the analysis that shall follow elucidates the potential lawfulness of processing 

personal data for information exchange, Art. 6(1)(f) places one important barrier to 

information sharing environments: the very notion of legitimate interest. The GDPR, 

following the heritage of its predecessor (Data Protection Directive), left the expression 

‘legitimate interest’ wide open to interpretation. 135 In this context, Opinion 06/2014 of the 

Article 29 Working Party (on the notion of legitimate interests) will be considered in 

analyzing the value of the term under Art. 6(1)(f) of the GDPR, given the similarities in 

the text (Article 29 Working Party, 2014). Assuming that the previous documents 

published by the Article 29 Working Party on the interpretation of the Data Protection 

Directive hold in the context of the GDPR to the extent the texts of the Directive and 

GDPR do not substantially deviate, Opinion 06/2014 should be duly considered when 

assessing the legitimacy of the use of Art. 6(1)(f) for sharing data against botnets. The main 

lessons drawn from Opinion 06/2014 and applicable to anti-botnet actions are: 1) IT and 

network security are legitimate interests and may serve as grounds for lawful data 

processing, provided they are not outweighed by the rights and interests of the data 

subjects;136 2) the balancing assessment has to be conducted accounting for the impact of 

the processing on the lives of data subject as well as their reasonable expectations about 

the data uses based on the previous relationship between the data subject and data 

controller; 3) controllers are expected to place additional safeguards to mitigate risks to 

data subjects. Recital 47 offers further guidance on the assessment of a balance between 

 
(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a 
third party, except where such interests are overridden by the interests or fundamental rights and 
freedoms of the data subject which require protection of personal data, in particular where the data 
subject is a child.” 
135 In analogy to the same requirements and wording of the old Data Protection Directive (Article 29 
Working Party, 2014, p. 23). 
136 “In general terms, a 'legitimate interest' must: 
- be lawful (i.e. in accordance with applicable EU and national law); 
- be sufficiently clearly articulated to allow the balancing test to be carried out against the interests and 
fundamental rights of the data subject (i.e. sufficiently specific); 
- represent a real and present interest (i.e. not be speculative).” 
See (Article 29 Working Party, 2014, p. 25).  
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the affected rights and interests and the legitimate interests of a controller, which shall 

consider the legitimate expectations of the data subjects in light of the relationship between 

them and the controller. This degree of connection and context is relevant to avoid 

situations in which the processing of personal data may serve one’s interest but comes 

unexpectedly and is far removed from the connection established between the data subject 

and the controller. Recital 47 creates a trace of connection between the legitimate interest 

pursued by the controller and the expectations of the data subject in relation to such 

processing. By the same recital, “the interests and fundamental rights of the data subject 

could in particular override the interest of the data controller where personal data are 

processed in circumstances where data subjects do not reasonably expect further 

processing.”  

Considering that the goal of most public-private and private-private partnerships is to flag 

potential threats and victims, in addition to supporting the detection of potential active 

threats, I defend that the concrete risk posed to data subjects as a result of information 

sharing is likely to be low, or can be sufficiently mitigated through technology. To illustrate 

the variety of risks presented to IIAs and substantiate the argument that the risk posed by 

information sharing is likely to be low, I shall look at two possible scenarios. In the first 

scenario, the exchange of information comprises the personal data of a data subject 

identified as the user of a potentially infected device (victim). In the second, the exchange 

of information entails the processing of personal data about a suspect whose device is part 

of the commanding line within the botnet infrastructure (attacker). Here, the analysis is 

concerned with the measures that one can take in view of such information and what 

consequences it may give rise to in face of the data protection framework. Lastly, the issue 

of false positives is discussed. Any exchange of information may produce false positives, 

meaning where a potential suspect or victims is wrongfully identified as such. The legal 

implications for such a scenario deserve special attention. 

5.2.3.1 First scenario: identifying victims 

In its Opinion 06/2014, the Article 29 Working Party proposes a 4-step test for the 

balancing assessment introduced by the processing of personal data on the legitimate 

interest (of the controller or of a third party) (2014, p. 33). These are: (a) assessing the 

controller’s legitimate interest, (b) the impact of the processing on the data subjects, (c) a 
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provisional balance, and (d) additional safeguards applied by the controller to prevent any 

undue impact on the data subjects.  

In this first scenario, an IIA pursues the interest of identifying compromised devices and 

users under its own network. Following the four-step test, such an interest could be 

deemed legitimate considering the negative consequences the persistence of compromised 

devices can bring to the controllers’ network and to the community of users that is part of 

said network (a). Further, there are competing rights and interests at stake. Namely, 

identification techniques deployed in the course of information sharing can be regarded as 

intrusive mechanisms, as they may involve the analysis of personal data and personal 

communications exchanged between the bot servers and the victims, and the number of 

victims-data subjects whose data will have to be processed will also be likely large (b). 

Moving to the actual balancing (c), although the outcome will be different for each 

particular situation, an argument can be made that considering that the continuity of the 

infection poses a similar or greater threat to the data subject, whose personal data and 

communications could be monitored by the botnet, mitigation measures that identify the 

victim and intend to lead to notification for disinfection contribute to the interest of the 

controller but also to stopping a violation of the victim’s right to data protection resulting 

from the operation of a botnet. Finally, the test introduced by the Article 29 Working Party 

would also call upon the controller to take the appropriate measures to mitigate the 

negative effects of the activity (d). It is up to the IIA to evaluate the options at hand and 

reduce the impact of the processing on the lives of data subjects. Encryption and 

pseudonymization techniques, for instance, could be characterized as adequate additional 

safeguards – although it is hard to see how encrypted data could be of value for the purpose 

of mitigation. In this case, pseudonymization is considered the better option, as it allows 

the exchanging parties to protect the data while still ensuring its usefulness (Tudor, 

Almgren, & Papatriantafilou, 2018, p. 179). 

Although proportionality is a general principle of the GDPR (Recital 4), Art. 6(1)(f) also 

explicitly recalls that the processing of personal data must not override the rights of the 

data subject in order to fulfil legitimate interests. When considering the first scenario, the 

GDPR would be interested in protecting the interests and fundamental rights of the 

identified bot-victims, in addition to the data protection rights of all the individuals whose 

data were processed to enable the identification of the bot-victims. The collection of data 

about victims is made possible via detection techniques, which encompasses various forms 
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of data gathering with varying levels of intrusiveness. Interpreting the terms of the GDPR, 

data that is gathered within a given network and leads to the identification of zombie 

devices within this same network could be lawfully processed on the basis of Art. 6(1)(f).  

Nonetheless, when the information that leads to the identification of the infected device 

is shared with one party but is initially collected by another data controller, the arguments 

justifying the use of Art. 6(1)(f) somehow differ. In the wording of the provision, the data 

processing is also justified if it is necessary to protect the legitimate interests of a third 

party. In this case, if data shared by A, B, and C lead to the production of a certain data-

output that, once received by D, results in the identification of infected customers/clients 

in D’s network, the processing conducted by A, B, C (collection) could be justified if it is 

a processing necessary for the purposes of the legitimate interests of D (third party).137 

This is illustrated by the case of an information sharing platform in which various parties, 

e.g., hosting providers, software vendors, and cloud-computing services, contribute with 

data that will later lead to the identification of victims using the network of an ISP. This is 

the format adopted in the Botfrei platform active in Germany138 and has served as a model 

for various other EU countries, following the ACDC project (2013-02-01 to 2015-07-31).   

5.2.3.2 Second scenario: identifying and countering perpetrators 

The second scenario is vastly similar to the first in terms of processing of personal data, 

with the difference that the subjects of identification are the machines directly controlled 

by the perpetrators in charge of the botnet. In this case, the justification grounds for 

legitimizing the data processing are the same as described in the first scenario, and the 4-

step test suggested by the Article 29 Working Party is similarly fulfilled. The difference 

comes to the mitigation actions that could be taken by the IIA following information 

concerning the presence of a perpetrator. The analysis that follows concerns not only the 

measures that could be launched by the IIAs against the suspects but also whether the risks 

posed by such actions could override the fundamental rights of perpetrators (given that 

they too are granted such rights) and other data subjects, therefore conflicting with the 

norms of the GDPR. The law does not offer a clear answer to these questions and it shall 

be the task of courts to determine the situations in which such countermeasures are in line 

with the limitations of the GDPR, also considering the positive and larger societal effects 

 
137 The receipt of the data-output by D amounts to a distinct data processing, this time justified by the 
very legitimate interests of the controller (D). 
138 See Botfrei.de, https://www.botfrei.de/de/index.html (Accessed on 6 March 2018). 
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of mitigation. Yet, it is possible to offer some guidance on what could violate the 

proportionality standards of the data protection regulation. This discussion also concerns 

aspects of disruption (Section 5.3) and shall be considered in that particular context. It 

suffices here to say that, once again, the principles of data minimization and storage 

limitation take on key importance when determining whether proportionality has been 

achieved. The considerations made regarding the first scenario and the implications of 

these two principles are equally applicable in the identification and countering of 

perpetrators.  

5.2.3.3 Aggravating element: false positives 

False positives are an aggravating element in information sharing under Art. 6(1)(f), as they 

may negatively impact the rights and freedoms of data subjects without necessarily 

advancing the legitimate interests of the controller. In information sharing about botnets, 

false positives are the result of a processing of personal data that leads to a bona fide 

misidentification of a victim or perpetrator. False positives are often caused by an 

unforeseeable error or insufficiency in the technology and could be understood as a risk 

of the activity, given that mitigation tools are always bounded by the state-of-the-Art. The 

question that arises is whether the data processing that results in a false positive still fulfils 

the balancing test cherished by Art. 6(1)(f). If not, such processing would be unjustifiable 

under the GDPR and amount to a violation of data protection rights. Once again, respect 

for the balancing test is linked to measures that shall be taken as a consequence of the 

misidentification and also mitigating measures that could prevent or address the negative 

consequences of false positives. In the previous two scenarios, the processing operations 

are marked by proportionality as well as reversibility and low impact on the lives of data 

subjects, be it victims or perpetrators. This is especially the case since individuals may be 

able to exercise the right to object to said processing and, upon evaluation of the controller, 

have the processing operations stopped.   

Output data arising from information exchange platforms shall be treated with careful 

consideration, as liability for the actions carried out on the basis of the data rest in the 

hands of the recipient. As such, information sharing generates authoritative data on botnet 

attacks, but it is up to IIAs to resolve to launch countermeasures following the shared 

findings. For that reason, it is of utmost importance that IIAs have protocols in place that 

determine least intrusive measures such as quarantine, server redirect and notification 
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alerts (for victims) and quarantine, sinkholing, and server redirect (for attackers), as well as 

Sybil attacks (when the circumstances justify such measures are appropriate), which should 

be launched in lieu of intrusive techniques that could cause greater damage. Moreover, 

limiting the scope of such actions to the affected network and application over which the 

IIA exercises its legitimate interests is imperative. Finally, if IIAs that act upon false 

positives (inaccurate identification of victims or perpetrators) are held liable for their 

activities even if when acting diligently in view of the information available, they will have 

fewer incentives to mitigate threats.  

Given that false positives are an unavoidable risk of the activity, IIAs will always be 

exposed to them and incapable of telling apart misidentifications from accurate flags. For 

that reason, information sharing platforms should only permit data inputs generated by 

highly accurate tools that match the best practices agreed upon by the consortium that 

governs the platform. By matching the best practices observed in the sector and using 

countermeasures of low-impact and reversible nature, IIAs should be regarded as agents 

contributing to the public interest and fulfilling their legal obligations. Also, when the 

above circumstances are in place, the probability that private actors will be held liable for 

GDPR infringements is minimized, since they act in accordance with shared best practices.  

5.2.4 OTHER GROUNDS FOR SHARING PERSONAL DATA (GDPR) 

Although Art. 6(1)(f) is expected to have a pivotal influence on the processing of personal 

data for botnet mitigation purposes, it is not the only ground that could legitimize the 

sharing of personal data among mitigators. Given the flexibility offered by the GDPR and 

the variety of scenarios associated with botnet mitigation, it is also conceivable to assess 

the application of Art. 6(1)(a), (b), (c) and (e)139 as foreseeable grounds to lawfully process 

 
139 “Article 6 - Lawfulness of processing 
(1) Processing shall be lawful only if and to the extent that at least one of the following applies: 
(a) the data subject has given consent to the processing of his or her personal data for one or more specific 
purposes; 
(b) processing is necessary for the performance of a contract to which the data subject is party or in order 
to take steps at the request of the data subject prior to entering into a contract; 
(c) processing is necessary for compliance with a legal obligation to which the controller is subject; 
(d) processing is necessary in order to protect the vital interests of the data subject or of another natural 
person; 
(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise 
of official authority vested in the controller; 
(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a 
third party, except where such interests are overridden by the interests or fundamental rights and 
freedoms of the data subject which require protection of personal data, in particular where the data 
subject is a child. 
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personal data (to various extent and in varied circumstances) by IIAs combatting botnets. 

Following the wording of Art. 6(1), that means a processing to which the data subject has 

consented (a) or that is necessary for: the performance of a contract (b), compliance with 

a legal obligation (c), or the performance of a task in the public interest (e). I shall analyze 

the suitability of each subparagraph individually.  

5.2.4.1 Consent 

Art. 6(1)(a) establishes the use of consent as a lawful ground for the processing of personal 

data. The meaning of consent and the means for collecting consent have been largely 

discussed in data protection scholarship, as well as the limitations of rational choices and 

tradeoffs that users are often confronted with when agreeing to the processing (for a 

thorough discussion on the limitations of consent in the realm of data protection, see 

(Kosta, 2013)). The pitfalls of basing processing of personal data on consent have been 

addressed in the GDPR, which heightened the conditions in which consent is to be 

regarded as a lawful representation of the data subject’s will in permitting the processing 

of her personal data. In the words of the GDPR (Art. 4(11)), “consent of the data subject 

means any freely given, specific, informed and unambiguous indication of the data subject's 

wishes by which he or she, by a statement or by a clear affirmative action, signifies 

agreement to the processing of personal data relating to him or her.” Recital 32 of the 

GDPR adds to the definition of consent by explaining that “consent should be given by a 

clear affirmative act establishing a freely given, specific, informed and unambiguous 

indication of the data subject's agreement to the processing of personal data relating to 

him or her, such as by a written statement, including by electronic means, or an oral 

statement.” In November 2017, the Article 29 Working Party issued Guidelines on consent 

under the GDPR and detailed analysis of the elements for valid consent as a ground for 

the processing of personal data. On the characteristics of valid consent, the Article 29 

Working Party highlights that “the element ‘free’ implies real choice and control for data 

subjects” (2017, p. 5) and that the requirement for consent to be ‘specific’ ensures “a 

degree of user control and transparency” (2017, p. 11). Informed consent, remarks the 

Article 29 Working Party (2017, p. 12), is closely linked to the notions of transparency, 

fairness, and lawfulness; for consent to be informed, at least five minimum content 

requirements must be offered to the data subject, including the controller’s identity, the 

 
Point (f) of the first subparagraph shall not apply to processing carried out by public authorities in the 
performance of their tasks.” 
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purpose of the processing, what type of data will be collected and used, the existence of 

the right of withdrawal, information about the use of the data for automated decision-

making, and the possible risks associated to data transfers in the absence of an adequacy 

decision (Article 29 Working Party, 2017, p. 13). The Guidelines emphasize the need for a 

statement from the data subject or a clear affirmative act; in both cases, unambiguous 

consent is accompanied by “an active motion or declaration” (Article 29 Working Party, 

2017, p. 15). Recital 32 recalls the need for unambiguous consent, which cannot be 

presumed from “silence, pre-ticked boxes or inactivity”. Finally, only specific consent is 

valid, meaning data subjects must be made aware of the aimed legitimate purposes prior 

to granting their permission (Macenaite & Kosta, 2017, p. 158).  

Art. 7 and Recital 42 further specify that a declaration of consent pre-formulated by a 

controller should be provided in an intelligible and easily accessible form, using clear and 

plain language and no unfair terms. By Recital 42, informed consent is related to the notion 

that the data subject should be aware at least of the identity of the controller and the 

purposes of the processing for which the personal data are intended. This is without 

prejudice to the notice obligations and overall information rights that data subjects have 

under the GDPR. When collecting consent for the purpose of sharing information 

concerning botnet mitigation, IIAs must fulfil all the requirements for lawful gathering of 

user’s consent. That includes the capacity of demonstrating compliance with the consent 

requirements established by the GDPR and exposing the exact purpose for which the data 

will be collected. The latter should comprise all information necessary for the user to gain 

a comprehensive understanding of the uses that will be given to the data and should include 

mentions of the potential partners with whom the data will be shared if the controller or 

processor (IIA) deploys the data in the context of information sharing.  

The main challenges with using consent as a basis for sharing botnet information are 

whether the consent being collected is in fact unambiguous, freely given, and easily 

revocable. Given the widespread use of consent in daily interactions, there are multiple 

scenarios in which consent may be gathered by IIAs for the purpose of enabling botnet 

mitigation and, more specifically, information sharing. Privacy policies, pop-ups, and 

cookie banners can be used by IIAs to inform users about the possibility of data collection 

and sharing for the purpose of botnet mitigation, giving users the option to agree to such 

a processing prior to making use of the service or product at hand and to withdraw their 

consent at any time. Furthermore, Art. 7 prevents a controller from making data subject’s 

consent a precondition for offering a service, the use of consent as a basis for exchanging 
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data may be further restricted. Thus, IIAs aiming at gaining consent as a legitimate ground 

for their information sharing activities must not only fulfill the requirements discussed 

above but also be able to demonstrate that consent has been acquired in a valid manner. 

Considering that the processing of personal data for botnet mitigation may be largely 

disconnected from the provision of the service or functioning of the product at hand, a 

user must be given the opportunity to refuse such processing without detriment. The 

exercise of the right to withdraw and to refuse consent that is not necessary for the 

performance of the service or functioning of the product can certainly limit the chances 

for information sharing under the ground of consent. 

Yet, such limits are necessary restraints that protect the right to data protection and fulfill 

the premise that botnet mitigation by IIAs shall be maximized while providing for at least 

minimal levels of compliance with that right. All in all, the legal limits imposed by the 

GDPR are welcome balances to unhindered interference in the private lives of citizens, 

even if such interference purports a cause in the public interest and social relevance. The 

clear drawback of such limitation is the possibility that crucial information about a botnet 

infection or attack will not reach mitigators and that perpetrators will purposefully refuse 

to the data processing connected to botnet mitigation. However, the opposite scenario, in 

which all users are compelled to make their personal data available to IIAs even when such 

processing is not justifiable under Art. 6(1) is a scenario that severely endangers the 

fundamental rights of citizens. In addition, even though obtaining valid consent for 

information sharing might be difficult, the involved parties may still use other legitimate 

grounds of processing, possibly more suitable to their respective contexts, such as 

legitimate interest as considered earlier, or contract and legal obligation, as considered 

further. 

5.2.4.2 Contractual obligation 

Under Art. 6(1)(b) GDPR, personal data may be processed in the context of information 

sharing when it is “necessary for the performance of a contract to which the data subject 

is party or in order to take steps at the request of the data subject prior to entering into a 

contract”. Provision of services, purchase of a product, software licensing agreement, etc., 

are examples of contractual obligations that may give the controller the opportunity to 

create clauses concerning the processing of personal data for the purpose of information 

sharing while not being directly connected to the purpose of the agreed contract. Granted 

that contractual obligations may bring about the duty to protect one’s network and to 
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guarantee the continuity of the service being offered, as well as the standards of quality of 

the product contracted, the sharing of information itself may constitute an indirect element 

which contributes to the security of information systems. Nevertheless, information 

sharing is certainly an intrinsic element of cybersecurity and a fundamental step towards 

achieving the first. Following the interpretation that information sharing is a building bock 

towards cybersecurity and therefore to the execution of a contract, Art. 6(1)(b) comes into 

play. 

Art. 6(1)(b) could be used to justify the sharing of information concerning botnets that is 

necessary to fulfill a contractual obligation, such as the duty to provide for the safety of 

the network, the continuity of a service, and safety of customers. In making use of such 

ground, the controller should be able to demonstrate that the processing of personal data 

by the IIA (controller) is generating information that is feeding the security of the 

information systems of the service provider and/or customers and that this has a direct 

bearing on the fulfillment of the contract. This is to say that both the necessity of the 

processing and its impact on the performance of the contractual relationship must be 

proven by the IIA. Ensuring that the information sharing is truly central to the contract 

would prevent the misuse of the provision for indiscriminate collection and dissemination 

of personal data, therefore placing important compliance controls.  

The chief concern of deploying contractual clauses as a basis for information sharing 

concerns observance of the principle of proportionality. As discussed, the principle of 

proportionality in data protection entails not only the balance between the interests of the 

controller and the rights of the data subject, but also an assessment of the necessity and 

adequacy of the processing for the fulfilment of its purpose. Contractual obligations can 

lead to scenarios in which the processing of personal data is at least partly inadequate, 

unnecessary, or excessively lengthy for fulfilling the contractual obligation (for example,  

in a contract for the provision of file storage, processing the personal data of the user in 

relation to files other than those stored in the platform can be regarded as excessive for 

the provision of the service, even though it could be technically argued as relevant for the 

protection of the service and the user altogether). In contracts in which the provision of 

cybersecurity is the very object or a central object of the agreement, the sharing of botnet 

data could constitute a lawful processing on the ground of Art. 6 (1)(b). But in contracts 

in which the security of the user or the security of the network is not a byproduct of the 

deal, the use of Art. 6 (1)(b) will likely not be a suitable legal ground for processing.  
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5.2.4.3 Compliance with a legal obligation 

Art. 6(1)(c) instructs that personal data is lawfully processed if the processing is necessary 

for compliance with a legal obligation that the controller must observe. For the purpose 

of Art. 6(1)(c), a legal duty includes, for instance, compliance with a court order issued by 

a judge, but also compliance with an obligation created by legal instruments. Yet, as the 

subsequent analysis will show, the suitability of this legal ground for information sharing 

is limited. 

A broad interpretation of the cybersecurity obligations discussed in the context of 

authorized countermeasures, such as the obligation to secure one’s network or the 

processing of personal data, could serve as a legal basis for information sharing across IIAs 

(Art. 13a of the Framework Directive; Arts. 11.3, 11.2a(1), 11a,1 TA; Arts. 14 and 16 of 

the NIS Directive; and Art. 32 of the GDPR, see Section 5.3.1). All these provisions have 

in common a security obligation imposed on private sector organizations; they mandate 

the adoption of security measures that can improve a system’s preparedness and response 

to an attack. However, while information sharing is a necessary element of botnet 

mitigation, it appears too far removed from the security obligations described in general. 

While information sharing may give IIAs an advantage in their overall cybersecurity 

strategy, there is a loose connection between how receiving personal data and, in particular, 

large volumes of personal data, would directly promote IIAs’ obligation to provide for the 

security of their network. So far as the statutory security obligations do not explicitly 

include information sharing, there is a significant chance that such practice would be at 

odds with the proportionality principle that permeates the protection of personal data: its 

adequacy, necessity, and proportionality stricto sensu are significantly debatable. 

Overall, stretching cybersecurity legal duties to encompass information exchange among 

IIAs sharing similar security obligations could pose a risk to data subjects whose data are 

being exchanged, especially where it includes large volumes of data about a wide array of 

individuals. Such an interpretation could be difficult to conciliate with the protections and 

limitations of the GDPR. Although the principle of accountability leaves the decision on 

the proportionality of the processing to the controllers, such a decision is subject to judicial 

review and can be challenged by the supervisory authorities in charge of overseeing the 

processing operations. In turn, the processing operation is more likely to be proportional 

where the gravity of the threat posed by the botnet is very high, the number of affected 
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individuals is low, and the positive benefits of the sharing activity are so that they would 

significantly outweigh the risks to the individuals.     

A separate legal obligation can be discussed in the context of botnet mitigation. Here, the 

question of whether a legal duty to report a crime taking place at one’s network (e.g., DDoS 

attack) is comprised under Article 6(1)(c) also becomes relevant, especially in dealing with 

crimes in which the network is used as a means to commit an offence. If the answer to 

such question is positive for IIAs operating in the Netherlands, Art. 6(1)(c) could justify 

the sharing of information between IIAs and law enforcement. This is to say that if the 

legal system requires any agent to report a crime that she has witnessed or has information 

that would help law enforcement, Art. 6(1)(c) may be used as the lawful ground for 

transmitting the evidence to the authorities. The answer, however, appears to be against 

such interpretation, since the duty to report a crime in the Netherlands in respect to 

individuals and private sector agents is largely not a legal obligation (except where it 

concerns certain serious crimes where the reporting could prevent or mitigate the effects 

of the (planned) crime) (Corstens, Borgers, & Kooijmans, 2018, pp. 78-79). When the duty 

to report a crime is not a legal obligation, private sector agents handing over evidence that 

contains personal data to law enforcement may not find support in Art. 6(1)(c), given that 

Art. 6(3) of the GDPR expressly calls for the existence of Member State or Union law 

laying down such legal obligation. Therefore, the reporting of a crime under Dutch law 

seems inadequate to justify the processing advanced by Art. 6(1)(c). In sum, if an IIA in 

the Netherlands takes the initiative to report a botnet crime to law enforcement, any 

processing of personal data in relation to such notification must be grounded on a 

legitimate ground other than Art. 6(1)(c); furthermore, the communication itself must be 

either warranted by a legitimate ground under Art. 6 (under the ground of legitimate 

interest as provided for in (f)) or refrain from including personal data.  

5.2.4.4 Task in the public interest 

Another legitimate ground could be brought to the fore, especially in connection with the 

sharing of information related to criminal evidence. That is the use of the second part of 

Art. 6(1)(e), namely the processing of personal data as a task carried out in the public 

interest. Whereas it is beyond doubt that sharing of relevant information with another 

affected party is a task in their interest, by relying on Art. 6(1)(e) those sharing and receiving 

information would have to demonstrate that the processing of that particular set of 
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information is also necessary for the performance of a task in the public interest. Looking 

back at the cases examined before, if A, B, and C can prove to a reasonable degree that the 

sharing of information with D was motivated by the purpose of protecting the integrity of 

information systems at large, the functioning of the Internet, and D’s users themselves, it 

is possible to wonder whether the sharing of information by A, B, and C, and receipt of 

information by D could be all presumed as forms of processing conducted as necessary 

for the performance of a task in the public interest. 

There are two chief concepts in defining whether the second part of Art. 6(1)(e) is 

applicable to the situation at stake: the terms ‘task’ and ‘public interest’. Nonetheless, the 

concepts of task and public interest as advanced by Art. 6(1)(e) were not delineated in the 

GDPR and find no statutory provision in the broader data protection framework (Black 

& Stevens, 2013, p. 112) or further advice in the opinions issued by the EDPB.  

The literature review conducted during this study revealed a tendency to interpret the 

concept of ‘task’ as a public task that is delegated to the controller by a public authority or 

a task that is carried out by a public authority in the public interest (European Union 

Agency for Fundamental Rights (FRA), 2018, pp. 153-154). Yet, the text of the GDPR, its 

recitals and the preliminary discussions that led to the enactment of the law do not focus 

on the nature of the controller but on the function of the processing. The basis for 

processing personal data under Art. 6(1)(e) is to be laid down by Union or Member State 

law, meaning the provision as provided by the GDPR is of limited effect and thus not 

sufficient to authorize the said processing. Art. 6(3) emphasizes the possibility for a wide 

scope of Art. 6(1)(e) by instructing that national law may lay down further requirements 

adapting the lawful ground, which could include ‘general conditions governing the 

lawfulness of processing by the controller; the types of data which are subject to the 

processing; the data subjects concerned; the entities to, and the purposes for which, the 

personal data may be disclosed;’ among others. There is no authoritative interpretation of 

Art. 6(1)(e) other than that found in scholarship constraining the concept of task to “public 

task” - and therefore as a task vested by a public authority. As a result, the scope and 

conditions of application of Art. 6(1)(e), as well as whether the notion of ‘task’ could be 

applied to cover specific types of processing for botnet mitigation, are matters that must 

be determined by EU or national legislators. However, the Dutch GDPR Implementation 

Act (Uitvoeringswet Algemene verordening gegevensbescherming) did not go as far as to 

specify such additional requirements, providing limited support for the idea that a task by 



266 
 

the terms of Art. 6(1)(e) could also comprise activities of botnet mitigators that fulfil 

matters of public interest, such as information sharing that contributes to cybersecurity.  

The notion of public interest is the second central element to this analysis. Considering 

the nonexistence of further conceptualization in the GDPR and in the Dutch GDPR 

Implementation Act, the general principles of legal interpretation allow for the notion of 

public interest to be retrieved from other legal sources. Given that the implementation of 

the notion of public interest was left to the national legislator, it is plausible to argue that, 

in the context of botnet mitigation, an activity in the public interest could mean an 

operation carried out or effort made in order to stop or prevent a criminal offence that 

poses a large risk to society as a collective, as discussed under Section 4.3.3. These common 

endangerment crimes (‘gemeengevaarlijke delicten’) include illegal interference with 

systems that are part of the social well-being and welfare of citizens. For instance, illegal 

interfering with systems (Art. 161sexies and septies) may endanger the general safety of 

persons or property. Be it in its negligent or intentional form, the activities of perpetrators 

interfering with critical infrastructure may pose a public danger (e.g., a threat to the public 

interest), such as when such forms of interference cause the malfunctioning of activities 

connected to public telecommunication networks, tax authorities, or nuclear power plants 

(Koops, 2014, p. 222).  

On February 22, 2011 the Supreme Court of the Netherlands (Hoge Raad) had the 

opportunity to rule on a case involving the notion of “common danger to services” by Art. 

161sexies (illegal interference with information systems, a.k.a. computer sabotage) [HR 22 

februari 2011, ECLI:NL:HR:2011:BN9287]. In the judgement, the Supreme Court upheld 

a broad interpretation of the notion of common danger, which by the court comprised not 

only the nature of the service disrupted by the offence but also the number of users 

affected by the menace. By this line of thought, a botnet would classify as a criminal 

offence posing a risk to the public interest if it targeted operators of critical infrastructure 

(which follows from the text of Art. 161sexies and is defended by Oerlemans and Koops 

(2011, p. 1183) as the adequate interpretation of the norm) but also if the spread of the 

malware is such so as to threaten the reliability of the service offered by a critical 

infrastructure and the trust users have in that service. In the ruling issued by the Supreme 

Court, the threat posed by a botnet (‘Toxbot”) hurting the availability of payment gateways 

such as PayPal was interpreted as a threat to the financial sector and therefore to the public 

interest as per Art. 161sexies. In the words of the Supreme Court, “common danger to 

services” (gemeen gevaar) should also be understood as the risk posed to an undisturbed 
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service provided to an indefinite but substantial number of users (para 3.5). Rulings such 

as the one of the Supreme Court on Toxbot as well as other lessons from national criminal 

law may provide clarity on the evolving notion of public interest. Yet, borrowing from the 

notion of public interest as framed by criminal law does not provide a conclusive answer 

to the scope of the term as envisioned in data protection law.  

In the field of data protection, public interest seems to remain in muddy waters, as its 

concept is as malleable as it is abstract. In examining the matter, the Information 

Commissioner’s Office of the UK (ICO) (2016, p. 2) concluded that [for the purpose of 

the Freedom of Information Act] public interest should mean the public good, “not what 

is of interest to the public, and not the private interests of the requester.” Touching upon 

the adaptability of the notion of public interest in data protection, the ICO (2016, p. 5) 

recalled that public interest is an open concept and can convey a wide range of interests, 

including criminal justice. Emphasizing the importance of context and careful assessment, 

the ICO underscored that claims of public interest “do not in themselves automatically 

mean that information should be disclosed or withheld”. At times, withholding certain 

information is necessary for the very realization of the public interest at stake, such as in 

the case of a criminal investigation in which the release of information to the public can 

harm the goals of the investigation or the safety of the suspect. Hence, assessing the 

veracity of a claim in the public interest involves a multilevel understanding of how the 

public interest (or the public interests) are better served “by disclosure or by maintaining 

an exemption.” (Information Commissioner's Office, 2016, p. 6)  

In sum, there are sufficient obstacles to the use of subparagraph (e), mainly the lack of 

legal support in national law for the application of this provision to the realm of cybercrime 

and, more specifically, to the sharing of information initiated by ethically motivated third 

parties. More importantly, although cybersecurity is a common good and a shared social 

interest, ensuring the legitimate use of Art. 6(1)(e) in sharing botnet information, even 

where Union or national law provides a level basis, is a case-by-case assessment. While 

consistent with a diligent interpretation of the notion of public interest, by conferring the 

power to Member States, the GDPR creates substantial ambiguity over the application of 

the provision EU-wide – and the opportunity for uneven levels of protection and 

regulatory standards at national level, one of the very issues that motivated the repeal of 

the Data Protection Directive. The use of Art. 6(1)(e) in the context of information sharing 

by IIAs is not provided for without national implementation of norms regulating its use. 
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Furthermore, while there is evidence that the efforts of IIAs sharing information could be 

an activity that contributes to the public interest, botnet mitigation may not amount to a 

‘task’ in the public interest but an ‘activity’ that contributes to the public interest, 

weakening the argument for justifying the processing on the basis of Art. 6(1)(e).  

5.2.5 CONSIDERATIONS ON PURPOSE LIMITATION (GDPR) 

Aside from the elements of Art. 6(1), the principle of purpose limitation under Art. 5 of 

the GDPR is also crucial to this analysis. Purpose limitation is a tenet of data protection 

law in the EU and has direct implications for information sharing. By the purpose 

limitation principle, the processing of personal data is bound to a specific, explicit, and 

legitimate purpose (Brouwer, 2011, p. 273); once the processing has started, however, the 

data may continue to be further processed if such further processing is not incompatible 

with the initial purpose for which the data was collected. In its Opinion 03/2013, the 

Article 29 Working Party (2013, p. 12) defended that the purpose of the data processing 

must be "sufficiently defined” in order to allow for the implementation of safeguards and 

to restrict the scope of the activity (specific), “clearly and unambiguously” stated so as to 

prevent misunderstandings, and “legitimate” not only in that it is grounded on Art. 7 [of 

the Data Protection Directive], but also in ensuring transparency and preventing further 

processing that is incompatible with the initial purpose. The information sharing 

environments observed during this study (AbuseHub, BotFrei, and ACDC in the EU) are 

spaces in which data primarily collected for purpose X is often redirected for information 

sharing at a later stage. In these environments, when security tools or newsfeeds alert about 

potential malicious content in the regular flows of data, flagged packets are transferred for 

further analysis and inspection by the controller or a third party. Data that is identified as 

connected to malicious behavior, e.g., bot malware, is then turned into intelligence data 

and shared through a network of trusted parties for investigation. The sharing helps 

increase awareness about the type of infection, means for detection, adequate forms of 

response, number of infections, location of victims/attackers, among others, but it also 

brings about challenges concerning respect for the purpose limitation principle enforced 

throughout the processing. 

Ensuring that the purpose limitation principle is respected throughout information sharing 

is not inherent to the process of botnet mitigation. The application of the principle to 

information sharing precipitates important discussions about the compatibility between 
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the purpose for which the data was initially collected and the sharing of these data. 

Information sharing, as discussed, is a multilevel environment of processing where there 

are at least two moments of engagement (data input, data output), but often intermediary 

phases in which the data is further processed, aggregated, and allocated prior to receipt 

(data output). For instance, ISPs may regularly collect data from customers for various 

purposes including billing, service monitoring, and problem shooting. The action of 

transmitting selected pieces of these data to an information sharing network, in turn, 

cannot be regarded as having the same processing rationale if that was never disclosed to 

the data subject as part of the purpose of the collection. As Anti-botnet initiatives expand, 

and more partners continue to join, IIAs that are new to multistakeholder information 

sharing may face challenges concerning the sharing of contemporary and archived data 

about botnets. Therefore, scrutinizing the application of the purpose limitation principle 

in the environment of information exchange networks is paramount to ensuring the 

lawfulness of the sharing itself and may require adjustments in the manner through which 

IIAs inform users about the possibility of data collection and sharing.   

While the processing of personal data must be anchored to one of the legitimate grounds 

of Art. 6(1) of the GDPR, it is possible for information sharing itself to occur as a further 

processing on the basis of compatibility. The analysis of compatibility is governed by Art. 

6(4) of the GDPR and its compatibility test, which introduces requirements for 

determining the legality of the further processing. By Art. 6(4), except where the data 

subject has consented to the further processing or where such further processing is 

authorized by national law establishing a necessary and proportionate measure in line with 

Art. 23(1), only the compatible further processing of personal data is to be considered 

lawful. Similar to the compatibility test adopted in Opinion 03/2013 of the Article 29 

Working Party, when determining if such further processing is compatible under Art. 6(4), 

the controller must observe five key factors, namely: (a) the relationship between the 

original purpose and the further purpose(s); (b) the context of the original collection, 

including the relationship between the data subjects and controllers; (c) the nature of the 

personal data and if includes special categories of personal data; (d) the potential 

consequences such further processing may have in the lives of data subjects; (e) the 

adoption of protective safeguards such as encryption and pseudonymization. As a result, 

information sharing could comply with the purpose limitation principle if the processing 

of data within the exchange sphere is a further processing compatible with the initial 

purpose for which the data was collected following the context-specific compatibility test 
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of Art. 6(4). Importantly, the compatibility assessment under Article 6(4) will only need to 

be conducted if the purpose of information sharing for cybersecurity has not been 

indicated as one of the original purposes at the time of the original data collection, 

provided that the original purposes are part of a lawful processing of personal data. 

In everyday information sharing, the purpose limitation principle has a major role to play 

as it may forestall further processing that is incompatible with the initial purpose for which 

the data was collected. Therefore, IIAs distributing or making use of botnet-related data 

originally collected for reasons which were not disclosed as serving the purpose of 

information sharing may risk violating the purpose limitation principle. In practical terms, 

this means that the initial purpose should be explicit enough to comprise information 

sharing under its umbrella, so as to avoid subsequent conflicts through the exchange. This 

can be achieved by clarifying that the purpose of the collection also comprises processing 

of data that can contribute to cybersecurity and the criminal justice system. Furthermore, 

it is noteworthy to recall that Member States can, under certain limited conditions, restrict 

by way of a legislative measure the application of the purpose limitation principle under 

Article 23(1) GDPR when, among others, it is necessary for “the prevention, investigation, 

detection or prosecution of criminal offences or the execution of criminal penalties, 

including the safeguarding against and the prevention of threats to public security” (Art 

23(1)(d)).     

5.2.6 SHARING OF PERSONAL DATA RELATING TO CRIMINAL EVIDENCE  

This Section analyses which regulatory requirements apply to the sharing of information 

between private sector and law enforcement concerning criminal evidence relating to 

botnets. Criminal evidence can be understood as the ensemble of information that is 

connected to a crime and acceptable before a court of law as means to convince the court 

about the charges being brought. Art. 339(1) of the Dutch Code of Criminal Procedure 

(Wetboek van Strafvordering) (DCCP) offers an exhaustive list of legal means accepted as 

evidence in Dutch courts, namely, the court’s own observations; the statements of the 

defendant; the statements of a witness; the statements of an expert witness; and written 

materials (electronic materials included) (Cleiren, Crijns, & Verpalen, 2017, p. commentaar 

op art. 339 Sv).  

One of the challenges concerning the sharing of criminal evidence regarding botnets is the 

scattered presence of infected devices. Because of their geographical distribution, botnet 
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information may entail data about systems and devices located inside and outside the 

territory of the country where the IIA is established. For law enforcement, that means 

public authorities could receive criminal evidence that pertains to foreign individuals (or 

devices), but it also presents a risk that LEAs may end up overstepping their jurisdictional 

powers. The latter, however, is not a concern of this study, despite its paramount legal 

relevance. Here, I am interested in examining the application of the current framework to 

the sharing of criminal evidence collected by private sector and later shared with law 

enforcement.  

IIAs may gain access to criminal evidence related to botnets in various ways. First, parts 

of the botnet infrastructure (zombies, servers, attackers) may make use of the network or 

tool operated by the IIA (e.g., cloud services, hosting, software). In this case, the IIA has 

a direct relationship with the infrastructure of the botnet and may be in the possession of 

relevant information that is advantageous to the start of a criminal investigation by law 

enforcement agents, which often includes personal data. The sharing of information 

containing personal data initiated by a controller or processor acting as a non-competent 

authority is governed by the GDPR itself. Therefore, the explanation put forward in the 

previous Sections (5.2.2 to 5.2.5) is applicable: the voluntary dissemination of personal data 

by an IIA, and outside the course of a criminal investigation, must conform with the 

requirements of Art. 6 of the GDPR.  

In a criminal trial, the use of evidence obtained in contradiction with the GDPR is not 

necessarily prevented as it might not compromise the fairness of the trial. For instance, 

information captured by a CCTV camera outside the legitimate grounds of Art. 6(1) of the 

GDPR may be used in court to prove one’s innocence (or culpability), especially if the 

information is corroborated by other means of evidence and can be contradicted through 

the production of further evidence. The following sub-sections (i) explain how illegally 

obtained evidence can be used in the Netherlands and (ii) investigate the legal 

consequences that IIAs can face if this data is processed in violation of data protection 

rights.  

5.2.6.1 Illegally obtained evidence 

In general, evidence will be deemed illegally obtained if the means for acquiring evidence 

were corrupted with violence (e.g., use of coercion, forced confessions), deceit (e.g., 

entrapment), or violations of privacy (e.g., unauthorized access to a private space or 
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device). Based on exclusionary rules, illegally obtained evidence is often to be scrapped out 

of criminal trials due to the conflict with the principle of the due process. In the 

Netherlands, the concept of illegally obtained evidence has been enshrined under Art. 359a 

DCCP. Illegally obtained evidence concerns evidence that is acquired through the breach 

of procedural rules during the preliminary investigation and may be excluded from the 

body of evidence by force of Art. 359a (Borgers & Stevens, 2010, p. 2) but may also be 

sanctioned by a court of law.  It should be noted that the rules on admissibility of 

unlawfully obtained evidence are being currently revised. The amended version of Art. 

359a of the Dutch Code of Criminal Procedure is expected to determine specific uses for 

unlawfully obtained evidence and clarify the circumstances in which such evidence must 

be discarded (Commissie modernisering opsporingsonderzoek in het digitale tijdperk, 

2018, pp. 57-58). Dutch courts, as well as those of other Member States, have often 

resorted to various proportionality tests in an effort to conciliate the principles of truth 

and due process in the broader context of privacy, (EU Network of Independent Experts 

on Fundamental Rights (CFR-CDF), 2008, p. 6). 

In September 2011, the Supreme Court of the Netherlands decided on whether to accept 

the use of unlawfully gathered evidence by the police [ECLI:NL:HR:2011:BR0554] – 

which is not exactly similar to the cases focus of this analysis but still relevant. In the case 

brought to the court’s attention, the evidence arguably violated the privacy of the suspect 

and was used by the police to contradict the defense presented by the defendant. 

Ultimately, the Supreme Court decided to overrule the decision of the Court of Appeal 

that allowed the use of the unlawfully obtained evidence. In its justification, the Supreme 

Court recalled that a formal failure does not necessarily lead to the exclusion of the 

evidence, but that in the case at hand the judge had failed to demonstrate that use of the 

evidence did not vitiate the criminal procedure. In 2013, the Supreme Court 

[ECLI:NL:HR:2013:BY5321] introduced stricter rules for excluding illegally obtained 

evidence, which is to be warranted only in three cases, “namely where (1) the unlawful act 

directly affects the right to a fair trial under Article 6 ECHR; (2) there is a significant breach 

of an important procedural provision or principle — other than Article 6; and finally (3) 

the defence can show the existence of exceptional circumstances in which a particular 

procedural violation has been so frequent that it can be considered structural” (Thommen 

& Samadi, 2016, p. 73). A final restriction to the exclusion of unlawfully obtained evidence 

is brought by the application of the Schutznorm (requirement of relativity) (Koops, 2016, p. 

12). Following the Schutznorm, unlawfully obtained evidence is only excluded if the norm 
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that was violated in the process was meant to protect the interests of the suspect (Koops, 

2016, p. 12).  

In M.M. v. the Netherlands (App no. 46096/99) and in other cases before the ECtHR,140 the 

latter decided that the obtaining of unlawful evidence by private persons is not in itself a 

violation of Art. 8 ECHR. In the first case, the ECtHR ruled that only when the alleged 

violation has been committed by State agents there is an “interference by a public 

authority” in the terms of Art. 8. This includes cases in which the authorities fail to adopt 

reasonable measures to ensure an effective protection of that right in private relationships 

(so-called positive obligations).141 In case of collusion between private persons and public 

authorities, however, there is a greater likelihood of inadmissibility (Brinkhoff, 2014, pp. 

42-43).    

The reality of cybercrime investigations reveals that much of the relevant evidence 

concerning botnets is in the hands of private agents. But when collecting criminal evidence 

during their routinely business operations, IIAs do not act as an agent of the State. This 

distinction is important since government authorities and delegated agents are subject to 

different rules of processing of personal data in the course of a criminal investigation. 

Critics of the use of illegally obtained evidence by private sector may argue that there is no 

 
140 In 2000, the ECtHR deciding on Khan v. UK [Khan v The United Kingdom (2000) App no 35394/97 
1 9] recalled the ruling proffered in Schenk v. Switzerland when the Court established that claims for the 
dismissal of evidence gathered in violation with Art. 8 (right to private life) were to be answered by 
assessing the fairness of the whole trial and did not per se exclude its use. By the ECtHR the fact that 
evidence is recognized as illegally obtained is insufficient to, prima facie, prevent its use in a criminal 
trial, declare a trial unfair, or relinquish the probative value of the proof. The understanding of the ECtHR 
is that the exclusionary rule is often a balancing test of the circumstances of the gathering and 
consequences of the use of the illegally obtained evidence. The test at hand is centered on determining 
whether the violation is merely a collateral issue (subject to other forms of legal remedies) or an essential 
element that permeates the criminal investigation to the point that it compromises the pursuit for the truth 
itself. As such, a trial will be deemed fair and in accordance with Art. 6 of the ECHR if the illegally 
obtained information can be contradicted in trial, is not the sole piece of evidence on which the conviction 
is based, is sufficiently reliable, is not the product of entrapment or provocation, and if other remedies 
other than exclusion exist. (EU Network of Independent Experts on Fundamental Rights (CFR-CDF), 
2008, pp. 6-8). 
141 Such interpretation was espoused on 8 April 2003 in the case of M.M. v. the Netherlands (Appl. 
N°39339/98). Here, the ECtHR decided that Art. 8 of the ECHR had been violated, since there was 
collusion between the police agents and the private individual who gathered the criminal evidence. The 
Court defended that to accept the evidence collected by the private person would be the equivalent of 
accepting law enforcement to elude their duties under the terms of the Convention [M.M. v. the 
Netherlands, para. 40)]. Therefore, the ECtHR recognizes that collusion between private parties and 
public authorities may prevent the use of the evidence unlawfully obtained by the first from being used 
in a criminal trial, as a consequence of the violation of Art. 8. This understanding has been followed by 
Dutch courts [ECLI: NL: HR: 2003: AE9038]. In the so-called Babyfoon case, a defendant had his 
private communications recorded via a baby monitor by its neighbors. The recordings were carried out 
without the defendant’s knowledge and later handed over to the police as evidence of manslaughter.  
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rationale that prevents the application of exclusionary rules to evidence obtained by private 

sector agents through violation of the right to data protection. By this line of thought, 

given that the same principles are at stake, namely the right to a fair trial and the search for 

the truth, whether the evidence is unlawfully gathered by public authorities, or private 

agents in cooperation with public authorities, or the private agent alone, this shall lead to 

the same outcome: the evidence is to be excluded from the trial (EU Network of 

Independent Experts on Fundamental Rights (CFR-CDF), 2008, p. 8). It is not the 

purpose of this study to make an argument for or against the use of illegally obtained 

evidence by private sector; instead, this Section is concerned with describing the state of 

affairs and how botnet mitigation can be enabled by the prevalent understanding – which 

in the Netherlands is in favor of such use.  

For IIAs, the legal consequences of sharing illegally obtained evidence go beyond criminal 

procedure, entailing a diverse spectrum of remedies and liabilities that include data 

protection law. The processing of personal data by law enforcement authorities 

(competent authorities) for the purpose of criminal justice falls within the territory of the 

Police Directive. Here, a private sector agent shall not be considered a competent authority 

when the activities of processing are conducted in the course of its regular business 

activities and do not amount to joint controllership with a competent authority. All in all, 

and provided that there is legal basis in law, the receipt of evidence secured by private 

parties fulfils the lawful grounds of Art. 1(1) 142 and Art. 8 143 of the Police Directive. This 

is to say that the receipt of evidence by law enforcement, even if illegally obtained by 

private sector parties, can be regarded as a lawful processing of personal data.   

5.2.6.2 Implications for IIAs 

Building upon the lessons learned in this Section, in the absence of involvement of law 

enforcement (no suggestion, help or active involvement) in the obtaining of evidence, it is 

 
142 “Article 1 - Subject-matter and objectives 
1. This Directive lays down the rules relating to the protection of natural persons with regard to the 
processing of personal data by competent authorities for the purposes of the prevention, investigation, 
detection or prosecution of criminal offences or the execution of criminal penalties, including the 
safeguarding against and the prevention of threats to public security. 
143 Article 8 - Lawfulness of processing 
1. Member States shall provide for processing to be lawful only if and to the extent that processing is 
necessary for the performance of a task carried out by a competent authority for the purposes set out in 
Article 1(1) and that it is based on Union or Member State law. 
2. Member State law regulating processing within the scope of this Directive shall specify at least the 
objectives of processing, the personal data to be processed and the purposes of the processing.” 
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upon the agent who secured the data to respond for any eventual breaches before a court 

of law. In turn, it is a task for the court to evaluate whether the risk posed by such evidence 

would indeed contaminate the fairness of the procedure, as ascertained in the 

jurisprudence of the ECtHR and the Dutch Supreme Court. In the case of cybercrime, it 

is likely that data collected from grey zones by private sector organizations and then 

forwarded to law enforcement will pass the trial-fairness test if the data can be 

contradicted, is not the sole basis for the conviction, is reliable, and does not emanate from 

coercion. 

The gathering of criminal evidence that involves processing of personal data in violation 

of the GDPR constitutes unlawfully obtained evidence. If an IIA collects personal data of 

a suspect behind a botnet infection, it cannot do so outside the scope of the GDPR. As 

discussed before (Section 5.2.2 to and 5.2.5), there are multiple opportunities for IIAs to 

acquire, aggregate, and analyze personal data under the GDPR even in the absence of the 

data subject’s consent. Collection of criminal evidence that is supported by legitimate 

interests or for the purpose of fulfilling a legal obligation, for example, may fall outside the 

category of unlawfully obtained evidence. But if no lawful grounds justify the data 

collection, the processing is unlawful and calls upon the application of Arts. 79 and 82 of 

the GDPR. By these provisions, individuals have the right to receive compensation for 

both material and non-material damages caused by the unlawful processing of personal 

data. Additionally, administrative fines can be imposed by Member States and competent 

supervisory authorities in view of the violation. Given the large scale of botnets, unlawful 

data collection by private sector could amount to a large volume of personal data and 

create a substantial risk to the affected data subjects. Furthermore, one may ask whether 

the unlawful collection of personal data by IIAs and its subsequent sharing with law 

enforcement authorities may amount to a criminal offence under, e.g., Art. 138c, 139c, or 

139g of the Dutch Criminal Code (covering offences against non-public data and illegal 

interception of data, as discussed in Sections 4.3.3.9 and 4.3.3.7, respectively). 

Interestingly, it will be on the private sector agent to respond for any violation of data 

protection rights, but law enforcement itself may not be held liable for the violation and 

can proceed with the investigations if the result of the balancing is in favor of the continuity 

of the use of the evidence. As it is, the Dutch legal system creates enough opportunities 

for the sharing of information concerning criminal evidence, maximizing the opportunities 

for botnet mitigators in that regard. The fact that IIAs remain accountable for violations 
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in view of GDPR infringements is a guarantee that the right to data protection is protected 

in this context. To conclude, the sharing of evidence obtained by IIAs in violation with 

the GDPR will usually not be excluded from the trial, particularly but not only if handed 

over to law enforcement on a silver platter, and where the violation is not sufficient to 

contaminate the fairness of the trial as a whole. Criminal evidence, be it legally or illegally 

obtained, may fundamentally contribute to the search for the truth and realization of the 

goals of criminal law, an interpretation that is in line with the jurisprudence of the ECtHR. 

Therefore, the use of evidence obtained through violation of the right to data protection 

does not slip through the cracks of the legal system, as the GDPR offers sufficient 

remedies for addressing data protection violations, securing at least minimal compliance 

with data protection rights.  

5.2.7 INDICATORS 

The exchange of information that leads to the identification of bot-victims and botherders 

comprises multiple levels of data processing. A simplified form of information sharing 

entails at least three distinct stages: collection, analysis, and dissemination. Each of these 

stages are to be grounded as a lawful activity under the GDPR (Art. 6) and ePrivacy 

Directive. 

LEGALITY AND LIABILITY INDICATORS: in the previous Sections, it was demonstrated that 

the GDPR generally shows sufficient breadth and flexibility to embrace botnet mitigation, 

offering substantial grounds that legitimize the sharing of information about botnets. Yet, 

if the data sharing encompasses any actors that cannot be classified as controller or 

processor, the information sharing is outside the scope of the GDPR. Based on the analysis 

above, this study defends that the data protection framework enacted in the EU provides 

sufficient opportunities for private sector participation in anti-botnet campaigns with 

sufficiently clear grounds on the legality of their operations. 

INVOLVEMENT INDICATOR: even though the notion of legitimate interest is far-reaching 

and, as discussed, the GDPR does allow for information sharing involving selected IIAs, 

it is not possible to ascertain whether the notion of legitimate interest would stretch as far 

as to allow the sharing of data by IIAs which are neither providers of electronic 

communications nor providers of security technologies and services. Retrieving the initial 

concept of IIAs deployed in this study, hardware manufacturers, software developers 

(other than security technologies and services), application developers, and online search 

engines all appear to be arguably removed from the set of actors who could be classified 



277 
 

as a third party legitimately interested in the processing of personal data by Art. 6(1)(f). 

Apart from this relatively minor issue, the GDPR appears to offer sufficient flexibility to 

enable botnet mitigation through information sharing. Yet, given the allowing nature of 

the GDPR, the opportunities are already meaningful to justify effective intervention by 

IIAs in the form of information sharing. The data protection framework is thus well placed 

to allow for adequate involvement of relevant stakeholders. 

LIABILITY INDICATOR: the GDPR must be observed by those processing personal data, a 

subject scope which comprises both data controllers and processors. Because the 

framework applicable to information sharing by IIAs is centered on protecting the users 

behind the data and introduced a risk-approach to security, the responsibilities and rules 

of liability that it imposes on the activities of IIAs are arguably in line with the spectrum 

of responsibility and the contextual means and opportunities available to IIAs. Although 

not the center of this debate, the GDPR has a clear set of penalties for infringements of 

its provisions, which can result in administrative fines by the Supervisory Authorities, but 

also in regular compensation claims for damages, as it allows data subjects to seek 

reparation for material and non-material losses before a court.  

Altogether, the sharing of information concerning botnet mitigation (including the 

processing of personal data) is governed by a framework that was found sufficiently 

effective in terms of the legality, involvement, and liability indicators operationalized in 

this book.  

5.3 DISRUPTION 

Further to the analysis of Chapter 4, the regulatory framework is not always clear in regard 

to which security measures IIAs could or should adopt in order to protect their networks 

and services and under what circumstances these measures are justifiable. As discussed in 

Sections 3.5.1 and 3.5.2, this lack of clarity may hinder mitigation efforts by IIAs and 

contribute to lower levels of cybersecurity. A general trait of the regulatory framework is 

to use open norms to establish duties for IIAs (and the allowed scope of action) concerning 

cybersecurity. This use of vague language has direct impact on the actions of IIAs, since it 

may generate excessive regulatory uncertainty towards the legality of countermeasures. 

While disruption concerns the actions that can be performed within the realm of security 

measures, they may also amount to a criminal offence when such countermeasures exceed 

the limits of the law. In the next sections, I discuss whether disruption is sufficiently 
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enabled through legal duties and rights (authorized cybersecurity measures), but also as a 

private defense against criminal liability claims (self-defense and defense of other). 

5.3.1 AUTHORIZED SECURITY MEASURES  

The NIS Directive is the main regulatory instrument governing the launch of cybersecurity 

measures by OESs and DSPs and, therefore, of their disruption techniques. Arts. 14 and 

16 of the NIS Directive exhaust the regulator’s perspective on the security standards to be 

adopted by operators of essential services and digital service providers. There is no further 

guidance or elaboration, even if aside from the Directive and its implementing regulation, 

on what measures are to be considered appropriate and proportional to the attacks and to 

what extent are IIAs expected to alleviate the impact caused by such attacks. The NIS 

Directive lacks clarity and thoughtful consideration of the duties it imposes, leaving the 

substantial discussion on the thresholds and minimum standards of cybersecurity to the 

discretion of Member States during the implementation phase. The national 

implementation law (Wbni) did not innovate in that regard. Despite the notion that 

legislation should be technologically neutral so as to continue to be applicable and valuable 

in changing contexts, the law could have gone further in specifying the purpose of the 

technology in the context of cybersecurity with a greater focus on defensive and proactive 

measures. As a result, even the IIAs that could find sufficient support in public policy to 

act against botnets are confronted with the vagueness of regulation and remain therefore 

unsure whether such support is comprehensive enough to cover the complex strategies 

behind botnet countermeasures. 

The complexity of botnet mitigation is not thoroughly embraced by the NIS Directive and 

the high-level nature of Arts. 14 and 16. All in all, the NIS Directive contains various open 

norms and may not offer tangible guidance considering the risks incurred by IIA mitigators 

launching countermeasures. The EU regulatory framework contains general but not 

targeted provisions that would support not only IIAs’ response but also the lawful 

development of mitigation technology. On the one hand, introducing specific norms that 

clarify which disruptive and responsive measures are to be covered under the umbrella of 

Arts. 14 and 16 would further legal certainty over the lawfulness of botnet mitigation 

efforts. On the other hand, it could be argued that additional clarifications on the nature 

of authorized security mechanisms would reduce the utility of the NIS Directive over time 

and render it perishable. One potential solution for preserving the flexibility and 

adaptability of the NIS Directive could be the establishing of baseline requirements via 
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ENISA in the form of recommendations, which is a customary practice within the agency. 

Recital 38 of the NIS Directive explicitly calls for the support of ENISA in assisting “the 

Member States in implementing the policies necessary to meet the legal and regulatory 

requirements of network and information system security […]”. Furthermore, such 

proposal for assistance in providing advice on Arts. 14 and 16 is in line with Art. 3(1)(a)(i) 

and (ii) of ENISA Regulation (Regulation 526/2013), which established the agency’s 

competence in (i) assisting and advising on matters of EU information security policy and 

law and (ii) providing advice and analyses relating to the development and update of 

cybersecurity policy and legislation. It is not the purpose that ENISA creates new law but 

given the intention of the legislator in allowing for Arts. 14 and 16 to act as grounds for 

legitimate cybersecurity countermeasures, the agency could help identify and analyze the 

best practices adopted across the Union on botnet mitigation and create baseline 

requirements for legitimate countermeasures in consultation with Member States and 

stakeholders. This argument is also valid when considering the proposed EU Cybersecurity 

Act, which is aimed at strengthening the mandate of ENISA as the permanent agency for 

cybersecurity.  

The GDPR too has limited guidance on the scope of the authorized countermeasures 

under Art. 32(1) (for further details on Art. 32(1), see Section 5.1.4). By allocating a duty 

to secure the data processing to all data controllers and processors, the GDPR required all 

IIAs involved in the processing of personal data to ensure the security of their activities, 

to the proportion that is adequate to protect their information systems from attacks. The 

GDPR does not clarify what is to be considered a proportionate countermeasure, 

especially since protection from large-scale attacks such as botnets often requires that 

offensive measures be launched against a malicious infrastructure distributed across 

different networks and jurisdictions The absence of such elements, as discussed in Section 

5.1.4, has a detrimental effect to the legality indicator: mitigators are left unsure of the 

lawfulness of their anti-botnet activities anchored to Art. 32. In this context, guidance by 

the EDPB on the nature and limits of proportionate security measures permitted by the 

GDPR would be appreciated, as it could illuminate the debate and build legal certainty. 

Given the substantial value of Art. 32 for data controllers and processors combatting 

botnets, the absence of legal certainty in this regard weakens important expectations of its 

use in mitigation activities and undermines the effectiveness of the regulatory framework.  
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Because of the shattering power of botnet attacks, once an IIA receives output data that 

allows for the identification of (likely) attackers in its network, that IIA should be allowed 

to take sufficient measures to protect its business, clients and, more broadly, the 

community of Internet users who depend on its stability. The preferable measures would 

be low-level interaction techniques that interrupt the communication between the flagged 

perpetrator and the affected network/application. Sinkholing and isolating the data flow 

regarding the botherder/bot server, as well as quarantining the suspect, is likely to cause 

minimal impact on the fundamental rights of the persons behind flagged devices as they 

move traffic to another location without necessarily inspecting the content of the 

communication. Plus, such redirecting techniques are easily reversible. If low-interaction 

techniques are inadequate or inapt to generate the expected mitigation effects, IIAs should 

have the right to launch other preferable but more intrusive measures such as Sybil attacks 

(Sybil attack stricto sensu plus index poisoning).144  

In order for a medium-interaction technique to be justifiable, IIAs should ensure that the 

effects of the measure are constrained to their own network/application. While the 

consequences of Sybil attacks and index poisoning towards the suspect are negligible in 

that they do not threaten the suspects themselves or their rights, the impact on other 

(victim) users exists – infected users could receive fake commands from the Sybil attack, 

which could be regarded as an interference with the communications system. 145 

Nevertheless, since a Sybil attack will command a bot not to attack, it should not be 

interpreted as a high-risk countermeasure, but as a protective technique towards other 

users. I argue that by circumscribing the effects of the measures to its network/application, 

the IIA is more likely to act in conformity with the GDPR’s limitations on the use of 

legitimate interests as a lawful basis for processing personal data. From the range of 

mitigation techniques discussed in Section 2.8, some are distinguished by their higher level 

of intrusion on the botnet communications, creating a greater risk to the individuals who 

 
144 “On its own, the sybil attack is not a mitigation strategy, but is rather a means of gaining influence 
over a botnet. Thus, in order to be effective as a mitigation strategy, the sybil attack must be combined 
with a disruption strategy which can leverage the influence gained through the sybil attack. […] [A] 
common combination is to use the sybil attack with index poisoning.” (Verigin, 2008, p. 32) 
145 “While a number of effective defence techniques have been devised for botnets utilizing centralized 
command and control (C&C) infrastructures, few of these techniques are suitable for defending against 
larger-scale peer-to-peer (P2P) botnets. In contrast, the sybil attack, combined with index poisoning is 
an established defence technique for P2P botnets. During a sybil attack, fake bots (i.e., sybils) are inserted 
into the botnet. These sybils distribute fake commands to bots, causing them not to carry out illicit 
activities. Bots also then unwittingly redistribute the fake commands to other bots in the botnet.”  
(Verigin, 2008, p. 31-32) 
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are part of the network. The lower the risk of intrusion, the more preferable the measure 

is in comparison to its alternatives. As such, from a data protection perspective, botnet 

takedowns and takeovers are less preferable than more contained measures such as Sybil 

attacks. In launching a takedown or takeover, an IIA would seize the servers connected to 

the botherder, acquiring control of the infrastructure and replacing the botherder in the 

chain of command. The risks associated with subsuming the botnet chain of command are 

numerous – and can easily transmute into property, privacy, and data protection harms in 

a similar way as the original activities by the botherder would. The high risks posed by 

takedowns and takeovers by IIAs call for additional safeguards and accountability 

mechanisms to ensure the protection of individuals and other IIAs that could be 

potentially impacted by the mitigation efforts. The examples presented above translate in 

a graded division of preference (ranging from most preferable, preferable and least 

preferable techniques) based on the level of intrusiveness and therefore risk to the right to 

data protection. The division also embodies the idea that progressive risks should be 

accompanied by increased legal protection. In the case of highly intrusive measures such 

as complete takeovers and takedowns, cooperation with law enforcement, the competent 

body to use force, would increase accountability for the mitigation efforts, especially when 

considering the likelihood of spillovers (affected third parties) emerging from the hijacking 

of a botnet.  

Moving from general cybersecurity and data protection laws to laws on electronic 

communications, the EU Framework Directive and the ePrivacy Directive are important 

pieces of legislation in maximizing IIA intervention. Art. 13a (1) of the Framework 

Directive and Art. 4(1) of the ePrivacy Directive may serve as a legal basis for ISPs to 

adopt security measures that counteract botnet attacks and thus justify disruption 

measures. By virtue of Art. 11.3 of the TA, providers of electronic communications 

networks and services must take appropriate technical and organizational measures for the 

safety and security of the networks and services they offer in the interest of the protection 

of personal data and the protection of the privacy of users, as previously discussed in 

Section 4.3.6. Following the wording of Art. 11.3, it could be argued that botnets affecting 

publicly available networks and services may be lawfully countered on the basis of the TA, 

while taking into account the limitations imposed by data protection rights. The same logic 

is applicable to the obligations to ensure confidentiality of the communications and 

continuity of the services, as provided for by Arts. 11.2a(1) and 11a.1 TA, respectively.  
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Elaborating on the nature of security measures in electronic communications, Art. 

7.6a(1)(g) TA establishes that providers may suspend or terminate the provision of a 

service when measures are necessary to guarantee the security and integrity of the network 

or service. This creates opportunities for disruption which are relevant in clarifying the 

scope of which measures are supported by law, improving legal certainty in botnet 

mitigation. The suspension or termination of access to a service or network is an effective 

measure towards neutralizing the activity of a potential botherder or infected device, giving 

the electronic communications provider the opportunity to contain the spread or force of 

the attack. The provision is interesting in that it can be taken to expand the circumstances 

in which the general cybersecurity obligation of Art. 11.3 may be enacted, while advancing 

legal limits to the suspension or termination of delivery of a service. The latter involves 

that the electronic communications provider should (i) notify the individual prior to the 

adoption of the measure, and (ii) give the customer the opportunity to remove the threat 

to the integrity and security of the network, service, or terminal equipment (Art. 7.6a(4) 

TA). Where the urgency of the event makes prior notification not feasible, the provider 

can take the necessary measure and notify the subscriber afterwards at the earliest 

opportunity (Art. 7.6a(4) TA). Not only does this provide a specific defensive measure 

(suspension or termination of access to a service), but it also specifies the circumstances 

in which such defensive measure must follow (e.g., notification obligation) to be legally 

authorized by the TA. The provision is a positive example of how legislation may be used 

to maximize the opportunities for cybersecurity while ensuring protection of the rights and 

freedoms of individuals. 

The complexity of the TA and its interaction with other national and EU laws goes beyond 

the mapping and analysis conducted in this study, calling for expert assessment of the 

intricacies of the law in relation to specific mitigation techniques. For the purpose of this 

study, it suffices to identify that the TA creates high-level (Art. 11.3) and some concrete 

opportunities (Art. 7.6a(1)(g)) for botnet mitigation by IIAs, while reaffirming the 

protection of data protection rights. In particular, the obligations to ensure the 

confidentiality of communications and secure the continuity of the services by ECN and 

ECS, found under Arts. 11.2a(1) and 11a.1 TA, are of importance too, as they create 

further opportunities for the authorization of security measures by botnet mitigators. In 

particular, IIAs governed by the TA in the Netherlands may as well justify their disruption 

efforts in view of their obligation to ensure the continuity of their services and networks. 

Given the tangible impact that botnets pose to the continuity of such services, providers 
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of ECNs and ECSs have additional high-level provisions that may support the argument 

for legally authorized mitigation efforts. 

It is important to notice that best practices in the sector and standards of security could 

go a long way in delineating the risks and practices authorized at the regulatory level. 

Despite the large number of technical standards enacted in cybersecurity, compliance with 

those remains largely voluntary at the EU level. It is expected that ENISA should be 

coordinating this standardization effort, given the agency’s mandate in promoting 

information security (Art. 3, Regulation 526/2013) and the potential furthering of its 

competences with the proposed EU Cybersecurity Act. 

5.3.2 COUNTERMEASURES AS SELF-DEFENSE OR DEFENSE OF OTHER 

Another consideration should be made regarding disruption techniques, namely whether 

IIAs could justify the launch of countermeasures as self-defense from a criminal law 

perspective. By justifying countermeasures as self-defense, an IIA may avoid criminal 

liability for launching an attack against a botnet, which could otherwise be classified as a 

criminal offence (see Section 4.3.3). In legal terms, self-defense is understood as an 

exception to the general prohibition on the use of force (Wallerstein, 2005, p. 1003) and 

an exculpation before a criminal offence – although other defenses exist in criminal law 

that exempt one from having committed a criminal offence or being hold criminally liable 

for an offence. As noted by Miller (2017, pp. 94-95), “in cases of self-defense, the law 

instructs one decisionmaker (the court) to review the judgment (to harm or kill a person) 

of another decisionmaker (the person claiming self-defense) as to whether that judgment 

was justified in that case. In most cases of self-defense, the decision on justification and 

the decision to act are made by the individual in the moment because deference to another 

authority is not possible. This is the classic account of when self-defense is available in 

criminal law; it is only available when appeal to some superior authority in the legal order 

is unavailable. […] One who kills another in self-defense is not justified because of 

inalienable right, but because she acts as a ‘public official pro tempore’.”   

In the Netherlands, the grounds for self-defense are to be found on Art. 41 DCC. The 

norm excludes from criminal liability whoever commits a criminal offence that is necessary 

to safeguard the physical or moral integrity (‘decency’), as well as the property of a person 

or of another person, against an immediate and unlawful attack (Art. 41(1)).146 To this end, 

 
146 “Art. 41(1) Niet strafbaar is hij die een feit begaat, geboden door de noodzakelijke verdediging van 
eigen of eens anders lijf, eerbaarheid of goed tegen ogenblikkelijke, wederrechtelijke aanranding.” 
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self-defense is a forced choice, where the defender is uniquely placed in a situation in which 

she is forced to choose between her own right (or the right of a third person) and the right 

of the perpetrator (Wallerstein, 2005, p. 1005). 

A detailed interpretation of the norm reveals that Art. 41(1) entails a triple-tier test for 

excluding criminal liability where self-defense is claimed. In the context of botnet 

mitigation, this means that, first, the IIA defender must make use of defensive force with 

the clear and unmistakable purpose of protecting the security and integrity of an 

information system (e.g., network, application, server, device, etc.), be it its own or a third 

party’s. The Dutch Supreme Court determined that the defender must show a ‘will to 

defend’, which can be presumed from the conduct of the defender or the purpose of her 

actions (HR 10 Feb. 1987, NJ 1987, 950) (Gritter, 2016, p. 261). Second, the use of force 

must be necessary. The theory of self-defense is built upon the concept of proportional 

reaction to an attack, since the rights and lives of defender and aggressor have equal value. 

Therefore, use of force that is incompatible with the nature of the attack or causes 

disproportional harm is excluded from the realm of self-defense and could amount to 

unlawful behavior. 147  For instance, seizing a server after detecting that it had been 

compromised could be considered excessive use of force, given that quarantine and 

Sinkholing could possibly lead to the same desirable result with lesser impact. Third, the 

defensive use of force can only be deployed timely, be it to prevent an imminent attack (as 

decided by the Dutch Supreme Court in HR 30 March 1976, NJ 1976, 322 and HR 23 

October 1984, NJ 1986, 56) (Gritter, 2016, p. 261) or to stop its continuity. A 

countermeasure launched before a botnet infection (which per se already constitutes an 

offence) or attack has taken place, therefore, fails to attain the timing element of self-

defense if there is no reason to believe that the harmful event is imminent. Less clear is 

the lawfulness of countering compromised nodes after an attack has been launched by a 

botherder. I defend that the presence of a dormant botnet infrastructure amounts to 

sufficient grounds authorizing a proportional countermeasure, given its latent power and 

persistent danger for reuse. However, if the malicious infrastructure has been dismantled, 

any attacks directed at a perpetrator with the purpose of retaliation or provocation are 

against the standards of self-defense.  

 
147  The DCC recognizes an excusable form of excess of self-defense under Art. 41(2). The 
‘noodweerexces’ exempts one from criminal liability if, due to the mental state of the agent that was 
caused by the attack, the response to the attack is disproportionate. This exemption is not further 
discussed in this study given the difficulty of applying the emotional state element to the activity of an 
IIA, which would likely prevent the application of the ‘noodweerexces’ defense altogether.  
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Another issue regarding the use of private defenses in botnet mitigation is that there is no 

conclusive understanding (either in the literature or in case law) of whether and under 

which circumstances a cybersecurity countermeasure classifies as a defensive use of force, 

as required by law. Therefore, IIAs could resort to the analogy of other uses of force in 

the context of self-defense and treat the launch of countermeasures as an act that is similar 

to the use of a weapon. This idea has been explored in the field of International 

Humanitarian Law, where cyber weapons have been conceptualized as code that is “used, 

or designed to be used, with the aim of threatening or causing physical, functional, or 

mental harm to structures, systems, or living things” (Rid & McBurney, 2012, p. 7). A 

broader investigation whether cybersecurity measures constitute an act of force and under 

which circumstances it could constitute a weapon has not yet taken place in the field of 

criminal law. Developments in this direction could contribute to a better understanding of 

private defenses in botnet mitigation.   

Furthermore, since private defenses can justify an act of violence performed to protect the 

rights and assets of someone else, it is also interesting to consider the question of whether 

defense of another could exempt an IIA from criminal liability after launching an attack to 

protect a party that is being victimized by a botnet. Defense of other and self-defense are 

closely linked concepts and share similar elements; although the agent carrying out the 

defense of other is not the victim of the criminal behavior. This difference is relevant to 

this analysis. The idea of defense of another could be understood as a variety of self-

defense which is transferred to another actor who has the conditions and opportunities to 

act in a moment where the victim is unable or fails to respond to the aggression. 

Consequently, in order to escape criminal liability, the general theory of defense of other 

requires that the actions of the agent be preceded by the genuine belief that the rights of 

another are at risk or in imminent danger (Gritter, 2016, p. 260). In addition, the response 

of the agent must be timely, proportional, and necessary to prevent or halt the criminal 

act. Every excess in the use of force that escapes the shield of a defense brings back the 

shadow of criminal liability, except if such excess is the direct result of a violent emotion 

caused by the attack (Art. 41(2) DCC), thus following largely the same requirements 

applicable to self-defense. In light of the above, IIAs disrupting botnets which create an 

imminent danger or risk to the network of others may be covered by the exception of 

defense of other. Here, the same lessons learned from the above discussion on self-defense 

are applicable by analogy but will be used in different scenarios.  
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Again, the major challenge on the use of private defenses in botnet mitigation is to ensure 

the proportionality of the countermeasures. Because anti-botnet techniques resound 

through a wide net of networks and devices, the impact caused by the use of 

countermeasures may generate undue and unforeseeable consequences, which may also 

reach innocent third parties. In theory, this undue impact is more likely to occur in cases 

of defense of other, since the acting agent must make assumptions about the threat posed 

to the victim, but is equally present in self-defense, as various mitigation tools may 

reverberate beyond the targeted attacker. Excesses in the use of force may implicate the 

agent on the grounds of civil and criminal liability; these may arise where damages are 

caused as the result of high interference where alternative, less invasive means were 

available. Nevertheless, as explained by Gritter (2016, pp. 260-261), collateral damages 

caused in the due execution of self-defense and defense of another are not punishable by 

the DCC if the damage caused to the innocent party was necessary. The necessity, 

proportionality, and subsidiarity of the defense will be key elements in determining 

whether the collateral damages were a natural and inevitable consequence of the defense. 

The comprehensiveness of Dutch criminal law is particularly beneficial to IIAs in this 

regard, as collateral damages caused to innocent users hit by the launch of mitigation 

measures against an attacker may be interpreted as acceptable collateral damages if the 

countermeasure was proportional to the attack and no less intrusive means were available 

to ward it off.  

5.3.3 SAFE HARBORS REVISITED  

Up to this point, the regulatory analysis was largely focused on the elements of regulation 

that fail to incentivize participation of IIAs or that fail to foster accountability for 

overstepping the regulatory commands. In general, the regulatory framework appears to 

approach the enforcement of cybersecurity from a preventive angle. In other words, 

besides the arguments made on self-defense, there are limited dedicated rules that could 

apply to counter-responses to ongoing botnet attacks. This gap in targeted rules is 

especially pronounced among Internet intermediaries, the gatekeepers to Internet traffic 

in a botnet attack. The considerations that follow are an exploratory interpretation of the 

limitations presented by the existing system of intermediary liability, while considering the 

problem from a pragmatic perspective focused on effectiveness. 

IIAs combating botnets can face liability for their actions under very specific 

circumstances. As discussed in Section 4.3.5, the eCommerce Directive differentiated the 
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grounds for intermediary liability following the type of activity of the targeted ISP. Here, the 

law distinguishes between providers that perform mere conduit, caching, and hosting 

activities. Intermediary liability thus follows specific rules on how each of these categories 

may be exempted from liability or held (contributorily) liable for the transmission of 

unlawful material generated by a third party. To prevent liability for the transmission of 

unlawful content, the ISP must conform to one of the safe harbor exemptions enshrined 

under Arts. 12 to 14 of the eCommerce Directive. If the activity performed by the IIA is 

of mere conduit, the ISP shall not be held liable for the unlawful content that is merely 

transferred (Art. 12). To illustrate the scenario, a mere conduit provider that ensures the 

delivery of bot software between an infected and a non-infected machine (for instance, 

through a drive-by-download) cannot be held responsible for the harms arising from the 

transmission. In the cycle of a botnet, the unlawful content is generated by a malicious 

user, its transmission initiated by that same user or a user under her influence and is not 

altered by the channel that delivers the packet. Holding the mere conduit provider liable 

for making the transmission of a bot possible would be at odds with the notion of causality 

in tort law, as the intermediary itself did not give cause or knowingly contribute to the 

harm. The fact that the network of such an intermediary is used as the environment for 

transmitting such communication when the intermediary is not required (or even often not 

allowed) to inspect the content being transmitted corroborate the argument that ISPs 

acting as mere conduits of communication are not liable for such transmission. 

If the content is being cached or hosted, then two possibilities arise. In the caching 

exemption, the caching provider must act where an order has been issued by an 

administrative authority or LEA requesting that the content be removed or that access to 

it be interrupted (Art. 13). The same obligation exists after the provider has gained actual 

knowledge that the unlawful content has been removed from the initial source or that 

access to the unlawful content has been disabled (Art. 13(1)(e)). In the hosting exception 

(Art. 14), anyone (including administrative authorities and LEAs) can give a notice of 

unlawful material to a hosting provider. If the notice is given by someone from the public, 

the provider must expedite the request and decide on it in a timely manner. The same 

responsibility to make the content unavailable exists if the provider has gained actual 

knowledge or constructive knowledge (as regards claims for damages) about the unlawful 

nature of the material. The Dutch ISP Takedown Code of Conduct observes the same 

understanding espoused by the eCommerce Directive and its terms are simply guidelines 

that facilitate the realization of intermediary liability duties in the private sector.  
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Knowledge about the unlawful nature of the content being transmitted is a trigger of 

intermediary liability for both caching and hosting providers. Considering the legal 

implications of both Art. 13 and 14, the main difference on the threshold of liability 

concerns the means by which knowledge is acquired. In the case of caching providers, 

such knowledge must be materialized in the form of an order from a law enforcement or 

administrative authority but can also be constituted if the caching provider itself has gained 

“actual knowledge” of the removal of (or disabled access to) the unlawful content at the 

initial source. It is not clear how caching providers are expected to gain such actual 

knowledge of removal of or disabled access to content at the initial source of cybercrime 

activities. Furthermore, the circumstances appear to be over restrictive, especially where 

the unlawfulness of the activity can become apparent to the caching provider without the 

need for accessing the content of the transmission or gaining knowledge of the removal 

of (or disabled access to) the botnet material.  

The threshold for knowledge applied to the ISPs in the capacity of hosting providers, 

however, is lower. Here, the intermediary may be held liable if it fails to act after gaining 

“actual knowledge” of the unlawful nature of the content after receiving an order from a 

law enforcement or administrative authority or after acquiring “constructive knowledge” 

of the unlawful activity, although the last circumstance is limited to claims for damages. 

The difference between the standards of knowledge imposed on caching and hosting 

providers is meaningful in that the threshold of acquisition of knowledge by the second is 

broader and easier to be met: a user notification flagging the unlawful nature of transmitted 

content could classify as such, once received by the hosting provider. The eCommerce 

Directive does not expand on what characterizes as “actual knowledge” and “constructive 

knowledge”, although case law has provided sufficient guidance in this regard in relation 

to content-related offences (see Section 4.3.5). Considering the landscape of botnet 

mitigation, it is fair to assume that a caching or hosting provider has gained constructive 

knowledge of a botnet if it has been informed of such by a CERT, anti-botnet initiative, 

or through its own staff or authoritative third party, which all make use of trustworthy 

cybersecurity tools. A broader interpretation of the notion of “actual knowledge” and 

“constructive knowledge” of the transmission of unlawful content through their networks 

need not require the ISPs to have certainty about the unlawful nature of the material but 

reasonable grounds to believe that the information pointing to its unlawfulness is credible, 

after conducting due diligence. Furthermore, limiting liability following constructive 
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knowledge of unlawful material to cases in which compensation for damages arise and 

only for hosting providers is very restrictive.  

Altogether, the reach of safe harbors afforded by the eCommerce Directive is extensive, 

especially considering the context of botnet mitigation. As discussed in Section 4.3.5, ISPs 

perform a primordial role in the overall life cycle of a botnet. This is not to say that ISPs 

intentionally contribute to the expansion of botnets or the launch of coordinated attacks, 

but that botnet communications depend on the transmission carried out by said ISPs to 

execute infections and large-scale attacks. By the safe harbors, the circumstances in which 

ISPs would be contributorily liable for the offences committed via botnets are rather 

limited.  

The grounds of knowledge that could hold caching and hosting providers contributorily 

liable for the transmission of unlawful material are easily avoidable if said providers are 

not required to deploy mitigation techniques to identify malicious botnet traffic. ISPs do 

not have an obligation of means that requires them to do their best effort to identify 

malicious activity flowing through their networks. The situation is in fact very much the 

opposite: by deploying mitigation tools targeted at identifying malicious operations, a 

caching or hosting provider would be more likely to be held liable for their failure to 

disrupt a botnet activity. If the deployment of cybersecurity detection tools has the 

collateral effect of increasing the levels of liability to which intermediaries are subject, there 

will be no incentives for IIAs to install such security measures in their networks. In general, 

if the market lacks incentives to promote the adoption of a behavior desired by public 

policy (e.g., cybersecurity), legislation may be used as mechanism to establish the fulfilment 

of public policy goals. For instance, if the deployment of detection tools by IIAs is 

hindered by factors pointing out to a market failure, the legislator may consider 

commending the adoption of detection tools via law or promoting self-regulation via 

standardization bodies and regulatory agencies. In light of the above, one could wonder 

whether the safe harbors of intermediary liability are contributing to generating chilling 

effects on botnet mitigation by ISPs, in particular if, by virtue of the safe harbors, caching 

and hosting providers would be better off by simply avoiding better security, as voluntarily 

increasing their cybersecurity measures could bring about a greater threat of intermediary 

liability.  

In cybersecurity, revisiting the eCommerce safe harbors could help to minimize such 

chilling effects. When observing the rationale of the eCommerce Directive (Section 4.3.5), 
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I defended that the rules of liability applicable to botnet mitigation could be reconsidered 

in face of technological developments that have increased intermediaries’ knowledge about 

the types and nature of malicious traffic running through their networks. This assertion is 

based both on the notion that intermediary liability intensifies according to thresholds of 

knowledge and that various anti-cybercrime tools allow for intermediaries to identify 

malicious flows of data through behavioral patterns - and without the necessity of 

examining the content of these communications. The argument is also grounded on the 

evolving notions of moral responsibilities of intermediaries (Taddeo & Floridi, 2016, p. 

15), which go beyond the law but should support the regulators in re-assessing the social 

benefit enacted through legislation. 

The system of intermediary liability introduced by the eCommerce Directive bears 

resemblance with the notions of due diligence and duty of care. In both cases, the agent is 

expected to take precautions and act accordingly to avoid an unwanted result, even if the 

threat of harm is posed by a third party. Certainly, the expectation of diligent behavior by 

the ISP is not randomly assigned. As gateways to communication channels, ISPs hold a 

prominent position in the exchange of malicious traffic and content, albeit not sharing the 

dolus of the botherder. As noted by Yannopoulos (2015, p. 45), the safe harbor approach 

that the eCommerce Directive offers to Internet intermediaries is “without discrimination 

and without examining the cause of liability.” But it is exactly this pivotal position, and the 

possibilities that come with it, together with the fact that ISPs derive financial profits from 

these operations, that may call upon intermediaries to intervene against criminal behavior. 

Although the idea of revisiting the grounds for safe harbors for intermediary liability in 

relation to botnets, as presented in this book, is likely to raise flags of surveillance and 

attacks on freedom of speech, the argument finds correspondence in the literature. In re-

examining the immunity granted by the eCommerce Directive, Yannopoulos (2015, pp. 

51-52) proposes a higher degree of ISP liability for activities of “international criminal 

demerit”, with express reference to the cybercrime offences regulated by the CoE 

Convention on Cybercrime – which cover botnet-related crimes. The argument 

acknowledges that the relationship between intermediaries and users is one where the first 

obtain financial gains and the second are on the weaker side, justifying “an elevated ‘duty 

of care to assist’ […] on behalf of the intermediaries” (Yannopoulos, 2015, p. 54). The 

international impact of criminal activities connected to botnets are sufficiently socially 

relevant to inquire whether the protections afforded by the safe harbors should be 
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differentiated in view of the interests of users and other stakeholders negatively impacted 

by the flow of unlawful information transmitted by ISPs. 

An enormous burst of accesses to a recently registered (or flagged) domain, a gigantic and 

continuous flow of traffic towards one website, and an upsurge in transmissions involving 

blacklisted servers are all examples of potentially malicious activities (botnet installation, 

DDoS attack, bot communications, respectively) that can be identified by ISPs with a high 

degree of certainty when using cybersecurity tools. This high-degree of certainty is 

accompanied by a lower risk of censorship concerning the content at stake – as opposed 

to material-related offences such as copyright violations and child abuse material. This is 

to say that if a State were to introduce a duty to for ISPs to mitigate botnets, such a duty 

would not necessarily conflict with the terms of Art. 15 of the eCommerce Directive, as 

discussed in Section 4.3.5.5.  

A connected question arises, also centered on the level of accuracy by which an 

intermediary can spot malicious traffic. If cybersecurity tools installed by the IIA increase 

the level of certainty about the malicious activity on its network, should the intermediary 

be held liable for failure to use this information to protect its network? The answer from 

the legislator can be affirmative, in my opinion. This is in line with the notion of the liability 

indicator, by which the regulatory framework should allocate liability according to the 

means and opportunities, as well as to the level of responsibility, borne by an IIA. The 

logic for this statement is the same as the one deployed by the eCommerce Directive in 

that a certain level of knowledge of unlawful activities on the networks of ISPs could bar 

the protection granted by the safe harbors for hosting and caching providers (under the 

circumstances specified by Arts. 13 and 14).  

By the argument above, if an IIA has knowledge of the unlawful activity transmitted 

through its network, is the IIA expected to intervene to disrupt the ongoing criminal 

activity?  The answer is not clear cut. To answer affirmatively, one must presume that the 

IIA has the necessary knowledge, resources, and legal grounds to intervene. These 

competency requirements, coupled with knowledge of the unlawful activity, are pre-

conditions for lifting the safe harbors and triggering intermediary liability, as a result of a 

duty to intervene to disrupt the ongoing illicit activity. By this argument, information 

processed at the level of the IIA that proves, with a reasonable degree of certainty, that 

unlawful activities or malware dissemination is taking place in the network of the IIA, may 
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constitute knowledge which is sufficient to trigger an intervention obligation by caching 

and hosting providers.  

Furthermore, the reach of the intervention expected from the IIA must be reasonable and 

proportional to the threat, while taking into account the potential backlash of overarching 

countermeasures that could constitute a borderline criminal offence. This study has 

discussed the reach of the principle of proportionality in the realm of botnet mitigation on 

multiple occasions (Sections 5.1.1, 5.1.3, 5.3.1, 5.3.2, among others), often highlighting the 

lack of guidance from the legislator in defining proportionality in the context of large-scale 

cybersecurity threats. It is not possible to provide a fixed definition of the term without 

taking into account the contextual framework in which a given IIA is inserted. Minimally, 

ISPs countering botnets are expected to adopt adequate measures that are sufficiently 

effective, in view of the state-of-the-art, to positively disrupt the ongoing malicious activity 

on its network as soon as possible. By restricting the reach of the disruptive measures to 

its own network, not only will an ISP have better control over the unintended effects of 

such disruptive measures but also find legal support to do so (Section 5.3.1). Ultimately, 

due diligence, choice for least invasive measures, and respect for data protection rights are 

key elements in determining the proportionality of the countermeasures expected from an 

ISP.  

One additional remark shall also be considered: should the EU legislator revisit the mere 

conduit exception? Here again technical tools that offer a significant level of precision and 

reliability could be regarded as sufficient sources of information providing actual 

knowledge about the unlawful activity, but the incidental transmission by mere conduit 

providers makes such an expansion more controversial. A duty of care encouraging 

intervention from intermediaries acting as mere conduits of data, in turn, could be a more 

adequate solution. This revision would emphasize the shared responsibility for 

cybersecurity and require intermediaries to act upon strong signs of malicious behavior 

that threaten their users, networks, and the public interest; such a development would 

strengthen the involvement indicator within the eCommerce Directive. Yet, given the low 

levels of control that IIAs exercise in mere conduit services, the legitimacy to intervene 

against malicious behavior may not be the focus of such a duty. Instead, a duty of care for 

mere conduit providers could consist of, for instance, security notifications to the relevant 

authorities or affected parties following the obtaining of constructive knowledge of 

malicious activity.   
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Moreover, it is important to recall that the malicious material the eCommerce Directive 

protects against is not just unlawful content, but “information” at large. A logical 

interpretation of the term “information” may comprise information that is malicious, such 

as malware. Consequently, the text of the Directive could be amended to clarify its 

application to malicious activities and malware. Currently, the wording of the eCommerce 

Directive is centered on “access” and “storage” of information, suggesting that the 

legislator may not have fully considered its implications for attacks against information 

systems. Mention of “dissemination of data”, “data traffic” or “information exchange” 

could add value to the text of the eCommerce Directive and help eliminate any questions 

about its application to cybercrimes such as those launched via botnets.  

Alternatively, it is possible to enquire whether a softer approach could also enhance botnet 

mitigation via intervention by ISPs without disputing or rearranging the legal protections 

afforded by the safe harbors in the eCommerce Directive. Emphasizing recent efforts by 

the European Commission on greater intervention by ISPs, Kuczerawy (2018) notes that 

the EC “is actively encouraging hosting providers to engage in such voluntary monitoring, 

for example in the 2016 Code of Conduct,148 the 2017 Communication on Tackling Illegal 

Content, or the 2018 Recommendation on Measures to Effectively Tackle Illegal Content 

Online149”. Although lacking the binding and compelling power of legislation, the efforts 

by the Commission present an important shift in the role of hosting providers, in 

particular, regarding the need for their active contribution to cybersecurity. Similar 

communications by the Commission targeted specifically at large-scale cybercrime may 

help internalize moral responsibilities of ISPs concerning their fundamental role in 

mitigating botnets while continuing discussions on an improved set of safe harbors in the 

context of large-scale cybercrime. 

5.3.4 INDICATORS 

Disrupting botnets is arguably the central element to which all other mitigation pillars 

connect. It is also the phase in which timely mitigation matters the most, as it deals with 

information systems that are actively under attack. The three indicators of effectiveness 

discussed below take into account the analysis of opportunities for disruption by IIAs 

under three scenarios: countermeasures explicitly or implicitly authorized by law (Section 

5.3.1), countermeasures that can be launched as a result of self-defense or defense of other 

 
148 The EU Code of Conduct on Countering Illegal Hate Speech Online. 
149 European Commission Recommendation of 1.3.2018 on measures to effectively tackle illegal content 
online, COM(2018) 1177 final. 
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(Section 5.3.2), and a hypothetical case in which disruption efforts could arise from a threat 

of intermediary liability (Section 5.3.3). 

LEGALITY INDICATOR: the absence of granularity and details on the rules on cybersecurity 

risks, cybersecurity risk assessment, and authorized cybersecurity measures may result in 

ineffective application of Art. 13a of the Framework Directive, Art. 4(1) of the ePrivacy 

Directive, Art. 11.3, 11.2a, and 11a.1 TA, Arts. 14 and 16 of the NIS Directive, and Art. 

32 of the GDPR, all important provisions for the launch of countermeasures. The issue 

with lack of concrete guidance in relation to these provisions is similar to those highlighted 

in Section 5.1 in relation to the prevention pillar and also included as evidence of 

insufficient levels of legal certainty for IIAs countering botnets. Later, even where 

opportunities for disruption exist, such as the possibility of using private defenses as a 

means to disrupt an attack, these are rules on criminal liability and not on a right or duty 

of action that could promote the legality of botnet mitigation at large. As it is, the regulatory 

framework offers incomplete guidance on the lawfulness of botnet disruption by the 

private sector. 

INVOLVEMENT INDICATOR: the framework applicable to disruption efforts offers various 

opportunities for IIAs launch countermeasures, but these opportunities are largely 

concentrated in the hands of ISPs and operators of essential services and digital service 

providers. In other words, the EU regulatory framework created distinct rules implicating 

different IIAs that may disrupt botnets, even when parameters of cybersecurity and 

incident reporting could have been similar (e.g., DSPs and ISPs), considering their impact 

on information systems security. Moreover, it was identified that the activities of some key 

Internet industry actors such as software developers and hardware manufacturers are not 

clearly governed by cybersecurity regulation, even when such activities have an influence 

on the level of cybersecurity enjoyed across the Union.  

LIABILITY INDICATOR: Section 5.3.3 concluded that the rules on intermediary liability in 

the context of botnet mitigation could be revisited in view of technological developments. 

The analysis reflected on reassessing the consequences of intermediary defenses in a 

context of botnet mitigation and rethinking the threshold of knowledge that may trigger 

intermediary liability. If the threshold of knowledge were to be adjusted in view of the 

concrete intelligence data currently available to Internet intermediaries, the liability 

framework could be recalibrated to accompany the opportunities for mitigation available 
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to caching and hosting providers, in particular. By doing so, the legislator could improve 

the effectiveness of the overall regulatory framework for botnet mitigation.  

5.4 DISINFECTION 

Finally, disinfecting botnets remains a regulatory issue under the Dutch framework. This 

is due to the lack of provisions that minimize criminal and civil liability of disinfection 

efforts enabled by IIAs, even when these are necessary in order to protect IIAs’ networks 

and services, or to ensure the stability of the internet and the security of their customers 

and clients. In this Section, the term disinfection shall be understood broadly to comprise 

both the acts of clearing up infected devices and patching existing vulnerabilities that could 

be used for installing an infection. Disinfection is a complex topic, as it concerns not only 

rules on security, in so far as the measures for cleaning and repairing machines are essential 

to the security of the networks under attack, but also rules on criminal and civil liability, 

given that disinfection measures can easily overstep the limits set by criminal law and 

produce undesirable damages to property or data. 

As explored in Chapter 2, disinfection can be achieved by compelled and voluntary means. 

The first forces users to choose for immunization, whereas the second gives users the 

opportunity to opt for cleaning their machine or remain infected. At present, users may 

refuse to follow an IIA’s alert and notification for immunization. The consequences of 

such refusal range from non-existent to interruption and the suspension of the delivery of 

the service or use of the product. In voluntary disinfection, meaning cases in which end-

users opt for running immunizing software and voluntarily resolving vulnerabilities, the 

terms of use connected to such cleaning tools could require end-user consent for the 

performance of the task and waive civil liability connected to potential damages associated 

with such performance. Compelled disinfection, in turn, brings about the risk that 

mitigators may unwittingly commit cybercrime offences. Since the regulatory debate on 

voluntary disinfection has been sufficiently exposed (see Section 2.8.4.2) and the 

involuntary disinfection measures by the IIAs are still unclear and potentially connected to 

issues of criminal and civil liability, I will direct my attention to the regulatory obstacles 

arising from compelled disinfection enabled by force-patching vulnerabilities. 

5.4.1 REMOTELY AUTOMATED DISINFECTION  

The problem with force-feeding patches is that sending out code to clean vulnerabilities in 

another system or remove an infection without users’ knowledge or consent could be 
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construed as interfering with an information system or data stored in a device, conducts 

that constitute cybercrime offences by the DCC (Art. 350c,150 Art. 350a and 350b) and the 

CoE Convention (Arts. 4 and 5, respectively), if the interference is also qualified as 

unlawful. Both unlawful interference with systems and unlawful interference with data 

were discussed in Sections 4.3.3.4 and 4.3.3.6, respectively and into detail.  

Remote disinfection is a deliberate clearing campaign initiated by an interested party. In 

this sense, remotely automated disinfection campaigns are always intentional: interfering 

with the information system or data is the very purpose of sending out a patch, which is 

designed to modify or otherwise alter the functioning of a compromised system or its data. 

It is important to recall that aside from intentional interference (Art. 350a), the DCC also 

criminalizes the negligent form of interference with data via Art. 350b, which includes the 

cases in which the collateral effect produced by the interference should have been foreseen 

and could have been minimized by the agent. Therefore, both intentional and negligent 

forms of interference with data are relevant offences to this analysis. But intent or 

punishable negligence are not the only elements of the criminal offence: for remotely 

automated disinfections to be regarded as a crime under the DCC, the interference must 

also be unlawful. As such, the IIA must disseminate the immunization code without the 

right to do so. The ‘unlawful’ element of the criminal offence is the most significant to this 

analysis: if an IIA has the right or another source of legal authority to patch a vulnerability 

or disinfect compromised devices, no criminal offence subsists. For that reason, one shall 

inquire if and under what circumstances an IIA could have the legal authority to launch a 

remote disinfection campaign, be it by force-patching compromised devices and/or 

clearing existing infections.   

This question has been partly answered in this Chapter. A duty to disinfect and immunize 

machines that place one’s network at risk can be derived from the same provisions that 

allow IIAs to prevent a cyber-attack and launch countermeasures against a botnet (see 

Sections 5.1 and 5.3.1). In sum, a duty to disinfect and immunize may be (at least partly) 

construed from the duties and rights established by Arts. 14 and 16 of the NIS Directive, 

Art. 32(1) of the GDPR, Art. 13a Framework Directive, Art. 4(1) ePrivacy Directive, and 

Arts. 7.6a(1)(g), 11.3, 11.2a, 11a.1 TA. By patching vulnerable devices that have a direct 

 
150 Arts. 161sexies and 161septies are excluded from this reference given that they cover a special 
category of interference with systems which is connected to Critical Infrastructure. It is unlikely that an 
IIA would force-patch a CI/CII platform without directly communicating with the CI/CII in advance. 
Otherwise, Arts. 161sexies and 161septies may apply. 
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implication to the security of their network, the IIA is taking precautionary measures to 

avoid an eventual botnet attack. This immunizing action could also, in some circumstances, 

be understood as a measure of self-defense and, when applicable, as defense of other when 

the right circumstances are present (see Section 5.3.2). As indicated, the presence of a 

dormant botnet infrastructure could amount to sufficient grounds authorizing a 

proportional countermeasure, given its latent power and persistent danger. After a botnet 

has established itself, an attack is always imminent. To that effect, disinfecting devices is a 

measure with a high degree of urgency since the botnet attack is foreseeable. Here, the 

removal of an infection that is already installed could halt the continuity of an attack or the 

launch of an (imminent) attack. Furthermore, because botnets are large-scale forms of 

cybercrime, the reach and nature of the disinfection are critical. A botnet disinfection is 

meaningful if it reaches a saturation point in which the number of cleared devices 

significantly minimizes the power of the bot infrastructure and/or if key compromised 

devices, such as servers, are neutralized by the campaign. The duty to disinfect may be 

extracted from the cybersecurity provisions abovementioned and should be construed in 

a way that accommodates the modular nature of disinfection campaigns. The 

countermeasures will only be proportional to the menace posed by the botnet if the 

disinfection is sufficient in scale and/or nature. The challenges of justifying disinfection 

and immunization through criminal defenses are similar to those pointed out in the 

discussion of Section 5.3.2, meaning the risk that disinfection efforts by IIAs could be 

characterized by excessive use of force or not be covered by the concept of defensive use 

of force. 

Despite the above, it is still uncertain whether the NIS Directive, GDPR, Framework 

Directive, ePrivacy Directive, and TA, provide sufficient lawful grounds that would 

support remotely automated disinfection campaigns. This is because provisions that, to 

varying degrees, legitimate the launch of countermeasures by IIAs are of limited effect if 

not followed by a greater development in case law and legislation demarcating the exact 

uses and opportunities for their application in cybersecurity response, including the reach, 

timing, and scope that cybersecurity measures may have. Otherwise, there is a risk that 

remotely enabled disinfections and immunization that force-patch or force-disinfect 

devices would amount to a cybercrime offence in the terms of Arts. 350a, 350b, and 350c 

of the DCC.  

Greater legal certainty around the lawfulness of disinfection and immunization could 

protect IIAs from being held liable for the inescapable damages associated with the 
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campaigns. Aside from the risk of criminal liability, carrying out disinfections inevitably 

means altering the functioning of an information system, which can cause damage to 

property and hence trigger civil liability. An alternative framework exempting the IIAs 

from liability for some damage linked to disinfection would be more encouraging, allowing 

IIAs to use their capabilities to promote botnet disinfection without being penalized for 

the natural consequences of the campaign. The question the legislator must consider is 

whether there should be safe harbor provisions that, under specific conditions, would 

allow for IIAs to unilaterally clear their networks from infections in a proportional manner, 

without incurring liability for criminal offences, torts or contractual fault. In enacting safe 

harbors for disinfection, the regulator must pay due attention to the limits of 

proportionality, as undue damages arising from the force-patching and force-clearing 

initiatives could still be sufficient to bring about civil liability. Under the current liability 

rules, however, actors that meet their involvement in botnet mitigation are at a greater risk 

to be held liable (both in civil and criminal law) than actors that avoid such engagement, 

which results in a system that incentivizes IIAs to avoid performing disinfection. Because 

the risk of liability is enhanced for those who decide to launch a disinfection campaign, 

the rules of liability applicable to IIA disinfecting botnets disregard IIA’s involvement in 

the mitigation process.  

5.4.2 VICTIM NOTIFICATION  

EU law foresees three instances of victim notification that could be associated with botnet 

attacks and disinfection campaigns. First, the obligation to issue a security breach 

notification under the ePrivacy Directive (Art. 4), which applies to electronic 

communications providers (Arts. 11.3a and 11.3(3) TA). Second, the communication of a 

personal data breach to the data subject and data protection authorities under the GDPR 

(Arts. 33 and 34). Thirdly, the incident notification duty of the NIS Directive (Arts. 14(3) 

and 16(3)) vested in digital infrastructure and service providers. Additionally, and in line 

with Art. 13a Framework Directive, Art. 11a.2 TA provides for a specific security incident 

notification where providers of an ECS or ECN must report to the authorities a security 

breach or loss of integrity that substantially affects the continuity of public electronic 

communications networks and publicly available electronic communications services. The 

question arises as to whether these notification duties can help fulfill the goal of public 

policy in relation to botnet disinfection, since IIA-victim communications have the power 

to make the victims aware of the threat and encourage them to patch the vulnerability. 



299 
 

Within the framework of the ePrivacy Directive, notifications cover cases where there is a 

risk that the security of the network managed by the provider has been compromised (Art. 

4(2)) as well as cases where the personal data processed by the provider is at risk (Art. 4(3)). 

If a risk to the security of the network is detected but no harm has been caused to the 

personal data, the ePrivacy Directive compels the service provider to notify its customers 

and, when the risk lies outside the scope of the measures taken by the service provider, to 

inform customers of how to remediate the risk as well as the costs of remediation. The 

provision is inconclusive in relation to what is to constitute a risk that lies outside or inside 

the scope of the measures taken by the service provider. Recital 20 offers additional 

clarifications by stating that service providers can fulfill the duty of informing subscribers 

and users about “measures they can take to protect the security of their communications 

for instance by using specific types of software or encryption technologies”. The duty to 

inform consumer about potential patches and solutions to vulnerabilities is to be exercised 

in combination with the obligation of the electronic communications provider to take 

appropriate and immediate measures to remedy the risk at hand, including the costs 

associated with these measures (Art. 4(2)). According to Recital 20, the obligation to 

remedy the risk is valid even for new and unforeseen risks. The provider is thus expected 

to restore the normal level of security of the service, the level of security that arguably 

existed before the risk emanated. The duty to inform users and customers about the risk, 

adds Recital 20, has to be performed without charge. In view of Recital 20 and Art. 4(2), 

it could be argued that a risk within the scope of the measures taken by the electronic 

communications provider is both a risk that is linked to the network of that provider and 

that can be remediated by that same provider. It appears that a risk that could be 

remediated by the consumer, e.g., by updating a software program, is a risk outside the 

measures that can be taken by the electronic communications provider insofar as this 

provider has taken all the necessary precautions to remediate the risk, e.g., by making the 

patch available to subscribers free of charge.  

This line of interpretation, which would certainly benefit from further explanations from 

the regulator, is a tentative solution for facilitating botnet-victim notification by providers 

of electronic communications. If botnet infections are detected at the level of the network 

of the service provider or at the level of the customer/user, these providers should have a 

duty by Art. 4(2) to issue a victim notification directing the customer to a potential 

technical solution for the menace (e.g., patch created by the ISP) or to a page where the 

customer may be further instructed about the nature of the threat and/or which steps 
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should be taken to immunize the system at risk (e.g., third-party solutions). The same 

interpretation is applicable to Art. 4(3), which deals with notifications relating to personal 

data breaches. Interestingly, paragraphs 4 and 5 refer to guidelines and instructions that 

could be issued at national and regional level concerning the procedure, format, and 

circumstances of these notifications.  

On the matter of notification duties and without prejudice to the application of the GDPR, 

the TA has a wide array of relevant provisions, such as Art. 11a.2 TA, which was 

introduced to govern security breach notifications by providers of electronic 

communication networks (ECNs) and providers of electronic communication services 

(ECS) established in the Netherlands. Where the incident involves personal data, Art. 11.3a 

determines that ECNs and ECSs must inform the competent supervisory authority about 

the security breach and the adverse consequences to the right to data protection arising 

from the event. The TA introduces the obligation to communicate the risks posed by the 

incident directly to the data subject whose rights and freedoms may be compromised, while 

waiving such direct user notification in case where the controller has taken technical and 

organizational measures to minimize the impact of said attack. In addition to the security 

breach notification above, electronic communications providers in the Netherlands are 

also expected to inform their users about significant risks concerning the safety or security 

of the network or service provided (Art. 11.3(3) TA). This general duty to inform also 

creates legal opportunities for electronic communications providers to advise users on 

disinfection opportunities and the risks of an ongoing or imminent botnet infection.  

A general obligation to report personal data breaches to the competent authority is laid 

out by Art. 33 of the GDPR and complemented by the security breach notification to data 

subjects by Art. 34. According to Art. 33, it is the obligation of the controller to, without 

undue delay and no later than 72 hours after becoming aware of the incident, notify the 

supervisory authority about the event. An obligation to communicate the breach to the 

data subjects as provided by Art. 34 is triggered when there is a high risk that the personal 

data breach will negatively impact the rights and freedoms of data subjects. Such 

communications must be issued without undue delay, using plain and clear language, and 

contain information concerning the contact details of the controller’s data protection 

officer (where applicable), the likely consequences of the breach, and the measures taken 

by the controller to remediate the situation. The security breach notification under Art. 34, 

though, may reveal complicated when applied to the context of end-user infection that 

leads to a data breach, such as those involving botnet infections targeting end-user devices. 
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The terms of Art. 34 ensue from the notification obligation involving a security incident, 

at the controller of processor level, affecting the processing of personal data managed by 

the controller. If, however, the risk takes place at the end-user level following a security 

incident that targets the end-user herself and does not impact the processing of personal 

data carried out by a particular controller or processor, a security breach notification may 

not be needed under the GDPR. Such is the case of a botnet infection stored in a particular 

social media content, which would not trigger a security breach notification duty from the 

Internet access provider in relation to the infected user but could be triggered in relation 

to the online service provider. Furthermore, the obligation to notify a personal data breach 

is waived where (Art. 34(3), GDPR):  

“(a) the controller has implemented appropriate technical and organizational 

protection measures that render the personal data unintelligible to any person who 

is not authorized to access it, such as encryption;  

(b) the controller has taken subsequent measures which ensure that the high risk to 

the rights and freedoms of data subjects is no longer likely to materialize; 

(c) it would involve disproportionate effort. In such a case, there shall instead be a 

public communication or similar measure whereby the data subjects are informed in 

an equally effective manner.”  

All in all, the requirements and thresholds put forward by the GDPR are fairly reasonable 

from a data protection perspective and commensurate with the risks and concrete 

consequences arising from the incident at hand. The instrument differentiates between 

cases where harmful consequences are likely to occur and those that have been prevented 

through diligent actions of the controller. However, if a security incident is remediated at 

the controller’s level (e.g., through traffic redirection to safe servers) but was made possible 

through a vulnerability at the technical level (e.g., software vulnerability in the end user’s 

device), the scheme provided by the GDPR may be inadequate to prevent the occurrence 

of new attacks, as data subjects may not be sufficiently informed about how the event took 

place or how to patch the vulnerability at their end. As such, the presence of Art. 34(3)(a) 

and (b) do not incentivize the overall public policy goals of botnet mitigation, as they could 

prevent breach notifications from reaching the individuals that could adopt measures to 

protect their own devices from remaining vulnerable to botnets. By allowing data 

controllers to not inform individuals about botnet attacks that result in personal data 

breaches that affect them, even if these attacks have been preempted or halted by the 
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controllers, Art. 34(3)(a) and (b) may allow users to remain infected and have their 

computer reconnected to the botnet infrastructure. Permitting such a scenario is 

detrimental to cybersecurity at large, which is a pre-requisite for adequate data protection.  

The incident notification obligation encapsulated in Arts. 14(3) and 16(3) of the NIS 

Directive is different from the notifications prescribed by the current ePrivacy Directive. 

Whereas the ePrivacy Directive has a focus on user awareness, the obligation to report a 

security incident under the NIS Directive is primarily concerned with informing the public 

authorities about the event. The same can be said about the notification obligation 

regulated by Art. 13a Framework Directive. In relation to the NIS Directive, in particular, 

the decision to inform the larger public is bestowed upon the competent authority and/or 

CSIRT, which will determine, in consultation with the provider, whether such 

communication is due. In case the authorities decide to proceed, they may choose to 

inform the public directly, or, in the case of DSPs, request the provider to do so, to the 

extent that user awareness is necessary to prevent a new attack or halt an ongoing one. In 

the particular case of DSPs, the notification may also be issued on the grounds of public 

interest if the authorities so decide. Finally, Art. 16(9) foresees the adoption of formats and 

procedures for notification by the European Commission, whereas Arts. 14(7) provides 

the authorities with the power to adopt guidelines concerning the circumstances in which 

operators of essential services are required to notify incidents, including on the parameters 

to determine the significance of the impact of an incident. 

The wording of Arts. 14 and 16 leaves no doubt that the security incident reporting is, for 

the regulators, mostly a duty towards the State and not as much an accountability duty 

towards society. The NIS Directive goes as far as to prohibit Member States from 

imposing higher thresholds of incident disclosure upon digital providers (Art. 16(10)). The 

limitations of Arts. 14 and 16 in relation to transparency and accountability do not 

incentivize direct botnet mitigation by IIAs. The system in place creates a model of 

incident awareness in which public authorities hold final control over disclosure and public 

knowledge. Ultimately, the decision over public disclosure is in the hands of public 

authorities after consulting with the provider affected by the breach. In its current terms, 

the NIS Directive favors State control over information concerning cybersecurity 

incidents. Considering that security breaches contain information that is in the public 

interest, an argument could be made in favor of greater public transparency and less State 

control over cybersecurity-relevant information. Here, a model of cybersecurity centered 

on the public interest should privilege greater transparency about botnets and other threats 
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to information systems over the special interests that IIAs (or public authorities) may have 

in withholding this information from the public. The model of security notification 

advanced by the ePrivacy Directive is largely more consistent and aligned with this citizen-

centered model of cybersecurity than the format provided by the NIS Directive.  

Yet, a counterargument could be made defending the general limitation of the breach 

notification duties to the ambit of public authorities. This counterargument is based on 

the idea that indiscriminate dissemination of security breach information could lead to 

(over)reactions from the public, which is not necessarily helpful as the first step in handling 

the security incident. Furthermore, by giving the State control over cybersecurity breach 

management, the authorities could be able to deploy the necessary resources to counter 

the menace at a larger scale before the likely perpetrators are aware of the detection; this 

response model may involve public disclosure of incidents and user notification but does 

not necessarily adopt public disclosure as the first necessary step into countering botnets. 

The format of security breach notifications introduced by the NIS Directive could thus be 

seen as a strategic cybersecurity, which, from a computer security perspective, could create 

better opportunities for incident handling than dispersed actions by citizens. However, this 

counterargument is contingent on the belief that public authorities are likely to act 

effectively and timely after they have been notified of the security breach by the ESP 

and/or DSP. Since botnets pose a large-scale threat to information systems and, in the 

case of the IIAs subject to the norms of the NIS Directive, affect CII that are crucial to 

the economic welfare and social well-being of a nation, a security breach notification 

emanating from OESs and DSPs should trigger an immediate and proportional reaction 

from the public authorities.  

5.4.3 INDICATORS 

The previous Sections discussed how the EU regulatory framework offers limited 

safeguards for private sector companies engaging in cleaning their networks and users’ 

machines from botnet infections, despite the fact that campaigns inherently promote the 

public interest in cybersecurity. As such, liability risks for unwanted (side-)effects arising 

from cybersecurity disinfection campaigns will be borne by those executing the 

disinfection efforts, which are mostly private sector entities. 

LEGALITY INDICATOR: for IIAs, legal certainty in relation to disinfection efforts is 

compromised where it concerns campaigns that go beyond victim notification and 

voluntary disinfection. This is because the existence of legal grounds that could authorize 
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the unilateral launch of disinfection and immunization campaigns are marked by a lack of 

clarity and guidance on the application of these provisions. This absence of sufficient legal 

certainty may prove an obstacle and hinder IIAs from disinfecting or immunizing 

machines. This assessment is closely related to the arguments presented in Sections 5.1.7 

and 5.3.4, as similar norms come into application. Given the grey zone to which 

disinfection and immunization campaigns are currently confined, the framework is 

assessed as partly ineffective in relation to its legality indicator. 

LIABILITY INDICATOR: under the current framework, although opportunities for IIAs to 

build a practice of disinfection campaigns do exist, the risk that such disinfection tools may 

lack lawfulness and translate into criminal liability remains significant. The conclusion is 

that the liability indicator is compromised, which is largely connected to the issues of 

legality: IIAs are not particularly sure they can rely on the legal framework to launch 

remotely automated disinfection campaigns (legality indicator) and, if such lawful grounds 

is found to be lacking, liability is likely to follow even though the actions contribute to the 

public policy goal of cybersecurity. 

INVOLVEMENT INDICATOR: the issue with the involvement indicator in disinfection by 

IIAs concerns the fact that disinfection campaigns are largely voluntary efforts. This is to 

say that the regulatory framework disregards the singular value of IIAs and their sub-

categories (OESs, DSPs, ISPs, hardware manufacturers, software developers, among 

others) discussed in this study. The very notion of an involvement indicator is the moldable 

framework of responsibilities and opportunities that different IIAs may enjoy given their 

position in the cybersecurity contextual framework. Although the involvement indicator is 

not a defense of a static regime of duties and obligations, it operates as a rationale with 

which to create a sensible system of shared cybersecurity responsibilities. A solely 

voluntary scheme of disinfection compromises the achievement of this goal, since victim 

notification promoted by the examined laws mostly aims for awareness but is not sufficient 

to guarantee an effective level of botnet disinfection due the uncertainty of adequate 

voluntary follow-up activities by end-users. Disinfection campaigns that do not rest upon 

user consent present legitimacy challenges but cannot be overlooked: they bear an 

enormous influence on a thorough and timely botnet disinfection. 
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5.5 CONTEXTUAL FRAMEWORK  

Section 3.4 summarized the overall idea of a contextual framework for botnet mitigation 

and why such a framework is a necessity for better cybersecurity. A contextual framework 

has the potential of providing a clear chain of response in the event of an attack, assigning 

responsibilities for the various relevant actors that can influence mitigation and have an 

impact in countering a botnet. The notion of such a framework is defended in this study 

as a regulatory instrument that streamlines the ocean of provisions applicable to botnet 

mitigation and advances the fight against botnets (by coordinating and clarifying the roles 

of different IIAs within botnet mitigation). Enacting specific norms on cybersecurity 

without understanding of the context of botnet mitigation presents the risk of reducing 

voluntary actions in the industry (a consideration brought by industry partners during the 

BotLeg expert workshop of 01.06.2018) by fear of increased liability, but also of raising 

market barriers and curbing innovation. Therefore, the role of the law in determining 

cybersecurity must be dutifully assessed before legislative interference promotes 

undesirable effects on the market and on the very public policy goals the law intends to 

realize. A contextual framework, because of its malleability and openness to regulatory 

pluralism, could promote and complement compliance with cybersecurity duties in a way 

that hard law often does not. A contextual framework may be an important regulatory step 

in that it can provide a centralized regulatory instrument that governs the multiple 

interactions involving IIAs and anti-botnet efforts and help actors navigate through the 

regulatory maze that is cybersecurity. 

As this Chapter exposed, multiple sources of regulation give various actors manifold 

opportunities to act. A telling example of the permissibility of the law is the enactment of 

Arts. 14 and 16 of the NIS Directive, which transformed the adoption of proportional 

security mechanisms into an obligation for OESs and DSPs. Yet, the same provisions are 

remarkably short in their level of guidance and specificity that would allow an IIA to assess 

whether a botnet mitigation technique conforms with the grounds laid out by the NIS 

Directive or whether such a measure would be ‘disproportional’ and therefore bring about 

civil or criminal liability for its consequences. This regulatory labyrinth is 

counterproductive. It prevents (i) IIAs from understanding what responsibilities they have 

(and in relation to whom), (ii) public authorities from holding responsible actors 

accountable for failure to protect their information systems, and (iii) citizens from seeking 

compensations for the damage caused, to illustrate a few regulatory issues. A duty of care 
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in cybersecurity is also a key element to a successful contextual framework. As such, the 

multiple obstacles that currently exist regarding such a duty of care have a negative impact 

on the proposed contextual framework.  

In sum, when a botnet attack affects IIAs in the Netherlands, there is today no clear course 

of action or chain of responsibility through which actors can coordinate (and expect) 

actions towards a common or shared goal. The National Cybersecurity Agenda (NCSA 

2018) states in p. 43 that “all parties may and must be expected to accept their 

responsibilities and contribute to make and keep the Netherlands digitally secure as part 

of a concerted effort. The approach can only be successful if it is designed, further 

developed and evaluated in close public-private cooperation.” The action lines proposed 

by the NCSA, however, are not clearly targeted at a contextual framework and remain at a 

higher level of commitment without specific context. The current absence of a contextual 

framework for botnet mitigation (and cybercrime response at large) precipitates the 

conclusion that the effectiveness of the regulatory framework is insufficient in regard to 

the involvement of IIAs in the mitigation process. The function of a contextual 

framework, as highlighted through various passages in the above discussion, is to introduce 

a unified framework defining shared responsibilities among and creating an order for 

response by IIAs. The introduction of such a strategic regulatory instrument could be the 

most important step in furthering botnet mitigation. 

5.6 POTENTIAL BOTTLENECKS OF INEFFECTIVENESS  

The analysis conducted in this Chapter exposed various aspects of potential regulatory 

shortcomings in relation to botnets. It was possible to discuss a wide range of regulatory 

issues presently uncovered by the cybersecurity literature, and several discussions emerged 

showing positive and negative aspects of regulation that either facilitates intervention by 

IIAs or limits their intervention by virtue of, among other elements, the right to data 

protection. Here, the goal is to summarize the potential ineffectiveness of the regulatory 

response offered to IIAs battling botnet, bearing in mind that regulation should maximize 

the level of intervention while securing at least minimal realization of the right to data 

protection. Given the breadth and pioneering nature of this study, it was not possible to 

investigate these flags of ineffectiveness in detail. This should be complemented by future 

research in each field of regulation here investigated. These further studies shall fortify the 

assessment of whether a renewed regulatory response should be devised, advancing the 

exploratory findings of this research.  
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Questions that often surround the territory of botnet regulation were sufficiently clarified 

during the examination spread through Chapters 4 and 5, including the cybersecurity 

opportunities created by the GDPR, the notion of proportional security measures in the 

context of botnets, as well as the potential application of self-defense and defense of other 

in botnet mitigation, among others. Yet, key points of regulatory confusion subsist. These 

elements of regulatory mismatch are understood in this study as possible obstacles to the 

maximization of intervention by IIAs. Such elements are embodied in the following issues, 

here presented as ‘potential bottlenecks of ineffectiveness’ following the assessment of the 

indicators of effectiveness (legality, involvement, liability): 

1. (Authorized cybersecurity measures) Unclear and uneven rules on cybersecurity risks 

and cybersecurity risk assessment, therefore hampering the authorized cybersecurity 

measures enabled through various legal texts. This results not only in the ineffective 

application of Art. 13a of the Framework Directive, Art. 4(1) of the ePrivacy 

Directive, Arts. 14 and 16 of the NIS Directive, and Art. 32 of the GDPR, and 

similarly of Arts. 11.3, 11a.1 and 11.2a TA, but also in a system that does not 

encompass relevant anti-botnet actors consistently. à insufficient fulfilment of the legality 

and involvement indicators (see Sections 5.1.1, 5.1.3, 5.1.4, and 5.3.1) 

2. (Intermediary liability) Need for revisiting the debate on the rules of intermediary 

liability, in particular in the context of botnet mitigation and in view of technological 

developments in cybersecurity. This includes a new look into the legitimacy of safe 

harbors (intermediary defenses) and the threshold of knowledge that may trigger 

liability for cybercrime attacks using one’s network. à insufficient fulfilment of the liability 

and involvement indicators (see Section 5.3.3) 

3. (Product liability) Need to update the provisions on security obligations applicable to 

producers of software and hardware within the scope of the General Product Safety 

Directive and Product Liability Directive, especially in relation to embedded software 

(IoT devices); à insufficient fulfilment of the legality and liability indicators (see Section 5.1.2) 

4. (Disinfection exemptions) Pronounced civil and criminal liability risks faced by IIAs 

conducting disinfection campaigns when attempting to protect their networks and 

acting in the public interest; overly voluntary nature of disinfection efforts.  à 

insufficient fulfilment of the legality, liability, and involvement indicators (see Section 5.4)  

5. (Contextual framework) Absence of a contextual framework outlining the public 

policy goals and the division of response duties (interference) and responsibilities 

among Internet industry actors. This includes an underdeveloped concept of a duty 
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of care in cybersecurity (and to whom it applies), as well as a lack of concrete 

obligations arising from such a duty of care and what forms of liability are attached to 

a violation of this standard of conduct. à insufficient fulfilment of the involvement indicator 

(see Sections 5.1.5 and 5.5) 

Other issues were identified as obstacles to botnet mitigation but did not amount to a 

potential primary bottleneck. Although these secondary matters influence IIAs actions, 

they are at least partly sufficient to enable IIAs to respond to botnets. These secondary 

matters could be solved with further clarifications that would not necessarily entail revising 

the regulatory framework. These included:  

a. Insufficient exposition of the notions of ‘legitimate interests of the controller’ and 

‘legitimate interests of a third party’ (Art. 6 of the GDPR) in the context of botnets 

and their application in information sharing platforms, where the potential for 

spillovers and undue effects is minimized by technological tools (Section 5.2.3); 

and 

b. Underdeveloped application of private defenses (self-defense and defense of 

other) in the context of cybercrime (and therefore botnets), including the 

categorization of botnet countermeasures as legitimate use of force in these 

circumstances (Section 5.3.2). 

In order to ascertain the effectiveness of the EU and Dutch regulatory framework in 

facilitating the activities of IIAs against botnets, one must verify the extent to which the 

potential bottlenecks call for a revision of the regulatory framework and what are the pros 

and cons of more or alternative regulatory solutions in solving the discussed bottlenecks. 

Such an effort includes investigating the five potential bottlenecks and exploratory 

solutions to them.  

5.7 CONCLUSION  

This Chapter contextualized the myriad of applicable laws and regulatory means to the 

pillars of botnet mitigation. It explored the scope and reach of the regulatory framework, 

different lines of interpretation and developments for the regulatory text, and it concluded 

by identifying aspects in which regulatory response has been at least partly ineffective in 

facilitating the contribution of IIAs to botnet mitigation. The three questions posed at the 

beginning of the Chapter (3.b Is the regulatory framework conceived to reach its target industry?; 3.c 
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Is the regulatory framework conceived to produce its desired effects?; and 3.d How does the regulatory 

framework perform in relation to selected requirements for effectiveness?) can now be answered.  

The analysis of each mitigation pillar revealed the extent to which regulation applied to the 

set of IIAs, enlightening that to various degrees only a part of the key players in botnet 

mitigation are addressed by a given instrument and that multiple norms exist covering 

similar topics for a different set of actors. The result in regulatory confusion. Overall, the 

effect that each norm generates is limited: each regulatory instrument only ensures security 

for an isolated context, and no instrument considers that botnets operate across multiple 

regulatory contexts and a diverse range of actors. For that reason, despite the achievements 

enabled through multiple regulatory instruments (e.g., the NIS Directive, the TA, 

Framework Directive, ePrivacy Directive, the GDPR, and recent technical standards), one 

must conclude that the regulatory framework, as a whole, is not conceived to reach the 

target industry (IIAs) and, because the contexts of botnet mitigation work in juxtaposition 

rather than in a holistic approach, the effect it promotes is limited to those silos of 

regulation. 

From the start, the goal of Chapter 5 was to assess the effectiveness of the regulatory 

framework regulating IIAs’ participation in anti-botnet efforts. Ultimately, the objective of 

this Chapter was to identify whether the opportunities for IIA intervention against botnets 

are maximized by the applicable framework and, if not, which aspects of the framework 

left room for improvement towards such maximal levels of intervention. The quest for 

maximizing private sector intervention against botnets, must be recalled, is pursued while 

bearing in mind IIA’s obligation to respect, fulfil, and realize the fundamental right to data 

protection at least at a minimum level. Identified potential bottlenecks were summarized 

in five issues (authorized countermeasures, intermediary liability, product liability, 

disinfection exemptions, and contextual framework), in which the assessment of the 

indicators of effectiveness showed reasons for concern.  

Other relevant but less crucial matters, namely the reach of the notion of legitimate interest 

of a third party in the GDPR and the use of private defenses in botnet mitigation, were 

highlighted accordingly as secondary matters to be taken into account by regulators.  

The next steps of this book include searching for prospective solutions to the five 

highlighted potential bottlenecks through an exploratory comparative analysis. The 

comparative approach is a reliable method with which to isolate the elements at the core 

of the regulatory barriers, contrast these to the responses offered by foreign regulators, 
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and identify potential solutions for regulatory struggles. On that account, the next Chapter 

explores the regulatory responses offered by a leading jurisdiction enabling private sector 

collaborations in botnet mitigation, namely the U.S., in an attempt to provide possible 

answers to the potential bottlenecks of EU and Dutch regulation.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



311 
 

6. COMPARATIVE REGULATORY ANALYSIS  

This Chapter contributes to answering the broader sub-question 4 (In light of the previous 

questions, how could the current Dutch regulatory framework be adapted to enhance the participation of 

the target industry in fighting botnets?) by addressing question 4. a. What lessons can be learned from 

another jurisdiction in which the target industry is playing a role in combatting botnets? Exposure to 

and understanding of diverse regulatory choices lead to a deeper reflection about the 

regulatory decisions made at national level (or supranational, in the case of the EU). As 

such, comparative investigation may aid regulators and inspire courts and scholars with 

“alternative ways of approaching a particular problem” (Siems, 2014, p. 4). This is precisely 

the goal of the exploratory comparative analysis conducted here: to generate ideas for 

improvement. Thus, this Chapter examines how regulatory efforts in the U.S. have shaped 

private sector intervention against botnets in that country, in the form of a succinct analysis 

centered on the understanding of the five elements of comparison. These five elements, 

referred to as potential bottlenecks of regulatory ineffectiveness in the Dutch regulatory 

framework – and to a large extent, of the very EU regulatory framework – will serve as 

focus points of a high-level study of U.S. regulation on anti-botnet matters. Each of the 

five potential bottlenecks emerge as an issue of effectiveness. For an overview of the 

importance of the comparative method, its relevance to this study, as well as the reasons 

that justified its choice in this thesis, see Section 1.6.3.  

The choice for contrasting the Dutch (EU) with the U.S. regulatory framework is a 

methodological decision based on dissimilarities and points of convergence between the 

broader Dutch and U.S. frameworks, where the former is largely influenced by the EU 

legal system. The frameworks are sufficiently different in the way they perceive state 

intervention in cybersecurity, with the U.S. generally favoring a self-regulatory approach 

and the European Union fostering a culture of cybersecurity through statutes (Hiller & 

Russell, 2013, p. 245). The protection of privacy and related rights, such as data protection, 

are cornerstones of the EU system of human rights with broad vertical and horizontal 

application, whereas U.S. law preserves a sectoral interpretation of privacy and information 

privacy connected to industry and governmental sectors. In other words, the overarching 

notion of the right to data protection as a human right permeates the EU legal system 

while the U.S. has embraced a sectoral protection of information privacy (Hoofnagle, 

2010c, p. 1). In the U.S., a modulated concept of information privacy, which cannot be 
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interpreted as the equivalent of the EU right to data protection, is built across a multitude 

of laws that regulate context-specific rights and obligations in respect to particular sectors.  

But the similarities also abound. Cybersecurity regulation in both the EU and the U.S. is 

centered (at least in theory) on a multistakeholder and regulatory pluralistic perspective of 

how information systems are to be safeguarded (see the EU Cybersecurity Strategy 2013 

and the U.S. National Cyber Strategy 2018, respectively). Both systems share democratic 

aspirations regarding the rule of law, maintain the principle of the supremacy of law 

(Fawnsworth, 2010, p. 15), and endorse common values such as freedom of speech, human 

dignity, and innovation as intrinsic elements of a culture of cybersecurity, as recognized by 

the EU Cybersecurity Strategy 2013 and the U.S. National Cyber Strategy 2018. In 

addition, transparency, accountability, and liability are concepts applicable, to a varying 

extent, to the activities of public and private sector organizations alike. On both sides of 

the Atlantic, there is an expectation that public activities are justifiable and available for 

scrutiny by civil society. While standards of corporate responsibility are fragmented, tort 

law remains a valid recourse in face of damages caused by the activities of private 

organizations. On a more practical level, the FBI and EUROPOL have long collaborated 

in disrupting cross-border botnets (Section 1.6.3.3). Finally, information sharing networks 

connecting industry, as well as disinfection campaigns led by businesses, reveal that 

international collaborations are cemented on convergent business interests; even more so 

when considering the omnipresence of large Internet actors.  

Examining the U.S. strategy on anti-botnet efforts and the role of the private sector in that 

regard is an enriching exercise. Comparing the solutions adopted by the U.S. regulators 

might shed light on what other possible ways exist for tackling the botnet boom. By the 

end of the Chapter, the regulatory framework applicable to the five bottlenecks of 

ineffectiveness will be examined. Considerations about any antithetical regulatory choices, 

as well as partly converging and dissimilar regulatory instruments, will be exposed 

throughout each Section. This Chapter concludes by offering an overview of the parallel 

regulatory instruments crafted by the U.S. and the EU and which are applicable to private 

sector intervention against botnets.  

6.1 ELEMENTS OF COMPARISON 

There are five elements of comparison, outlined as the potential bottlenecks of the Dutch 

regulatory framework (Section 5.6); yet, the elements shall be adapted to fit the context of 
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U.S. regulation. This will ensure that the right questions are being asked. As a result, where 

necessary, the five elements of comparison were operationalized to allow for a proper 

understanding of the U.S. approach through the lens of an EU regulatory analysis. 

Potential Bottleneck 1: Authorized cybersecurity measures 

A significant step in broadening the horizon of the EU regulatory framework consists in 

detecting what other alternatives exist in terms of regulatory guidance on cybersecurity 

risks and mitigation mechanisms. Section 6.3 deals with the broader panorama of U.S. 

regulation applicable to private sector intervention against botnets. The Section will 

investigate how cybersecurity is regulated in the United States and how IIAs are expected 

to internalize cybersecurity standards and respond to cybersecurity incidents. Section 6.4 

tackles how IIAs are expected to cope with cybersecurity threats, asking what measures 

IIAs are authorized to carry out in response to or in preventing a botnet attack. 

Potential Bottleneck 2: Intermediary liability  

By investigating how intermediary liability of IIAs is regulated in the U.S. and if knowledge 

of the illegal conduct could trigger liability (Section 6.5), this analysis may afford insight 

into different arguments concerning liability of intermediaries in the context of cybercrime. 

These arguments may contribute to understanding the grounds under which knowledge 

about unlawful activity could play a role in the liability of intermediaries in relation to 

botnets. 

Potential Bottleneck 3: Product liability  

For the purpose of this comparative analysis, Section 6.6 examines how product liability 

of software vendors and hardware manufacturers is regulated in the U.S. and to what 

extent the security obligations of producers are aligned with the goals of botnet mitigation. 

Potential Bottleneck 4: Disinfection exemptions  

Given the suboptimal nature of disinfection exemptions offered by EU law, it is natural 

that a comparative analysis would inquire whether the U.S. regulator has considered 

sheltering the Internet industry from different forms of liability arising from botnet-

disinfections campaigns, and under which circumstances IIAs could enjoy this protection 

(Section 6.7). 

Potential Bottleneck 5: Contextual framework 
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A contextual framework may be understood as a strategy summarizing and establishing 

the responsibilities of each stakeholder in the fight against botnets. Such a framework is in 

effect an instrument of public policy strategy: it has the potential to clarify regulatory 

aspects governing the activities of IIAs and establish an order of response among 

stakeholders. Since the notion of a contextual framework was launched in this thesis, the 

purpose of the exploratory comparative analysis is mainly centered on identifying whether 

the U.S. has taken steps in a comparable direction, especially considering the U.S. approach 

to cybersecurity via self-regulation. This exploratory comparison, in Section 6.8, also looks 

into the literature on whether a duty of care in cybersecurity exists in the U.S. and if so, 

whether it applies to IIAs. 

Bottleneck  NL & EU United States 

Authorized 
countermeasures 

Dutch Telecommunications Act 

NIS Directive, Framework 
Directive, GDPR, ePrivacy 
Directive 

CISA (Cybersecurity Information 
Sharing Act), CFAA (Computer 
Fraud and Abuse Act) 

Intermediary liability eCommerce Directive Communications Decency Act 
(CDA) 

Product liability General Product Safety Directive 
and Product Liability Directive 

Restatement (Third) of Torts & state 
laws 

Disinfection exemptions 

 

null null 

Contextual framework null null 

Table 6.1 – Comparative overview of applicable regulation  
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6.2 THE LEGAL SYSTEM OF THE UNITED STATES 

Fawnsworth (2010, p. 9) presents a detailed account of the evolution of the legal system 

of the United States. As noted by the author, although direct influence of English law 

faded over the years, the approach, tenets, terminology, and concepts inherited from 

colonial times remain influential in the U.S. legal system (Fawnsworth, 2010, p. 15). 

Despite that,151 in the past decades, civil law has exercised growing influence on U.S. soil 

(Fawnsworth, 2010, p. 69), bolstering the prominence of legislative instruments over case 

law, which is now increasingly evident in the modern U.S. legal system (Fawnsworth, 2010, 

p. 69). The base of the American legal system is marked by a distinct division of powers 

between the Federal Government and the states. The division of government authority 

into legislative, executive, and judicial powers, and the parceling out of competencies 

between nation and states ensured control over the “over-aggrandizement” of the 

government  (Schwartz, 1955, p. 5). Hierarchy of legal sources in the U.S. legal system is 

shaped by the influence of federalism, whereby the Constitution sits on top of the pyramid, 

followed by both international treaties and federal statutes. Other federal instruments such 

as executive orders, administrative rules and regulations have the force of law and are, in 

theory, hierarchically superior to state constitutions, state statutes, and other administrative 

rules and regulations enacted at state level. However, given the complexity of Federalism 

and the interplay of legislative powers at Federal and state level, this hierarchy is not static. 

While Federal legislation can claim precedence over state law in cases in which it derives 

its power from the Constitution, state law may prevail whenever states are the competent 

power and jurisdiction (Schwartz, 1955, p. 11).   

A “living” constitution, remarked Strauss (2010) about the U.S. Federal Constitution. In 

this political interpretation, the value of the U.S. Federal Constitution is connected to its 

organically evolving nature, which goes beyond its original text into the realm of social life, 

ever adapting to social changes. The Federal Constitution of the United States is the 

“oldest written national constitution now in use” (Fawnsworth, 2010, p. 164), and 

preserving its force means also that state courts must refrain from enforcing legislation 

and other sources of regulation that conflict with constitutional law (Schwartz, 1955, p. 

11). The Federal Constitution, as the instrument that establishes the power division 

between the elements of U.S. federalism, plays a prominent role in securing the rights of 

 
151 “While American lawyers and judges may commonly ignore English authorities, they are nevertheless 
conditioned by English ideas that were imported into American law two centuries ago”, suggests 
Fawnsworth (2010, p. 15). 
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the individual against the federal government (Fawnsworth, 2010, p. 164). The protection 

of individuals’ rights, introduced largely as amendments, epitomizes the vertical effect of 

the U.S. constitution, an effect that protects the individual against the State but not 

necessarily against the acts of private parties (Balkin, 2008-2009, p. 16). It is also worth 

noting that the application of the Constitutional amendments has been extended by the 

Supreme Court as also largely applying to state law, following the leading ruling in Mapp 

v. Ohio, 367 U.S. 643 [1961]. 

The Constitution bestowed upon national congress the power to enact statutes. Statutes 

are legal instruments enforceable throughout the federation and enjoy the same 

hierarchical level as international treaties signed by the United States.152 Federal legislation, 

however, is the most relevant to this analysis, as botnets are unlikely to be constricted to 

the territory of a state – in most cases, botnets spread through nations. Among the federal 

laws that will be part of this analysis, the Cybersecurity Information Sharing Act (CISA); 

the Restatement (Third) of Torts; the Computer Fraud and Abuse Act (CFAA); the 

Communication Decency Act (CDA); and the IoT Cybersecurity Improvement Act 2017 

(in parliament, at the time of writing)153 are the most central to this study, as they touch 

upon regulatory aspects connected to the potential bottlenecks of the EU framework.  

The importance of case law cannot be overstated. Following common law tradition, the 

U.S. legal system is shaped by the evolving understanding of its courts and its doctrine of 

precedent, otherwise known as stare decisis (Fawnsworth, 2010, p. 53). This notion binds 

judicial ruling in order to increase legal certainty in the rule of law. By the doctrine of 

precedent, when deciding on a matter, a court must consider the prior cases that share 

commonalities with the case at stake. Two elements are of fundamental importance when 

determining whether a prior case is to be considered a binding precedent on a new case: 

1. similarity between the legal questions and the facts, and 2. hierarchy of the prior ruling 

court (Walker Jr., 2016).  The greater the similarity between the legal questions the court 

must answer and the facts between the two cases, the greater the weight the previous 

decision has on the new case. The hierarchy element determines that if a significantly 

similar case has been decided by the same court or by a superior court, the previous ruling 

 
152 “Provisions in treaties and other international agreements are given effect as law in domestic courts 
of the United States only if they are "self-executing" or if they have been implemented by an act (such 
as an act of Congress) having the effect of federal law.” (Kirgis, 1997) 
153 In 2019, the IoT Cybersecurity Improvement Act 2017 had been reintroduced in the Senate as IoT 
Cybersecurity Improvement Act 2019. The latter bill expands the role of standardization in IoT 
cybersecurity while preserving much of the content of its predecessor.  
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has binding force over the new case (Walker Jr., 2016).  This is not to say that every judicial 

ruling contributes to the body of case law: only the officially published decisions of 

appellate courts, including those of the Supreme Court, are factored in the stare decisis – 

the first are binding on the lower courts within their circuit (Wasby, 2012, p. 49) and the 

Supreme Court decisions throughout the U.S. (Moore & Oglebay, 1942, p. 524).  The 

doctrine of precedents promotes equality, predictability, economy, and respect throughout 

the judicial system (Fawnsworth, 2010, p. 59). As a result, the stare decisis could be construed 

as a balancing mechanism, in which the administrative goals of the judicial system (e.g., 

economy of administrative costs and respect for judicial decisions) converge with societal 

expectations about the law (e.g., equality and predictability). The stare decisis, notes von 

Moschzisker (1924, p. 410), “expedites the work of the courts by preventing the constant 

reconsideration of settled questions; it enables lawyers to advise their clients with a 

reasonable degree of certainty and safety; it assures individuals that, in so far as they act on 

authoritative rules of conduct, their contract and other rights will be protected in the 

courts; and, finally, it makes for equality of treatment of all men before the law and lends 

stability to the judicial arm of government.” Despite the above, the use of the doctrine has 

been made increasingly flexible to encompass the great volume of decisions and the 

conflicting precedents emerging from different courts  (Fawnsworth, 2010, p. 59). Given 

the importance of case law, I shall examine cases which could contribute to the 

understanding of the legislation applicable to botnet mitigation.  

Finally, a word on privacy and personal data, a matter in which EU law and U.S. law differ 

significantly. Despite the abundance of sector-focused laws regulating the matter of 

information privacy in the U.S., the level of protection afforded to personally identifiable 

information within the U.S. is arguably lower than that of the EU. “While European courts 

are expanding privacy rights and vesting them in constitutional frameworks, US courts are 

on an opposite track. The US Supreme Court has held that selling personal information 

for marketing purposes is protected by the First Amendment”, notes Hoofnagle (2016, p. 

7). U.S. law on information privacy differs substantially from modern data protection laws 

in the EU, notwithstanding an overlapping object of regulation: information concerning 

identified or identifiable individuals. These differences may help understand why the 

treatment given by the U.S. regulator on matters that would stumble upon legal limitations 

in the EU (e.g., the legal bases of Art. 6 of the GDPR), are not a matter of concern in U.S. 

law. The idea of data protection as an individual fundamental right connected but not to 

be limited to privacy is fundamental to the EU framework. Yet, as noted by Solove and 
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Schwartz (2017, pp. 35-36), even though there is no explicit provision on the right to 

privacy in the U.S. Constitution, various provisions have been interpreted as recognizing 

the right to privacy, namely those present in the First, Third, Fourth, Fifth, and Fourteenth 

Amendment. At state level, this reality is changing, as modern privacy laws such as the 

California Consumer Privacy Act (CCPA) introduce a stronger system for protection of 

personal information, a concept which is at times comparable to personal data under the 

GDPR. 

Currently, the regulation of privacy in the U.S. is a patchwork of federal and state laws, as 

well as guidelines issued by governmental agencies and influential sector groups. This mesh 

of privacy rules is a product of the U.S. approach to privacy law as a sectoral regulation 

(Hoofnagle, 2010b, p. 1). This approach has resulted in a complex set of complementary 

regulatory instruments that apply to different sectors and relationships between users, 

government and private entities (Hoofnagle, 2010b, p. 1).  Aside from the abovementioned 

instruments, the Federal Information Security Management Act 2002 (FISMA), Gramm-

Leach-Bliley Act (GLBA), Health Insurance Portability and Accountability Act of 1996 

(HIPAA), the Controlling the Assault of Non-Solicited Pornography and Marketing Act 

(CAN-SPAM Act), the Electronic Communications Privacy Act (ECPA), and the 

Computer Fraud and Abuse Act (CFAA) also regulate the issue of privacy in different 

contexts and sectors. Yet, because matters of data protection were not flagged as a 

bottleneck in the assessment of the EU framework, discussions on U.S. privacy law are 

not central to this comparative exercise. 

6.3 U.S. CYBERSECURITY REGULATION 

This Section aims to map the legislative landscape relevant for botnet mitigation by the 

IIAs in the US. After a decade of inactivity on cybersecurity legislation, the U.S. enacted a 

series of instruments reforming and modernizing its regulatory landscape. This reform 

included the Cybersecurity Information Sharing Act, the National Cybersecurity 

Protection Act of 2014, the Federal Information Security Modernization Act of 2014,154 

the Cybersecurity Workforce Assessment Act, the Homeland Security Workforce 

Assessment Act, and the Cybersecurity Enhancement Act of 2014. Trautman (2015, p. 

341), reporting on communications with national cybersecurity experts, suggests that the 

 
154 This act served to amend the Federal Information Security Management Act of 2012 and give the 
Department of Homeland Security oversight and control to centralize the federal government 
cybersecurity management within the Department of Homeland Security. 
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paucity of regulatory instruments was caused by a lack of consensus within the U.S. 

cybersecurity community about the broader vision of U.S. cybersecurity policy and its 

goals. On that matter, Trautman (2015, pp. 361-367), highlights the progressive 

institutionalization of cybersecurity as a task of the State since the creation of the Office 

of Homeland Security in 2001. The following section provides an overview of the 

cybersecurity landscape in federal legislation, which is vast and includes even more laws. 

However, the exploratory comparison conducted is centered on the Federal legislation 

which is most specific and possibly relevant in addressing the bottlenecks of 

ineffectiveness.  

6.3.1 FEDERAL LEGISLATION  

The Federal Information Security Management Act (FISMA) 2002 was one of the first 

pieces of legislation in cybersecurity sanctioned on U.S. soil (Chapter 35, 44 USC). Later 

amended by the Federal Information Security Modernization Act 2014, FISMA details the 

obligations of federal agencies in relation to protecting and maintaining the security of 

their information systems. Prior to FISMA, two other federal instruments had been 

enacted targeting two critical sectors of the country’s economy: the financial and the 

healthcare sectors.  

In the words of the Federal Trade Commission (FTC), 155  the Financial Services 

Modernization 1999 Act (also referred to as the Gramm-Leach-Bliley Act or GLBA) 

“requires financial institutions – companies that offer consumers financial products or 

services like loans, financial or investment advice, or insurance – to explain their 

information-sharing practices to their customers and to safeguard sensitive data.” By 

Solove and Schwartz (2017, p. 776), the GLBA authorizes large-scale sharing of personal 

information across financial institutions, while requiring the FTC, among other regulatory 

agencies, to institute mechanisms of control that ensure the privacy of individual and the 

security and confidentiality of information (15 U.S.C. § 6801).  Four years after the 

enactment of the GLBA, the FTC approved the “safeguards rule” that implemented 

Sections 501 and 505(b)(2). The rule (16 C.F.R. 314.3), 156  applicable to all financial 

 
155 See FTC, “Gramm-Leach-Bliley Act,” at https://www.ftc.gov/tips-advice/business-center/privacy-
and-security/gramm-leach-bliley-act  
156 16 CFR 314.3 - Standards for safeguarding customer information. 
(a) Information security program. You shall develop, implement, and maintain a comprehensive 
information security program that is written in one or more readily accessible parts and contains 
administrative, technical, and physical safeguards that are appropriate to your size and complexity, the 
nature and scope of your activities, and the sensitivity of any customer information at issue. Such 
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institutions under the power of the FTC, requires companies “to develop, implement, and 

maintain a comprehensive information security program” containing the safeguards that 

are appropriate to the “size and complexity”, the “nature and scope” of business activities, 

and the “sensitivity of any customer information” managed by them.  

Other sectorial aspects of cybersecurity can be found on the Health Insurance Portability 

and Accountability Act (HIPAA) of 1996, an industry-specific regulation originally aimed 

at governing insurance matters in the health care system (Solove & Schwartz, 2017, p. 516). 

Per Section 45 C.F.R. § 160.102, the law applies to health plans, health care clearinghouses, 

and health care providers. Later amendments of HIPAA made it one of the first 

instruments to deal with matters of privacy, after congress passed the HIPAA privacy rule 

in 2000. In 2003, an amendment to HIPAA introduced a “security rule” (Solove & 

Schwartz, 2017, pp. 516-517) as a safeguard to protect individuals in the health care system.  

In addition to the instruments delineated above, the Title 6 of the U.S. Code – Book 6 

(Domestic Security) regulates the matter of cybersecurity in both dedicated and ancillary 

provisions, without targeting specific sectors. Title 6 contains a Chapter on Cybersecurity 

(Chapter 6), covering SubChapter I - Cybersecurity Information Sharing (§§ 1501 to 1510), 

SubChapter II - Federal Cybersecurity Enhancement (§§ 1521 to 1525), and SubChapter 

III - Other Cyber Matters (§§ 1531 to 1533). It is relevant to note that Chapter 6, Title 6 

of the U.S. Code laid down a structured regulatory approach to governing information 

systems security, following a multistakeholder model towards cybersecurity.  

A quick look over Chapter 6 of 6 U.S.C shows a noticeable effort of the U.S. legislator 

towards building an orderly regulatory framework for cybersecurity. The subchapters of 

the law touch upon crucial elements of information system security which, in the EU, have 

been largely left unregulated – or partly regulated by laws enacted outside the context of 

cybersecurity or without dedicated attention to the challenges of cybersecurity. Sharing of 

information between public and private sector, authorization for mitigating cyber threats, 

and protection from liability are regulated by the U.S. legislator under the mentioned 

Chapter 6, 6 U.S.C. Before delving further into the provisions, a remark about the 

 
safeguards shall include the elements set forth in § 314.4 and shall be reasonably designed to achieve the 
objectives of this part, as set forth in paragraph (b) of this Section. 
(b) Objectives. The objectives of Section 501(b) of the Act, and of this part, are to: 
(1) Insure the security and confidentiality of customer information; 
(2) Protect against any anticipated threats or hazards to the security or integrity of such information; and 
(3) Protect against unauthorized access to or use of such information that could result in substantial harm 
or inconvenience to any customer. 
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regulatory policy is due. Traditionally, the U.S. had gravitated towards models of self-

regulation by the private sector, having been the precursor of the public-private 

partnership model in cybersecurity (National Cybersecurity Strategy issued by the Clinton 

Administration, 2000). The detailed legislation of cybersecurity on matters close to the 

activities of private sector reveals that a change of direction took place in late 2014. The 

introduction of the cybersecurity reform that led to the current version of the 6 U.S.C. 

indicates a turning point in U.S. cybersecurity policy. The U.S. approach to cybersecurity 

has arguably moved from a self-regulatory model of cybersecurity (inspired by the ideals 

of polycentric governance and free market) to a greater regulated environment in which 

rights and duties of the cybersecurity community actors are more clearly assigned.  

In addition to the targeted norms set forth by Chapter 6, complementary norms can be 

found in the Chapter on Information Analysis and Infrastructure Protection (6 U.S. Code, 

Chapter 1, SubChapter II, §§ 121 to 165). These are presented in four distinct parts, namely 

Part A - Information and Analysis and Infrastructure Protection; Access to Information 

(§§ 121 to 125), Part B - Critical Infrastructure Information (§§ 131 to 134), Part C - 

Information Security (§§ 141 to 151), and Part D - Office of Science and Technology (§§ 

161 to 165).  

The federal acts that reformed the cybersecurity landscape of the U.S. in 2015 effected 

substantial modifications to both SubChapter II, Chapter 1, and Chapter 6 of the 6 U.S. 

Code, strengthening top-down regulation of cybersecurity. The National Cybersecurity 

Protection Act (NCPA) of 2014 was integrated into 6 U.S.C. (§§148, 149, and 150), and 

promoted important changes in the Homeland Security Act of 2002. The NCPA 

effectively codified the national cybersecurity and communications integration center 

(NCCIC) as the national hub for information sharing across various sectors. By defining 

key terms to cybersecurity, such as “cybersecurity risk”,157 “incident”, and “information 

 
157 “SEC. 148. National Cybersecurity and Communications Integration Center. 
(a) Definitions. --In this Section— 
(1) the term `cybersecurity risk' – 
(A) means threats to and vulnerabilities of information or information systems and any related 
consequences caused by or resulting from unauthorized access, use, disclosure, degradation, disruption, 
modification, or destruction of information or information systems, including such related consequences 
caused by an act of terrorism; 
(B) does not include any action that solely involves a violation of a consumer term of service or a 
consumer licensing agreement; 
(2) the terms "cyber threat indicator" and "defensive measure" have the meanings given those terms in 
Section 102 of the Cybersecurity Act of 2015 [6 U.S.C. 1501]; 
(3) the term "incident" means an occurrence that actually or imminently jeopardizes, without lawful 
authority, the integrity, confidentiality, or availability of information on an information system, or 
actually or imminently jeopardizes, without lawful authority, an information system; 
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sharing and analysis organization”, which illuminate the scope and goals of U.S. legislation, 

the NCPA arises as a relevant instrument in the regulation of cybersecurity risks. In the 

terms of § 148 of 6 U.S. Code, cybersecurity risk extends to threats and vulnerabilities 

caused by or resulting from unauthorized access, use, disclosure, degradation, disruption, 

modification, or destruction of information but does not encompass actions that solely 

involve a violation of a consumer term of service or licensing agreement. Therefore, the 

risks that are covered by the Section are those that have an impact on the security of 

information systems and are not constrained to expectations of security drafted in terms 

of service or licensing agreement when a violation of these contracts does not entail a 

threat or a vulnerability to the information system itself.  

One of the most crucial laws part of the cybersecurity reform of 2014 was the 

Cybersecurity Information Sharing Act (CISA). Although CISA is largely concerned with 

the exchange of cybersecurity data between the private and public sector, it has brought 

broad implications for response to cyber threats by authorizing the launch of 

countermeasures against cyberattacks. Given its pivotal value to this analysis, CISA is 

discussed into greater detail in Section 6.4. Following the goal of promoting private sector 

participation in cybersecurity, the Cybersecurity Enhancement Act of 2014 also aimed at 

strengthening cybersecurity via multistakeholderism. The Act was signed into law on 18 

December 2014, together with the other laws part of the cybersecurity package reform, 

creating a platform for voluntary public-private partnerships in cybersecurity involving the 

U.S. government and private sector actors. The law expanded the involvement of the 

government in fostering research and development activities related to cybersecurity and 

established the creation of a Federal strategic plan on cybersecurity R&D, to be renewed 

every four years. The contribution of the Cybersecurity Enhancement Act is thus in the 

realm of public policy, as the act does not create norms regulating the behavior of the 

cybersecurity community. Finally, the Federal Exchange Data Breach Notification Act, 

contrary to what its title suggests, did not go as far as to regulate breaches in the various 

sectors of the economy, being restricted to the health insurance industry. The Act 

establishes that if personal information of a user is known to have been acquired or 

accessed due to a breach of security, the entity is required to notify the individuals whose 

 
(4) the term "information sharing and analysis organization" has the meaning given that term in Section 
131(5) of this title; 
(5) the term "information system" has the meaning given that term in Section 3502(8) of title 44; and 
(6) the term "sharing" (including all conjugations thereof) means providing, receiving, and disseminating 
(including all conjugations of each of such terms).” 
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data have been compromised as soon as possible but not later than 60 days after the 

discovery of the event. Although other sector-specific legislation exists at the federal level 

governing notification duties towards consumers, data breach notification duties remain 

largely a matter of state legislature and thus non-homogenous throughout the country. 

For the rest, 6 U.S. Code mainly targets the role of the government in coordinating policy 

and guidance in matters of cybersecurity and does not establish concrete duties to be 

observed by the cybersecurity community. For instance, on the topic of critical 

infrastructure (CI) - defined as the systems and assets so vital to the U.S. that their 

destruction or impairment would have debilitating impact on security, national economic 

security, national public health and/or safety), §121(d) highlights the responsibilities of the 

government in carrying out assessments of the vulnerabilities concerning CI and its role as 

facilitator among CI operators.  

Finally, it is worth mentioning the proposed IoT Cybersecurity Improvement Act 2017, a 

bill introduced “to provide minimal cybersecurity operational standards for Internet-

connected devices purchased by Federal agencies”, which has received much attention in 

view of its potential impact on the security of IoT. As remarked by Schneier (2017), the 

IoT Cybersecurity Improvement Act is not intended to regulate the IoT market, at least 

not directly. The instrument, argues Schneier (2017), who also contributed to the draft, 

attempts “to leverage the government's buying power to nudge the market: any IoT 

product that the government buys must meet minimum security standards.” As such, the 

bill targets government agencies and does not contain additional provisions on product 

liability or security requirements for the consumer market. In other words, the proposed 

legislation could be interpreted as a soft mechanism incentivizing the development of safer 

IoT by nudging companies that provide services and products to governmental agencies 

to adopt specific levels of cybersecurity. In particular, the bill may amend the Computer 

Fraud and Abuse Act (CFAA) and the Digital Millennium Copyright Act (DCMA) to 

facilitate the activities of security researchers engaging with devices “provided by a 

contractor to a department or agency of the United States”, barring criminal liability under 

the CFAA and DCMA for such contractors and in relation to security research. By 

protecting security researchers who act in good faith from being held liable under the 

CFAA and DMCA, the IoT Cybersecurity Improvement Act 2017 responds to a 

longstanding demand of the security community. If approved, the IoT Cybersecurity 

Improvement Act 2017 is expected to promote cybersecurity research and improve the 

general level of security of IoT devices, even if restricted to the ambit of devices purchased 
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by the U.S. government. At the time of writing, the bill was still being discussed in 

parliament. 

6.3.2 STATE LEGISLATION  

Among the set of cybersecurity laws enabled at state level, those concerning data breaches 

are of relevance, due to the absence of unifying federal legislation governing the matter. 

Breach notification duties have traditionally mandated disclosure of incidents affecting 

personal information connected to individuals, therefore liaising cybersecurity and 

protection of personal information. As observed by Solove & Schwartz (2017, p. 951), 

California was the first state to pass legislation on data security breach notification; and the 

state duties enacted in California were influential in effecting regulatory changes in other 

federal states. By 2018, all 50 states and the District of Columbia had enacted laws on data 

security breach in the United States (NCSL, 2018). A further detailed analysis of the U.S. 

regulatory system should take state legislation into consideration, which lies outside the 

scope of this research. Discussions over victim notification, for instance, take place at the 

state level, following the application of state law.  However, for the purpose of this study, 

I am concerned with the broader federal regulation that implicates all IIAs active in the 

U.S. territory. It suffices to point out the existence of additional regulatory instruments at 

lower levels, while recalling the primacy of federal legislation concerning matters of public 

interest affecting the country.  

6.4 AUTHORIZED CYBERSECURITY MEASURES 

The Cybersecurity Information Sharing Act 2015 (CISA)158 was passed with the main 

purpose of promoting and regulating the exchange of cybersecurity information between 

the Federal government and private sector companies – although it also governs the 

exchange of data between businesses. The act was integrally incorporated into Chapter 6 

(Cybersecurity) of Title 6 (Domestic Security) of the 6 U.S. Code in two parts: from §§ 149 

to 151 on matters connected to homeland security, and from §§ 1501 to 1510, §§ 1521 to 

1525, and §§ 1531 to 1533 on matters exclusively related to cybersecurity. CISA introduced 

two key concepts to the regulation of cybersecurity at large, having direct impact on the 

 
158 Following the introduction of CISA, several aspects of information sharing were legalized by the U.S. 
federal government, especially the permissible categories of information connected to cybersecurity 
threats, the so-called cybersecurity threat indicators and defensive measures. By CISA, only information 
that falls into either of these two categories (cybersecurity threat indicator and defensive measures) is 
covered by its information sharing scheme. 
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range of mitigation opportunities for private companies in the U.S.; these are the notions 

of ‘cybersecurity threat’ and ‘defensive measures’. 

By § 1501(5)(a) of 6 U.S. Code, the term ‘cybersecurity threat’ means an action that is not 

protected by freedom of speech but is carried on or through an information system and 

that may result in an unauthorized effort to negatively impact the information system or 

information that is stored on, processed by, or transiting an information system. Cyber 

threat indicators § 1501(6), in turn, include information that is necessary to describe or 

identify: “(a) malicious reconnaissance, including anomalous patterns of communications 

that appear to be transmitted for the purpose of gathering technical information related to 

a cybersecurity threat or security vulnerability; (b) a method of defeating a security control 

or exploitation of a security vulnerability; (c) a security vulnerability, including anomalous 

activity that appears to indicate the existence of a security vulnerability; (d) a method of 

causing a user with legitimate access to an information system or information that is stored 

on, processed by, or transiting an information system to unwittingly enable the defeat of a 

security control or exploitation of a security vulnerability; (e) malicious cyber command 

and control; (f) the actual or potential harm caused by an incident, including a description 

of the information exfiltrated as a result of a particular cybersecurity threat; (g) any other 

attribute of a cybersecurity threat, if disclosure of such attribute is not otherwise prohibited 

by law; or (h) any combination thereof.” The definition given by § 1501(6) is extensive and 

aimed at covering all cases where information could be used to counter cybersecurity 

threats, but it also offers important insights into mitigation tactics that may fit under this 

broad category, since it covers information that is necessary to identify an attack and could 

be used for triggering countermeasures.  

The second key element of CISA, ‘defensive measures’, has too a significant bearing on 

authorized countermeasures launched by IIAs. A proper definition of the term is provided 

by § 1501(7)(a), whereby a defensive measure means “an action, device, procedure, 

signature, technique, or other measure applied to an information system or information 

that is stored on, processed by, or transiting an information system that detects, prevents, 

or mitigates a known or suspected cybersecurity threat or security vulnerability.” The 

definition, however, excludes any measure that “destroys, renders unusable, provides 

unauthorized access to, or substantially harms an information system or information 

stored on, processed by, or transiting such information system not owned by—(i) the 

private entity operating the measure; (ii) another entity or Federal entity that is authorized 

to provide consent and has provided consent to that private entity for operation of such 
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measure”, pursuant to § 1501(7)(b). As informed by the US-Cert Gov (2016, p. 6), the 

definitions of cybersecurity threat indicators and defensive measures as introduced by 

CISA cover types of information which are relevant for protecting and safeguarding 

information systems while “assessing a threat, tracing the threat across the user’s network 

and other networks, and mitigating and assessing harm.”  

Another noteworthy development of U.S. cybersecurity law concerns the enactment of 6 

USC §1503(b).159 Introduced by CISA, this Section authorizes the operation of ‘defensive 

measures’ against cybersecurity threats. By 6 USC §1503(b), any private company is 

authorized to launch defensive cybersecurity measures intended to protect its own systems. 

Private companies are also authorized to launch defensive measures to protect the 

information system of another company or the information systems of a Federal entity, 

following written consent for such operation, as provided for by § 1501(7)(b). The 

authorization is limited to measures that fall within the concept of ‘defensive measures’ as 

defined by 6 USC §1501(7)(a).  

Since the concept of defensive measures is rather broad, a wide-ranging spectrum may be 

classified under this umbrella term. Under §1503(b), the authorized use of a defensive 

mechanisms is centered on the deployment of the tool; thus, as long as a private entity is 

able to justify that a defensive mechanism is used to protect its rights or property (and has 

the capability to achieve such results), the use of the tool is authorized. Examples of 

defensive measures have been provided in the Guidance for non-Federal entities issued by 

the Department of Homeland Security160 and include “a computer program that identifies 

a pattern of malicious activity in web traffic flowing into an organization; a signature that 

could be loaded into a company’s intrusion detection system in order to detect a spear 

 
159 “(b) Authorization for operation of defensive measures 
(1) In general - Notwithstanding any other provision of law, a private entity may, for cybersecurity 
purposes, operate a defensive measure that is applied to— 
(A) an information system of such private entity in order to protect the rights or property of the private 
entity; 
(B) an information system of another non-Federal entity upon written consent of such entity for operation 
of such defensive measure to protect the rights or property of such entity; and 
(C) an information system of a Federal entity upon written consent of an authorized representative of 
such Federal entity for operation of such defensive measure to protect the rights or property of the Federal 
Government. 
(2) Construction - Nothing in this subsection shall be construed— 
(A) to authorize the use of a defensive measure other than as provided in this subsection; or 
(B) to limit otherwise lawful activity.” 
 
160 Department of Homeland Security, Guidance to Assist Non-Federal Entities to Share Cyber Threat 
Indicators and Defensive Measures with Federal Entities under the Cybersecurity Information Sharing 
Act of 2015, p. 7. 
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phishing campaign with particular characteristics; a firewall rule that disallows a type of 

malicious traffic from entering a network; an algorithm that can search through a cache of 

network traffic to discover anomalous patterns that may indicate malicious activity; a 

technique for quickly matching, in an automated manner, the content of an organization’s 

incoming SMTP […] traffic against a set of content known to be associated with a specific 

cybersecurity threat without unacceptably degrading the speed of email delivery to end 

users”, among other tools which are relevant in botnet mitigation.  

At first glance, the categories of information covered by CISA appear sufficiently broad to 

cover the types of data that are relevant to botnet mitigation by IIAs. Nevertheless, 

scrutinizing the reach of the term “defensive measures” is crucial in understanding the 

actual level of protection afforded by CISA. Although a first reading of §1501(7)(a) seems 

to suggest an all-encompassing definition, §1501(7)(b) sets an important limitation to that 

interpretation. In the Joint Explanatory Statement to Accompany the Cybersecurity Act of 

2015,161 the legislator clarified that via §1501(7)(b) CISA expressly excluded any measure 

that violates the CFAA from being classified as a defensive measure. Therefore, although 

§1503(b) authorizes IIAs (and other private sector entities) to deploy a range of 

countermeasures, including measures that classify as botnet mitigation efforts, the 

authorization is limited to defense measures that protect one’s network or the network of 

a Federal or non-Federal entity that the mitigator is allowed to protect after obtaining their 

written consent. Although the protection from liability offered by CISA is broad, covering 

civil and criminal liability grounds, such overarching immunity is restricted to the sharing of 

information concerning defense measures following §1503(c), and does not encompass the 

launching of the defense measure itself (§1505). The lack of liability ‘safe harbors’ regarding 

defensive measures is an intended effect of CISA, which leave mitigators (here included 

IIAs) with the responsibility of determining which consequences may arise from their 

mitigation efforts prior to launching their chosen defensive measures and whether to even 

pursue the launch of countermeasures.  

In authorizing the deployment of defensive measures under §1503(b), CISA neither 

consider rights infringements, meaning the harms that such defensive mechanisms can 

cause to other parties, nor refers to a balance assessment between the legitimate interests 

pursued by the mitigator and the impact that the tools may have on the rights of others. 

In the case of botnet mitigation, the breadth of CISA translates into mitigation powers for 

 
161 U.S. Congress, Joint Explanatory Statement to Accompany the Cybersecurity Act of 2015, p. 2. 
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IIAs based in the U.S., but also means that users whose devices have been compromised 

as part of a botnet would have no cause to claim reparation from a tortious act following 

the launch of a defensive mechanism by an IIA that affected their rights or property. In 

this situation, the act that caused the harm is not an act in violation of the law; it is, in fact, 

a legitimate use of force protected by the State. As a result, botnet victims could be caught 

in the crossfire involving botherders and IIAs. Ultimately, CISA seems to leave infected 

users with no right to recourse or reparation, which includes cases in which the defensive 

mechanisms inflict harms against one’s property or poses a threat to the protection of 

personal information.  

Other problems arise from the broad application of Section §1503(b) to the realm of 

cybersecurity. For instance, CISA does not require that the entities launching such 

defensive mechanisms internalize cybersecurity standards prior to the use of these 

measures; the law grants entities great powers without requesting actors to ensure a certain 

level of preemptive cybersecurity. The law does not directly institute mechanisms for 

monitoring compliance, controlling abuse of power, or requiring that actors run a 

cybersecurity risk assessment prior to the launch of defensive mechanisms. Without a 

system of verification, risk assessment, and compliance, there is a chance that companies 

would engage in incident-escalation, which could result in attacks against large groups of 

citizens, foreign States, or networks of proxies that are too victims of the attackers, 

especially if no additional safeguards can be found in other legal instruments.  

In case a cybersecurity mechanism is deployed outside the scope of Section §1503(b) (e.g., 

if the entity launching the defensive measure is unable to prove that it had the capability 

of protecting its networks and was aware of such inadequacy), the agent could be held 

criminally liable for a cybercrime offence. As noted above, the definition of defensive 

measures does not encompass the activities criminalized by the CFAA. This applies to 

mitigation tools that gain unauthorized access to a system and may constitute hacking 

offences. By the Computer Fraud and Abuse Act (CFAA) (18 U.S.C. § 1030(a)(2)(C), 

hacking is the action of “intentionally access[ing] a computer without authorization or 

exceed[ing] authorized access and thereby obtain[ing] information from any protected 

computer.” The reach of the term ‘unauthorized access’ is central to the debate on criminal 

liability arising from countermeasures launched by IIAs outside the scope of CISA. In the 

CFAA, unauthorized access to a computer can emanate from access without authorization 

and, in some circumstances, access that exceeds authorization (Bellia, 2016, p. 1443). 

Proposing a parallel between the CFAA and the law of trespassing, Goldfoot and Bamzai 
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(2016, p. 1483) analyze the notion of unauthorized access within the CFAA in three 

elements, namely: (1) an entry or access in violation of an explicit or implied prohibition 

(2) which the suspect knew or should have known existed (3) and which is significant or 

related to the underlying policy of trespass.  

The first element of unauthorized access, as proposed by the authors, is relevant in that 

permission to access a computer can be selective (Goldfoot & Bamzai, 2016, p. 1484) or 

at least limited by the foreseeable circumstances. For instance, a buyer placing an order on 

an online marketplace may allow the platform to have access to some of her financial data 

for the purpose of the purchase but not necessarily grant the marketplace platform the 

authority to monitor simultaneous traffic in other browsing tabs. Another example of 

access or entry in violation of an explicit or implicit prohibition may concern the identity 

of the agent to whom access is granted. While a user may give an Internet Access Provider 

permission to monitor malicious activity connected to her traffic, the same need not be 

performed by a contractor hired by the access provider to conduct the monitoring activity 

if the user permission did not cover the disclosure to a third party. In these cases, the terms 

of service established between user and IIA will define the limits in which access/entry 

was authorized by the subject. 

It is also necessary that the suspect of the violation knew or was expected to know about 

the prohibition prior to the conduct. In the case of cybercrime, Goldfoot and Bamzai 

(2016, p. 1484) suggest at least three ways in which knowledge of the prohibition can be 

assessed: (1) code-based restrictions, such as technical barriers to access which are to be 

interpreted as a prohibition (e.g., passwords, double-verification methods, CAPTCHA 

code, encryption, among others); (2) intelligible restrictions, here including the terms of 

service and contracts established between the parties, which can restrict access and impose 

clear prohibitions to access; and (3) social-norms, or the social conventions that are 

reasonably understandable in society as prohibited or desired behavior. IIAs launching 

countermeasures against botnets are likely to be aware that they may be transgressing at 

least one of the three categories of restrictions suggested by the authors above, since botnet 

countermeasures are intentionally set in motion after assessing the threat at hand. 

Arguably, IIAs launching countermeasures must at least conduct minimum diligence over 

whether they have the authority to launch the measures at stake prior to engaging in an 

activity which they know is likely to interfere with the information systems of users and 

possibly third parties. 
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The third suggested element of unauthorized access concerns the general notion that 

punishing the suspect for the criminal offence would advance the rationale for the CFAA  

(Goldfoot & Bamzai, 2016, p. 1495). This element is less objective than the previous two, 

suggesting that one must delve into the importance of reinforcing the protection of the 

rights at stake when analyzing the committed offence. The authors provide limited 

arguments on the framing of the third element, which appears more symbolic than 

concrete for the purpose of determining whether the offence concerns unauthorized 

access in the terms of the CFAA. Nevertheless, the overall concept of unauthorized access 

advanced in the CFAA is not far removed from that used in cybercrime offences in the 

Netherlands (Section 4.3.3.3) and likely to criminalize similar conducts as hacking offences. 

Finally, it is worth recalling that the CFAA applies to "protected computers," meaning 

those “specifically those used by financial institutions, the U.S. Government, or used in 

interstate or foreign commerce or communication” (Mehra, 2010, p. 661). Although the 

first categories of protected computers seem to point out to computers managed by federal 

authorities and other protected agencies, the wording of the CFAA is broadly framed and 

“could protect virtually any networked computer, regardless of whether the offense itself 

was interstate in nature” (Bellia, 2016, p. 1462). Computers connected to the Internet are 

by default computers carrying interstate communication; the interstate communication 

category of protected computers expands de facto the application of the CFAA to any 

interconnected device. For further reference, other legal provisions exist in Federal and 

state legislation covering the gamut of cybercrime concerning state jurisdiction; however, 

such an analysis would involve matters of state law and fall outside of the scope of the 

bottleneck at hand, since botnets are hardly constricted to the territory of a single U.S. 

state. All in all, it is worth to conclude that CIA does not allow for the use of mitigation 

tools that quality as a cybercrime under the CFAA. This includes cybercrime offences 

which are comparable to those criminalized by the DCC in the Netherlands.  

6.5 INTERMEDIARY LIABILITY 

Internet intermediaries enjoy a strong system of immunity from liability in the U.S. 

territory. The protection from liability covers harms arising from content uploaded by a 

third party and accessible via the intermediary’s services. The system of immunity to 

intermediary liability is enshrined under Section 230 of the Communication Decency Act 

(CDA) (47 U.S.C. § 230), enacted in the 1990s. By the Section, providers of an interactive 

computer service will not be treated as the publisher or speaker of information that has 
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been generated by a third party (Section 230(c) Protection for ‘Good Samaritan’ blocking 

and screening of offensive material). In order for CDA 230 to apply, the agent must first 

meet the definition of provider of an interactive computer service. The definition embraces 

providers of “any information service, system, or access software provider that provides 

or enables computer access by multiple users to a computer server, including specifically a 

service or system that provides access to the Internet and such systems operated or services 

offered by libraries or educational institutions” (Section 230(f)(2)). As a result, CDA 230 

covers activities of a wide range of IIAs, including mere conduit, caching, and hosting 

providers (ISPs covered by the safe harbor provisions of the eCommerce Directive in the 

EU). Section 230(c) contains two paragraphs, (1) The “Treatment of Publisher or 

Speaker”, which limits the CDA safe harbor to providers of an interactive computer 

service, and (2) “Civil Liability”, which bars civil liability arising from actions taken in good 

faith by the provider of an interactive computer service that restrict access to or availability 

of material that the provider or user considers to be unlawful. The second paragraph comes 

in addition to the overall federal immunity provided by Section 230, from which criminal 

offences and intellectual property violations are excepted.  

In 2016, in the influential ruling in People vs. Ferrer (48 SCRA 382), where criminal charges 

were brought against an online advertisement platform, the California Superior Court 

called for the application of Section 230 to shield the defendants from criminal liability 

concerning the unlawful material created by a third party. The California Superior Court 

recalled that “Protection from the CDA is broken down into three parts. Conduct is 

shielded if (1) the defendant is a provider or user of an interactive computer service; (2) 

that the plaintiff seeks to treat as a publisher or speaker; (3) of information provided by 

another information content provider.” Thus, Section 230 applies as a federal safeguard 

for providers of interactive computer services whenever those three conditions are met. 

The same understanding is replicated in Fields v. Twitter, Inc.162 and Doe v. Backpage.com,163 

both important cases in which the U.S. high courts extended the shield of protection 

afforded by Section 230 to Internet intermediaries. Considering that if the conditions of 

CDA 230 are present, ISPs that classify as providers of interactive computer service are 

immune from liability for the unlawful content distributed or carried through its systems, 

 
162 Fields v. Twitter, Inc., 2018 WL 626800. 
163 Jane Doe No. 1 v. Backpage.com, LLC, 2016 WL 963848. 
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this means that IIAs in the U.S. which transmit, host, or observe malicious botnet traffic 

in their network are not liable for the activity of the botnet or the damages caused by it. 

 “Good Samaritan” actions are further exempted from civil liability in relation to the 

measures taken in good faith and with the goal of restricting access to or availability of 

material that the provider considers objectionable (Ballon, 2001, p. 219). For the purpose 

of Section 230, unlawful content covers information that the provider considers to be 

“obscene, lewd, lascivious, filthy, excessively violent, harassing, or otherwise objectionable, 

whether or not such material is constitutionally protected.” In the context of botnets, it is 

interesting to notice that the unlawful material targeted by the CDA and as interpreted by 

the courts is largely connected to content-related offences and online speech. Stretching 

the notion of unlawful material to malware on grounds that it poses a threat to another 

computer system would require judicial interpretation in this direction - or a legislative 

amendment broadening the scope of the provision to relinquish any doubts on that regard. 

Furthermore, knowledge of the illegal nature of the conduct taking place at one’s network 

is irrelevant for the purpose of intermediary liability; the immunity enjoyed by ISPs on the 

grounds of CDA is not shattered simply because the intermediary becomes aware of the 

unlawful material. In People vs. Ferrer, the Superior Court of the State of California 

emphasized that “courts have refrained from presuming to know a publisher’s motivations 

for editorial decisions.” In examining whether an online classified advertisement service 

called Backpage.com was to be held liable for the publishing of ads connected to sex 

trafficking and prostitution, the Superior Court dismissed the charges on the grounds of 

Section 230: “First, ‘it is well established that notice of the unlawful nature of the 

information provided is not enough to make it the service provider's own speech.’ […]. 

Thus, even if Backpage knew of the unlawfulness of the content of the ads, knowledge is 

insufficient to render Defendants liable. This is true regardless of whether Backpage even 

exercised its editorial discretion and deleted or blocked certain terms from ads” (People vs. 

Ferrer (48 SCRA 382)). Under the shield of Section 230, knowledge of the nature of the 

illegal activity is irrelevant and unable to pierce the immunity veil. Therefore, the idea 

advanced in Section 5.3.3 (by which knowledge of unlawful botnet activities could trigger 

the need for ISP intervention) finds no place in U.S. law. Criticizing the excessive breadth 

of immunity afforded by Section 230, Tremble (2017, p. 829) argues that pivotal elements 

of Section 230 “converged to create a new ‘Wild West’ of internet regulation, a realm in 
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which an ISP will almost never face civil or criminal liability for the content it hosts, even 

when its curated content may increase the impetus to engage in illegal activities.” 

Other rulings have emerged challenging the immunity of providers since the enactment of 

Section 230. These rulings contest the actions taken by ISPs in face of criminal content 

that could have been taken down or made inaccessible by them. In 1995 in Stratton 

Oakmont, Inc. v. Prodigy Services Co., the Supreme Court of New York held the intermediary 

liable for the unlawful content disseminated by its user. The reasoning of the court was 

anchored to the fact that since Prodigy made use of an automated screening tool removing 

offensive content and filtering inappropriate language, it acted as a de facto publisher of 

the material available in its platform (Tremble, 2017, p. 832). The court stated that Prodigy 

“has virtually created an editorial staff of Board Leaders who have the ability to continually 

monitor incoming transmissions and in fact do spend time censoring notes” and that its 

decision to implement such “conscious choice, to gain the benefits of editorial control, has 

opened it up to a greater liability”. This interpretation shares commonalities with the 

proposals advanced in Section 5.3.3, although it might work counterproductively where it 

penalizes IIAs that voluntarily take measures against unlawful content, serving as a 

disincentive to botnet mitigation. 

Yet, Section 230 remains the stronghold against intermediary liability and can only be lifted 

exceptionally if the provider has left its condition of publisher and effectively transmuted 

into content (co-)creator. Moreover, immunity for good Samaritan countermeasures are 

of importance, as they give ISPs discretion to act (or not to act) without the fear of the 

sword of liability. “As courts in the United States have recognized, the immunity granted 

under CDA 230 encourages service providers and other online intermediaries to self-

regulate—i.e., to police and monitor third-party content posted through their services”, 

defends the Electronic Frontier Foundation (EFF) (2015). The incentive to self-regulation 

could be perceived as a lack of political interest in regulating a matter that is regarded as a 

founding principle of U.S. Internet culture – and the view that weakening this immunity 

would serve the political interests of the strong and promote political control over citizens. 

As it stands, U.S. regulation appears to have little to contribute to the defense of greater 

responsibilities for IIAs, even if the notion of unlawful material were to be extended to 

malicious traffic so as to cover the botnet attacks.  
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6.6 PRODUCT LIABILITY  

The view that economic incentives for the software industry are insufficient to promote 

sound levels of cybersecurity – and that regulatory intervention is in order - is shared across 

the Atlantic (Daley, 2016, p. 534). The upsurge of botnets through IoT devices epitomizes 

an age of cybersecurity crises where software and hardware safety and security are brought 

to the fore. Summarizing the state of affairs in the U.S., Daley (2016, p. 537) argues that 

the multi-billion software industry benefits from a “legislative void” in which software 

developers and vendors manage to avoid liability for vulnerable products placed on the 

market. Even when security is at stake, argues Daley (2016, p. 537), “there is virtually no 

quality assurance” in relation to software products. The risk created by such legal void 

expands as software-embedded systems (such as IoT devices) proliferate, due to the 

fragmented system of liability currently in place and the difficulty of patching devices in 

the hands of end-users (Daley, 2016, pp. 537-538).  

The first step in understanding product liability in the U.S. is considering the primacy of 

state law over federal law. Despite the existence of various substantive rules on product 

liability at state level, there is significant uniformity on products liability law across the 50 

states and the district of Columbia (Feldthusen, Goldberg, Green, & Sharkey, 2017, pp. 

359-360). In an effort to bring together state courts and legislatures, the American Law 

Institute has long engaged in the issuing of the Restatement of Torts, “a treatise published 

by the American Law Institute that aims to provide, as much as possible, consensus 

principles of tort law from across the different states.” (Feldthusen, Goldberg, Green, & 

Sharkey, 2017, p. 365). According to Section 402A of the Restatement (Second) of Torts, 

164 “one who sells any product in a defective condition unreasonably dangerous to the user 

or consumer or to his property is subject to liability for physical harm thereby caused to 

the ultimate user or consumer, or to his property, if (a) the seller is engaged in the business 

of selling such a product, and (b) it is expected to and does reach the user or consumer 

without substantial change in the condition in which it is sold.” Although Section 402A 

remains the cornerstone of the U.S. products liability, the Third Restatement of Torts,165 

which superseded in part the Second Restatement of Torts, restricted the application of 

product liability (and thus of Section 402A) to claims of personal injury and property 

damage, excluding the incidence of product liability to claims of pure economic loss 

 
164 Restatement (Second) of Torts (1965).   
165 Restatement (Third) of Torts (1998): Products Liability.  
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(Feldthusen, Goldberg, Green, & Sharkey, 2017, p. 370), which is similar to the scope of 

the Product Liability Directive (Section 4.11.3.4). The restriction on the claims of pure 

economic loss is a challenge to product liability harms in botnet infections and attacks, 

since such harms could be de facto restricted to economic losses arising from the damage 

to data, financial harm, and privacy violations (Tjong Tjin Tai T. F., Koops, Op Heij, e 

Silva, & Skorva ́nek, 2015, p. 86).  

The second step in delineating product liability emerging from software products is once 

again determining whether software classifies as a “product”. Aspects of product liability 

have been enacted at the Federal level through the Uniform Commercial Code, which is 

applicable to so-called ‘goods’, understood as everything that is ‘moveable’ (U.C.C. § 2-

102). The answer to whether software should be considered a good for the purpose of 

liability law is far from having consensus. As noted by Zollers et al. (2005, p. 757), “the 

intangible nature of software and the argument that it is really a service, not a good, 

dominate these cases [of product liability].” The authors (Zollers, McMullin, Hurd, & 

Shears, 2005, p. 757) continue by observing that “even when software is considered a 

tangible product and the transaction that transfers it is considered a sale, there are still 

questions about whether all liability regimes associated with the law of product liability - 

negligence, breach of warranty, and strict liability - should be brought to bear.” State law 

is the main source of norms on product liability, allowing each state to define its own 

regimen and product liability laws, including whether software classifies as a good. 

Across these different torts systems, U.S. product liability is applied through three main 

doctrines: design defect, manufacturing defect, and failure to warn (Polinsky & Shavell, 

2010, p. 1453). Manufacturers, sellers, and distributors may be held liable for harms caused 

by their products by virtue of a defective design or manufacturing procedure, or failure to 

reasonably inform the consumer about the risks associated with the use of the product. By 

Polinsky and Shavell (2010, p. 1453), a design is defective if “a different design could have 

been employed that was safer and not excessively costly”. Here, the design specifications 

enforced by the manufacturer are the cause of the defect; the design itself is flawed and 

ultimately leads to the harmful event. In case the design specifications were safe, but the 

manufacturing process departed from the designed specifications, the doctrine of 

manufacturing defect applies. The third doctrine, failure to warn, refers to warning defects 

which put the consumer at risk by increasing the likelihood that foreseeable and 

preventable risks are not avoided by the user. As noted by Geistfeld (2009, p. 304), tort 
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liability [and therefore product liability] “requires that firms make disclosures in product 

warnings that enable imperfectly informed consumers to make better estimates of accident 

costs.” Failure to disclose the risks associated with a product constitutes a defective and 

“unreasonably dangerous” warning, bringing about liability in the form of negligence 

(Geistfeld, 2009, p. 313). As a result, manufacturers or sellers may be held liable if a 

consumer is harmed for misusing a product that fails to offer warnings or reasonable 

instructions on how to use the product safely. In these cases, the plaintiff is not required 

to specify what would have constituted an appropriate warning or proving that the 

presence of a different warning would have prevented the causation of harm (Twerski & 

Henderson, 2015, p. 238).  

Despite being treated under the same category of torts, the system of liability applied to 

each product liability doctrine differs. As highlighted by Geistfeld (2009, p. 308), the rule 

of strict liability applies only “when the defect prevents the product from performing its 

intended function”. In design and warning defects, the rule of negligence liability applies 

since the manufacturer had the opportunity to remedy the defect by implementing a 

reasonable alternative design or issuing the adequate warning. Geistfeld (2009, p. 308) 

notes that the rule of strict liability applies to subsequent sellers of the product, although 

the scope of product liability is frequently limited by contractual terms barring liability for 

producers.  

The relevant element of this comparison is to understand in which situations a software 

developer and hardware manufacturer could be held liable for placing on the market a 

product that is vulnerable to botnets. For that reason, the following analysis is made 

instrumental toward that goal and does not dive into other specific debates of U.S. product 

liability, including that of the concept of a “product”. From the three doctrines above, 

design defect is the most relevant to the question of whether product liability security 

duties should be reconsidered under EU law, as the main struggle identified as a potential 

bottleneck concerns (1) the level of cybersecurity internalized before (and after) a product 

is placed on the market and (2) whether security duties remain a responsibility of the 

producer or vendor in view of IoT capabilities. Design defects are a prominent issue in the 

creation of safe and secure software, leading to questions about whether the product 

liability system should be changed to account for higher standards of IoT security during 

their design development.  
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6.6.1 DESIGN DEFECT  

Botnets exploit vulnerabilities in information systems, making security-by-design a central 

element of mitigation. If the product liability regime is applicable to software, as defended 

by Daley (2016), a user who is harmed by a botnet contamination could claim 

compensatory damages on the basis of the doctrine of design defect, which could also be 

extended to hardware manufacturers. As noted by Twerski and Henderson (2015, p. 238), 

U.S. courts require the plaintiff bringing such a claim “to prove that (1) a specifically 

identified reasonable alternative design (RAD) was available at the time of commercial 

distribution, (2) failure to adopt the RAD rendered the design not reasonably safe, and (3) 

adoption of the RAD would have reduced or prevented the plaintiffs harm.” However, 

the plaintiff is exempted from the burden of proof in case the design is “manifestly self-

defeating” or does not comply with “valid safety regulations.”  

Proving that a RAD was available at the time in which the product was placed on the 

market and that the RAD would have made the design safer so as to reduce or prevent the 

damage caused to the consumer are arduous tasks. This presumes a substantial level of 

awareness and knowledge from the individual consumer, which would make her capable 

of drawing the causal relation between the harm and the specific defect (as well as the 

agent responsible for that defect). The chances of succeeding in such category of claims 

may prove slim, since the victim of a botnet will be confronted with a high burden of proof 

and substantial uncertainty in relation to the cause and causation of the botnet 

contamination or attack. This is for instance the case of a consumer whose wearables are 

compromised by ransomware, but also the case of a user whose router is infected and 

programmed to contaminate other devices and launch attacks. For a single consumer, 

proving that a product, such as a piece of software or software-operating device, fails to 

comply with a valid standard of safety that should have been observed by the manufacturer 

or seller is not an easier task than proving that the RAD was available. As a result, collective 

claims for damages in the form of class actions may be an easier means to seek damages 

following a product liability incident. The same obstacles concerning the origin, causal link, 

and ownership of the defect are sufficient to reduce the likelihood that product liability 

claims related to botnets will compensate consumers for flawed, insecure design that 

caused botnet-related harm. 

Aware of the limitations of the current system of product liability and the lack of incentives 

it creates for software developers, Daley (2016, p. 541) proposes a new system of liability 
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for software embedded systems, such as IoT devices. The system is built on three features. 

First, a new system of liability applicable in the IoT era “must combine ex ante incentives 

to invest in security with ex post liability that, while sufficient to discipline developers, does 

not stifle innovation” (Daley, 2016, p. 541). By the logic espoused by Daley, the system of 

product safety and product liability in the EU would be ahead of its U.S. counterpart, given 

that EU regulation prescribes a standard of product safety and liability (even though much 

criticism can be raised against the effectiveness of its current terms). The second element 

mentioned goes over the necessity of disclosing source code publicly, which would 

promote improved cybersecurity practices and spearhead greater cybersecurity discoveries 

(Daley, 2016, p. 541). Lastly, this new system of liability must inspire trust in IoT devices, 

thereby avoiding the decline of IoT security and supporting its improvement (Daley, 2016, 

p. 541). The core of the new liability system proposed by Daley consists in creating a path 

to disclosure of software vulnerabilities and incentivizing the sharing of such information.  

The IoT Cybersecurity Improvement Act of 2017 exemplifies the ongoing regulatory 

effort by U.S. legislators. Although not addressing the private sector directly, the bill is 

expected to enact provisions that will facilitate the communication of vulnerabilities, as in 

the system devised by Daley (2016, p. 541). Section 3(a)(1)(B) states that the IoT vendor 

will notify the purchasing agency of any known security vulnerabilities or defects 

subsequently disclosed to the vendor by a security researcher or of which it has otherwise 

become aware during the contract with the Federal agency. In addition, Section 3(b) 

establishes the creation of guidelines for a coordinated disclosure of vulnerabilities by 

security researchers under the bill. At the time of writing, the IoT Cybersecurity 

Improvement Act 2017 also aimed to amend the Computer Fraud and Abuse Act (CFAA) 

to prevent its application to research and disclosure of vulnerabilities promoted by the bill 

(Section 3(c)(2)). By promoting public disclosure of security flaws, at least for devices 

purchased by Federal agencies, the regulatory framework may indirectly contribute to a 

more robust culture of security. Evaluating whether such system would result in the 

intended results is another task, one that cannot be conducted in this study and would 

require empirical investigation. But the debate remains valid in that the system of product 

liability, especially the one concerning design defects, is being challenged to respond to the 

reality of information systems and the growing need to preserve security in interconnected 

devices. The U.S. has not yet revisited its norms on products liability, but the literature 

suggests such an effort is a prominent task for contemporary legislators. Overall, U.S. law 
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and the EU regulatory framework share similar issues, whereby both systems are yet to 

adopt updated legal norms regarding interconnected devices.  

6.6.2 CONSUMER EXPECTATIONS & RISK-UTILITY TESTS 

In the U.S., it is for the state legislator to regulate the matter of product liability and 

determine when a product is considered defective (Geistfeld, 2009, p. 309). Most states 

have adopted the rule of safety expectations, whereas others use the risk-utility test, 

reminds Geistfeld (2009, p. 309). Under the safety-expectations test, the court evaluates 

whether the reasonable safety expectations of an ordinary consumer have been frustrated 

(Geistfeld, 2009, p. 309), following Section 402A of the Restatement (Second) of Torts. In 

the U.S., the matter of consumer expectations is largely driven by an economics approach 

in which the information costs and the product safety costs are taken into account. As 

such, Geistfeld (2009, p. 310) advances that “reasonable consumer expectations are 

frustrated by a product lacking a safety investment that costs less than the associated 

reduction of expected accident costs, rendering the product defective and subject to 

liability.” The key element of the consumer-expectations test is to determine the costs 

associated with enabling the consumer to make informed safety decisions about the 

product at stake. Geistfeld (2009, p. 310) summarizes the matter as follows: “the concept 

of consumer expectations enables tort law to account for the appropriate role of 

contracting over product risk. When the ordinary consumer faces low information costs 

and can make the safety decision on an informed basis, both her actual and reasonable 

expectations of product safety will be satisfied. In these circumstances, contracting 

adequately protects consumer interests, eliminating the possibility that the consumer could 

reasonably expect the seller to provide even more safety.” The concept of reasonable 

consumer expectations as framed above, argues Geistfeld (2009, p. 310), can guide the 

courts to apply product liability in a manner that increases fairness and efficiency.  

The question that arises is whether the system of consumer expectations, as discussed, is 

effective to guarantee that an adequate level of cybersecurity is achieved as a result of 

consumer’s expectations being met and hence of a well-informed choice in buying 

products. It seems unlikely given the shortcomings arising from this subjective criterion. 

The notion of consumer expectations presumes that an ordinary consumer has an 

intermediate level of awareness regarding the safety of the product at stake. While this is a 

fairly obvious standard when dealing with material products such as kitchen utensils, 
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clothing, and others of the sort, the knowledge gap between the consumer and the 

manufacturer is magnified when considering computer technology-related devices. This 

has led to the understanding that the consumer expectations test is inappropriate when 

dealing with technical defects (Geistfeld, 2009, p. 310). Thus, if the issue lies upon a matter 

that is sufficiently technical, it is the risk-utility test that can serve as a means to assess 

product liability (Geistfeld, 2009, p. 311). This seems to be the most likely scenario in 

botnet-related events, as the technical issues will be at the center of the dispute. 

Section 402B of the Restatement (Third) of Torts describes the risk-utility test, as follows: 

‘the test is whether a reasonable alternative design would, at reasonable cost, have reduced 

the foreseeable risks of harm posed by the product, and if so, whether the omission of the 

alternative design rendered the product not reasonably safe’ (American Law Institute, 

1998, p. 19). By the risk-utility test, teaches Geistfeld (2009, p. 311), a design is defective 

if it fails to adopt safety features “costing less than the associated reduction of expected 

injury costs,” which translates into ‘unreasonably dangerous’ risks to the consumer. The 

risk-utility test embodies a rule of negligence, and not strict liability, by which the standard 

of product safety and security is evaluated through an economics lens. Critics of the test 

argue that it overlooks moral standards and the contextual means by which consumers 

make decisions about risk (Henderson & Twerski, 2003, p. 1792). In effect, the risk-utility 

test creates excessive opportunities for costs to be borne by consumers. Given the mass-

scale threat posed by botnets, producers could argue that the costs of preventing the event 

are too high and that the individual cost supported by a consumer is marginal. In many 

cases this argument is plausible: after a botnet infection, the infected machine often 

remains a fully operational device, causing minimal property damage to the consumer at 

hand. Although the argument of marginal consumer costs could be valid in case of infected 

machines that have their processing power captured for launching a botnet attack towards 

a third party, the argument is more likely to be dismissed where the consumer herself bears 

higher infection costs. This is case, for instance, of a user whose device is captured as the 

final target of an attack such as ransomware.  

The standard of consumer expectations used in the U.S. does not necessarily advance the 

notion of software safety and security already deployed in the EU, and neither does the 

risk-utility test. Both present a different way in which product liability can be assessed, but 

neither seem to propose a clearly more advantageous system on which consumers can rely 

on. Furthermore, it is important to recall that the current position on software liability in 
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the U.S. is one that does not necessarily fall within the scope of products liability and, even 

among those who defend software developers should be liable for making available 

insecure devices, “no consensus exists on whether the right legal approach lies in contract, 

product liability, strict liability, no-fault liability, or negligence” (Daley, 2016, p. 537), 

making the contribute of the tests of consumer’s expectations and risk-utility less 

significant.  

6.7 DISINFECTION EXEMPTIONS  

As discussed in Section 6.4, the U.S.C. criminalizes unauthorized interference with a 

protected computer and other forms of unauthorized alteration of data. Much like in the 

EU, unilateral code injections are a form of interference with an information system and 

constitutes a criminal offence. Therefore, without user’s consent, an attempt to remotely 

disinfect a compromised device could trigger criminal liability under the CFAA (§1030(5)) 

and statutes issued by the states. This correspondence comes as no surprise, since the EU 

Directive on attacks against information systems criminalizes conducts which are akin to 

those criminalized by the CoE Convention on Cybercrime, a convention to which the 

United States is also a party. 

Anti-botnet campaigns led by private sector have taken place in the U.S. with the support 

of law enforcement, as illustrated by the takedown of Citadel by Microsoft (2013). In the 

Citadel experience, the U.S. legal system watched the launch of a large and remote 

disinfection campaign by a major corporation, but no charges were pressed against 

Microsoft on the grounds of systems interference (e.g., for disseminating code that altered 

the functioning of the infected machines). There are few indications that significant 

attention is being given to the matter of remote disinfections in U.S. law, as limited 

literature sources have been identified in this study. In investigating the legality and 

opportunities for remote botnet disinfection, Zeitlin (2016, p. 756) observes that prior to 

Citadel, U.S. courts authorized disinfection campaigns organized by two actors only, 

namely Microsoft and the FBI. The reason why Microsoft was granted the power to send 

remote commands that simplified the disinfection of the devices remains questionable, as 

it could be argued that a unilateral disinfection campaign that does not rely on user consent 

for that specific action is akin to illegal interference with a computer system. The discussion 

on unauthorized access for the purpose of the CFAA is directly applicable to this debate 

(Section 6.4), since disinfection efforts can easily translate into a cybercrime offence under 

the CFAA and state law – which is comparable in effect to the perils of criminal liability 
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hovering over disinfection efforts under EU law (Section 5.4). Microsoft (2013), however, 

alleged that it had a contractual basis to engage in unilateral disinfection, following the 

terms of use of the operating system. 

By Zeitlin (2016, p. 756), the U.S. legal system allows law enforcement to initiate remote 

botnet disinfections in a lawful manner and without the risk of triggering liability for 

occasional harm caused to a device. The author suggests that the legal framework 

authorizes the government to take further steps into disinfecting botnet machines, because 

identifying and cleaning malware-compromised devices will not necessarily call for the 

application of the protections enshrined in the Fourth Amendment,166 which protects 

against unreasonable searches and seizures by law enforcement. According to Zeitlin 

(2016, p. 747), because the users of infected machines do not have a possessory interest in 

malware infecting their devices, takedowns and disinfection campaigns cannot constitute 

a seizure in the terms of the Fourth Amendment. Furthermore, damages caused to a device 

because of takedowns or disinfection campaigns launched by law enforcement agents 

cannot constitute a basis for tortious claims. Law enforcement actions directed at 

removing and disabling malware have no intention to interfere with the functioning of the 

device, argues Zeitlin (2016, p. 777). For that reason, interferences occasionally caused are 

unintentional, which excludes the application of torts. In that train of thought, law 

enforcement may remotely execute commands on infected computers without having it 

constitute a search under the Fourth Amendment and, if working together with law 

enforcement, companies may be able to engage in such campaigns and be empowered by 

court orders in addressing botnet disinfection (Zeitlin, 2016, p. 777). Transposing such 

logic to the Netherlands would be problematic, especially considering the low threshold 

of intent used in the DCC (Section 4.3.3). For one, the argument seems vulnerable in that 

intent is arguably still present, as the intervention does interfere on a technical level with 

the functioning of the device and aims to do so. 

An argument could be made for companies to rely on the provisions of CISA to justify 

disinfection campaigns as defensive measures. The terms and circumstances in which 

CISA authorizes the launch of cybersecurity measures were previously discussed in Section 

6.4. Because disinfection measures fulfil the requirements of 6 USC §1503(b), which only 

demands that the measure be targeted at protecting one’s information systems, the fact 

 
166 The Fourth Amendment to the U.S. Federal Constitution Protects against unreasonable searches and 
seizures, which includes searches and seizures of property by law enforcement (government).  
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that the disinfection campaign is a delayed act of mitigation (as opposed to a measure 

launched in self-defense) should not impair its lawful characterization as a defensive 

measure under §1503(b). However, the scope of defensive measures under CISA bears 

one important restriction in terms of reach, which can directly contrast with the very nature 

of disinfection campaigns. By CISA, defensive measures are authorized to protect one’s 

network or the network of another entity that has consented to it; it is difficult to envision 

how an IIA could justify a botnet disinfection campaign affecting largely third-party 

devices is a measure to protect its own network. The mere essence of disinfection 

campaigns entails an extensive reach, which could be in direct conflict with the definition 

of defensive measures authorized by §1503(b) CISA. The second possibility of launching 

a disinfection campaign as a defensive measure would be by gathering the written consent 

of the other non-Federal entity for conducting such efforts. This scenario seems unfit for 

the purpose of disinfection campaigns targeting individual users. Even if the user of an 

infected device would be considered as a non-Federal entity for the purpose of CISA 

(which seems to contradict the logic of the term), gathering written consent from each user 

of a device part of a given botnet is unfeasible or would require a disproportionate effort. 

Finally, it is worth to recall that although actors launching defensives measures under the 

umbrella of §1503(b) are authorized to do so under the terms of CISA, civil and criminal 

liability may be imposed following the impact caused by such defensive measures; the 

authorization provided by CISA does not go as far as to create a liability shield for 

mitigators – and there are few indicators that such shields are desirable beyond the point 

of information sharing that benefits Federal entities. All in all, CISA does not seem to 

provide significant opportunities for disinfection campaigns either.  

6.8 CONTEXTUAL FRAMEWORK 

Sections 3.4 and 5.5 discussed the notion and importance of a contextual framework for 

botnet mitigation (and cybercrime response, more broadly). Because the expression 

‘contextual framework’ for botnet mitigation was coined in this study, the object of the 

comparison was to identify whether the U.S. regulatory system had a functionally similar 

instrument, which could include any type of regulation, bottom up or top down, governing 

the interactions between and responsibilities of the cybersecurity community, including 

Internet industry actors. While cybersecurity regulation has been recently updated in the 

U.S., no developments concerning a botnet response framework were identified in this 

study. The search for a U.S. contextual framework for botnet mitigation showed no clear 
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results: no strategic policy has been put in place to determine the chain of response and 

reaction among private sector stakeholders. But the same can be said about the EU and 

Dutch frameworks, leading to the conclusion that none of the jurisdictions here studied 

have advanced in this direction. Furthermore, the concept of a duty of care in 

cybersecurity, which could strengthen the argument for a contextual framework for botnet 

mitigation in the U.S., is not substantiated in regulatory discussions. In their assessment of 

a duty of care in cybercrime, Tjong Tjin Tai et al. (2015, p. 96) remarked on the absence 

of regulatory instruments framing a duty of care that could be expanded to the 

cybersecurity domain, highlighting the limited recognition of duties of care and diligence 

in cybercrime in U.S. law.  

Therefore, to the best of this author’s knowledge, no contextual framework for botnet 

mitigation is currently in place in the U.S.; similar regulatory instruments instituting a 

strategic and officially endorsed response for botnet mitigation, in particular governing the 

actions of the private sector, were not found. In sum, no clear chain of response or 

cybersecurity governance can be reported as governing IIAs duties regarding botnets in 

the United States.  

6.9 CONCLUSION  

This Chapter explored the ways in which the U.S. regulatory framework has dealt with the 

identified bottlenecks of botnet mitigation. Indeed, the main purpose of this exploratory 

comparison was to identify potential lessons from the U.S. legislator that could help the 

Dutch and more broadly the EU framework tackle the potential bottlenecks highlighted 

in Chapter 5. The differences in legal culture and legal values became evident from the 

beginning of this examination, with the right to privacy (and the derivative right to 

information privacy) holding lesser influence in limiting the reach of cybersecurity norms. 

Yet, the public policy goal of enhancing cybersecurity is prominent throughout the U.S. 

cybersecurity reform, which enabled the regulation of innovative aspects of cybersecurity 

response. Nevertheless, this brief assessment of the effectiveness of the U.S. regulatory 

landscape (at the federal level) would suggest that its framework does not necessarily 

maximize the opportunities for botnet mitigation by IIAs while (arguably) offering lower 

levels of protection of information privacy when compared to the EU. 

The comparative exercise has shown that the EU and the Dutch framework can learn from 

the U.S. in matters of cybersecurity regulation, as IIAs active in the U.S. have greater clarity 
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on the range of possibilities of opportunities for lawfully mitigating botnets. This is a 

central point of concern in the EU framework, as the potential bottleneck of authorized 

countermeasures afflicts the entire range of botnet mitigation pillars. In contrast to EU 

law, through CISA the U.S. introduced more precise definitions of cybersecurity-related 

terms such as cyber threats, cyber threat indicator, and defensive measures, and guiding 

documents have been introduced with concrete examples of which measures are to be 

included under such categories and which are to be excluded. The level of specificity 

adopted by the U.S. legislator, as discussed in Section 6.4, contributes to increasing legal 

certainty about cybersecurity operations, drawing important lines between measures that 

can be taken in the name of cybersecurity and measures that will be regarded as such by 

the law. Clarifications of this nature have the potential to increase legal certainty over the 

legality of countermeasures and creating lawful opportunities for mitigators to act. Seen 

from this angle, the inclusion of cybersecurity defense measures into CISA is an example 

of how legislators in the U.S. have elaborated on technical specifications in a field that calls 

for technology-neutral language without compromising its flexibility (Section 6.4). The 

challenge is whether such specifications will stand the test of time, meaning whether they 

are both clear and sufficiently neutral to encompass further technological developments. 

Altogether, the advances brought by CISA are evidence that improved cybersecurity 

regulation is possible. 

The remaining investigation showed that the U.S. is at times less prepared than the EU to 

maximize the intervention of IIAs. The system of intermediary liability provided by the 

CDA is one that assigns even greater exemptions for IIAs concerning cybersecurity 

incidents than that of the EU and its eCommerce Directive, even if malicious software 

were to be included under the concept of offensive material (Section 6.5). As such, the 

considerations drawn in Section 5.3.3 find no correspondence in the U.S. framework, as 

the liability shield affordable by the U.S. legislator is much broader than that enacted in 

the EU. Regarding matters of product liability, the U.S. has a longstanding tradition in 

tort law and consumer protection emerging from faulty goods. Nevertheless, the matter 

of cybersecurity and insecure software remains restricted to a framework devised to govern 

non-software related products. As a result, products liability norms applicable to insecure 

IT devices do not contain more advanced or specific provisions than the EU does to tackle 

issues that are particular to this sector of goods. The process of establishing what a safe 

and (cyber)secure product is follows the traditional approaches of consumer expectations 

and risk utility, and neither of them show clear advantages (from a botnet mitigation 
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perspective) in relation to the product liability regime enacted in the EU. In short, U.S. 

rules on intermediary liability and product liability are arguably less suited to engage private 

sector organizations in cybersecurity, one of the reasons being the fact that IIAs enjoy 

greater freedom from liability under U.S. law than under EU law, therefore lacking 

incentives to mitigate cyber threats. On those aspects, the EU framework can be 

considered more effective in enabling botnet mitigation by the private sector.  

Finally, disinfection campaigns by private sector suffer from the similar limitations 

observed under EU law, meaning the possibility of being framed as cybercrime offences 

and lack of clear legal grounds authorizing the launch of large-scale disinfection beyond 

one’s network. Cybercrime offences under the CFAA and under the DCC share a 

significant level of proximity in that they can hold mitigators criminally liable for 

disinfection efforts – and do not necessarily provide for liability shields where the 

disinfection campaigns are carried out in the public interest. Here, no significantly different 

solutions or regulatory perspectives were identified that could translate as lessons for the 

EU legislator. 

To conclude, the exploration of U.S. law has yielded some interesting insights, particularly 

in terms of clarifying terms and definitions that are key to botnet mitigation also in the 

EU. A similar conceptual clarification would be a welcome addition to the regulatory 

framework of the Netherlands and of the EU, where it could advance IIA’s understanding 

of which categories of measures classify as legitimate countermeasures against cyber 

threats. Nevertheless, the exploration has not resulted in clear particular pathways that 

could be followed to directly address the bottlenecks identified in the Dutch and EU legal 

frameworks. In sum, U.S. law does not appear to have created various significant 

opportunities for enabling mitigation of botnets in ways that find no correspondence in 

EU law. The following Chapter pieces together the findings of this study, including the 

conclusions drawn from this exploratory comparative analysis, and offers critical 

considerations about the status quo of the EU regulatory framework.  
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7. FINDINGS & CONCLUSIONS 

This study initiated a general assessment of the effectiveness of the Dutch legal framework 

for botnet mitigation. It did so through a regulatory lens and from the perspective of the 

private sector. The overarching inquiry was centered on a simple idea: establishing whether 

the framework applicable to private sector companies mitigating botnets was effective and 

whether it could be improved. The investigation evolved in a multistep process that started 

by identifying the landscape of botnet mitigation (Chapter 2) and its key actors (Chapter 

3), and by researching the prospects and challenges of private sector intervention (Chapter 

3). These foundational elements created opportunities for conceptualizing regulatory 

effectiveness in the context of botnet mitigation by selected private sector organizations 

(Chapter 3), mapping the applicable regulatory framework (Chapter 4), contextualizing the 

regulation of botnet mitigation (Chapter 5), and assessing the effectiveness of the 

framework against the chosen set of indicators of effectiveness (Chapter 5), as well as 

identifying potential bottlenecks of ineffectiveness (Chapter 5). The analysis 

instrumentalized the findings of the effectiveness assessment to investigate the response 

of U.S. regulators to those bottlenecks (Chapter 6), in the hope that an exploratory 

comparative analysis could generate ideas for improving the Dutch framework.  

The findings of each Chapter are now pieced together to answer sub-question 4.b (What 

regulatory changes could improve effectiveness of the Dutch regulatory framework in enabling the 

participation of the target industry in fighting botnets?) and, ultimately, the main research question 

of this book. The lessons learned throughout this study are part of a broader discussion 

on whether it is time to rethink botnet regulation and consider new directions. To that 

end, this Chapter proposes starting points for revisiting the framework enacted in the 

Netherlands and in the EU, with a focus on the potential bottlenecks identified at the end 

of Chapter 5. The recommendations are issued in view of maximizing private sector 

participation in botnet mitigation, ensuring at least minimal levels of respect for the right 

to data protection, and therewith realizing the public policy goal of enhancing 

cybersecurity.  

7.1 ADVANCING REGULATORY RESPONSE 

At the beginning of this book, the overarching question was presented as a compound 

inquiry on what can be said about the effectiveness of the Dutch regulatory framework in enabling private 

sector participation in the fight against botnets, and how the regulatory framework could be enhanced in 
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this regard. First, it called upon an assessment of the regulatory effectiveness of the Dutch 

framework applicable to private sector agents mitigating botnets. Second, it suggested the 

investigation of potential solutions for improving the effectiveness of the regulatory 

framework, in case the first finding demonstrated the need for such improvement. The 

first element of this analysis consisted in the identification of botnets as a social 

phenomenon calling for a response from regulators. Chapter 2 expanded on the 

functioning of botnets and how this sophisticated infrastructure continues to be deployed 

for committing serious criminal offences, as well as how botnets are evolving to ever more 

complex structures affecting the latest technological developments, such as the IoT. The 

expression ‘fighting against botnets’ gained a more precise connotation throughout this 

study to comprise a specific sub-set of activities targeted at reducing the impact of botnets 

in society. The concept of botnet mitigation, maintained throughout this analysis, 

advanced the idea that combatting botnets is a comprehensive strategy built on four pillars: 

prevention, information sharing, disruption, and disinfection.  

This study supported the view that the environment in which botnets proliferate is a sphere 

managed and controlled by selected private sector organizations, which have emerged as 

key players in the fight against cyber threats. Building upon the concept of regulatory 

pluralism and nodal regulators, Chapter 3 advanced the idea that an effective approach to 

countering botnets must include private sector organizations at the center of regulatory 

efforts. Given the multitude of stakeholders active in the cybersecurity community, the 

concept of target population was reduced to a selected group of agents, the so-called 

Internet industry actors (IIAs). This book framed the concept of IIAs to be a 

comprehensive recognition of the wide context of botnet mitigation, which calls upon the 

participation of actors that have previously not been directly targeted by cybersecurity 

regulators. The hypothetical ideal role that such a group of private sector organizations 

could play in countering botnets was then conceptualized as a maximization of the 

opportunities to mitigate botnets. If regulation was framed in such a way that IIAs could 

exercise this ideal role within certain boundaries set by fundamental rights, then regulation 

was considered effective in enabling IIAs to intervene against botnets. Considering the 

pressure that botnet mitigation tools exercise on personal data, the concept of 

effectiveness coined in this study proposed that effective regulation was marked by a 

maximization of botnet mitigation by IIAs and at the same time by at least minimal 

compliance with the fundamental right to data protection. To assess whether regulation 
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showed signs of effectiveness of ineffectiveness, a set of indicators was outlined at the end 

of Chapter 3. Six benchmarks of effectiveness were presented, namely: 

a. The actions of IIAs are supported by legislative authority (legality indicator) 

b. IIAs’ involvement in botnet mitigation is in line with the spectrum of responsibility 

and the contextual means and opportunities available to each actor (involvement 

indicator) 

c. The rules of liability applicable to an IIA consider its level of involvement in botnet 

mitigation (liability indicator) 

d. There are transparency mechanisms in place to ensure the actions are open, fair, 

and accessible to society (transparency indicator) 

e. There are clear rules of accountability for IIAs and these include performing a duty 

and accepting sanctions and redirections (accountability indicator) 

f. IIAs contribute to improving regulation without diverting from public interest to 

their own special interests (regulatory capture indicator) 

Upon review, the first three indicators were kept throughout the assessment of the 

regulatory framework. The legality, involvement, and liability indicators were considered 

closer to the perspective proposed in this study and the most feasible to be assessed, in 

contrast to other higher-level indicators that are somewhat further removed from the 

approach used in this analysis. Specificity, novelty, and feasibility contributed to reducing 

the indicators to three for the purpose of this study. 

Section 7.2 summarizes the findings emerging from the effectiveness assessment made 

possible by Chapter 4 and effectuated in Chapter 5. Subsequently, Section 7.3 will combine 

the findings of the exploratory comparative legal analysis to advance starting points for 

revisiting the regulatory framework in view of strengthening its effectiveness. 

7.2 PERSISTENT CHALLENGES IN BOTNET MITIGATION 

This book is centered on enabling botnet mitigation, here devised as the set of actions 

targeted at disturbing the botnet life cycle. Enabling private sector participation in all the 

four fronts of mitigation was understood as a necessary and beneficial measure towards 

accomplishing the public policy goal of improved cybersecurity.  

In this context, I hypothesized a framework in which private sector participation should 

be maximum in terms of intervention but always protect and realize at least a minimum 
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level of fundamental rights (specifically the right to data protection). The protection and 

realization of fundamental rights act as a balancing mechanism that effectively caps the 

scale of private sector intervention. The sharing of sensitive pieces of information such as 

personal data must be supported by strong protective measures and reduced room for 

misuse. Therefore, while the regulatory framework could be made more lenient towards 

mitigation by private sector, the public policy goal of furthering cybersecurity cannot come 

at too high a cost to the fruition of fundamental rights. This is the standard upheld 

throughout the following sections. While claims for heightened fundamental rights 

protection or cybersecurity results could be made, the opinion here defended is one that 

supports improved botnet mitigation but is aware of the nuances in which security can be 

operationalized to the detriment of the fundamental rights and freedoms of citizens.  

Furthermore, it is worth remarking that there is an overlap between the pillars of botnet 

mitigation. This overlap is particularly pronounced in the pillars of prevention and 

disruption. For instance, actions of prevention are largely legitimized by the same 

regulatory grounds that at least partly authorize the launch of disruptive efforts. This is 

because actions on prevention, especially those targeted at detection, are largely enablers 

of disruption efforts. The same could be said between information exchange and all the 

other three pillars. In addition, there is a significant overlap between disruption and 

disinfection, since thoroughly erasing the traces left by the botnet and patching 

vulnerabilities are essential steps in disrupting botnet activity. In sum, the four pillars of 

botnet mitigation are in constant communication and can be construed as communicating 

vessels. 

Aside from identifying which response measures constitute the building blocks of botnet 

mitigation, this study was also dedicated at identifying which actors are the key players in 

countering botnet attacks. While the large cybersecurity community could be interpreted 

as the private sector group that holds the means and opportunities to combat botnets, 

narrowing the range of actors in view of their level of proximity to mitigation was more 

sensible. Therefore, selected actors holding (or having influence on) direct interactions 

with botnet channels and infrastructure were designated to comprise the most important 

group of anti-botnet agents. These were named Internet industry actors and included 

various groups of companies active in offering Internet services, Internet access, 

embedded software and hardware that could serve as a target of or a channel for a botnet 

campaign.  
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7.2.1 PREVENTION 

Prevention of botnets can be achieved from two perspectives. One, prior to the installation 

of the bot; this comprised all efforts related to preventing zero-day vulnerabilities and 

known vulnerabilities. Two, prior to the launch of the attack against a third party. Here, 

although the botnet infection has already compromised the devices of the first layer of 

victims (zombies), mitigators can prevent an additional (and often more powerful) threat 

from being launched. Disturbing the functioning of a botnet is a way to prevent both new 

infections and attacks against third parties. These examples illustrate why prevention and 

disruption are intrinsically interconnected activities, as these two pillars feed each other 

almost directly. This overlap also explains why the regulatory instruments usually 

conceived to interrupt malicious threats are equally applicable to matters of prevention.  

In the analysis conducted under Chapter 5, several regulatory instruments were presented 

as potential means that justify the launch of preventive efforts. These were the NIS 

Directive, the Product Liability Directive, the General Product Safety Directive, the 

GDPR, the Framework Directive, the ePrivacy Directive, the Dutch Telecommunications 

Act, cybersecurity standards for information systems, and the notion of duty of care. 

Moreover, one could argue that the eCommerce Directive, in requiring that Internet 

intermediaries intervene against unlawful content on their network (for a full description 

of the nuances of the eCommerce Directive, see Sections 4.3.5 and 5.3.3), may also be used 

to legitimize prevention activities.  

The analysis that contextualized the norms applicable to botnet prevention made it clear 

that although various instruments could serve as starting points for preventing botnet 

infections, none of them were sufficiently strong to offer legal certainty, as they only 

applied to contexts of security and none of them considered the holistic context of botnet 

mitigation (Section 5.1). While an IIA launching prevention campaigns could argue that its 

activities are covered by one (or more) of the laws abovementioned, the instruments are 

often overly vague as do not touch upon important aspects of mitigation that could result 

in liability for those countering botnets. Altogether, the legal framework did not provide 

for clear notions of cybersecurity measures that could be adopted as part of an IIA 

obligation to secure its networks and activities or specified the circumstances in which use 

of cybersecurity tools for prevention of attacks could be authorized or disapproved by the 

legislator. In testing this scenario in the U.S. landscape, it became evident that the level of 

regulatory specificity offered by CISA showed a more advanced approach to the matter. 
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The provisions of CISA clarify the scope of activities that are authorized in the field of 

cybersecurity and the circumstances in which these measures could be launched offering a 

more tangible model and greater details when compared to the Dutch and EU frameworks. 

But CISA did not go as far as to create liability protections for the private sector agents 

making use of defensive measures. Here, it is worth recalling that the liability protection 

of CISA is constricted to the sharing of information concerning such defensive measures 

and that defensive measures exclude any activity that could be classified as a violation of 

the CFAA, which effectively leaves IIAs in the U.S. with limited protections when 

launching countermeasures. 

7.2.2 INFORMATION SHARING 

Intelligence about the functioning of a botnet, as well as its potential masters and victims, 

is of crucial importance to mitigators. Without access to relevant and timely data about the 

spread of a botnet, IIAs cannot deploy effective countermeasures. It is unfeasible – and 

even if possible, ultimately counterproductive - to expect IIAs to gain by themselves 

optimal information about the operation of a botnet, in particular when considering the 

scattered nature of these infrastructures. As discussed earlier (Sections 2.7 and 2.8), private 

sector organizations active in cybersecurity each hold a piece of the puzzle that forms a 

picture of a botnet. It is by streamlining these data and running intelligent analyses of these 

bits and pieces that IIAs are able to derive meaningful conclusions on how and when to 

act. Information sharing is a pivotal element of fighting cybercrime and, when dealing with 

large-scale, dispersed infrastructures, it becomes all the more crucial to the success of 

mitigation. In discussing the opportunities for botnet-information sharing (Section 5.2), it 

was identified that the GDPR, together with other instruments of the data protection 

framework, offer sufficient flexibility to allow for such an exchange between IIAs. 

Although not providing concrete guidance on or further specifications in relation to 

security-information exchange, such as clarity on the concept of proportional measures in 

security and legitimate interests in the context of large-scale cybercrime, the data protection 

framework of the EU is in general aligned with the demands of cybersecurity response.  

There are various opportunities for IIAs to exercise the exchange of information in a 

legitimate and lawful manner, even when the sharing contains personal data about suspects 

and/or victims. The challenge regarding the use of such opportunities, namely Art. 6(1)(a), 

(b), (c), and (f) varies according to the requirements of each provision. In particular, the 

challenge of using Art. 6(1)(f) as a ground for sharing cybersecurity information with an 
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interested third party deserves greater attention from the European Data Protection Board 

(EDPB). Opinion 06/2014 of its predecessor, the Article 29 Working Party, should be 

overhauled by new guidance dealing with the obstacles and incongruences presented by 

the law on distributed cybercrime. This is not to say the limitations imposed by the law are 

unwarranted, but rather an invitation to a more substantial debate on the daily challenges 

faced by the private sector combatting cybercrime in their networks and in the interest of 

Internet users. Additional clarity on the scope of activities envisioned under Art. 6(1)(f) 

would help IIAs to draw important lines on the exchange of information that is in line 

with the data protection framework and possibly incentivize greater information sharing 

among them.  

In the environment of botnet mitigation and as demonstrated in this study, the sharing of 

information is crucial and often classifies as a necessary processing for the purpose of 

protecting the legitimate interests of IIAs. It is up to the IIA involved to determine, e.g., 

per the terms of use it has with the client connected to an infected device, what 

countermeasures will be launched once a victim has been discovered. A common example 

of a countermeasure is the forwarding of the infected device to quarantine, redirecting 

traffic to a safe server or notifying the user about the detection and offering her clearing 

solutions for patching the vulnerability and immunizing the device. By promoting and 

facilitating disinfection of infected machines, IIAs are unlikely to cause substantial damage 

to the fundamental rights of data subjects, who can easily overcome service restrictions by 

immunizing their devices. Additional stringent measures such as attacks against the 

infected machines or automated compulsory disinfection (pushing code for patching 

vulnerabilities), on the other hand, could conflict with the proportionality requirement of 

Art. 6(1)(f) and override the rights of the affected victims, whose machines and data could 

be subject to remote interference. Although these considerations evolve into the area of 

disinfection campaigns, the concrete use given to information exchanged between 

controllers and processors is of relevance when thoroughly assessing the balancing test 

advanced by Art. 6(1)(f).  

7.2.3 DISRUPTION 

Disruption is the heart of botnet mitigation and the pillar to which all others contribute. 

Although the ideal mitigation campaign is depicted as the complete botnet shutdown, a 

botnet takedown is mostly associated with a substantial interruption of the activities of the 

botnet and does not have to equate a complete takeover of the infrastructure. As shown 
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in the cases of Mirai, Wannacry, and other attacks (Sections 2.4 and 2.6), an interference 

that frustrates the ongoing activities of the botnet is the gateway for further mitigating 

efforts – and potentially leads to the ultimate dismantling of the infrastructure.  

In assessing the difficulties surrounding disruption by private sector (Section 5.3), the chief 

issue concerned the lack of certainty regarding authorized measures. Although EU and 

Dutch law indicate, in various instances, that cybersecurity measures shall be taken in order 

to protect information systems and their clients, the framework falls short of clarifications 

in this regard. Compared to the U.S. landscape (in particular after the introduction of 

CISA), in which specific legislative provisions define what categories of measures are 

authorized by the law and the circumstances in which countermeasures may be used by 

private companies, the EU regulatory framework appears underdeveloped.  

As noted throughout Chapter 4 and in Section 5.3, the lack of precise legal grounds and 

clarifications concerning the use of authorized countermeasures is a significant obstacle to 

botnet mitigation. This results not only in the ineffective application of Art. 13a of the 

Framework Directive, Art. 4(1) of the ePrivacy Directive, Art. 11.3, 11.2a, and 11a.1 TA, 

Arts. 14 and 16 of the NIS Directive, and Art. 32 of the GDPR, but culminates in a system 

that does not comprehensively foster opportunities for botnet mitigation. A noteworthy 

element of the debate is the absence of liability exemptions, as discussed previously, which 

acts as a disincentive for mitigators. Given that botnet disinfection is by and large still 

conducted on a voluntary basis and that actors engaging in such form of mitigation may 

face criminal and civil liability for such actions, there are not enough regulatory incentives 

for the industry to counteract. In sum, when the potential costs of mitigating through 

substantial liability risks surpass the prospective benefits of countering a botnet, an IIA 

will likely opt for minimal interference. 

Finally, the absence of a consolidated understanding over a duty of care in cybersecurity 

inhibits further actions on disruption. Even if the cost/benefit analysis of mitigation would 

not be financially attractive to IIAs, some actors could still opt in favor of acting against 

the threat on moral grounds and, where this duty is incorporated in the legal framework, 

on legal grounds. But once again the incipient understanding of who bears such a duty, 

what such a duty entails in actual, and whom is to be protected by this duty of care prevents 

further progress in this front of mitigation.  
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7.2.4 DISINFECTION 

Although grouped under the umbrella term “disinfection”, the different strategies used to 

clear a device from an infection should be inspected separately. The two forms of 

disinfection discussed in this study (Section 5.4), namely, victim notification (user-enabled 

disinfection) and remotely automated disinfection, are genuinely different in how they are 

triggered (though both are aimed at the same end-result). When a service provider opts for 

enabling campaigns based on victim notification, the measure is sent out in the form of an 

alert that informs the user about an action to be taken. Victim-notification campaigns do 

not automatically initiate the disinfection for the user; to the contrary, the campaign is 

dependent on end-user affirmative action for further results. Automated disinfection, in 

turn, bypasses user interaction to unilaterally implement a course of action. This is the case 

of a top-down automatic updated that self-installs without requiring user-intervention. The 

legal implications of launching automated disinfection campaigns are multifold, where the 

lawfulness of a campaign is intrinsically connected to the private norms that govern the 

interaction, such as terms of service and use agreed upon between the parties. 

Although relying on user cooperation, victim-notification campaigns (such as an alert 

including information about an automatic updated that must be selected or confirmed by 

the user) may still cause legal concerns. Victim notification campaigns may intrude on the 

right to data protection enjoyed by users. After becoming aware that an infection has 

plagued the network or service offered, the IIA may make use of cybersecurity authorizing 

norms (such as the NIS Directive, Framework Directive, and the data protection 

framework) to justify the need to notify users about the event – and incentivize them to 

disinfect their devices. In the event of a threatening scenario, it is reasonable to argue that 

an IIA may resort to quarantining the infected user until action is taken by the latter. Such 

a form of semi-compelled disinfection is aligned with one’s obligation to take the 

appropriate measures to ensure the security of the network (and clients) and of personal 

data processed by the IIA.   

Remotely automated disinfection, in turn, may constitute a criminal offence. As discussed 

in Section 5.4.1, the act of releasing a vulnerability patch is akin to a cybercrime offence, 

because the patch gains access to and interferes in the functioning of the target system, 

altering its operations. Such actions may constitute hacking, illegal interference with data, 

illegal interference with systems, and misuse of devices – all criminal offences under Dutch 

law and its supranational sources, the Botnet Directive and the Cybercrime Convention. 
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Even though the automated disinfection performs a task that improves the security of the 

system and is to the benefit of the targeted user, the patch, nevertheless, acts similarly to a 

piece of malware. Ideally, the patch will only be transmitted to the infected system after 

the mitigator has gained consent from the user of that device. This is often the case when 

a user performs a system update, which has been a common way for IIAs to release patches 

and immunize systems. In the absence of such permission, the mitigator force-patching a 

botnet vulnerability acts without permission from the user and may be criminally liable for 

its actions. In any case, terms of use and service may still be used to legitimize those actions, 

creating an interesting interplay between contractual and criminal law that deserves further 

attention from legal scholars. 

Finally, there is the question of whether private excuses such as self-defense and defense 

of other would exempt a mitigator from criminal liability concerning a remotely automated 

disinfection campaign. In Sections 5.3.2 and 5.4.1, I argued in defense of such 

interpretation, but also highlighted the absence of court rulings in this direction (or in the 

opposite direction for that matter). A concrete application of the law to a real-life case 

would provide further room for analysis and consideration. It would help test the 

interpretation here introduced and consider other variables and circumstances that only 

real scenarios can bring about. Further research exploring the use of self-defense and 

defense of other(s) for the purpose of disinfection, as well as the implications of a potential 

duty of care in these circumstances, would be enriching to the debate. 

7.3 IMPROVING REGULATORY EFFECTIVENESS 

One of the contributions of this study is the summary of bottlenecks of ineffectiveness 

identified at the end of Chapter 5. These are the most fundamental issues concerning the 

regulatory framework – issues that impede greater participation of IIAs and have a 

hampering effect on botnet mitigation, in view of different indicators.  

The identified bottlenecks were five, namely, matters concerning authorized 

countermeasures, intermediary liability, product liability, disinfection exemptions, and a 

contextual framework. For further details on the characterization of each bottleneck, see 

Chapter 5. Secondary obstacles to botnet mitigation were identified but finally not regarded 

as having the same level of impact or urgency as the regulatory bottlenecks above. These 

blurry elements of botnet mitigation are interpreted as a matter for further regulatory 
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clarifications, such as those concerning the reach of the notion of legitimate interests of a 

third party in the GDPR and the use of private defenses as a shield against liability. 

After the analysis in Chapter 5, in which the bottlenecks were conceptualized and narrowed 

down to specific regulatory issues, I attempted to identify whether a selected jurisdiction, 

the United States, had enacted regulatory instruments that could inspire ways to deal with 

those bottlenecks. Chapter 6 was dedicated to examining U.S. regulation targeted at each 

of the five potential bottlenecks, converging in the findings presented in Section 6.9. In a 

nutshell, the findings of the comparative analysis revealed that although not necessarily 

better equipped in all areas, the U.S. regulatory framework presented specific and recent 

answers to some of the regulatory issues here discussed. The U.S. regulator enacted 

dedicated regulation governing matters of authorized countermeasures in cybersecurity to 

a certain degree, and discussions on IoT cybersecurity showed promising developments. 

Aspects of intermediary liability, product liability, and contextual framework for governing 

botnet mitigation were not identified as yielding particular inspiration for the EU and, at 

times, suggested that the U.S. framework might also draw some inspiration from the EU 

framework in regulating cybersecurity risks. 

In the following sub-sections I set forth starting points and directions for revising the 

regulatory framework currently in place in the Netherlands and in the EU. These starting 

points contemplate the need to address the bottlenecks of ineffectiveness and the lessons 

learned from the U.S. regulatory framework.  

7.3.1 AUTHORIZED COUNTERMEASURES 

Despite the existence of cybersecurity obligations in Dutch law, both as a result of national 

and EU regulatory efforts, which determine that cybersecurity measures be adopted by 

IIAs, regulation lacks guiding elements that would allow IIAs to assess the risks posed by 

cybersecurity threats and determine which measures are to be considered proportional in 

shielding a system from attacks. In discussing the regulatory framework that applies to 

IIAs countering botnets, a series of different instruments were examined. First, Art 14(1) 

of the NIS Directive, which applies to OESs (operators of essential services, e.g., Internet 

exchange point (IXP) providers, domain name system (DNS) service providers, and top-

level domain (TLD) name registries, among others as determined by the Member State), 

mandates that operators adopt technical and organizational security measures that are 

proportional to the risks posed by the threat. Art. 14(2) also includes the obligation to 

lessen the impact caused by a threat, therefore guaranteeing the continuity of the services 
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managed by the operator. Similar obligations were introduced by Art 16(1) and (2), which 

are applicable to DSPs (digital service providers, namely: online marketplaces, online 

search engines, and cloud computing services).  

Recital 6 of the NIS Directive highlights the importance of common cybersecurity norms 

for the EU market “covering common minimum capacity building and planning 

requirements, exchange of information, cooperation and common security requirements 

for operators of essential services and digital service providers”, while noting that 

operators are allowed to apply security measures that are stricter than those called for by 

the NIS Directive. By broadening the scope of permitted cybersecurity measures, the NIS 

Directive acknowledges that the minimum capabilities mandated by Arts. 14 and 16 can 

be supplemented with more sophisticated ones. Yet, the instrument falls short of 

specifying guidelines or directions that could support operators in choosing lawful 

cybersecurity tools. Although the Implementing Regulation 2018/151 introduced further 

technical specifications in cybersecurity for DSPs, it did not instruct providers on matters 

of lawful countermeasures. The debate on the lawfulness of cybersecurity efforts is not 

addressed by the NIS Directive (and its Implementing Regulation), although this is the 

prime norm governing cybersecurity in the EU.  

When examining the shortcomings of the NIS Directive in Section 5.3.1, I argued for 

allotting certain regulatory powers to ENISA that would further allow the special agency 

to facilitate multistakeholder discussions on the authorized measures provided in the NIS 

Directive. While additional legislation could easily lose relevance as technology evolves and 

more stakeholders become embedded in cybersecurity, allowing ENISA to establish 

baseline requirements in the form of recommendations could contribute to preserving the 

adaptability of the regulation to an evolving sector. Recommendations for information 

purposes are customary practice by ENISA and the agency has enacted important 

instruments in this regard and in cooperation with the private sector, which could evolve 

as recommendations with greater legal authoritative interpretation. In the field of 

information security, ENISA acts as the most authoritative governmental forum for 

multistakeholderism and its regulatory capabilities have strengthened over the years. As 

mentioned, Recital 38 of the NIS Directive explicitly calls for the support of ENISA in 

assisting “the Member States in implementing the policies necessary to meet the legal and 

regulatory requirements of network and information system security […]”. Furthermore, 

such proposal for ENISA assistance in providing advice on Arts. 14 and 16 is in line with 
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Art. 3(1)(a)(i) and (ii) of ENISA Regulation (Regulation 526/2013), which established the 

agency’s competence in (i) assisting and advising on matters of EU information security 

policy and law and (ii) providing advice and analyses relating to the development and 

update of cybersecurity policy and legislation. It is not the purpose that ENISA introduces 

legislation on the matter but given the intention of the legislator in allowing for Arts. 14 

and 16 to act as grounds for legitimate cybersecurity countermeasures, the agency could 

play a key role in the identification and promotion of best practices adopted across the 

Union and recommend baseline requirements for legitimate countermeasures in 

consultation with Member States and stakeholders. Under the proposed EU Cybersecurity 

Act, ENISA’s mandate remains on the advisory side, and further authoritative powers are 

not envisioned as part of that reform.  

The solution offered by the U.S. legislator was to codify the range of authorized 

cybersecurity measures through the Cybersecurity Information Sharing Act 2015 (CISA). 

The advent of CISA introduced the 6 USC §1503(b), which explicitly authorizes the launch 

of defensive measures by operators of information systems. By CISA, a defensive measure 

“means an action, device, procedure, signature, technique, or other measure applied to an 

information system or information that is stored on, processed by, or transiting an 

information system that detects, prevents, or mitigates a known or suspected cybersecurity 

threat or security vulnerability.” In examining the potential implications of CISA, several 

drawbacks were highlighted, especially those involving the lack of sufficient remedies for 

accountability and protection of the right to data protection. As discussed in Section 6.4, 

CISA does not consider rights infringements, meaning the harms such defensive 

mechanisms can cause to other parties. In the case of botnet mitigation, this translates into 

great mitigation powers for IIAs based in the U.S., but also means that users whose devices 

have been compromised as part of a botnet could have no cause to claim reparation from 

a tortious act following the launch of a defensive mechanism that affects their rights or 

property. Ultimately, CISA could leave infected users with no right to recourse or 

reparation, which includes cases in which the defensive mechanisms inflict harms against 

one’s property or poses a threat to the protection of personal information. Finally, CISA 

itself does not require that entities launching countermeasures internalize cybersecurity 

standards prior to the use of these measures. By not doing so, CISA could de facto 

authorize entities to remediate their cybersecurity loopholes by launching offensive attacks. 

As indicated, the law also does not institute mechanisms for monitoring compliance, 

controlling abuse of power, or requiring that actors run a cybersecurity risk assessment 
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prior to the launch of defensive mechanisms. The absence of safeguards can create a 

scenario in which companies are likely to engage in incident-escalation, which could result 

in hastily responses and unintended targets, such as foreign citizens and States, or networks 

of proxies that have been victimized by the botnet.  

The cybersecurity regimen enacted by CISA is grounded on a U.S. framework of privacy 

and informational privacy, and an attempt to transpose the efforts made by the U.S. 

legislator into the EU framework for privacy and data protection would contrast with the 

rules enacted by the latter. CISA authorizes information system operators to monitor their 

systems (for cybersecurity purposes) (Section 104 (A) (1)) and to share cybersecurity threat 

indicators with other entities after excluding non-essential personal information. In the 

EU, any data controller planning to share cybersecurity information containing pieces of 

personal data must ensure that the initial collection of the data was lawful under the GDPR 

and that the sharing of such information is authorized by one of the legal grounds of Art. 

6 of the GDPR. As previously discussed, the GDPR is not incompatible with cybersecurity 

information sharing, although cybersecurity information sharing could be further explored 

in authoritative documents issued by the EDPB. 

In sum, information service operators find in CISA a lawful ground on which to act against 

cyber threats but not a shield against civil and criminal liability associated with defensive 

measures. No similar system of comprehensive authorization to act against cyber threats 

exists in the EU in protecting information system operators. Furthermore, transposing 

such a system of authorized countermeasures could bring irreconcilable risks to the 

enjoyment of privacy and data protection in the Union. Nevertheless, the U.S. legislator 

should be praised for the effort of clarifying the boundaries of authorized cybersecurity 

measures and providing its cybersecurity community with guidance on what measures are 

welcomed and incentivized by the State and under which circumstances cybersecurity 

measures are in violation of the legal system and do not enjoy legal protection. A similar 

system could be introduced in the EU, possibly through a dedicated information security 

regulation or as an amendment to the existing NIS Directive, GDPR, ePrivacy Directive 

(upcoming ePrivacy Regulation), and Framework Directive, clarifying the circumstances 

in which countermeasures are authorized by the law and which actions will be classified as 

such. Alternatively, a dedicated information security law conciliating the responsibilities 

and opportunities for private sector countermeasures could be an opportune development. 

Finally, other instruments can also be equally effective in achieving the regulatory goal, as 
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the proposed regulatory clarifications could be enacted through authoritative 

interpretation and guidance by competent bodies such as the EDPB, ENISA and 

(possibly) competent supervisory authorities in the field of electronic communications and 

standardization. 

7.3.2 INTERMEDIARY LIABILITY  

Sections 4.3.5 and 5.3.3 detailed the circumstances in which ISPs may be held liable for 

the processing of unlawful content. As it stands, the eCommerce Directive waives liability 

of ISPs which although potentially observing malicious botnet traffic in their networks do 

not take measures to mitigate such activity. Throughout this book, I defended that the 

rules of liability applicable to botnet mitigation could be reconsidered, especially in relation 

to caching and hosting providers. My argument is grounded on the technological 

developments that have increased intermediaries’ actual and constructive knowledge about 

the types and the nature of traffic running through their networks. This upsurge in pattern-

identification of botnets (and other forms of cybercrime) challenges the notion that 

providers are passive agents without insights into the unlawfulness of information crossing 

their networks – and that attempts to gathering such insights would necessarily amount to 

a fundamental rights violation. The new opportunities afforded by cybersecurity tools 

contribute to the concept of acquisition of knowledge by the intermediary, offering 

sufficiently accurate information about the malicious nature of data traffic, which could 

potentially trigger the responsibility to remove, terminate, and prevent access to unlawful 

content such as botnet-related data. This assertion is based both on the notion that 

intermediary liability intensifies according to thresholds of knowledge and that various 

anti-cybercrime tools allow for intermediaries to identify malicious flows of data through 

behavioral patterns - and without having to examine the content of these communications.  

The issue of revisiting the rules on intermediary liability stumbles upon the protection of 

personal data, but also on the right to freedom of speech and the risk of producing chilling 

effects. When discussing the interplay between Internet intermediaries and botnet activity, 

Sections 4.3.5 and 5.3.3 highlighted the norms applicable to Internet service providers, and 

how the law could have the collateral effect of removing incentives for ISPs to take actions 

that may affect users’ rights.  

The analysis suggests that the system of intermediary liability introduced by the 

eCommerce Directive at least partly inhibits efforts against botnet mitigation. By 

improving cybersecurity tools aimed at preventing, sharing information about, disrupting 
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or disinfecting botnets, providers increase their chances of gaining actual knowledge of 

unlawful content being transmitted through their network. Failing to block or remove 

access to unlawful content after gaining constructive knowledge about it could trigger 

intermediary liability for those actors. Since the deployment of cybersecurity tools for the 

purpose of botnet mitigation is not directly encompassed by cybersecurity obligations, the 

current system of safe harbors may result in chilling effects on botnet mitigation by ISPs. 

A tentative answer to help to minimize this result suggests revisiting the eCommerce 

Directive to emphasize the duty of caching and hosting providers to deploy their best 

efforts in identifying and intervening against unlawful content, which includes botnet 

communications. Unlawful content related to botnets can be much more easily identified 

than content-related offences and are likely to pose a lower risk of interference or 

censorship in view of the cybersecurity tools available. Revisiting the safe harbors could 

also mean clarifying the conciliating opportunities between indirect monitoring duties such 

as those connected to botnet mitigation as opposed to other forms of direct monitoring 

for unlawful material on content-based offences (e.g., copyright violations and online child 

abuse). Reexamining intermediary liability in the context of botnets calls upon a 

contemporary interpretation of the eCommerce Directive to large-scale cybercrime and 

the unintended consequences that safe harbors might have for cybersecurity. Alternatively, 

efforts by the Commission in building awareness and consensus on the moral 

responsibilities of online intermediaries in relation to large-scale cybercrime could have a 

positive impact without necessarily redefining the safe harbor protections at this point in 

time.  

Revisiting the safe harbors of the eCommerce Directive is one of the few occasions in 

which this study promotes stricter liability circumstances for IIAs. This is not in contrast 

with the overall rationale of the contextual framework proposed in Sections 3.4 and 5.5, 

but rather a result of applying such rationale. In my proposal to revisit the safe harbors for 

intermediary liability, the three elements of the contextual framework are considered, and 

the notions of due diligence and obligation of means (as opposed to strict liability and 

obligation of results) are favored, which is in line with the pivotal role that ISPs have in 

the life cycle of a botnet. Again, the contextual framework calibrates for the opportunities 

a given actor actually has, and this logic should not only guide ISPs in making decisions 

about their cybersecurity duties in relation to unlawful content but also guide the courts in 

assessing whether the obligation of means was fulfilled in view of the ISPs actual capacity 

to intervene against such unlawful content. 
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7.3.3 PRODUCT LIABILITY   

Product safety and liability laws traditionally paid limited attention to defects and 

malfunctioning in information systems. As noted by the Center for Democracy & 

Technology (CDT) (2018, p. 1), regulation has discounted the relevance of the digital 

products industry since issues in digital products “have been limited to mostly economic 

damages, such as the inconvenient need to reboot a device or restore data from a backup”. 

Nevertheless, the harms emerging from information technology today and even more so 

in the near future are likely to cause “damage to property, personal harm, or even death” 

(Center for Democracy & Technology (CDT), 2018, p. 1), therefore calling for an amended 

perception of the risks posed by information systems and the rules of liability applicable 

to those who place such products on the market. Looking back at the system of product 

safety and liability enacted via the Product Liability and General Product Safety Directives, 

the analysis showed that the rules that govern product safety and security are limited and 

not aligned with the demands of cybersecurity (see Sections 4.3.10 and 4.3.11). Following 

the majority understanding that software is a product whenever indistinctively embodied 

in a final product, software part of computers (laptops, mobiles, tablets, etc.), apps, IoT 

devices, and ready-to-use security tools are covered by the Product Liability Directive. In 

the large majority of cases relevant to botnet mitigation, software is a product and its 

vendors and manufacturers can be held liable for defects associated to its design, 

manufacturing, and performance. That leads to the question of whether and under what 

circumstances a product is to be considered unsafe in regard to cybersecurity and whether 

cybersecurity defects could be a cause for holding one liable for the damages connected to 

a botnet infection and/or attack. 

As discussed in Sections 4.3.10 and 4.3.11, Arts. 6, 7(b) and 7(e) of the Product Liability 

Directive (PLD) govern liability for defective products, whereas the General Product 

Safety Directive sets the standard of product safety for the EU (Art. 2(b)). By Art. 2.b of 

the GPSD, the safety of a product is assessed considering its characteristics, effects on 

other products, presentation, and target user category. By Art. 6 of the PLD, a product is 

considered to be defective if it fails to meet the safety a consumer is entitled to expect 

considering its presentation, reasonably expected use, and the moment in which it was 

placed on the market.  As discussed, the standard of product safety in the EU is an open 

norm regarding cybersecurity, which needs to be filled in according to its context. In the 

case of information systems and, in particular, of IoT devices, I argue that when defining 

the safety expectations of a user, one should consider the producer’s capability to patch a 
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defect remotely. In addition, I defended that users and bystanders can reasonably expect 

that a product placed on the market conforms to the standards issued by the ESOs and 

the ISO that are relevant to cybersecurity. An argument on the current sufficiency or 

adequacy of such technical standards in relation to information systems, including the IoT, 

is beyond the scope of this study and its realm of legal research. Yet, studies evaluating the 

standards issued by the ESOs and the ISO would be a great addition to understanding 

whether technical requirements of cybersecurity are in line with the latest developments in 

cyber threats. 

Given the opportunities created by technology, users have a continuing expectation of 

safety and assume that a device will remain safe (and secure) over a reasonable period of a 

time. The levels of continuous security that can be expected, as well as the reasonable 

period of time following the placement of the product on the market, will have to be 

defined by legal practice and evolving case law. Furthermore, determining whether such 

product meets the expected standard of security is no easier task, especially considering 

whether security patches were made available, and at what moment the producer became 

aware of the existence of such vulnerabilities.  

By Art. 7(1)(e) PLD, producers are not liable for development risks, also known as defects, 

that were beyond the scientific and technical knowledge at the time the product was placed 

on the market. Following Art. 7(1)(e), a producer that observed the state-of-the-art in 

cybersecurity at the time of market placement will not be held liable for defects that 

materialized after such time and as a result of technological progress, e.g., new methods of 

cyberattacks. Conversely, a producer may be held liable for harms caused by a device if 

such device fails to embody the practices of cybersecurity which are known to industry at 

large at the moment the product is put into circulation. Furthermore, as discussed in 

Section 4.3.11, producers that abide by technical standards issued by standardization 

bodies may escape liability if the defect is linked to compliance with such a standard (Art. 

7(1)(d)). Subparagraph (d) enables not only regulatory certainty and trust in 

standardization, but also an incentive for producers to observe such norms. Indeed, it 

would be counterproductive and potentially economically harmful to hold software 

developers and hardware manufacturers responsible for issues they could not anticipate. 

Arguably, strict liability on embedded systems also brings the danger of curbing innovation 

(Daley, 2016, p. 537), which would be undesirable.  
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It is important to note that the changing environment of information systems has brought 

opportunities for remote patching, especially in the sphere of the IoT. That brings the 

question of whether the framework of product liability should be revisited and amended 

to afford a greater level of protection, especially when producers have the means to 

remotely improve the levels of cybersecurity of a product already on the market. 

Prospective legislative reform in product liability, both strengthening the security of 

information systems and reflecting on the relevance of enacting dedicated norms for the 

IoT, might presume that identifying the agents responsible for the defect is at least partly 

possible. Yet, the ever-complex chain of fabrication and distribution of technology poses 

a serious challenge to such attempts. 

The law can be a crucial factor in shaping business behavior in various stages of the 

manufacturing process, as it can intervene as a balancing mechanism against market 

failures (even though the value of legal norms should not be restricted to an economic 

analysis, as discussed earlier). A cybersecurity market failure has been discussed in the 

literature (Asghari, 2016) as the result of weak incentives for product manufacturers and 

vendors to ensure better standards of security before the product circulation. In describing 

the reasons behind the flawed levels of cybersecurity in products, the CDT highlights the 

externalities of cybersecurity incidents, whereby the costs of a harmful event are borne by 

those who did not cause the harm (2018, p. 3). 

Finally, duties of care and diligence in cybersecurity should also be brought to the fore 

(Section 4.3.12.3). As noted by Verbruggen et. al (2016, p. 80), consumers who suffered 

economic and non-economic losses resulting from lack of cybersecurity should be offered 

proper remedies for compensation. Such remedies should allow the individuals to pursue 

legal recourse against those who are responsible for the security failure and thus 

responsible for compensating the inflicted harms. From a rights-protection perspective, 

such incidents could constitute a breach of a duty of care in cybersecurity and thus a 

potential tortious act bringing the application of Art. 6:162(2) BW. The challenge with 

making concrete use of such a duty of care in Dutch law remains: even if a court of law 

upholds the existence of a cybersecurity tortious act, it may not have sufficient information 

to determine which actors are to blame for the wrongdoing, or the extent to which such 

actors are responsible for the caused damages, since the actions that lead to a botnet attack 

are largely performed by a third-party offender.  
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A consistent understanding of duties of care in cybersecurity can be advanced by 

amendments to various laws, including the General Product Safety Directive, the Product 

Liability Directive, the NIS Directive, the TA, the ePrivacy Directive, and the Framework 

Directive, as they all discuss the responsibilities of Internet industry actors in relation to 

security of users. In parallel, developments in case law could contribute to a better 

understanding of the evolving notion of duty of care in cybersecurity, its beneficiaries, and 

its responsible agents. At this moment, the idea of a cybersecurity duty of care towards 

users is largely a theoretical construct without concrete correspondence in legal practice.  

7.3.4 DISINFECTION EXEMPTIONS  

In Section 5.4, it was argued that a duty to disinfect and immunize could be (at least partly) 

comprised by the duties established by Arts. 14 and 16 of the NIS Directive, Art. 32(1) of 

the GDPR, Art. 13a Framework Directive, Art. 4(1) ePrivacy Directive, and Arts. 7.6a(1)(g) 

and 11.a(1) TA. Disinfecting compromised devices is an integral share of any anti-botnet 

campaign, but so is the need to fix the vulnerability exploited by the malware. Even if the 

servers of a botnet cease to communicate with the nodes, the infrastructure can still be 

captured by a third malicious actor. Furthermore, if a botnet is taken down (fully disrupted) 

and taken over (captured by a malicious or benign third party), the vulnerability that served 

as the channel for the infection may be exploited by another offender if not patched in a 

timely manner.  

By clearing and patching vulnerable devices connected to its network, an Internet industry 

actor is de facto acting in accordance with its obligation to ensure security of the network, 

its customers, and their data, and also preventing future attacks based on that same 

backdoor. As argued in Section 5.4, disinfection and immunization efforts could be 

understood as a measure of self-defense and, under specific circumstances, as defense of 

other when the danger that a threat will compromise that target is imminent and 

foreseeable. Nevertheless, both in the cases in which a duty to disinfect can be extracted 

from the law and in cases in which it can be construed as a private defense, the absence of 

a dedicated provision or case law authorizing disinfection efforts and creating a criminal 

liability shield for IIAs thwarts the public policy goal of improving cybersecurity. Clearly, 

if IIAs do not have an undisputable duty to disinfect devices in their network, they may 

have insufficient incentives to run disinfection campaigns and incur the risks of criminal 

and civil liability associated with the clean-ups. This is valid for both victim-notification 
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and automated disinfection campaigns, although the liability risks connected to the second 

are much greater. 

Currently, no specific statutory provisions exist governing disinfection campaigns by IIAs 

and no guidance can be found in other sources of regulation. As a result, and although the 

activities of disinfection could be interpreted as a lawful sequel of cybersecurity duties, 

those willing to carry out disinfection efforts are left with almost no information on how 

to conduct such campaigns lawfully and without risking increased liability. Once again, the 

lack of regulation may act as a detracting factor, increasing legal uncertainty and lowering 

the incentives connected to improved cybersecurity. Although the legislator is not 

expected to enact specific regulation on disinfection, introducing civil and criminal liability 

exemptions for mitigators acting in accordance with general legal principles and lawful 

processes in cybersecurity would be a welcome effort. While regulation can arguably stifle 

the activities of the private sector by creating compliance costs, in the case of disinfection 

it appears that a certain level of protection should be afforded to those acting in accordance 

with the public interest. Further investigations into disinfection efforts, including both 

victim-notification campaigns and remotely automated disinfection, should be considered 

and evaluated from both a legal and practical standpoint in consultation with IIAs. 

Disinfection campaigns by private sector entities are desirable and contribute to achieving 

better cybersecurity. It must be recalled that law enforcement may not be sufficiently 

equipped or have the necessary resources and insights to conduct such disinfection 

campaigns at all times. As essential stakeholders of cybersecurity, Internet industry actors 

have a legitimate interest in disinfecting their networks and often the necessary pool of 

resources to disinfect devices within their range of operations.  

In the absence of exemptions that protect IIAs from being held liable for undesirable 

effects arising from necessary disinfection campaigns, automated disinfection campaigns 

may be interpreted as an unlawful form of interference if not expressly authorized by the 

user, given that they remotely interfere with and/or alter the functioning of an information 

system. Thus, in the absence of exemption opportunities, automated disinfection 

campaigns may remain in a legal grey zone and be characterized as a cybercrime offence 

(Arts. 161sexies and 161septies, Art. 350c, DCC, Illegal Interference with Computer 

Systems). If regulators cannot approve of a system by which mitigators are allowed to 

launch automated disinfection campaigns, such powers could still be granted to law 

enforcement for the purpose of promoting cybersecurity. Here, the argument by Zeitlin 

(2016) and the lessons of the U.S. legal system are of limited value in constructing a defense 
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of remote disinfection by law enforcement in the EU. By Zeitlin (2016, p. 747), U.S. law 

enforcement has the legal power to conduct disinfection campaigns remotely and without 

user participation. In the U.S., end-users cannot claim the malware as their property, and 

as a result interference affecting that piece of software is not an interference prohibited by 

the law. Later, due to the lawful nature of the disinfection campaign, end-users would have 

no recourse to tort law as a ground for reparation of eventual damages since the actions 

of U.S. law enforcement had no intention to cause harm. The basis of the argument rests 

on the notion of property and intentional harm, but such ideas find no equivalent in EU 

law for the purpose of providing immunity from criminal liability, data protection 

violations, or tortious claims.  

Among the available legal instruments, a court order could be an appropriate means to 

conduct a remote disinfection campaign. An order granting an injunction initiated by a 

private company or the public prosecution office may lead to a remote disinfection 

campaign by law enforcement authorities within the limits of the law. Although victim-

notification campaigns are valuable means for clearing up compromised machines, 

research on botnet disinfection has shown the limited effect of such disinfection efforts 

so far (Asghari, Ciere, & van Eeten, 2015). Therefore, both methods of disinfection 

(victim-notification and automated disinfection) should likely be enabled within the EU 

regulatory system and deployed in view of the risks presented by the permanence of a bot 

infection. The circumstances in which either scenario could count on the participation of 

private sector and law enforcement is less clear and should be a point of future research. 

Finally, this study does not discuss global mitigation efforts from a private sector 

perspective, since It defends that such campaigns should be led by law enforcement 

authorities and within the scheme of international judicial cooperation, which goes beyond 

the scope of this research.  

7.3.5 CONTEXTUAL FRAMEWORK  

The idea of a contextual framework, as introduced in Section 3.4 and further in Section 

5.5, revolves around ascertaining a chain of organization, response and reaction to botnet 

attacks. A unified framework on botnet mitigation is to be conceived on the grounds of 

cybersecurity multistakeholderism, this is to say on the idea that various interested parties 

share responsibilities towards improved cybersecurity and must be limited by the norms 

on fundamental rights. As this study concerns the actions of Internet industry actors, the 

proposed contextual framework was limited to exploring what such a framework could 
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mean for those selected actors. The Internet industry is a functional category of actors 

united by the influence they exert on cybersecurity in general and, more particularly, on 

botnet attacks. Thus, the group of agents considered as IIAs can be expanded or reduced 

as technological changes take place. For the purpose of this study, Internet industry actors 

included ISPs (e.g., domain name registrars, hosting providers, access providers, email 

service providers, payment gateways, among others), software developers and hardware 

manufacturers (e.g., computer security companies, IoT producers), critical infrastructure 

providers (e.g., banking sector, health care institutions), and digital service providers (e.g., 

cloud computing services, online marketplaces, and online search engines), following the 

categorization introduced by the NIS Directive, the eCommerce Directive, the Technical 

Regulations Directive, and validation by the consortium of the BotLeg project.  

A contextual framework addresses what set of actions are expected from which actors and 

the order in which the response should occur to prevent, react, and minimize the impact 

caused by a potential a threat. Analogies have been drawn between cybersecurity and public 

health, and although arguments can be made about the inadequacy of analogies 

approximating the two fields - especially whether cybersecurity is to be considered a public 

good in the same way as public health (Weber, 2017, p. 173)-, the idea of a contextual 

framework follows a logic deployed in crisis management. The proposed contextual 

framework is a policy mechanism laying out a strategy across the cybersecurity community 

in view of the persistent threat of botnet attacks. This is to say that such a model is 

adaptable and should be interpreted as a starting point for governing botnet mitigation. 

On the broad regulatory side, this botnet contextual framework embodies the distinctive 

set of responsibilities and expectations discussed throughout this book and follows, at least 

partly, the OSI model of the Internet (Section 3.4). As per the proposed contextual 

framework, the chain of responsibilities in responding to an attack could follow the order 

below: 

1. First response layer: Content providers. E.g., online content providers, online 

Search Engines, social media platforms, VOIP providers, marketplaces. 

2. Second response layer: Logical Infrastructure/Code. E.g., Cloud computing 

providers, Hosting Providers, Domain Name Registrars, Software developers, 

Internet Access Providers, other ISPs. 

3. Third response layer: Physical Infrastructure. E.g., hardware manufacturers and 

critical infrastructure. 
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In real life scenarios, the three layers above are intertwined segments. This is to say that all 

actors are invited to take the appropriate measures at their reach and should not hide under 

their position in the chain of responsibility to delay their mitigation endeavors. The 

fragmentation of botnet mitigation campaigns – and lack of leaders in these efforts – is 

better tackled by functional anti-botnet initiatives, the most appropriate forum for various 

IIAs to discuss their approach and share their knowledge about the events. A botnet 

contextual framework can be further detailed to encompass the specific roles sub-segments 

within the layers can offer to the overall effort. More importantly, such contextual 

frameworks should be a working element on Anti-Botnet Initiatives, supporting the 

participating actors in their chain of reaction and strategy.  

A contextual framework for botnet mitigation is only feasible insofar as two premises can 

be established. First, the existence of a legal duty determining intervention (or another 

influential behavior) by a subject. Two, in the absence of a legal command, the existence 

of a duty of care determining intervention (or another influential behavior) by a subject. It 

has been established that legal duties prompting a mitigating behavior from particular IIAs 

can be inferred from various legal provisions part of the EU and Dutch regulatory 

framework (Sections 5.1, 5.3 and 5.4), but that a substantial part of this inference is 

dependent on further clarification and that some IIAs are not covered by such commands. 

Moreover, it has been established that although a duty of care exists (Section 5.1.5), at least 

partly, in the legal and moral scheme, its implications are not substantiated by clear 

commands. There is no consensus on who should bear such a duty of care, who is 

protected by the performance of such a duty, or what should such a duty entail in terms 

of cybersecurity, which remains a challenge for devising a contextual framework applicable 

to the wide array of cybersecurity actors involved in botnet mitigation.  

The framework is approached from a pragmatic lens that values the security of the Internet 

and the protection of end users. When discussing effective intervention of IIAs against 

botnets, I wrote that regulation in this matter must (1) modulate duties according to the 

position of actors in the contextual framework, (2) consider the concrete means and 

opportunities an actor might have in face of a specific botnet, and (3) incentivize the 

potential involvement of each actor in the four pillars of mitigation depending on their 

position in (1) and (2). Therefore, a botnet contextual framework has strong bearings on 

the overall notion of effective regulation on botnet mitigation, as it is a compass for 

regulatory effectiveness. Thus, changes in regulation should be accompanied by strategic 

understanding of botnet mitigation. It is in this context that a botnet contextual framework 
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can flourish to manage expectations around IIAs, reveal a path to strategic coordination 

for policy makers and industry, and offer end users a more transparent mapping of the 

cybersecurity ecosystem on which they can rely.   

7.4 FINAL CONSIDERATIONS 

As this study comes to an end, one must be very clear about the main message to be 

remembered. Improving the opportunities for intervention by private sector against 

botnets, while respecting the right to data protection, contributes to the public policy goal 

of cybersecurity. Failing to create such opportunities is a failure in advancing the public 

interest. Cybersecurity is a central pillar on which the stability and progress of the digital 

economy and modern society rest. The social relevance of enhancing botnet mitigation 

cannot be overestimated. Botnets are a persistent threat to the economy, to the rights and 

interests of individuals, businesses and governments, and to the welfare of nations. Botnets 

are evolving in sophistication and show no sign of slowing down; meanwhile, the 

regulatory response to this ever-growing threat has been limited.   

Mitigating botnets is intrinsically connected to intervention by key stakeholders. These key 

stakeholders, here identified as Internet industry actors, are a non-homogenous group of 

private sector entities whose activities fall under various regulatory instruments. The 

breadth of regulatory fields governing the interactions between IIAs and botnets was 

greater than initially anticipated by this author, resulting in a study that provides a bird’s-

eye view over the landscape of botnet regulation.  

The effectiveness of the Dutch regulatory framework, here investigated through the 

miscellany of instruments enacted at EU level and implemented at national level, as well 

as national regulatory norms, has been tested with one goal in mind: identifying potential 

areas for improving cybersecurity in the context of botnets. This effectiveness test was 

framed under two points of pressure. One, fostering cybersecurity through maximizing 

the opportunities for private sector intervention. Two, achieving at least a minimal level of 

compliance with the fundamental right to data protection, to ensure respect for the rule of 

law. At times, the false dichotomy between cybersecurity and fundamental rights seemed 

prominent. The rule of law is a pressure cooker in which conflicts among rights and among 

principles are common occurrences; it is exactly the conciliating opportunities created by 

the GDPR and privacy-related provisions scattered through the regulatory framework that 

help us understand how to reduce the friction between data protection and cybersecurity. 
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The main research question of this study concerned whether the Dutch regulatory 

framework is effective to enable private sector participation in the fight against botnets, 

and, if not, how the regulatory framework could be enhanced in this regard. The answer 

to the overall question is multilayered. During this investigation, it was possible to identify 

elements that may be a cause for concern, although significant opportunities in relation to 

information sharing and starting points for prevention, disruption, and disinfection were 

also identified. Among the positive elements identified in the existing framework and that 

contribute to its effectiveness to varying degrees are: (i) the opportunities for exchanging 

relevant information on botnets, including where it involves personal data of alleged 

victims and suspects; (ii) the possibility of relying on private defenses for justifying the 

launch of countermeasures against botnets and barring criminal liability from arising; (iii) 

the risk-based approach adopted in the general cybersecurity provisions of e.g., NIS 

Directive, GDPR, Framework Directive; (iv) the exemptions to the safe harbors of the 

eCommerce Directive, whereby ISPs could be called to (partly) mitigate botnets, for 

instance, to comply with a court order; (v) the opportunities for launching remotely 

enabled disinfection where the user consents to clearing the infection and patching the 

vulnerability; (vi) the obligation to ensure that only safe products are placed on the market, 

which could involve a risk-assessment and adoption of the cybersecurity elements that 

prevent exploitation of devices by botnets; (vii) the developing notion of duty of care in a 

cybersecurity context, which could allow for greater anti-botnet measures; among others.  

In particular, the opportunities for exchanging botnet-related information under the data 

protection framework currently in force were found sufficiently effective, as different legal 

bases may allow for such exchange to take place. As the investigation revealed, anti-botnet 

information sharing may be grounded on consent of the data subject, on the need to 

comply with a legal obligation to which the IIA is subject, or on the basis of the legitimate 

interest of protecting the security of one’s own network and the continuity of the service 

provided, including the security of users and customers, which does not exclude the 

potential application of other bases, always depending on the circumstances of the 

processing operation. In the context of botnet mitigation, an IIA could also make use of 

defensive (and proportionate) force with the clear and unmistakable purpose of protecting 

the security and integrity of its network in order to halt an ongoing attack (or prevent an 

imminent attack). By acting strictly in self-defense, an IIA could avoid criminal liability 

when countering a botnet targeting its network, and such opportunities, especially when 

used within a controlled reach, are covered by existing legislation. Furthermore, the risk-
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based approach adopted in the NIS Directive under Arts. 14 and 16, for instance, is also a 

telling example of how general provisions may serve to enable targeted countermeasures, 

where one considers the prevalence, persistence, and imminence of botnet attacks against 

operators of essential services and digital service providers. Botnets have been 

continuously linked to the spread and enabling of pervasive cyber threats, which increases 

the likelihood that a botnet incident is an incident of substantial impact and therefore 

require great efforts be adopted to ensure an adequate level of protection. And although 

the positive elements identified contribute to a fabric of rules which promote better 

cybersecurity, concerns about the sufficiency and completeness of those elements, as well 

as the existence of gaps in the regulatory approach to botnet mitigation were also evident 

in this investigation. The concerns and gaps, in turn, were summarized in the below 

bottlenecks: 

1. (Authorized cybersecurity measures) Unclear and uneven rules on cybersecurity risks 

and cybersecurity risk assessment, therefore hampering the authorized cybersecurity 

measures enabled through various legal texts. This results not only in the ineffective 

application of Art. 13a of the Framework Directive, Art. 4(1) of the ePrivacy 

Directive, Arts. 14 and 16 of the NIS Directive, and Art. 32 of the GDPR, and 

similarly of Arts. 11.3, 11a.1 and 11.2a TA, but also in a system that does not 

encompass relevant anti-botnet actors consistently. à insufficient fulfilment of the legality 

and involvement indicators (see Sections 5.1.1, 5.1.3, 5.1.4, and 5.3.1) 

2. (Intermediary liability) Need for revisiting the debate on the rules of intermediary 

liability, in particular in the context of botnet mitigation and in view of technological 

developments in cybersecurity. This includes a new look into the legitimacy of safe 

harbors (intermediary defenses) and the threshold of knowledge that may trigger 

liability for cybercrime attacks using one’s network. à insufficient fulfilment of the liability 

and involvement indicators (see Section 5.3.3) 

3. (Product liability) Need to update the provisions on security obligations applicable to 

producers of software and hardware within the scope of the General Product Safety 

Directive and Product Liability Directive, especially in relation to embedded software 

(IoT devices); à insufficient fulfilment of the legality and liability indicators (see Section 5.1.2) 

4. (Disinfection exemptions) Pronounced civil and criminal liability risks faced by IIAs 

conducting disinfection campaigns when attempting to protect their networks and 

acting in the public interest; overly voluntary nature of disinfection efforts.  à 

insufficient fulfilment of the legality, liability, and involvement indicators (see Section 5.4)  
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5. (Contextual framework) Absence of a contextual framework outlining the public 

policy goals and the division of response duties (interference) and responsibilities 

among Internet industry actors. This includes an underdeveloped concept of a duty 

of care in cybersecurity (and to whom it applies), as well as a lack of concrete 

obligations arising from such a duty of care and what forms of liability are attached to 

a violation of this standard of conduct. à insufficient fulfilment of the involvement indicator 

(see Sections 5.1.5 and 5.5) 

These potential bottlenecks spread through different areas of regulation, and ultimately 

contribute to a less than ideal scenario in which botnet mitigation by the private sector is 

not maximized, while such maximization is possible and compatible with the right to data 

protection. Dutch and European Union Law are still progressing in their governance of 

cybersecurity; the existing framework currently falls back on open norms that insufficiently 

clarify how the public policy goal of cybersecurity can be achieved, since regulatory 

instruments are being enacted without a comprehensive understanding of cyber threats 

such as botnets. There is no coherent or comprehensive framework regulating botnet 

mitigation, suggesting the absence of an overarching vision in public policy and law on 

how this major cybersecurity challenge is to be addressed. While each of the instruments 

discussed directly or indirectly apply to the context of botnet mitigation, each of them was 

created with a compartmentalized notion of security that does not translate to the reality 

of botnets (and other large-scale cyber threats). Because each regulatory instrument 

perceives security in an isolated (and limited) context, the framework of cybersecurity is a 

patchwork of instruments that does not necessarily result in creating a comprehensive 

regulatory response. Each instrument operates in an isolated silo of security and often 

shapes security as a pillar of a broader public policy goal. In relation to botnets, the 

cybersecurity framework of the Netherlands and ultimately that of the EU is fragmented 

and seems created almost by chance. Cybersecurity as a policy goal in itself remains partly 

unattended, and cyber threats that operate through various contexts of compartmentalized 

security (such as botnets) fall through the cracks of this regulatory maze. Among the 

proposals advanced in this book, a comprehensive approach for regulating cybersecurity 

is the first step into breaking through the existing regulatory noise. All other proposals 

seem contingent on the realization that cybersecurity must be approached from an 

overarching perspective.  
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Tackling botnets requires collaborative effort from various stakeholders and academic 

studies on the need, shape and implications of regulatory changes. This study contributes 

to such an effort by opening the discussion around botnet mitigation by the private sector 

and providing starting points for revisiting the existing framework. It welcomes the 

contribution of academics and practitioners in furthering the debate by carrying out in-

depth analyses of each of the issues here identified. This includes not only the primary 

bottlenecks, but also the secondary issues identified, which are largely matters of 

clarification and application of the law in regard to specific contexts of botnet mitigation. 

These included: 1. Insufficient exposition of the notions of ‘legitimate interests of the 

controller’ and ‘legitimate interests of a third party’ (Art. 6 of the GDPR) in the context of 

botnets and their application in information sharing platforms, where the potential for 

spillovers and undue effects is minimized by technological tools (Section 5.2.3); and 2. 

Underdeveloped application of private defenses (self-defense and defense of other) in the 

context of cybercrime (and therefore botnets), including the categorization of botnet 

countermeasures as legitimate use of force in these circumstances (Section 5.3.2). 

There is sufficient reason to believe that, as cybersecurity becomes an even more pressing 

matter and the consequences of attacks escalate, the regulatory system will rise to provide 

better answers to pervasive cybercrime. Yet, the growing concerns over the security of 

information systems and the costs attacks have already caused to society justify an 

immediate response. I hope that the findings of this study can help to pave the way for 

improved cybersecurity regulation. Policy-makers and law-makers should work towards 

establishing a coherent regulatory framework that is based on a comprehensive vision on 

how botnets and other large-scale cyber threats are to be addressed, which considers the 

importance of including private sector agents at the forefront of botnet mitigation, and 

adjust the current patchwork of norms accordingly. The regulatory opportunities for 

strengthening cybersecurity via private sector contribution have been emphasized 

throughout this book and can be expanded to other areas of cybercrime and cybersecurity 

beyond botnets. The findings are also suitable for advancing discussions in other 

jurisdictions, as the problems it discusses are omnipresent, significant, and thorny across 

the world. 

Finally, a few words can be said about the critique that cybersecurity is not such an 

important issue (Odlyzko, 2019). In fact, given the seriousness of botnet attacks as 

defended in this book, one may ask how the information society has survived thus far – 

and arguably how it has managed to endure even the most powerful botnet attacks. The 
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answer to those questions can be drawn from the very counterarguments to that critique. 

Paraphrasing Schneier (2019) and Meissler (2019), as long as the benefits generated by 

insecure information systems compensate for the harms and losses caused by cyber threats, 

cybersecurity might not be given the necessary attention. In that sense, although the 

escalating costs of botnet attacks have been severe enough to warrant a better regulatory 

response, the gains brought by information technology may have obfuscated the urgency 

of improved botnet mitigation. But this may not always be the case. As Schneier (2019) 

reminds us, as we progressively evolve into a world of physically capable computers, 

cybersecurity might become more than protecting data, but also a matter of life and death. 

And so might botnets. 
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