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Monitoring and Filtering: European Reform or Global 
Trend?  

Giancarlo Frosio and Sunimal Mendis∗ 

  
This chapter of the Oxford Handbook of Intermediary Liability 

Online analyses the evolution of a trend towards the imposition of proactive 

monitoring obligations on intermediaries along the entire spectrum of 

intermediary liability subject-matters and magnifies on the reform within the 

European Union (EU) copyright law framework. Article 17 of the newly enacted 

EU Directive on the Digital Single Market has come under fire for the heightened 

level of liability it imposes on online services providers (OSPs) for copyright 

infringing content stored or transmitted by them. Based on an analysis of case-

law from multiple jurisdictions and an overview of industry practice, this 

chapter seeks to locate the new European reform within a much wider global 

trend that aims to impose proactive monitoring and filtering obligations on 

OSPs. It argues that the impetus for the introduction of Article 17 is rooted in the 

‘Internet threat’ discourse and reflects a gradual shift in the perception of OSPs 

from being ‘mere-conduits’ to ‘active gate-keepers’ of content uploaded and 

shared by users. Following an evaluation of the extent to which Article 17 

diverges from the existing intermediary liability framework in the EU, the 

chapter concludes by analysing its potential impact on users’ fundamental 

rights and freedoms, particularly in the light of its propensity to motivate wider 

use of automated filtering systems and algorithmic enforcement mechanisms.       
                                                 

∗ Giancarlo Frosio is an Associate Professor at Center for International Intellectual Property Studies 

(CEIPI), University of Strasbourg (France); Sunimal Mendis is Assistant Researcher at CEIPI and has 

completed her PhD at the Max Planck Institute for Innovation and Competition in Munich, 

Germany.  
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Increasingly, proactive monitoring obligations have been imposed on 

intermediaries along the entire spectrum of intermediary liability subject-

matters. This has happened via voluntary measures, judicial decisions and 

legislation, as in the case of the recent European Union (EU) copyright law 

reform. Since, its initial introduction, the proposal for a EU Directive on copyright 

in the Digital Single Market (hereafter C-DSM)1 has been the subject of heated 

debate. A critical point of this controversy has been (and indeed continues to be) 

Article 17 (previously Article 13) of the C-DSM that imposes a heightened duty-

of-care and an enhanced degree of liability on online content-sharing service 

providers (OCSSPs) as regards copyright infringing content that is posted on their 

services by users. It has been argued that (at least in practical terms), the 

avoidance of liability under the proposed regime would compel OCSSPs to 

engage in the monitoring and filtering of user-generated-content (UGC). If this is 

the case, the proposed Article 17 would signal a transition of EU copyright law 

from the existing ‘negligence-based’ intermediary liability system—grounded on 

the principle of ‘no-monitoring obligations’—to a regime that requires OCSSPs to 

undertake proactive monitoring and filtering of content, and would almost 

certainly lead to the widespread adoption of automated filtering and algorithmic 

copyright enforcement systems. In reviewing this magmatic legal framework, 

this chapter considers the implications of this regulatory shift to the 

preservation of users’ fundamental freedoms online and in maintaining a 

healthy balance between the interests of rightholders, users and online 

intermediaries.  
1. OSP as a ‘Mere-Conduit’: ‘No-Monitoring’ Obligations  

 

Since the early days of the Internet-industry, determining the nature and 

scope of Online Service Provider (OSP) liability for content posted by third-

parties on online digital-spaces and services provided by them, has been a 

pressing issue for judges and policy-makers. 2  In the EU, the eCommerce 

                                                 
1 Commission, ‘Proposal for a Directive of the European Parliament and of the Council on 

copyright in the Digital Single Market’ COM (2016) 593 final (hereafter ‘C-DSM Proposal’) 
2 See Davis Wright Tremaine, ‘The evolution of Internet service provider and host liability’ 

(Lexology, 28 February 2018) <www.lexology.com/library/detail.aspx?g=6048affd-983e-4b18-

b63f-3320ea85fae9>. 
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Directive 3  (ECD) provides the main legal framework 4  for the regulation of 

intermediary liability while in the United States it is primarily dealt with under s. 

512 of the Digital Millennium Copyright Act (DMCA) 5  and s. 230 of the 

Communications Decency Act (CDA).6 Both the EU and US legal frameworks are 

characterized by a ‘negligence-based' approach to intermediary liability that 

exempts OSPs from any general obligation to monitor the information stored or 

transmitted by them, or to actively seek facts or circumstances indicating illegal 

activity. Together with safe-harbor provisions which impose liability based on 

knowledge,7 OSPs may become liable only if they do not take down allegedly 

infringing materials promptly enough upon knowledge of their existence, usually 

given by a notice from interested third-parties.8 Although Article 14(3) read with 

Recital 47 of the ECD does allow national law to provide for monitoring 

obligations ‘in a specific case’, it prohibits the imposition of general monitoring 

obligations.9 The ECD also acknowledges that Member States can impose duties 

of care on hosting providers ‘in order to detect and prevent certain types of 

illegal activities.’10 However, their scope should not extend to general monitoring 

obligations, if any meaning is to be given to the statement in Recital 47 that only 

specific monitoring obligations are allowed. Furthermore, Recital 48 of the ECD 

emphasizes that, the duties of care required from service providers should be of 

a standard which could be ‘reasonably expected’ from them11. As a general 

monitoring obligation goes beyond what could be reasonably expected from 

service providers, these are explicitly barred by the Directive. In order to 

distinguish general from specific monitoring obligations, it should be considered 

that, (1) as an exception, specific monitoring obligations must be interpreted                                                  
3 See Directive 2000/31/EC of the European Parliament and the Council of 8 June 2000 on certain 

legal aspects of information society services, in particular electronic commerce, in the Internal 

Market [2000] OJ L 178/1. The ECD is supplemented by Directive 2001/29/EC of the European 

Parliament and the Council of 22 May 2001 on the harmonisation of certain aspects of copyright 

and related rights in the information society [2001] OJ L167/10 and Council Directive 2004/48/EC 

of 29 April 2004 on the enforcement of intellectual property rights [2004] OJ L157/45. 
4 See Directive 2000/31/EC (n 3) Art 12, 13, 14 and 15.  
5 See The Digital Millennium Copyright Act of 1998, 17 USC § 512(m) (hereafter ‘DMCA’). 
6 See Communication Decency Act [1996] 47 USC §230. 
7 See eg Directive 2000/31/EC (n 3) Art 12-15; DMCA (n 5) § 512(c)(1)(A-C). 
8 Please note that there is no direct relation between liability and exemptions which function as 

an extra-layer of protection that are intended to harmonize conditions to limit intermediary 

liability at the EU-level. 
9 Directive 2000/31/EC (n 3) Art 15(1).  
10 ibid Recital 48. 
11 ibid (emphasis added). 
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narrowly; (2) both the scope of the possible infringements and the amount of 

infringements that can be reasonably expected to be identified, must be 

sufficiently narrow; and, (3) it must be obvious which materials constitute an 

infringement.12 As Van Eecke noted:  

[i]f [clear criteria] are not defined, or only vague criteria are defined by 

the court (e.g. ‘remove all illegal videos’), or if criteria are defined that 

would oblige the hosting provider to necessarily investigate each and 

every video on its systems (e.g. ‘remove all racist videos’), or if the 

service provider were required also to remove all variations in the future 

(e.g. ‘remove this video, but also all other videos that belong to the same 

repertory’), a general monitoring obligation would be imposed.13 

The ‘negligence-based approach’ to liability is founded on a perception of 

OSPs as passive players or ‘mere-conduits’ that facilitate the storing and 

transmission of content created and uploaded by third-party users. In this role, 

they are only required to adopt a ‘reactive’ as opposed to ‘proactive’ role vis-à-

vis illegal content that may be channeled through the digital-spaces or services 

provided by them. As noted by Friedmann,14 the legal frameworks in the EU and 

the US on intermediary liability were drafted around the beginning of the 

millennium at a time when ‘electronic commerce was perceived as being 

“embryonic and fragile”, and Internet auctions and social media were just a 

fledgling phenomenon’. Therefore, it was assumed that, limiting the liability of 

OSPs in relation to content hosted on their services would assist in nurturing this 

fledgling industry and ensure the continued improvement of the efficiency of 

the Internet and the expansion of the variety and quality of Internet services.15 

This negligence-based approach to intermediary liability has been adopted by 

jurisdictions across the world and for a long-time remained the prevalent 

standard for determining the liability of OSPs regarding copyright infringing 

content disseminated over their services. 

                                                 
12 See Patrick Van Eecke, ‘Online Service Providers and Liability: A Plea for a Balanced Approach’ 

(2011) 48 Common Market L Rev 1455, 1486-1487. 
13 ibid 1487. 
14 See Danny Friedmann, ‘Sinking the Safe Harbour with the Legal Certainty of Strict Liability in 

Sight’ (2014) 9 JIPLP 148. 
15 ibid citing Viacom Int’l Inc v YouTube Inc, 718 F Supp 2d 514, 519 (2nd Cir 2010) (US). 
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Although imperfect because of considerable chilling effects, 16  a 

negligence-based intermediary liability system has inherent built-in protections 

for fundamental rights. The European Court of Justice (CJEU) has confirmed 

multiple times—at least with regard to copyright and trademark infringement—

that there is no room for proactive monitoring and filtering mechanisms under 

EU law.17  The Joint Declaration of the Special Rapporteurs on Freedom of 

Expression and the Internet calls against the imposition of duties to monitor the 

legality of the activity taking place within the intermediaries’ services.18 

 

2. From ‘Mere-Conduits’ to ‘Gate-Keepers’? The Global Shift in 
Intermediary Liability  

 

However, there is increasing evidence of a global shift towards the 

imposition of a heightened standard of liability on OSPs as regards content 

uploaded by users. This approach is underscored through the imposition of 

obligations on OSPs to proactively engage in the monitoring and filtering of                                                  
16 See eg Wendy Seltzer, ‘Free Speech Unmoored in Copyright’s Safe Harbor: Chilling Effects of the 

DMCA on the First Amendment’ (2010) 24 Harv J L & Tech 171, 175–76; Center for Democracy & 

Technology, Campaign Takedown Troubles: How Meritless Copyright Claims Threaten Online 

Political Speech (September 2010) 1-19. There is abundant empirical evidence of ‘over-removal’ 

by Internet hosting providers. See eg Althaf Marsoof, ‘Notice and Takedown: A Copyright 

Perspective’ (2015) 5 Queen Mary J of Intell Prop 183, 183-205; Daniel Seng, ‘The State of the 

Discordant Union: An Empirical Analysis of DMCA Takedown Notices’ (2014) 18 Va J L & Tech 369; 

Jennifer Urban and Laura Quilter, ‘Efficient Process or 'Chilling Effects'? Takedown Notices under 

Section 512 of the Digital Millennium Copyright Act’ (2006) 22 Santa Clara Comp and High Tech L J 

621; Lumen <www.lumendatabase.org> (formerly Chilling Effects—archiving takedown notices 

to promote transparency and facilitate research about the takedown ecology). However, recent 

US case law gave some breathing space to UGC creators from bogus takedown notices in cases of 

blatant misrepresentation of fair use defences by copyright holders. See Stephanie Lenz v 

Universal Music Corp, 801 F 3d 1126, 1131 (9th Cir 2015) (US) (holding that ‘the statute requires 

copyright holders to consider fair use before sending takedown notifications’). 
17 See eg Case C-70/10 Scarlet Extended SA v Société belge des auteurs, compositeurs et éditeurs 

SCRL (SABAM) [2011] ECLI:EU:C:2011:771 (re-stating the principles in favour of access providers); 

C-360/10 Belgische Vereniging van Auteurs, Componisten en Uitgevers CVBA (SABAM) v Netlog NV  

[2012] ECLI:EU:C:2012:85 (confirming the principle in favour of hosting providers); C-324/09 

L’Oréal SA and Others v eBay International AG and Others [2011] ECLI:EU:C:2011:474.  
18 See Organization for Security and Co-operation in Europe (OSCE), Joint Declaration on Freedom 

of Expression and the Internet 2.b. (1 June 2011) <www.osce.org/fom/78309?download =true>. 
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content stored and transmitted by them. This signifies a change in the 

perception of OSPs from being passive players or ‘mere-conduits’ to being active 

‘gate-keepers’ with the duty to prevent the posting of illegal content over 

digital-spaces and online services managed by them. Although exceptions do 

apply, this transition is steadily gaining ground and evolving into a mainstream 

approach to intermediary liability.  

This shift is primarily reflected in developments in case law and appears 

to be rooted in the ‘Internet threat’ discourse that is characterized by the fear 

that OSPs are becoming untameable monsters19 who are likely to inflict imminent 

harm unless subdued through enhanced legal obligations and liability.  It has 

been supplemented by automated content screening and filtering software 

adopted by influential industry-players.   

2.1. Case Law  

The decision delivered by the Brazilian Superior Tribunal de Justiça (STJ) in 

the Dafra
20 case is a good starting-point for illustrating this shift. In this decision, 

which concerned copyright-infringing videos posted on the Youtube platform 

(owned by Google) by users, the Brazilian STJ stressed the importance of 

imposing liability on intermediaries, stating that, ‘if Google created an 

“untameable monster”, it should be the only one charged with any disastrous 

consequences.’ Accordingly, Google was required not only to remove the 

infringing video which was the object of the lawsuit but also to remove any 

similar and related unauthorized videos, even if they were uploaded by other 

users and bore a different title.21  The ‘technical impossibility’ defense raised by 

Google—that it was impossible to take down all videos due to the fact that 

blocking filters that are capable of identifying all infringing materials do not 

currently exist22—was quashed by the Court on the grounds that the lack of a 

technical solution for fixing a defective new product does not exempt the 

manufacturer from liability, or from the obligation of providing a solution.23 By 

evoking the untameable monster, Justice Salomão echoes a recurrent narrative 

in recent intermediary liability—especially copyright—policy that focuses on the                                                  
19 See Giancarlo Frosio, ‘The Death of “No Monitoring Obligations”: A Story of Untameable 

Monsters’ (2017) 8 JIPITEC 199.  
20 Superior Court of Justice Fourth Panel Google Brazil v Dafra [24 March 2014] Special Appeal no 

1306157/SP (BR) (hereafter ‘Dafra’). 
21 ibid para 5.2. 
22 ibid para 4. 
23 ibid para 5.4. 
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‘threat’ posed by digitalisation and Internet distribution. 24  It has led to 

overreaching expansion of online enforcement. The Court in Dafra stressed the 

importance of imposing liability on intermediaries saying that, ‘violations of 

privacy of individuals and companies, summary trials and public lynching of 

innocents are routinely reported, all practiced in the worldwide web with 

substantially increased damage because of the widespread nature of this 

medium of expression.’25 This ‘Internet threat’ discourse also emerges in the 

statement made by Justice Newman of the United States Court of Appeal of the 

Second Circuit in the decision delivered in the Universal v Corley case. 26 

Responding to the request made by the defendants to refrain from using the 

DMCA as an instrument of censorship, Justice Newman replied as follows: ‘[h]ere, 

dissemination itself carries very substantial risk of imminent harm because the 

mechanism is so unusual by which dissemination of means of circumventing 

access controls to copyrighted works threatens to produce virtually unstoppable 

infringement of copyright.’27 

In the Baidu case, the Beijing Higher People’s Court (China) imposed 

proactive monitoring obligations on hosting providers based on the popularity of 

the infringed works and high-volume views/downloads.28 The High Court of 

Beijing determined that it was reasonable to impose on the OSP Baidu, a duty to 

monitor and to examine the legal status of an uploaded work once it has been 

viewed or downloaded more than a certain number of times.29 As per its duty to 

monitor, Baidu is required to inspect the potential copyright status of the work 

by contacting the uploader, checking whether the work is originally created by 

the uploader or legally authorized by the copyright owners.30 However, the Court 

failed to clearly indicate the number of views or downloads that would be 

sufficient for triggering this duty, thereby giving rise to legal uncertainty 

regarding the exact scope of an OSP’s liability in relation to popular content.  

A notable exception to the global trend in enforcing proactive monitoring 

obligations is the decision delivered by the Supreme Court of Argentina in the                                                  
24 See James Boyle, The Public Domain: Enclosing the Commons of the Mind (Yale U Press 2008) 

54-82. 
25 

Dafra (n 20) para 5.4. 
26 

Universal v Corley 60 USPQ 2d 1953 (2nd Cir 2011) (US) (hereafter ‘Corley’). 
27 ibid 1968. 
28 See Beijing Higher People’s Court Zhong Qin Wen v Baidu [2014] Gao Min Zhong Zi no 2045 (CH).   
29 ibid 
30 ibid 
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Belen case.31 In this case, a well-known public figure—Belen Rodriguez—brought 

an action against the search engines Google and Yahoo! for linking search results 

to third-party content which, she claimed, violated her copyright and her right to 

honor and privacy. In the lower courts, the search engines were found strictly 

liable under Article 1113 of the Argentinian Civil Code which imposes liability, 

regardless of knowledge or intention, to those performing risky acts such as 

indexing third-party content, creating wider audiences for illegitimate content 

or serving as the ‘guardians’ of the thing that generates the damage, such as the 

search engine’s software.32 However, the imposition of liability based on a 

regime of strict liability was repudiated by the Argentinian Supreme Court which 

adopted a test based on actual knowledge and negligence and required judicial 

review for issuing a notice to take-down content—except in a few cases of ‘gross 

and manifest harm’. The Supreme Court further rejected the imposition of any 

filtering obligation in order to prevent infringing links from appearing in the 

future. 33  In the rather extreme view taken by the Argentinian Supreme Court, as 

a default rule, actual knowledge—and possibly negligence—would only arise 

after a judicial review has upheld the issuance of the notice. In any event, this 

conclusion—and the transaction costs it implies—is mitigated by a category of 

cases exempted from judicial review that might finally be quite substantial. 

Apparently, the Argentinian Supreme Court believes that, if harm is not 

manifest, a balancing of rights might be necessary, which can only be done by a 

court of law, rather than a private party. 

2.1.1. The European experience 

In Europe too, the ‘Internet threat’ discourse has been gaining ground. A 

recent decision delivered by the European Court of Human Rights (ECtHR) almost 

re-echoed the statement made by Judge Newman of the US Court of Appeal in 

Universal v. Corley (but this time in the context of hate-speech rather than of                                                  
31 See Supreme Court Rodriguez M Belen v Google y Otro s/ daños y perjuicios [29 October 2014] 

R.522.XLIX. (Argentina) (hereafter ‘Belen’). See also Pablo Palazzi and Marco Jurado, ‘Search 

Engine Liability for Third Party Infringement’ (2015) 10 JIPLP 244; Marco Rizzo Jurado, ‘Search 

engine liability arising from third parties infringing content: a path to strict liability?’ (2014) 9 

JIPLP 718, 718-720. 
32 See eg Cámara Nacional de Apelaciones en lo Civil de la Capital Federal S. M., M. S. v Yahoo de 

Argentina SRL y Otro s/ daños y perjuicios [6 November 2013] no 89.007/2006 

AR/JUR/XXXXX/2013; Cámara Nacional de Apelaciones en lo Civil de la Capital Federal Da Cunha, 

Virginia v Yahoo de Argentina S.R.L. and Google [10 August 2010] no 99.620/2006, 

AR/JUR/40066/2010. 
33 See Belen (n 31). 



10   

Center for International Intellectual Property Studies Research Paper No. 2019-05 

 

copyright infringement). The ECtHR noted that, in the Internet, ‘[d]efamatory 

and other types of clearly unlawful speech, including hate speech and speech 

inciting violence, can be disseminated like never before, worldwide, in a matter 

of seconds, and sometimes remain persistently available online.’34 In multiple 

decisions, the ECtHR has been asked to consider whether an Internet news portal 

should be liable for user-generated comments and obliged to monitor and 

proactively filter its networks in order to avoid liability. The Delfi case, 

concerned readers’ comments containing clearly unlawful hate speech which 

had been posted below a news article published by Delfi (an Estonian Internet 

news provider) on its online news portal. The Estonian Supreme Court denied 

Delfi’s claim of immunity from liability under the ECD, by designating it as a 

‘provider of content services’ rather than as an ‘information service provider’ 

(ISP). Delfi finally sought redress from the ECtHR and claimed relief under its 

freedom to impart information. Thus, the ECtHR was required to strike a balance 

between the freedom of expression granted under Article 10 of the European 

Human Rights Convention and the preservation of personality rights of third 

persons under Article 8 of the same Convention. 35  The ECtHR tackled this 

conundrum by delineating a narrowly construed scenario in which the liability 

imposed on OSPs supposedly does not interfere with the freedom of 

expression.36 The ECtHR held that, in a situation of higher-than-average risk of 

defamation or hate speech, 37  if comments from non-registered users are 

allowed,38  a professionally managed and commercially based Internet news 

portal should exercise the full extent of control at its disposal—and must go 

beyond automatic keyword-based filtering or ex post notice-and-take-down 

procedures—to avoid liability.39 The ECtHR therefore concluded that finding Delfi                                                  
34 

Delfi AS v Estonia App no 64569/09  (ECtHR, 16 June 2015) para 110 (hereafter ‘Delfi AS’). 
35 ibid para 59. 
36 For detailed comments of each relevant principle stated in the decision,  see Giancarlo Frosio, 

‘The European Court Of Human Rights Holds Delfi Liable For Anonymous Defamation’ (CIS Blog, 25 

October 2013) <https://cyberlaw.stanford.edu/blog/2013/10/european-court-human-rights-

holds-delfiee-liable-anonymous-defamation>. 
37 See Delfi AS (n 34) para 144-146. A strikingly similar standard was also adopted by an older 

decision of the Japanese Supreme Court. See Supreme Court Animal Hospital Case [7 October 

2005] (JP) <https://cyberlaw.stanford.edu/page/wilmap-japan> (finding Channel 2, a Japanese 

bulletin board, liable on the rationale that—given the large amount of defamatory and 

‘unreliable’ content in threads found on its site—it was not necessary for Channel 2 to know that 

each thread was defamatory, but it was sufficient that Channel 2 had the knowledge that there 

was a risk that such transmissions/posts could be defamatory. 
38 See Delfi AS (n 34) para 147-151. 
39 ibid para 152-159. 
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liable for anonymous comments posted by third parties on its online platform 

did not breach its freedom to impart information.40 In later cases, the ECtHR has 

revisited—or at best clarified—the issue of liability for Internet intermediaries. In 

MTE, the ECtHR concluded that ‘the notice-and-take-down-system could function 

in many cases as an appropriate tool for balancing the rights and interests of all 

those involved.’41 Therefore, if the specifics of Delfi do not apply and the 

comments to be removed are ‘offensive and vulgar’ rather than hate speech,42 

the ECtHR saw ‘no reason to hold that [the notice-and-take-down] system could 

not have provided a viable avenue to protect the commercial reputation of the 

plaintiff.’43 Similarly, in the case of Pihl v. Sweden, the ECtHR confirmed its 

previous reasoning by rejecting the claims of an applicant who had been the 

subject of a defamatory online comment published on a blog. The ECtHR 

reasoned that no proactive monitoring à la Delfi was to be imposed against the 

defendant because, although the comment had been offensive, it had not 

amounted to hate speech or an incitement to violence; it had been posted on a 

small blog run by a non-profit association; it had been taken down the day after 

the applicant had made a complaint; and, it had only been on the blog for around 

nine days. Still, proactive and automated monitoring and filtering—although 

narrowly applied—does get singled out by the ECtHR as a privileged tool to tame 

the ‘untamable monster’ or the ‘Internet threat’.44 Similar to the approach 

adopted by the Beijing Higher People’s Court in the Baidu decision, the ECtHR 

also seems to set a threshold for proactive monitoring based on the popularity 

of the content in question. In the Delfi decision the ECtHR noted that, Delfi could 

have anticipated the posting of negative comments based on the high degree of 

reader interest in the news article as demonstrated by the above-average 

numbers of comments posted below it.  

At the national level too, courts of EU Members States have implemented 

proactive monitoring obligations for hosting providers in apparent conflict with 

a well settled jurisprudence of the CJEU. These decisions span the entire 

spectrum of intermediary liability subject-matters.                                                   
40 See eg Lisl Brunner, ‘The Liability of an Online Intermediary for Third Party Content: The 

Watchdog Becomes the Monitor: Intermediary Liability after Delfi v Estonia’ (2016) 16 Human 

Rights L Rev 163, 163-174. 
41 See Magyar Tartalomszolgáltatók Egyesülete and Index.Hu v Hungary App no 22947/13 (ECtHR, 

2 May 2016) para 91. 
42 ibid para 64. 
43 ibid para 91. 
44 See Delfi AS (n 34) para 110. 
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In the Allostreaming
45

 case—a landmark decision in France—the Paris Court 

of Appeal imposed an obligation on OSPs to block the illegal movie streaming 

website Allostreaming and affiliated enterprises. In addition, search engines, 

including Google, Yahoo! and Bing, were required to proactively expunge any link 

to these websites from their search results.46 The Court of Appeal remarked that 

rightholders are ‘confronted with a massive attack’ and are ‘heavily threatened 

by the massive piracy of their works.’47 Hence, the Court of Appeal determined 

that, it is ‘legitimate and in accordance with the principle of proportionality that 

[ISPs and search engines] contribute to blocking and delisting measures’ because 

they ‘initiate the activity of making available access to these websites’ and 

‘derive economic benefit from this access (especially by advertising displayed on 

their pages).’48  

German courts have found that—under the Telemedia Act 49 —hosting 

providers are ineligible for the liability privilege provided under Article 14 of the 

ECD, if their business model is mainly based on copyright infringement. In two 

disputes involving the Swiss-based file-hosting service, RapidShare, the Federal 

Supreme Court of Germany—Bundesgerichtshof (BGH) imposed monitoring 

obligations on RapidShare. 50  According to the BGH, although RapidShare’s                                                  
45 See Cour d’Appel Paris APC et al v Google, Microsoft, Yahoo!, Bouygues et Al [16 March 2016] 

(FR) (hereafter Allostreaming 2016) confirming TGI Paris APC et al v Google, Microsoft, Yahoo!, 

Bouygues et Al (28 November 2013) (France). See also Laura Marino, ‘Responsabilités civile et 

pénale des fournisseurs d’accès et d’hébergement’ (2016) 670 JCl Communication 71, 71-79. But 

see Cour d’Appel Paris TF1 v DailyMotion [2 December 2014] (stating that DailyMotion enjoys 

limitation of liability as a hosting provider and is not required to proactively monitor users' 

infringing activities). See also Giancarlo Frosio, ‘France DailyMotion pays Damages for Late 

Removal of Infringing Materials’ (CIS Blog, 8 December 2014) 

<https://cyberlaw.stanford.edu/blog/2014/12/france-dailymotion-pays-damages-late-removal-

infringing-materials>. 
46 See Allostreaming 2016 (n 45) 7. In delivering this decision, the Court of Appeal confirmed in 

part the first instance decision delivered by the Tribunal de Grande Instance (TGI) Paris. Notably, 

the appellate decision reversed the first instance decision on the issue of the allocation of costs. 

According to the Court of Appeal, all costs related to blocking and delisting sixteen Allostreaming 

websites should be sustained by the search engines, rather than being equally shared between 

the infringing websites and the search engines as previously decided by the TGI. 
47 ibid 
48 ibid  
49 See Telemediengesetz [Federal Telemedia Act] 2007 BGBl I S 179 (DE). This Act implements 

provisions of the ECD (including Article 14(1)) in German law.  
50 See BGH GEMA v RapidShare [15 August 2013] I ZR 79/12, GRUR-RR 2014, 136 (DE) (where the 

German copyright collective society, GEMA, sued RapidShare in Germany, alleging that over 4,800 

copyrighted music files were shared via RapidShare without consent from GEMA or the right 
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business model was not primarily designed for violating copyright, it 

nevertheless provided incentives to third parties to illegally share copyrighted 

content.51 Therefore (as also affirmed by the BGH in the decision delivered in the 

case of Atari Europe v. RapidShare
52 ), RapidShare—and similar file-hosting 

services—are required to abide by more stringent monitoring duties.  Thus, the 

BGH determined that, a hosting provider is not only required to delete files 

containing copyrighted material as soon as it is notified of a violation by the 

rightholder but must also take steps to prevent similar infringements by other 

users in the future. File-hosting services are required to actively monitor 

incoming links to discover copyrighted files as soon as there is a specific reason 

to do so and to then ensure that these files become inaccessible to the public.53 

In doing so, the service provider should use all possible resources – including 

search engines, Facebook, Twitter or web crawlers – to identify links made 

accessible to the public by user generated repositories of links.54 Furthermore, in 

the so-called Internet Auction cases55 which involved trademark infringements 

taking place on Internet auction platforms such as eBay, the BGH repeatedly 

decided that notified trademark infringements imposed an obligation on these 

platforms to investigate future offerings, either manually or through software 

filters, if the necessary measures are possible and economically reasonable.56 

The BGH based its decision on the German property law doctrine of 

Störerhaftung which, as codified in s. 1004 of the German Civil Code, grants a 

proprietor a right to (permanent) injunctive relief against any person who causes 

an interference with his property.
57 However, since the doctrine prevents any 

person from being held liable as a Störer (i.e. an interferer) if that would entail 

an unreasonable burden upon him, the BGH struggled in determining the exact                                                                                                                                                  
holder). An English translation is available at <https://stichtingbrein.nl/public/2013-08-

15%20BGH_RapidShare_EN.pdf>.  
51 ibid  
52 See BGH Atari Europe v RapidShare [12 July 2012] I ZR 18/11, GRUR 2013, 370 (DE) (in this case, 

RapidShare neglected to check whether certain files violating Atari's copyright over the 

computer game ‘Alone in the dark’ were stored on its servers by other users). 
53 See GEMA v RapidShare (n 50) § 60. 
54 ibid 
55 See BGH Rolex v Ebay/Ricardo (a.k.a. Internetversteigerung I) [11 March 2004] I ZR 304/01, 

GRUR 2004, 860 (DE) § 31; BGH Rolex v eBay (a.k.a. Internetversteigerung II) [19 April 2007] I ZR 

35/04, GRUR 2007, 708 (DE); BGH Rolex v Ricardo (a.k.a. Internetversteigerung III) [30 May 2008] I 

ZR 73/05, GRUR 2008, 702 (DE). 
56 See ibid Internetversteigerung I (n 55) para 46. 
57 This doctrine has been extended by analogy to intellectual property law and was in fact applied 

in the RapidShare cases mentioned above (n 50 and 52).  
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scope of the duty of care to be imposed on auction platforms which would 

qualify as ‘reasonable’ or ‘technically possible’. In the Internet Auction III case, 

the BGH determined that the investigation of clearly noticeable infringements— 

such as blatant counterfeit items—would pass the reasonability test, whereas a 

filtering obligation which endangers the business model of the Internet auction 

platform would be unreasonable. However, as per a later decision of the BGH 

delivered in a different case, it was determined that an obligation to  manually 

check and visually compare each product offered in an online auction against 

infringement—which was not clear or obvious—would be unreasonable.58 On the 

other hand, offering filtering tools to trademark holders—as eBay does—in order 

to perform such manual checks themselves, would be sufficient for the purpose 

of avoiding liability under the doctrine of Störerhaftung.59  

In Italy, a mixed case law has emerged. Some courts have imposed 

proactive monitoring obligations on intermediaries, whereas other courts have 

taken the opposite stance and confirmed that there is no monitoring obligation 

for intermediaries under European law.60 In a long-standing legal battle between 

Delta TV and YouTube being fought before the Tribunal of Turin, Delta TV sued 

Google and YouTube for copyright infringement of certain South American soap 

operas that users had uploaded onto YouTube. In this case, Google complied with 

its notice and take down policy, and the videos were removed as soon as the 

specific URLs were provided by Delta TV. In one interim decision, the Court 

agreed with Delta TV’s claims and ordered Google and YouTube to remove the 

infringing videos and to prevent further uploads of the same content through 

the use of its Content ID software (using as a reference the URLs provided by                                                  
58 See BGH Kinderhochstühle im Internet [22 July 2010] I ZR 139/08, GRUR 2011, 152 (DE). 
59 ibid 
60 For caselaw confirming the safe harbour and no-monitoring obligations, see Corte d’appello 

Milano [Milan Court of Appeal] Reti Televisive Italiane S.p.A. (RTI) v Yahoo! Italia S.r.l. (Yahoo!) et 

al [7 January 2015] N RG 3821/2011  (reversing a previous decision regarding the publication of 

fragments of television programs through the now-terminated Yahoo! Video service and 

clarifying that RTI had the obligation to indicate in a ‘detailed, precise and specific manner’ the 

videos that Yahoo! had to remove and the court of first instance could not ‘impose on a hosting 

provider general orders or, even worse, general monitoring obligations, which are forbidden by 

Directive 2000/31/EC’); Tribunale Milano [Milan Tribunal] Mediaset Premium S.p.a. v Telecom 

Italia S.p.a. et al [27 July 2016] (discussing a blocking injunction against Calcion.at and clarifying 

that mere conduit Internet providers do not have an obligation to monitor their networks and 

automatically remove content). See also Tribunale Roma [Rome Tribunal] Reti Televisive Italiane 

S.p.A. (RTI) v TMFT Enterprises LLC- Break Media [27 April 2016] (confirming no monitoring 

obligations but stating that rightholders do not need to list the URLs where the videos are made 

available). 
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Delta TV).61  The Court stressed that these proactive monitoring obligations 

derive from the fact that YouTube is a ‘new generation’ hosting service, a role 

that foists upon it a greater responsibility to protect third parties’ rights.62 More 

recently, the Tribunal of Turin delivered a final decision on the matter, 

confirming the previous decision and an obligation on YouTube to partially 

monitor its network by preventing the re-uploading of previously removed 

content.63 The Court noted that, ‘there subsists on YouTube an actual legal 

obligation to prevent further uploads of videos already flagged as infringing of 

third-party copyrights.’64 According to the Court, this amounts to an ex post 

specific obligation or duty of care in line with Recital 40 of the ECD.  It is worth 

noting that multiple Italian cases have applied a reasoning which is similar to that 

employed by the Brazilian STJ in the Dafra case, by stating that, any hosting 

providers, whether active or passive, have an obligation to prevent the 

repetition of further infringements once they have actual knowledge of the 

infringement, according to the principle cuius commoda, eius et incommoda (‘a 

party enjoying the benefits [of an activity] should bear also the 

inconveniences’).65 This civil law principle refers to a form of extra-contractual 

(or tort) liability under which any person who benefits from a certain activity 

should be liable for any damages that that activity may cause.  

                                                 
61 See Tribunale Torino [Tribunal of Turin] Delta TV v Youtube [23 June 2014] N RG 15218/2014 

(revising en banc a previous decision rejecting Delta TV’s request on the basis that (i) there is no 

obligation on the part of Google and YouTube, as hosting providers, to assess the actual 

ownership of the copyrights in videos uploaded by individual users). See also Eleonora Rosati, 

‘Italian court says that YouTube’s Content ID should be used to block allegedly infringing 

contents’ (IPKat, 21 July 2014) <http://ipkitten.blogspot.fr/2014/07/italian-court-says-that-

youtubes.html>.  
62 See Delta TV v Youtube (n 61) 12. 
63 See Tribunale Torino [Tribunal of Turin] Delta TV v Google and YouTube [7 April 2017] N RG 

38113/2013. 
64 Eleonora Rosati, ‘Italian court finds Google and YouTube liable for failing to remove unlicensed 

content (but confirms eligibility for safe harbour protection)’ (IPKat, 30 April 2017) 

<http://ipkitten.blogspot.fr/2017/04/italian-court-finds-google-and-youtube.html> accessed 21 

March 2019.  
65 See eg Tribunale Milano sez Penale [Milan Tribunal, Criminal Section] David Drummond and 

others [24 Febbraio 2010] no 1972/2010 (discussing the notorious Vividown case and convicting 

Google executives for violating data protection law, in connection with the online posting of a 

video showing a disabled person being bullied and insulted). See also Giovanni Sartor and Mario 

Viola de Azevedo Cunha, ‘The Italian Google-Case: Privacy, Freedom of Speech and Responsibility 

of Providers for User-Generated Contents’ (2010) 18 Int J law Info Tech 356, 373-374. 
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On the other hand, in Spain, the decision delivered by the Madrid Court of 

Appeal in the Telecinco case, marks a departure from the trend towards the 

imposition of general monitoring obligations.66  Indeed, it is in line with multiple 

decisions delivered by the national courts of EU Member States (including Italy as 

mentioned before) that deny the application of general monitoring obligations in 

accordance with Article 14 of the ECD. In the Telecinco case the Madrid Court of 

Appeal dismissed the request of Telecinco—a Spanish broadcaster owned by the 

Italian Mediaset—to issue an injunction to prevent the future posting of 

copyright infringing content by users on the YouTube platform. In doing so, the 

Court of Appeal made a series of arguments to demonstrate how the imposition 

of a proactive monitoring obligation at national level is pre-empted by EU law 

and jurisprudence. The Court of Appeal noted that, although the 

CJEU interpreted Article 11 of the Enforcement Directive to mean that an ISP may 

be ordered ‘to take measures which contribute, not only to bringing to an end 

infringements of those rights by users of that marketplace, but also to 

preventing further infringements of that kind’,67 it also made it clear that this 

rule ‘may not affect the provisions of Directive 2000/31 and, more specifically, 

Articles 12 to 15 thereof […] which prohibits national authorities from adopting 

measures which would require a hosting service provider to carry out general 

monitoring of the information that it stores.’68 Accordingly, the Court of Appeal 

concluded that, issuing an injunction to prevent future infringements would be 

in contravention of EU law, as it would result either in an order to proactively 

monitor user-generated content (contrary to the ECD) or in an obligation to 

implement a filtering system that, according to the CJEU, would seriously 

endanger ISPs’ freedom to conduct business and users’ fundamental rights, 

including data protection and freedom of information. 

2.2. Private Ordering: Emerging Industry-Practice 

Proactive general monitoring is also being voluntarily adopted by OSPs as 

a private ordering mechanism in response to pressure from rightholders and 

governments to purge the Internet from allegedly infringing content or illegal 

speech and as a means of protecting themselves from lawsuits as regards 

content uploaded by third parties. In 2008, Google launched its Content ID 

system—an automated content screening and filtering mechanism— after being 

exposed to a major lawsuit brought against it by Viacom based on the                                                  
66  See Madrid Court of Appeal YouTube v Telecinco [2014] decision no 11/2014. 
67 C-324/09 (n 17) para 144. 
68 See C-360/10 (n 17) para 32-33 and ibid para 139. 
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unauthorized uploading and viewing of copyright protected content onto the 

Youtube platform (owned by Viacom) by users.69 Similarly in 2014, Viacom 

adopted an analogous filtering system known as Copyright Match in the 

aftermath of a copyright infringement lawsuit brought against it by Capitol 

Records and EMI concerning several music videos that were uploaded onto the 

Vimeo platform by users.70  Both technologies rely on digital fingerprinting to 

match an uploaded file against a database of protected works provided by 

rightholders. Google’s Content ID system applies four possible policies, including 

(1) muting matched audio in an uploaded video, (2) completely blocking a 

matched video, (3) monetizing a matched video for the copyright owner by 

running advertisements against it and, (4) tracking a matched video’s viewer 

statistics.71 The Copyright Match system functions in a similar way. Tailoring of 

Content ID policies is also possible and rightholders can block content in some 

instances and monetize it in others, depending on the amount of copyrighted 

content included in the allegedly infringing uploaded file. The system also allows 

end-users to dispute copyright owners’ claims on content.72 

Private ordering by OSPs through the voluntary application of monitoring 

mechanisms, is being increasingly promoted by governments. The 

Communication on Online Platforms and the Digital Single Market puts forward 

the idea that ‘the responsibility of online platforms is a key and cross-cutting 

issue.’73 In other words, the Commission would like to impose an obligation on 

online platforms to behave responsibly by addressing specific problems. 74 

Hosting providers—especially platforms—would be called to actively and swiftly 

remove illegal materials, instead of reacting to complaints. As the Commission 

puts it, the goal is ‘to engage with platforms in setting up and applying voluntary 

                                                 
69 See Viacom Int’l v YouTube Inc 676 F3d 19 (2nd Cir 2012) (US) (upholding YouTube’s liability in 

the long-lasting legal battle with Viacom by holding that Google and YouTube had actual 

knowledge or awareness of specific infringing activity on its website). The lawsuit was 

subsequently settled.  
70 See Capitol Records LLC v Vimeo 972 F Supp 2d 500 (SDNY 2013) (US) (denying in part Vimeo’s 

motion for summary judgment). 
71 See YouTube, How Content ID Works  

<https://support.google.com/youtube/answer/2797370?hl=en>. 
72 See YouTube, Dispute a Content ID Claim  

<https://support.google.com/youtube/answer/2797454?hl=en>.  
73 European Commission, ‘Online Platforms and the Digital Single Market: Opportunities and 

Challenges for Europe’ (Communication) COM (2016) 288 final, 9. 
74 ibid 8. 



18   

Center for International Intellectual Property Studies Research Paper No. 2019-05 

 

cooperation mechanisms.’ 75 Again, the Commission in a 2017 Communication 

aims at promoting ‘enhanced responsibility of online platforms’ on a voluntary 

basis through ‘proactive measures to detect and remove illegal content online’.76 

As an umbrella framework, the Commission recently agreed with all major online 

hosting providers—including Facebook, Twitter, YouTube and Microsoft—on a 

code of conduct that includes a series of commitments to combat the spread of 

illegal hate speech online in Europe.77 Also, in partial response to this increased 

pressure from the EU regarding the role of intermediaries in the fight against 

online terrorism, major tech-companies announced that they will begin sharing 

hashes of apparent terrorist propaganda. 78  For some time, You Tube and 

Facebook have been using Content ID and other matching tools to filter 

‘extremist content’.79 For this purpose, tech-companies plan to create a shared 

database of unique digital fingerprints—known as hashes—that can identify 

images and videos promoting terrorism.80 When one company identifies and 

removes such a piece of content, the others will be able to use the hash to 

identify and remove the same piece of content from their own network. The 

fingerprints will help identify image and video content that are ‘most likely to 

violate all of our respective companies’ content policies’. 81  Despite 

                                                 
75 ibid 
76 See European Commission, ‘Tackling Illegal Content Online. Towards an enhanced responsibility 

of online platforms’ COM (2017) 555 final, s 3.3.1. 
77 See European Commission, ‘European Commission and IT Companies Announce Code of Conduct 

on Illegal Online Hate Speech’ (Press Release 31 May 2016) <http://europa.eu/rapid/press-

release_IP-16-1937_en.htm>.  
78 See ‘Google in Europe, Partnering to Help Curb the Spread of Terrorist Content Online’ (Google 

Blog, 5 December 2016) <https://blog.google/topics/google-europe/partnering-help-curb-

spread-terrorist-content-online>.  
79 See Joseph Menn and Dustin Volz, ‘Excusive: Google, Facebook Quietly Move Toward Automatic 

Blocking of Extremist Videos’ (Reuters, 25 June 2016) <www.reuters.com/article/us-Internet-

extremism-video-exclusive-idUSKCN0ZB00M> (apparently, the ‘automatic’ removal of extremist 

content is only about automatically identifying duplicate copies of video that were already 

removed through human review). 
80 See Olivia Solon, ‘Facebook, Twitter, Google and Microsoft Team up to Tackle Extremist Content’ 

(The Guardian, 6 December 2016) <www.theguardian.com/technology/2016/dec/05/facebook-

twitter-google-microsoft-terrorist-extremist-content>. 
81 See ‘Partnering to Help Curb Spread of Online Terrorist Content’ (Facebook Newsroom, 5 

December 2016) <https://newsroom.fb.com/news/2016/12/partnering-to-help-curb-spread-of-

online-terrorist-content>.  
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the collaboration, the task of defining removal policies will remain within the 

remit of each platform.82 

 

3. The EU Copyright Directive in the Digital Single Market: 
Legitimation through Legislation?   

 

Article 17 of the C-DSM is a significant step towards consolidating the 

transformation of OCSSPs from passive neutral services to active ‘gate-keepers’, 

through legislative means. The C-DSM limits itself to OCSSP liability relating to 

content that infringes upon copyright and preserves the existing intermediary 

liability framework as regards other illegal content such as defamatory 

statements, hate speech, violations of privacy etc.  

The draft legislative provision has been subject to numerous amendments 

that have constantly re-framed the scope of OCSSP liability. The first draft of the 

C-DSM was proposed by the Commission in September 2016 (hereafter ‘C-DSM 

Proposal’).83 In July 2018, the EU Parliament rejected a mandate proposed by the 

Legal Affairs (JURI) Committee to enter into negotiations with the EU Council for 

the purpose of enacting the C-DSM, 84  following which (and after further 

negotiations) an amended version of the C-DSM (including Article 17–which was 

then Article 13) was adopted by the EU Parliament in September 2018 (hereafter 

‘version of September 2018’). Finally, in February 2019 a further amended 

version of the C-DSM and Article 17 (then Article 13) was agreed upon during the 

trilogue negotiations between the EU Parliament, the Commission and the 

Council (hereafter ‘agreed-upon text’). This agreed-upon text (with several 

inconsequential changes) was finally adopted by the Council in April 2019 

(following its approval by the Parliament).85  

                                                 
82 ibid 
83 C-DSM Proposal (n 1).  
84 EU Parliament, Parliament to review copyright rules in September (Press Release 5 July 2018)    

<www.europarl.europa.eu/news/en/press-room/20180628IPR06809/parliament-to-review-

copyright-rules-in-september>. 
85 See Directive 2019/790/EU of the European Parliament and of the Council of 17 April 2019 on 

copyright and related rights in the Digital Single Market and amending Directives 96/9/EC and 

2001/29/EC [2019] OJ L 130/92. In the absence of an indication to the contrary, all references to 
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Before proceeding to discuss the salient features of Article 17, a brief 

exposition of the aims and objectives of the C-DSM would be helpful in 

understanding the context of Article 17 and in locating it within the ‘Internet 

threat’ discourse. As noted in the explanatory memorandum to the C-DSM 

Proposal of September 2016, a powerful trigger behind Article 17 is an attempt 

to close the so-called ‘value-gap’ of the EU online digital economy which refers 

to an alleged unfair distribution of revenues generated from the online use of 

copyright-protected works among industry actors along the value chain.86 To the 

end of closing the ‘value-gap’, the proposed reform inter alia requires OCSSPs to 

engage in a more proactive role in preventing the availability of copyright 

infringing content over services provided by them in order to enable 

rightholders to receive an appropriate remuneration for the use of their works.87 

3.1. Definition of an OCSSP 

Article 2(6) of the C-DSM defines an OCSSP as, 

a provider of an information society service of which the main or one of 

the main purposes is to store and give the public access to a large 

amount of copyright- protected works or other protected subject-matter  

uploaded by its users, which it organises and promotes for profit-making 

purposes.88  

Thus, the application of Article 17 is limited to UGC hosting providers.89 It 

is further required that the OCSSP plays an active role in organizing (including 

categorizing) the UGC content and promoting it for profit-making purposes, 

thereby excluding the application of the hosting liability exemption in Article 14 

                                                                                                                                                 
the C-DSM, including Article 17, made in the course of the following discussion will refer to 

provisions of this final version. 
86 See Part 1 of the Explanatory Memorandum to the C-DSM Proposal (n 1).  

Evolution of digital technologies has led to the emergence of new business models and 

reinforced the role of the Internet as the main marketplace for the distribution and 

access to copyright-protected content. (…). It is therefore necessary to guarantee that 

authors and rightholders receive a fair share of the value that is generated by the use of 

their works and other subject-matter. 
87 Directive 2019/790/EU (n 85) Recital 61 (Recital 37 in the version of September 2018).  
88 ibid Art 2(6) (emphasis added). 
89 ibid Recitals 61 and 62.  
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of the ECD.90 In doing so, the C-DSM redeploys the language of the CJEU in L’Oréal 

v. eBay
91

 where the optimization and promotion of offers-for-sale hosted on its 

platform by eBay was linked to the active role played by eBay in respect of those 

offers-for-sale, thereby removing it from the protection offered under Article 

14 of the ECD.  As per Recital 62 of the C-DSM, the definition of an OCSSP is 

expected to target online services which play an important role on the online 

content market by competing with other online content services such as online 

audio and video streaming services, for the same audiences. On the other hand, 

the definition specifically excludes OCSSPs who have another main purpose than 

enabling users to upload and share copyright protected content for profit-

making purposes such as OCSSPs operating from non-profit motives (eg open-

source software development platforms, online encyclopedias), electronic 

communication services92, online market places whose main activity is online 

retail as opposed to giving access to copyright protected content and business-

to-business cloud services (eg cyberlockers) that allow users to upload content 

for their own use.93 In sum, platforms like YouTube, Facebook and DailyMotion 

would clearly fall within the scope of the definition of an OCSSP in Article 2(6). 

This further serves to underscore the primary aim of Article 17 as closing the 

‘value-gap’ by compelling platforms which obtain commercial profit through the 

sharing of copyright-protected content  uploaded by users, to appropriately 

remunerate rightholders.  Although this may constitute a legitimate objective, 

the means employed by Article 17 appear to overreach this aim and threaten to 

severely upset the balance between the interests of rightholders, intermediaries 

and users in the dissemination and use of copyright protected content online.     

3.2. A General Monitoring Obligation?  

Article 17 makes OCSSPs directly liable for copyright infringement based 

on the assumption that they perform an act of communication to the public94 or                                                  
90 ibid  Art 17(3) explicitly precludes the limitation of liability established in Article 14(1) of the 

ECD from applying to situations covered by C-DSM, Article 17. However, its application is 

preserved for uses of content not falling within C-DSM, Article 17. 
91 See C-324/09 (n 17) para 116. 
92 As defined in Article 2(4) of the Directive (EU) 2018/1972 of the European Parliament and of the 

Council of 11 December 2018 establishing the European Electronic Communications Code [2018] 

OJ L 321/36. 
93 Directive 2019/790/EU (n 85) Art 2(6) § 2. 
94 This constitutes an extension of the notion of ‘communication to the public’ under EU law 

which traditionally stressed on the ‘indispensable’ or ‘essential’ role of the user in giving access 

to a copyright protected work to an additional public. See eg C-160/15 GS Media BV v Sanoma 
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an act of making available to the public, by means of giving public access to 

copyright protected content uploaded by users. This represents a radical shift 

from the prevailing regulatory framework under the ECD that imputes secondary 

liability based on actual knowledge and ‘take-down’.95 Thus, under Article 17, 

OCSSPs would be automatically assumed to infringe copyright and be held 

directly liable for acts of copyright infringement that are materially committed 

by users who upload unauthorized content onto online services provided by 

them.  

The imposition of direct liability for copyright infringement is combined 

with an elevated standard of care and due diligence that is exemplified through 

a three-tiered framework of direct liability.96 Firstly, OCSSPs are required to 

make their ‘best efforts’ to obtain the authorization of the relevant copyright 

owners (rightholders) before communicating any copyright protected content to 

the public.97 Secondly, they are required to make their ‘best efforts’ to ensure 

the unavailability of specific works concerning which rightholders have provided 

the relevant and necessary information.98
 Thirdly, upon receiving a sufficiently 

substantiated notice from the rightholders, OCSSPs are required to act 

expeditiously to disable access or to remove from their websites the particular 

work and furthermore, to make their ‘best efforts’ to prevent the future upload 

of that content (i.e. ‘stay-down’ of infringing content).99 As noted above, the 

limitation of liability under Article 14 of the ECD is made expressly inapplicable to 

situations covered under Article 17.100  

For the purposes of ensuring the unavailability of unauthorized content, 

the ‘best efforts’ of OCSSPs are assessed in accordance with ‘high industry 

standards of professional diligence’101 that takes into account whether the OCSSP 

has taken all steps that would be taken by a diligent operator, in accordance with 

                                                                                                                                                 
Media Netherlands BV (2016) ECLI:EU:C:2016:644;  C-162/10 Phonographic Performance (Ireland) 

Limited v Ireland and Attorney General (2012) ECLI:EU:C:2012:141.  
95 See Directive 2000/31/EC (n 3) Art 14.  
96 Although a few limitations apply for services (i) available in the EU for less than 3 years, (ii) 

having an annual turnover below €10 millions and not exceeding 5 million unique visitors per 

month. See Directive 2019/790/EU (n 85) Art 17(6). 
97 ibid Art 17(4)(a). 
98 ibid Art 17(4)(b). 
99 ibid Art 17(4)(c). 
100 ibid Art 17(3). 
101 ibid Art 17(4)(b). 
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‘best industry practices’.102  The effectiveness of the steps taken and their 

proportionality in achieving the relevant objective (i.e. to avoid and to 

discontinue the availability of unauthorized works) are also pertinent to the 

assessment. Furthermore, Recital 66 of the C-DSM notes that the assessment of 

‘best efforts’ should inter alia consider ‘(…) the evolving state of the art of 

existing means, including future developments, for avoiding the availability of 

different types of content’.103 Thus, it is anticipated that the standard of due 

diligence expected from OCSSPs will increase in relation to future technological 

innovations that offer more improved and effective means of identifying and 

blocking unauthorized copyright protected content from online platforms. 

It is argued here that the transformation effected by Article 17 to the 

nature and scope of OCSSP liability for copyright infringement within the EU 

reflects a legitimization through legislative means of the shift initially observed 

through case law in perceiving OCSSPs as ‘gate-keepers’ with a proactive role in 

preventing the storage or transmission of copyright infringing content over the 

online services provided by them. On the one hand, Article 17 is unprecedented 

in its imposition of direct liability on OCSSPs for copyright infringement and the 

high standard of care to which OCSSPs are required to adhere. Even CJEU case 

law that may be interpreted as reinforcing the position upheld by the C-DSM has 

hitherto not reached so far.104  

On the other hand, it is difficult to envision how an OCSSP could avoid 

liability under Article 17 without engaging in a general monitoring of content. 

Ensuring the unavailability of specific works for which rightholders have 

provided relevant and necessary information would necessarily require the 

general and indiscriminate inspection of all content uploaded by users of an 

online service in order to promptly identify and block any potentially infringing 

content. Preventing future uploads of unauthorized content once they have 

been taken down, would be especially difficult to achieve without engaging in a 

general monitoring of all content uploaded onto the online service so as to 

ensure the exclusion of specific ‘black-listed’ works or subject-matter.                                                   
102 ibid Recital 66 paragraph 2. 
103 ibid (emphasis added). 
104 See Eleonora Rosati ‘The CJEU Pirate Bay Judgment and its Impact on the Liability of Online 

Platforms’ (2017) 39(12) EIPR 737-748 (noting that ‘[i]n relation to the current EU policy 

discussion of the so called ‘value gap proposal’, the judgment reinforces the position of the 

European Commission, especially the basic idea that the making available, by a hosting provider, 

of third-party uploaded copyright content may fall within the scope of the right of 

communication to the public’).  
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Through the decisions delivered in the cases of Scarlet, Netlog and L’Oreal 

v eBay, the CJEU has authoritatively defined the distinction between general and 

specific monitoring obligations. In Netlog, referring specifically to hosting 

providers, the CJEU held that European law must be interpreted as precluding to 

require a hosting provider to install a system for filtering: (1) information which 

is stored on its servers by the users of its service; (2) which applies 

indiscriminately to all of those users; (3) as a preventative measure; (4) 

exclusively at its expense; (5) for an unlimited period; and, (6) which is capable 

of identifying electronic files containing musical, cinematographic or audio-

visual works.105 It is evident that any obligation to monitor all content uploaded 

by users onto a website for the purpose of identifying specific works would 

qualify as a general monitoring obligation within the meaning of this definition. 

This is further substantiated by the decision delivered by the CJEU in the L’Oreal 

v eBay case where the CJEU made it clear that an active monitoring of all data 

uploaded by users in order to prevent any future infringements would be 

precluded by EU law.106    

As noted above, a monitoring obligation against a ‘black list’ of ‘specific 

and duly notified copyright protected works’ would still apply indiscriminately to 

all users, operate as a preventative measure over an unlimited time at the 

exclusive expense of the OCSSP and apply to all kind of infringements, thus 

remaining general rather than specific. Therefore, although Article 17(8) 

explicitly states that, ‘[t]he application of the provisions of this article shall not 

lead to any general monitoring obligation’,107 in practical terms, by requiring 

OCSSPs to make their ‘best efforts’ to ensure the unavailability of specific 

unauthorized content over services provided by them, Article 17 (albeit 

indirectly) compels them to engage in a general monitoring of content posted by 

users on their services.108 

However, a monitoring obligation is never spelled out in the reform and, 

as long as monitoring and filtering schemes (to fulfill the obligation of making 

best efforts to ensure unavailability of infringing content) is developed on a                                                  
105 See C-360/10 (n 17) § 26 and 52. 
106 See C-324/09 (n 17) § 139. 
107 Directive 2019/790/EU (n 85) Art 17(8) (emphasis added). 
108 In fact, EU Commissioner Gunther Oettinger who was a key proponent of the C-DSM, has 

recently admitted that, ‘as things stand, upload filters cannot be completely avoided.’ See 

‘Uploadfilter laut CDU-Politikern nicht zu vermeiden’ (Speigel Online, 29 March 2019) 

<www.spiegel.de/netzwelt/web/uploadfilter-sind-laut-cdu-politikern-nicht-zu-verhindern-a-

1260279.html> (Translated by the authors). 



25   

Center for International Intellectual Property Studies Research Paper No. 2019-05 

 

voluntary basis under the aegis of Art 17(10), the policy arrangement in Art 17 

would effectively circumvent formal incompliance with Art 15 of the ECD. While 

the preclusion of a general monitoring obligation under Article 17(8) would 

prevent a Court—or a Member State legislation or administrative regulation—

from imposing a general monitoring obligation on OCSSPs, it does not in any way 

preclude OCSSPs from voluntarily engaging in the general monitoring of content 

uploaded by users in order to avoid liability under Article 17. In view of the high 

standard of care required of them, it is natural to assume that many risk-averse 

OCSSPs would engage in the general monitoring of content uploaded onto their 

services as a safeguard against copyright infringement suits. A framework for 

defining this voluntary monitoring scheme will be developed under stakeholder 

dialogues, organized by the Commission ‘to discuss best practices for 

cooperation between online content-sharing service providers and 

rightholders’.109 The results of the stakeholder dialogues will be crystallized in 

guidance issued by the Commission.110 Art 17 would be de facto imposing 

monitoring obligations but not ex lege, making the chances of success of a 

challenge on the basis of the aforementioned inconsistency with the ECD 

extremely low. 

Of even greater concern is the high likelihood that the enhanced risks of 

liability for copyright infringement would compel OCSSPs to adopt automated 

filtering systems (eg content recognition technologies) and algorithmic 

enforcement mechanisms (eg automated content blocking). The achievement of 

general and indiscriminate monitoring of all content uploaded by users through 

a manual filtering of content would impose a considerable financial and logistical 

burden on OCSSPs. Thus, automated filtering and blocking tools would prove to 

be the most efficient and cost-effective means of ensuring the unavailability of 

unauthorized content over online services. In fact, the assessment of ‘best 

efforts’ in accordance with industry standards and evolving technologies implies 

that OCSSPs may even be legally required to employ algorithmic monitoring and 

enforcement systems if these are determined to be the most effective and 

proportionate means of achieving the unavailability of specific copyright 

protected content over online services, and moreover reflect the prevailing 

industry-standard–which is increasingly becoming the case with powerful 

players such as Google resorting to automated monitoring systems. It is also 

interesting that, in defining best-practices for OCSSPs in preventing the                                                  
109 Directive 2019/790/EU (n 85) Art 17(10). 
110 ibid 
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availability of unauthorized content, the C-DSM Proposal promoted the use of 

effective technologies such as content-recognition tools.111 This reference to the 

use of effective technologies was expunged from the version of September 2018 

which moreover included an explicit counsel to avoid the use of automated 

content-blocking in defining best-practices.112 Surprisingly this reference to the 

avoidance of automated content-blocking systems has been deleted from the 

final version, thereby leaving the door open for OCSSPs to use automated 

content-blocking in fulfilling their obligations under Article 17.  

 

4. Effect on Fundamental Rights 

 

The implications of an increase in the general monitoring by OCSSPs of 

content uploaded onto online services and the enhanced use of automated 

filtering and enforcement systems for this purpose, raise important questions 

relating to the preservation of users’ fundamental rights to expression and 

information. The CJEU has emphasized that general monitoring and filtering 

measures would fail to strike a ‘fair balance’ between copyright and other 

fundamental rights.113 In particular, automatic infringement assessment systems 

may undermine freedom of expression and information by preventing users 

from benefitting from exceptions and limitations granted under EU copyright 

law to make certain privileged uses of copyright protected content.114 At the 

prevailing level of technological sophistication, automated systems are often 

unable to correctly appreciate the nuances between unauthorized uses of 

copyright protected content and uses that are permissible by reason of falling                                                  
111 See Directive 2019/790/EU (n 85) Proposal Art 13(3).  
112 See version of September 2018, Article 13(3), ‘When defining best practices, special account 

shall be taken of fundamental rights, the use of exceptions and limitations as well as ensuring 

that […] automated blocking of content is avoided’ (emphasis added). 
113 See C-360/10 (n 17) § 52. 
114 See eg Leron Solomon, ‘Fair Users or Content Abusers? The Automatic Flagging of Non-

Infringing Videos by Content ID on Youtube’ (2015) 44 Hofstra L Rev 237; Corinne Hui Yun Tan, 

‘Lawrence Lessig v Liberation Music Pty Ltd - YouTube's Hand (or Bots) in the Over-zealous 

Enforcement of Copyright’, (2014) 36 EIPR 347; Justyna Zygmunt, ‘To Teach a Machine a Sense of 

Art – Problems with Automated Methods of Fighting Copyright Infringements on the Example of 

YouTube Content ID’ (Machine Ethics and Machine Law conference,  Cracow, Poland, November 

2016) 55.  



27   

Center for International Intellectual Property Studies Research Paper No. 2019-05 

 

within the ambit of copyright exceptions and limitations.115 Therefore, there is a 

high risk of false positives that may result in chilling effects and negatively 

impact users' fundamental rights to freedom of expression and information. 

Also, complexities regarding the public domain status of certain works may 

escape the discerning capacity of content recognition technologies. In the CJEU’s 

own words, these measures ‘could potentially undermine the freedom of 

information, since that system might not distinguish adequately between 

unlawful content and lawful content.’116 

The redress mechanism that is proposed under Article 17(9) to enable 

users to challenge the removal or blocking of access to content uploaded by 

them, falls short of adequately preserving users’ interests to make privileged 

uses of copyright protected content. An arrangement where all specific works 

duly notified shall be blocked regardless of whether their use is privileged or 

not, with a redress mechanism operating ex post, defies the fundamental goal of 

the ECD’s liability system for hosting providers, which is intended to operate ex 

ante for the purpose of minimizing chilling effects, especially given the critical 

role of virality in online content distribution. Actually, the introduction of a 

complaints and redress mechanism 117  inter alia to prevent misuses of or 

restrictions to the exercise of exceptions and limitations, turns a traditionally ex 

ante review mechanism into an ex post mechanism while content is taken down 

proactively by automated algorithmic filtering regardless of the fairness of the 

use, the application of exceptions and limitations or the public domain status of 

the works. Again, Article 17 confirms this departure from traditional procedural 

arrangements for the enforcement of intellectual property rights (IPR) by 

providing that, ‘Member States shall ensure that users have access to a court or 

another relevant judicial authority to assert the use of an exception or limitation 

to copyright and related rights.’118 Traditional IPR enforcement focuses on the 

the merits of claims of infringement by rightholders, rather than on re-users 

asserting the use of an exception or limitation in court after their content is 

blocked through private-ordering. To do otherwise means placing a heavy                                                  
115 See Giancarlo Frosio, COMMUNIA Final Report on the Digital Public Domain (2011) 99-103, 135-

141 (report prepared for the European Commission on behalf of the COMMUNIA Network and the 

NEXA Center) <www.communia-project.eu/final-report> (discussing most of the relevant 

literature and major threats that technological protection measures pose for fair dealings, 

privileged and fair uses). 
116 C-360/10 (n 17) § 50. 
117 See Directive 2019/790/EU (n 85) Art 17(9). 
118 ibid 
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burden on non-professional creators and user-generated content, as transaction 

costs of litigation will usually be too high for these creators, who will 

predominantly choose not to seek any legal redress even if the blocking or take-

down has been apparently bogus.119  

 

5. Conclusions 

 

The foregoing discussion demonstrates that the imposition of proactive 

monitoring obligations on OCSSPs under Article 17 of the C-DSM is not a novel 

contrivance wrought by an inventive EU legislature, but rather, represents the 

legislative culmination of a global trend that inclines towards the imposition of 

proactive monitoring and filtering obligations on OSPs. It argues that it 

constitutes a legitimation by legislative means of an emerging shift in the 

perception of OSPs from being passive players or ‘mere-conduits’ to active ‘gate-

keepers’ of content stored or transmitted through their services by third parties. 

It thereby reflects ‘a broader move towards enlisting OSPs as the Internet 

police’120 and provides an impetus for the increased use of automated filtering 

and algorithmic enforcement systems with the potential to severely curtail the 

ability of users to benefit from legally granted exceptions and limitations that 

enable certain privileged uses of copyright protected content and may even curb 

the use of certain public domain content. 

It remains to be seen whether the legislative transformation of the role of 

OSPs under Article 17 as regards copyright protected content will expand to 

other types of subject-matter along the spectrum of intermediary liability such 

as defamation, hate-speech, violations of privacy etc. In the meantime, it is vital 

to ensure that Article 17 is interpreted and enforced in a manner that preserves 

an equitable balance between the interests of users, intermediaries and 

rightholders, especially in relation to the preservation of the fundamental rights 

to expression and information. 

                                                 
119 See Giancarlo Frosio, Reconciling Copyright with Cumulative Creativity: the Third Paradigm 

(Edward Elgar 2018) 220-225. 
120 See Frosio (n 19) 214. 


