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Chapter 1
Introduction

One of the most remarkable technological developments of the last ten years has
been the introduction of the Internet to the general public. Who of us can
nowadays imagine a world without the World Wide Web, without e-mail, or
without the almost instantaneous global communications these services offer? A
quick look at some numbers is sufficient to appreciate the breathtaking pace at
which developments have taken place. Whereas, in january 1993, 1.3 million
computers were connected to the Internet, by January 2003, this number had
multiplied 130-fold  to  more  than 171 million.1   In 2002,580 million people  were
said to use the Internet.2 LI oreover, it has been estimated that, in 2002, global e-
mail usage amounted to 31 billion messages a day.3

Over the years, the Internet has not only become a medium for simply

connecting people, it has also become a platform for all kinds of economic
activities. The selling of books and compact disks, computers and other electronic

equipment, and on-line auctions and gambling are just a few examples of such
activities which have generally become known as electronic commerce, or e-
commerce. Although estimates of the total amount of value involved in e-
commerce van·, they typically lie in the range of tens, or hundreds of billions of US
dollars. It has, for instance, been estimated that, in 2002, business-to-consumer
retail e-commerce in the United States amounted to more than USD 45 billion,
signalling a 50% increase in just two years.4 Whereas e-commerce was originally

mainly personal computer-based, a separate branch has developed in recent years,
which has even received a name of its own, namely mobile commerce, or m-
commerce. M-commerce has the potential to enable people to carry out
transactions wherever they want using mobile phones and other hand-held devices.

Although m-commerce has not taken off as rapidly as expected, it still holds the
prornise of becoming a major industry.

Following the maxim 'If you buy electronically, you should pay electronically',
electronic commerce has been one of the reasons why, over the last ten years, a
myriad of electronic payment systems has been developed and introduced. Another
reason has been an ongoing trend, one that spans many centuries, to make
payments more efficient. Some of the new electronic payment systems, such as

1 Internet Software Cons()rtium 2(X)3.
2    Nielsen//NetRaitings as quoted in Crber.ltlas 2003.
3    IDC World Wide Email Usage 20()2-20( 6, as quoted in The Turtle Partnership 20()3.

+     US Department of Commerce 2(*)3.
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chip cards, have been developed more or less independently of the Internet. Other
systems like on-line banking applications and personal computer-based digital cash
systems, have been designed specifically for use on the global computer network.
Electronic payment systems are also referred to as cyberpayment systems.

Since the mid-1990s, electronic payment systems or cyberpayment systems have
attracted the attention of many, including those working in the anti-money
laundering field. The fear has been expressed that cyberpayments might make it
much easier for criminals to launder their illegal funds, that is, enter them into the
legitimate economy and provide them with a seemingly legitimate origin.
Expressions of this fear for cyberlaundering can be found in numerous statements.
The question has been raised, for instance, whether cyberpayments are 'the new
detergent which allows for cleaner laundn*'.5 while cyberpayments have also been
called 'Itlhe greatest boon to money launderers',6 and have even been presented as
one of the four Horsemen of the Apocalypse.7 Others have stated that 'the
potential for conducting financial transactions on- line  (. . .) presents one of the
most significant vulnerabilities t() money laundering at present',8 that ' t]he abuse of
these systems by launderers is no longer a distant possibilig'.9 and that ' f inancial
crime  will be a severe problem with digital money'.I°  In  1995,  the then director of
FinCEN, the financial crimes arm of the US Department of the Treasun·, was
quoted as saying, '(Jolor us nervous', with respect to cyberpayments,11 while in a
2000 report by the same organisation, it was reportedly concluded that ' t]he
development of new technologies - such as electronic cash, electronic purses,
Internet or smartcard based electronic payment systems, and  Internet banking (...)
could  pose  a  challenge  for  (...) agencies combating money  laundering'.12 These
statements were probably based on the assumption that 'the so-called crime of
money laundering will be impossible to enforce in the digital age',13 that 'tracing a
paper trail in an electronic environment (. ..)  is made increasinglb· difficult because
of the complete anonymity of current cyberbanking and the increasing use of
encryption technology which obliterates the paper trail',14 and that the use of chip
cards is 'completel, untraceable'.15 Aforeover, crbernarments have been said to
increase the ability of individuals tc, rapidly transfer large sums of money. 16 Finally,
there has been the fear that electronic payment systems could be offered by new,

i       Bonner  1996
6        1.illey 2()00, p.  114.

7    Techn('logY writer and, since September 1996, senior editor of Newsweek magazine Steven
Levy as quoted in I Ioogenbc,om 1997.

8        1·'ATF 2(M)(ki. paragraph  1 ()4.
'1     1;ATI; 1999b, paragraph 87.
ic'      ITA  1997, p.  ir
11  Henn· 1995.
12   AkGullagh 2(1()().
1.'

Rahn 1999, p, 71.
14   Atill: 2()(M), p. 4

1'      Richards  1999. p.  68.
16  McCullagh 20()().
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CHAPTER 1

unregulated issuers, which could threaten the position of already existing financial
institutions. One can thus safely say that many people and organisations regard, or
have regarded, electronic payment systems as presenting a real money laundering
threat, enabling criminals to enjoy the proceeds of their crimes much more easily,

and creating the possibility that law enforcers could be put at a serious disadvantage
in their efforts to prevent criminal funds from entering into the legal economy, and
deprive criminals of that which often prompts them to commit crimes in the first

place, namely profit.
'fechnological developments have not only enabled the introduction of global

computer networks or new forms of payment, they have also created possibilities
for new types of electronic surveillance. One recent development in electronic
surveillance is the availabilin  of transaction monitoring systems capable of building
dynamic profiles of the financial behaviour of individual persons or entities. New
transactions can be compared to these profiles, in order to detect unusual or even
suspicious behaviour, which may be an indication of money laundering activities.
Not so long ago, transaction monitoring was still deemed to be unfeasible, one
reason being the idea that the volume of transactions to be monitored would be
too large. Nowadays, however, systems for transaction monitoring exist which can
handle tens of millions of transactions a day and, if this is not enough, multiple

systems can be used in parallel. At present, many financial institutions are
implementing monitoring systems at various locations worldwide.

The introduction of cyberpayment systems, the alleged fear that these systems pose
a real money laundering threat, and the availability of transaction monitoring
hardware and software raise two questions that are the focus of this study.

Do  new,  often  Internet-related forms  of  electmnic  payment  introduced  since  tbe  19903,  sucb  as
electronic money and on-line banking, present a greater money latindering threat tban more
traditional means of payment, and can automated transaction monitoring gstems. especially  those
of tbe  bebavioural  profiling Ope,  be  used to  counter possible tbreats2

Addressing these issues is not simply a matter of studying a number of law
enforcement issues, or the technical characteristics of electronic payment systems.
Whether or not gberpayments pose a money laundering threat, and whether or not
transaction monitoring can be successfully used to minimize and control such risks,
is also affected, for instance, by the chances of commercml success for new forms

of payment, and privacy considerations. If a particular electronic payment system
fails to achieve wide customer acceptance, it will be taken off the market,
precluding any money laundering risks it might pose. Similarly, if the use of
transaction monitoring systems infringes too much on people's privacy, analysing
financial behaviour and detecting unusual patterns will become controversial to say
the least. Therefore, a broader approach has been taken in this study to the issue of

a·berpayments and money laundering.
Other reasons for a broader approach exist as well. First of all, a point of

reference is needed. Many things can, in general, be used for both good and evil
and because traditional means of payment have already been misused by money

3
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launderers, it would in all likelihood be naive to think it would be different with
new forms of payment. The question to be asked should therefore not be whether
new methods of payment can be used to launder criminal funds, but whether they
pose a greater money laundering threat than traditional ones. Similar statements can
be made with respect to the use ()f, for instance, Internet-based front companies in
money laundering schemes.

Secondly, money laundering schemes are often not restricted to the use of a
specific form of payment. A single laundering scheme could involve the use of
cash, giro money, as well as electronic money. In that case, possible benefits to
money launderers of one type of payment could be hampered by the drawbacks of
the other forms of payment used, especially if the original criminal proceeds were
generated in one of these latter forms.

A third point, one that is related to the first two, is that new payment systems
generally do not replace traditional methods of payment, but rather coexist with
them. Once introduced, they will therefore not be the only means to launder
criminal proceeds, as the already existing methods will continue to be available.

Finally, some traditional methods of payment have been adapted to serve the
same, legitimate, purposes as their newly developed competitors. On the one hand,
this could lead to new money laundering risks being introduced to existing payment
methods. On the other hand, however, it could also bring anti-money laundering
measures already in place into an evolving market. Aforeover, the availability of
existing and trusted, but sometimes adapted, payment mechanisms and newly
developed systems also affects chances o f success for the latter.

The approach chosen for this study is such that global developments have been
taken as a starting point in studying the money laundering risks potentially
associated with c>berpayments and the use of transaction monitoring to address
these risks. Subsequently, a look has been taken at what these global developments
mean for the Netherlands, as well as at Dutch developments in the various areas of
interest. -Ihis helps to make the discussion of global issues more concrete.

The attention for the situation in the Netherlands does not mean that this study
is of interest onh· to Dutch readers. Both the Internet and money laundering, in
addition to payment and transaction monitoring systems, are issues that are not
confined to the Netherlands. On the contrary, global communications lie at the
heart of the Internet and electronic commerce, while monq laundering, including
cyberlaundering, is an issue that receives a lot of attention internationally.
Alc,reover, payment and transaction monitc,ring systems are developed for a
glc,bally operating financial sector, often by internationally operating companies. A
similar situation exists with respect to legal matters. As in other countries, Dutch
developments relating to money laundering and transaction monitoring are heavily
influenced by international initiatives, such as those of the United Nations, the
(:c,uncil of Eurcipe, the liuropean Union, the Financial .\ction Task Force on
AIoney Laundering, and international financial organisations. 1Ian> international
initiatives are discussed in this stud>·. With tlie current 'War on l'erronsm', and with
American legislative initiatives in this field which have a global impact and which
are also contained in this book, the statement that payments and transaction
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monitoring are international issues is now more true than ever. The attention for
the Dutch situation can therefore best be regarded as a case study which can be
compared to the situation in other countries.

Because of the international nature of, and attention for, the topic of this study
and because of the broad approach taken, this book is of interest not only to law
makers and law enforcers, but also to those working in the financial and payments
industry, as well as consultants and academics working in the areas of cryptography
and payments, and Internet, financial, criminal, and privacy law. As this book
contains all essential background information on the various topics discussed,
readers need not have prior knowledge of any of these subjects.

The material presented in this study is based on an extensive study of the available
literature, supplemented with interviews and contacts with people working with the
Dutch Central Bank, the Dutch Bankers' Association, internationally operating
Dutch, Austrian, German, and Swiss banks, consultancy firms, companies offering
transaction monitoring systems, etc.

Because the Internet has given rise to e-commerce and many types of new
electronic payment svstems, this global computer network is discussed first in
Chapter 2. The chapter contains a histon· of the Internet, as well as a description of
its workings and basic applications.

Before focusing on money laundering and payment svstems, financial systems
in general and the Dutch financial system in particular are dealt with in Chapter 3.
This history of money, the organisation of payments, and the supervision of the
financial system as it existed even before the advent of Internet-related payment
systems are essential prerequisites for an assessment of the money laundering risks

potentially associated with cyberpayments.
The subject of money 1,undering is introduced in Chapter 4. The chapter

contains a definition of money laundering, as well as a description of how money
laundering works. International and Dutch anti-money laundering initiatives are
discussed as well.

Chapter 5 deals with electronic payment systems. Following a definition of, and
background information on electronic payment systems, the cases for and against
such means of payments are presented. Other topics described in Chapter 5 include

cryptography, the histon· of electronic payments, and an overview of different
types of electronic payment systems. 1his overview contains many examples of
gberpayment systems that are, or have been, used both around the world and in
the Netherlands. .\ number of legal aspects concerning electronic payment
instruments is also be discussed.

Chapter 6 is about transaction monitoring. After putting transaction monitoring
within the context of electronic monitoring, it is explained that transaction

monitoring, depending on individual financial institutions, is either coming or
already here, and certainly a thing that is going to stay. Transaction monitoring is
also described within the context of knowledge discovery in databases, and a
description of the current market situation with respect to transaction monitc,ring
systems is given as well. Privacy considerations are important to a successful

5
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application of transaction monitoring. The topic of privacy in relation to
transaction monitoring systems is discussed at the end o f Chapter 6.

Chapter 7 contains the analysis and conclusions of this study. Before the
analysis is given, and conclusions are reached, however, the alleged money
laundering threat posed by cyberpayments and evidence supporting such a claim
are presented. Next, all previously presented material is brought together in the
analysis, after which an overall conclusion is drawn and presented.

All chapters essentially form separate building blocks that can be read
independently of each other. As Chapters 2-6 contain all information needed to
arrive at the analysis and conclusions contained in Chapter 7, Chapters 2-6 can also
be read as separate introductions to their respective subjects. Generally,
developments until 1 June 2003 have been taken into account.

6



Chapter 2
The Internet

2.1 Introduction

Since its introduction to the general public, the Internet has changed the way in
which people communicate and use information. Nowadays, the World Wide Web
and e-mail are household names, and access to a wide range of information and
global communications are almost taken for granted. This course of events has
given rise to the development of electronic commerce. Electronic commerce, in
turn, has been an important reason to develop and introduce a large number of
new electronic payment systems. As such, the Internet may be regarded as a major
initiator of a flurry of activity aimed at designing new means of payment. For this
reason, and because many electronic payment systems have been developed
specifically for use on the Internet, this global computer network is discussed in
this chapter. First of all, a general description of the Internet will be given, followed
by a description of its history. After that, the workings of the Internet, including
the use o f mobile phone technology, will be explained, as well as its most important

applications. This chapter serves to provide a background on Internet technology
for the remainder of this study, and may as such be used for re ference.

2.2 A general description
The Internet is a world-spanning computer network, linking millions of computers
and other equipment such as mobile phones. Through this network, users can
share 5111 kinds of information, like text, pictures, video. and computer programs.

Rather than being one large network, the Internet is a network of networks.
This means that it is made up of other networks of various sizes, which have been
connected at certain points by machines called gateways. These other networks do
not necessarily use the same technology, or hardware and software. In order to still
be able to communicate with each other and exchange information, the networks
have to have a common language. This is the Transmission Control
Protocol/Internet Protocol, or TCP/IP protocol. It is this protocol that links the
different parts of the Internet.

The basic structure of the Internet is formed by so-called 'backbones:
Backbones are links that connect the various subnetworks of the Internet and can

carry large amounts of information. They are run by backbone or network

providers.

1
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'I'he individual subnetworks, linked together by the backbones, are operated by
Internet access providers. Through their own networks, they give access to the
Internet to those who want to use the Internet to share information, that is, to the
end users, although large organizations may also connect directly to the network of
backbones.

The end users provide the content, that is, text, pictures, and video, which is
stored on the Internet. End users can be both private persons, who, for instance,
wish to share information on subjects of personal interest, and organizations, that
want to use the Internet for informational and commercial purposes.

Other Internet services, like e-mail, are provided by Internet seivice providers
(ISPs). In practice, however, access providers and Internet service providers are
often one and the same, with access providers providing services and service
providers providing access. Access providers and Internet service providers are
synonymous. ISPs can even provide some content.

Each piece of equipment on the Internet has its own address. This is the IP
address. Just as traditional addresses are needed to send and receive mail, IP
addresses are needed to send and receive information over the Internet. IP
addresses are numbers and are often written as four groups of decimal numbers
between '0' and '255', called bytes, separated by dots, for instance, 137.56.43.114.
This is the IP address of the author's computer at Tilburg University.

Computers and other equipment can easily use IP addresses to communicate
with each other. For people, however, it is generally more difficult to use numbers
when they want to cotnmunicate over the Internet. This is why they use names
instead of IP addresses. These names include e-mail addresses, domain names, and
host names. An example of an e-mail address is 'a.a.p.schudelaro@uvt.nl', which is
the author's e-mail address at Tilburg University. Domain names, such as 'uvt.nl',
indicate a specific subnetwork of the Internet, in this case that of Tilburg
University. Host names, which sometimes precede domain names, like the host
name 'www' in 'www.uvt.nl', point to computers in a subnetwork, also called
servers, that are dedicated to a special task, such as in this case handling World
Wide Web information.1 As computers only recognize numbers, e-mail addresses,
domain names, and host names have to be translated into IP numbers. This task is
accomplished by the Domain Name System (DNS).

Computers and other equipment on the Internet have addresses and so do
documents stored on the Internet. These addresses are called Uniform Resource
Locators (URLs). URLs consist of three parts. The first part indicates the protocol
which is used to transfer the information. Tile second part is the DNS name of the
computer on which the information is stored. The final part is the name of the
document itself.2 An example of a URL is 'http://www.uvt.nl/index.html'. In this
example, the transfer protocol is the H>'pertext Transfer Protocol (H'ITP), the
DNS name is that of the World Wide \X'el:) server of Tilburg University, and
'index.html' is the name of the document. To access documents contact has to be

' The World Wide Web is briefly discussed later in this section and more fully in sections 2.3
and 2.5.1.

2        Tanenbaum  1996, p.  692.
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made with the computer on which a particular document is stored, using its DNS
name. After that, the required document is sent.3

The Internet offers a number of well-known applications. 0 f these applications,
the World Wide Web (WWW), e-mail, and newsgroups are the most popular ones.
The World Wide Web gives easy access to millions of documents linked together

by hyperlinks, which can be activated by a simple click with a computer mouse.
Electronic mail or e-mail allows users to send text messages, which may include
pictures, sounds, video, etc. in attached documents to each other or to groups of
persons. Newsgroups are meeting places where people can exchange messages on
specific topics.

2.3 A history of the Internet

The origins of the Internet can be traced back to the early 1960s.4 In August 1962,
j. Licklider of the Afassachusetts Institute of Technology (MIT) first discussed the
concept of globally interconnected computers. He called this concept the 'Galactic
Network'.

A year earlier,  in July  1961, L. Kleinrock,  also  at  AfIT, had published the first
paper on packet-switching theory. Packet-switching theory describes how messages
can be sent over computer networks by dividing messages into a number of
packets before sending each individual packet over the network. While travelling
over the network, different packets can take different routes from source to
destination. This stands in contrast to circuit-switching technology, in which an
entire message is sent sequentially through a single channel or circuit between
source and destination.

In  1965, two computers,  one  at  NfIT in Cambridge  in  Massachusetts  and  one  in
Berkeley in California, were connected using a telephone line, thereby creating the
first Wide Area Network (WAN),5 albeit of modest size. This experiment
demonstrated the feasibility of computer networks, but showed at the same time
that circuit-switching technology was not adequate. In case of communication

problems, the entire connection would break down.
Four years later, in September   1969, the ARPANET  came into being.  This

computer network, which is generally regarded as the starting point of the Internet
era, was developed by the Advanced Research Projects Agency (ARPA) of the US
Department of Defense. Founded in response to the launch of the world's first
artificial satellite, Sputtlik, by the Soviet Union on 4 October 1957, this research
agency has, from time to time, also been known as DARPA, the Defense
Advanced Research Projects Agency.

3     Tanenbaum 1996, p. 693.
4 This section is based on: Tanenbaum   1996,  pp.  47-52,  Howe   1999,  killer  et  al.   2000,  and

Griffiths 2(}02.
5   Depending on their geographical size, one can distinguish I.ocal Area Networks (LANs),

Afetropolitan Area Networks BiANs) and Wide Area Networks (WANs). LANs are
networks located within a building or limited area. MANs cover several buildings or a city.
WANs cover large areas, such as countries, continents, or the world.
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Contrary to popular belief, the ARPANET was not developed as a network capable
of surviving a nuclear attack. This idea was explored in a 1964 paper on packet-
switching networks for secure voice in the rnilitary written by the RAND
Corporation and became falsely connected to the ARPANET project. Between
1962  and  1965,  the RAND Corporation,  a  research  organization,  was  one of three
groups working, initially independently and in ignorance of each other's work, on
packet-switching computer networks. The other two groups were working at the
mentioned MIT (1961-1967) and at the National Physics Laboratory in the United
Kingdom (1964-1967). In later developments in computer networking, the issues of
robustness and survivability were taken into account. It was argued that computer
networks should be able to continue relaying messages even if large parts of the
networks were lost.6

The ARPANET started out small. In September 1969, it only connected the
Network Measurement Center at the University of California in Los Angeles
(UCLA) with the Stanford Research Institute at Stanford University. Before the
year's end, connections to the university of California in Santa Barbara (UCSB) and
the University of Utah were added. The network grew rapidly, linking major
universities, which needed to have a research contract with the US Department of
Defense, and defence contractors.

Initially, the ARPANET used the Network Control Protocol (NCI?) for sending
messages. However, because it was unsuitable for running over multiple networks
with different types of computers, the Transmission Control Protocol/Internet
Protocol (TCP/IP) was developed by Cerf and Kahn. This protocol is still in use
today to connect the various networks and computers which form the Internet.

The idea behind the TCP/IP protocol is that of open architecture networking.
This means that, instead of connecting computers by means of a single network,
TCP/IP makes it possible to link different networks, using different hardware and
software, thus creating one large network of networks. The connections between
the different subnetworks are made by machines called gateways, which make the
necessary translations between the subnetworks.

Inspired by the ARPANET and the usefulness of associated applications like e-
mail,   invented   in 1972, communities without research contracts   with   the   US
Department of Defense started their own computer networks. In this way,
networks like AfFENET (Nlagnetic Fusion Energy), HEPNET (High Energy
Physicists), USENET (a network for worldwide discussions on specific topics) and
CSNET (for the computer sciences) were constructed, the latter with financial
support from the US National Science Foundation (NSF). ln Europe, EUnet was
created.

In the mid-198Os, the NSF began work on a successor to the ARPANET, one
which could support higher data rates and allow access to all university research
groups. This new network, which again used the TCP/IP protocol, became known
as the NSFNE'I' and was a resounding success.

6    Leiner et al. 2000 , note 5.
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Because of its growth, which meant that it would be impossible for the American
government to continue financing networking, and because the NSF's charter

prevented the NSFNET from being used for commercial purposes, ANS
(Advanced Networks and Services), a non-profit corporation involving MERIT,
MCI and IBM was formed. In 1990, it took over the NSFNET. The policy with
regard to commercial activities  on  the  NSFNET was changed  in   1992.  From  then
on, the restriction on the commercial use of NSFNET would only apply to the
NSF organization itself. By this time, however, alternative infrastructures had
already begun to develop. As a consequence, numerous companies began operating
commercial networks,  and, by  1995, the NSFNET was no longer needed  to link  the
network. In the same year, ANSNET was sold to America Online, and the
commercialization of what by then had already become known as the Internet was

underway.
Although,  up  to the early 1990s, the Internet had largely remained the domain

of scientists, educators, and governments, this changed with the introduction of the
World Wide Web. In 1989, Tim Berners-Lee and other scientists at CERN, the
European Centre for Nuclear Research, proposed a new concept for the
distribution of information, although the name World Wide Web was not used
until 1991. The concept is based on hypertext, text written using the HyperText
Afarkup Language (HTML), which makes it possible to link different documents
and access them regardless of where they are stored on the Internet, and on the
HyperText Transfer Protocol (HTTP) for sending data over computer networks.
The links, which can be highlighted portions o f text or pictures, can be activated by
simply clicking on them with a computer mouse. In this way, a user can 'jump
from document to document.

The World Wide Web really  took  o ff from  1993, when a graphical, user-friendly
interface, a browser, called Mosaic, was developed at the National Center for
Supercomputing Applications (NCSA) at the University of Illinois by Afarc
Andreesen and his team. Before that time, documents could be accessed using a
simple text-based system called a gopher, originally developed in 1991 at the
University of AIinnesota by Paul Lindner and AIark McCahill. The new graphical
interface made it much easier to navigate on the Internet and brought millions of
new users. Later, new and more advanced browsers were introduced, such as
Netscape Navigator, Netscape being the successor to the Afosaic Communications
Corporation, the company founded by Marc Andreesen and Jim Clark to exploit
Alosaic, and Microsoft's Internet Explorer. With the establishment of the World
Wide Web and of the tools to allow easy access to it, the stage was set for large-
scale commercial activities on the Web. Nowadays, the World Wide Web enjoys
such popularity that many people identifv it with the Internet. This is not correct,
because the Internet offers more than just the World Wide Web, for instance, e-
mail.

11
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2.4 How the Internet works

2.4.1 Basic characteristics

Tile Internet is a worldwide, non-hierarchical or distributed, interoperable, packet-
switched computer network. A non-hierarchical or distributed network is a
network in which there is no central point at which information is stored, or from
which control is exercised. In principle, information can flow from any one point
in the network to any other point along any route. This structure makes the
Internet very robust in the sense that information can still be transmitted over the
network even if a substantial part of the network is lost.

The Internet is an interoperable network. This means that it is not a single large
network, but that it is a network made up of other networks instead. These
networks can use different technologies and are linked by a shared language, the
TCP/IP protocol. This protocol defines a common structure for the information
which is sent over the Internet (IP)  and  for the routing of that in formation  (TCP).

The Internet is also a packet-switched network. This means that, before
information is sent over the network, it is split into smaller parts, called packets,
first. Among other things, these packets contain the addresses of both their source
and destination and a kind of serial number indicating the sequence in which they
have to be reassembled to form the original message once they have arrived at their
destination. Packets are sent over the network independently of each other and can
follow different paths in order to reach their destination. This technique stands in
contrast with circuit switching, in which there is a single, dedicated, end-to-end
path along which the information is sent sequentially.7

2.4.2 Transmission media and mobile phone network technology

Computer networks are all about sharing information. This is especially true for the
Internet, through which information is shared by millions of users worldwide. In
order to send and receive information, all pieces of equipment in a computer
network must be linked together by some means of communication. Various types
of transmission media exist, which can be used to carry information from one
machine in a network to another. One or more transmission media may be used in
a single computer network. The choice for a specific medium, or mix of media, is
determined by the required bandwidth, that is, the amount of data a network, or a
certain part of it, must be able to carry within a certain period of time, by the
geography of the area in which the network must operate, and by cost
considerations, among other things.

7   Yet another technique is message switching, in which an entire message is sent as a single
block. Between source and destination, this single block is forwarded by one or more
intermediary stations. Networks based on this technique are called store-and-forward
networks. Tanenbaum 1996, p. 133.
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Transmission media can be divided into two groups, namely, wired and wireless
means of communication. In both groups, electromagnetic radiation is used for
sending information. Depending on the frequency of the radiation, radio,
microwave, and light wave transmissions can be distinguished. While wire
transmission media involve cables, such as twisted pair cables, coaxial cables, or
fibre-optical cables for earning the signals, wireless media send the signals through
the air or the vacuum of space via satellites, without a tangible link being present
between connected pieces of equipment.8 On the Internet both wire and wireless
means of communication are used. Devices used to be linked using cables, but
within the context of the Internet, wireless communications have gained a new
meaning with the introduction of digital mobile phones which can connect to the
network. Alobile phones are expected to beconne important means of accessing the
Internet and are slowly becoming a platform for various types of financial services,
including mobile payments.9 For this latter purpose having mobile access to the
Internet is not an absolute necessity, however. 1()

Mobile phone networks   have   a   cellular   structure. 1 1   This   means    that   the

geographical area in which a system operates is divided into a number of smaller
zones or cells, not necessarily all of the same size. Each cell is controlled by its own
base station, which handles all mobile phone calls within the zone and which is
connected to other base stations via a base station controller. Several base station
controllers, in turn, are connected through a hierarchical system of one or more
mobile switching centres. This connection scheme ensures that the handling of a
phone call of a mobile user who, during his call, is moving from one cell to
another, can be handed over from one base station to the next. Mobile switching
centres also connect the mobile phone system to other networks such gis the

traditional system of fixed telephones. One of the reasons for using cells is that it
allows the same transmission frequencies to be used in different, although not
neighbouring, cells, which results in a much mc,re efficient use of the available
frequencies than would be possible otherwise. .\nc,ther reason is that the
transmitting power of mobile phones is limited. Therefore, a particular user must
never be too far away from a base station, a condition which autc)matically leads to
the formation of cells.

Not all mobile phone networks in the world use the same technology.12 In the
United States, for instance, a number of different systems are in use, like the
Personal Communications Services (PCS) system. This system uses Code Division

8     For further reading on transmission media see, Tanenbaum 1996. pp. 82-101.
9        AIGIler-Ireerse  1999. pp.  4()-45.
m   l.he Finnish firm Sonera, for instance, has offered the Afobile Pays>·stem with wlikh various

products, such as soft drinks in a vending machine, could be bought by dialling different
premium rate telephone numbers, with the price set for each product. Consumers could
indicate whether payments should be charged to their telephone bill, credit card, or bank
account. This service was terminated in 2()02. See section 5.6.5.2.

11      This  paragraph is based on Clarkson and Smits   1999,  pp.  2()-22.  and  l'anenbaum   1996,  pp
158-159.

12 The descriptions of the various technologies outlined in this and the following paragraph are
taken from Harvey 2()0(). p. 30.
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Multiple Access (CDMA) technology to make more efficient use of available
transmission frequencies. Instead of using one frequency per user, CDMA divides
the signal from a mobile phone into pieces called 'chips'. By giving chips belonging
to the same signal a signal-specific code, multiple signals coming from a number of
mobile phones can be transmitted simultaneously over multiple frequencies, with
chips from each signal being spread over this frequency band. Once the chips have
been received, they can be separated and reassembled again into the original signal
by using the signal specific-codes.

In Europe and Asia, the standard for mobile communications is the Global
System for Mobile communication (GSAD. Instead of CDMA, this system uses
Time Division Afultiple Access (TDMA) technology to make efficient use of
available frequencies. With TDAL,\, a single transmission frequency is shared by a
number of users. This is accomplished by giving users repeating time slots in a
single frequency channel. As it is known how the different time slots of different
users follow up on each other, the different signals can be separated upon receipt.

With the advent of mobile Internet access and the prospect of mobile
commerce, or m-commerce, there is a need for an increase in the data carrying
capacity and speed of mobile phone networks. After the original, first generation
analogue networks  o f the 1980s  and the second generation digital systems  o f  the
1990s, new third generation mobile networks are being developed which should be
able to cope with the increased information load. Worldwide, the standard for third
generation mobile phone systems is known as the International Mobile
Telecommunications standard 2000 (IMT-2000),a name given by the International
Telecommunication Union (ITU). The third generation system which is being
developed in Europe is also known as the Universal Mobile Telecommunications
System (UMTS). The principal technology used in third generation systems is
Wideband Code Division Afultiple Access (W-CDAL\) technology, a modification
of CDAL\ in which a wider band of transmission frequencies is used.

The transition from second generation to third generation systems will be
gradual, with existing networks being upgraded first. A number of technologies are
available for this purpose. High Speed Circuit Switched Data (HSCSD) technology
is a modification of GSM which allows data transmission speeds four times that of
GSAT (38.4-57.6 Kb/s, instead of 9.6-14.4 Kb/s). Ilowever, HSCSD is deemed to
be an interim technology only.13 The future appears to be brighter for General
Packet Radio Service (GPRS) technology. Based on packet-switching technology
rather than the circuit-switching technology used with GSAI. GPRS allows data
speeds of up to 115 Kb/s. Even higher speeds, of up to 384 Kb/s, are permitted
by using Enhanced Data Rates for Global Evolution (EDGE) technology, a further
development of GPRS. Like HSCSD, EDGE appears to be an interim technology
with a number of operators, including at least the Dutch operator KPN, deciding
not to implement this technology.14 All these technologies should lead to the
introduction of true third generation mobile phone systems. It is sometimes said
that these will offer speeds of 2 Aib/s. In practice these speeds will often be less,

13   Muller-Veerse 1999. p. 19
14   Boers 2000, P· 7
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because the available bandwidth must be shared with all other users in a particular
cell in the network and because large bandwidths will, at least initially, only be
available in urban areas. Estimates of what transmission speeds users may expect in
reality range    from    64    Kb/s 15    to 384 Kb/s.16 Transmission speeds are further
reduced depending on the distance from cities and the speed at which a user
moves.17 So far, the introduction of third generation mobile phone services has
been slower than originally anticipated.

Apart from the matter of mobile network access and transmission speeds, there
is also the matter o f how in formation can be viewed on mobile devices. Because of
the limited speeds at which mobile networks currently operate and the small
screens available on mobile devices, it is unpractical to present information to
mobile users in the same way as it is presented on personal computers. To solve
this problem, the Wireless Application Protocol (WAP) was developed.

WAP is based on the Wireless Alarkup Language (WAIL), which is to WAP
what HTAIL is to the World Wide Web. WAP presents information in a
standardized manner, without graphics and in a single font. With WAP,
information can be obtained from the Internet in two ways. First o f all, information
can be accessed through a WAP gateway, a computer run by the mobile network
operator, which links the mobile network to the Internet and which makes the
necessary translations between the WML-based requests for information and the
often HTML-based information stored on the Internet and back again. During this
latter translation, any graphics and special fonts which the Internet information
may contain are stripped away. A second way in which information can be retrieved
is to directly access Internet sites, via an ISP, which contain information already in
WAIL  format. 18

Opinions on how successful WAP will be in the end vary. Some think WAP will
stimulate the development of mobile Internet and can be adapted to meet future
requirements. Others believe WAP will quickly become outdated as the technology
used in mobile networks develops further, for instance, when third generation
systems are introduced. 19

2.4.3 Addressing

In this section, the addressing schemes developed for equipment linked to the
Internet and information stored on the network, which were already briefly
mentioned in section 2.2, will be discussed in more detail.

15 Aiartin Cooper, credited with inventing the mobile phone for Motorola  in the early 197(Js, as

quoted in Kahner 20(*), p. 42.
16   Afuller-I'eerse 1999. p. 21.
17   Wapworld 2003.
l8

Boers 2000, p. 5.

19   Bannan 20(NLP· 37.
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2.4.3.1 IP addresses

All equipment on the Internet has its own address in the network. This is the IP
address. The format of IP addresses is determined by the IP protocol. This
protocol is constantly being further developed and it is therefore subject to change.
Currently, IP version 4 (IPv4) is the most commonly used version. IP addresses
based on IPv4 consist of four groups of three decimal numbers, between '0' and
'255', which are separated by dots. In binary language, each group of decimal
numbers is called a byte and is written as a set of eight bits, which are zeroes or
ones. An example of an IP address is 137.56.43.114. To ensure that enough IP
addresses will be available in the future, IPv4 will be replaced by IPv6 in the future,
with some projects already underway. Under IPv6, IP addresses will consist of
sixteen instead of just four bytes, giving the Internet more than enough room for
growth.20

The address space for IP numbers, that is, the set of all possible IP numbers, is
traditionally divided into five categories, generally depending on the size of the
subnetworks in the Internet for which IP numbers are needed. These categories
range from A to E. Class A networks are large, class B networks are of medium
size, and class C networks are small. Classes D and E are reserved for other
purposes.

Going from class A to E, the class of a subnetwork is indicated by the first, the
first two, the first three, etc., bits in an IP address. Similarly, the address of the
subnetwork in the Internet is specified by the first, the first two, and first three
bytes in the IP number. The remaining bytes locate the specific piece of equipment
for which an IP address is needed in the subnetwork.31

Depending on how the equipment is linked to the Internet, IP addresses can be
either static or dynamic. If a computer is permanently linked to the Internet, like a
World Wide Web server, it is given a static or permanent IP address. This address
always remains the same.

If a computer is linked to the Internet only temporarily, it may be given a
dynamic IP address. This is often the case with 'dial-up' connections. A user dials
up to his ISP and, for the duration of the link with the Internet, his computer is
given one of the IP addresses available to the ISP. Once the link has been
disconnected, the IP address can be used for another user. In this way, the need for
different IP addresses is reduced.

2(    Tanenbaum 1996, p. 438.
21   Class A network IP addresses have a '0' as the first bit. Class B addresses start with '1()'. class

C networks with '110', class D networks with '1110', and class D networks with '11110'.
Keeping this in mind. there is room for 126 class A networks, which can hold a maximum of
about 16 million IP addresses each, 16,382 networks of class B with over 65,(*)0 IP addresses
each. and about 2 million class C networks with 254 IP numbers each. IP numbers for class
A networks range  from  1.0.0.0 to 127.255.255.255, for class B networks from 128.0.0.0 to
191.255.255.255, and for class C networks from 192.0.0.0 to 223.255.255.255. Tanenbaum
1996, p. 416.
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2.4.3.2 The Domain Name System

Although it is easy for machines to use IP numbers to communicate with each
other, it is much more convenient for people to use names when they want to share
information on the Internet. These names, e-mail addresses, domain names, and
host names22 must be translated back into IP numbers if computers, which only
recognize bits and bytes, are to understand them. The Domain Name System

(DNS) takes care of this translation.
The DNS is based on a hierarchical naming system, in which each domain

controls how domain names under it are allocated, and on a distributed database.23

The hierarchical structure in the DNS names can be understood best by reading the
names from right to left. The structure is one of an inverted tree, with the root fit
the top and the branches pointing downwards.

The root is the conceptual central point in the DNS, where all main branches,
the top-level domains (TLDs), which lie directly under the root, come together.
The root has no name of its own. TLDs come in two types, generic TLDs, which
refer to different categories of organizations, and country code TLDs, which refer
to specific countries. Traditionally there are seven generic TLDs: '.com' (for
commercial purposes), '.edu' (educational institutions in the United States granting
four-year degrees), '.gov' (US federal government), '.int' (certain international
organizations), '.mil' (US armed forces), '.net' (network providers) and '.org' (non-
profit organizations). Apart from these generic Tl.Ds there are country code TLDs,
like '.nl' for the Netherlands, '.de' for Germany and '.us' for the United States. In
some countries, the countn' code 'FLDs are divided into subdomains. The '.us'
domain, for instance, has been subdivided using geographic names. An example of
this is the top-level domain '.ct.us', where :ct' stands for the state of Connecticut.
In the United Kingdom, the '.uk' domain has also been subdivided, but this time
the subdivision is based on a system akin to the generic TLDs. '1'his is illustrated by
the top-level domain '.co.uk' for companies. Japan has a similar system.

To ensure that a sufficient number of top-level domains will be available in the
future, the Internet Corporation for .\ssigned Names and Numbers (ICANN)24
introduced seven new generic TLDs in 2001-2002: '.aero' (for the air-transport

industry), '.biz' (businesses), '.coop' (non-profit cooperatives), :info' (unrestricted),
'.museum' (museums), '.name' (for registration by individuals) and '.pro'
(accountants, lawyers, and physicians).

Under the top-level domains come the second-level domains.25 Second-level
domains often refer to organizations, like 'uvt' in the domain name of 7'ilburg

..-   See also section 2.2.

23   Tanenbaum 1996, p. 622.
24 ICANN and other organizations involved in coordinating issues related tc, the Internet are

discussed in section 2.6.
25    If a TLD is spilt into subdomains, for instance, '.co.uk', these subdomains could arguably be

called second-level domains. In such cases. tile dc, maili names following the split TLD
should be called third, fourth, etc., level domain names, instead of second, third, etc., level
names.
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University, or to companies, like 'energia' in 'energia.ru'. DNS names consist of at
least a top-level and a second-level domain.26

Finally, there are the third and lower-level domains. Starting from the third
level, the naming of domains is generally free and optional and to be determined by
those who control the relevant second-level domains. The Tilburg Internet Law
Library at Tilburg University may, for instance, decide to make a third-level domain                I
name 'till' to create 'till.uvt.nl'. As has been mentioned in section 2.2, domain         
names may be preceded by host names such as 'www' in 'www.uvt.nl', indicating
computers which fulfil a special task like handling Web traffic.

The functioning of the DNS is based ona system of distributed databases. This
means that there is no single database containing all information about which
domain names belong to which IP addresses. Instead, the DNS name space, the set
of all DNS names, is divided into different, non-overlapping zones, which follow
the tree structure mentioned previously.27 Each zone has one or more name
servers, computers which contain the DNS name-IP address database for that
particular zone. If a computer needs to know the IP address of another computer
in the same zone, it can simply check with the local name server. If, on the other
hand, the required IP address is that of a computer in another zone, then a query is
sent up the branch of the tree on which the first computer is located to the top-
level name server  for the domain requested.  I f necessary, this top-level name server
can, in turn, send the query to other name servers down other branches until the

desired IP address is retrieved.

2.4.4 Sending information over the Internet: routers, proxy caches,
and firewalls

The Internet is a network of networks linking millions of computers, mobile
phones, etc. All pieces of equipment linked to the Internet have their own
addresses and between these addresses, in formation is sent in the form of packets.
But how does this information find its war over the network? How can
information be transmitted efficiently? And how can a subnetwork be protected
against sending or receiving certain information?

Packets are guided over the Internet by machines called routers using a
mechanism called dynamic routing. Each router calculates the optimum path for a
particular packet, at a particular time, thereby taking into account the current load
on the network, and forwards the packet to the next router. The optimum path for
different packets is not necessarily always the same, if only because conditions on
the network may van' over time. It is thus possible that different packets belonging
to the same message will travel along different routes in order to reach their
destination. It is therefore also possible that packets will arrive at their destination
in a different order than the one in which they were sent. Once the packets reach
their destination, they have to be reassembled into the original message. The

26   Clarkson et al. 1999, p. 77.
27    Tanenbaum  1996, pp 628-630.
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Transmission Control Protocol (TCP) ensures that this is done in the proper order
and if a certain packet is missing, this packet is resent by the sender. Packets cannot

wander over the Internet indefinitely. Their lifetime is linlited by a built-in
counter.38

Vast amounts of information are transmitted over the Internet and these
amounts would be even greater if it were not for machines called proxy caches.

Proxy caches limit the amount of information that is transferred between the
different subnetworks of the Internet. Suppose a user in some subnetwork of the
Internet wants to access information stored elsewhere on the network, potentially
on a computer located at a great distance from him. In principle, this information
would have to be sent and resent from the original source each time the user wants

to access the information. However, the user's access provider can reduce this need
for resending information by storing the information on his proxy caches the first
time it is accessed by the user. When the same user or another person in the same
subnetwork needs the same information again, it is simply sent from the proxy
cache instead of from the computer on which the information was originally
stored. To prevent the information stored on proxy caches from becoming
outdated, it is replaced at regular intervals. A part of the hard disk of a user's own
computer can also be used as a cache. In this case the cached information is not
available to other users in the subnetwork. With the use of proxy caches, the load
on the overall network is reduced, making it faster and more efficient.

Proxy caches can also play a role in protecting a subnetwork against receiving
unwanted information, for instance, pornographic material Requests for
information from inside a subnetwork to the outside world can be routed through
a proxy cache which can check whether the requesting party is authorized to
receive the information. If this is the case, the proxy cache, not the requesting
party, retrieves the requested information and may examine it for harmful content

before passing it on.29
In general, subnetworks can get some measure of protection against sending or

receiving the wrong kind of information by using firewalls. Firewalls act like moats
around castles: they form controlled passages between a subnetwork and the
outside world. They may contain packet filters which make sure that packets do not
contain unwanted content or come from certain addresses, and application
gateways, which can check content at the application level rather than the packet
level, allowing, for instance, searches for certain keywords in e-mail or other files.
The security offered by firewalls is not absolute. It may be breached by wireless
equipment which can bypass the firewall by flying over the castle's moat as it were,
without passing through the security measures put up by the firewall.pi

28     Tanenbmim  1996,  p.  414.

29    Sieber 1997, paragraph III.l.dd.
30   Tanenbaum 1996, pp. 410-412.
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2.4.5 Reference models

When information is sent from one user in a computer network to another, it
undergoes a number of different operations. The information must be represented
in a recognizable format, it must be carried physically via one or more transmission
media, and there must be some mechanism to check for and deal with any
transmission errors, among other things. To get a better understanding of the
various operations involved, conceptual reference models have been developed, in
which each specific operation, or set of operations, is represented by a layer, and
different layers are stacked on top of each other. Two reference models are
particularly well-known. These are the Open System Interconnection (OSI)
reference model, which is a general model for describing open computer systems 31

proposed by the Internal Standards Organization (ISO), and the Transmission
Control Protocol/Internet Protocol (FCP/IP) reference model, which describes
the various operations involved in sending information over the Internet. Both
reference models wi]1 now be discussed.

2.4.5.1 The OSI reference model

The OSI reference model consists of seven different layers stacked on top of each
other. At the bottom of the stack is the physical layer. This layer is closest to the
physical transmission media which connect the various network devices, like cables
and wireless media. Going further up the stack, there are the data link layer, the
network layer, the transport layer, the session layer, the presentation layer, and
finally the application layer. This latter layer is closest to the end user.

The different layers have the following functions. The physical layer deals with
issues related to the physical transport of information, in the form of individual
bits, via transmission media. These issues include questions like which voltage
levels should represent a '1' bit or a '0' bit, how rapidly voltage levels can be
switched, what the physical connectors should look like, and what each pin in a
connector should be used for.32

The principal task of the data link layer is to order and control the information
coming from the physical layer. The data link layer orders the information into
groups of bytes called data frames and checks these frames for errors. If errors are
detected, frames can be resent. The data link layer orders frames in the proper
sequence and exercises flow control which means that it controls the flow of
information in such a way that a slow receiver is not overwhelmed by the flow of
data from a fast transmitter.

The next layer is the network layer. It provides routing for the information
flowing from source to destination as well as related functions. Different routing
schemes exist, including static routing, in which all information travels along the
same route, and dynamic routing, in which different packets may take different

31 See section 2.3.
32     Tanenbaum  1996. pp.  29-30
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routes to reach their destination.33 Related functions include ensuring that the
information can travel through different networks, which may be set up differently,
without difficulties.

The transport layer provides transport services. These include splitting the
information into smaller fragments, which can be sent over the network, creating
and deleting network connections flow control, etc.

The next layer deals with sessions and is appropriately called the session layer.
Sessions are service requests and responses between applications located in
different network devices. This request and response traffic can go in two
directions simultaneously, or in only one direction at a time and is managed by the
session layer. The session layer can also insert checkpoints into the information
which is being exchanged, which can be used as starting points for new exchanges
in case the original exchange is aborted before it was completed. In this way, not

34the entire exchange has to be repeated, only the part after the last checkpoint.
The main task of the presentation layer is to provide coding to application layer

information and to convert between different codings if necessary. Different
computer systems may use different codes to represent the same kind of data. For
instance, computer systems need not always use standard ASCII code35 to
represent characters. In such cases, the presentation layer must be able to use the
proper coding and to convert between different codings if information is
exchanged with systems using other coding schemes. Coding schemes include the
above-mentioned ASCII code for characters, QuickTime and MPEG (Motion
Picture Experts Group) for video, GIF (Graphics Interchange Format) and JPEG
Goint Photographic Experts Group) for images, as well as schemes for
compressing and decompressing files and encrypting and decrypting information.36

The final layer is the application layer. The application layer holds the protocols
of the various applications which a computer system can offer. It is stressed that
these applications, for instance, the World Wide Web in the case of the Internet,
should not be mistaken for specific software applications, in the case of the
example, specific Web browsers. The application layer offers a number of different
services which interact with separate, specific software applications which, in turn,
interact with the end user.

In both the OSI and the TCP/IP reference models, information is sent from
one computer system to another as follows. When information is to be sent from a
software application in one computer system to that in another, the software
application in the sending system hands the information to the application layer of
that system. Subsequently it is passed on to the next, lower layer until the
information reaches the physical layer of the sending system. Here the information
is put on a transmission medium and is sent over the network to its destination. In
the receiving system, the reversed process takes place. After the physical layer of
the receiving system has received the information, it is sent up through the

33 See section 2.4.4.
34   7'anenbaum 1996, p. 33.
35 ASCII stands for 'American Standard Code for Information Interchange'.
36 See section 5.4 for a discussion of cryptography and some applications.
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different layers of the model stack, until it reaches the application layer, from where
the information is handed to the proper software application.

2.4.5.2 The TCP/IP reference model

The TCP/IP reference model describes how information is sent from one user's
computer system on the Internet to another's. In principle, this process can be
described using the OSI reference model, but where the OSI model has seven
different layers, the TCP/IP model has only four.

At the bottom of the stack is the host-to-network layer. On top of that come,
respectively, the Internet layer, the transport layer, and the application layer. The
session and presentation layers are absent in the TCP/IP model.

While the host-to-network layer connects a user's system to the network, the
Internet layer with its Internet Protocol (IP) provides information packets with
such routing information as the addresses of the source and destination. Tile
Internet layer is analogous to the network layer in the OSI model.

The transport layer contains the Transmission Control Protocol (TCP). This
protocol breaks down outgoing messages into IP packets and reassembles
incoming packets into the original message, thereby carefully checking whether all
necessarv packets have arrived and requesting retransmission of packets which
have been damaged or lost. Other TCP tasks include flow control.

Finally, there is the application layer, which, in the case of the Internet, holds
the protocols for applications like the World Wide Web and e-mail.37

The fact that the TCP/IP reference model has fewer layers than the OSI model
does not mean that an operation like encrypting data, which is important for secure
means of payment, is not possible. For instance, the Secure Sockets Layer (SSL)
encryption scheme inserts an extra layer in the TCP/IP model between the
application and the transport layers.

2.5 Internet applications
The Internet offers a number of different applications, all based on different
application protocols. Of these applications, the World Wide Web and e-mail are
the best-known and most important ones. Other applications include Usenet, FIP,
Telnet, and Gopher. Just as in section 2.4.5.1, it is emphasized that the various
applications referred to here offer different services to their users and should not
be confused with certain computer programs. For instance, Netscape
Communicator and Microsoft's Internet Explorer are different computer
programs, but both are used to access documents on the World Wide Web, which
is only one of the applications available on the Internet. The applications
mentioned above, some of which have alreadr been briefly outlined in section 2.2,
will now be discussed.

37 See section 2.5 for a description of Internet applications.
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2.5.1 The World Wide Web

As explained in section 2.3, the World Wide Web was developed by Tim Berbers-
Lee and others at CERN. Using hyperlinks, which contain the addresses of Internet
documents and which can take the form of text or pictures, millions of documents
stored on the Internet are linked. This enables users to 'jump' or 'surf' from one
document to another, regardless of where these documents are being kept, simply
by clicking on a link with their computer mouse. The World Wide Web is based on
the HyperText Aiarkup Language (HTML), the standard language to write Web
documents in, and on the Hypertext Transfer Protocol (HTI'P) to transfer these
documents.

Documents on the Web can contain all kinds  of in formation, like text, graphics,

sound, and video. and can be accessed through special computer programs called
browsers, like Netscape Navigator, Netscape Communicator, and Microsoft's
Internet Explorer. Because of the vast number of documents stored on the Web,
locating specific information can be quite a task. To find certain information. users
can employ search engines, programs that scan the Web for specific keywords.

Nowadays, the World Wide Web has become so popular that many identify the
Web with the Internet, which is incorrect because of the existence of other Internet
applications. This misconception is strengthened by the fact that, through the Web
browser, the World Wide Web presents a single user interface not only for the
Web, but for other Internet services like FTP and Telnet as well. These Internet

applications are discussed later.

2.5.2 Electronic mail (E-mail)

Electronic mail, or e-mail, is the electronic equivalent of traditional mail. In its basic
form, e-mail allows users to exchange simple text messages with each other or with
groups of users. Other documents, which, apart from text, may also include
pictures, sound, etc., can, however, be attached to these basic text messages. E-mail
is based on the Simple Mail Transfer Protocol (SAITP).

In order to send and receive e-mail, a user must have a unique e-mail address.
This e-mail address consists of a user name, which frequently, but not necessarily,
coincides with the user's name, and a domain name, separated by the @ sign. An
example of an e-mail address is 'a.o. p. schudelaro@uvt.nl'.

Sending and receiving e-mail is done via computers called mail servers. Afail
servers act like post offices. They handle outgoing mail and receive incoming mail,
which they store until it is retrieved by the addressee.

An e-mail message usually contains the addresses of both the sender and the
addressee of the message. In this way a message can always be traced back to its
original source. Some people, however, prefer to communicate anonymously. With
e-mail, anonymous communication can be achieved by sending messages via
anon>·mcius re-mailers. An anonymous re-mailer strips incoming mail from
information identifying its source before forwarding the message to its destination.
In some cases, recipients of anonymously sent e-mail messages can respond to
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these messages by sending their responses back via the anonymous re-mailer. The
re-mailer then sends the response to the source of the original message. In such
cases, the anonymous re-mailer still knows the connection between source and
forwarded messages. 38

2.5.3 Usenet

Usenet allows users to send messages to a central repository (a Usenet server) from
which other users can retrieve these messages, using Web browsers or special
programs called newsreaders. This repository is divided into different groups, called
newsgroups, which each contain messages about a specific topic. There are more
than 10,000 newsgroups, which cover a wide range of subjects.39

Usenet is based on the Network News Transfer protocol (NNTP). In practice,
the system does not use a single server, but a whole network of such machines.
These servers regularly forward their content to each other. In this manner, a
message, which was originally stored on only one server, is eventually spread over
the entire network.

2.5.4 FTP, Telnet, and Gopher

The FTP application is based on the File Transfer Protocol (FTP) from which it
got its name. With FTP, users can download and sometimes also upload computer
files from and to F[1? servers.

Via Telnet and their own computers, users can log in on other computers. They
can then use these other computers as if they were their own.

Finally, the Gopher system was developed as a text-based search menu for
documents on the Internet.

.\11 these three applications have been influenced by the arrival of the World
Wide Web and browser technolog ·. Although FTP and Telnet were and remain
applications which, in principle, are separate from the Web, they can both be
accessed through Web browsers, which makes access more user-friendly. The
Gopher system has largely been replaced by the Web and its search engines.

2.6 Internet organizations
Although there is no central authority governing the Internet, there are a number
of standardization organizations which have been set up to steer and coordinate
developments relating to the Internet. These organizations mainly address technical
issues, like the development and introduction of new IP protocols and the
operation of the DNS.

The Internet Socien· (ISOC) is the central 'international organization for global
cooperation and coordination for the Internet and its internetworking technologies

38   Schellekens 2001, p. 13.

39      Tanenbaum  1996, p.  670.
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and applications: 40 Set up in January 1992, its principal aim is 'to maintain &ind
extend the development and availability of the Internet and its associated
technologies and applications'.41 Its members include individuals, corporations,
non-profit organizations and government agencies. ISOC is the organizational
home of a number of other Internet organizations, including the Internet
Architecture Board, the Internet Engineering Task Force, the Internet Engineering
Steering Group, the Internet Research Task Force, and the Internet Assigned
Numbers Authorin.

The Internet Architecture Board (IAB) deals with the overall architecture of the
Internet. For this purpose it oversees the work of the Internet Engineering Task
Force (IETF) and the Internet Research Task Force (IRTF). While the IRTF,
consisting of a number of small research groups, does long-term research, the
IETF, which is made up of network designers, operators, vendors, and researchers
concerned with the development of the architecture of the Internet and its smooth
functioning, develops Internet standards. These standards are subsequently
considered by the Internet Engineering Steering Group (IESG); against its
decisions, appeal is open to the LAB. Apart from the activities listed, the IAB plays
an advisory role to the ISOC, which it may represent in technical matters.

Traditionally, the Internet Assigned Numbers Authority (IANA) has been
responsible for coordinating the assignment of IP addresses, domain names,
protocol parameters, etc. The process of assigning IP addresses involves a number
of steps and organizations. It is initiated by the IANA giving blocks of IP addresses
to three regional Internet registries, the Rdseaux IP Europdens (RIPE) for Europe,
the Asian Pacific Network Information Center (APNIC) for Asia and the Pacific,
and the American Registry for Internet Numbers (ARIN) for North America,
South America, the Caribbean, and sub-Saharan Africa. These three organizations,
in turn, allocate IP numbers to large ISPs, which again assign them to smaller ISPs.
Finally, IP addresses reach their end users.

The management of the DNS also involves a number of organizations with
IANA in a coordinating role. The '.com' and '.net' top-level domains (TLDs) are
operated by VeriSign Global Registry Services, while the '.org' domain is operated
by Public Interest Registry. Educause registers entries in the '.edu' TLD. The other
generic TLDs are managed by other organizations. The US Department of Defense
Network Information Center (DoD NIC) manages the '.mil' domain and the US
General Services Administration (GSA) is responsible for both the '.gov' and the
'.fed.us' TLDs. The '.int' TLD is used only for registering organizations established
by international treaties between governments. Requests for registering in the '.int'
TLD can be addressed to IANA. The seven most recent TI Ds, '.areo', '.biz',
'.coop', '.info', :museum: :name', and '.pro', are managed by the Socidtd
Internationale de Tdldcommunications Adronautiques (SITA), NeuLevel, Inc., Dot
Cooperation LLC, Afilias Lirnited, the Aiuseum Domain Management Association,
Global Name Registg, and Registn'Pro, repectively. Alanaging country code TLDs
is largely the responsibility of national organizations. In the Netherlands, for

40  ISOC 1997.
41   ISOC 2002.
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instance, the '.nl' domain is run by the Foundation Internet Domain Registration
the Netherlands  (Sticbting Internet Domeinregistratie Xederland).

Much of the technical work of the IANA has now been taken over by a new
organization, the Internet Corporation for Assigned Names and Numbers
(ICANN). ICANN is a private sector organization, bringing together 'individuals
and organizations, entrepreneurs and educators, corporate enterprises and non-
profit advocacy groups'.42 It is now responsible for the DNS, the allocation of IP
address space, the management of the root Server system, and the coordination of

protocol number assignment.

2.7 Summary
The Internet is a world-spanning computer network to which other devices, such
as mobile phones, can be connected as well. The Internet is not a single networki
but rather a collection a numerous, linked individual computer networks. It is a
packet-switched system, which means that messages are broken up into smaller
parts called packets, which are then sent over the network in such a way that
different packets belonging to the same message can take different routes. Routers
determine the optimum route for individual packets. By giving each device
connected to the Internet an address, called an IP address, packets can be routed to
their proper destinations. As IP addresses consist of groups of numbers, they are
difficult for people to use ind remember. Therefore people use domain names and
e-mail addresses, made up of words and other characters, to indicate the elernents
on the Internet with which they want to communicate. The translation between
domain names and e-mail addresses, on the one hand, and IP addresses, on the
other, is taken care of by the Domain Name System. Basic Internet applications
include e-mail and the World Wide Web. E-mail enables people to exchange
messages containing text and other forms of information, while the World Wide
Web links together millions of documents through the use of clickable hyperlinks.
Hyperlinks, based on the Hyper'I'ext Alarkup Language, enable people to 'jump
from document to document, by a simple click with a computer mouse. The Web
can be navigated using programs called browsers and search engines, and hats
become so popular that people often think that the World Wide Web and the
Internet are one and the same thing. Because of its user-friendliness and popularity,
the Web has been instrumental in stimulating electronic commerce. Various
organizations take part in managing the Internet.

42   ICANN 1999.

26



Chapter 3
The (Dutch) Financial System

3.1 Introduction

Payments of various sorts  have been around  for many centuries. As people needed
to exchange services, they devised means to settle accounts. This development led
to the creation of money as it is known today, and to the emergence of financial
institutions and the financial sector gis a whole. The aim of this chapter is to
describe how money and payments came about, how domestic and cross-border

payments are organized, and how financial institutions are supervised. The focus is

not yet on electronic payment instruments or electronic money institutions, but
rather on the situation as it existed before, or exists independently of the
introduction of these new means of payment and their issuers. It is important to
realise that, before the Internet, electronic commerce, and cyberpayments, a world-
spanning financial sector already existed, and that, in general, financial institutions
were already subject to supervision. One of the reasons for supervision is to ensure

the integrity of the financial world. Consequently, supervision of financial
institutions is also related to the issue of money laundering. The main perspective
in this chapter is Dutch, but of course the his ton' of money, the organization of
international payments, and supervisory initiatives by various international bodies
are not limited to the Netherlands.

3.2 A brief history of money
Money is a generally accepted medium of exchange. It is 'nothing more or less than

(...)  what is commonly offered or received  for the purchase  or  sale of goods,
services or other things'.' Ideally, money   has the following characteristics:   it   is
valuable, it is easy to transport, it is durable, homogeneous, and divisible, and
finally, it is recognizable and has a stable value.2 In practice. not all requirements
are met all the time.

In the course of history, money has come in many different forms, such as salt
in ancient Rome, tea in China, shells in Africa, and tobacco leaves in colonies in
North America. Of much greater and lasting importance to the development of
money than the use of these items was the use of money made from precious or

1 Galbraitli 1975, p. 5
2       Van Ewiik and Scholtens  1999, p. 23
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semi-precious metals like gold, silver and copper. In order to make this kind of
money easy to handle, it was shaped in the form of coins, that is, relatively small
pieces of metal carrying marks guaranteeing their quality. The invention of coins
has been attributed to the kings of Lydia around 700 B.C.,but possibly coins were
already used much earlier in Indi:13 and Alesopotamia, where even bank notes may
have existed'.

Initially, larger value coins, made from precious metals in particular, were
literally worth their weight in gold. This was not true for coins of smaller
denominations, of which the metal content was generally worth less than the value
at which the coins were traded. These latter coins were used as small change, a
purpose for which coins made from precious metals were unsuitable because of
their high value per unit of mass.

The link between the trading value of a coin and the value of its metal content
offered possibilities for different kinds of misuse of coins. Coins were sometimes
forged and merchants and entrepreneurs would sometimes clip coins thus keeping
pieces of valuable metal for themselves, while continuing to trade the coins at their
original value. Rulers were often tempted into lowering the valuable metal content
in their coins, which enabled them to make more coins with the same amount of
metal.

In the course of history, the link between the value of coins and that of their
metal content has become increasingly weak. Nowadays, the value of coins is no
longer based on the value of their metal content, but in the trust people have in
their purchasing power and in them being generally accepted. The same goes for
other types of money, such as bank notes and transferable money, which hardlr
have anv material value or no material value at all, although they originally were
backed completely by supplies o f precious metals. Money has become fiduciary.

In times in which the value of coins was still linked to that of their metal
content, merchants received different coins of different content in the course of
doing their business. These coins were sometimes forged, clipped or of
questionable content. That is why money changers offered to determine the true
value of coins. It was also possible to deposit money with these money changers
and to make payments by simply having the money changers, now acting as
bankers, transfer the ownership of a deposit, or a part thereof, from a payer to a
payee in their records without physically transporting any money. Aioney changers
could also grant credit, either by lending out cash deposited by others or by
opening an account. This latter prciedure, which implies that there is more money
in all accounts put together than there is cash, was possible because, as it turned
out, not all deposits would be withdrawn at the same time. Should this happen,
there would not be enough money to pay all customers. The actions of the money
changers described here meant the birth of transferable money and these
developments started first in mediaeval Italy. It appears, however, that transferable

3    Galbraith 1975, p. 8
4     T'an Ewiik and Scholtens 1999. p. 23.
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money mar already have been known much earlier to the anclent Athenians and
Romans and possibly even to the Babylonians.5

In the Netherlands, or more precisely, the Republic of the Seven United
Provinces as the Netherlands were called at the time, the problems associated with
having various coins of varying quality and the desire to get better service than that
available from private bankers led the municipal authorities of the citr of
Amsterdam   to the founding   o f  the   Bank of Amsterdam   in    1609.   The   Bank,
established after requests from various merchants, excepted only large gold and
silver coins o f the correct weight at an o fficial rate and estimated the value of other
coins.6 Like the Italian bankers, the Bank of Amsterdam accepted deposits and
performed giro transfers. However, the Bank did not, as a rule, grant credit. The
example of the Bank of Amsterdam was later followed by other Dutch cities,
Middelburg in 1616, Delft in 1621, and Rotterdam in 1635. The Bank of
Amsterdam built  up a solid reputation which  was only strengthened  in  1672,  when
the approach on Amsterdam of French troops caused a run on banks. Because it
did not grant credits, there was enough cash available to pay out all depositors.
However, secretly, the Bank of Amsterdam had been granting loans to the city of
Amsterdam and the Dutch East India Company (I 'ennigde Oostindiscbe Compagme).

When their fortunes took a turn for the worse, so did those of the Bank of
Amsterdam and it was finally closed in  1819.

In Britain, another development took place which is generally regarded as
having given rise to the development of bank notes. There, it was possible to
deposit coins and valuables with goldsmiths. As proof of the fact that a person had
made a deposit and was entitled to it, he was given a note. Once these notes were
made up to bearer, they took on the role of bank notes. People no longer paid each
other by physically transferring money, but by exchanging goldsmiths' notes. This
happened around 1660. Much earlier however, between 806 and 1455, paper
money was already in use in China.7 Subsequently, the goldsmiths, too, discovered
that not all deposits were withdrawn at one particular time and that it was therefore
possible to start granting loans. They did this either by lending out cash or by
issuing more goldsmiths' notes. In this way, the goldsmiths became circulation
banks, that is banks which bring new notes into circulation.

Inspired by the example of the Bank of Amsterdam, and following the founding
of the Bank of Stockholm in 1656, which started issuing bank notes in 1661 and
later became the central bank of Sweden. the Bank of England was founded in
1694. The direct cause for its founding was the request by King William III to
merchants  for a loan  of GBP 1,200,000, which he needed  for his  war e fforts,  and
which was raised using the newly found bank. Gradually the Bank of England built
up a good reputation and ended the monetary disorder which had been caused by
private bankers who issued their own notes and manipulated the market. Like the
Bank of Stockholm in Sweden, the Bank of England developed into a central bank
and became the sole issuer of bank notes in the country.

5    Van Ewilk and Scholtens 1999, p. 24.
6     't Hart et al. 1997, p. 46.
7    Davies 2002.
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It took until 1814 before the bank which was to become the Dutch central bank
was founded in the Kingdom of the Netherlands. In that year, De Nederlandsche
Bank (DNB) was created as a private company by King William I to stimulate
economic growths, unite the different regions in the Kingdom,9 and act as a
circulation bank. Having initially focused its business mainly on Amsterdam, DNB
started branching out in the second half of the 19th century, especially after the
Bank Act (Bankwe/) of 1863 was adopted.10 Gradually DNB became the central

bank in the Netherlands, but it was not until 1948 that its monopoly on issuing
bank notes was definitively laid down in the Netherlands Bank Act 1948 (Bankwet
1948). This Act also increased the supervisory powers of the DNB over the Dutch
banks. In the same year, the Dutch state becarne the owner of DNB.

Apart from the branching of DNB, various private banks were set up in the
Netherlands from about 1850 onwards. The Twentsche Bankvereeniging, later the
Twentsche  Bank, was founded  in  1861, the Rotterdamsche  Bank  in  1863, and the
Amsterdamsche   Bank   in   1872. The Dutch government also founded financial
institutions, the Rijkspostspaarbank    (RPS)    in     1883    and the Postcheque-    en

Girodienst (PCGD)  in 1918. Later, after the Second World War, a wave of mergers
involving these banks and other institutions created some of the present, well-
known Dutch banks. In 1964, the Twentsche Bank merged with the Nederlandsche
1-iandel-Maatschappij, founded   in   1824, and together they became the Algemene
Bank Nederland (ABN). In the same year, the Amsterdamsche and Rotterdamsche
Bank became the AMRO Bank. The RPS and PCGD were joined together in 1986
to form Postbank. Subsequently, Postbank merged with the Nederlandsche
Middenstandsbank (NMB), established in the 19205, to form NMB Postbank,
which, through yet another merger with Nationale Nederlanden insurance group,
became Internationale Nederlanden Groep (ING) in 1991 and ING Bank in 1992.

Not only did the structure of and players in the Dutch financial market change
over time, so did the financial services which were being offered, including
payment products. One of the reasons behind the development of new means of
payment is the fact that it actually costs money to make payments leading to a
desire on the part of financial institutions to reduce these costs.1 1  Cash is expensive.
It has to be produced, transported, and protected, all of which costs money. That is
why the introduction of transferable money, with its immaterial nature and its easy
transfer from payer to payee, was a major step in reducing the costs involved in
making payments.

Following the large-scale introduction of transferable money, which, in the
Netherlands, took place during the 1960s and was done first by the PCGD and,
starting  in   1967,  also  by the other banks through a cooperative body called   the
Bank Giro Centre (BGC), other payment products were developed and marketed
as well. In general, these new payment systems can be divided into two groups,
namely, remote access payment instruments and electronic money instruments.

8     Van Ewijk and Scholtens 1999. p. 290.
9     't Hart et al. 1997, p. 95.
1('   't Hart et al. 1997, p. 109.

11      Kapelliof 1998, p.  12.

30



CHAPTER 3

Remote access payment instruments can be defined as instruments enabling
holders to access funds held on their accounts at institutions, whereby payment is
allowed to be made to a payee, usually requiring a personal identification code
and/or another similar proof of identity. Remote access instruments include in
particular payment cards, such as debit and credit cards, and phone, home, and
Internet banking applications. Cheques, transfer order forms, etc., can also be
regarded as falling under this definition. Electronic money instruments are payment
instruments other than remote access payment instruments, whether a stored-value
card or a computer memory, on which value units are stored electronically.12 The
aim of these new payment systems is to further reduce costs. According to
estimates by the US Department of Commerce, Booz, Allen & Hamilton, and
Goldman Sachs & Boston Consulting Group the costs of banking transactions
amount to about USD 1.07, USD 0.54, USD 0.29, USD 0.02-0.14, and USD 0.01
for transactions carried out at a physical branch, by telephone, by Automated Teller
Machine (ATM), by PC-based dial-up, and the Internet, respectively.13 In another
estimate. Booz. Allen & Hamilton put the cost of PC banking at USD 0.28 and that
of Internet banking at USD 0.13.14

With respect to remote access payment instruments, it should be noted that
they do not represent money themselves, but give access to debit or credit facilities
held with financial institutions and allow transfer orders to be made. Payment is not
completed at the moment a transfer order is given, but rather at the moment the
payee receives the funds in his account. 15

Another interesting point is that the legal status of electronic money
instruments is somewhat unclear. Although some articles have been written about
the position of electronic money instrurnents with respect to civil law, 16 the issue
has not been decided. One might even ask the potentially theoretical question of
whether the electronic value units stored on electronic money instruments qualify
as goods or as objects under Dutch criminal law. The answer to this question
potentially has implications for the applicability of anti-money laundering
provisions to electronic money systems.17

12 The definitions used here are derived from Article 2 (b) and (c) in Recommendation
97/489/EC of the European Commission, concerning transactions carried out by electronic
payment instruments and in particular the relationship between issuer and holder (OJ L 208.
2.8.1997, p. 52) Although the Recommendation explicitly does not apply to payment by
cheques and also does not cover paper payment instruments like transfer order forms, etc.,
these payment instruments have here been brought under the definition as well.

13 BlS 20012, p. 5
14 Booz Allen Hamilton 1998.
15    Article 6:114 of the Dutch Civil Code.
16   See for instance Berkvens 1996. Berkvens 1997. Buchner 1997. Van Esch en De Rooii 1996:

Van  Esch  1999. De  Rooil  1996.
17 See section 7.4.1.2.
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3.3 Organization of payment transactions

In this section, the organization and processing of payment transactions will be
discussed. Although the discussion focuses on the Dutch situation, the explanation
given is also relevant with regard to the situation in other countries. For clarity, a
distinction has been made between domestic and international, or cross-border
transactions for which processing operations differ.

3.3.1 Organization of domestic payment transactions

A number of different players and payment circuits make up the Dutch payment
market. First of all there is a payment circuit for payments made using cash.  In this
circuit, coins and notes are passed from hand to hand in all sorts of transactions.  In
addition to this circuit, there are two circuits for transactions in transferable money.
One is operated by Postbank and the other is run by all other general banks and the
cooperative body of all banks accept Postbank, called Interpay Nederland B.V.18
The special status of Postbank has its origin in the histon' of the development of
Postbank, which originally was a government institution.19 The differences between
the two circuits manifest themselves in, for instance, the use of different account
number systems, with Postbank using a system of successive 7-digit account
numbers, while the other banks    have    9 or 10-digit, non-successive account
numbers, and different approaches with regard to checking whether account
numbers and names mentioned in transfer orders are correct.21' In the course of
time, the cooperation between the two circuits for transferable monev has
increased and since 1997-1998 the two have been fully linked in the National
Payrnents Circuit. Although the original aim of the National Payment Circuit was
to merge the two circuits into a single one, it was eventually decided to keep both
circuits but to remove the barriers between them and facilitate the exchange of
information. In this way, the speed and efficiency with which transactions are
processed was improved. As is clear from the above, the three payment circuits are
not isolated from one another. Instead, all kinds of transactions take place between
them.

As well as payment circuits, the Dutch payment market also involves a number
of players, some of which have already been briefly mentioned. First there are the

18 Although Postbank has its own payment circuit and does not participate in Interpay
operations, it does have an interest in  Interpay through the  30° 6 stake the ING Group, of
which Postbank is a part (see section 3.2), has in Interpm

19 See section 3.2.
20 With transfers to a Postbank account, Postbank checks whether the combination of the

account number and name of the beneficiary of a transfer matches the data contained in
Postbank's own records. With transfers to a bank account, the bank checks whether the
account number of the beneficiary. as mentioned in the transfer order, exists. This latter
check is done b)· multiplying the numbers in a bank account number with the numbers 1 to 9
in reversed order and adding the results. If the account number exists, this result is divisible
br· 11.
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general banks, Postbank and a number of other banks. Apart from these general
banks, there are also more specialized banks, such as mortgage banks, but they
have accounts with the general banks in order to take care of their payment needs.

All banks, except Postbank, take part in Interpay, a cooperative body owned by
the Dutch banks, for cooperation on products and services and the processing of
payment transactions. Intelpay was formed in 1994 after the merger of the Bank
Giro Centre, which, up to that time, had taken care of processing transactions for
those banks which are now the Interpay banks, BeaNet, which was responsible for
point-of-sale terminals and associated transactions, and Eurocard Nederland, the
credit card organization of the Dutch banks. As such, Interpay Nederland B.V. is
the parent company of Interpay Bank Giro Centrale B.V., Interpay BeaNet B.V.,
and Interpay Eurocard Nederland B.V. Products and services in which Interpay is
or has been involved include accept giro forms, standing orders, transfer orders,
Eurocard/Afastercard credit cards, bank cards. the "Chipknip" chip card, the I-pay
Internet payments svstem, 1 the operation of communication systems and
networks, and clearing services, the latter of which will be discussed later in this
section.

In addition to the above-mentioned players, there is also the central bank,
which, in the Netherlands, is called De Nederlandsche Bank. As far as the
processing of transactions is concerned, DNB plays a role especially if the
transactions involve two or more banks. These may be two banks within the
Interpay circuit or one Interpay bank and Postbank. Other tasks of DNB include
promoting the proper functioning of payment transactions.

With regard to transferable money transactions, a distinction can be made
between large value interbank transfers and small value retail transfers. While the
large value transfers are characterized by a relatively limited number of daily
transfers with a high total value, 16,000 transfers each working day with a total
value of EUR 70-80 billion,22 the mass transactions consist of a large number of
relatively low value transactions, more than 8 million transactions totalling 5 billion
euros per working day. The large value interbank transfers are processed by DNB
using a system called TOP, whereas the low value mass transactions are processed
within the payment circuits of Interpay and the Dutch banks. TOP can be used for
both domestic and cross-border transactions and is a real time gross settlement
(RTGS) system, that is, a systern in which transfers are made in real time and per
order. It has been in use since the beginning of 1999.

Another categon of players on the financial market is formed by the exchange
offices where all kinds of currencies can be exchanged. Although they may not be
as involved in the organization o f payment transactions as the institutions discussed
up to now, they are mentioned here because they have been used in the past for
money laundering purposes.23

The question now remains of how domestic payment transfers are processed.
This question is only relevant to transactions involving transferable money. After

21 See sections 5.6.1.3 and 5.6.2.3.
22   DNB 2()03a, p. 12.
23 See sections 4.3.1 and 4.5.4.
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all, cash is either passed from hand to hand without passing through a financial
institution and its records, or it is deposited in or withdrawn from accounts. In
these cases, the notes and coins become or cease to be transferable money.

If both payer and payee have accounts with the same bank, the processing is
rather simple. All the bank has to do is debit the account of the payer and credit
that of the payee. Value is not transferred outside the bank, neither materially nor
immateri:lily, and there is only a transfer of value in the books of the bank. That is
why such a transfer is sometimes called a book transfer.

The situation is somewhat more complicated if the payer and the payee have
accounts with different banks. To enable transactions involving more than one
bank, banks either have accounts with all other banks, called correspondent
accounts, ill which case transfers from clients of one bank to those of another
could be channelled through these accounts, or banks have accounts with a single
intermediary institution. In some countries, a combination of the two options is
used in which a number of banks act as clearing and settlement houses for other
banks, while they themselves clear and settle with the country's central bank.24 In
the Netherlands, use is made of a single intermediary, namely, DNB.

Before the establishment of the National Payment Circuit, those banks which
are now the Intel:pay banks all had accounts with DNB to enable transfers between
them. At the same time, the BGC had an account with PCGD/Postbank for
transactions from the BGC circuit to the PCGD/Postbank circuit, while all the
future Interpay banks had accounts with the PCGD/Postbank in order to make
transfers from the Postbank circuit to the BGC circuit possible. With the coming
about of the National Payment Circuit, transfers between all banks, including
Postbank, can be routed via DNB, and the separate Postbank accounts for Interpay
banks are no longer necessary. In transactions between the Postbank circuit and the
circuit of the Interpay banks, Interpay acts as a counterparty to Postbank.25

Payments between banks are not executed, or settled, via DNB one by one. All
incoming and outgoing payments of a bank are balanced for each individual
counterparty first, a process called clearing, and only the net results are settled by
DNB. The clearing process is not done by DNB itself. It used to be done by the
BGC and is nowadays handled by Interpay. Once the net results are known, they
are sent to DNB for settlement. Before October 2001, transactions were cleared
and settled once a day. Since then, however, this frequency has been increased, with
Interpay offering different groups of transactions for settlement through the TOP
svstem several times a dm.26

3.3.2 Organization of cross-border payment transactions

The organization of cross-border payment transactions differs from that of
domestic payments in the sense that it is generally less central. Sometimes there is a

24     Knpelhof 1998, pp. 27-28. For an example of a mixed, or tiered, system see section  3.3.2.
25   Kapelhof 1998, p. 36.
26 DNB 2001b, p. 27.
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single intermediary through which payments between various financial institutions
are channelled. Financial institutions usually rely on a network of correspondent
banks, which are located in different foreign countries and with which the financial
institutions have accounts. Thus, if a payer with an account in one country wants to

pay a payee with an account in another countn,the payer's bank sends the order to
its correspondent bank in the countn· in which the payee has his account and, if the
payee does not have an account with the correspondent bank itself, the
correspondent bank passes the order on to the payee's bank. Correspondent bank
accounts are sometimes also called loro-nostro accounts. Lnm is Italian for 'their:
while nostro means 'our'. This use of words illustrates that a correspondent bank
account is 'ours' from the perspective of the bank with a foreign correspondent
account, while it is 'theirs' from the perspective o f the correspondent bank itself.

With regard to international financial services, the representative offices, or rep
offices, held by some financial institutions in countries in which they do not

operate fully-fledged branches, are also worth mentioning. Rep offices represent
foreign banks in countries in which these banks do not have official establishments
and they are not allowed to perform banking activities. They do, however, have
accounts with local banks which can be used by clients of the parent institution to
transfer money. In the past, this possibility has been misused by money launderers,
because it allowed them to transfer rlloney to correspondent banks without their
own names becoming known.27

Although there may not be a single intermedian through which cross-border
payments can be channelled, this does not mean that institutions like central banks
do not have a role with respect to cross-border payment transactions. First of all,
central banks can have their own correspondent accounts with other central banks
through which payment can be made. Secondly, many central banks have accounts
with the Bank for International Settlements (BIS), an international organization
which not only promotes monetary and financial cooperation, but also acts as a
bank for central banks.38 These accounts are primarily used in the management of
the reserves of central banks. And thirdly, central banks can also be involved in
international settlement systems. As has been mentioned in the previous section,
DNB processes the large value transfers via the TOP RTGS srstem. With the
establishment of the third and final phase of the European Monetary Union
(F.AIU)  and the introduction  o f  the  euro,  the 15 national RTGS svstems  in  the
European Union (EU) have been linked together through the European Central
Bank  Payment  Afechanism  (EPAD  and  together  they  form  the  l'ARC; E'l system.
T.\RC:liT, which ,stands for 'frans-F.uropean Automated Real-time Gross
settlement Express Transfer System, became operational on 4 Januan· 1999 and
can be used for both domestic and cross-border payments.

Finally, specialized communications networks should be mentioned, that have
been developed for transporting payment orders and related information. One of
them is the network of the Society for Worldwide Interbank Financial

27   ·I'K 1995-1996. 24072, no. 19, p. 139.
28  ' I'lie BIS and especially its Basel Committee on Banking Supervision and its C:ommittee on

Payment and Settlement Systems (CPSS) are discussed in more detail in section 3.4.1.2.
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Telecommunication, known as SWIFT. Owned by the financial industry itself, the
SWIFT network carried 1,8 billion messages  in  2002,39  with  an average daily total
value of several trillions of US dollars. SWIFT is also used for the TARGET
system.

Networks of a somewhat similar nature to that of SWIFT are the Clearing
House Interbank Payments System (CHIPS) and the Fedwire system. Unlike
SWIFT, which is dedicated to sending messages, CHIPS and Fedwire also provide
clearing and settlement mechanisms. CHIPS is used for transferring international
payments made up in dollars, most of which are initiated by SWIFT messages.30 It
is operated by the New York Clearing House Association, a private sector
company. About 240,000 payment transfers with a total value of some USD 1.2
trillion are processed each day. The CHIPS network has 59 members. 'Until
January 2001, CHIPS conducted all of its settling at the end of the business day.
Now, however, CHIPS provides intraday payment finality through a real-time
svstem'.31

The Fedwire system is operated by the Federal Reserve System and is used for
transferring funds between financial institutions within the United States. But as
foreign banks with offices ill the United States may also use Fedwire, the system
can also play a part in moving funds across national borders.32 About 108 million
transfers with a total value of USD 380 trillion were handled in 2000.33

3.4 Supervision
Financial institutions and their services play important roles in both national and
international economies. They control the supply of and demand for funds and
they also manage the resources of various economic groups, including private
individuals and businesses. Because of these important roles, the reliability and
integrity of the financial sector must be beyond doubt. Financial institutions should
neither take unacceptable risks, nor become involved in criminal activities, such gis
money laundering.

To ensure the proper functioning o f the financial sector, supervision is essential.
Supervision comprises a number of aspects, including both national and
international aspects, as well as issues concerning the prudential supervision and
integrin of the financial sector. Although prudential supervision is primarily aimed
at ensuring the economic soundness of financial institutions, it can also contribute
to maintaining their integrity, as will become clear in this section. In section 3.4.1,
international initiatives in the field of financial supervision will be discussed. First
of all, rules and regulations issued by the European Union will be examined in
section 3.4.1.1, followed by a discussion of the Bank of International Settlements

29   SPAFT 20(B.
3u   OTA 1995, p. 31.
31 Federal Reserve Bank 2()()2.
32   OTA 1995, p. 127.
33 Federal Reserve Bank 2003.
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and two of its committees in section 3.4.1.2. In section 3.4.2, the Dutch situation
with regard to supervision of the financial sector will be looked at. The role and
organization of the Dutch supervisor with respect to the credit system and
payments, DNB, will be examined in section 3.4.2.1. Its relevant ,supervisory tasks
are set out in two statutes, namely, the Act on the Supervision of the Credit System

1992, and the NIoney Transfers Offices Act.34 These statutes will be discussed in

sections 3.4.2.2 and 3.4.2.3, respectively. Initiatives aimed specifically at combating
money laundering or electronic payment instruments and their issuers will be
discussed in Chapters 4 and 5.

3.4.1 Supervision in an international perspective

3.4.1.1 Initiatives of the European Union

For many years, the European Union (EU) has been a source of supervisory rules

and regulations with respect to the financial sector.35 These rules and regulations,

which, in the case of EU directives, have to be implemented by the member states

into their respective national laws, have served to ensure both proper prudential
supervision and reliable operational management of financial institutions, and to
reduce the risk of these institutions becoming involved in criminal activities.

With respect to ensuring the integrity of the financial sector and coordination
the roles of the various supervisory authorities within the EU, two directives have
been particularly important, namely, the first 6 and second37 Council Directives on
the coordination of laws, regulations and administrative provisions relating to the
taking up and pursuit of the business of credit institutions. The first Council

Directive, for instance, provided that the competent authorities in the member
states may grant authorization to a credit institution to commence its activities only

34     In  addition  to  supervision  based  on  the  Act  on  the  Supervision  of tile (.redit System  1992

(11· Pt Toegl·bt KmlietweLen /992) and the Aioney Transfers Offices Act Opt ingke de
Geldtransactiekantoren), DNB also exercises supervision based on the Act on the Supervision of
Investment Institutions (11  pt Toel,·bt Bele,44#,Asinstellingen). Xs this latter act is not about the
subiect of electronic payment instruments and money laundering, a discussion o f it is beyond

the scope of this book.
35 For instance: Council Directive 73/183/EEC o f 28 June 1973 on the abolition of restactions

on freedom of establishment and freedom to pror·ide services in respect of self-employed
activities of banks and other financial institutions, first Council Directive 77/780/EEC of 12
December   1977   on the coordination   of laws, regulations and administrative   provisions
relating to the taking up and pursuit of the business of credit institutions. Council Directive
89/299/EEC of 17 .\pril 1989 on the own funds of credit institutions, second Council
Directive 89/646/EEC  of  15  December  1989  on  the  coordination  of laws, regulations  and
administrative provisions relating to the taking up and pursuit of the business of credit
institutions, Council Directive 89/647/EEC  of 18 December  1989  on a solvency  ratio  for
credit institutions, Council   Directive   92/30/ E.F.C.   of  6   April    1992   on   the   supervision   of
credit institutions on a consolidated basis, and (Eouncil Directive 92/121/EEC of 21
December  1992 on the monitoring and control of large exposures of credit institutions.

36   OJ L 322, 17.12.1977, p. 3().

37   OJ L 386, 30.12.1989, p. 1
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if there are at least two persons who effectively direct the business of this
institution. It was further provided that the authorities must not grant authorization
if these persons are not of sufficiently good repute or lack sufficient experience to
perform their duties.38 The second Council Directive provided that the
authorization given to a credit institution in one EU member state must be
recognized by the supervisory authorities of all other member states in which this
credit institution wants to operate.39 In 2000, these two directives, together with a
number of others in the field of supervision, were combined into a single text,
Directive 2000/12/EC of the European Parliament and of the Council of 20
Afarch 2000 relating to the taking up and pursuit of the business of credit
institution.40 Later in 2000, Directive 2000/12/EC was amended through Directive
2000/28/EC so as to cover electronic money institutions, that is, institutions
whose primary business activity is to issue electronic money, in addition to
'traditional' credit institutions. This topic will be dealt with in sections 5.7.1 and
5.7.2.1.   The most important articles   in the original Directive   2000/ 12/EC   with
respect to the supervision of the integrity and supervision of the financial system
will now be discussed.

The directive primarily deals with requirements for access to the taking up and
pursuit of the business of credit institutions and provisions concerning the freedom
of establishment and the freedom to provide services, relations with third
countries, principles and technical instruments for prudential supervision, and a
banking advisory committee. The latter two areas will not be discussed in this
section, as the provisions on prudential supervision they contain fall outside the
scope of the present discussion.

In Article 1  (1) of the directive, a 'traditional' credit institution is defined as 'an
undertaking whose business is to receive deposits or other repayable funds from
the public and to grant credits for its own account'. Since the amendment of
directive by Directive 2000/28/EC, the definition of credit institutions has
consisted of two parts, one for 'traditional' credit institutions, and one for
electronic money institutions. As indicated above, the amendment and electronic
money institutions will be dealt with in chapter 5.

Under Arncle 3, persons or institutions that are not credit institutions are in
general prohibited from carrying on the business of taking deposits or other
repayable funds from the public. It is further provided, in Article 4, that credit
institutions may not commence their activities before obtaining authorization.

With respect to integrity, the Directive provides first of all that the competent
authorities may grant an authorization to a credit institution only if there are at least
two persons who effectively direct the business of the credit institution. Alorcover,
the authorities concerned must not grant authorization if these persons are not of
sufficiently good repute or lack sufficient experience to perform such duties
(Article 6 (1)). This provision is identical to the one in Article 3, paragraph 2, first

38 Article 3, paragraph 2, first subparagraph. third indent, and second subparagraph
39   Article 6.
4<1      OJ   1.   126.26.5.2()00.  p.   1.   The various Directives   that   have been combined   in   Directive

2000/12/EC are listed in note 35.
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subparagraph, third indent, and subparagraph 2 of the first Council Directive
mentioned previously.

Additionally, the competent authorities shall not grant authorization for the
taking up of the business of credit institutions before they have been informed of
the identities of the shareholders or members, whether direct or indirect, natural or
legal persons, that have qualifying holdings, and of the amounts of those holdings

(Article 7 (1)). The competent authorities must refuse authorization if, taking into
account the need to ensure the sound and prudent management of a credit
institution, they are not satisfied as to the suitability of the above-mentioned
shareholders or members (Article 7 (2)).41 Where close links exist between the
credit institution and other natural or legal persons, the competent authorities may
grant authorization only if those links do not prevent the effective exercise of their
supervis()n· functions (Article  7  (3))

Furthermore,  it is provided in Article   17  that home member state  competent
authorities must require that even· credit institution have sound administrative and
accounting procedures and adequate internal control mechanisms.42 Having reliable
administrative procedures is regarded as an autonomous element in the soundness
of credit institutions.43

Authorizations given to credit institutions in one EU member state must be
recognized by the supervison· authorities of all other member states in which these
credit institutions want to operate. This principle of mutual recognition, first put
forward in the second Council Directive, has been worked out in Articles 13, 17,
discussed above, 20  (1)-(6), 22, and 26. Article 13 provides that host member states

may not require authorization for branches of credit institutions authorized in
other member states. A credit institution wishing to establish a branch within the
tennton' of another member state may do so only after following a notification
procedure, laid down in Article 20. Pursuant to this procedure, the credit institution
must notify the competent authorities of its member state (Article 20 (1)). This
notification must contain the member state within the territon- of which the credit
institution plans to establish a branch, a programme of operations, the address in
the host member state from which documents may be obtained, and the names of
those responsible for the management of the branch (Article 20 (2)). Under Article
26, the prudential supervision of the credit institution is the responsibility of the
competent authorities of the home member state, without prejudice to those
provisions in the directive which give responsibility to the authorities of the host
member state. A number of those responsibilities are listed in Article 22. If the
competent authorities of a host member state find out that an institution having a
branch (,r providing services within its territory does not comply with the legal

41      According  to   Van  der  Vossen,  the terms 'sound' (getomj), 'prudent' 0nident), and 'suitable'
(ges,·bikt) relate primarily to tlie issues of solvency and liquidity, although, especially with
respect to the latter, aspects o f morality may play a role as well. Van der \'ossen  1991. p.  12.

42 This provision was originally contained in Article 13 (2) of the second (Louncil Directive on
tlic coordination of laws, regulations and administrative provisions relating to the taking up
and pursuit of the business o f credit institutions.

43 ran  der Irossen   1991. p.  22.
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provisions in that state relating to the provisions of the directive involving the
powers of the competent authorities of the host member state, those authorities
have the power to require the institution to put an end to the irregular situation
(Article 22 (2)). If the institution does not take the necessary steps, the authorities
of the host member state must inform those in the home member state, after which
the latter will take all appropriate measures to ensure that the institution concerned
remedies the situation (.\rticle 22 (3)). If the irregular situation persists despite
these measures, the host member state may take measures to prevent or punish
further irregularities (Article  22 (4)). Without prejudice  to  the  ENIU  and  in
cooperation with the competent authorities of the home member state, host
member states are also responsible for the supervision of the liquidity of branches
of credit institutions, pending further coordination, and for their monetary policies
(Article 27)·

With respect to branches of credit institutions having their head office outside
the Community, Article 24 (1) provides that these institutions may not be treated
more favourably by member states, when commencing or carrying on their
business, than the branches of credit institutions having their head office within the
Community. The European Committee must be notified of all authorizations given
to branches coming from outside the EU (Article 24 (2)).

Credit institutions do not need to open new branches in foreign countries in
which they want to operate. 'l-hey can also only provide services. For both
instances, however,  it is stated in Article  18  that  member  states must provide  that
the activities listed in Annex I of the Directive may be carried on within their
territories by any credit institution authorized and supervised by the competent
authorities of another member state, under the condition that such activities are
covered by the authorization. If services are provided, a notification procedure is in
place (Article 21).44

As outlined above, the supervision of credit institutions within the EU is a
matter for the competent authorities in both home and host member states.
Pursuant to Article 28, the competent authorities of the member states concerned
must collaborate closely in order tc, supervise the activities of credit institutions
operating, in particular by having established branches there, in one or rnore
member states other than that in which their head offices are situated. They must

44 The activities subject to mutual recognition listed in Annex I are: 1. acceptance of deposits
and other repayable funds, 2. lending (including consumer credit, mortgage credit, factoring
with or without recourse, and financing of commercial transactioiis including forfeiting), 3.
financial leasing, 4. mone,· transmission services. 5. issuing and administering means of
payments (for instance, credit cards, travellers' cheques and bankers' drafts), 6. guarantees
and commitments. 7. trading for own account or for account of customers in: a. money
market instruments, b. fc, reign exchange, c. financial futures and options. d. exchange and
interest-rate ilistruments, e. transferable securities, 8. participation in securities issues and the
provision of services related to such issues, 9. advice ti, undertakings on capital structure,
industrial strategy, and related questions and advice as well as services relating to mergers and
the purchase of undertakings,  10. monej broking, 11. portfolio management and advice,  12.
safekeeping and administration of securities, 13. credit reference services, 14. safe custody
sen·ices.
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also supply one another with all information concerning the management and
ownership of such credit institutions that is likely to facilitate their supervision and
the examination of the conditions for their authorization, and all information likely
to facilitate the monitoring of such institutions. This information may also be
verified on-the-spot by both the home and host member states (Article 29).

Supervision and the exchange of the information obtained in the process of that
supervision are accompanied by the need for handling the information carefully
and  confidentially.  The most important provisions  in  this  area  can be found  in
Article 30 of the directive. This article provides, among other things, that all
persons working or who have worked for the competent authorities, as well as
auditors or experts acting on behalf of the competent authorities, are bound by the
obligation of professional secrecy. This means that no confidential information
which they may receive in the course of their duties may be divulged to any person
or authority whatsoever, except in summary or collective form, such that individual
institutions cannot be identified without prejudice to cases covered by criminal law.
Nevertheless, where a credit institution has been declared bankrupt or is being
compulsorily wound up, confidential information which does not concern third
parties involved in attempts to rescue that credit institution may be divulged in civil
or commercial proceedings (Article 30 (1))· This provision does not prevent the
competent authorities of the various member states from exchanging information
in accordance with the directive and with other directives applicable to credit
institutions. This information is however subject to the conditions referred to in
Article 30 (1) (Article 30 (2)).

3.4.1.2 The Bank for International Settlements

Besides the EU and its supervisory regulations, there is another international
organization which needs to be rnentioned, namely, the Bank for International
Settlements (BIS). The BIS was founded in 1930, in the wake of the First World
War, to facilitate German war reparations and is located in Basel in Switzerland. It

promotes international monetan' financial cooperation and acts as a bank for
central banks in order to help them manage their external reserves. 45

Within the framework of international cooperation. the BIS is host to a number
of organizations which serve as discussion forums on various issues of interest to
the financial world. These issues include among other things the functioning of
financial markets, which is discussed in the Committee on the Global Financial
Systern, and financial stability, dealt with by the financial stability forum and the
Financial Stability Institute. These discussion forums facilitate the exchange of
information and the formulation of policy and standards but do not perform

specific supervison' tasks.
With respect to banking supervision and payments, two committees are

especially important, the Basel Committee on Banking Supervision and the
(.ommittee on Payment and Settlement Systems. The Basel Committee on Banking

45   BIS 20(*4
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Supervision was established to improve collaboration between bank supervisors. It
also publishes papers on various aspects of banking supervision, such as the
supervision of banks' foreign establishments, cross-border banking, the setting up
of minimum capital standards, principles fur effective bank supervision and risk
management. Several of these papers deal specifically with issues related to
electronic banking and electronic money.46

One of the important initiatives of the Basel Committee has been the
formulation of minimum standards for prudential supervision of internationally
operating banks, which apply in the case of the intended establishment of a
subsidiary or a branch office by a foreign credit institution. The minimum
standards establish   four  main  principles:   1.   All  international banks should  be
supervised by a home country authority that capably performs consolidated
supervision; 2. The creation of a cross-border banking establishment should receive
the prior consent of both the host countn· and the home countn· authority; 3.
Home countn authorities should possess the right to gather information from their
cross-border banking establishments; 4. If the host country authority determines
that any of these three standards is not being met, it can impose restrictive
measures or prohibit the establishment of banking offices.47 As these standards

provide that cross-border establishments may not be authorized unless sufficient
information can be collected in relation to this establishments, the minimum
standards are also relevant to maintaining the integrity of the financial system.

The Basel Committee has also been active in the field of combating money
laundering.  On 12 December  1988, the Committee issued its statement  on  the
prevention of criminal use of the banking system for the purpose of money
laundering. This statement will be discussed further in section 4.4.3.

The Committee on Payment and Settlement Systems studies developments in
the field of domestic and cross-border payment and settlement systems. These
systems include large value trans fer systems   as  well  as retail payment systems   and
therefore also include electronic payment and electronic money instruments. With
respect to the latter, the committee has published a paper on the security of
electronic money and 11 survey of electronic money developments.48

3.4.2 Supervision in the Netherlands

3.4.2.1 De Nederlandsche Bank and the Netherlands Bank Act 1998

The Dutch financial system as a whole is supervised by three supervison'
authorities, namely, De Nederlandsche Bank (DNB), the Pensions and Insurance
Supervisor>· Authority of the Netherlands (Pensioen- en T -evekeringskamel'), and the
Netherlands Authority for the Financial Alarkets (,Ai,tboriteit Finandile Markten).
Before 2002, the Dutch supervisory system was sector-based. In this system, DNB

46   For instance: BIS 1998: BIS 24)001).
47   BIS 1992.
48 Bls 1996a:  BIS  200()c.
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was respc,nsible for the supervision of the credit system. the investment
institutions, and the exchange offices. The Pensions and Insurance Supervisory
Authority of the Netherlands monitored insurers, including pension insurers. and
the Securities Board of the Netherlands was respcmsible for supervising the trade in
stocks and shares. In 2002, the sector-based model was gradually replaced with a
function-based one. Nowadays, DNB and the Pensions and Insurance Supervisory
Authority of the Netherlands are charged with prudential supervision, while the
Securities Board of the Netherlands, under its new name of the Netherlands
Authority for the Financial Alarkets, is responsible for conduct-of-business
supervision.49 With respect to financial institutions and payment systems, however,
DNB is the relevant supervisor and therefore the discussion of Dutch supervisory
authorities will be limited to this authority.

DNB was founded in 1814 and, little br little, it developed into the Dutch
Central Bank.9 The changing role of DNB has been laid down in several Bank
Acts, the first of which  was  adopted  in 1863. Newer versions followed  in  1888,
1948 and finally in 1998. The Netherlands Bank Act 1998 (Bankivet 1998) had
become necessary in view of the establishment of the third phase of the ENIU,
which started on l January 1999. and the accompanying formation of the European
System of Central Banks (ESCB). The ESCB consists of the European Central
Bank (ECB), located in Frankfurt am Main in Germany, and the national central
banks of the EU member states. In a run-up to the third phase of the ENIU, the
ESCB became operational on l June 1998.

On the same date, the Netherlands Bank Act 1998 came into force. In this Act,
the objectives and tasks of DNB have been defined (Articles 2-4), as well as the
activities DNB is allowed to perform (Articles 5-9), such as issuing bank notes

(Article 6). The Bank Act further contains institutional provisions which mainly
relate to the legal status and management of DNB itself (Articles 10-17) and
regulations concerning the sharing of information £ind secrecy (Articles  18-20).51

With respect to the aims and tasks of DNB, a distinction was made in the
Netherlands  Bank  Act 1998 between those objectives  and tasks which fall within
the framework of the ESCB and those which do not. The objectives of DNB
within the ESCB framework have been listed in Article 2 of the Bank Act. They
include maintaining price stability (Article 2 (1)) and the support of general
economic policies within the European Community (EC) (Article 2 (2)).

The tasks to achieve these objectives can be found in Articles 3 (1) and 3 (2)
Article 3 (1) provides that 1)NB contributes to formulating and executing monetary
policy and promoting the proper functioning of payment transactions, among other
things. Article 3 (2) states that DNB is also to contribute tc, the competent
authorities pursuing proper policy with respect to prudential supervision of credit
institutions and the stability of the financial system. On the basis of the Act on the
Supervisic)n of the Credit System 1992, DNB itself, and sometimes the Alinister of

49   'I'K 20()1-2()02,28122, no. 2. TX 2()02-2()(B, 28122, no. 7.
50 See section 3.2.
51 For a discussion of the issue of supervision. only Articles 2-4 are relevant. Therefore, the

discussion of the Netherlands Bank Act  1998 has been limited to these articles.
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Finance, is the competent supervisory authority in the Netherlands with regard to
credit institutions. The stability of the financial system is promoted by various
supervisory laws, anti-money laundering regulations and the government's financial
economic policies.52 Article 3 (3) provides that DNB is allowed to request and
accept instructions only from the ECB in the exercise of the tasks mentioned ill
Articles 3 (1) and 3 (2)

The legal basis for objectives of DNB outside the ESCB framework is formed
by Article 2 (4). This article provides that it is the objective of DNB to carry out
tasks, other than the ESCB tasks mentioned in Article 3, assigned to it pursuant to
the law. These non-ESCB tasks are listed in Article 4. They include supervising
financial institutions (Article 4 (1)), promoting the smooth operation of the
payment system (Article 4 (2)), and collecting statistical data and producing
statistics (Article 4 (3)). On the basis of Article 4 (4) and after permission has been
granted by Royal Decree (Koninkl#k Besh,i4, DNB can also carry out tasks not listed
in the Bank Act.

With   respect to Article   4  0 f the Netherlands   Bank   Act   1998, the following
should be noted. First of all, Article 4 (1) forms the legal basis for supervision by
DNB based on the Act on the Supervision of the Credit System 1992 (,Wet Toe*bt
Kndietwefen        1992),        the        Money        Transfers        Offices        Act        (11"et        intake        de

Geldtransactiekantoren) md the Act on the Supervision of Investment Institutions
(W'et Toes:icbt Beiggingsinstellin&en). Secondly, it is important to note that the term
'financial institutions' used in Article 4 (1) does not relate to definitions of financial
institutions used in other laws, such as the Act on the Supervision of the Credit
System 1992. The term is thus used in a general way only.53 Another interesting
point is that promoting the proper functioning of payment transactions is
mentioned as both an ESCB and a non-ESCB task of DNB (Articles 3  (1)  (e) and 4
(2), respectively). The reason for this is that the cc,rrect functioning of payrnent
transactions is important both from a national and an international point of view.
In addition to this, technological developments offer new possibilities for
centralized settlement and payment systems, which, in combination with
commercial developments, cover an increasing number of transactions. This
situation may pose risks for the stability of the financial system and the possibility
that DNB will be assigned new tasks related specifically to payment transactions
must thus remain open.54

The activities of DNB as listed above extend over three main areas, namely,
monetary affairs, payments, and supervision. This same division is also found in the
organization of DNB itself, which has separate departments for each of these fields
of activin·. Each of the three departments has been subdivided into several sectors,
which in turn consist of a number of sections. In this way, the supervision
department, which is the department relevant to the present discussion, includes

52      TK 1997-1998, 25719. no.  3. p.  18.
53   TK 1997-1998, 25719, no. 3, p. 18.
54   TK 1997-1998, 25719, no. 3, p. 19.
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three sectors, one for strategy, policy and general support, one for internationally
active banks, and one for other banks and financial institutions.55

The strategy, policy, and general support sector consists of three separate

sections, one each for each of the three areas of activity of the sector. The strategy
section is responsible for making long-term analyses in the field of supervision,
while the policy section is in charge of regulations concerning bank supervision and
preparing national and international policy consultations. The general services
sector deals with personnel matters, computerization, etc. for the entire

department.
The sector for internationally active banks consists of four sections dealing with

banks and one which deals with payment transactions and information technology.
The four bank sections perform the supervision of large, internationally operating
institutions. The payment transactions and information technology section
supervises payment products and service institutions in the field of payment
systems and transactions. It also makes risk assessments relating to the application
of information technology in individual institutions.

The sector for other banks and financial institutions, is made up of three
sections. One deals with banks, investment firms and collective investment
schemes. A second deals with integrity supervision, and a third one is a market
access, enforcement, and information centre. The first section supervises banks not
covered by the four bank sections of the sector for internationally active banks,
among other things. The task of the integrity unit is to further develop the
supervision of integrity aspects in the financial system and to provide specialist

support to those units which actually carry out the supervision. It does so by
gathering information on activities which may pose risks to the integrity of the
financial system and by making available expertise in the field of forensic
accounting.56 The integrity unit was set up in 1997. Its establishment illustrates that
the supervision of financial institutions is not only a matter of drawing up rules and
monitoring compliance with these rules, but also a matter of how the institutions
and their employees act. The market access, enforcement, and information centre,
finally, is responsible, among other things, for enforcing the regulations of the Act
on the Supervision  o f the Credit System   1992 with respect to institutions which
have not been registered, but which possibly fall under the scope o f the Act.

3.4.2.2 The Act on the Supervision of the Credit System 1992 and the
integrity of the financial system

Protecting the interests of creditors and maintaining the stabilin· of the financial
system are the aims of supervision of the credit system. In line with these aims is
the monitoring of the integrity of financial institutions and the quality of payment
products and systems.57 The rules governing the supervision of the Dutch credit

55 The description of departments. sectors, and sections is based on the following two sources,

unless indicated otherwise: DNB 1997, section n: and DNB 2003b.

56   TK 1997-1998. 25830, no. 2, p. 8.
57     DNB  1997, section  II, p.  1  and p. 3.
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system are laid down in the Act on the Supervision o f the Credit System. Following
the   first  Act  on the Supervision   of the Credit System  o f  1952,  the  Act  has  been
updated and upgraded on numerous occasions, which has led to newer versions of
the Act being adopted in  1978 and  1992.  The 1978 version was an implementation
of the first Council Directive, with its provision on the integrity of the management
o f credit institutions.  The  1992  Act had become necessary because  o f the second
Council Directive and the minimum standards of the Basel Committee on Banking
Supervision, among other things.58

Originally,   the  Act  on the Supervision   of the Credit System 1992 dealt  with
three aspects of supervision, namely monetan supervision, prudential supervision,
and supervision of the structure of the financial sector. With the coming about of
the third phase of the EMU, however, the provisions in the Act relating to
monetary supervision, were dropped. Prudential supervision deals with a number
of issues, including matters like the solvency and liquidity of institutions and their
integrity, while the supervision of the structure of the financial sector is about
issues like mergers, takeovers, qualifying holdings, etc.

In Article 1 of the Act on the Supervision of the Credit System 1992, a
'traditional' credit institution is defined as 'an enterprise or institution whose
business is to receive funds repayable on demand or subject to notice being given,
and to grant credits or investments for its own account'.59 Although this definition
is not identical to that in Directive 2000/12/EC, it is very similar. Under Article 6,
undertakings or institutions established in the Netherlands are prohibited from
carrying on the business of credit institution, unless they have an authorization
issued by De Nederlandsche Bank.

Aspects of integrity are primarily dealt with in Articles 8, 9, 22, 22a, and 24.
Articles 8,9, 22, and 24 were amended as recently as 2003, while the new Article
22a was inserted on the same occasion, to further strengthen the integrity of the
Dutch financial system.60 Under Article 8, requests for authorization from
institutions which intend to take up the business of credit institution must contain,
among other things, the number, the names, and the past history of the persons
who determine the day-to-day policy of the enterprise or institution; the number,
the names, and the past history of the members of the supervison' board of the
enterprise or institution or of the body of the enterprise or institution having a task
comparable with that of a supervisory board; the names and the past history of the
persons who determine the day-to-day policy of the group of which the enterprise
or institution forms part and who in that capacity also co-determine the day-to-day
policy o f the enterprise or institution; the names and the past history of the persons
who determine or co-determine the policy of the group of which the enterprise or
institution forms part and who in that capacit>· also co-determine the policj· of the
enterprise or institution; the names of those who have a qualifying holding in the

58 See sections 3.4.1.1 and 3.4.1.2.

59    Translation by DNB.'
60 Staatsblad (Bulletin of Acts and Decrees), 2003, 55, pp.  18-31; Staatsblad (Bulletin of Acts and

Decrees),2003,103, pp. 5-7.
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enterprise or institution; and the intended measures to promote and enforce sound

operational management.
Article 9 provides that DNB does not authorize credit institutions if one or

more persons who effectively direct the business of the institution or of the group
of which the institution forms a part lack sufficient reliability or expertise. The
reliabilin· of persons is judged by their intentions and past histon·.

With respect to the administrative organization and internal control of credit
institutions, DNB can issue recommendations and general directives. As far as the
administrative organization is concerned, these rules may relate to financial

accounting systems (Article 22).
Under the new Article 22a, which has not yet entered into force, Orders in

Council 44*mene Maamgelen van Bestum) may be used with a view to sound

operations. These Orders in Council can concerns matters like preventing credit
institutions and their employees from becoming involved in criminal activities or
other actions that could damage the trust people have in the institutions and the
financial sector as a whole, and determining the identity, nature, and background of
customers.

The issue of the integrity of qualified shareholders is dealt with in Article 24.
Under this article, any natural person or legal entity is prohibited from holding,
acquiring or increasing a qualifying holding in a credit institution or from exercising
any control attaching to a qualifying holding in a credit institution, save after having
obtained a declaration of no-objection.

As the term 'reliability' of persons involved in credit institutions may be subject
to interpretation, DNB, the then Securities Board of the Netherlands (Sticbtin 
To«icbt Efedenverkee'), and the pensions and insurance supervisory authority of the
Netherlands (Pensioen- en Terekedngskame) together with the Dutch Afinistry of
Finance have formulated a joint policy rule in which the issue is further elaborated
in   relation   to   the   Act   on the Supervision   o f the Credit System   1992 and other
supervisory regulations.6' In determining the reliability of the management and
qualified shareholders of institutions under supervision, their intentions, acts and
past history are taken into account (Article 2 (1)). The persons involved must give
details on their past history through a questionnaire, the answers to which are
checked using information from various sources, including, in the case of DNB,
DNB's own files, other supervisory authorities, the national public prosecutor, and

open sources. The past history includes criminal antecedents, like receiving (belin ,
and drug offences, financial antecedents, such as financial problems and
bankruptcy, supervison· antecedents, like giving incorrect or incomplete answers to

questionnaires of authorities supervising the financial markets, and other
antecedents (Article 2 (2) and annexes). Personal characteristics like truthfulness,

61      The  Nederlandsche  Bank  N.I'.. the Securities Board  of  the  Netherlands, the pensions  md
insurance supervison· autliority of the Netherlands and the Aiinister of Fhiance. 'Beleidsregel
inzake de betrouwbaarlieidstoetsing van (kandidaar)(mede)beleidsbepalers en houders van
gekwalificeerde deelnemingen in onder toezicht staande instellingen'. Staatscourant
(Netherlands Government Gazette), 29 April 2()(*), no. 78. p. 17.

47



ELECTRONIC PAYNENT SYSTEMS AND MONEY LAUNDERING

sense of responsibility, law-abidingness, frankness, etc. are also taken into account
(Article 1).

Integrity aspects are also at the centre of a special supervisory programme
developed by DNB for the supervision of the credit institutions, called the integrin'
audit. The integrity audit is not concerned with the reliability of the management or
employees of a institution, but rather focuses on the policies of the higher
management aimed at the prevention of dishonest behaviour, on operational
policies aimed at controlling certain risks including money laundering, and on the
implementation of the Identification Act, which advocates know-your-customer
policies.62 The Identification Act was designed to combat money laundering
practices and will be discussed in section 4.5.2.

Returning to the Act on the Supervision of the Credit System 1992, the
principle of mutual recognition by supervisory authorities within the EU of
authorizations given to institutions in other EU member states, which was first put
forward in the second (:ouncil Directive and which now has been inserted in
Directive 2000/12/EC, can also be found in this statute (Articles 31 and 32)
Dutch institutions wanting to operate in other EU member states, either by
opening branch offices or by providing services, must follow the notification
procedures  laid down in Articles 16 (branch offices)  and 17 (services), respectively.
If an undertaking from outside the EU wants to carry out the business of credit
institution by establishing a branch in the Netherlands, it may do so only after
receiving authorization from DNB (Article 38 (1)), the requirements for which are
similar to those applicable to institutions established in the Netherlands. l hey can
be found in .,\rticles 39 and 40. In general an undertaking from outside the EU will
be prohibited from offering services in the Netherlands without establishing
branch offices under Article 82. This article provides ' alny natural person or legal
entity is prohibited from inviting, receiving or having, in the course of his or its
occupation or business, funds, reparable c,n demand or subject to n()tice being
given, from the public or from acting as intermediary in any way for the purpose of
so inviting or receiving funds, repayable on demand or subject to notice being
given, from the public'. Credit institutic,ns with authorizations on the basis of the
above-mentioned Articles 6,31, 32, and 38 are exempted from this rule, as are
DNB. the EU member states together with regional and local authorities in the
member states, and internatic,nal public organizations in which one or more EU
member states participate (Article 82 (2)). Finally, if a Dutch credit institution wants
to open a branch office outside the EU, it must notify DNB pursuant to the
procedure of Article 16b. As the provision of services within the territor>' of the
F.U br institutions established outside the F.U and vice versa is a situation not
covered br 1)irective 2000/12/EC, the AS(:S 1992 does not contain prc,visions
that specificallb deal with such circumstances.

As mentioned previously, the supervision by DNB of credit institutions
established in the Netherlands includes the areas of prudential supervisicm, which
comprises supervision   o f thc liquidity,   sc,lvenc\·,   and   administrative  prc,cedures  of

62   DNB 2(X)(), p. 70-71.
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credit institutions, and supervision of the structure of the financial sector. With
respect to branches of credit institutions established in the Netherlands located in
other EU member states, DNB exercises supervision on their solvency, while the
competent authorities in the host member states carn' out the supervision of the
liquidity of the branches. The reverse is also true: the Netherlands Central Bank

supervises Dutch branches of credit institutions established in other EU member
states with respect to liquidity issues, whereas the supervision with respect to
solvency is taken care of by the supervisory authorities in the home member state.

Branches in the Netherlands of institutions established outside the EU are subject
to the same supervison· regime as institutions established in the Netherlands.63

With respect to these areas of supervision, DNB may issue recommendations and
directives, which may be different for distinctive groups of credit institutions. The
rep offices mentioned in section 3.3.2 are not supervised. DNB sees to it that
deposits with rep offices are made in the name o f the depositor.64

Supervision of credit institutions implies the collection of information. Articles
53 and 54 specify from which institutions DNB is allowed to request inforrnation.
These institutions include credit institutions authorized by DNB under Articles 6
and 38 as well as branches of credit institutions established in other EU member
states. Article 60 provides that on-the-spot verification within the EU of
information provided to DNB is allowed. The information relating to individual
undertakings and institutions are secret and may not published (Articles 64 (1) and
64 (2)). This does not mean, incidentally, that persons with knowledge of this
information cannot be witnesses or experts in criminal trials. Articles 65 and 65a
also offer possibilities to exchange information. However, the final word on the
issues of secrecy and information exchange does not appear to have been said yet.
Changes may possibly be made to the secrecy provisions in order to facilitate the

exchange of information between supervisory authorities, investigators, and
prosecute,rs.65

As is clear from the above, the Act on the Supervision of the Credit System
1992 is aimed primarily at the prudential supervision of the financial sector,
although it does contain provisions relating to the integrity of financial institutions.
The possibilities of combating money laundering on the basis of this statute are

limited to those instances in which involvement of an institution is clear from its
administrative procedures or the intentions and past history of its management.
Together with the minimum standards issued by the Basel Committee on Banking
Supervision and the special integrig unit within the supervision department of
DNB, however, the statute does offer a number of options to fight money
laundering. 66

63      Rank  1996. p.  82

6,   TK 1995- 1996,24072, no. 19, p. 139.
65 Van Driel 2000, p. 13
66   Aful 1999, pp 125-127.
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3.4.2.3 The Act on Money Transaction Offices

Apart from the supervision of the credit system on the basis of the Act on the
Supervision of the Credit System 1992, DNB is also responsible for the supervision
of money transaction offices. This task has been assigned to DNB on the basis of

./the Act on Aloney Transaction Offices (11 et ingke de geldtransactiekantoren), which
came into force on 19 July 2002. This act is the successor to the Exchange Offices
Act (11-'et inZake de dsselkantomt), which was aimed at combating money laundering
and was introduced as a result of fears that a substantial number of exchange
offices were involved in money laundering activities.67 To remedy this situation, a
supervisory regime was set up for exchange offices, in which only those exchange
offices were registered by DNB and allowed to operate which complied with
certain requirements concerning reliability, including that of the management, and
proper business operations. A more detailed discussion of the Act on Aioney
7'ransaction Offices can be found in Chapter 4, which deals with the issue of
money laundering.

3.5 Summary

Nioney and payments have a long history. As long gis people have exchanged
services, they have needed ways to settle their performances. Although :111 kinds of
things, such as salt, shells, tea, and tobacco leaves have been used as money, more
important has been the development of coins. These, in turn, have led to the
creation of banks, bank notes, and transferable money. After that, the development
of payment systems continued, and nowadays numerous payment methods exist. In
addition to coins and bank notes, these methods include credit and debit cards,
cheques, transfer forms, home, phone, and Internet banking applications, etc. A
driving force behind these developments has been the constant desire to make
payments cheaper.

Some banks have come to play central roles in certain countries, for instance, by
becoming  the sole issuer  of currency in their particular region.  0 ften, such central
banks also play an important role in supervising the financial sector in that area.
'I'he aim of this supervision is to ensure the reliability, integrity and proper
functioning of the financial sector and payment systems. This goal has been
pursued since long before the advent of the Internet and gberpayments. Financial
institutions should not take unacceptable risks, nor become involved in criminal
activities, including money laundering.

To ensure the safer\- of the financial sector, various supervison- initiatives have
been undertaken at both national and international levels. In 2000, fc,r instance, the
European unic,n issued a directive relating to the taking up and pursuit of the
business of credit institution. In this directive, a number of earlier directives were
combined into a single text. Among its most important provisions are the
requirements that credit institutions need a licence to operate, that those effectively

67      TK 1995-1996, 24072, no.   19, p.  142.
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directing the business of a credit institution must be of good repute and have
adequate experience, and that there must be sound administrative and accounting

procedures, and adequate internal control mechanisms. Although perhaps not
aimed at preventing money laundering, these requirements could nevertheless help
control the risk of institutions becoming involved in this kind of criminal activity.

In the Netherlands, the relevant supervisory body for financial institutions and
payments is the central bank. De Nederlandsche Bank. Its role is defined in the
Netherlands Bank Act 1998. De Nederlandsche Bank performs tasks both within
and outside the European System of Central Banks. These tasks include the
supervision of financial institutions and the promotion of the proper functioning of
payment transactions. The supervisory tasks of the Dutch Central Bank have been
elaborated  in  the  Act  on the Supervision  o f the Credit System   1992. This statute

also implements the above-mentioned European directive. As such, it contains the
same, or verr similar provisions. The check performed by De Nederlandsche Bank
o f the reliability of the management and qualified shareholders of institutions under

supervision includes a check of any criminal records and past history, as well as of
personal characteristics, such as law-abidingness. Aspects of integrity are also the
focus of a special supervisory programme, called the integrity audit. These
measures can be expected to have a positive impact on the prevention of money

laundering.
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Chapter 4

Money Laundering

4.1 Introduction

Money and payments can be used in the course of both legal and illegal
transactions. Following the description of money, payments, and the financial
sector in Chapter 3, the focus of this chapter is on money laundering, the process
through which criminals try to obtain free use of their ill-gotten funds. Just as
money and payments, money laundering has a long history, and as such it existed
well before anyone had ever heard of the Internet or cyberpayments. Tile fight
against money laundering is of a much more recent date, however. Just as in
Chapter 3, this chapter does not yet focus on electronic payment systems. Before
continuing on to the subjects of electronic payment instruments and
cyberlaundering in Chapters 5 and 7, a discussion of the issue of money laundering
is important, so that claims made with respect to cyberlaundering, as well as any
evidence, can later be put in the proper context. This chapter starts with an
explanation of the concept of money laundering. This explanation includes a
definition of the subject, descriptions of the process and the amounts of money
involved, and a discussion of the reasons behind the fight against monev
laundering. After that, it is describe how various entities and professional groups
can become involved in money laundering. Finally, an overview is given of a variety
of international and Dutch anti-money laundering initiatives.

4.2 What is money laundering?

4.2.1 Definition and background

In defining money laundering, a distinction is usually made in the literature between
functional definitions, which describe money laundering from a phenomenological
point of view, and legal definitions, which are used in legal texts, such as directives,
conventions and penal codes, and which deal with the criminal liability of money
launderers. For an understanding of what money laundering is, the functional
definitions are the most important ones.

Numerous authors have produced equally numerous functional definitions.1
While some definitions may be more detailed than others. they are virtually

1 For an overview of functional definitions see. for instance, Schaap 1998, pp. 11-12.
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identical from a practical perspective. hioney laundering can be defined as
'concealing the origin or ownership of illegally obtained funds and making them
appear legitimate'.2 Both elements are essential. Merely hiding funds, without
providing them with a seemingly legitimate origin, is not regarded as money
laundering, as the possession of the funds involved cannot be justified in normal,
legal economic traffic.3

Being able to make free use of their money is important to criminals. Enjoying
the proceeds of their activities, either by buying goods and services, or by investing
them in the legal economy, is an important reason why they carry out their criminal
acts. Enjoying these proceeds is much easier if their true source has been hidden
and if they appear to have a legitimate origin, that is, if they have been laundered.  I f
criminal money is invested in the illegal economy money laundering is not always a
necessity, because these funds may never come into contact with the upper world.

As money laundering is all about hiding the illegal source of property, or hiding
the illegal way in which it was obtained and making this property seem to have
been acquired in a legitimate way, the practice of money laundering has been
around for as long as crime and fraud have been. For instance, during the Middle
Ages, usury was forbidden by the Catholic Church. Merchants and moneylenders,
however, found various ways to make the interest they collected disappear or to
conceal it, for instance, as special premiums or profits.4

The concept of money laundering, is often associated with Al Capone and the
mafia and their use, in the 193Os, of laundries to make their criminal proceeds
appear to be legitimate by mixing these proceeds with the earnings coming from
the normal operation of these enterprises and presenting the total sum as
turnover.5 This turnover was thus larger than could be expected from the actual
business the laundries generated. It appears, however, that the term money
laundering was not widely used until the investigation of the Watergate scandal.6 In
1982, it was used in a legal setting for the first time in the case of United States vs. S
4,255,625.39 involving laundered Columbian drug money.7 During the United
States'   'War on Drugs'  in   the1980s,  the term money laundering gained further
general acceptances and began to be used by organizations like the Council of
Europe.9

2  Hiding legitimately gained funds to avoid taxation is sometimes also regarded as money
laundering.   Ree,   for  instance,   OTA    1995.   p.   2.   In   this   book  no   distinction   will  be   made
between this  form o f mong· laundering and that of criminally obtained proceeds.

3 Then managing director of Ernst & Young Forensic Services B.V. Cees Schaap interviewed
in Kamerling and Pheiiffer  1999, pp.  184-185; Richards  1999, p. 44

4     Blum et al. 1998, p. 8.
5    Then managing director of Ernst & Young Forensic Services B.V. Cees Schaap iliterviewed

in Kamerling and Pheijffer 1999, p. 186: Stessens 1997, p. 102.
6     Richards 1999, p· 43.
7     Stessens 1997, p. 102; Aful 1999, p. 1
8       Schaap  1999, P· 80.

9    Aful 1999. P. 1
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Nioney laundering is often associated with organized crime and all sorts of crimes
for profit. 10 These crimes include drug trafficking, which is the crime mentioned
most frequently in the literature, but also illegal gambling, prostitution, illegal arms
trading, the trafficking of people, goods, and exotic, often endangered species of

plants and animals, credit card fraud, (EU) subsidy fraud, etc. The relative
importance of a specific type of crime, that is, what kind of crime is the biggest
source of illegal funds, varies geographically. While, for instance, drug trafficking is
an important source of criminal proceeds in both the Netherlands and Germany,
additional sources of illegal money in these two countries are said to be fraud and
the smuggling of alcohol and cigarettes, respectively.' 1

In their turn, the various forms of crime are sometimes connected with various

criminal groups. These groups come in all shapes and sizes, ranging from relatively
small ones, like the Dutch 'Kamper Trio', hashish traffickers who invested part of
their criminal funds in rather unprofitable hotels and buried the rest on the grounds
of their caravan camp,12 to highly organized, internationally operating enterprises.
In relation to this latter group, a variety of criminal organizations is often

mentioned, like the Mafia, Camorra, 'Ndrangheta, and Sacred Crown in Italy, the
Russian Mafia, the Japanese Yakuza, the Chinese Triads, Colombian drug cartels

like those in Medellin and Cali, etc. 13

To conclude this section, one important characteristic of money laundering still
needs to be mentioned, namely, that the practice of money laundering is not static

in the sense that the ways in which money is being laundered do not remain the
same over time. In an effort to minimize the risk of detection and in reaction to
barriers being raised by the introduction of anti-money laundering rules and
regulations, criminals will continuously try to set up new laundering schemes and to
find new loopholes from which they can profit. In this way, monev launderers

follow a path of least resistance. Whenever an obstacle is put in their way, they will
try and go around it.14 This phenomenon is called displacement.

4.2.2 Stages in the money laundering process

For a clear understanding of the money laundering process, it can basically be
divided into three steps or stages: placement, layering, and integration. Sonic
writers, however, discern fourts or five 16 steps, but the extra steps can be regarded

as subdivisions of the three basic ones, which will now be looked at.

10   OTA 1995, p. 3
11    FATF 19982, pp. 15-16.
12 Van Duyne  1995, pp. 163-164.
13 For a description of these criminal organizations, see Richards, pp. 1-40.

14   Schaap 1999, p. 93.
15 Udink distinguishes the four following phases: placement, layering, rechtvaardiging

Vustification, AS . and maatschappehike invkchting fso,ial integration. 361. The goals of the third
and fourth phases are to provide criminal funds with a seemingly legitimate origin and to
invest them in the legal economy, respectively. Usually these aims are taken together as the
goals of the integration phase in the basic classification scheme. Udink 1993, p.  18.
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Placement

The placement stage is usually regarded as the first step in the process to launder
money. Its goal is to introduce those criminal proceeds which are not used by
criminals to support themselves, often in a lavish life style, or to make investments
in the illegal economy, into the legal financial and economic system. These criminal
proceeds are commonly in the form of cash,17 although this is not always the case,
for instance, in the case of fraud. Funds can be placed into the legal economy, for
instance, by making cash deposits both on behalf of natural persons or of legal
entities. These natural persons and legal entities can act as front men or as front
and shell companies, respectively.18 An exarnple of a front company is formed by
the laundries mentioned in the previous section.

Prior to placement, criminal proceeds may also be converted into other assets
like cheques and diamonds or, in the case of cash proceeds, other currencies and
denominations. The aims of this conversion are to facilitate the transport of large
values and to separate the funds from their illegal source to reduce the risk of
detection and avoid suspicion. This pre-placement stage can be regarded as a kindof 'prewash' preceding the actual placement phase and comes in addition to the
basic three steps in the rnoney laundering process.

There appears to be a general consensus that the 'prewash' phase, as well as the
placement stage that follows, are the most dangerous phases to criminals,19
because, during in stage, they are necessarily exposed, to some degree, to the
control mechanisms that exist in the legal financial and economic world. In many
countries, banks, for instance, are required to report suspicious or unusual
transactions and a criminal's plan can be thwarted by an alert employee.20 Such an
employee's attention may be drawn by large currency exchanges being made or by

16 Schaap distinguishes the wisselfase [ex·,·bange phase, ASj, the placement phase, the layering
phase, the integration phase and the legitimatiefase \te#timisingpbase. AS\ The goals of the last
two phases are the same as those of the last two phases distinguished by Udink (see the
previous note) but in reversed ordef while the 'exchange' phase indicates the use which may
be made of exchange offices prior to actual placement of illegal profits into the legal financial
system. Schaap  1999,  p.  96.  In this section the 'exchange' phase will hence forth  be  called  the
'prewash' phase.

17   Groenliuilsen and I'an der Landen 1995, p. 6; OTA 1995, p. 4: Richards, 1999, p. 48: FATF
2()01 b, paragraph  39.

18 Front stores perform some, possibly limited, economic activity in order to conceal criminal
activities, while shell companies are just 'empty' shells or facades which do not cam· out any
economic activity and only serve as entities behind which criminals can hide. In this book no
strict distinction will be macie between front or shell companies. and they will be referred to
simplr as front stores or companies, because for tlie purpose of this book it is only important
to note that both can be used as disguising layers by cbminals.

19   Schaap 1999. P· 96.

20   For the Netherlands see, for instance. section 4.5.3.
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large sums being deposited by non-regular clients to be transferred abroad.·21
Therefore it is important for financial institutions to know their customers.22

A suspicious or unusual transaction report can also be triggered by a transaction
exceeding a certain reporting threshold. To avoid such thresholds, money
launderers may try to make multiple deposits in amounts that lie somewhat below
this limit. This approach is called structuring or smurfing. The latter term was
allegedly coined during an anti-mc,ney laundering operation called 'Greenback' in
Florida,3 and refers to the front men used to make the deposits, whose active
behaviour reminded some of the busy cartoon figures. 24

Scrutiny and difficult questions may also be avoided by placing the criminal
funds into bank accounts in countries which do not have or do not enforce strict
anti-money laundering rules and regulations. Once the money has entered the
financial system in such places, it can be transferred to any place in the world, but
before deposits can be made in these legal havens, the money must get there first,
which means that funds must be transported.

This brings forward another problem money launderers may face, namely the
fact that large amounts of cash can be quite bulky. It has been estimated that USD
1 million in notes of 5,10,20, and 100 US dollars weighs 440, 220, 110 and 22 lbs.,
respectively.25 Thus, transporting cash con raise significant logistical problems with
respect to both weight and volume.26 To lessen these transport problems, cash in
small denominations may be exchanged for that in larger denominations.

One way to move cash is to smuggle it. This smuggling can be carried out by
the criminals or their organizations themselves, or money can simply be sent via
postal and courier services.27 Another way in which funds can be made available
around the world is the use of underground banking services.28

Liyeling

The second basic stage in money laundering is called the layering stage. Its aims are
to create a 'distance' between the criminal proceeds and the original crime, by
breaking the paper or audit trail which might link the two, and to give the funds a
certain, seemingly more legitimate, status.29 Criminals try to accomplish these goals
by performing numerous cash and giro transactions. Aioney may be transferred
from one bank account to one or more other accounts, often held in different

21 Groenhuiisen and Van der Landen 1995, pp. 7-8.
22 The importance of know-your-customer policies is stressed in various publications. See. for

instance,  BIS 2001 b.
23      Richards  1999, P·  46 and  p.  209.

24   OTA 1995, p. 8
21   Richards 1999, p. 48.
26    During  operation  'Green Ice' about 15 cubic metres  of cash  were allegedly found. Schaap

1999, p. 69.
27      F.4TF  1998,  paragraph  21.
38 See section 4.3.1.
2i) Groenhuijsen and Van der Landen  1995, p. 9.
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countries, and preferably including those without strict anti-money laundering rules
or with bank secrecy provisions. Aioney may also be withdrawn from accounts,
after which it is deposited again somewhere else. Additionally, the layering of funds
may involve the conversion of money into cheques and other assets which are
made up to bearer as well. Furthermore, use can be made of front companies as
well as professionals like lawyers to hide the true nature of funds.30 Retracing the
true origin of funds through all these different transactions, legal systems, and
fa™les can be both costly and time-consuming.

Integation

Besides hiding the true source of criminal proceeds, these funds must also be
provided with a seemingly legitimate origin. This is one of the goals of the third
basic stage in the money laundering process, called integration. Another aim is to
have criminal money reenter the legal economy. The numerous schemes devised to
accomplish these tasks, will be further discussed in section 4.3.4. During this stage
criminal funds may also be aggregated with money which was obtained through
legitimate dealings.

The description of the different stages in money laundering does not mean that
all money laundering operations necessarily go through all steps or that the steps
must follow each other in the sequence presented. Various steps may be
intertwined. Front companies, for instance, may be used during placement, but at
the same time offer the seemingly legitimate origin for criminal funds that is needed
in the layering phase. Likewise, the layering stage may involve cash withdrawals
followed by the replacement of that cash.

The need to go through the various money laundering stages is dictated by a
number of parameters. These include the level of financial control that is exerted in
a specific country and the original crimes behind the proceeds. If financial control
is seriously lacking in some country, it may be sufficient for a money launderer to
physically transport his funds to this countn: If the criminal money is the result of
fraud, it is usually held in some bank account already and placement and sometimes
even laundering are often no longer necessary. 31

4.2.3 The scale of money laundering

Aiany estimates have been made with respect to the turnover generated by criminal
activities and the annual amounts of criminal funds which are laundered
worldwide.32 These estimates tend to van widely and appear to increase over the
years. In relation to criminal turnover, amounts of hundreds of billions of US

30 See sections 4.3.2 and 4.3.3.
31 TK 1995-1996.24()72. no. 19, p. 136. This document lists Atorocco. Turkey and the

Caribbean as regions for which the physical transportation of proceeds of crime is sufficient
to |et them enter the legal economy.

12      Schaap  has  given  an   extensive  overview of estimates, see Schaap   1999,  pp. 46-71. Figures
mentioned in this section have been taken from this or'erview (unless indicated otherwise)
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dollars are often mentioned, and the amount of USD 1,5 trillion has even been
reported. As it is estimated that about 80% of criminal turnover is available for
money laundering, the estimates of the amount of money being laundered each

year typically also lie in the range o f hundreds of billions of US dollars.

However, these estimates may not be accurate. The problem is that it appears to
be very difficult to provide estimates with a sound empirical basis, so some have
also been called (gu)estimates.33 An effort by the Financial Action Task Force
(FATF)34 to establish an accurate figure  for the amount of money laundering taking
place in its member states was hampered by the fact that the vast majority of the
member states lacked sufficient data to base a credible estimate on. Some members
presented data relating to the amounts of money involved in suspicious transaction
reports, while others provided information on the sums seized pursuant to money
laundering investigations or prosecutions.35 It was felt, however, that, in these latter
two instances, the data represented a small part of the total amount of criminal
funds. One way in which the FATF has tried to get around this problem in the past
has been by assuming that the amount of drugs seized by law enforcement experts
is    10%   of the total amount. Clearly   such an approach   is   far   from   satisfactory,   if
only because the figure of 10% lacks a clear basis. Other methods, like trying to
estimate the world production and consumption of drugs, have also been deemed
unreliable.

Another point of concern relating to the estimates that have been made about
money laundering is that these estimates may come to be regarded as facts after
they have circulated for a while, and thus be assumed to have a more 'official'
status than they ought to have. 'Figures and numbers tend to stick in the mind, are
cited and recited, and after four times, they are the truth'.36 This laundering of
information should be avoided.

In addition to the outlined problems which are encountered when trying to
make reliable estimates of the scale of money laundering, the accurateness of the
estimates may also be in fluenced by political motives.37 I f a situation is presented as
being more serious than it really is, more funds or powers may be made available to
those whose responsibility it is to deal with the issue at hand.

Estimating the amount of money laundering in the Netherlands has also proved
to be not without difficulties. According to a study performed by the Central
Criminal Intelligence Agency (Centrale Recbercbe In/b,matiediens/), a total of NLG
3,198,803,000 (EUR 1,451,553,516) was reported in suspicious transaction reports
between 1 February 1994 and 31 January 1997.38 After analysing these reports, it

33   Passas 1999, p. 47.
34 See section 4.4.4.
35 FATF 1997b, paragraphs 6-8.
36 Van Duyne 1996. Translation  by the author. In Dutch:  'Ci  fers en getallen bliiven  hangen.

worden geciteerd. worden gereciteerd en na zier keer ziin zii de waarheid'
37   Stessens 1997, p. 107.
38  Central Criminal Intelligence Agency, 1999. pp. 16-17. In the Netherlands a distinction is

made between unusual transaction reports as filed by providers of financial services with the
Dutch Disclosures Office (.liel*unt Ongebmikel#ke Transactze.*) on the basis of certain
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turned out that 48% of this amount did not have a criminal origin, mainly because
some amounts had been counted twice or because illegal funds had been mixed
with legally acquired money with the total sum being reported.

In spite of the above remarks, which put the estimates of the scale on which
criminal money is laundered into some perspective, it can nonetheless safely be said
that large sums of money are involved in various criminal operations. There are
numerous individual cases known both inside and outside the Netherlands in
which the proceeds ran into millions, or even hundreds of millions, of US dollars.39
The most sensible thing to do. therefore, seems to maintain a state of rational alert,
but to try and avoid an 'apocalypse-now' attitude.40

4.2.4 Why fight money launderingP

Three main reasons are often put forward to justify the fight against money
laundering, namely the prevention of crime, the repression of crime, and the
protection o f society and the economy against criminal influences.

The thought behind preventing crimes from being committed by fighting
money laundering is that committing crimes should not pay. By making it known
that the proceeds of crimes run the risk of being confiscated, that, in addition to
the underlying crime, the laundering of obtained funds is a criminal act in itself, and
by showing that those who have already committed crimes and laundered funds are
prosecuted, it is hoped that (potential) criminals will be deterred from carrying out
their plans.

If a crime has actually been committed, the retracing of the funds obtained, an
activity called forensic accounting, can be used as an investigative tool, in addition
to the investigative techniques available to tn' to uncover the basic crime. As has
been argued, for instance in connection to drug trafficking in the United States,41
that preventing the flow and distribution of criminal goods is nearly impossible, it
seems to make sense to prevent criminals from reaping the fruits of their illegal
activities by 'hitting them where it hurts, namely in their pockets'. Another
argument for following the criminal money is that this approach may offer a way to
get to those persons in criminal organizations who actually pull the strings and who
would otherwise possibly remain out of reach of law enforcers, because of the use
they can make of front men, who then get caught instead of the leading figures.42
At the same time and in addition to the underlying crime, money laundering can be
used as a starting-point for further prosecution.

The third argument for fighting money laundering, one which is often
presented as the most important one, is the supposed need to protect society and

indicators and suspicious transaction reports, which cover those unusual transaction reports
which have been analysed and deemed suspicious by the Disclosures Office (see section
4.5.3). These latter reports  are subsequently submitted  to law enforcement authorities.

39   Schaap 1999, pp. 69-71.

40      Van  Durne  and De   firanda  1999,  p.  247.
41    OTA 1995, p.3
42      Stessens  1997, p.  106.
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the economy from coming under the influence of criminals and criminal
organizations. In relation to drug trafficking it is stated, for instance, in United
Nations Resolution S-20/4 D entitled 'Countering Along-Laundering', that 'the
problem of laundering of money derived from illicit trafficking in narcotic drugs
and psychotropic substances, as well as from other serious crimes, has expanded
internationally to become such a global threat to the integrity, reliability and
stability of financial and trade s>·stems and even government structures as to

require countermeasures by the international community'.
The reasoning is first of all that by placing sums of illegal money into the legal

financial system and by using this system for subsequent dealings, the financial
sector might become corrupted. Employees of financial institutions, for instance,
could succumb to financial incentives offered to them by criminals to obtain their
services. In view of the central role played by financial institutions in allocating
funds in the economy, its role in managing the finances of various members of
society and the importance of reliability and trustworthiness in relation to both of
these issues, such a situation is undesirable and the integrity of the sector is a
necessity.43

Secondly, by providing their criminal funds with a seemingly legitimate origin
and reentering these funds into the legal economy through investments, it is feared
that criminals might be able to influence or control (certain sections of) the
economy, offer unfair competition to legitimately operating businesses, due to the
financial reserves they might employ, and obtain a certain measure of power in the

upper world.
The question may be asked, however, how realistic this fear is. Just as in the

case of the estimates about the scale of money laundering, the stated fear of
criminal influence on society deserves some putting into perspective. 'Ihis fear may
not be totally unfounded. Various cases have been repoKed of criminals using their
funds to build a substantial business. The Orejuela brothers, for instance, who are
members of the Columbian Cali drug cartel, are said to have been the owners of
pharmaceutical companies, a bank, a newspaper, several hotels, and taxi
companies.+4 Similarly, it has been said that, in New York, criminal organizations
control the construction sector and that the Italian mafia has moved into this field
in France and Belgium.45 Criminal infltration of the upper world is thus not
inconceivable and seems to be a fact in some parts of the world.

However unsettling the examples given might be, they are insufficient to
conclude that the extent of the threat of criminal infiltration of the legal economy is
the same everywhere worldwide or that the financial reserves of criminals and the
investments they make necessarily put them in a position frc,m which they can
exert control. As far as the Netherlands are concerned, a study of 21 criminal court

cases in which deprivation measures exceeding NI.G 100,000 (about EUR 45,000)
were imposed, yields the following picture.46 Criminals appeared to spend

43   'I'K 1997-1998, 25830, no. 2, pp. 4-5.

44   Schaap 1999, p. 52
45   TK 1995-1996, 24072, p. 219 and p. 256; Van Eekelen 2()(*), p. 12.

46   K'an Fekelen 2000, pp. 45-49
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significant sums of money on luxury goods and lavish life styles. In the larger cases,
which involved deprivation measures of NLG 1,000,000 (FUR 453,780) or more, a
part of the criminal funds tended to end up in foreign bank accounts. In the few
cases in which criminal money was invested, the hotel and catering business was a
popular target. Positions from which economic power could be exerted were,
however, not achieved. The question was even raised whether making well-
considered, effective investments fits within the perception of reality of the
majority of criminals. In spite of all this, the study warns that, although the fear of
large-scale criminal infiltration of the legal economy does not appear to be
supported by empirical data, such infiltration can occasionally have alarming, but
often geographically localized consequences. This can happen, for instance, if large
investments are made in real estate located in a specific area or if illegally obtained
wealth is shown too publicly, which may give the impression that crime pays.
Should this impression take hold among the general public, the legal system could
get in danger with the prospect of chaos and lawlessness.47

just as in the previous section, maintaining a rational alert for any problems,
while at the same time remaining critical of doomsday scenarios, appears to be the
most sensible thing to do.

4.3 How does money laundering work?

4.3.1 Misuse of financial systems

Owing to the nature of their business, financial institutions may, either knowingly
or unknowingly, get involved in the laundering of criminal funds at various stages
in the money laundering process, for instance, through corrupt employees. As it is
the goal of money launderers to separate their funds from their true source, keep
them safe from fellow criminals and from confiscation by law enforcers, and
provide them with a seemingly legitimate origin, financial institutions and services
which offer anonymity, secrecy and easy and swift transactions are of interest to
them. It is the aim of this section to describe various wavs in which financial
institutions and systems can be used by moner launderers during the different
stages in the money laundering process.48 This description is by no means intended
to be exhaustive, first of all because money launderers tend to follow the path of
least resistance and money laundering schemes are only limited by the imagination
of their inventors. Secondly, there is a myriad of different financial services that can
be misused.

Prior to introducing criminal proceeds into the legal financial system, that is,
during the 'prewash' stage, criminals may choose to make use of the services of
exchange offices, either as clients or as owners. Changing one currency into one or
more other currencies and changing notes of smaller denomination for notes of

47 Then managing director of Ernst & Young Forensic Services B.V. Cees Schaap interviewed
in  Kamerling and Pheiiffer  1999, p.  202.

48 See section 4.2.2.
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larger denomination then serve as a first step in separating the criminal funds from
their origin:11 sources. At the same time the change in denomination makes the
amount of money easier to handle and transport. This latter type of transaction can
be important, because drugs trading typically generates considerable cash flows in
relatively small denominations.

An example taken from Dutch practice shows that criminal misuse of exchange
o ffices  is not merely hypothetical. Prior  to  1995  and the coming into force  of the
Exchange Offices Act,49 the business of exchange offices was not strictly regulated
and it was easy to set up such a business. No authority supervised the integrity or
reliability of the management of exchange offices, those in charge of the daily
running of these offices, or those authorized to appoint or discharge persons in the
first two categories. Such a requirement was introduced by the Exchange Office
Act, which also introduced the requirement for exchange offices to be registered
with the Dutch Central Bank. As a result of the lack of regulations, criminals could
set up their own exchange offices. In the early 1990s, the lack of regulations led to
a situation in which more than 100 exchange offices were active in the centre of
Amsterdam alone on a total of 120 to 140 exchange offices nationwide. It was felt
by law enforcers that this number was no longer in proportion to the number of
tourists visiting the city to whom the exchange offices were supposed to offer their
services. The suspicion existed that a number of exchange offices were involved in
laundering criminal proceeds. This suspicion was supported by evidence gathered
during the investigation of five exchange offices run by a single family. 50 Of the
turnover   o f  NLG 170 million   (FUR 77 million) generated by these exchange
offices   over a period   o f 10 months,   90% was suspected   to be related   to   the
trafficking of drugs. Following the introduction of the Disclosure of Unusual
Transactions  Act51  and  the  Exchange 0 ffices Act 2  in  1994  and 1995, respectively,
the latter of which was aimed directly at stopping the use of exchanges offices for
money laundering purposes, the number of exchange offices fell dramatically. By
August 1995, only 79 exchange offices had requested registration.53 In the
meantime, the Exchange Offices Act has been replaced by the Act on AIoney
Transaction Offices.

The prewash stage is followed by the placement stage, in which criminal funds
are  brought into the legal financial  system.  If financial institutions  are  subject  to

anti-money laundering regulations, such as customer identification requirements,
money launderers run the risk of being detected, especially during this stage of the
money laundering process. Criminals may try to avoid detection, either bj·
conforming to anti-money laundering regulations and staying within the reporting

54limits defined in those regulations, for instance, through structuring or smurfing,

49 See sections 3.4.2.3 and 4.5.4.
50 Operation 'Gouden Kalf (Operation Gold Cal/  AS).
51 See section 4.5.3.
52 See section 4.5.4.
53   l'K 1995-1996, 24072. no. 19. p. 142.
54 See section 4.2.2.
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the use of front men or front companies,55 or by placing their funds into the
financial systems of those countries that do not have strict anti-money laundering
rules or do not enforce them. Especially attractive are countries which offer
anonymous bank accounts, which have bank secrecy provisions, and which may
not be cooperative with respect to giving legal assistance if another country

carrying out a criminal investigation requests this. Such services are also useful
during the labrring stage, because they make the paper trail of transactions more
difficult to follow, and hamper investigations. Countries often associated with
harbouring criminal proceeds and money laundering include Liechtenstein,
Luxembourg, Monaco, the Channel Islands, Austria56 and Switzerland in Europe,
Panama, the Netherlands Anti]les, the Bahamas, the Cayman Islands, and Antigua
in Central America and the Caribbean, and Hong Kong in Asia.57

Getting criminal funds to those places where they can best be placed into the
legal financial system may involve the smuggling of cash. Other ways of moving
funds around, and which can be helpful during the placement and especially the
layering stage, include the use of money transfers, rep offices,58 wire transfers, and
alternative remittance schemes, the latter of which function outside the traditional
financial system.

Afoney transfers allow cash, or other forms of value, presented at one financial
institution to be collected at another, by a beneficiary designated at the start of the
transfer. In reality no value is transferred between institutions. The only thing that
is transferred is a payment order that the first financial institutions sends to the
second one. Persons or companies that want to use money transfers need not have
bank accounts. Firms offering money transfer services include American Express
and Western Union, the latter of which is used in the Netherlands, for instance, by
Postbank and GWK Bank. At least in the Netherlands, Western Union generally
limits the amounts of money that can be sent or received to a maximum of USD
7,500 or the equivalent of this figure in other currencies. However, if users show
appropriate documents, this limit can be raised. In the Netherlands, firms offering

55 See sections 4.3.2-4.
56     In the late 199()s and in 2000 anonymous bank accounts  were an issue in Austria. The  FATF

even agreed 'on  11  Februan· 1999, to call on financial institutions to give special attention to
transactions with bank cheques issued by Austman banks and denominated in Austrian
schillings, as these funds might be the result of the closing of anonymous 'passbook' savings
accounts.' The FATF even threatened to suspend Austria's membership of the organization.
On 1 November 2000 the measure and the threat of suspension were lifted, because on that
date new Austrian legislation came into force requiring new savings passbook holders to be
identified as well as any holders of existing passbooks that made a deposit to the passbook
F.\TF 200Od.

57 In June 200() four countries of this group, namel) Liechtenstein, Panama, the Bahamas and
the Cayman Islands, together with eleven other countries, were part of a group list of 'non-
cooperative countries' by the IiATF. The unwillingness to cooperate was iudged using 25
criteria covering areas such as loopholes in financial regulations, obstacles to international
cooperation and the adequacy of resources for preventing, detecting and repressing money
laundering activities. FATF 20002, annex A, paragraph 64 and FATF 200Oa, annex A.
appendix.

58 See section 3.3.2.
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money transfers must comply with the provision of the Identification Act as well as
with those of the Disclosure of Unusual Transactions Act.59

A service similar to that offered through money transfers can be offered by

representative offices. Representative offices, also called rep offices, are used by
some financial institutions to represent them in countries in which they do not
operate fully-fledged branches. Rep offices are not allowed to perform banking

activities. They do, however, have accounts with local banks which can be used by
clients of the parent institution to transfer money. In the past, this possibility was
misused by monev launderers, because it allowed them to transfer money to
correspondent banks without their names becoming known. The money launderers
would deposit money in the correspondent account of the rep office, after which it
could be transferred with only the account information of the correspondent
account and no information relating to the depositor being used. This practice is no
longer possible in the Netherlands, because transfers must nowadays be made in
the name of the depositor.60 Rep offices illustrate the general problem of payable-
through accounts, whereby bank customers have signatory authority as sub-account
holders for the single account through which financial institutions channel all
transactions for clients.

Another way in which funds can be transferred is through large value wire
transfer systems such as the SWIFT system.61 The problem with such systems from
an anti-money laundering perspective is that transfers may go through several
intermediary financial institutions before reaching their final destination. Each time,
the transfer order is reformatted by one intermedian· before it is forwarded to the
next. During reformatting of transfer orders, information identifying previous
participants in the transfer process, including that of the original sender or previous
intermediaries, may be omitted. This approach can make the retracing of
transactions very difficult.62 Despite initiatives by the United States63 and a call by
the SWIFT board on users of the system to include full identifying information
about originators and beneficiaries followed by a new SWIFT message format
which can hold more identifying information, FATF experts remain 'concerned
about the continuing lack of uniformity in identifying the originator of wire
transfers. Although  for a number of years these messages have provided a field for
indicating the originator of funds, the field is not mandatc,ry'.64

Finally, funds can also be moved around the world through underground
banking systems which operate outside the traditional financial systems, and which
are not subject to supervisory or anti-money laundering regulations because of their

59   For the Identification Act and the Disclosure of Unusual Transactions Act see sections 4.5.2
and 4.5.3. Within the framework of the Disclosure of Unusual Transactions Act the reporting
limit for money transfers has been set at EUR 2000. Staatscourant (Netherlands Government
Gazette),29 March 2()01, no. 63, p. 24.

60   TK 1995-1996,24072, no. 19, p. 139.
61 See section 3.3.2.
62   OTA 1995, p. 24. Groenhulisen and Van der Landen 1995, pp. 9-10: Richards 1999, p. 82.
63    OTA 1995. p. 24.
64 FATF 2001b, paragraph 45.
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underground nature. The service offered through underground banking systems is
similar to that offered through money transfers. Aioney or value is presented to an
underground  banker in  one  country,  who  then  sees  to  it  that this value, minus  a
handling fee, is made available at a second underground banker in another countn'
who is part of the same system. The depositor is given a piece of paper or another
uniquely identifying symbol which is subsequently used to identify the benefician·,
who collects the mone,· at the receiving end of the transaction. No physical
transport of value is immediately necessary and no paper trail is generated. Later,
settlement between the underground bankers can take place, either through
transactions which follow the reversed path, thus at least partially cancelling out the
first transaction or by the transport of gold, dinmonds, or other valuables.

Underground banking systems do not necessarily have a criminal background.
Originally, these systems developed in countries without a well-developed financial
system, such as countries in the Far East, but later they spread to the West through
the migration of people. Clearly trust is of key importance in these systems which
may account for the fact that underground banking systems are typically organized

along family, ethnic or cultural lines. Additionally, 'loyalty' may be promoted by
threatening with violence. Underground banking systems go by different names
around the world. They are known as Hawala (India), Hundi (Nfiddle East), Fei
Ch'ien, which literally means 'flying money' (Far East), Chiti (Asia), Chop Shop
(China). and Stash House (United States and Latin America). The symbol given to
the depositor of funds is called Chop or Chiti.65

4.3.2 Misuse of legal entities

As has been discussed in the previous section, financial systems are used by
criminals to launder their illegally obtained funds, with a key issue being that
criminals try to hide their true identity. Financial services like anonymous accounts,
money transfers, or underground banking, however, are not the only ways in which
this obiective may be achieved. Another option is to use legal entities fc,r this
purpose.

Criminals or their accomplices may establish one or more legal bodies of
various kinds behind which they can hide and which can be used for the placement,
lab·ering, and integration of funds. Deposits, for instance, may be presented as
having been earned legitimately through a fictitious legal business activities of legal
bodies. The various legal bodies can also be linked together with one entity, for
instance, holding the shares of another. Such a scheme further hampers
identification of the true beneficiaries, especially if the legal bc,dies have been
established in different jurisdictions, some or all of which may be 'legal havens'
with strong secrecy provisions and without strict identification or anti-mc,ner·

laundering regulations.

65   Passas 1999. pp. 11-12: Richards 1999, p. 47 mid p. 8(k Schaap 1999. p. 106.
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Legal entities often mentioned in the literature as being used for money laundering
purposes include offshore companies, with shares made out to bearer.66 Bearer
shares are easy to transfer and can thus be used for an easy trans fer of control over
a legal entity, which may come in helpful in a money laundering scheme. Other
legal bodies, both from inside and outside the Netherlands, are often mentioned as
well. All these legal bodies are relevant to the issue of money laundering in the
Netherlands, because there, the law applicable to the establishment, organization,
and dissolution of legal entities is that of the country of establishment.

Various legal entities will now be discussed. This discussion will not be
exhaustive as many different legal entities exist worldwide, but it is intended to give
an impression of how legal entities can be misused by criminals to launder funds.
The importance of different legal entities with respect to money laundering iii the
Netherlands, will be put into perspective at the end of this section.

The first foreign legal body, foreign from a Dutch perspective, that is, is the
Delaware corporation. Delaware corporations are established in accordance with
the law of the state of Delaware in the United States and have a number of
characteristics which make them attractive for misuse by criminals. They can, for
instance, be established very quickly within a matter of days, or even hours if one is
willing to pay a small extra fee of USD 50-100.67 A notarial deed is not necessary.

Probably the most important advantage of Delaware corporations to criminals
is the fact that no check of antecedents is made during the establishment
procedure. In this way persons who perhaps should not have this opportunity are
able to establish a Delaware corporation. One consequence of this situation is that
Delaware corporations may be misused by criminals to establish other legal bodies,
something which they might not be able to do themselves otherwise. For instance,
the establishment in the Netherlands of a private company with limited liability,
requires a certificate of no objection, which must be provided by the AIinistry of
Justice. Such a certificate is refused if, judging by the intentions or antecedents of
those who will manage the new company, the danger exists that the company will
be used for unauthorized purposes or that creditors may be harmed.68 Having a
Delaware corporation establish a private company with limited liabilitv can
circumvent this problem for criminals.69

Another legal entity which can be used to hide the identity of the true owner of
criminal funds is the trust. A trust is a legal entity in which the initiator of the trust,
called the settlor, places assets, often through a trust deed, to be managed by
another person, the trustee, for the benefit of one or more beneficiaries, or for a
specified purpose. The assets placed in a trust may include the control over legal

persons, while the trustee itself may be one o f the beneficiaries. The trustee may be
a legal or natural person and it becomes the legal owner of the assets placed in the

66  The term 'off shore' means that these companies are not allowed to carry out business
activities in their places of establishment. They are allowed to have bank accounts to do
business 'offshore'.

67   TK 1995-1996, 24072, no. 19, p. 121.
68    Article 2:179 of the Dutch Civil Code.
69   TK 1995-1996, 24072, no. 19. p. 123.
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trust, although they do not become part of the trustee's own estate. The potential
for use of trusts during the placement stage has been deemed to be limited, because
usually assets are not placed in a trust before they have entered the normal financial
system. During the layering and integration stages, however, trusts can be used to
separate illegal funds from their true sources. For instance, a criminal may place
assets in a trust with both the trustee and the beneficiary being legal persons which
are front companies operated by (front men of) the criminal settlor. Additionally
criminals may benefit from the facts that, in some jurisdictions, disclosure of the
identities of the settlor and the beneficiaries is not required and that sometimes
even the purpose of the trust is not clear from the trust deed.70 Just as with
Delaware corporations, trusts rnay be used to establish new legal persons. The
Aruba Exempted Company is a similar phenomenon. 71

The Aruba Exempted Company was introduced as a legal entin· in 1988. Such a
company can be established within 24 hours if need be. The establishment requires
a notarial deed and a certificate of no objection. This procedure is supposed to
include a check of antecedents as well but this latter requirement does not always
appear to be met. The consequence is again that control over an Aruba Exempted
Company could fall into the wrong hands.72 Upon payment of ANG 500 instead of
the regular tax rates for offshore companies, Aruba Exempted Companies are
exempted from supervision and control by government institutions.73 The Aruba
Exempted Company is an example of what, in general is called an international
business company. It is easy to establish,74 rnay hide its ownership and need not
pay taxes on the condition that it do no business in its home jurisdiction.
International Business Companies are said to be 'routinely used in monev
laundering schemes because they provide an impenetrable layer of protection
around the ownership o f assets'.75

A Dutch legal entity which is often mentioned in relation to misuse by criminals
to hide their true identity and the real source of their illegally obtained proceeds is
the private company with limited liability. Private limited liability companies are
subject to various provisions. Establishing a private company with limited liability,
for instance, requires a notarial deed and a certificate of no objection from the
Ministry of Justice.76 Such a certificate can be refused if, on the basis of the
intentions and antecedents of the persons determining the policies of the company,
it is felt that there is a risk of misuse through the company. Additionally, both the
issuing of shares, except for the initial issues, and the transfer of shares of a private
limited liability company require a notarial deed, as does an amendment to the

70      FATF  2001 b, paragraphs  25-28.
71   TK 1995-1996, 24072, no. 19, p. 126.
72   TK 1995-1996. 24072. no. 19, p. 128.
73   Schaap 1998, p. 40.
74 In the Bahamas an international business company can be established within 24 hours for

USD 1000. Schaap 1999, p. 90, note 59.
75   Blum et al. 1998. p. 94.
76    Articles 2:175 and 2:179 of the Dutch Civil Code.
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articles of association.77 For this latter action, a certificate of no objection is
mandatory as well although, in this instance, antecedents are not considered.78

The first impression may be that these provisions come a considerable way in
preventing misuse by criminals of private limited liability companies. However, this
impression can be deceptive. There are several ways in which criminals may obtain
a private company with limited liability. First of all, although intervention by a civil-
law notary is required in several instances and this civil-law notary may require
identification of the parties involved,79 criminals may get around this identification
problem by having the transactions carried out by front men and front companies.
A criminal might, for instance, send an accountant, representing him with fake
identity papers, in order to establish a private company with limited liability or cam·
out other transactions.80 Similarly, a criminal could use another legal entity, such as
a Delaware corporation, for this purpose. In such cases, it will be a difficult task for
a civil-law notary to check whether the presented means of identification are
correct and truthful, while it will be virtually impossible for him or her to check
antecedents.

Secondly, in order to obtain a private company with limited liability it is not
necessan' to establish a new one. Instead a criminal may buy an existing 'empty
private company with limited liabilin·', that is, a company which does not carry out
economic activities. Such a company is also called a shelf company. Taking over a
shelf private company with limited liability means the transfer of shares. As
outlined, such a transaction does not require a certificate of no objection, and an
investigation of antecedents is not performed.

To prevent partnerships like private limited liability companies or public
companies limited by shares from being misused as a cover for illegal activities, a
computer database called 'Vennoot' has been set up. This database contains all
partnerships, related legal persons, directors, commissioners, social-fiscal numbers,
bankruptcies, etc.81 Its use should prevent the wrong persons from receiving
certificates o f no objection.

A final Dutch legal entity to be discussed is the foundation (sticbtint. A
foundation is a legal person without members. the aim of which it is to realize a
certain object, mentioned in its articles of association. This object may neither
include payments to the founders nor to those who are part of bodies of the
foundation, nor to others, unless payments to the latter have an idealistic or social
character. I:stablishing a foundation requires a notarial deed but, unlike the
situation with private limited liability companies, a certificate of no objection is not
required. C:onsequently, an investigation of antecedents is not carried out. It is

77    Articles 2:196 and 2:234 of the Dutch Civil Code.
78    Articles 2:231 and 2:235 of the Dutch Civil Code.
79 Identification is mandatory on the basis of the Identification Act. See sections 4.3.3,4.4.5.2,

4.5.2 and 4.5.3.
m   TK 1995-1996, 24072, no. 19, p. 116, see section 4.3.3.
81   TK 1997-1998, 25830, no. 2, p. 33.
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thought that, with some creative book-keeping, this legal entity can easily be used
by criminals to hide their identity and the true source of their funds.82

The misuse of legal entities by criminals is claimed to be so widespread that
organized crime is hardly conceivable without it.83 A study of reported suspicious
transactions carried out by the Dutch Central Criminal Intelligence Agency (Centrale
Recbercbe lnformatiedienst) provides some numbers to check this claim with respect to
the Netherlands. For 1994, 1995, and 1996, a combined total of NLG
1,141,790,000 (EUR 518,121,713) was reported in suspicious transactions relating
to both domestic and foreign businesses active in the Netherlands.84 Of this
amount, NLG 907,315,000 (EUR 411,721,597) G9°/o) was related to domestic
enterprises  and NI.G 135,021,000 (EUR 61,269,859) (120/0) to foreign businesses.
The reported combined total represents more than 60% of the total amount of
NLG 1,660,000,000 (EUR 753,275,159) that was reported in suspicious
transactions during the years covered by the study and which also includes non-
businesses. This result lends credibility to the claim that businesses play a
substantial role in the layering of funds.

Within the group of domestic businesses, the private limited liability companies
were responsible for the largest contribution by far. In relation to this legal entity,
NLG 576,312,000 (FUR 261,518,984) (64% of the domestic total) wais reported in
suspicious transactions. A total of NLG 82,789,000 (EUR 37,568,010) (9%) was
reported in connection with public companies limited by shares, followed by NLG
75,622,000 (EUR 34,315,678) (8°/0) in relation to foundations and NLG 62,938,000
(EUR 28,560,019) (7%) with respect to banks, to name the three most important
businesses following the private limited liability company.

With respect to foreign enterprises operating in the Netherlands, it is
noteworthy that none of the foreign legal entities which are often referred to in the
literature and which have been discussed above were mentioned in suspicious
transaction reports, or at least not to an appreciable extent.85 Instead, English
Limiteds were responsible for an amount of NLG 87,503,000 (EUR 39,707,130)
(65% of the foreign total) in suspicious transaction reports, followed by
Incorporateds  with  an  amount  of Nl.C;  11,774,000 (EUR 5,342,808)  (9%)  and
Gmblis with  a  total of NLC; 11,566,000 (EUR 5,248,422)  (9°/o).  It  must be noted
that the amounts of these suspicious transaction reports for the various domestic
md foreign businesses varied widely over the three years which were studied.

As the vast majority of reports does not involve foreign businesses but rather
domestic enterprises, it is observed in the above-mentioned study by the Dutch
Central Criminal Intelligence.\gency that the contribution from foreign businesses
is rather small, especiallj· in view of the claim put fc, rward in some of the literature,

86
that mc,ne>· laundering poses an internatic,nal threat.

82   ·I'K 1995-1996, 24(172. no. 19, p. 119.
83   1.K 1995-1996,24()72, no. 19, p. 115.

84  \'mi Dur·ne et al. 1999, pp. 37-39. These businesses included companies and self-emploi·ed
professionals/(legal) practitioners.

85 As outlined, they may, liowever, be inmlved in  I)utch legal entities.
86   Van Dume et al. 1999, p. 37.
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4.3.3 Misuse of certain professional groups: Lawyers, civil-law
notaries, and accountants

In addition to financial systems and various legal entities, certain professional

groups can, either knowingly or unknowingly, be involved in money laundering
activities. In this respect, lawyers, civil-law notaries, and accountants are often
mentioned.

In general, there are three basic reasons why these pro fessions  are of interest to

money launderers. First of all, lawyers, civil-law notaries, and accountants possess
unique, specialist knowledge in their respective fields and they can provide services
that often only they are allowed to provide. Secondly, these professions have an

image of respectability, reliability, and independence. Thirdly, lawyers, civil-law
notaries, and accountants have an obligation to secrecy and, to varying degrees, a
right to refuse to give evidence. These three reasons will now be looked at more
closely in relation to the professions mentioned.

1_,al*y'ers

Lawyers can become (culpably) involved in money laundering in several ways. They
can, for instance, give legal advice on various money laundering schemes. They can
also perform certain actions, for instance, making deposits and performing other
transactions with financial institutions, and channelling payments through their
third-party accounts. Through this latter action, the true origin of funds can be
obscured. Finally, lawyers can function as messengers for criminals as well.87

The image of respectibility and independence lawyers have possessed of old is
helpful with respect to money laundering. Transactions initiated by lawyers will
usually generate less suspicion than would be the case if those transactions were
carried out by the criminals themselves, and the use of lawyers provides them with
an extra 'layer' behind which they can hide. As the legal profession is increasingly
being commercialised, the image lawyers have is changing somewhat, at least in the
Netherlands. Nevertheless, the image of respectability is still present.88

Another attractive quality lawyers have with respect to money laundering is that,
on the ground of the confidentiality of the relation between them and their clients,
they have certain obligations and rights which enable them to keep certain
information and actions secret. For instance, lawyers have an obligation to observe
secrecy. In the Netherlands, this obligation has been laid down in rule 36 of the
Rules of Conduct of Advocates   1992 and Article 272 of the Dutch Penal Code.
The Rules of Conduct provide that advocates 'are required to rernain silent on the
details of cases they are handling, the identit> of their clients, and the nature and
extent of their interests', while Article 272 penalizes 'a person by whom any secret

87   TK 1995-1996, 24()72, no. 19, p. 21. Article 5() of the Dutch Code of Caminal Procedure
provides that the correspondence between a lawyer and his client, if the latter is depnred of
his freedom, is confidential.

88   '1'K 1995-1996, 24()72, no. 19, p. 17.
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which he either knows or should reasonably suspect that he is bound to keep by
reason of his office, profession or a legal requirement, or his former office or
profession, is intentionally violated:89

Additionally, lawyers enjoy the right to refuse to give evidence when called as a
witness. In the Dutch case, Article 218 of the Code of Criminal Procedure provides
this right to those who are bound to secrecy by reason o f their position, pro fession,
or office. Because of their obligation of secrecy this provision applies to lawyers.
The obligation of secrecy ;ind the right to refuse to give evidence do not apply if a
lawyer is a suspect of crime himself. But then he has the privilege against self-
incrinlination.

Possibilities to keep information secret are further provided by Articles 36 and
37 of the Custodial Institutions Act (Penitentiaire Beginselenive4, together with Articles
50 and 98 of the Dutch Code of Criminal Procedure. The first three articles are on
confidentiality for the correspondence between a lawyer and his or her client who
has been deprived of his freedom, while Article 98 of the Dutch Code of Criminal
Procedure provides that letters and other writings covered by an obligation of
secrecy may not be seized from persons with a right to refuse to give evidence as
laid down in Article 218 of the Code of Criminal Procedure, unless they give
permission. Tile article also deals with the issue of searching the premises of these
persons. It is provided, among other things, that such searches mar not breach
their obligation of secrecy unless permission is given. It needs little explanation
that, in combination with the advice and services lawyers can provide, as
mentioned above, these secrec\ provisions offer possibilities for money launderers.

To prevent lawyers from becoming involved in criminal dealings, the Dutch Bar
Association (Aederlandse Orde van Advocaten) has issued directives.' Among the
provisions in the directives are the requirements that lawyers accepting an
assignment 'ascertain the client's identity and, if necessary, the identity of the
intermediary who arranged for the assignment' and that law)·ers 'check that there
are no reasonable indications that the assignment might serve as a preparation,
support or cover for illegal activities' (Article 2). In the area of payments, it is
provided that lawyers 'shall nc,t make or accept cash parments of amounts in
excess of EUR 11,345 or the equivalent in other currencies' (Article 6 (1)).

Civil-law notaries

A second professional group that is of interest to money launderers is formed by
civil-law notaries. Several parallels exist between civil-law notaries and lawyers. Like
lawyers, civil-law notaries   have  specialist  knowledge and services to offer. Of these
services, executing notarial deeds is prc,bably the Inc,st important one. 7'llc
execution o f such instruments is even a legal requirement in a number of situations,
for instance, the establishment (,f various legal entities, and the transfer of shares
and real estate. Each of these situations c;in be used for mone> laundering

89     The translation has been taken  from Rayar and Wadsworth  1997. p.  193.
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purposes. The first two were discussed in the previous section and the third will be
discussed in the next one.

Like lawyers, civil-law notaries also have an image of respectability,
independence, and trustworthiness. Again these qualities can come in helpful for all
kinds o f transactions with the aim of laundering criminal funds.

A final point of (partiaD similarity between civil-law notaries and lawyers is that
civil-law notaries too have an obligation of secrecy and the right to refuse to give
evidence when called as a witness. For the Netherlands, the obligation of secrecy is

.·

laid  down  in  Article  22  of the  Notaries  Act  (11 et op bet Notarisamb4 and the
previously discussed Article 272 of the Dutch Penal Code. Article 98 of the Code
o f Criminal Procedures also applies.90

There are, however, differences between civil-law notaries and lawyers with
respect to these secrecy provisions. The right of a civil-law notan· to refuse to give
evidence, for instance. does not appear to be as robust as that of a lawyer. While
this right does appear to cover notarial services relating to the private life o f clients.
like the drawing up of a will matters of more business-like character, like issues

relating to legal entities are possible not covered. 91
Finally, it has been mentioned, in relation to preventing civil-law notaries from

becoming involved in criminal activities. that it may ven difficult for civil-law
notaries to check and verify the information they receive or to perform checks of
the backgrounds of their clients.92

Accotintants

One last group of professionals which may be attractive to money launderers
consists of accountants. They check financial data for reliability and verify the
annual accounts of companies. This activity gives the accountant an image of
independence and trustworthiness which can be used in money laundering
schemes. Although accountants have an obligation of secrecy. which in the
Netherlands has been laid down in Article 10 of the Rules of Conduct for
Accountants, they do not enjoy the right to refuse to give evidence.93

The 1999 study   by the Dutch Criminal Intelligence Agency on suspicious
transaction reports mentioned previously also provides some figures which can be
used to put the involvement of lawyers and civil-law notaries into some
perspective.94 With respect to lawyers, an amount of NLG 4,687,000 (EUR
2,126,868) was reported as being suspicious. For civil-law notaries, this amount was
NLG 303,000 (EUR 137,495). Compared to the total of NLG 907,315,000 (EUR
411,721,597), the reported sums are quite small. Of course, these figures do not
definitively prove that the involvement of lawyers and civil-law notaries in criminal

9() Cleiren and Niiboer 2001, p. 266 and p. 625.

9    Udink 1993, p. 88
92      TK  1995-1996,24072. no.   19. pp.  33-34.
93      U(link  1993. p. 93. Cleiren and Niiboer 2()()1, p.  625.
94   Van Durne et at 1999, p. 38.
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activities is limited, but any possible, substantial involvement is not supported by
empirical data.

It has been discussed above how lawyers, civil-law notaries, and accountants
may become involved in criminal dealings. This potential for misuse, however, also
opens up the possibility of using these groups of professionals as checkpoints to
detect criminal activity. That is, among other things, why the European Union, in
an  effort to fight money laundering, extended the scope  of its Directive  o f 10 June
1991 on the prevention of the use of the financial system for the purpose of money
laundering to include lawyers, civil-law notaries, and accountants. This directive and
the extension of its scope will be discussed in section 4.4.5.2.

4.3.4 Integration of criminal funds

After criminal funds have been placed into the legal financial system and after they
have been separated from their true source during layering, they have to reenter the
legal economy with a seemingly legitimate origin. Criminals must somehow justify
the acquisition and possession of sometimes very substantial wealth before police
and tax authorities. Although, in principle, there are countless ways in which this
objective can be accomplished, with the number of schemes being limited only by
the imagination of the criminals involved, they are essentially all variations on three
basic schemes. Assets can be presented as having been acquired legitimately by
presenting them either as turnover or profit from some, possibly fake, business
activity, or as the result of capital gains, or as the result of the transfer of capital.95

Presenting criminal  assets as  turnover

'Ihe general principle behind presenting criminal money as turnover or profit for
some business activity is that the criminals themselves buy the goods or services
offered through their own front stores. If criminals are to present their illegally
obtained funds as having been earned through some legal economic activity, those
businesses which generate considerable cash flows are especially interesting to
them, because the proceeds of crime are usually in the form of cash. Therefore, the
hotel and catering industry, for instance, offers possibilities for the laundering of
illegal funds. Cash can be deposited regularly with a bank with the claim that the
deposits represent the turnover generated, for instance, by running a bar or a hotel.
For this story to be credible, a criminal using this laundering scheme must set up a
real bar, hotel, etc., and keep up the appearance that he is really running a business,
for instance, by ordering supplies."c, The claimed turnover is, of course, higher than
what is actually generated br the business activity, because legitimately earned
moneb is mixed with the proceeds of crime. In other words, a criminal can claim
large turnovers from running a bar, although there may be just a few real

95      TK  1995-1996,  24072, no.  19,  p.   143.
96 See section 4.3.5, example 2.
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customers. The laundries mentioned in section 4.2.1 are another example of how
money can be laundered through the use of front companies.

The use of front companies is, however, not limited to the hotel and catering

industry or to the use of laundries and does not necessarily always involve cash.
Other variations, including schemes involving the use of information technology

and the Internet, have been reported as well. For instance, criminal proceeds have
reportedly been transferred in the Netherlands ostensibly as payment for a software
package.97 In another example, the use of an Internet casino as a front store was

reported.98 Operating sex sites on the Internet as a front store is conceivable as
Well.

Presenting criminal assets  as capital gains

Another way in which illegally obtained money could be justified before police or
tax authorities is by presenting it as a result of capital gains. The principle here is
that assets are bought at a sometimes artificially lowered price and then sold at a
sometimes similarly fake profit. Again there are numerous variations on this theme.

One option for a criminal is to buy a piece of real estate with a value of, let us say,

EUR   1,000,000. The selling price mentioned   in the title deed, however,  is   EUR
750,000. The seller is paid the difference of EUR 250,000 in cash, without records

being kept. The seller now has EUR 250,000 which he has difficulty accounting for,
but that is not the criminal's problem. After a while, the criminal sells the property,
a deal in which the new buyer may even be an accomplice of the criminal or a legal

entity controlled by the latter. This time, however, the selling price is mentioned in
the title deed in full. In this way, the criminal seemingly makes a profit of EUR
250,000. This amount has now been laundered. Alternatively, real estate is bought
by a criminal with legitimate funds, and subsequently sold, at a substantial profit, to
himself via a front company in which the criminal has put his illegal funds.99 Similar
tricks can be played with, for instance, objects of art as well.

Another option is to start investing in stocks and shares with both legitimately
obtained money and with criminal funds. Both funds are separate from each other
and, through some laundering scheme, the criminal funds are also separated from
their owner. Profitable transactions are than entered into the account with
legitimate funds, while unprofitable ones are charged to the account with criminal
money. This latter account is regularly replenished with new criminal proceeds.1011

97    Schaap 1999, p. 80. note 8.
98 F.\TF 200lb, paragraph 16. example 1. This example is discussed in section 4.3.5 Example 5.
99   Groenhuilsen and Van der Landen 1995, p. 17.
100 See section 4.3.5, Example 3.
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Presenting criminal  assets  as tbe  result  Of a  transfer of  capital

A third method to provide criminal funds with a seemingly legitimate origin is to
present them as the result of a transfer of capital. Just as with the previous two
methods, various schemes have been devised based on this idea.

In one such scheme, criminal funds are presented as a loan. A criminal may, for
instance, establish a company in a country without strict financial and anti-money
laundering regulations and place this illegal money in this company. Subsequently,
what appears to be a legitimate loan to the outside world is requested and received
from the company. In reality, however, the criminal is borrowing his own
moner 1()1

In a second scheme, criminal funds are presented as gambling profits. Criminals
may, for instance, offer the true holder of a winning lotten, ticket an amount of
money which exceeds the prize money in exchange for the ticket. Analogous to the
case in which real estate was bought at an artificially lowered price, the real owner
now has to find a way to justify the acquired sum. Casinos may also play a role in
presenting illegal funds as gambling profits. A criminal and a number of
accomplices may go to a casino. Each person is given a share of the money to be
laundered and with this money chips are bought. In the course of their visit, the
chips are returned to the criminal who, at the cashier's office, claims to have won
them. 102 Casinos may also be used to facilitate placement by buying chips with cash
and then asking for repayment by cheque later, possibly at an establishment of the
casino ill mother countn·.103 One can wonder how often criminals will be able to
use these tricks and present their proceeds as gambling profits.

In yet another scheme, a criminal simply states that his wealth is the result of a
gift or an inheritance from a family member in some foreign country in which the
checking of this ston  is not easy, for instance, because of internal turmoil.104

4.3.5 Examples

In this section, five true-life examples of money laundering are presented in order
to  make the matter more  concrete.'05 The first example is primarily an illustration
of the 'prewash', placement, and layering stages in a laundering scheme. The
second, third and fourth examples show how illegal funds may be integrated into
the legal economic system. The final example shows how the internet may play a
role in money laundering activities.

1() 1 See section 4.3.5, Example 4.
1(,2  TK 1995-1996, 20472, no. 19, p. 145.
103

FATF 1998b, paragraph 55.
104 TK 1995-1996, 24072. no. 19. p. 144.
105 For more examples of money laundering, see, for instance, Schaap  1998, pp.  17-29.
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Example 1: An underground banking system 106

This example is not so much about money laundering in the sense of providing
criminal funds with a seemingly legitimate origin, but rather about the handling of
such funds in the placement and layering stages of the money laundering process.
The example illustrates various topics discussed in sections 4.2 and 4.3, including
cash deposits, changing money from small denominations into large ones, the use
of civil-law notaries and their third party accounts, investments in real estate, and,
of course, underground banking.

Two Pakistani-Dutch brothers made a modest start in business in the Dutch
capital. After having been hotel runners at the Amsterdam central railway station,
trying to lure customers, they became the owners of a grubby, little hotel.
Subsequently, property was bought and put in the name of a Pakistani family

member. In this, and later also in adjoining premises, shops were set up. Then,
during a telephone call from an Amsterdam entrepreneur friend, the brothers were
informed that a recently closed hotel was up for sale. Purchasing this well-situated
hotel would make their business dreams come true.

The telephone call did not go unnoticed, however. Following a tip from the
Belgian police, the Amsterdam criminal investigation department came across an
underground banking network in which the brothers appeared to be involved.
Through this network, the brothers rendered various financial services to drug
dealers, including changing large amounts of cash from smaller denominations into
larger ones. The money the brothers earned this way was channelled to Pakistan via
the same underground banking network.

The selling price of the hotel was NLG 3 million (about EUR 1,4 million). As
an initial payment, 10% was remitted via the third-party account of a civil-law

notary's office. This monev came from a non-resident account held at an
Amsterdam bank by a third brother who lived in Pakistan and for which one of the
Dutch brothers had been authorized. This latter brother was suspected to be the
true owner of the money in the lion-resident account. Efforts to finance the
purchase of the hotel with a mortgage failed, after which attempts were rnade to get
money from Pakistan via the underground banking network. In the end, they were
almost NLG 1,000,000 (EUR 453,780) short of the needed sum, one of the reasons

being that the money in Pakistan could not be freed quickly enough, arnong other
things. With cash from Amsterdam underground bankers, this problem was solved
and a deposit was made with the brothers' bank by their financial advisor.
Depositing almost one million guilders in cash of course triggered an unusual
transaction report. But for the moment, with the deposit in place, the buying of the
hotel could be finalized. The hotel was put in the name of the entrepreneur friend
who initially notified the brothers of the buying opportunity, but the criminal
investigation department believed that the brothers were the two beneficiaries.

106  Van den Eerenbeemt 2000.
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Eventually, the police carried out numerous raids in which 31 houses were searched
and 20 persons were arrested, including the two brothers, other Amsterdam
members of the Pakistani family, and four underground bankers.

Example 2: A front company107

This example illustrates how criminal proceeds can be presented as turnover
generated by business activity.

On paper, a business in the hotel and catering industry was thriving. To judge
by the cash deposits that were made, the turnover was rising sharply. In reality,
however, this money had been obtained through drug trafficking. To make things
more credible, large quantities of beer were ordered from a supplier. Subsequently
this beer was drained off via the sewer.

Example 3: Nusse Brink108

In this example, money was laundered by presenting criminal funds as result of
capital gains resulting from securities trading.

Nusse Brink was a comrnission broker's office. One of its clients was a criminal
allegedly connected to a Colombian cocaine gang. Using the money laundering
method in which investments in stocks and shares are made with both legitimately
obtained money and with criminal funds, a seemingly legitimate origin was created
for the illegal proceeds.109 Transactions which showed a loss were charged to an
account owned by Seacat Limited, a company based in Jersey, one of the Channel
Islands, which have secrecy regulations which make it difficult to determine the
true beneficial owner of the company. It was thought that the company was
established by a corrupt director of Nusse Brink. This director regularly deposited
cash for the criminal client in the account Seacat held with the Kas Associatie, the
bank of the Dutch Stock Exchange. Seacat, however, was not doing well and
neither was Nusse Brink. Eventually Seacat owed Nusse Brink almost NLG 7
million (FUR 3.2 million) and Nusse Brink could no longer provide its criminal
client with profitable transactions. In the end, this client suffered a loss of almost
NLG 2 million (EUR 900,000). Apparently, the persons for whom the criminal
worked did not take this situation well. The criminal was later found murdered in a
burnt-out car.

Example 4: A false loan scheme 111)

A finance director of a shipbuilding yard, a subsidiary company of a large firm, was
asked by two Russians to open two bank accounts in the name of the company and

107 TK 1995-1996, 24072, no. 19, p. 146.
108 TK 1995-1996, 24072, no. 19, pp. 148-149, Van Duyne 1995, pp 169-170: Schaap 1998. pp.

28-29.
109 See section 4.3.4.
110  FATF 20(}Ob. case 9. pp. 24-25.
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to deposit money provided by the Russians into those accounts. In return, the
director received a commission. After the deposits were made, the money was
ostensibly given to the Russians as loans from the yard. Subsequently, the loans
were transferred to a company based in the Bahamas, in which the finances
director himself was heavily involved and which was owned by one of the Russians.

Example 5: An Internet casinot 11

This example illustrates how the Internet may play a role in the laundering of
criminal funds.

Via a server located in the Caribbean, an Internet casino was active in a

European country for a period of 56 days. Wagers could be made by using credit
cards. The attention of law enforcers was drawn, among other things, by a
suspicious transaction report filed by a bank which noticed a significant flow of
funds in relation to the casino. l'he funds, however, were not in proportion to the
observed betting activity on the casino's website, as, during the 56-day period of
activity, only 23 gamblers were identified.

4.4 International anti-money laundering initiatives

Since the 1980s,  attention for money laundering has steadily increased.  As a result,
governments and international organizations from around the world have taken a
range of anti-money laundering measures. At first, initiatives were mainly related to
the proceeds of drug trafficking, but gradually anti-money laundering measures
have become more and more comprehensive, illustrating that the fight against

money laundering is constantly evolving. To show which measures have already
been taken, the most important international anti-money laundering measures will
be discussed in this section. These international initiatives have also influenced the
actions which have been taken to combat money laundering on a national level in
various countries. With respect to the Netherlands, the national anti-monev
laundering measures will be discussed in section 4.5.

4.4.1 The United Nations

4.4.1.1 The United Nations Convention against Illicit Traffic in Narcotic
Drugs and Psychotropic Substances (Vienna Convention)

The United Nations Convention against Illicit Traffic in Narcotic Drugs and
Psychotropic Substances is often regarded as the first important international
initiative to fight money laundering. 112 It was the result o f the involvement of many

111    1;ATF  2001 b, paragraph 16, example  1.
112   The 1980 Council  o f Europe recommendation  entitled 'Measures Against the Trans fer  and

Safekeeping of Funds of Criminal Origin' predates the \'ienna Convention. However, this-
recommendation has not been widely implemented. See section 4.4.2.1.
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years' standing of the United nations (UN) in the fight against drugs, an effort
which has produced other documents   like   the   1961 UN Single Convention   on
Narcotic Drugs and the 1971 UN Convention on Psychotropic Substances as well.
Drafted under the authority of the United Nations' Economic and Social Council
and the latter's Commission on Narcotic Drugs, the convention was adopted in
Vienna  on 19 December 1988, hence it is sometimes also referred to as the L'ienna
Convention.' The convention entered into force on  11 November 1990.113

The Vienna Convention covers a number of subjects. These subjects include
the penalization of activities like the production and selling of drugs (Article 3 (1)
(a)), the laundering of proceeds and property obtained (Article 3 (1)  (b) and  (c), and
Article 3 (3)), and the confiscation of drugs, proceeds, and related materials and
equipment (Article 5). Also included are the issues of mutual legal assistance

(Article 7), of controlled deliver>· (Article  11),114 of the suppression of illicit traffic
by sea (Article lD, and of the misuse of free trade zones and free ports (Article  18).
Tile term 'proceeds' and 'property' have been defined in such a way as to mean
'assets of even' kind, whether corporeal or incorporeal, rnovable or immovable,
tangible or intangible, and legal documents or instruments evidencing title to, or
interest in, such assets', 'derived from or obtained, directly or indirectly, through
commission  of an offence  established in  accordance with Article 3 paragraph  l'  of
the convention (Article 1 (p) and (q)). As is clear from the above and as the official
title of the Vienna Convention indicates, its scope, including that of the anti-money
laundering provisions. is limited to drug-related criminal activities.

With respect to money laundering Article 3 of the Vienna Convention contains
the most important provisions, including a definition of money laundering.
However, the term 'moner laundering' itself is used neither in this article, nor in the

113 167 countries plus the European (:ommunin· are party to the convention..\11 have either
ratified the convention (78) or have taken equivalent action through accession (79),
acceptance (2), approval (2). formal confirmation (1) or succession (6)
'Ratification defines the intern;itic,nal act wherebr a state indicates its consent t(, be bound tc)
a treat>· if the parties intended to shor,· their consent by such an act. In the case of bilateral
treaties, ratificatic,n is „sually accomplished by exchanging the requisite instruments, while iii
the case of multilateral treaties the usual procedure is for the depositon· to collect the
ratifications of all states. keeping all parties informed of the situation'. ' -Accession" is the act
wherebr a state accepts the offer or the opportimity to become a parn· to a treaty already
negotiated and signed by other states. It has the same legal effect as ratification'. "I'lie
instruments of "acceptance" or "approval" of a treaty liave the same legal effect as
ratificatic,n and consequently express the consent of a state to be bound b)· a treaty. In the
practice of certain states acceptance and approval have been used instead of ratification
when. at a natiotial level, constitutic,nal law docs not require the treaty to bc ratified br· the
head of state'. "'.\ct of formal confirmatic,n" is used as an equivalent for the term
"ratification" when an international organization expresses its consent tc) be bound to a
treaty'. United Nations 1999. part II.
ysluccession of states means the replacement of one State by another in the responsibility for
the international relations of territc,n·.' \'ienna (.onrention on Succession of States in respect
of Treaties. Article 2 (1) (b)

1 14   (bntrolled deliver\ means that transports   and   deliveries   of.   in   this   case,   drugs   and
psychotropic    substances,    are    allow·ed    by    law enforcement agencies in order    t()    help
in\·estigatlon.

80



CHAPTER 4

rest of the Convention. Apparently the term was left out due to its novelty at the
time  and for translation  reasons.115 The relevant provisions in Article  3  read  as
follows.

1. Each Party shall adopt such measures as may be necessary to establish as
criminal offences under its domestic law, when committed intentionally:

(.. 0

(b) (i) The conversion or transfer of property, knowing that such property is
derived from anv offence or offences established in accordance with
subparagraph (a) of this paragraph Idrug related offences, AS], or frc,m an
act of participation in such offence or offences, for the purpose of
concealing or disguising the illicit origin of the property or of assisting any
person who is involved in the commission of such an offence or offences to
evade the legal consequences of his actions;

(ii) The concealment or disguise of the true nature, source, location,
disposition, movement, rights with respect to, or ownership of property,
knowing that such property is derived from an offence or offences
established in accordance with subparagraph (a) of this paragraph or from
an act of participation in such an offence or offences;

(c) Subject to its constitutional principles and the basic concepts of its legal
svstem:

(i) The acquisition, possession or use of property, knowing, at the time of
receipt, that such property was derived from an offence or offences
established in accordance with subparagraph (a) of this paragraph or from
an act of participation in such o ffence or offences;

(...)

(iv) Participation in, association or conspiracy to commit, attempts to
commit and aiding, abetting, facilitating and counselling the commission of
an,  of the offences established in accordance with this article.

2. (·. 0

3. Knowledge, intent or purpose required as an clement of an offence set forth
m paragraph 1 of this article may be inferred from objective factual
circumstances.

115  Gillmore 1999. p. 52.
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The definitions given here have subsequently been used in a number of other
international anti-money laundering initiatives as well.

Other relevant provisions may be found, for instance, in Articles 5 and 7 of the
Convention. Article 5 provides, among other things, that:

1. Each Partr shall adopt such measures as may be necessary to enable
confiscation of:

(a) Proceeds derived from offences established in accordance with Article 3,
paragraph   1, or property the value  of which corresponds   to   that  o f  such
proceeds;

(b) (...)

2.   (.· 0

3.  In order to carn· out the measures referred to in this article, each Party shall
empower its courts or other competent authorities to order that bank,
financial or commercial records be made available or be seized. A Party shall
not decline to act under the provisions of this paragraph on the ground of
bank secrecy.

Under Article 7 (5) of the convention 'a Party shall [also, AS] not decline to render
mutual legal assistance under this article on the ground of bank secrecy'.

4.4.1.2 Initiatives of the United Nations following the Vienna Convention

After the Vienna Convention was adopted, the United Nations have remained
active ill the fight against money laundering. This continued involvement has
resulted in a number of documents and initiatives.

At the World Ministerial Conference on Organized Transnational Crime, held
in the Italian city of Naples from 21 to 23 November 1994, the Naples Political
Declaration and Global Action Plan against Organized Transnational Crime were
issued. 116 It was later approved by the General Assembly on 23 December 1994.
This was followed by the Political Declaration and Action Plan against Aioner
Laundering, which was adopted at the twentieth special session of the United
Nations general assembly devoted to 'countering the world drug problem together'
in New York on 10June 1998.117

The Naples Political Declaration is a political statement expressing the resolve
'to   protect   (. ..) societies from organized crime    in   all   its    forms'.118    In   the
Declaration, it is stated that, to this end, particular efforts will be directed 'towards
defeating the social and economic power of criminal organizations and their ability

116 A/49/748.'
117 United Nations 1998.
118   A /49/748. paragraph  1.
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to infiltrate legitimate economies, to launder their criminal proceeds and to use
violence and terror.'119 Another important issue is the strengthening of
international cooperation.120   In the Political   Declaration   of   10  June    1998,   the
member states of the United Nations promise to 'make special efforts against the
laundering of money linked to drug trafficking'.121

In both Action Plans, parties are urged to implement measures to combat
crime. While the issues dealt with in the Global Action Plan against Organized
Transnational Crime cover areas like national legislation, international cooperation
and money laundering, the provisions in the Action Plan against Money Laundering
focus solely on this latter issue. With respect to this matter, it is recognized, in
Resolution S-20/4 D entitled 'Countering Aloney-Laundering', that 'the problem of
laundering of money derived from illicit trafficking in narcotic drugs and

psychotropic substances, gis well as from other serious crimes, has expanded
internationally to become such a global threat to the integrity, reliability and
stability of financial and trade systems and even government structures as to
require countermeasures by the international community'.122

The anti-money laundering provisions in the two Action Plans are, to a large

extent, the same. The common provisions include calls to penalize the laundering
of money derived from serious crimes, not necessarily derived from drug-related
activities, to establish regulatory regimes which limit financial secrecy, to properly
identify customers, to apply the 'know your customer' principle, to require the
reporting of suspicious financial transactions, and to implement measures enabling
the confiscation of proceeds. The Global Action Plan also recommends the
adoption of preventive measures aimed at ensuring, among other things, high
ethical standards in public administration, the business sector, financial institutions,
and relevant professions, and cooperation between the competent authorities. 123

The United Nations have also been involved in the Global Programme against
Money Laundering through the United Nations Office for Drug Control and
Crime Prevention (ODCCP) which comprises the United Nations International
Drug Control Programme (UNDCP) and the Centre for International Crime

Prevention (ICP). The aim of this project is to increase the effectiveness of
international action against money laundering. To achieve this goal, the programme
promotes cooperation by providing training, assisting in institution building and
awareness raising, carries out research and analysis activities, and tries to raise the
effectiveness of law enforcement.124

119   A/49/748, paragraph 3.
120   A/49/748. paragraphs 9 and  10.
121 United Nations 1998, paragraph 15.
122 United Nations 1998, Resolution S-20/4 D, recital 1. See also sections 4.2.3 and 4.2.4.
123  A/49/748. paragraphs 36-39.
124    UNDCP  1998.
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4.4.1.3 The United Nations Convention against Transnational Organized
Crime (Palermo Convention)

Following a recommendation of the United Nations' Commission on Crime
Prevention and Criminal Justice and the Economic and Social Council, the Ad Hoc
Committee on the Elaboration of a Convention against Transnational Organized
Crime was founded, through the adoption of a corresponding resolution by the
general assembly   on 9 December   1998. Two years later, during the Millennium
meeting of the United Nations General Assembly in November 2000, the result of
the work of the Ad Hoc Committee, the United Nations Convention against
Transnational Organized Crime was adopted, along with two of three protocols. A
third protocol was adopted on 31 Nfay 2001. The convention and its accompanying
protocols cover various issues related to transnational crime. Among other things,
the convention deals with penalizing offences committed by criminal organizations,
including corruption and corporate offences, cracking down on money laundering
and the proceeds of crime, and facilitating extradition. The first of the three
protocols deals with preventing, suppressing, and punishing the trafficking in
persons, especially women and children, while the second one is about the
smuggling of migrants by land, sea, and air. The third protocol deals with the illicit
manufacturing    of   and tra fficking in firearms.    On 15 December    2000,    the
Convention against Transnational Organized Crime documents and the first two
protocols were opened for signature during a meeting in Palermo. Hence the
convention  is also known   as the Palermo  Convention.125 The third protocol  was
opened for signature on 2 July 2001.

The aim of the Palernlo Convention is to 'promote cooperation to prevent and
combat transnational organized crime more effectively' (Article 1). Unless indicated
otherwise, the convention applies 'to the prevention, investigation and prosecution
of: (a) The offences established in accordance with Articles 5, 6, 8 and 23 [which
include money laundering, AS] of this convention; and (b) Serious crime as defined
in Article 2 of this convention; where the offence is transnational in nature and
involves an organized crime group' (Article 3 (1)).126

The most important provisions with respect to money laundering can be found
in Articles 6 and 7. These articles deal with the criminalization of money laundering

125   A/55/383.  The  Palermo  Convention  has been signed  by 147 parties.  There  are 41 parties  to
the convention. The convention entered into force on 29 September 2003. The Protocol
against the Trafficking in Persons by  118, the Protocol against the Smuggling o f Migrants by
Land,   Sea   and   Air  by    113.   and   the Protocol against the Illicit Aianufacturing   of  and
Traficking in Firearms, Their Parts and Components and Ammunition by 52. United Nations
2003, pp. 6-7,10-11,14-15, and 18.'

126 Serious crime means 'conduct constituting an offence punishable by a maximum deprivation
of  liberty   of at least four years   ora more serious penalty', Article   2   (b). An offence   is
transnational if '(a) It is committed in more than one State. (b) lt is committed in one State
but a substantial part o f its preparation, planning, direction or control takes place in another
State. (c) It is committed in one State but involves an organized criminal group that engages
in criminal activities in more than one State: or (d) It is committed in one State but has
substantial effects in another State', Article 3 (2).
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and measures to combat this phenomenon, respectively. From Article 6, it is
immediately clear that intensive use has been made of the Vienna Convention. The
definition in Article 6 (1) (a) of the Palermo Convention to penalize money
laundering is essentially identical to that used in Article 3 (1) (b) of the Vienna
Convention. This includes the meaning of the term property used in Article 6 (1)
(a). In Article 2 (d) of the Palermo Convention, property is defined in exactly the
same way as ill the Vienna Convention. Similarly, Articles 6 (1) (b) 4 6 (1) (b) il and
6 (2) (f) of the newer Convention correspond to Articles 3 (1) (c) i, 3 (1) (c) iv, and
3   (3)   of the older  one. 127  This time, however, the scope  of the provision  is  not
limited to drug-related activities.

Important provisions in Article 6 of the Palermo Convention that were not
present in the Vienna Convention are contained in paragraphs 2 (c) and (e). In
Article 6 (2) (c), the condition of double criminalin- is introduced for predicate
offences. A predicate offence is 'any offence as a result of which proceeds have
been generated that may become the subject of an offence as defined in Article 6 0 f

thle] Convention' (Article 2 (h)). The article provides that '[f]or the purposes of

subparagraph (b), predicate offences shall include offences committed both within
and outside the jurisdiction of the State Party in question. However, offences
committed outside the jurisdiction of a State Party shall constitute predicate
offences only when the relevant conduct is a criminal offence under the domestic
law of the State where it is committed and would be a criminal offence under the
domestic law of the State Party implementing or applying this article had it been
committed there'. Thus, if the condition of double criminality is met, it does not
matter where the crime which generated laundered proceeds was committed.

Also important is Article 6 (2) (e). It allows the possibility that '[i]f required by
fundamental principles of the domestic law of a State Party, it may be provided that
the offences set forth in paragraph 1 of this article do not apply to the persons who
committed the predicate offence'. Especially from a Dutch perspective, such a
provision is interesting, because it was originally decided in the Netherlands to
penalize money laundering through the provisions dealing with the crime of
receiving (belin  in the Dutch Penal Code.128 As cooperation after the fact by a
third party is essential to the crime of receiving this approach did not cover persons
who commit a predicate offence and launder the proceeds themselves. 129

Article 7 contains measures to fight money laundering. These measures

resemble those mentioned in the previous section and emphasise the need for

127 See section 4.4.1.1  for the text of articles from the Vienna Convention.
128 This provision was introduced in the 1990 Council of Europe Convention on Laundering,

Search, Seizure and Confiscation of the proceeds of crime. See section 4.4.2.2.
129  HR 7 February 1978, N 1978,661. HR 31 Afarch 1987, N 1987,796. The problem of not

being able to convict persons who commit predicate offences and launder the resulting
proceeds themselves on charges of receiving is one of the reasons why a separate

penalization of money laundering has been introduced in the Netherlands. See sections 4.5.1

and 4.5.5.
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customer identification, record-keeping, cooperation between the competent
130authorities, and the reporting of suspicious or unusual transactions.

Other relevant provisions are spread across the rest of the convention. These
too, include Ineasures already found in the Vienna Convention. Just as in Article 5
(3)   o f that convention, Article   12   (6)   o f the Palermo Convention provides   that
parties to the convention shall empower their 'courts or other competent
authorities to order that bank, financial or commercial records be made available or
be seized.' Likewise, bank secrecy may not get in the way of rendering mutual legal
assistance (Article  18 (8) Palermo Convention). The liability of legal persons is dealt
with in Article 10, while prevention is dealt with in Article 31. In this latter article,
the importance is pointed out of'[t]he promotion of the development of standards
and procedures designed to safeguard the integrity of public and relevant private
entities, as well as codes of conduct for relevant professions, in particular lawyers,
notaries public, tax consultants and accountants;' (Article 31 (2) (b)). as well as that
of '[tlhe establishment of public records on legal and natural persons involved in
the establishment, management and funding of legal persons;' (Article 31 (2) (d) i).
In this respect, the 'Vennoot' system and the codes of conduct discussed in
sections 4.3.2 and 4.3.3 come to mind. Special investigative techniques, such as
electronic and other forms surveillance and undercover operations, are dealt with in
Article 20.

4.4.2 The Council of Europe

4.4.2.1 Measures Against the Transfer and Safekeeping of Funds of Criminal
Origin

Concerned by the 'serious problems raised in many countries by the illicit transfer
of funds of criminal origin frequently used for the peg)etration of further crime,
and a rise in organized violent criminality', the European Committee on Crime
Problems (CDPC) established a select committee to study this issue  in 1977. Three
years later, on 27 June 1980, the work of this select committee resulted ill the
adoption of recommendation R(80)10, entitled 'Measures Against the Transfer and
Safekeeping of Funds of Criminal Origin' by the Council of Europe. This
recommendation is usually seen as the first international initiative in the fight
against money laundering. Instead of containing a penalization, as was the case with
the initiatives discussed in section 4.4.1, the recommendation takes a preventive
approach. In this respect, it is stated that 'the banking system can play a highly
effective preventive role, while the cooperation of the banks also assists in the
repression of such criminal acts by the judicial authorities and the police'. Tile
scope of the recommendation is not restricted to drug-related crime.

13()
See also .1/55/383/Add. 1, p. 4.
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The recommendation provides that governments of member states:

a. arrange for the following measures to be taken by their banking system:
i. identity checks on customers whenever:

-    an account or a securities deposit is opened;
-   safe-deposits are rented;
-    cash transactions involving sums of a certain magnitude are effected,

bearing in mind the possibility of transactions in several parts;
- inter-bank transfers involving sums of a certain magnitude are made,

bearing in mind the possibility of transactions iii several parts.
These checks must be made on the basis of an official document or, where the
relationship with the customer has been established through correspondence or
through a third party, by equwalent means;

ii. rental of safe-deposits only to persons or firms with whom the bank has
already had dealings over a certain period or whom the bank can regard as
trustworthy on the strength o f references;
iii. constitution of reserve stocks of banknotes whose serial numbers are

made known to the authorities if the banknotes have been used in
connection with criminal offences;
iv. suitable training for cashiers, particularly in checking identity papers and

detecting criminal behaviour;
b. establish close national and international co-operation, inter alia with the

help of Interpol, between banks and the appropriate authorities in
exchanging information about the circulation o f banknotes which have been
used in connection with criminal offences and in following their
movements;

c.   set up machinery enabling banks, either by systematic comparison or by spot
checks, to refer to the list of banknotes used in connection with criminal
offences when notes are paid in.

TTarious aspects which were later to be included in the initiatives of the United
Nations can be recognized, such as customer identification, know-your-customer
policies, record-keeping, training, and cooperation between financial institutions
and competent authorities, including effective means to exchange information.

Any focus in the recommendation on cash transactions might be explained

from the fact that, in the Explanatory Alemorandum, it is stated that cash
transactions are the preferred way to launder and hide criminal funds. While
reading this statement, it should, of course, be kept in mind that it was made more
than twentr years ago when computerization had not yet taken off the way it has
since. It has been claimed that, (partly) due to this conclusion, subsequent anti-
money laundering measures have also focused on cash transactions. 131

The recommendation did not receive much support and was not widely
implemented. Nevertheless, it has been important, because it was one of the earliest

131  Aful 1999. p. 50.
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initiatives against money laundering and because it was built on in other documents
such as the first report of the Financial Action Task force132 and the Council of
Europe's own Convention on the Laundering, Search, Seizure and Confiscation of
the Proceeds from Crime133.

4.4.2.2 The Convention on the Laundering, Search, Seizure and Confiscation
of the Proceeds of Crime (Strasbourg Convention)

In  1987, the European Committee on Crime Problems  established  a new Select
Committee of experts on international cooperation as regards search, seizure, and
confiscation of proceeds o f crime. Although the CDPC was originally asked by the
European Ministers ofJustice to undertake the formulation of international norms
and standards in these areas with respect to proceeds of illicit drug trafficking, the
select committee was not bound to the latter restriction. Its work led to the
Convention of Laundering, Search, Seizure and Confiscation of the Proceeds  from
Crime being adopted in September    1990 and being opened for signature   in
Strasbourg on 8 November 1990.134 It entered into force  on  1 September 1993.135

The Convention, also known as the Strasbourg Convention, is not only open for
signature to members of the Council of Europe.136

In the Strasbourg Convention the influence of the Vienna Convention of two
years earlier cannot be ignored. The most important anti-money laundering
provisions are contained in Article 6 of the Convention. Its paragraphs 1 (a), (b),

(c), and (d), in which money laundering is defined, are almost identical to Article 3
paragraphs   1    (b)   4   1 (b)   4 1 (c) 4 and iv of the Vienna Convention, respectively.
Article 6 (2) GO corresponds to Article 3 (3) of that Convention.137 The definition
of property is almost identical to that found in the Vienna Convention, although
the words 'tangible or intangible' are not included this time. The main difference
between the Strasbourg and Vienna Conventions is that the Strasbourg Convention
is not limited to the drug-related offences.

Article 6 (2) (a) and (b) are similar to a number of provisions found in the
Palermo Convention, although it must be kept in mind that the Strasbourg
Convention predates that of Palermo by 10 years. In Article 6 (2) (a), a provision is
found that 'it shall not matter whether the predicate offence was subject to the
criminal jurisdiction of the Party [to the convention, AS].' This provision appears
to be wider than the one in Article 6 (2) (c) of the Palermo Convention, because
now double criminality is not required. According to Article 6 (4), however, parties

132   Schaap  1999, p.  154.

133  Aful 1999, p. 53
134 ETS 141.'
135 42 parties have either ratified or acceded to the convention.
136 The Convention is open for signature by members of the Council of Europe and non-

member states which have participated in elaborating the Convention (Article 36 (1)) Other
states may be invited by the Committee of Atinisters of the Council of Europe (Article 37
(1))

137   For the text of the articles in the l'ienna Convention, see section 4.4.1.1.

88



CHAFI'ER 4

may declare that Article 6 (1) applies only to certain predicate offences or categories
of such offences. The Netherlands have used this reservation to limit predicate
offences to those activities which, according to Dutch and Antillean and Aruban
law are criminal offences.138 Article 6 (2) (b) is similar to Article 6 (2) (e) of the
Palermo Convention, the onl> difference being that no reference is made to
'fundamental principles ()f the domestic law o f a State Party'.

Provisions familiar from the discussion of both the Vienna and Palenno
Conventions  can be found in Articles 4  (1)  and  18 (7). The latter article states that a
'party should not invoke bank secrecy as a ground to refuse cooperation under this
chapter'.,39 Article 4 (1) provides that bank secrecy may not hamper 'courts and
other competent authorities to order [that, AS] bank. financial or commercial
records be made available or be seized in order to carn· out the actions referred to
in Articles 2 and 33%.I'he second paragraph of that article urges parties to
consider adopting measures, such as 'monitoring orders, observation, interception
of telecommunication, access to computer systems and orders to produce specific
documents'.141

New in the Strasbourg Convention and not present in either the Vienna or the
Palermo Conventions is the provision in Article 6 (3). This article opens the
possibility for parties to criminalize negligent laundering if an offender 'a. ought to
have assumed that the property was proceeds; b. acted for the purpose of making
profit; c. acted for the purpose of promoting the carrying on of further criminal
activitv'

Other issues dealt with in the Strasbourg Convention mainly lie in the field of
international cooperation.

4.4.3 Statement on Prevention of Criminal Use of the Banking
System for the purpose of Money-Laundering by the Basel
Committee on Banking Regulations and Supervisory Practices

The Basel Committee on Banking Regulations and Supervising Practices, also
known as the Basel Committee on Banking Supervision,142 has also contributed to
the international efforts t() combat money laundering. In December 1988, the
committee issued a statement of principles to prevent the banking system from
being used by criminals for money laundering purposes. 143 In issuing the statement,
the committee considered the important preventive and repressive roles the
banking system can play in the fight against crime which were pointed out in the
1980   recommendation   of  (:ouncil   of   Europe.'44   It   was also considered   that

138 StaanWad (Bulletin of Acts and Decrees), 1993, 164.
139    Article  7  (5)  of the \'ienna  Convention  and  Article  18  (8)  of the Palermo (Lonvention.

14    Article  5 (3) of the \'ienna C.onvention and Article  12  (6) of the Patermo Convention.
141   Article 2() (1) of the Palermo Convention.
142 See section 3.4.1.2.
143  BIS 1988.
'*+ Preamble, paragraph 2. See section 4.4.2.1  for the Council of Europe recommendation.
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'[plublic confidence in banks, and hence their stability, can be undermined by
adverse publicin· as a result of inadvertent association by banks with criminals' and
that '[i]n addition, banks may lay themselves open to direct losses from fraud,
either through negligence in screening undesirable customers or where the integrity
of their own offices has been undermined through association with criminals'.145

To achieve its goal, the statement, which is not binding and which 'is not a legal

document',146 contains four ethical principles. These four principles should
promote the identification of all customers of financial institutions, the
discouragement of transactions for which there is good reason to suppose
association with money laundering activities, the cooperation with law enforcement
authorities and adherence to the statement.

4.4.4 The Financial Action Task Force

The decision to establish the Financial Action Task Force (FATF) was taken at the
Paris summit meeting in july 1989 of the heads of state orgovernment of the seven
most industrialized nations (G-7) and the president of the European Commission,
amid growing concern over money laundering. 147 In putting together the inter-
governmental task force, eight other countries were invited to join the effort. 148

The FATF was given the task of examining the ways in which money is laundered,
of reviewing existing anti-money laundering initiatives taken at both national and
international levels, and of proposing new measures to fight money laundering. In
April 1990, the FATF presented its findings in a report, the most important part of
which was formed by fom recommendations aimed at combating money
laundering.

In the years that followed, FATF membership was expanded. Currently 29
countries and territories and two regional organizations are members of the task
force. 49 A number of organizations have observer status.150 The FATF also
received a new mission. Nowada> s, its tasks are monitoring members' progress in
implementing anti-money laundering measures, through annual self-assessments

and mutual evaluations by members, reviewing developments in money laundering
trends, techniques, and countermeasures, and promoting the adoption :ind

145 Preamble, paragraph 4.
146  Preamble. paragraph 6.
147   The  G -7 members are: (Ianada,  France,  Germam·,Japan,  Italy, the United Kingdom  and  the

United States.
148 These eight countries were: Australia, Austria, Belgium. Luxembourg, the Netherlands, Spain,

Sweden, and Switzerland.
149 These members include the members cif the G-7 and all countries of the Europeati Union.

The two regional organizations are tile European Commission and the Clulf Co-operation
Council.

150 Tile orgailizations include the Asia / Pacific Group on Aioney Laundering (APG), the
Caribbean I+inancial Action Task Force ((LF.\TF), the (:outicil of Europe select committee of
experts on the evaluation of anti-money laundering measures (PC-R-147. the Eastern and
Southern A frica Anti-Atone,·  Laundering C:roup  (ESA.\All.G)  and  the  I•inancial  Action  'I'ask
Force on Money Laundering in South America (GAFISUD).
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implementation of the forn· recommendations. Every five years the mission and
the mandate of the FATF are reviewed. The next review is scheduled for 2004.

The FATF regularly publishes reports on its work. Each Februan-, a report on
money laundering typologies is published, followed by the FATF annual report in
june. Reports on specific topics  are  published  as  well.151  Both  the  1993-1994  and
the 1997-1998 annual reports contained the results   of mutual evaluation   o f  the
Dutch situation with respect to the implementation of anti-money laundering
measures.152 The results in both reports were favourable, although it was too early
for the first report to draw firm conclusions because the Dutch anti-money
laundering measures were still at an early stage. Nevertheless, it was concluded in
the 1993-1994 annual report that 'the Netherlands has drawn up and is
implementing a well-designed, legally comprehensive system which should provide
a ven· effective response to the challenge posed by money laundering',153 while it
was also observed that '[tlhe authorities are willing to address particular areas of
concern in the Netherlands, even when this goes beyond the requirements of the
FATF recommendations'.154 The 1997-1998 report stated that 'the legal and
administrative structure for the anti-money laundering system appears to be an
effective one, with strong efforts made to promote and co-ordinate anti-money
laundering activities  in many parts of government and the financial sector',  and that
'the system meets and in many areas goes beyond, the forty Recommendations'. It
was also mentioned, however, that there was room for improvement. The new
measures suggested included making money laundering a separate offence from
receiving, strengthening the confiscation system, increasing the emphasis on non-
cash money laundering, and extending the reporting system for unusual
transactions to include professionals like lawyers, civil-law notaries, and
accountants. With these and some other changes in place, the Dutch anti-money
laundering system would be very strong, according to the report. 155

Tbe Forty Recommendations

l'he most important publication of the FATF is that of the forty recommendations,
in 1990, that resulted from the FATF's original assignment. Updated versions of
these recommendations were issued   in   1996   and   2003   to   take   into   account   the
experience gained and to reflect the changes which had occurred in the money
laundering problem. 156 The recommendations   are   accompanied   by   a  number  of
interpretative   notes    that   are   also   updated    from   time   to   time. 157 The recommen-
dations have no legally binding status, but 'many countries in the world have made

151  Sce. for instance, F.\'I'F 2(X)()c.
152 Annual reports arc not published even· calendar \·ear.
153    1:ATF  1994, paragraph  5().
154

1:AT'F  1994, paragraph  47

155    F.\TF 19982, paragraphs  54-58.
156 F.\TF 19962.  F.·\TF 20033.
157  K\'rF 1996b: Ii\TF 20(Bb.
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a political commitment to combat money laundering by implementing the Forty
Recommendations'.158

The forty recommendations cover a number of issues. Recommendations 1 -3
deal with legal systems. Recommendations 4-25 are about measures to be taken by
financial institutions and non-financial businesses and professions to prevent
money laundering and terrorist financing. Recommendations 26-34 concern
institutional and other measures necessary in systems for combating money
laundering and terrorist financing. Recommendations 35-40, finally, cover the issue
of international cooperation.

In the recommendations, some of the anti-money laundering measures and
initiatives discussed in previous sections  can be found. In Recommendation   1,  for
instance, countries are called upon to:

criminalise money laundering    on the basis    o f   the 1988 United Nations
Convention against Illicit Traffic in Narcotic Drugs and Psychotropic
Substances (the Vienna Convention) and the 2000 United Nations Convention
on Transnational Organized Crime (the Palermo Convention).

In doing so, 'countries should apply the crime of money laundering to all serious
offences, with a view to including the widest range of predicate offences'. Under
Recommendation 4, financial institution secrecv laws should not inhibit the
implementation of the recommendations. In Recommendation 5 it is provided that,
'[f]inancial institutions should not keep anonymous accounts or accounts in
obviously fictitious names'. Under Recommendation 5 (a), (b), and (d), financial
institutions must also undertake customer due diligence measures, including:

[i]dentift ing the customer and verifying that customer's identity using reliable,
independent source documents,  data or information. (...) Identifying  the
beneficial owner  (...)  land, AS] [cjonducting ongoing due diligence  on  the
business relationship and scrutiny of transactions undertaken throughout the
course of that relationship to ensure that the transactions being conducted are
consistent with the institution's knowledge of the customer, their business and
risk profile, including, where necessan·, the source of funds.

Enhanced due diligence is required for politically exposed persons and cross-
border correspondent banking (Recommendations 6 and 7). Under Recom-
mendation 8:

Iqinancial institutions should pay special attention to an) money laundering
threats that may arise from new or developing technologies that might favour
anonymity, and take measures, if needed, to prevent their use in money
laundering schemes. In particular, financial institutions should have policies and

158 FATF 2003c.
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procedures in place to address any specific risks associated with non-face-to-
face business relationships or transactions.

All necessan' records on transactions must be kept for at least five years to enable
swift compliance with information requests from the competent authorities
(Recommendation 10). Under Recommendation 11, financial institutions must also:

pay special attention to all complex, unusual large transactions, and all unusual
patterns of transactions, which have no apparent economic or visible lawful
purpose. The background and purpose of such transactions should, as far as
possible, be examined, the findings established in writing, and be available to
help competent authorities and auditors.

Customer due diligence and record-keeping requirements also apply, under certain
circumstances, to casinos, real estate agents, dealers in precious metals or in

precious stones, lawyers, notaries, other independent legal professionals and
accountants, and to trust and company service providers (Recommendation 12).
Recommendation 16 provides that:

Lawyers, notaries, other independent legal professionals, and accountants acting
as independent legal professionals, are not required to report their suspicions if
the relevant information was obtained in circumstances where they are subject
to professional secrecy or legal prc, fessional privilege.

In Recommendation 13 it is provided that:

 ilf a financial institution suspects or has reasonable grounds to suspect that
funds are the proceeds of a criminal activity, or are related to terrorist financing,
it should be required, directly by law or regulation, to report promptly its
suspicions to the financial intelligence unit (FIU).

Flowever under Recommendation  14:

[f]inancial institutions, their directors, officers and employees should be: a)
Protected by legal provisions from criminal and civil liability for breach of any
restriction on disclosure of information imposed by contract or by any
legislative, regulaton· or administrative provision, if they report their suspicions
in good faith to the FIU, even if they did not know precisely what the
underlying criminal activin· was, and regardless of whether illegal activity
actually occurred. b) Prohibited by law from disclosing the fact that a suspicious
transaction report (STR) or related informatic,n is being reported to the FIU.
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Finally, it is provided in Recommendation 21 that:

Financial institutions should give special attention to business relationships and
transactions with persons, including companies and financial institutions, from
countries which do not or insufficiently apply the FATF Recommendations.159

Other recommendations deal with the role of regulatory and other administrative
authorities as well as strengthening international cooperation, among other things.

The FATF is not the only organization o f its type. In the Caribbean regions, for
instance, a similar organization exists  in  the  form of the Caribbean Financial Action
Task Force (CFATF). The CFATF was established in the early 1990s following two
meetings of representatives from countries in the Caribbean and South America.
The first meeting was  held in Aruba  from  8-10 June  1990  and the second  one  in

Jamaica from 5-6 November 1992. During the first meeting, nineteen
recommendations were developed specifically for the situation in the Caribbean, in
addition to those of the FATF. The second meeting resulted in the 'Kingston
Declaration on Money Laundering: in which the issue of money laundering was
addressed as well. Other FATF-style bodies include the Asia/Pacific Group on
Abney 1.aundering (APG), the Eastern and Southern Africa Anti-Aloney
Laundering Group (ASAAMLG), the Financial Action Task Force on Abney
Laundering in South America (GAFISUD), and the select committee of experts on
the evaluation of anti-money laundering measures of the Council o f Europe (PC-R-
EID, which is a sub-committee of the European Committee on Crime Problems of
the Council of Europe (CDPC) mentioned in section 4.4.2.1.

4.4.5 The European (Economic) Community and the European
Union

4.4.5.1 A brief history of European integration and cooperation in the field of
a common foreign and security policy

The origins  of European  integraticni  are usually traced  back  to 9  Aiay  1950.  On  that
day, the then French foreign minister, Robert Schuman, proposed to West
..ciermany to start a largely supranational cooperative effort with respect to the
production and consumption of coal and steel. This proposal eventually led to the
establishment of the European Coal and Steel Communin (EC.SC). The
corresponding treati' was signed on 18 April 1951 by Irrance and West Germany,
together with Belgium, Italy, 1.uxembourg. and the Netherlands and came into
fc,rce c,n 25 Jul.·  1952.  16t' Five rears later,  on  25  Alarch 1957, these  same countries

159 This   article was applied in relatic,11 tc) Austrian anonymous passbooks. See section   4.3.1.
Although    at    the    time    of   the     .\ustrian    passbooks    the     1996    version    of   tile    fc,rn·
recommendations was still in force, recommendation 21 was left virtually unchanged by the
2(100-2003 review process.

160 This treaty expired in july 2(*)2 and was not renewed. 'Ilie powers of the ECSC were
transferred to the remaining Communities.
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signed two further treaties, which established the European Atomic Energy
Community (EAEC or Euratom) and the European Economic Community (EEC).
The ECSC, EAEC and EEC together became known as the European
Communities.   In 1967, these became linked through the establishment,   via   the

Alerger Treaty, of a common council and commission, which replaced similar, but
separate entities in each of the three organizations. In the following years, the
movement towards further European integration continued. Membership of the
Communities was, for instance, extended to a further nine member states,161 and El

monetary union was decided.  On 7 February  1992, the Treaty on European Union

(TEU) was signed in the Dutch city of Maastricht, establishing the European
Union. Since the treaty came into force on 1 November 1993, the European
Communities have been part of the EU. The Treaty on European Union was
amended and updated through the Treaty of Amsterdam in  1997.162

The European Union is founded on the European Communities, supplemented
by the policies and forms of cooperation established by the Treaty on European
Union (Article 1 TEU). The structure of the European Union comprises three

parts, which are often referred to as pillars. The first pillar consists of the European
Communities. In this pillar, the EEC was renamed the European Community (EC)
to reflect that it deals with more issues than just economic ones. The first pillar is
largely supranational in nature, with the sovereignty of member states in certain
fields transferred to the Community. In the second pillar, issues with respect to a
common foreign and security policy are dealt with, while the third pillar is about
cooperation in the fields of justice and home affairs. Both these pillars work on an
intergovernmental basis. Given this structure, one would expect criminal matters to

be restricted to the third pillar. The EEC, and later the EC, however, has also
played a role in this field or, at least, in a closely related one, although this role has
not always been undisputed.163

The third pillar of the EU was elaborated in the Treaty of Amsterdam. With
respect to police and judicial cooperation in criminal matters, Article 29 of the
Amsterdam Treaty provides the following.

Without prejudice to the powers of the European Community, the Union's
objective shall be to provide citizens with a high level of safety within an area of
freedom, security and justice by developing common action among the Alember
States  in the fields of police and judicial cooperation in criminal matters  (. ..).
That objective shall be achieved by preventing and combating crime, organized
or otherwise, in particular terrorism, trafficking in persons and offences against

children, illicit drug trafficking and illicit arms trafficking, corruption and fraud,

through:

161    Denmark,  Ireland  and the United Kingdom ioined  in 1973, Greece  in 1981, Portugal  and

Spain in  1986 and Austria, Finland  and  Sweden in  1995.

162  OJ C 340 10.11.1997, p. 86.
163 See section 4.4.5.2.
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- closer cooperation between police forces, customs authorities and other
competent authorities in the Alember States, both directly and through the
European Police Office (Europol) (. ..);

- closer cooperation between judicial and other competent authorities of the
Member States (...);

- approximation, where necessan', of rules on criminal matters in the Afember
States.

Article 30 (b) provides that common action in the field of police cooperation
includes the collection, storage, processing, analysis, and exchange of relevant
information, including information held by law enforcement services on reports on
suspicious financial transactions, in particular through Europol,164 subject to
appropriate provisions  on the protection o f personal data. Clearly, the scope of the
third pillar includes anti-money laundering initiatives.

The fact that anti-money laundering initiatives are part of the third pillar is
illustrated, for instance,  by  the 1997 Action  Plan to Combat Organized Crime,165
and the Joint Action  of 3 December  1998 on money laundering, the identification,
tracing, freezing, seizing and confiscation of instrumentalities and the proceeds
from crime. 166 Both have been adopted under Title VI of the Treat>· on European

Union, which is the basis for the third pillar. The Action Plan to Combat
Organized Crime stresses, among other things, the importance for EU member
states 'of having well-developed and wide ranging legislation in the field of
confiscation of the proceeds from crime and the laundering of such proceeds'.167
Anti-money laundering provisions should be extended to cover the proceeds of all
forms of serious crime, 168 'should be made as general as possible',169 and 'standards
should be studied  and developed (...) aimed at preventing the liberal professions
and other professions particularly exposed to the influences of organized crime,
from being involved in such crime or being exploited by criminals'170. To improve
the international exchange of police data, it is provided that a system should be set
up for exchanging information concerning suspected money laundering at the
European level in which Europol is instrumental.171 Additionally, the Action  Plan
pays attention to the issue of money laundering via the Internet, electronic money
products, and electronic banking, and states that this issue must be studied and
addressed.172 The main aims of the joint Action are to improve mutual assistance
and to remove barriers in relation the confiscation of criminal proceeds. This latter

164 See section 4.4.6.3.
165 OJ C 251,15.8.1997, p. 1

166  OJ L 333, 9.12.1998, p. 1.
167  Part II, paragraph 8 (11)
168  l'art II. paragraph 8 (11). Also Part III, Chapter I'l, paragraph 26 (e)
169    Part  III, Chapter  VI,  paragraph  26  (b)
170  part II, paragraph 8 (13) Also  Part III, Chapter  Il, paragraph  12.
171  Part II, Chapter VI. paragraph 26 (a)
172 Part I, Chapter I, paragraph 1 and Chapter II, paragraph 5 (h). Part Il paragraphs 8 (11) and

(15): Part III, Chapter 1, paragraph 5, and Chapter VI, paragraph 26 (f).
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goal is aimed for by providing that member states 'shall ensure that no reservations
are made or upheld in respect of Article 2 of the Strasbourg Convention in so far
as the offence is punishable by deprivation of liberty or a detention order of a
maximum of more than one year, 173 and Article 6 of the same convention in so far
as serious offences are concerned.174 Two French initiatives further illustrate the
role of the third pillar. One is intended to lead to the adoption of a Council
Framework Decision on money laundering, the identification, tracing, freezing,
seizing and confiscation of the instrumentalities and the proceeds from crime, 175
while the other is aimed at adopting a Convention on improving mutual assistance
in criminal matters, in particular in the area of combating organized crime,
laundering the proceeds of crime, and financial Crime176. The third pillar is also
home to the successors to previous consultative structures on criminal matters,
including money laundering, like TREVI. The role of TREVI has been taken over

by the justice and Home Affairs Ministers.

4.4.5.2 Council Directive  of 10 June  1991 on prevention  of the use of the
financial system for the purpose of money laundering

On 10 June 1991, the council of what was still called the EEC at that time, issued
its directive on the prevention of the use of the financial system for the purpose of
money laundering.177 The competence of the EEC, which had no authority in
criminal matters,178 was not undisputed and was discussed at length. Criminal law
and criminal proceedings have traditionally been subjects countries want to reserve
for themselves and as a result of these concerns, money laundering was not
penalized in the directive, only prohibited.179 The ways in which the EEC justified
issuing of the directive included the consideration, in the preamble to the directive,
that 'lack of Community action against money laundering could lead Member

States (...) to adopt measures which could be inconsistent with completion of the
single market'.180 AIoney launderers might also 'tn' to take advantage of the

173 Article 2 of the Strasbourg Convention was not discussed in section 4.4.2.2. It provides that
'1. Each Party [to the Convention, AS) shall adopt such legislative and other measures as may
be necessan· to enable it to confiscate the instrumentalities and proceeds or property the
value of which corresponds to such proceeds.
2. Each Party may, at the time of signature or when depositing its instrurnent o f ratification,
acceptance, approval or accession, by a declaration addressed to the Secretary General of the
Council of Europe, declare that paragraph 1 of this article applies only to offences or
categones of offences specified in such declaration'.

174     Article   1   (1)

175  OJ C 243, 24.8.2000, p. 9.

176   OJ  C 243, 24.8.2000, p.  11.
177   Oj  L 166, 28.6.1991,  p.  77. A directive is binding as  to the result  to be achieved, but leaves

the national authorities of member states the choice o f form and methods (Article 249 Treaty
establishing the European Community)

178  COAI (1995) 54, 3.3.1995, p. 17, paragraph 2.

179  COM (1995) 54. 3.3.1995, p. 4, paragraph  1.

18(,  Recital 2.
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freedom of capital movement and freedom to Supply financial services which the
integrated financial area involves, if certain coordinating measures are not adopted
at Community level'.181

The goal of the directive was to protect the soundness and stability of the
financial system as well as the confidence which is placed in that system. To this
end, the directive was concerned with credit and financial institutions as defined in
the first and second Council Directives on the coordination of laws, regulations
and administrative provisions relating to the taking up and pursuit of the business
of credit institutions. These directives were later replaced by Directive 2000/12/EC
of the European Parliament and of the Council of 20 March 2000 relating to the
taking up and pursuit of the business of credit institution.182 A financial institution
may also be an insurance company which has been authorized in accordance with
Directive 79/267/EEC.183 It was stated that the use of the financial system for
money laundering purposes could result in loss of trust of the public.184 It was
furthermore stated that 'the financial system can play a highly effective role' in the

185fight against money laundering, which the authorities concerned cannot do
withouti 86. In this context, reference was made to the 1980 Recommendation of
the Council of Europe on Measures Against the Transfer and Safekeeping of Funds
of Criminal Origin.187 Other international anti-money laundering initiatives and
organizations referred to were: the Vienna and Strasbourg Conventions,188 the
statement of principles of the Basel committee on banking regulations and
supervisory practices 189 and the FATF190

The influence of other international anti-money laundering initiatives on the
realization of the directive is unmistakeable, especially in Article 1 of the directive
which contains the definitions of terms used in the document. The definition of
money laundering, for instance, is virtuall) identical to that found in Articles 3 (1)
(b) (i) and (ii) together with 3 (1) (c) (i) and (iv) in the Vienna Convention. One
exception is formed by the fact that the element of conspiracy, present in Article 3
(1) (c) (iv) of that convention, was not included. Afore importantly, the directive is,
in principle, not exclusively concerned with the proceeds of drug-related crime,
which the Vienna Convention is. Instead, the directive relates to criminal activity,
which was defined in Article 1 of the directive in such a way as to include crimes
specified in Article 3 (1) (a) of the K'ienna Convention, as well as any other criminal
activity designated gis such for the purpose of the directive by each member state.
As a result drug, related crimes are covered by the directive as a minimum. This

18'     Recital  2.
182 See section 3.4.1.1.

183  (DJ L 63, 13.3.1979, p. 1
184 Recital 1.
185 Recital 5.
186  Recital 15.
187  Recital 5. See also section 4.4.2.1.
188  Recital 4. See also sections 4.4.1.1 and 4.4.2.2.
189  Recital 5. See also section 4.4.3.
190  Recital 7. See also section 4.4.4.
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formulation of criminal activity can be looked at in two ways. The positive one is to
say that the directive covers a broader scope of crimes than just drug-related ones.
The more negative way to look at things is to say that, although the scope of the
directive has in principle been widened with respect to that of the Vienna
Convention, the only thing the directive really obliges member states to do is to
combat the laundering   of the proceeds   of drugs offences. 191 This situation   is
unfortunate. Not only are there more crimes which generate proceeds which can be
laundered than just drug-related ones, but the formulation also allows member
states to implement the provision in different ways. This may result, for instance, in
a situation in which the anti-money laundering legislations cover different crimes in
different member states. A 1995 report on the implementation of the directive
showed that differences between member states indeed existed. In the Netherlands,
as well as a number of other countries, money laundering legislation related to all
types of criminal activity or serious crimes.192 From 1997 to 2001, the European
Commission has worked on updating the 1991 directive and extending its scope,  as
will be discussed below. The issue of the crimes covered by the directive was one
of the topics addressed.

In addition to the definition of money laundering, Article 1 of the directive
contains a few more definitions and provisions which are identical or very similar
to those found in other international anti-money laundering initiatives. As in the
Vienna, Strasbourg, and Palermo Conventions, the directive provides that
knowledge, intent, or purpose required as an element of certain criminal activities
may be inferred from objective factual circumstances. Similar to Article 6 (2) (a) in
the Strasbourg Convention, the directive also provides that '[m]oney laundering
shall be regarded as such even where the activities which generated the property to
be laundered were perpetrated in the territory of another Member State or in that
of a third country'. The definition of property used in the directive is identical to
that used in the Vienna and Palermo Conventions and very similar to that found in
the Strasbourg Convention, the difference being that the definition used in the
Strasbourg Convention does not include the words 'tangible or intangible'.

Article 2 provides that member states must ensure that money laundering as
defined in the directive is prohibited. This is not the same as penalizing money
laundering which has been called for in other international initiatives like the
Vienna, Paler:no, and Strasbourg Conventions. The EEC's Council, however,
could not accept such a penalization as proposed by the Commission, because of

193the discussion about the EEC's competence in the field of criminal matters.

Nevertheless, the result achieved under the chosen formulation appears to be
largely the same one as could have been achieved had the laundering of money
been penalized, because all member states have implemented the prohibition in
their criminal law. Alost member states have done so by making money laundering
an autonomous crime. Other member states, including the Netherlands, have, at
least initially, opted for implementing the provision by using existing articles

191  01 C 36, 2.2.2001, p. 24, recital 7.

192  COM (1995) 54, 3.3.1995, annexes 3 and 4.

193   CONI (1995) 54, 3.3.1995, p. 4, paragraph  l.
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concerning the crime of receiving (beling).194 Since 14 December 2001, mona·
laundering has been a separate criminal offence in the Netherlands as well.195
Alember states themselves may determine the penalties to be applied if the
provisions in the directive, including the prohibition of money laundering are
breached (Article 14).

The issues of customer identification and record-keeping are dealt with in
Articles 3 and 4, respectively. Identification is deemed necessan· 'to avoid
launderers' taking advantage of anonymity to carry out their criminal activities'.196 It
is provided in Article 3 (1) that 'Alember States shall ensure that credit and financial
institutions require identification of their customers by means of supporting
evidence when entering into business relations, particularly when opening an
account or savings accounts, or when offering safe custody facilities'. The
identification requirement also applies 'for any transaction with customers other
than those referred to in paragraph 1 [Article 3, AS], involving a sum amounting to
ECU  15 000  or more, whether the transaction is carried out in a single operation or
in several operations which seem to be linked' (Article 3 (2)), or wherever there is
suspicion of money laundering, regardless of a reporting threshold with respect to
the amount of a transaction (Article 3 (6)). If there is doubt as to whether a
customer is acting on his own behalf, or if it is certain that he is not, reasonable
measures should be taken to obtain information about the true identity of the
persons on whose behalf the customer is acting (Article 3 (5)). If a customer is a
credit or financial institution covered by the directive, the identification
requirements do not apply (Article 3  (7)).  In the case of identification, a copy or the
references of the evidence required, must be kept for use as evidence in any money
laundering investigatic,n for at least five years after relationships with the customer
have ended. Supporting evidence and records in the case of transactions should be
kept for at least five \·ears following execution o f the transactions (Article 4).

Article 5 of the directive is reminiscent of FATF Recommendation 21, which
WaS, for instance, used against .\ustria.197 The article provides that 'Aiember States
shall ensure that credit and financial institutions examine with special attention an>
transaction which they regard as particularly likely, by its nature, to be related to
money laundering'.

An obligation to report unusual or suspicious transactions is dealt with in
.\rticles 6-9. Article 6 provides that 'Member States shall ensure that credit and
financial institutions and their directors and employees cooperate fully with the
authorities responsible f()r combating money laundering'. This can be done 'by
infc,rming those authorities, on their own initiative, of any fact which might bc an
indication of money laundering', a provision which forms a requirement to report
unusual or suspicious transacticms,  or 'by furnishing  th)e]  authorities, at their
request, with all necessary information, in accc,rdance with the procedures
established by the applicable legislation' (Article 6). Bank secrecy provisic,ns should

194  COAI (1995) 54. 3.3.1995, p. 4, paragraph 1.
19f  See section 4.5.5.
196 Recital   1 1.
197 See sections 4.3.1 and 4.4.4.
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not hamper this cooperation.198 Transactions of which it is known or suspected
that they are related to money laundering should in principle not be carried out
until the proper authorities have been notified. However, if it is not possible to
refrain from carrying out such transactions or if it is likely that such action would
frustrate efforts to pursue the beneficiaries of a suspected money laundering
operation, the institutions concerned must apprise the authorities immediately
afterwards (Article 7). Credit and financial institutions and their directors and
employees must not disclose to the customer concerned nor to other third persons
that information has been transmitted to the authorities in accordance with Articles
6 and 7 or that a money laundering investigation is being carried out (Article 8).
Finally, '[t]he disclosure in good faith to the authorities responsible for combating

money laundering by an employee or director of a credit or financial institution of
the information referred to in Articles 6 and 7 shall not constitute a breach of any
restriction on disclosure of information imposed by contract or by any legislative,
regulatoq or administrative provision, and shall not involve the credit or financial
institution, its directors or employees in liability of any kind' (Article 9).

Article   11   of the directive brings   to mind Article   13   of the second Council
Directive on the coordination of laws, regulations and administrative provisions
relating to the taking up and pursuit of the business of credit institutions, which
later became Article 17 of Directive 2000/12/EC of the European Parliament and
of the Council of 20 March 2000 relating to the taking up and pursuit of the
business of credit institution.199  Paragraph  1 of Article  11  provides that 'Member
States shall ensure that credit and financial institutions (...) establish adequate
procedures of internal control and communication in order to forestall and prevent
operations related to money laundering'.

Under Article 12, the scope of the directive can be extended. Member States

must ensure 'that the provisions of thIe] Directive are extended in whole or in part
to professions and to categories of undertakings, other than the credit and financial
institutions re ferred  to in Article 1, which engage in activities which are particularly
likely to be used for money-laundering purposes'. This provision has been included,
because 'money laundering can be carried out not only through credit and financial
institutions but also through other types of professions and categories of
undertakings.200 At first sight, this provision comes a long way in setting up a
comprehensive anti-money laundering regime which covers all relevant economic
sectors and professions. However, although Article 12 is an obligation which
should be observed, its general wording leaves member states much room to
determine for themselves how they apply this provision.201 To, among other things,

198 Recital 15.
199 See section 3.4.1.1.
310 Recital 18.

301    COAI  (1995) 54, 3.3.1995,  p. 7, paragraph  3.  For  instance,  annex  6  of this 1995 report states

that, while, at that time, Belgium Greece, Ireland, Italy, Luxembourg and Portugal had not
extended the scope of the directive, the Netherlands had extended it to include casinos.
France and Germany, however, had gone much further by also including professions like

101



ELECTRONIC PAYAENT SYSTEMS AND MONEY LAUNDERING

'examine whether a profession or a category of undertaking should be included in
the scope of Article 12 where it has been established that such profession or
category of undertaking has been used in a Member State for money laundering', a
contact committee was set up (Article 13 (1) (d)), but at least until 1997, this
committee failed to reach a final agreement about giving formal advice on how
Article 12 should be applied. The main problem was formed by the obligations
which certain professions, especially the legal ones, must observe,202 narnely,
secrecy obligations.

Since 1997, the EC has been working on revising the 1991 directive. In
December 2001, it published directive 2001/97/EC amending directive
91/308/EEC.203 These amendments constitute both a clarification and, sometimes
at the same time, an extension of the scope of the original document.204 The
position of exchange offices under the directive, for instance, has been clarified.
Exchange offices already fell within the scope of the 1991 directive, but, in some
member states, they were not subject to prudential supervision, which hampered
effective application of the directive.205 Now, exchange offices, as well as money
transmitters, which were also already covered by the directive, are mentioned
explicitly in the definition of financial institutions in Article 1 B 1, '[i]n order to
dispel any doubt in this matter'.306 The main areas in which the scope of the 1991
directive has been extended are formed by the persons and institutions covered by
the directive, the meaning of the term 'criminal activity', used to define the concept
of money laundering, and the issue of customer identification in the case of non-
face-to-face operations.

The matter of persons and institutions covered by the directive is dealt with in
the revised Article 1 and the newly inserted Article 2a. Because the first and second
Council Directives on the coordination of laws, regulations and administrative
provisions relating to the taking up and pursuit of the business of credit institutions
have been replaced since the issuing    of   the 1991 directive by Directive
2000/12/EC relating to the taking up and pursuit of the business of credit
institution, the definitions of credit and financial institutions in Article 1 now refer

to the latter directive. Through the amendment of Directive 2000/12/EC by
Directive 2000/28/EC,207 the definition of credit institutions now clearly includes

dealers in real estate, precious metals, iewellery, art and antiques, and groups in the legal

profession, for instance, lawyers and notaries.
202   EU  1997. p.  10.

203   OJ  L 344, 28.12.2001, pp. 76-81. Through the insertion  of new paragraphs in various articles,
the numbering of some of the paragraphs mentioned above in relation to the original
directive has been changed. See also note 2(4.

2w  Bearing in mind this clarification and extension of scope, the earlier discussion of Directive
91/3()8/EEC remains valid. The equivalents of the original Article 3. paragraphs 5,6, and 7
can now be found in the new Article 3, paragraphs 7,8, and 9, respectively. The equivalent of
Article 7 is the new Article 7 (1). while Article 11 (l) has become Article 11 (1) (a)

2(15  COM (1995) 54, 3.3.1995, p. 6. paragraph l and p.7, paragraph 3.
2<)6 Recital 5.
207 See section 3.4.1.1.

102



CHAPTER 4

electronic money institutions.208 The definition of financial institutions has also
been changed. As pointed out, exchange offices and money transmitters are now
explicitly mentioned. Investment firms, as defined in Article 1 (2) of Directive
93/22/EEC,3)9 and collective investment undertakings marketing their units or
shares have been included in the definition of financial institutions as well. Article
23 lists persons and institutions subject to the directive. The list represents a
significant extension of the scope of the directive in comparison with the earlier
text. The expansion was inspired by a fear of displacement effects, as money
launderers are said to make more and more use of non-financial businesses,210 as
well as non-banking financial institutions, 'because banks abide more strictly by
anti-money laundering measures'211 Besides credit and financial institutions, the list
in Article 2a includes the following legal or natural persons acting in the exercise of
their professional activities:

- auditors, external accountants and tax advisors;
-   real estate agents;
-  notaries and other independent legal professionals, when they participate,

whether:
(a) by assisting in the planning or execution of transactions for their client

concerning the:
(i) buying and selling of real property or business entities;
(ii)  managing of client money, securities or other assets;

(iii) opening or management of bank, savings or securities accounts;
(iv)organisation of contributions necessan· for the creation, operation or

management of companies;
(v) creation, operation or management of trusts, companies or similar

structures;
(b) or by acting on behalf of and for their client in any financial or real estate

transaction;
-   dealers in high-value goods, such as precious stones and metals, or works of

art, auctioneers, whenever payment is made in cash, and in an amount of
EUR  15,000 or more; and
casinos.

In the case of civil-law notaries and independent legal professionals, member states
may designate an appropriate self-regulaton  body of the pri, fussion concerned, fur
instance, the Dutch Bar Association in the case of lawyers, as the authorin· to be
informed in relation to suspected money laundering activities (Article 6 (3)).
Furthermore, member states are not obliged to subject notaries, independent legal
professionals, auditors. external accountants and tax advisers to a reporting
requirement 'with regard to in formation they receive from or obtain on one of their

3,8  OJ C 36, 2.2.2()01, p. 3().

21,9  OJ I. 141, 11.6.1993, p. 27.
210  OJ C 36,2.2.2()01, p. 25, recitals 13 and 14.

211  01 C 75, 15.3.2()00, p. 24, paragraph 7.1.
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clients, in the course of ascertaining the legal position for their client or performing
their task of defending or representing that client in, or concerning judicial
proceedings' (Article 6 (3)). Keeping in mind the discussion about Article 12 of the
1991 directive and also that in section 4.3, the outlined increase in the new directive
of the subjects covered is probably the most significant change that was made.

In addition to enlarging the number of persons and institutions subject to the
directive, the meaning of the term 'criminal activity', which is used to define the
concept of money laundering in Article 1  C, has also been widened. This reflects 'a
trend towards a much wider definition of money laundering based on a broader
range of predicate or underlying offences' than just drug-related ones.212 As
outlined, the original directive obliged member states to only prohibit the
laundering of drug-related proceeds. In the amended directive, 'the term "criminal
activity" means 'any kind of criminal involvement in the commission of i serious
crime' (Article 1 E). Serious crimes have subsequently been defined as to include
the drug-related offences in Article 3 (1) (a) of the Vienna Convention and the
activities of criminal organizations as defined in Article 1 of Joint Action
98/733/HA213.  As  in  the 1991 directive, member states  may  also  designate  any
other offence as a criminal activity for the purpose of the directive. In relation to
the definition of criminal organizations, the issue of the competence of the EC in
criminal matters has cropped up again. In this respect, the Council has noted that it
did not deem it 'appropriate to establish a definiticm of 'organised crime' in this
Directive, adopted within the framework of the first pillar'.214

Finally, the amended directive contains a provision concerning non-face-to-face
operations, namely ,\rticle    3     (11).    This is important with regard to electronic
payment instruments, such as chip cards and electronic banking applications,
because these instruments offer various possibilities for non-face-to-face
transactions. With respect to the electronic transfer of funds, the fear has been
expressed that technological innovations such as the Internet and electronic
banking are highly efficient tools for crime, fraud, and corruption. Such transfers
are also claimed to be instantaneous and easy to hide without leaving any trace.215

However, it has also been stated that ' t jhe absence of face-to-face contact between
the bank and the customer indeed does not prevent a proper identification by
means of supporting evidence'.216 Article 3 (11) prc,vides that:

Aiember States shall, in any case, ensure that the institutions and persons
subject to this Directive take specific and adequate measures necessary to
compensate for the greater risk of money laundering which arises when
establishing business relations or entering into a transaction with a customer

who has not been physicall>· present for identification purposes ("non-face-
to-face operations"). Such measures shall ensure that the customer's identity

212  OJ C. 36,2.2.2()()1, p. 24. recital 7.

213  ()J I. 351, 29.12.1998. p.1

214  ()J (: 36, 2.2.2(*)1. p. 31.
215  C)J C 75,15.3.2()()(), p. 25, paragraphs 8.2 and 8.3.
216  01 C 75.15.3.200(). p. 25, paragraph 8.6.

104



CHAFTER 4

is established, for example, by requiring additional documentary evidence, or
supplementary measures to verify or certi« the documents supplied, or
confirmaton· certification by an institution subject to this Directive, or by
requiring that the first payment of the operations is carried out through an
account opened in the customer's name with a credit institution subject to
this   Directive. The internal control procedures   laid  down in Article   11 (1)
 Article  11   in  tlie   1991   directive,  ASj  shall take specific account of these
measures.

In  a 1999 proposal  for the amending directive, a special annex  tc, the directive was
proposed, lisung a number of principles which should apply to the identification
procedure for non-face-to-face operations to ensure appropriate identification.217
When the counterpart of an institution is a customer, for instance, these principles
provided, among other things, that 'identification may be carried out by (...) Iulsing
the institution's branch or representative office which is nearest the customer in
order to carn' out a face-to-face identification'. The EC's Economic and Social
Council (ESC) subscribed to this view by mentioning that 'identification can be
entrusted to a proxyholder or a trustworthy third party (for example another credit
or financial institution, a civil-law notary or an embassy) or can be made through
registered mail'.218 In the end, however, the annex was deleted. In its opinion on
the proposal, the ESC stated that, although adequate identification procedures
must be established, it believed 'the annex to the proposed directive is not the
appropriate tool to achieve this purpose ;219 and that 'the development o f non- face-
to-face financial transactions does not justify new rules of identification'220.  Instead,
flexibilin·, 'guaranteed by the broad wording of 'supporting evidence" which should
be considered to include electronic signatures,221 was deemed 'absolutely necessary
in order to encompass rapid developments in distance banking. Banks should only
be required to have in place adequate supporting evidence of identification of their
customers in non-face-to-face financial operations. The method of identification
should be left to them'.222

4.4.6 International police cooperation

In this section, three major initiatives in the field of international police
cooperation will be discussed. Although these initiatives were not taken specifically
to fight money laundering, they can play a role in this effort, because money
laundering operations may invc,lve persons, objects, documents, and money
moving across national borders.

217  (: )Al(1999) 352 final. 99/()152 (COD), 14.7.1999.
218  0-J C 75.15.3.2(1()(), p. 25, paragraph 8.6.
219  01 (. 75,15.3.24)(*), p. 25, paragraph 8.5.
220  0.1 C 75, 15.3.2(**), p. 25. paragraph 8.7.
221  01 (. 75,15.3.2000. p. 25. paragraph 8.7.

223  0/ C 75,15,3,2()(1(), p. 25, paragraph 8.8.
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4.4.6.l Interpol

The origins of Interpol go back to 1914. In Aptil of that year, the First
International Criminal Police Congress was held in Monaco, during which legal
experts and police officers discussed the possibility of establishing an international
criminal records office and harmonizing extradition procedures. The First W'(,rld
War halted further developments,  but in September  1923, the Second  International
Criminal Police Congress was held in Vienna, Austria. This congress established
the International Criminal Police Commission (ICPC) with its headquarters in
Vienna. During the Second World War, the Nazis took control of the organization
and moved the headquarters from Vienna to Berlin. Following the end of the war,
the ICPC was revived during a conference in Brussels, Belgium, in 1946. The ICPC
moved to Paris and 'Interpol' was chosen as the telegraphic name of the
headquarters. In 1956, the ICPC was renamed as the International Criminal Police
Organization-Interpol, or 1CPO-Interpol for short. This change of name was laid
down in Article 1 of the ICPO-Interpol Constitution.' In 1989, finally, the
headquarters were moved once again, this time to I.yon, France.

The aims of Interpol are laid down in Article 2 of its constitution. According to
this article, Interpol aims 'It]o ensure and promote the widest possible mutual
assistance between all criminal police authorities, within the limits of the laws
existing in the different countries and in the spirit of the Universal Declaration of
Human Rights'  and '[tlo establish  and  develop  all  institutions  likely to contribute
effectively to the prevention and suppression of ordinan· law crimes'. To achieve
these goals, the mission of Interpol is to provide both a global perspective and
regional focus, exchange information that is timely, accurate, relevant and
complete, facilitate international cooperation, coordinate joint operational activities
of member countries, and to make available know-how, expertise and good
practice.223 In support of its missic)n, Interpol operates computer networks, such as
the Interpol Criminal Information System (ICIS), and also carries out research
activities into areas including intern ational crime, crime prevention, firearms
control, human rights, extradition, technical cooperation between member states,
juvenile delinquency, and forensic science and technical aspects o f police work.

Under its constitution, Interpol is governed by a general assembly224 and an
executive committee 25 and is operated through a general secrettriats.
Additionally, there may also be 'advisers' who, Interpol may consult on scientific
matters."7 The general secretariat, among other things, maintains contact with the
178 Interpol National (:entral Bureaus (NCBs), which are lc,cated in each of the
member states and which act as links between these member states and the general
,secretariat. NCBs can also communicate directl> among themselves and they

223  ICPO-Interpol 20()1.
224 Articles 6-14.
225   Arncles  15-24.
226  Articles 25-30.
227 Articles 34-37.
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ensure liaison with the various departments within a member state.228 They play a
pivotal role in collecting and exchanging information and in handling both national
and foreign requests for assistance. The general secretariat is also home to five
directorates which are responsible for general administration, criminal intelligence,
legal affairs, information systems, and regional cooperation and development. With
respect to money laundering, the criminal intelligence directorate is the most
important one. It deals with issues like organized crime, drugs, and economic and
financial crime, which includes funds derived frc,in criminal activities.

Interpol has a special branch to gather information on the movements of funds
derived from criminal activities like drug trafficking, terrorism and fraud. This
branch is known as FOPAC. which is the French acronym for 'Fonds Provenant
d'Activit6s Criminelles' or 'funds derived from criminal activity' in English.
POPAC has been involved in drafting the Strasbourg Convention of the Council of
Europe· 29 and also cooperates with the FATF23  and the United Nations Office of
Drug Control and Crime Prevention231.

4.4.6.2 The Schengen Agreement and Convention

In Europe, international police and judicial cooperation has been influenced by the
desire of various neighbouring countries to realize the free movement of persons
and goods across their common borders. This effort involves abolishing checks at
internal borders while simultsneously taking compensating measures in order to
maintain adequate levels of security within the area of free movement. It is feared

that, if ni, compensating measures are taken, criminals might pass external borders
too easily, making them hard to catch in the absence of checks at internal borders
and without international police cooperation.

To deal with the issues of abolishing internal border checks and taking
compensating measures, the governments of Belgium, Luxembc,urg, and the
Netherlands, united in the Benelux, together with France and Germanv signed an
agreement on the gradual abolition of checks at their cc)mmon borders in the
Luxembourg town of Schengen on 14 June 1985. Five years later, on 19 June 1990,
this Schengen Agreement was followed by the Schengen (:onvention, which was
signed by the same group of countries. In the years that followed, Italy, Spain,
Portugal, Greece, Austria, Denmark, Finland and Sweden also signed both
agreements.

Of the two Schengen documents, the Schengen Convention is the most
important one. This convention deals with the abc,lishment of internal borders and
related issues like policies with regard to visas, the movement of aliens and asylum
seekers, issues of police and security (,\rticles 39-47), mutual assistance in criminal
matters (Articles 48-53), the establishment of a joint information system (Articles
92-119),    etc.    With    respect    to    police    cooperation,    the    Schengen    Convention

228 Articles 31-33.
229 See section 4.4.2.2.
230 See section 4.44.
23' See section  4.4.1.2.
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provides, among other things, that under certain conditions, police authorities of
different countries will assist each other for the purposes of preventing and
detecting criminal offences (Article 39), and that the officers of one country are
authorized to continue their surveillance (Article 40) or pursuit (Article 41) in the
territory of another state. The provisions on mutual assistance are supplemental to
the European Convention on Alutual Assistance in Criminal Matters of 20 April
1959 and in the case of the Benelux countries, also to Chapter II of the Benelux
Trean· concerning Extradition and Mutual Assistance in Criminal Matters of 27
june 1962, which was amended by the Protocol of 11 May 1974. With respect to a
joint information system, finally, it is provided, that the Schengen countries will set
up and maintain such a system, called the Schengen Information System, to enable
the authorities designated by the Schengen countries, to have access to alerts on
persons and property for the purposes of border checks and other police and
customs checks carried out within the countn·, by means of an automated search

procedure (Article 92).
Via a protocol annexed tc) the Treaty of Amsterdam, the Schengen acquis,

which cc,nsists of the Schengen Agreement, the Schengen Convention, the
Accession Protocols and Agreements of the non-original Schengen countries, and
the decisions and declarations adopted by the Executive Committee which was
established on the basis of the Schengen Convention for the purpose of
implementing the convention (Articles 131-133), has been integrated into the
framework o f the European Union.232

4.4.6.3 Europol

The European police organization Europol has already been mentioned a number
of times in section 4.4.5.1. The decision to set up Europol was agreed upon in the
1992   Aiaastricht   Treag   on European Union.233 Located   in   The   Hague   in   the
Netherlands, Europol started operations as the Europol Drugs Unit in January
1994;  other   tasks   were gradually added later.   In   1995   the  objective,   tasks   and
organization of Eurc,pc,1 were laid down in the Europol Cc,nvention,234 which came
into force on  1  October  1998. Other documents through which Europol's  role was
further defined and extended include the Treaty of Amsterdam,235 the (.ouncil Act
of 30 November 2000,236 and the Council Recommendation of 30 November 2000
in respect of Europol's assistance to joint investigative teams set up by the EU
member states237

232  .\s a consequence, the F.xecutive (: ,mmittee has been replaced br· the Council.
233   Article K. 1 point 9.
234  01 (: 316,27.1 1.1995, pp. 2-32.

235  QI C 340. 10.11.1997, p. 86.
236  (11 C 358. 13.12.2(*)0. p. 1.
237  0) (: 357,13.12.2()00, pp. 7-8.
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The objective of Europol is defined in Article 2 (1) of the Europol Convention.
Here it is provided that:

[tlhe  objective of Europol shall be  (...) to improve  (...) the effectiveness  and
cooperation of the competent authorities in the Member States in preventing
and combating terrorism, unlawful drug trafficking and other serious forms of
international crime where there are factual indications that an organized
criminal structure is involved and two or more Member States are affected (...)
in such as way as to require a common approach by the Member States owing
to the scale, significance and consequences of the offences concerned.

To achieve this goal, Europol initially received a mandate to 'act to prevent and
combat unlawful drug trafficking, trafficking in nuclear and radioactive substances,
illegal immigrant smuggling, trade in human beings and motor vehicle crime

(Article 2 (2)). This mandate was later extended to include acts of terrorism. By the
Council Act of 30 November 2000 and the accompanying Protocol, 238 'monev
laundering in general, regardless of the type of offence from which the laundered
proceeds originate' 39 will also be brought under the scope of the convention

(Article 1 of the Protocol). In addition to these crimes, the Council may decide to
instruct Europol to deal with other forms of crime which are listed in an annex to

the Europol Convention and which include organized theft, fraud, counterfeiting,
falsifying payment instruments, illegal trading in arms, ammunition, and explosives,
as well as that in endangered plant and animal species. With respect to Europol's
competence as regards a  form of crime or specific manifestations thereof Article 2

(3) of the Europol Convention provides that this competence covers both illegal
money-laundering activities in connection with these forms of crime or specific
manifestations thereof and related criminal offences. Under the above-mentioned
Protocol of 30 November 2000, Article 2 (3) of the Europol Convention will be
changed to read as follows:

Europol's competence as regards a form of crime or specific manifestations
thereof shall cover related criminal offences. It shall, however, not cover
offences predicate to illegal money-laundering activities with regard to which
forms o f crime Europol has no competence pursuant to paragraph 2.

At present, France, Germanv, Cireece, Portugal, Spain, and Sweden have ratified
the Protocol. However, the Protocol will not enter into force until all countries that
were EU member states on 30 November 2000 have ratified it.

Europol's tasks are defined in Article 3 of the Europol Convention. Its main
tasks are: facilitating the exchange of information between member states;
obtaining, collating, and analysing information and intelligence; notifying the
competent authorities of member states of information concerning them and of
any connections identified between criminal offences; aiding investigations iii

238  OJ C 358, 13.12.2000, p. 1
239  Recital 2 of the Protocol.
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member states; and maintaining a computer system of collected information
(Article 3 (1)). The latter provision is elnborated in Articles 6-12 and has resulted in
the creation o f the Europol Computer System, consisting of an information system,
an analysis system, and an index system. A provisional version of the information
system became operational on 1 January 2002.240

Europol works through a network of national units in the member states

(Article 4 (1)) These units act as the only liaison between Europol and the
competent national authorities (Article 4 (2)). Their tasks include: supplying
Europol with information, intelligence and possibly advice both on their own
initiative and following requests from Europol; keeping, updating and evaluating
information and intelligence; and submitting requests for advice, information, and
analysis to Europol (Article 4 (4)). To assist in the exchange of information
between the national units and Europol, each unit seconds at least one liaison
officer to Europol (Article 5).

As mentioned in section 4.4.5.1. the Action Plan to Combat Organized Crime· 41
states that Europol must play an instrumental role in the international exchange of
police data. Similar standpoints can be found in the Treaty on European Union
following the Treaty of Amsterdam. Article 29 of the consolidated Treaty on
European Union calls for 'closer cooperation between police forces, customs
authorities and other competent authorities in the Afember States, both directly and
through the European Police Office (Europol): while it is provided, in Article 30
(b), that 'common action in the field of police cooperation shall include the
collection, storage, processing, analysis and exchange of relevant information,
including information held by law enforcement services on reports on suspicious
financial transactions, in particular through Europol'. The latter provision is of
course ven' relevant to fighting money laundering, especially since the adoption of
the Council Act of 30 November 2000 through which money laundering in general
will be brought within the scope of Europol's competence.

4.4.7 Other initiatives: The Wolfsberg anti-money laundering
guidelines

Anti-monej laundering initiatives have not only come from governments or their
international organizations, but from the private sector as well. An example of this
is formed by the Wolfsberg anti-money laundering guidelines for private
banking.242 Agreement on these guidelines was reached in October 2000 between
originally  11  international  banks243  with  the  help  of Transparency  International,  a
non-governmental organization dedicated to increasing government accountability

2411  Europol 20()3, p. 2.

241  OJ C 251, 15.8.1997. p. 1.
242 Wolfsberg Group 2()()0. Wolfsberg is the location in Switzerland where an important working

session to formulate the guidelines was held.
243 These banks are: ABN AAIRO Bank N.Ir.. Barclars Bank„ Banco Santander Central Hispano,

S.A., The Chase Afanhattan Private Bank, Citibank, N.A., Credit Suisse Group, Deutsche
Bank A.G., HSBC, J.P.  Aforgan,  Inc., Socijtj Generale, and  UBS, AG.
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and curbing both international and national corruption. Since their adoption, the
Wolfberg principles have been updated.244

The main points in the updated guidelines are the following. According to
Article 1 (1) of the guidelines, '[blank policy will be to prevent the use of its
worldwide operations for criminal purposes. The bank will endeavor to accept only
those clients whose source of wealth and funds can be reasonably established to be
legitimate'. For identification and due diligence purposes, this implies, among other
things, that a bank 'will take reasonable measures to establish the identity of its
clients and beneficial owners and will only accept clients when this process has
been completed' (Article 1 (2)). Article 2 (2) lists a number of circumstances in
which additional diligence or attention is required when accepting clients. These
circumstances cover:

[p]ersons residing in and/or having funds sourced from countries identified by
credible sources as having inadequate anti-money laundering standards or
representing high risk for crime and corruption. Persons engaged in types of
business activities or sectors known to be susceptible to money laundering.
"Politically Exposed Persons"  (. ..), referring to individuals holding or having
held positions of public trust, such as government officials, senior executives of

government corporations, politicians, important political party officials, etc., as
well as their farnilies and close associates.

Furthermore, private bankers are 'responsible for updating the client file on a
defined basis and/or when there are major changes' (Article 3 (1)). Private bankers
must also have 'a written policy on the identification of and follow-up on unusual
or suspicious activities' (Article 4 (1)). Under Article 5 (1), 'la] sufficient monitoring
program must be in place.  (...) The private banker will be familiar with significant
transactions and increased activit\· in the account and will be especially aware of
unusual or suspicious activities  (.. .). The bank will decide to what extent fulfilment
of these responsibilities will need to be supported through the use of automated
systems or other means: Standard control procedures covering issues like timing,
degree of control, areas to be controlled, responsibilities, follow-up, etc., must be
established in a written control policy (Article 6). Additionally, the guidelines
require regular management reporting on money laundering issues (Article 7). For
their employees, banks will set up education, training, and information programmes
(Article 8). Furthermore, banks are required to establish record retention
requirements for all anti-money laundering related documents with documents

being kept for a minimum of five years (Article 9). Finally, banks will establish 'an
exception and deviation procedure that requires risk assessment and approval by an

244 See Wolfsberg Groupl(*)22. The updated guidelines were adopted by the following banks:
.\BN AMRO Bank N.V., Bank of l'ola·o-Mitsubishi Ltd, Barclays Bank, Citigroup, Credit
Suisse Group. Deutsche Bank AG, Goldman Sachs. HSBC, J.P. Aforgan Private Bank,
Santander Central Hispano, Socidtj Gdndrale, and UBS AG.
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independent unit' (Article   10)   as   well   as   an 'adequately staffed and independent
department responsible  for the prevention of money laundering' (Article  11).

Although the guidelines cover a wide range of issues, they are somewhat vague
in some areas. It is left open to discussion, for instance, what exactly is meant by
'reasonable measures to establish the identity of its clients ;ind beneficial owners'
and by 'a sufficient monitoring program'. The Dutch Central Bank has welcomed
the initiative, but has also warned that it should not be aimed at evading regular

supervision.245

In October 2002, the Wolfsberg Group of banks issued the Wolfsberg Anti-
Afoney Laundering Principles for Correspondent Banking.246 Defining
correspondent banking as 'the provision of a current or other liability account and
related services to another institution used to meet its cash clearing, liquidity
management and short-term borrowing or investment needs' (Article 2), these
principles advocate, among other things, a risk-based approach to due diligence.
'C:orrespondent Banking Clients presenting greater risk should be subjected to a
higher level of due diligence', taking into account factors, such as the
correspondent banking client's domicile, his ownership and management
structures, and his business and customer base (Article 4). Other factors to be
considered include the products and services offered by the correspondent banking
client, his anti-money laundering controls, and his regulatory status and histon'
(Article 5). No services may be offered to shell banks (Article 7).247 As far :Is the
monitoring and reporting of suspicious transactions is concerned, the principles

provide that a financial institution must 'implement bank-wide policies and
procedures to detect and investigate unusual or suspicious activin  and report as
required by applicable law. These will include guidance on what is considered to be
unusual or suspicious and give examples thereof. The policies and procedures shall
include appropriate monitoring of the Correspondent Banking activity' (Article 12).
Finally, the principles advocate 'the development and regulatory endorsement of an
international registry for financial institutions. Upon registering financial
institutions would submit information useful for conducting due diligence as
outlined in these Principles. Financial institutions would rely on this information in
adhering to these Principles' (Article 14).

4.5 Dutch anti-money laundering initiatives

Aiany of the international anti-money laundering initiatives discussed in section 4.4
require action at the national level. Conventions and European directives have to
be implemented in the national laws of the parties invc,lved. Additionally, countries

245    DNB  2001 b. p.  9
246 Wolfsberg Group 2(102b. At the time the Wolfsberg (iroup consisted of: ABN AMRO Bank

N.\'.,  Baiico  Santander Central I lispano  S.A.,  Bank o f 7'ok,·o-Ahtsubishi Ltd.,  Barclar·s  Bank,
Citigroup, Credit Suisse (:roup,  Deutsche  Bank   AC;,   (loldn:tan   Sachs,  HSB(:,  J.P.   Atorgan
Chase, Socidtk G6ndrale, and UBS .\G.

247  Under the USA PATRIOT' Act, a shell bank is defined as a banking institution that has no
physical presence in any country and is not subject to regulatory oversight.
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can also take action of their own accord. In this section the Dutch anti-money
laundering measures will be discussed.

4.5.1 Receiving

In the Netherlands money, laundering was not penalized as a separate, autonomous

offence until the end of 2001.248 Instead, it was a punishable offence under the
already existing Articles 416-417bis of the Dutch Penal Code, which deal with the
offence of receiving (beling). In 1991, the wording of these articles was changed,39
the primary aim belng to improve the possibilities of fighting property offences by
targeting receivers. To this end, the scope of Articles 416-417bis was extended. It
was felt, however, that, by extending the scope of these articles, the international
wish to take action against money laundering was satisfied as well.250 The amended
Article 416 reads as follows.

1.  A person who:
a.  obtains, has at his disposal or transfers propert.· or who vests a right in

personam or in Tem in property or who transfers such right, knowing, at the
time the property was obtained or came under his control or at the time
the right was vested, that the property had been obtained by means of a
serious offense;

b.  intentionally, for the motives of pecuni:try gain, has at his disposal or
transfers property obtained by means of a serious offense, or transfers a
right in personam or in rem vested in property that was obtained by means
of a serious o ffense;

is guilty of intentionally handling stolen property and liable to a term of not
more than four years or a fine of the fifth category.

2.  The punishment in section 1 is also applicable to a person who intentionally
derives advantage from the proceeds of any propern· obtained by means of
a serious offence.351

.\rticle 417 contains a provision concerning persons who commit the offence of
intentionally handling stc,len goods b> custom, while Article 417bis. the wording of
which is very similar to Article 416, is about the negligent rather than the
intentional handling of stolen goods. In the latter case, a person should reasonably
have suspected (paragraph 1) or should reasonably suspect (paragraph 2) that the
property he is dealing with was obtained by means of a serious offence.

In these articles, the term 'handling of stolen goods' should not be interpreted
tcx, strictly. It is restricted neither to the handling of things that have been stolen,

248 - l'he separate penalization is discussed in section 4.5.5.

249   .Staatsblad (Bulletin of Acts and Decrees).  1991,520.
251' TK 1989-199(), 21565. no. 3, p. 2.
25'   The translation has been taken  from Rar·ar and Wadsworth  1997, p. 244.
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nor to goods in the sense of physical, tangible objects. What is meant here is
receiving in general.

Clearh·, the wording of Articles 416-417bis covers many actions concerning
money laundering. After all, the alms of laundering criminal proceeds are to

separate criminal funds from their true source, including breaking the audit trail
and to provide them with a seemingly legitimate origin. This is accomplished by
obtaining, having at one's disposal, and transferring property and by vesting and
transferring rights in personam and in rem. Banks and their employees, for instance,
can be guilty of intentionally or negligently receiving, if they carry out transactions
of which it is known or should reasonably be understood that they have to do with
the laundering of criminal funds. 'Obtaining', 'having at one's disposal',
'transferring', and 'vesting' are defined very broadly in Articles 416-417bis.252

One of the important changes made in extending the scope of Articles 416-
417bis was that the term 'object' tvoonvert), which was used originally, was replaced
with the term 'propert\'' (goed). This was done as it was felt that this corresponded
better to the terms used in the articles which deal with the property offences of
theft, extortion, embezzlement, fraud, and of purchasing goods without the
intention tc, pay. Additionally. it was stated that 'property' also includes 'money'.
Accepting money obtained from drug trafficking therefore constitutes receiving.253

However, the money must be the direct proceeds of an offence. Obtaining money
indirectly, for instance, by selling stolen items, is covered by paragraphs 2 of Article
416 and 417bis.254 These paragraphs also apply when stolen money has been used
to buy things. Although it was stated that 'property' includes 'moneT', it was not
made explicitly clear which types of money are covered by the term 'money'.
.\lready  in  1920,  however, the Supreme Court  o f the Netherlands ruled in relation
to Articles 416-417bis in their original wording, that cash money was to be
regarded as an object.255 It did not matter whether or not the criminally obtained
cash had been changed for other cash. The funds kept their illegal character.256

Thus, the Supreme (fourt appears more concerned with  'the equality of value' than
with 'the equality of c,biects' with respect to money.257 In relation to Article 321 of
the Dutch pirnal Code, which deals with embezzlement, the Supreme (=c,urt ruled
in 1982 that, given its function in society, transferable money is property within the
meaning of that article.'58 On the basis of this ruling, it has been concluded that the
term 'propern'' in the new Articles 416-417bis includes transferable money as
well.'59 As, in these articles, the term 'object' has been replaced with the term
'property' in order tc, correspond better to the terms used in the description of
property offences, as was mentioned above, additional support for this conclusion

252 TK 1989-1990, 21565. no. 3. p. 3.
253 TK 1989-1990, 21565, no. 3, p. 5.
254  Cleiren mid Niiboer 2(*)2, p. 1232.
255    HR  23  liebruary  192()..\/  192().  321.
256    HR  21   Afay  1906. W  19()6.8380.

257  Schalken 1999. p. 288. Schaap 1999. p. 258.

258   HR  11  Aia>·  1982.  72/  1982,583.
259 Schaap and Reiinties 1993 , pp. 119-12().
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can be drawn from the fact that, in 1992, the Supreme Court ruled that transferable

money is also property within the meaning of Article 326 of the Dutch Penal Code,
which is about fraud.260 At the time the above-mentioned statements and rulings
were made, the electronic payment instruments that are the focus of this study
either did not exist or were still very new. Therefore, the issue of whether or not
some or all of these payment instruments qualify as 'property' in criminal law, in
general, and the offence of receiving, in particular, was not dealt with explicitly.
This question will be addressed in section 7.4.1.2.

Penalizing money laundering by using the criminal provisions on receiving has
produced a number of problems, which, in the end, have led to the decision being
taken to make money laundering a separate offence under the Dutch Penal Code in
addition to receiving.261 Most of these problems, however, can be put into some
perspective. The first, and by far the most important problem which has arisen, is
the fact that under Dutch law, a person who has committed a predicate offence and
who has subsequently laundered the proceeds of that offence himself, cannot be
convicted on charges of receiving.'62 The reason for this is that, in the Netherlands,
the element of cooperation after the fact is deemed to be essential to the offence of
receiving. Someone must cooperate with the person who committed a predicate
offence to let the latter enjoy the fruits of his crime. As it is reasoned that a person
cannot cooperate with him or herself, involvement of a third party is necessarv, and
the launderer who committed the preceding predicate offence himself consequently
cannot successfully be charged with receiving. As is clear from sections 4.4.1.3 and
4.4.2.2, however, the approach in which a person who committed a predicate
offence is exempted from the scope of provisions penalizing money laundering, is
consistent with the Strasbourg and Palermo Conventions.363

As a second drawback of penalizing money laundering through the provisions
on receiving, it has been mentioned that the nature of money laundering differs
from that of receiving. Money laundering should not be regarded as a special form

of receiving, but as a separate, autonomous offence. Additionally, while
cooperation after the fact is essential to receiving, the key element with respect to
money laundering is that it undermines the integrity of the financial and economic
system.264 Within this context, it has also been remarked that money laundering and
receiving are perceived as different things especially by non-legally trained persons.
Penalizing money laundering separately from the offence of receiving would make
the situation clearer. 265 This argument to create a separate penalization for money
laundering is more of a conceptual nature than that it is dictated by practice.

260   HR 28 January  1992. XI 1992,363.
26' TK 1999-20()0, 27159, no. 3, pp. 3-8. See also section 4.5.5.

262   HR 7 Februan·  1978.17  1978. 661. HR 31  Alarch  1987. A)  1987,796.
263 Since no exception is made in the \'ienna Convention in relation to launderers who

committed the related predicate offences themselves, it could be argued that penalizing
money laundering through the provisionc on receiving violates this convention. With respect
to the proceeds from drug-related crime Schaap thinks otherwise. See Schaap  1999, p.  180.

264  TK 1999-2000, 27159, no. 3. pp. 4-5.
265 Groenhuiisen and Van der Landen  1995. p. 41.
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As a third problem, it has been claimed that using the articles on receiving instead
of making money laundering a separate offence may hamper mutual assistance
between countries. Mutual assistance often requires double criminality. However,
this requirement does not mean that the description of the offences with respect to
which mutual assistance is requested must be the same. What is important is that
behaviour which is liable to punishment in one country is also punishable in the
other. As a consequence, penalizing money laundering through the provisions on
receiving should. in many cases, not pose insurmountable problems to rendering
mutual assistance. The most important situation in which problems could arise is
that in which mutual assistance is requested with respect to a launderer who
committed the predicate offence(s) himsel£ As outlined, this person cannot be
convicted in the Netherlands on charges of receiving. In this case, the requirement
of double criminality would probably not be met.266 However, instances in which
mutual assistance had to be refused because a criminal has laundered the proceeds
of a crime he had committed himself have been rare and have certainly not
occurred regularly.267 The idea that penalizing money laundering through the
articles on receiving hampers mutual assistance. therefore, does not appear to
justify the introduction of separate penalization.

As a fourth disadvantage of the use of the articles on receiving to penalize
money laundering it has been stated that this approach does not fully respond to
international obligations to penalize money laundering.268 Just as with the first
shortcoming, sections 4.4.1.3 and 4.4.2.2 put this argument into some perspective.
Additionally, the 1991 EEC Directive only required money laundering to be
prohibited.369 The FATF, however, has urged the Netherlands to make money
laundering a separately punishable act under the Penal Code.270

Regardless of what can be said against them, the four shortcomings mentioned
above have led to the decision to make money laundering a separate, punishable act
under the Dutch Penal Code.271 Additionally, other perceived weaknesses in
relation to penalizing money laundering through the articles on receiving are
expressed in the positions that this approach fails to send a strong signal towards
society that money laundering is taken very seriously and that it is the intention of
states, in this case of the Netherlands, to make a strong effort to fight it, and that
the articles on receiving do not cover the laundering of money which has been
earned legitimately but which has not been reported to tax authorities. In the latter
case, the money is not the proceeds of a serious offence, hence Articles 416-417bis
of the Dutch Penal Code do not apply.272 These two considerations, however, have
not been taken into account in deciding to make money laundering an autonomous
offence.

266 TK 1999-2()00. 27159, no. 3, p. 7.
267 TK 1999-2()00, 27159, no.  5, p.  4.
268 TK 1999-2000, 27159, no. 3. pp. 7-8.
269 See section 4.4.5.2.
370 See section 4.4.4.
271 TK 1999-2000, 27159. no. 3. pp. 3-8. See also section 4.5.5.
272 Groenhuiisen and Van der Landen 1995, pp. 41-42.
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To  conclude this section, it should be mentioned that, since 1992, there  have  not
been many cases in which persons were charged with receiving for the purpose of
money laundering.273 This has been attributed to a preoccupation on the part of law
enforcers with seizing drugs, a lack of expertise or a reserve or unfamiliarity with
the application of the articles on receiving and to unnecessarily anticipating
problems with regard to proof.274 It is not known how many cases involving the
articles on receiving could not be prosecuted. If problems occurred, however, they
generally were not the result of specific shortcomings in the provisions. They were

275rather the consequence of a general difficultr to prove money laundering.

4.5.2 The Identification Act

As discussed in sections 4.4.4 and 4.4.5.2, the recommendations of the FATF and
the 1991 EEC directive on prevention of the use of the financial system for the
purpose of money laundering both require that customers of the financial system
be properly identified and that suspicious or unusual transactions be reported to
the competent authorities. These requirements should ensure that transactions
related to money laundering are detected and reported and that a paper or audit
trail exists in such cases for law enforcers to follow. In the Netherlands, these
requirements have been dealt with in the Identification Act (Iret Identijicatie bij
Dienstverienin*),    and the Disclosure of Unusual l'ransactions Act (11"et .Welding
Ongebmikel#ke  transadies),  respectively.276

The Identification Act will be discussed in this section, while the Disclosure of
Unusual Transactions Act will be addressed in the next one. The Identification Act
was introduced in 1993 as the Identification Financial Services Act.277 It replaced
an earlier identification  act  from 1988 which  did  not  meet the requirements  of the
FATF and the EEC directive on money laundering. Following this earlier statute,
the Identification Financial Services Act was also aimed at combating tax fraud in
addition to fighting money laundering.278 In 2000, the act was amended, because it
was established that different EU member states had implemented Directive
91/308/EEC differently, and that the way in which the directive had been
implemented in n number of member states, including the Netherlands, hampered
the further development of the distance selling of financial services,279 which does
not involve face-to-face contact between a customer and a financial institution, and
which includes electronic payment systems.280 Additionally, the Dutch Public
Prosecutions Department (Openbaar Ministerie) had expressed the wish to have

273 Some cases are discussed in Goessen and Koolen  1999, pp.  5-6.
274    Schaap  1999, PP 431-432.
375 TK 2000-2001, 27159, no. 5, p. 2.
276 TK 1992-1993, 23008, no.  3. p.  3.
217    Stilatslilad (Bulletin of Acts and Decrees), 1993, 7()4: Slaatiblad (Bulletin of Acts and Decrees),

1994,48.
278 TK 1992-1993,23()08, no. 3, p. 3.
279 TK 1999-200(), 27001, no. 3. pp. 1-2.

280   flaatsblad (Bulletin of Acts and Decrees), 2()00,484.
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financial institutions record more information when identi ing customers.38' In
anticipation of the extension of the scope of the EU's anti-money laundering
directive discussed in section 4.4.5.2, the Identification Financial Services Act was
amended again in 2001. Since then it is simply called the Identification Act.

The key provision in the Identification Act is fc,rmed by Article 2 (1). It
provides that an 'institution shall establish the identity of a client before it provides
him with a service'.282 If the customer is a natural person without the legal capacity
to act, it suffices to determine the identity of the statutory representative. If an
institution can reasonabh doubt the correctness of the identifying information
provided, it is obliged to seek additional information in order to obtain sufficient
certainty regarding a customer's identity before providing services. 'rhe obligation
to identify customers also extends to beneficial owners and their representatives
(Article 5). However, in a number o f cases, for instance, if the client is an enterprise
or institution which has been granted a licence by the competent authorities in
another state in accordance with Council Directive 2000/12/EC, the Alinister of
Finance may grant exemption from the provisions in Article 2 (1) (Article 2 (5) (b)).

What is meant by the terms 'institution' and 'service' is defined in .\rticle 1. Under
Article 1 (1), an institution may be a credit institution as referred  to  in  the   1992
Credit System Supervision Act283 (Article 1 (1) (a) 1°),or 'a natural or legal person
belonging to a categon· of occupatic,ns, enterprises or institutions designated by
order in council' (Article 1 (1) (a) 7°). Via this latter provision, the scope of the
Identification Act can be extended. In 1994, this was done with respect to credit
card companies, exchange offices, and casinos.284 Services include the 'taking into
custody of securities, banknotes, coins, precious metals or other assets' (Article 1
(1) (b) 1°), the 'opening  of, ASj an account in which a balance may be held in the
form of money, securities, precious metals or other assets' (Article 1  (1) (b) 2°), as
well as 'other services to be designated by order in council' (Article 1 (1) (b) 9°).
Dealers in high-value items and their services are listed in Articles 1 (1) (a) 6°, and 1
(1) (b) 8°, respectively.

lc) prevent identifications being repeated unnecessarily,385 Article 2 (4) provides
that the obligation referred to in Article 2 (1)

,shall be deemed to have been complied with if, in order to establish the identin
of a client, the financial institution makes use of inft,rmation concerning the
said client which it has established in previously providing the said client with a
financial service in accordance with the provisions of this Act or pursuant to
the Identification Financial Services Act. The first sentence is not applicable if it

281  TK 1999-20()0,270{)1, no. 3. pp. 1-2.
282    I Iere.  and  whenever  quotes  are   used   iti   the   rest   of this section,  use  has  been  made  of  ati

infc, rmal translation of the Disclosure Act provided by the Dutch Alinistry of Finance (17
lul)· 1997,97-1711.F.\7'F/F.AD. In other instances, that is, instances in which the infc,rmal
translation mentioned was outdated, translation has been provided by the author.

28-3 See section 3.4.2.2.

284   .Staa/,,·/dad (Bulletin of Acts and Decrees). 1994, 6()4·
285  TK 1999-2()(*1, 27(*)1, no. 3. p. 4
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concerns a financial service in respect of a transaction with a value or joint value
equivalent to or greater than an amount of EUR 10,000 and this service is
performed by a financial institution through another branch than the branch
that identified the client.

In identifying customers, a distinction is made, in Article 3 of the Identification
Act, between natural persons, Dutch legal persons or foreign legal persons
established in the Netherlands, foreign legal persons not established in the
Netherlands, legal persons governed by public law, and religious organizations.
With respect to money laundering, the first three categories are probably the most
important ones. Article 3 also provides how each of the entities must be identified.
In the case of natural persons, for instance, the identity of customers must be
established with the help of one of the following documents: 'a valid travel
document within the meaning of the Passport Act Ipa.poo#,vet, AS]', a valid driver's
licence issued on the basis of the Road Traffic Act (R egenverkeerswe4 Or a valid

driver's  licence re ferred  to in Article  107  0 f the  1994  Road Tra ffic Act, 'a document
which aliens must possess pursuant to the Aliens Act (1·'reemdelingenwe/) as proof of
identity and right of residence', or 'a document designated by Our Aiinister' (Article
3 (1)). 'If the client is a Dutch legal person or a foreign legal person established in
the Netherlands, its identity shall be established by means of an authenticated
extract from the register of the Chamber of Commerce and Industn, with which it
is registered or by means of a deed drawn up by a Dutch notarr' (Article 3 (2)). If

the client is a foreign legal person which is not established in the Netherlands, its
identity must be established by means of an authenticated extract from the official
commercial register of the state in which the legal person has its registered office,
or by means of a declaration, issued by a notary or another official independent
from the legal person in that state, who can sufficiently guarantee the reliabilin of
this declaration based on the nature of his or her function G\rticle 3 (3)).286

Relevant to the distance selling of financial services and thus also to electronic
payment systems are the provisions in Article 4 of the Identification Act, which
deals with the issue of 'indirect identification' (afgfleide identificatie)w These
prc,visions were introduced because the way in which the 1991 EEC directive on
money laundering had been implemented in a number of member states, including
the Netherlands, hampered the further development of the distance selling of
financial services. The main principle for identifying customers in relation to the
distance selling of financial services is contained in Article 4 (1). It is stated there
that, in derogation of Article 3, a financial institution can establish the identin of a

286  Prior to the 200} amendment of tile Identification .\ct. the identin· of a foreign legal person
not established in the Netherlands had to be determined 'by means of a deed drawn up bT· a

notary or similar person established in one of the member states or a similar document if the
legal pers(,n was established in one of the member states, or by means of a deed drawn up by
a Dutch notary if the legal person was established outside the member states'. In practice this
requirement was either impossible to observe or costly and time-consuming. TIC 1999-2000,
27(*)1,no. 3, p. 2. See also Aiul 1999, pp. 159-161.

287 TK 1999-2()00, 27001,no.  3, p.  3
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client who does not appear in person through a copy of one of the documents
listed in Article 3 or by asking for the official number of this document. This
indirect identification is allowed only if the transaction does not involve cash
money and if the first payment related to the financial service is credited to or
debited from an account which the client may have with, among other things, a
credit institution  as re ferred  to  in  the 1992 Credit System Supervision  Act,  with  its
registered office in one of the member states, which has a licence from the
competent authorities in that state to pursue its business, or in a state designated by
the Alinister of Finance. This approach appears to be consistent with that required
under the extended European directive on the prevention of the use of the
financial system for the purpose of motley laundering discussed in section 4.4.5.2.
I f  a  customer is identified indirectly,  the financial institution involved must check
whether the identity of the customer corresponds to that of the accountholder
whose account has been debited or credited (Article 4 (2)). Generally, the above-
mentioned provisions do not apply, however, if the financial service is related to a
transaction which qualifies as unusual within the meaning of the Disclosure of
Unusual Transaction Act (Article 4 (4)).288 According to the Dutch AIinister of
Finance, indirect identification does not make concessions to tile level of financial
integrity. In his opinion, the only thing which is changed by allowing indirect
identification is that, instead of directly identift-ing a customer, financial institutions
arc allowed to use an identification 'chain'.289

Articles 6 and 7 of the Identification Act provide which in formation institutions
should record when providing a financial service and how long this information
must be kept. Under Article 6, instituticms are required to record a wide range of
information, which includes family names, first names, dates of birth, addresses and
places of residence or places of establishment (Article 6 (a)) 41; the nature, the
serial number and the place and date of issuance of the document by means of
which identity has been established (Article 6 (b)); the nature of the service (Article
6 (c)); and a whole range of service-specific information (Article 6 (d)). If, in the
latter case, an institution makes an account available, fc, r instance, it is required tc>
record a clear description of the n·pe of account and the serial number assigned to
that account (Article   6   (d)   2°).   In   general,   all  the information recorded sh()uld   be
retained for a peric,d of five years after terminatic,n of the agreement in accordance
with which the service was provided. I f, however, the service consists of 'making a
payment in connection with the cashing of coupons or similar detachable
certificates attached to bonds or other similar negotiable instruments' (Article 1 (1)
(b) 4°),or 'providing a service in respect of a transactic)n or a number of clearl)
interrelated transactions with a value or joint value equivalent to or greater than an
amount to be determined by Our Alinister lof Finance, AS) which may vary in

288 See section 4.5.3.
289  '1'K 1999-2(H)(J. 27(*)1. no. 5. p. 5.
39() Prior to the 2(M}() amendment of the Identification Act, financial institutions were required

only to record names instead of family names. first names, and dates of birth. The
requirement was extended at thc request of the Public Prosecutions Department. TX 1999-
3)00,270()1, no. 3, p. 2
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respect of different types of transactions' (Article 1 (1) (b) 7°),or the dealing in
high-value items (Article 1 (1) (b) 8°), the information should be kept for five years

after the performance of that financial service (Article 7).
Finally, Article 8 provides that 'it is prohibited for an institution to provide a

service if the identity of the client has not been established in a way prescribed by
this act'.

4.5.3 The Disclosure of Unusual Transactions Act

The Dutch Disclosure of Unusual Transactions Act (11.-et melding ongebruikelijke

transadies),191 henceforth the Disclosure Act, is one of two Dutch statutes aimed at
implementing  the   1991 EEC directive on prevention   o f  the   use   o f the financial
system for the purpose of money laundering,292 and a number of FATF
recommendations293  7'he other statute is the Identification Act, which was
discussed in the previous section.

The main goal of the Disclosure Act is to ensure that unusual, and thus
potentially suspicious transactions, are reported to the competent authorities.
Clearly, unusual transactions need not necessarily be suspicious. To ensure that
unusual transactions are reported, a reporting system has been set up under the
Disclosure Act, which consists of service providers, a Disclosures Office, and
police. The financial service providers subject to the Disclosure Act, currently
include banks, exchange offices, casinos, credit card companies, stockbrokers, life
insurers, and insurance brokers. They report unusual transactions to the
Disclosures Office (Meldpi,n4. The Disclosures Office in its turn receives and
analyses the reports, and determines whether a reported unusual transaction also
qualifies   as a suspicious   one.   If  this   is   the   case,   the   transaction is reported   to   the
police. Additionally, a reporting requirement also rests on the agencies responsible
for the supervision of the financial institutions.

l'he central provision in the Disclosure Act is Article 9. It provides that
'Ialnyone who provides services on a professional or commercial basis shall be
obliged to disclose an unusual transaction conducted or intended to be made to the
0 ffice without delay'.  294   If agencies responsible   for the supervision of institutions
discover facts that indicate money laundering, or the receipt of funds obtained
through illegal activities,  they must notify the Disclosures Office under Articles   17

and   17a.  What is meant by services is defined in Article  1  of the Disclosure  Act.
Services include, among other things, 'the holding of securities, bank notes, coins,
precious metals and other things of value in safe custody' (Article 1  (1)  (a) 1°), 'the
opening of an account in which a balance in monies, securities, precious metals and

291   Staats/,bd (Bulletin of Acts and Decrees),1993.704.
292 See the preamble to the Disclosure Act and also section 4.4.5.2.
293 See section 4.4.4.
294   I Icre, and whenever quotes  are  used  in  the  rest  of this  section.  use  has  been  made of an

in formal translation of the Disclosure Act provided b>· the Ministry of Finance (17 July 1997,

97-1710.FATF/EAD. In other instances, that is. instances in which the informal translation
mentioned was outdated, translation lias been provided by the author.

121



ELECTRONIC PAYMENT SYSTEMS AND MONEY LAUNDERING

other valuables can be held' (Article 1 (1) (a) 2°), 'the crediting or debiting of an
account in which monies, securities, precious metals and other valuables may be
held' (Article 1  (1)  (a) 7°); the changing of guilders or foreign currency (Article 1  (1)
(a)    8D; the selling of high-value items,    such as works    o f art, precious metals,
iewellery, etc. (Article 1 (1) (a) 9°); and the providing of other services to be
designated by Order in Council (Article 1 (1) (a) 10°). Through the latter provision,
the scope of the Disclosure Act can be extended with respect to tile financial
services covered. In 1994, this provision was used, for instance, to bring credit card
companies and casinos under the scope of the Disclosure Act.295 In 1998, this was
followed br the inclusion of moner trans fers.296

Assessing whether a transaction is unusual or not is done using specially
designed indicators. These indicators are 'laid down, if necessary per separate
category of transaction, for a period not exceeding six months'.297 After this period
indicators can remain in force if approved by Order in Council (Article 8). Separate
indicators exist, for instance, for cash transactions, transactions in transferable
moner, securities, life insurances, credit card transactions, and casino transactions.
The indicators come in two types: objective and subjective. Objective indicators
provide unambiguous criteria for determining whether a transaction should be
reported or not. They provide, for instance, that cash transactions exceeding EUR
400,000, or exceeding EUR 10,000 in which small denominations are exchanged
for larger ones should be reported, as should transactions in transferable money by
non-account holders, which go out of the Netherlands, and the value of which
exceeds EUR 10,000.398 Subjective indicators   on   the   other hand, require   some
interpretation on the part of employees of financial service providers. They require
a transaction to be reported as unusual, for instance, if problems arise with respect
to customer identification, and if this particular transaction is atypical of the client.
Other subjective indicators concern customers appearing to act as front men, or
clients who are nervous without apparent reason, the use of bank notes in small
denominations, etc.

295 Staatsblad (Bulletin of Acts and Decrees), 1994,905..Gtaatsb/ad (Bulletin of Acts and Decrees),

1994,906.

296   Staat.rbidd (Bulletin of Acts and Decrees),  1998,391.
297 The  indicators  are laid  down  by  the  Aiinisters of Justice  and of Finance after consultation

with the Disclosures Office and possibly also with the assistance committee. The latter has
been   set up under   Articles   14-16   of  the   Disclosure   Act. Its tasks include assisting   the
Disclosures Office in its functioning and advising the Atinisters ofJustice and of Finance on,
among other things, the way in which the office carries out its duties. the determination of
the indicators referred to iii Article 8, and the effectiveness of the disclosure obligation
(Article  15)

298 Staancourant (Netherlands Government Gazette). 29 Alarch 20()1, no. 63, p. 24. For Later
amendments. see S taatkourant (Netherlands Governmetit Gazette), 18 December 2001, no.
248, p. 70: Staatseourant (Netlierlands Government Gazette), 19 December 200, no. 246, pp
11-12: Staatscourant (Netherlands Government Gazette), 25 January 20()2, no. 19, p. 8,
Staatsblad (Bulletin of.\cts and Decrees), 2002,286.
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Once it has been determined that a transaction is unusual, it must be reported to
the    Disclosures 0 ffice.299   This o ffice    has been established in accordance    with
Article 2 of the Disclosure Act.300 The general management, organization and
administration of the Disclosures Office rests with the Ministn' ofjustice (Article
5). Although the Office is located at the Central Criminal Intelligence Agency, it
serves as a buffer between reporting institutions and entities on the one hand and
law enforcers on the other, in order to protect the privacy of those whose
transactions are reported. In this way it is prevented that information obtained on
unusual transactions which turn out to be perfectly legitimate, does not become
available to law enforcers. The main task of the office is to assess which of the
transactions reported as being unusual by financial service providers, are suspicious
as well. To this end, reported transactions are entered into a computer systern
called AIOTion 8<OT information online network),301 after which they are
matched with a number of registers.302 One such register is CIDSI, the register of
those known to the Criminal Intelligence Service.303 Additionally, the Disclosures
Office mav also request further information from the person who made a
disclosure, as well as from the person who, by conducting a financial service, is
involved in a transaction on which the office has information (Article 10 (1)).
These persons are then obliged to provide the requested information (Article 10
(2)). If a transaction is deemed to be suspicious, it is reported directly to the
different police districts.304

In 2002, the Dutch Disclosures Office received a total of 137,339 unusual
transaction reports. Of these reports, 25% came from banks and exchange offices

(23,758 and 10,421 reports, respectively). Casinos, credit card companies,

299  Such a report should 'include, as far as possible, the following particulars:
a. the identity of the client;
b. the nature o f the client's proo f of identity and the re ference number:
c. the nature, time and place of the transaction;
d.  the  amount of money involved  in the transaction  and  (...)  the  places  of origin  and
destination of the monies, securities, precious metals and other valuables:
e. the grounds on which the transaction is designated as unusual' (Article 9 (2)).

3(*) Disclosures offices, or more generally Financial Intelligence Units (FIUs) exist in many
countries. More than 50 of these FIUs, including the Dutch Disclosures Office, cooperate in
the Egmont group. The Egmont group was named after the Egmont-Arenberg palace in
Brussels, Belgium where the first meeting took place (Gilmore 1999, p. 72). It organizes

annual meetings and has four working groups which deal with legal, training. technical and
outreach issues, respectively  (MOT  1999,  p. 35). Apart  from the Egmont group,  an e ffort  is
also    underway    to   electronically   link the databases   o f   the    Fl Us. This project   is    called

FIU.NET.
301  AiOT is the Dutch acronym for Disclosure of Unusual Transactions (iletding Ongebruikel#ke

Transactie.F)
302  AIOT 1999, p. 15.
31)3 CID is the Dutch acronym for Crinninal Intelligence Service.

314   Until  late   1997, this situation was somewhat  different.  Up  to  then the Disclosures 0 ffice
reported suspicious transaction to Finpol. which is part of the Central Criminal Intelligence
Agency, and which supports the national public prosecutor responsible for disclosure cases.

AIOT 1999, p. 41 and p. 45.
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stockbrokers, life insurers, and insurance brokers reported 1,997 (1.5%), 2,643
(1.9°/0), 0, 2, and 0 unusual transactions, respectively. After examination, 24.741

(18%) were reported to law enforcers as being suspicious. With respect to banks,
exchange offices, casinos, credit card companies, stockbrokers, life insurers, and
insurance brokers, the respective numbers of suspicious transactions were: 3,859
(15.6°/0), 5,035 (20.4°/0), 432 (1.7%),  1,584 (6.4°/0), 0,1, and 0. Of the total number
of reported unusual transactions, 94,899 (69°/0) involved money transfers, with
banks, exchange offices, and money transaction offices reporting 65,721, 26,907,
and 2,271 transactions, respectively. 0 f the latter transactions, 6,129,7,256, and 35
transactions were deemed to be suspicious, respectively. Traders in high-value
items reported 3,435 transactions, 324 of which were passed on to law enforcers.305

With respect to reporting unusual transactions, the confidentialin provisions of
Articles 18 :ind 19 and the criminal and civil exoneration clauses of Articles 12 and
13 deserve to be mentioned. Article 18 provides that '[ilt is prohibited for any
person who performs any task further to the application of this Act or of
resolutions taken in pursuance of this Act to make further or other use of any data
or information supplied or received in accordance with this Act or tc, disclose such
data or information for any purpose other than what is required by the
performance of his duties or by this Act.' Article 19 addresses the reporting service

providers more specifically. Paragraph  1  of this article provides that '[a]nyone who
makes a disclosure in accordance with Section [Article, ASI 9 or provides further
data or information in accordance with Section [Article, AS] 10 shall be obliged to
maintain confidentiality with respect to such disclosures or inforrnation, except in
so far as the need for disclosure arises from the objectives of this Act.' The
objectives of the Disclosure Act allow financial institutions to warn each other for
money laundering related transactions. 31*

It should also be prevented, that service providers who report unusual
transactions, are held liable under criminal or civil law. If service providers were to
engage in unusual transactions, theb· would run the risk of becoming involved in
mcmey laundering, and therefore they could, in principle, become liable under
criminal law. Article 12 tends to limit this criminal liability.   Initially, this limitation
onl>· cc,vered Articles 416-417bis of the Dutch Penal Code concerning receiving.307
Since money laundering has been made a separate criminal offence, the limitation
covers money laundering as well.3(18 Finally, in order to strengthen the position of
financial service providers with respect to claims for damages which might be filed
by customers whose transactions were being reported, Article 13 provides   that
' w hc,ever has made a disclc,sure on the basis of .lrticle 9, shall not be held
responsible for damage a third party incurs as a result, unless, considering all facts
and circumstances, it is plausible that no disclosure should have been made''..309

.34)5 MOT 2(103, pp. 6-7, p. 10, pp. 22-23, and p. 37.
306 TX 1992-1993,23009. no. 3, pp. 27-28.
3417 Sec sectic,n 4.5.1.
*8 See section 4.5.5.
309 For more information on the exoneration clauses, see, for instance, (iroe,ihuiisen and Van

der Landen 1995, pp. 55-57. and Md 1999. pp. 195-205.

124



CHAFrER 4

4.5.4 The Act on Money Transaction Offices

In the early 19905, the suspicion arose    that many exchange o ffices    in    the

Netherlands, and especially in Amsterdam, were involved in money laundering
activities. 31() One of the results of the suspicion, was the introduction of the
Exchange Offices Act in 1994, which came into effect the following year. The
introduction of the act led to a sharp decrease in the number of exchange o ffices.

By 2002, however, it was felt that not only exchange transactions were
vulnerable to money laundering, but also other types of transactions, such as
money transfers, and it was felt that new legislation was needed. Up to that point,
carrying out money transfers had been prohibited under Article 82 of the Act on
the Supervision of the Credit System 1992,311 unless a money trans fer business had
been exempted. Exempting a money transfer business depended, among other
things, on a yearly check of the trustworthiness of those determining the policies of
the business.312

Additionally, the terrorist attacks  in the United States  on  11  September  2001
reinforced the idea that the supervision of the financial sector had to be
strengthened.313 These considerations have led to the introduction of the Act on
Aioney Transaction Offices, which covers both exchange offices, as well as other
institutions that carn' out money transactions, as defined in the act. The Act on
Aioney Transaction O ffices, which came into force on 19 July 2002,314 replaces the
Exchange Offices Act. The most important provisions in the act will now be
discussed.

In  Article 1, money transactions o ffices are defined  as  natural or legal persons
or firms, that provide money transactions on a professional or commercial basis,
cm behalf of, or at the request of third parties, or are active in their realisation on a
professional or commercial basis.315 hioney transactions include exchange
transactions, as well as money transfers.316 NIoner transfer payments are not linked
tC) some underlying service. Payments, such as those carried out by lawyers in
connection with the management of third-parties accounts, there fore do not quali fy
as moner transfers.317

Under Article 2, money transactions offices have to be entered into a register,
unless it is thought that registration would negatively affect the integrity of the
financial system, or that it is plausible that this could happen, or that the
management and administrative organization of a money transactic,n office are

3111 See section 4.3.1.
3"  See section 3.4.2.2.
312  TK 2001-2()02.28106. no. 2. p. 11
313  TK 2001-20(12, 28229, no. 3, p. 1
314 Stuatsblad (Bulletin of Acts and Decrees),2(*)2,380.
3 15    In   this   section.  all translations concerning the Money  l'ransaction 0 ffices   Act   have   been

provided b,· the author.
316 See section 4.3.1.
317  TK 2001-20()2, 28229, no. 3. p. 8.
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insufficient to ensure sound operations or compliance with legal requirements. This
opinion should be based on an assessment of the trustworthiness of the
management, of those who determine and codetermine daily policies, of those who
can appoint or discharge the a forementioned persons, as well as on that of qualified
shareholders. To make this assessment the identity and antecedents of the persons
mentioned above should generally be included in a request for registration.

Next, under Article 3, paragraph 1, it is generally prohibited to be active as a
money transactions office. This ban does not apply, however, to those offices that
have been registered under Article 2, the Dutch Central Bank, as well as to relevant
institutions that have been registered under Article 52 of the Act on the
Supervision Credit Systern 1992.

Article 4 then provides that on request institutions may be exempted from the
prohibition contained in Article 3, paragraph 1. Such an exemption should,
however, again be based on an assessment of the trustworthiness of the persons
mentioned in Article 2, and of the soundness of the management and
administrative organization. Checking trustworthiness has been called a
cornerstone of supervision.318

The assessment of trustworthiness of the management and administrative
organization is also one of the grounds on which registration of a money
transactions office may be terminated. Another reason is the becoming available of
information which, if previously known, would have resulted in a request for
registration being refused. This has been laid down in Article 5.

If necessarr for the purposes of the act, rules may be issued concerning the
management and administrative organization of money transactions offices. These
rules may be aimed at ensuring a sound operational management, and can include
rules aimed at preventing a money transactions office or its employees from
becoming involved in criminal activities, which may result in a loss of confidence
with respect to the money transactions office in particular, and financial markets in
general. The rules may also relate to determining the identity, the nature, and
background of customers of a money transactions office (Article 9).

If circumstances warrant, moner· transactions offices, their management, the
persons determining and codetermining daily policies, as well as those that can
appoint and discharge the aforementioned persons, may be instructed to follow
specific courses of action in order to rectify the situations mentioned in Articles 2
and 5. Giving instructions can be used as an alternative to terminating registration,
which, under circumstances, can be too drastic a measure (Article 10).319

Under Article 11, institutions covered  by the Identification  Act are prohibited
from providing services to mone\' transactions offices, of which it is known, or can
reasonably be suspected, that they are operating illegally. An excepticm has been
made for traders in high-value items. If enforcement of the Act on Money
'1'ransaction Offices leads to the discover\· of facts which can indicate monev
laundering or the criminal receiving of money, the unusual transactions disclosure
centre must be notified (Article 13).

318 TK 2()01-2002, 28229, no. 3, p. 4.
79  TK 2001-2002, 28229, no. 3, p. 16.
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Finally, under Article   18 the Alinister of Finance   may,  with   a few exceptions,
transfer the tasks and competences given to him in the Act on Money Transaction
Offices to one or more legal persons. Through an Order in Council effective 19
July 2002, the AIinister of Finance has used his option to delegate tasks to the
Dutch supervisor, De Nederlandsche Bank.320 Other provisions in the Act on
Money Transaction Offices mainly deal with the issues of administrative penalties
and fines.

The Disclosure of Unusual Transactions Act has applied to moner transfer
businesses since 1998,321 whereas the Identification Act applies since 2003322I

4.5.5 Separate penalization of money laundering

Until the end of 2001, money laundering was not a separate, autonomous criminal
offence in the Netherlands. Instead, it was penalized only through Articles 416-
417bis of the Dutch Penal Code, which deal with the offence of receiving. This

approach, however, carried a number of drawbacks. The most important drawback
resulted from a ruling by the Supreme Court of the Netherlands stating that a
person who has committed a predicate offence and who has laundered the
proceeds of that offence cannot himself be convicted on charges of receiving.
Additionally, it was felt that using the articles on receiving to penalize money
laundering did not sufficiently express the differences in nature between receiving
and money laundering, that this approach could hamper mutual assistance between

countries, and that it did not fully meet international obligations to penalize money
laundering. In the end, these four considerations led to the decision being taken to
make money laundering a separately punishable act under the Dutch Penal Code.323

The separate penalization of money laundering has been laid down in Articles
420bis-42Oquinquies of the Dutch Penal Code.324 Additionally, it has also resulted
in editorial changes being made to a number of other articles in the Dutch Penal

Code, the Dutch Code of Criminal Procedure, the Disclosure of Unusual
Transactions Act, and the Exchange Offices Act (Ir-et ingke   de   wisselkantoren)325.  In

general, these changes consist of extending the scope of those articles in the Codes
and Acts mentioned in which reference is made to the articles on receiving to
include money laundering as well.326 The possibility to amend the articles on
receiving in such a way as to fully accommodate money laundering was decided
against, because it was felt that the ostensible simplicity of this solution did not
outweigh the four shortcomings associated with the use of the articles on receiving

320  .Baats/,4/d (Bulletin of Acts and Decrees), 2002,380.
32 1 Staatsblad (Bulletin of Acts and Decrees), 1998,391.
322 Staatsb/ad (Bulletin of Acts and Decrees), 2003,94.
323 See section 4.5.1.
324 Staatsblad (Bulletin of Acts and Decrees), 2001,6()6.
325 See sections 3.4.2.3 and 4.5.4.

326  See, for instance, the discussion of Article 12 0 f the Disclosure of Unusual 7'ransactions Act
in section 4.5.3.
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listed above, and that it could lead to complications with respect to the system of
the law.327

Article 420bis reads as follows:

1.  A person who:
a. conceals or disguises the true nature, the source, the location, the

disposition or the movement of an object, or conceals or disguises who
is entitled to an object or who has it at his disposal, knowing that the
object is - directly or indirectly - proceeds from any criminal offence;

b. obtains, has at his disposal, transfers or converts, or uses an object
knowing that the object is - directly or indirectly - proceeds from any
criminal offence;

is guilty of money laundering and liable to a term of not more than four
years' imprisonment or a fine of the fifth category.

2.  the term 'objects' is taken to mean all corporeal property and all property
rights.328

Article 420ter contains a provision concerning persons who commit the offence of
money laundering by custom, while Article 42Oquater, the wording of which is very
similar to Article 420bis, is about negligent rather than intentional money
laundering. In the latter case a person should reasonably have suspected that the
object was - directly or indirectly - proceeds from a criminal offence. This structure
is identical to that of Articles 416-417bis on receiving. Article 42Oquinquies, finally,
provides that persons convicted of one of the crimes defined in Articles 420bis-
420quater can be deprived of certain rights and that they can be removed from the
position in which they committed their crime.

In view of the discussion ill section 4.5.1 about the 1991 amendment of the
articles on receiving via which the scope of these articles was extended by replacing
the term 'object' (voonverp) with the term 'property' (goeth, the renewed use of the
term 'object' in the separate penalization of money laundering is striking. In
drafting the separate penalization of money laundering the Dutch Minister of
justice felt, however, that the term 'property' was too limited within the context of
money laundering, because it was not entirely clear to what extent the term
'property' covers more than just corporeal or material objects. The Supreme Court

327 TK 2000-2001,27159, no. 5, pp. 10-11.
328 Translation bi· the author. In Dutch Article 420bis reads:

i.  Als schuldig aan witwassen wordt gestraft met gevangenisstraf van ten hoogste vier jaren
of geldboete van de vii fde categorie:
a. hii die van een voorwerp de werkeliike aard, de herkomst, de vindplaats. de vervreemding
of de verplaatsing verbergt of verhult, dan wei verbergt of verhult wie de rechthebbende op
een voorwerp is of het voorlianden heeft, terwiil hii weet dat het roorwerp - onmiddelliik of
middeliik - afkomstig is uit enig misdriifi
b. hii die een voorwerp verwerft, voorhanden heeft, overdmagt of ornzet of van een
roomerp gebruik maakt, terwiil hii weet dat het voorwerp - onmiddelliik of middeliik -
afkomstig is uit enig misdrilf
2. Onder voorwerpen worden verstaan alle zaken en alle vermogensrechten'.
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of the Netherlands, for instance, has ruled that electric energy qualifies as
property,329 but that data do not330 . The Alinister also considered that monev
laundering may ven· well involve incorporeal 'objects', like transferable money or
loans.331 The use of the term 'object' was furthermore prompted by the wish to
also include the indirect proceeds of crimes under the new articles. Within this
context, it does not matter, for instance, whether the cash proceeds of a crime are
successively converted into a boat, a loan, a house, or a balance in the bank. It

332remains an 'object' which, directly or indirectly, is the proceeds o f a crime.
The meaning of the term 'object' in relation to Articles 420bis-42Oquinquies

differs, however, from the meaning this term traditionally has in the Dutch Penal
Code and is rather broader. In paragraphs 2 of Articles 420bis and 42Oquater, the
term 'c,bject' has been defined in such a way as to include 'corporeal objects
susceptible of human control' (poor de menselijke bebeersing vatbare  st®lijke objeden),333

that is. corporeal property, as well as all property rights. 334 The approach taken in
defining the term 'objects' follows that taken in Article 36e of the Dutch Penal
Code, which deals with the deprivation of illegally obtained profits or advantages
(ontneming wedemcbtellk verkngen voordeet). The term 'objects' used in Article 36e of
the Penal Code from which the concept 'obiects' in Articles 420bis and 420quater
has been derived, covers all corporeal property, whether moveable or335

immoveable, registered or not, as well as incorporeal property, such as rights to
bearer.336 Money can constitute both corporeal property, namely in the case of cash

337money, and property rights, namely when it is in the form of transferable monev.
It should be noted that the new provisions of Articles 420bis-42Oquinquies of

the Dutch Penal Code do not replace Articles 416-417bis of the Penal C.ode on
receiving. Instead, the two sets of provisions coexist and they may overlap as a
result. As the respective wordings of the two sets are similar this possibility appears
to be real. 338 After all, in both sets, terms are used like 'obtaining, having at one's
disposal„ and transferring property or objects while knowing that this propern' or
these objects were obtained by means of a serious offence or that they were
proceeds of a crime'. These terms cover many situations related to money
laundering, including the handling of money. It appears that both sets of provisions
will be applicable simultaneously in a large number of money laundering cases, the

329 TK 1999-2000, 27159. no.  3,  p.   16.  HR  23  Alay  1923..\J  1921,  564.
33(} HR 3 December 1996, X7 1997,574.
331  TK 2()(M)-2(*)1. 27159, no. 5, p. 17.
332  TK 1999-2000, 27159, no. 3, p. 16.

333 Tl'his definition of corporeal propern is that used in Article 3:2 of the Dutch Civil Code.

Translation bv the author.
334  ·rK 20()(3-2(X)1, 27159, no. 5, p. 1.
335 TK 1999-2000. 27159. no. 3. p. 16
336

l'K 1989-1990. 215()4. no. 3, p. 21.

337  TK 2(*)0-2(1()1, 27159, no. 5, p. 1
338 l'lie possibility of overlap has also been poilited out br Schaap and \'ennix in relation to a

preliminary draft  o f the separate  penalization  of money laundering. Schaap   1999,  p.  439,

rennix 1999, p. 314.
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main difference being that Articles 420bis-420quinquies are not hampered by the
ruling of the Supreme Court of the Netherlands that a person who has committed
a predicate offence cannot be convicted on charges of receiving if he laundered the
proceeds  from the predicate offence himself. The Dutch Minister of Justice  has
implicitly confirmed this view by stating that it is not realistic to expect the separate
penalization of money laundering to produce an extra preventive effect, because
money laundering is already punishable under the articles of receiving with the
exception of a criminal who launders his proceeds himself.339 Such a situation
undermines the ratio for making money laundering a separately punishable act.
Although the Minister of justice has confirmed  the risk of overlap,  he  does  not
think that this situation poses a problem. In his opinion the situation can be
handled by Articles 55 et seq. in the Penal Code which deal with the issue of
concurrence (samenloop).340 Additionally, the Minister thinks, that with the existence
of separate penalization for money laundering, the application of Articles 416-
417bis will revert to traditional cases   of receiving, involving corporeal objects.341
This would probably mean that, in criminal cases in which the element of
cooperation after the fact is dominant, a public prosecutor should charge a suspect
with receiving, while that suspect should be charged with violating Articles 420bis-
42Oquater if the element o f money laundering prevails. However, some think public
prosecutors will not follow this reasoning and charge a suspect with the crime
which they can prove more easily.342

4.6 11 September 2001

At 8.50 a.m. local time on  11  September 2001, a hijacked American Airlines plane
flew into the north tower of the World Trade Center in New York. 18 Minutes
later, a second plane, also from American Airlines, slammed into the south tower.
At 9.30 a.m. a hijacked United Airlines passenger aircraft crashed into the Pentagon
in Washington D.C., and half an hour later, a second United Airlines plane crashed
in a field south-east of Pittsburgh. By  10.30 a.m., both towers of the World Trade
Center had collapsed. Thousands of people lost their lives in these terrorist attacks.
Within two hours the world had changed.

In the aftermath of these events, numerous governments and international
organizations took the first steps in what is now called the 'War on Terrorism'.
Some of these initiatives have been aimed at stopping terrorist financing, and have
also affected the fight against money laundering. The most important anti-money
laundering measures taken in response  to  the 11 September 2001 attacks  will  now
be discussed. This discussion helps to illustrate how the terrorist attacks have put
terrorist financing and money laundering high on the international political agenda,

339 TK 2()00-2001, 27159, no. 5, p. 8.
po TK 2000-2001, 27159, no. 5, p. 10.
341  TK 2000-20)1, 27159, no. 5, p. 17.
342  Vennix 1999, p. 319, in relation to a preliminary draft of the separate penalization of money

hundering
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and how they have resulted in the scope of anti-money laundering provisions being
extended.

4.6.1 Initiatives  of the United States

Of the ineasures taken by the United States in the wake of the terrorist attacks on
11  September  2001,  two especially concern the fight against money laundering and
terrorist financing. These two initiatives are the International M oney I.aundering
Abatement and Anti-Terrorist Financing Act of 2001  and Executive Order 13224.
As far as the fight against money laundering is concerned, these initiatives are the
latest in a line of anti-money laundering measures, which include the Bank Secrecy

Act, the Aioney Laundering Control Act, the Anti-Drug Abuse Act, etc.

Tbe l,itemational Money Laundering Abatement and Anti-Terrorist Financing Act

The International Money Laundering Abatement and Anti-Terrorist Financing Act
is part of the Uniting and Strengthening America by Providing Appropriate 'fools
Required to Intercept and Obstruct Terrorism (USA PATRIOT) Act of 2001,
which was signed into law on 26 October of that year. The provisions in the
International Money Laundering Abatement and Anti-Terrorist Financing Act are
aimed at enhancing transparency in financial transactions, protecting the
international gateways to the US financial system, and increasing the vigilance of
US financial institutions that are themselves the gatekeepers of that financial
system.343 Through these provisions new anti-money laundering regulations are
introduced and existing ones adapted. Institutions and products that are typically
targeted in the act, include American domestic commercial and private banks,
especially with respect to their relations    with    non- US persons or entities,    US

agencies or branches of non-US banks, and correspondent accounts. Financial
institutions located outside the United States can, however, also fall under the
scope of some ()f the provisions. In the following the most important provisions of
the International AIoney Laundering Abatement and Anti-Terrorist Financing Act
will be briefly outlined.

,Section  311  is  about  special  measures  for  jurisdictions,  financial institutions,  or
international transactions of primary money laundering concern. Under this
section, the US secretary of the Treasury may, among other things:

require any domestic financial institution or domestic financial agency to
maintain records. file reports, or both, concerning the aggregate amount of
transactions, or concerning each transaction, with respect to a jurisdiction
outside of the United States, 1 or more financial institutions operating outside
of the United States, 1 or more classes of transactions within, or involving, a
jurisdiction outside of the United States, or 1 or more types of accounts if the

34;
US Department of the Treasun· 2(*)2c, p.  1().
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Secretan- finds any such iurisdiction, institution, or class of transactions to be of
priman· rnoney laundering concern.

Additionally, Section 311 contains requirements with respect to the form of records
and reports, information relating to beneficial ownership, information relating to
certain payable-through accounts, information relating to certain correspondent
accounts, etc.

Next it is provided in Section 312 that:

leIach financial institution that establishes, maintains, administers, or manages a
private banking account or a correspondent account in the United States for a
non-United States person  (. . .) shall establish appropriate specific, and, where
necessan-, enhanced, due diligence policies, procedures, and controls that are
reasonably designed to detect and report instances of money laundering
through those accounts.

With respect to certain types of correspondent and private banking accounts, these
policies, procedures, and controls, should at least ensure that financial institutions
in the United States have the ability to conduct enhanced scrutiny o f such accounts.

Section 313 then contains a ban on a number of US financial institutions
establishing, maintaining, administering, or managing a correspondent account in
the United States for, or on behalf of, a foreign bank that does not have a physical
presence in any country, that is a non-US shell bank. Financial institutions that fall
within the scope of this provision, should also take reasonable steps to ensure that
any correspondent account established, maintained, administered, or managed by
that institution in the United States for a foreign bank is not being used by that
foreign bank to indirectly provide banking services to another foreign bank that
does not have a physical presence in any country.

Section 314 is about cooperative efforts to deter money laundering. Under this
section, additional regulaticins had to be adopted to:

encourage further cooperation among financial institutions, their regulatory
authorities, and law enforcement authorities, with the specific purpose of
encouraging regulator · authorities and law enforcement authorities to share
with financial institutions, information regarding individuals, entities, and
organisations engaged in or reasonably suspected based on credible evidence of
engaging in terrorist acts or money laundering activities.

In the mean time additional regulations have been adopted, which, on the one
hand, establish a mechanism for law enforcement tc, communicate the names of
suspected terrorists and money launderers to financial institutions, while, cm the
other hand, financial instituti()ns receiving the names of those suspects must search
their accounts and transaction records for potential matches.'-'+

344   US Department of the Treasun· 20()22.
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On the basis of Section 326, minimum standards for financial institutions and their
customers should be established regarding the identity of customers, that shall
apply in connection with the opening of an account at a financial institution. These
regulations should, at a minimum. require financial institutions to implement, and
customers to comply with, reasonable procedures for 'verifying the identity of an\
person seeking to open an account to the extent reasonable and practicable',
'maintaining records of the information used to verify a persons' identin·, including
name, address, and other identifying information', and 'consulting lists of known or
suspected terrorists or terrorist organisations'.

As explained in section 4.3.1, the information contained in wire transfer
messages, not always clearl>· identifies the parties involved. This issue is addressed
in Section 328. Under that section all reasonable steps should be taken to
'encourage foreign governments to require the name of the originator in wire
trans fer instructions    sent    to the United States and other countries,    with    the
information to remain with the transfer from its originator until the point of
disbursement'. A similar provision is contained in the special recommendations on
terrorist financing issued by the Financial Action Task Force on Along
Laundering, as will be discussed in section 4.6.3.

Next, it is provided in Section 352, that:

[i]n order to guard against money laundering through financial institutions, each
financial institutions shall establish anti-money laundering programs, including,
at a minimum, (A) the development of internal policies, procedures, and
controls; (13) the designation of a compliance officer; (C) all ongoing employee
tratnlng program; and (D) an independent audit function to test programs.

Finally, civil and criminal penalties for money laundering are increased to a
maximum of USD 1 million in Section 363.

Exeattive Order 13224

A second important US initiative is Executive Order 13224, which can also affect
non-US persons or entities. Under the order, which carries the weight of law,
persons or entities that commit, threaten to commit, or support terrorism may be
designated as Specially Designated Global 7'errorists (SDG'l's). All property and
interests in property of such SDGTs that are in. or come to the United States, or
that come within the possession or control of United States persons are subject to
blocking. Various entities, including individuals, businesses, banks, charities, etc.
may be designated as Speciall> Designated Global Terrorists. Under the Executive
Order, it is illegal for US persons and entities to have dealings with SDGTs. This
provision potentially has repercussions for non-US persons or entities, as it
increases the American ability to block US assets of, and deny access to US markets
to, for instance, foreign banks that refuse to cooperate with US authorities to
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identify and freeze terrorist assets abroad.345 If, for instance, it is suspected that a
non-US bank located either inside or outside the United States is aiding terrorism,
then such an institution could be designated an SDGT. As it is illegal to have
dealings with such SDGTs, their access to US markets could effectively be blocked.

4.6.2 Initiatives  of the United Nations

The United Nations have been involved in the fight against terrorism for many
years. In 1963, for instance, the United Nations issued the Convention on Offences
and Certain Other Acts Committed On Board Aircraft, and in 1999 the
International Convention for the Suppression of the Financing of Terrorism was
drafted. As this latter convention has received increased attention following the
terrorist attacks in the United States, it will now be briefly discussed.

Under this convention '[a]ny person commits an offence (...) if that person by
anv means, directly or indirectly, unlawfully and wilfully, provides or collects funds
with the intention that they should be used or in the knowledge that they are to be
used, in full or in part, in order to carry out' terrorist acts (Article 2 (1)). Also
committing an offence are persons who act as accomplices, or who direct or
organize others to commit the offence mentioned above (Article 2 (5) (a) and (b)).
It is also provided in the convention, that each state party should take appropriate
measures for the identification, detection and freezing or seizure of any funds used
or allocated for the purpose of committing terrorist activities. as well as the
proceeds derived from such offences, fur purposes of possible forfeiture (Article 8
(1)). Just as in other UN initiatives, the term 'funds' has a broad meaning, covering
'assets of every kind, whether tangible or intangible, movable or immovable,
however acquired, and legal documents or instruments in any form, including
electronic or digital, evidencing title to, or interest in, such assets' (Article 1 (1)).

Aforeover, under Article  18  (1)  (b) parties should take measures:

requiring financial institutions and other professions involved in financial
transactions to utilize the most efficient measure available for the identification
of their usual or occasional customers, as well as customers in whose interest
accounts are opened, and to pay special attention to unusual or suspicious
transactions and report transactions suspected of stemming from a criminal
activity.

In adopting such measures, obligations to report 'all complex, unusual large
transactions and unusual patterns of transactions' should be considered (Article  18
(1) (b) (iii)), as well as '[mleasures for the supervision, including, for example, the
licensing, of all money-transmission agencies' (Article  18 (2)  (a)).

Following the attacks on the United States, the UN Securin Council adopted
various resolutions.   One such resolution, resolution 1368, provided the basis   for
the military operations in Afghanistan. :\nother resolution is resolution  1373 0 f 28

345 US Department of the Treasury 2002c, p. 3.
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September 2001. This resolution focuses on criminalizing the provision of funds to
terrorists, freezing the financial assets of people or entities who commit terrorist
acts, and prohibiting the provision of services, including financial ones, to those
who participate in terrorism. As such this resolution can also affect the fight against
money laundenng. In the resolution it has been decided that UN member states

must prevent and suppress the financing of terrorist acts. As in the Convention for
the Suppression of the Financing of Terrorism states should criminalize the
provision or collection of funds intended to be used for terrorist activities.

Additionally, states should freeze without delay funds and other financial assets or
economic recourses of persons who commit, or intend to commit terrorist acts, or
participate in, or facilitate the commission of such acts. Finally, the states are

obliged, under resolution   1373, to prohibit their nationals   or any persons   and
entities within their territories from making any funds, financial assets, or economic
recourses or financial or other related services available to persons or entities
involved in terrorist activities.

4.6.3.  Initiatives  of the Financial Action Task Force

The Financial Action Task Force on Money Laundering has also responded to the
events  of 11 September 2001. During an extraordinary  plenary  meeting on  29  and
30 October 2001 the FATF issued eight special recommendations on terrorist
financing. These special recommendations come in addition to the FATF's already

existing forty recommendations on money laundering. The eight special
recommendations on terrorist financing read as follows.346

1.   Ratification and implementation of UN instruments
Each country should take immediate steps to ratify and to implement fully
the 1999 United Nations International Convention for the Suppression of
the Financing of Terrorism. Countries should also immediately implement
the United Nations resolutions relating to the prevention and suppression of
the financing of terrorist acts, particularly United Nations Security Council
Resolution 1373.

2.  Criminalising the financing on terrorism and associated money laundering
Each country should criminalise the financing on terrorism, terrorist acts
and terrorist organisations. Countries should ensure that such offences are

designated as money laundering predicate offences.

3.  Freezing and confiscating terrorist assets

Each country should implement measures to freeze without delay funds or
other assets of terrorists, those who finance terrorism and terrorist
organisations in accordance with the United Nations resolution relating to
the prevention and suppression of the financing of terrorist acts.

346 FATF 20014 pp. 1-2
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Each country should also adopt and implement measures, including
legislative ones, which would enable the competent authorities to seize and
confiscate property that is the proceeds of, or used in, or intended or
allocated for use in, the financing of terrorism, terrorist acts or terrorist
organisations.

4. Reporting suspicious transactions related to terrorism
If financial institutions, or other businesses or entities subject to anti-money
laundering obligations, suspect or have reasonable grounds to suspect that
funds are linked or related to, or are to be used for terrorism, terronst acts
or by terrorist organisations, the · should be required to report promptly
their suspicions to the competent authorities.

5. International co-operation
Each countn, should afford another country, on the basis of a treaty,

arrangement or other mechanism for mutual legal assistance or information
exchange, the greatest possible measure of assistance in connection with
criminal, civil enforcement, and administrative investigations, inquiries and
proceedings relating to the financing of terrorism, terrorist acts and terrorist
organisations.

Countries should also take all possible measures to ensure that they do
not provide safe havens for individuals charged with the financing of
terrorism, terrorist acts or terrorist organisations, and should have
procedures in place to extradite, where possible, such individuals.

6. Alternative remittance
Each country should take measures to ensure that persons or legal entities,
including agents, that provide a service for the transmission of money or
value, including transmission through an informal money or value transfer
system or netw()rk, should be licensed or registered and subject to all the
FATF Recommendations that apply to banks and non-bank financial
institutions. Each countn· should ensure that persons or legal entities that
carry out this service illegally are subject to administrative, civil or criminal
sanctions.

7. Wire transfers
Countries should take measures to require financial institutions, including
money rernitters, to include accurate and meaningful originator infc,rmation
(name, address and account number) on funds transfers and related
messages that are sent, and the information should remain with the transfer
or related message through the payment chain.

Countries should take measures to ensure that financial institutions,
including money remitters, conduct enhanced scrutiny of and monitor for
suspicious activity funds transfers which do not cc,ntain complete originator
information (name, address, and account number).
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8. Non-profit organisations
Countries should review the adequacy of laws and regulations that relate to
entities that can be abused for the financing of terrorism. Non-profit
organisations are particularly vulnerable, and countries should ensure that
they cannot be misused:
(i)  by terrorist organisations posing as legitimate entities;
(ii) to exploit legitimate entities as conduits for terrorist financing, including

for the purpose of escaping asset freezing measures; and
(iii) to conceal or obscure the clandestine diversion of funds intended  for

legitimate purposes to terrorist organisations.

Of the eight special recommendations, especially recommendations 1,2,6,7 and 8
are noteworthy, as they illustrate the relationship between various international
anti-terrorist financing measures, the extension of the scope of the term 'money
laundering' to include terrorist financing, the increased attention for underground
banking systems and non-profit organizations, and the longstanding problem of a
lack of identifying information in wire transfer messages.

4.6.4 Initiatives of the European Union

In the aftermath of the terrorist attacks on the United States, the European Union
launched initiatives in a number of areas, such as police and judicial cooperation,
air transport security, emergency preparedness, and economic and financial policy.
In the latter area, three measures are worth mentioning. First of all, the European
Council has called on member states to formally adopt and ratify the United
Nations Convention for the Suppression of the Financing of Terrorism. Secondly,
the EU Council of Alinisters agreed in November 2001 to an amendment of the
EU's 1991 anti-money laundering directive. Since work on amending the 1991
directive had already commenced in 1997,347  it  is not correct to regard the upgrade
as   a pure response   to the events   on 11 September 2001, however. Thirdly,   a
binding and directly applicable regulation regarding the freezing of terrorist funds

was adopted on 27 December 2001.
Under this regulation all funds, other financial assets and economic resources of

persons or entities, included in a list of known and suspected terrorists or terrorist

groups, must be frozen (Article 2 (1) (a)). Additionally, no funds, other financial
assets and economic resources, or financial services should be made available to
individuals, groups and entities involved in terrorism (Article 2 (1) (b) and 2 (2)). In
these provisions, the term 'funds' has been defined in exactly the same way as in
the   1999 UN Convention    for the Suppression   of the Financing   of Terrorism
(Article 1 (1)), while financial services have been defined in such a way as to include

 
the acceptance of deposits and other repayable funds, as well as all payment and
money transmission services (Article 1 (3) (v) and (viii)). These latter include credit,
charge and debit cards, travellers' cheques and bankers' drafts.

347 See section 4.4.5.2.
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4.6.5 Dutch initiatives

One of the main reactions  of the Dutch government to the terrorist attacks  on  11
September 2001, has been the issuance of the 'Action Plan on Terrorism'.348 The
action plan contains 43 points of action, covering seven different areas, namely
prevention; surveillance, protection, and public order; detection, investigation, and
prosecution of terrorist crimes; integrity of the financial sector and combating
terrorism; actions against terrorism; defence; and other legislative issues. The points
of actions relating to the integrity of the financial sector and combating terrorism,
include those actions that affect the fight against money laundering and terrorist
financing. The approach taken to ensure the integrity of the financial sector relies
on supervisory legislation on the one hand, and the efficient selection and
distribution of data to uncover financial patterns on the other,and consists of 14
points of action, laid down in action points 20-33 in the action plan.349 Some of
these 14 points deserve special mentioning.

Action point 20 concerns the introduction of a supervisory regime for money
transfer offices. This action point has resulted in the Act on Aloney Transaction
Offices, which was discussed in section 4.5.4.350

Action point 22 is about reinforcing the supervision of the observance of the
Disclosure of Unusual Transactions Act, the Identification Act, and the Sanctions
Act (Sandiewel). Under this action point, traders in high-value items have been
brought within the scope of the Disclosure act, while changes have also been made
to the supervision of the financial sector.351 Some of these changes were already
discussed in section 3.4.2.2.

Optimizing the information available to the Dutch financial intelligence unit is
the aim of action point 27. According to the fifth progress report on the Action
Plan on Terrorism, this has resulted in furthering the matching of files held by the
Dutch financial intelligence unit and police.352 Although the use of existing
automated detection systems by financial institutions to improve the reporting of
unusual transactions is also mentioned in action point 27, the progress report does
not contain any information relating to this point, however.

Finally, action point 32 contains  a  call to improve the means  available. to freeze
suspect accounts. Results of this action point include amendment of the Sanctions
Act 1977, as well as an Order in Council requiring financial institutions to report

353transactions that may be related to terrorist financing.

348 TK 20()1-2002.27 925, no. 10.
349 TK 2001-20()2,27 925, no. 10, p. 11
350  TK 2()02-2003, 27 925. no. 73. p. 14.
351 TK 2002-2003,27 925, no. 73, p. 15.
352 TK 2(*)2-2003,27 925, no. 73, p. 17.
353 TK 2002-2003,27 925. no. 73, p. 18.
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4.7 Summary
In this chapter, money laundering has been defined as the activity through which
criminals aim to conceal the origin or ownership of their illegally obtained funds
and provide them with a seemingly legitimate origin. To accomplish this goal,
countless schemes have been devised, limited in number only by the imagination of
the criminals involved. Illegal proceeds can, for instance, be presented as turnover

generated by business activities, or as the result of capital gains or the transfer of
capital. AIoney laundering schemes may involve the use of financial institutions like
banks and exchange offices as well as the use of legal entities and that of certain
professional groups like lawyers, civil-law notaries, and accountants.

Since 1980 numerous initiatives   have been taken to fight money   laundering,
both at the international level and at the national level in various countries,
including the Netherlands. The early anti-money laundering initiatives were mainly
focused on the proceeds of drug trafficking. Later, a clear trend developed towards
extending anti-money laundering measures to cover all forms of serious crimes, all
related proceeds, and an increasingly large group of persons and institutions that
must report unusual or suspicious transactions. At the international level,
organizations like the United Nations, the Council of Europe, the European Union,
and the Financial Action Task Force are involved in the fight against money
laundering. The development of anti-money laundering measures is an ongoing
process that still receives a great deal of attention. On an international scale, this is
evidenced, for instance. by the adoption of the United Nations Convention against
Transnational Organized Crime and the efforts of the European Union to extent

the scope of the 1991 Directive on the prevention of misuse of the financial system
for the purpose of money laundering. In the Netherlands, the continuing fight
against money laundering is expressed, among other things, by the decision to
make mone,v laundering a separately punishable act under the Dutch Penal Code.
As a result of all these ongoing efforts, a comprehensive anti-money laundering
regime appears to have materialized.

7'he terrorist attacks   in the United States   on   11   September  2001,   have  put
money laundering and terrorist financing high on the international political agenda.

They have led to the broadening of the fight against money laundering, through the
adoption of new anti-money laundering provisions, and extension of the scope of

existing ()nes by various governments and international organizations.
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Chapter 5
Electronic Payment Systems

5.1 Introduction

With the backgrounds on the Internet, the financial sector, and money laundering
provided in Chapters 2-4, it is now time to discuss electronic payment systems.
This chapter starts with a definition of, and some background on electronic
payment instruments. After that, the cases for and against the use of such payment
systems are presented. This is done to provide additional context, but also. as
explained in Chapter 1, because any money laundering potential cyberpayment
systems might have, is not only determined by technical, or legal matters, but also
by commercial factors, like market acceptance. Next, cryptography is discussed as a
key technological aspect of electronic payment systems, followed by a description
of how these means of payment have fared so far. This description then serves as
an introduction to an overview of different types of electronic payment systems,
which features numerous examples of both international and Dutch cyberpayment
systems. At the end of the chapter, a number of legal aspects of electronic payment
instruments, relevant to the issue of money laundering are discussed. 'I'he
discussion o f the money laundering risks o f cyberpayments is left to Chapter 7.

5.2 Definition and background
What are electronic payment systems? Depending on the parties between which

payments are made, business-to-business (132B) payments, business-to-consumer
(1329 payments, and peer-to-peer or person-to-person (172P) payments can be
distinguished. Although it is customary to speak of B2C transactions, value will
usually flow from consumers t() businesses as it is the latter who provide goods and
services, while the former consume   them.   I f, however,  the payment process   for
instance involves handing back change to consumers, value may also flow from
businesses to consumers. This study focuses on 820 and P2P payments, as it is
especially these types of payments that have been feared to benefit money
launderers.

Within the context of 82(L ;ind P2P payments, two kinds of electronic payment

systems are usually distinguished, namel>·, remote access payment instruments and
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electronic money instruments. 1 Remote access instruments enable their holders to
access funds held on their account at an institution. These funds often come in the
form of traditional credit and debit facilities. Remote access instruments thus
include credit and debit cards as well as phone, home, and Internet banking
applications. As far as mobile phones are used to access funds held in some
account, they can also be regarded as remote access instruments.2 Remotely
accessing funds usually requires a personal identification number or code (PIN) or
any other similar proof of identity.3

In general, remote access payment instruments have been rather successful.
This is especially true for credit and debit cards, which are both well established.
Credit cards are widely used around the world and, for the foreseeable future, they
are likely to remain the principal means for making payments over the Internet.4
Debit cards are also widely used, for instance, for making Point-Of-Sale (POS)
payments in shops, or to withdraw cash from cash dispensers and Automated
Teller Alachines (ATAis).5 Although, by 2000, electronic banking activities, such as
phone, home, and Internet banking applications were still at an early stage,6 their
popularity nowadays is rapidly increasing.

The second kind of electronic payment system is formed by electronic money
(e-money) instruments. E-money instruments can be defined as payment
instruments, other than remote access instruments, on which value units can be
stored electronically. 'lliese value units can be stored either as an aggregate balance
from which or to which units can be deducted or added, or as individual strings of
computer data. In the latter case, each string represents a single value unit, which,
in this case, as far as the individual character is concerned, can be thought of as the
digital analogue of a coin or bank note. As electronic value units can be stored on
various media, electronic mone>· instruments come in different forms. These
include stored-value chip cards, also called electronic purses or e-purses, computer
memories o f computers linked tc,gether in a network such as the Internet, as well as
mobile phones, which may be used as an alternative to electronic purses. When
electronic value units are stored on a computer, e-money is sometimes referred to
as digital cash or br· specific prc,duct names.7 The terms electronic cash, or e-cash,
and software money are also used sometimes.

1 See. for instance, HIS  19964 p.  3. (-ommission  Recommendation 97/489/EC of 30 July  1997
concerning transactic,ns br· electronic payment instruments and in particular the relationship
between issuer and holder. OJ 1.2()8. 2.8.1997, p. 52, Articles 2 (b) and 2 (c): F.C:B 1998, p. 7

2      Sec section 5.6 for a description of the various systems.
OJ  I. 2(18, 2.8.1997, p. 52, Article  2  (b).

4  In 2(M)(). there were 2,825,191 F.urocard/Afastercard cardlic,lders in the Netherlands, see
Interpar· 2(*)1. C)n the Internet. credit cards arc said to be used in 7(r o  to  90° oofall
transactions. B6hle and Krueger 2(*)1. p. 21. 'In lul)· 2()()() there were around 5.6 million
active Internet shoppers in Europe and 43.4 in the US'. BC;hle and Krueger 2()01, p. 12.
source: Nielsen//NetRatings quoted in ebizchronick.com (2()(11)

5        In  2(1(H),  there were 155.620  PC)S  terminals  and  6.921   ATAis  in  the  Netherlands.  The   P()S
terminals processed some  8()() million transactions.  Interpm· 2(*)1.

6     ECB 1999. p. 5. BIS 2()(K)b, p. 1. IJ(LC; 2(XM}a, pp. 1-2. Robinson 2(*)0. p. 1(}21.
7    BIS 1998. p. 3
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Under normal circumstances, electronic value will be issued only after the issuer
has received the equivalent value in traditional money, either in cash or in
transferable money. E-money systems are thus generally prepaid systems, which
means that a consumer pays in advance for goods and services which he or she will
buy in the future, in exchange for electronic money. Comparing this to the debit
and credit cards mentioned earlier, these latter systems can be regarded as pay-now
and pay-later systems, respectively, when seen from a consumer's perspective. Until
the consumer actually uses his e-money, the issuer stores the received cash value or
the amount debited from the consumer's account in an account of his own, called
the float. After purchases have been made, merchants will regularly exchange the
received electronic value units for traditional money. This is done by crediting the
merchants' accounts. At that moment, the issuer's float is debited for the same
amount.

In principle, electronic value schemes can be both single-purpose and multi-
purpose. In single-purpose schemes, the issuer of the electronic value and the
merchant accepting that value are one and the same. Telephone cards, which are
issued by phone companies and which in general can only be used for making
telephone calls through the issuing company, form an example of such a scheme.
As the number of merchants accepting electronic value in electronic value schemes

increases, such schemes are known as limited-purpose schemes if the number of
accepting merchants is small, and as multipurpose schemes if the number of
merchants is relatively large, so that the electronic value can be spent virtually

freely. However, electronic value is regarded as electronic money only if it is
accepted as a means of payment by undertakings other than the issuer.8

Up to now, electronic money instruments have not been as successful as had
been anticipated.9 E-purses have had a slow start, while various schemes for digital
cash have failed gis well. For instance, a study by the Dutch Consumers Association

(De Consumentenbond). has shown that, in the Netherlands, reloadable chip cards are
mainly used to buy foodstuffs, but even then account for less than 2% of related
transactions.10 Similarly, eCash, developed originally by an Amsterdam-based firm

8    See, for instance, Directive 200()/46/EC of the European Parliament and of the Council of
18 September 2000 on the taking up, pursuit of and prudential supervision of the business of
electronic money institutions. OJ L 275, 27.10.2000, p. 39, Article 1 (3) (b) (iii). This directive
will be discussed in section 5.7.1

9 The lack of success has even led to a poem being written (in German) by Gernhardt, which is

reproduced here:

Das nennt man nicht eigentlich suchen,
werln man schon weiB, wo was ist.
Das nennt man nicht eigentlich finden,
wenn man es gar nicht veriniBt.
Das nennt man nicht eigentlich E-Geld,
wenn nirgends im Unllauf es ist.

Bohle and Riehm 19982, p. 1
10

Consumentenbond  1999, p.  10.
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called DigiCash and perhaps the best-known electronic money scheme around, was
not successful and DigiCash filed for bankruptcy protection in 1998.11
Subsequently, ECash Technologies based in Seattle continued to market the
product, but projects were discontinued in 2001.12 at present, it appears that e-
purse usage in the Netherlands is increasing, however.

Electronic money instruments and remote access instruments do not necessarily
compete with each other, although this possibility cannot be ruled out either. 13 In
principle, they are aimed at facilitating payments in different amounts. While
remote access instruments are typically used to make larger payments, which in the
context of electronic payment systems, means amounts of about USD 10 or the
equivalent thereof or more, electronic money instruments are usually aimed at
enabling electronic payments below this value. When payments are to be made in
amounts as low as USD 0.01 or even lower, a situation which has been claimed to
be desirable in relation to the sale of digital content on the Internet such as text,
music, and video, the term micro-payment system is also used.

To conclude this section, some remarks can be made about the legal nature of
payments effected through electronic payment instruments. Strictly speaking, a
distinction can be made between means of payment (betaalmiddele,i') 2nd methods of
payment (betaaltecbnieken).  In this strict context, one can only speak of means of
payment if these means enable the direct and final payment of a debt, which, by
necessity, includes the transfer of money. Cash thus qualifies as a means of
payment. Methods of payment, on the other hand, 'only' allow the transfer of
money to be initiated, but do not constitute the actual transfer. Remote access
payment instruments are generally of this type. A debit card, for instance, allows a
transfer order to be given, but the debt is not paid off, at least not under Dutch
law, until funds have been transferred from the debtor's account to the creditor's. 14
Electronic remote access instruments can therefore generally be regarded as
traditional giro payments both technically and legally, the main difference being
that accounts are accessed through electronic means instead of through more
conventional paper-based means, such as paper transfer forms.15 However, some
regard electronic remote access instruments as means of payment, rather than
methods of payment. 16

The situation is less clear with regard to electronic money schemes. On the one
hand. a consumer who uses an electronic purse, for instance, assumes to have paid
once electronic value has been debited from his card. On the other hand, the
account of the merchant involved is not credited until this merchant redeems the
received value units at the issuer's. Because of this situation and other legal issues,

11 The eCash system is sometimes also called DigiCash, after the firm that developed it.
12 See section 5.6.4.2.
13 See section 5.3.
14 Article 6:114, paragraph 2 of the Dutch Civil Code.
15 Van  Esch  and  De  Roor-   1996,  p.   1745. in relation  to the Dutch I-Pay system. See sections

5.6.1.3 and 5.6.2.3.
16   Lelieveldt et Al. 2000, p. 11
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some regard electronic money  to  be  sui genen ,17 while others  view  it  as  a  tendering
in payment (inbetalinggeving),18 or as an electronic gift voucher. 19 Still others think
electronic money is legally not different from traditional giro payments.20 These
issues, however, are matters of civil law and, as such, a further discussion of them
falls outside the scope of this study on electronic payment instruments and money
laundering, which is an issue of criminal law.

5.3 The cases for and against electronic payments
Although their basic development may have started earlier, many electronic
payment instruments have been introduced since the early 1990s. In 2001, the
number of schemes was about 150.21  But what  are  the  reasons  that prompted  the
development and introduction of these systems? And what has prevented at least
some of them from becoming truly successfulP These questions will be dealt with
in this section.

5.3.1 The case for electronic payments

The first main reason for introducing electronic payment systems is probably that
their use offers the possibility of making payment processing cheaper. As has been
outlined in section 3.2, the desire to cut the costs involved in making payments has
been a constant factor in the development of new ways of payment and, as such,
electronic payment instruments can be regarded as a next logical step in the
ongoing development of payment techniques. Electronic payment instruments
promise substantial cost savings, especially with regard to transaction costs. While it
has been estimated, for instance, that a transaction carried out via a branch office
costs an average of about USD  1.07, such a transaction would cost only about USD
0.54 by telephone, USD 0.29 by automated teller machine, USD 0.02-0.14 via
home banking applications and USD 0.01 via the Internet.22 In another estimate,
Booz, Allen & Hamilton put the cost of PC banking at USD 0.28 and that of
Internet banking at USD 0.13.23 These cost reductions can be explained, at least
partially, by the fact that the use of electronic payment instruments shifts labour-
intensive activities such as data entn- from the providers of financial services to
their customers, as is the case, for instance, with phone, home, and Internet
banking applications.24

17   Van Esch 1999. p. 155.
18    Article 6:45 of the Dutch Civil Code.

19     Berkvens  1996, pp.  13-14. Berkrens  1997, pp 202-2()3.
21,   De Roor 1996, p. 511. Buchner 1997. p. 5().
21   Bvihle 2001. p. 2
22     BIS 2()01 a. p.  5
23 Booz Allen Hamilton  1998.
24   CMG 2001. p. 40.
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Additionally, electronic payment systems, and in particular electronic money

instruments, could also reduce the need for cash, a characteristic that has been
portrayed as the main benefit of e-purses to consumers. A reduced need for cash
would allow the issuers of electronic payment systems and the merchants who
accept them to reduce their cash handling costs.35

Further cost reductions could become possible if, for instance, branch offices
are slimmed down or reduced in number, because of the increased use of electronic
payment instruments. The idea of reducing the number of branch offices is taken
to the limit by the concept of completely virtual financial service providers, that is,

financial service providers that exist only on computer networks without any
physical branch offices. 'I'his idea appears to have been implemented only in a small
number of cases, frequently involving already existing banks.26

Besides a means to reduce costs, electronic payment instruments may also be
sources of increased revenues to their issuers. One way in which issuers could
achieve these increased revenues is by charging merchants and consumers for the
use of electronic payment svstems. Another one is to invest the outstanding
balances, also called 'float', which have not yet been used by consumers in prepaid
svstems.-37 In fact, this float represents an interest-free loan from consumers to
issuers. Furthermore, it has also been claimed that consumers who use electronic
payment systems are especially attractive to issuers of such systems. The idea here
is that such customers are relativelb· 3·oung, well-educated, high-earning, and high-
spending.28 Additionall>·, issuers might diversify into new business areas and start
cross-selling new products, such as insurances, through their electronic payment
platforms.29

Not entering the market for new electronic payment systems, such as phone,
home, and Internet banking applications as well as electronic money instruments, is
probably not an option fc,r many issuers of such systems either. Once these kinds
of electronic payment s>·stems become widely accepted, they simply cannot run the
strategic risk o f not being present in that market and miss out on new technological
developments. Losing customers and market share might endanger their
profitability and thus their existence.3( 

The second main reason for the promotion of electronic payment systems is the
development of electronic commerce, or e-commerce. It has been claimed, that in
order for e-ccimmerce tc) flourish, the availability of adequate electronic payment
systems is an absolute necessity.31 This claim is based on a supposed need in e-
commerce transactions for quick, secure, and sc,metimes even anonymous
payments, as well as that for micro-payments. Additionally, it has been stated that

25   F:Mi 1994, pp. 5-6.
26   Piirst et al. 2(,0(). p. 31. u'Sullivan 2(**). p. 30.
27   F.Afl 1994, p. 6
28   8(-C; 20()Ob. p. 1. Baker 2()(X).
29      1..(28  1999. p.  6
w Kristo feritsch  1998, p. 49: Ikihle and Rielim 1998a. p.   17  and  p.  88
31     See. for instance. Smedema and Duivenvoorden  1998. p.  267: Bcihle and Riehm 1998b. p. 44.
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e-commerce requires electronic payment systems that allow for payments to be
made across national borders.

The idea behind the supposed need for quick payments is that consumers who
buy electronically, they should pay electronically. In this respect, the e-commerce
experience for consumers should be the same as when they buy goods and services
in the physical world, where you pay as you go.

The fact that the Internet as an open network is not inherently secure underlies
the claim that secure payment systems are needed. Computers can be hacked and
data entries monitored, resulting in private information, such as payment or other
financial information, becoming known to persons who use this information for
fraudulent purposes. The fear of confidential financial information becoming
publicly known or known by people with criminal intentions is often expressed in
relation to the use of credit cards on the Internet, although other payment systems
such as remote banking applications have also proved not to be absolutely secure.
In various cases, third persons' credit card information was obtained over the
Internet and such information has been used by criminals to buy goods and
services at their victims' expense. It is often said that consumer fears over credit
card use on the Internet makes them reluctant to fully embrace e-commerce.

Depending on how specific electronic payment systems are designed, they can
allow user data to be gathered or they can allow payments to be made with varying
degrees of anonymity. If no measures are taken to make payments anonymously,
especially merchants and issuers o f electronic payment systems could obtain a great
deal of information on consumer behaviour. Aferchants could, for instance in the
case of a remote access payment instrument, find out consumers' account numbers
and the balances held on them. Issuers of electronic payment systems, on the other
hand, could find out what items consumers bought, where they bought them, and
when they bought them. Electronic money instruments, such as electronic purses,
also need not be anonymous, because such purses ma)' cam· card numbers that can
be linked to the accounts that are debited when the purses are loaded with
electronic value. l'he terminals that accept e-purses can also carn· numbers, thus
enabling issuers to find out which card was used where. Privacy advocates have
warned against the possibility of extensive profiling of consumer behaviour. It is
often stated that, in addition to the security fears mentioned above, consumers
worn about the potential loss of privacy described here. Therefore, anonymous
electronic payments systems would be needed to address these concerns.

.\dditionally, e-commerce has been said to require electronic payment systems
that support cross-border payments. 1-Iere the idea is that e-commerce has a global
reach. In order to buy goods and services from providers that may be located
anywhere in the world, payment options should not be bound by national borders.

Besides quick, secure, and possibly anonyrnous, international payments, e-
commerce has also been said to require a special class of electronic payment
systems, namely, micro-payment systems. As discussed in section 5.2, these
payment srstems allow payments to be made economically in amounts varying
from tenths of a cent, up to a few US dollars, or the equivalent value thereof. Some
think such payment systems are needed in relation to the sale of low-priced items
over the Internet such as news articles or other text documents, music, as well as
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video files. As other electronic payment systems rely on on-line communications or
more or less elaborate security features, these are often thought not capable of
processing payments in venv small amounts in an economical way.

Finally, electronic payment systems may become a success, because of the
convenience the> offer to consumers. Through electronic remote access
Instruments, consumers can check their account information 24 hours a day.
Similarly, electronic payment instruments allow them to carn· out transactions
around the clock. With mobile s>·stems, financial services can be offered regardless
of where individual consumers are located. Alobile phones can be used both as
remote access pa>·ment instruments and as e-money instruments. In this latter role,
they may compete with e-purses. Alobile phones are expected to become the
platforms for the mobile form of e-commerce, called m-commerce, especially once
third-generation mobile phone services become available.32 ·Ihe issues discussed
above in relation to e-commerce thus also apply to m-commerce.

5.3.2 The case against electronic payments

What may prevent electronic payment systems, or more precisely certain types
thereof, from becoming truly successful? Before answering this question, it should
be noted that it is important to distinguish between the various types of electronic
payment systems. No one will argue that credit and debit card schemes have not

..

been a success.-'·' In answering the question  about the chances of success  of
electronic payment systems, the discussion is therefore mainlb concerned with
more recent forms of electrc,nic payment systems, such as phone, home, and
Internet banking applications, as well as electronic money systems, such as
electrotlic purses, digital cash, and micro-payment systems.

In the discussion about the advantages electronic payment systems have to
offer, the first main benefit that was mentioned was the possibility to reduce costs,
especially transaction and cash handling costs, by using electronic forms of
payment. However, while electronic payment systems may reduce costs fur the
parties involved in financial transactions on some frc,nts, ther mar increase them
on others. Reductions in the costs of individual transactions may, for instance, be
offset by an increase in the total number of transactions due to the use of
electrcmic payment systems. s4 .\dditionally issuers of electronic payment systems
will have to invest in things like information technology, staff training, and
customer relations, while, certainly for the immediate future, new and traditional
payment s>·stems may also cc,exist, a situation that adds to overall costs. Cost
reductions are therefore not expected to be dramatic.35 As far as merchants
accepting clectrc,nic payments are concerned, they may reduce their cash handling
costs, but at the same time they may be charged bj· the issuers of electronic

32 Sec section 2.4.2.
33   See section 5.2 fc)r some numbers on credit and debit card usc.

34   B(r(; 1999. P. 2
35   ECB 1999. pp. 24-25.
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payment instruments for the use of these systems. For consumers, too, cost
benefits are harder to identift- than for issuers. The argument of reducing cash
handling costs does not apply to consumers. Therefore, reducing the need for cash,
which has been portrayed as the main advantage of electronic purse systems to
consumers, appears to offer them very little added value, with the exception
perhaps, of a reduced need to carry change. This is probably one of the reasons

why, so far, e-purse systems, just like electronic money systems in general, have
often failed to gain wide consumer acceptance over traditional, well-established
forms of payment.36 One way in which consumers could benefit from costs
reductions on the part of issuers, however, is if these costs reductions are translated
into higher interest rates being paid on balances held in remotely accessed
accounts. On the other hand, consumers, just like merchants, can be charged for
the use of electronic payment systems. Especially in the case of phone, home, and
Internet banking applications this situation is somewhat ironic, because such
svstems allow their issuers to reduce costs, among other things, by passing on the
task of data entn· to their customers. Additionally, it has been argued that
consumers may lose interest on their outstanding balances in prepaid systems, for,
in such systems, it is the issuers who receive interest on the outstanding float.37
This latter argument is, however, not as strong as it appears, if prepaid systems are
used as a substitute for cash and if the electronic value consumers receive is debited
from their current accounts. If consumers in a prepaid system had used cash
instead of electronic value. they would not have received interest on that cash and
in many cases interest is not being paid on balances held in current accounts either.

Then there is the supposed need for electronic payment systems created by the
development of electronic and, more recently, mobile commerce. These forms of
commerce would require quick, secure, possibly anonymous and international
electronic payment systems in addition to a special class of electronic payment

system, namely, micro-payments.
Not everybody agrees that e-commerce presents a special or even absolute need

for electronic payments. It is argued that buying over the Internet is not different
from traditional mail ordering or telephone ordering (M01'0), an ordering method
that has not been hampered by an unavailability of adequate payment mechanisms.
According to this reasoning, a special payment problem in relation to the Internet
would therefore not exist.38 And just as one does not send bank notes via mail
when mail-ordering items, this reasoning continues, one does not necessarily need
to pay using new electronic payment systems when buying on the Internet.39 As far

36  In June 2000, the amount of electronic money in circulation within the European Union
reportedly  was   EUR   140  niillion.  This   figure  represents  0.()40,0  of the amount  o f coins  and
bank notes in circulation. CAIG 2001, p. 49. As was mentioned previously, e-purse usage in
the Netherlands appears to be increasing, but this increase may at least partially be explained
by the fact that in certain Dutch cities parking fees can nowadays only be paid by using chip
cards.

37   EAil 1994. p. 6
38      Buhle  and  Rielim  1998a,  pp.   16- 17
39 Blankesteiin 1998.
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as purchasing physical goods is concerned, payment on delivery might be a viable
alternative to new payment systems, as might schemes of the prepaid, debit or
credit type. For the sale of digital products, alternatives exist as well, as will be
discussed below. Furthermore, it has also been argued that, for e-commerce to
thrive, the availability of rapid broad-band Internet access is probably more
important than the availability of new payment instruments.441 Electronic money
systems are therefore not always deemed a prerequisite for the spread of e-
commerce. 41

With regard to the security of payments on the Internet, especially credit card
payments, it is not entirely clear to what extent breaches of security and subsequent
fraudulent use of obtained information really poses a problem. Currently, credit
cards are still by far the most frequently used method of payment on the Internet,
and e-commerce does not appear to be suffering from that fact. In the United
States, with 43.4 million active Internet shoppers in July 2000, credit cards are
claimed to represent 90% of all Internet payments, while for Europe, which holds
5.6 million customers who buy on the Internet. this percentage is said to be 70%.42
Certainly the available figures on credit card fraud seem huge in absolute terms,
with figures running in the hundreds of millions of US dollars. But when compared
to turnover or the volume of transactions, the amount of fraud appears to be rather
limited. In 2000, credit and debit card fraud rates in Europe, typically amounted to
0.02-0.16 percent of the total volume.43 Furthermore, the view is sometimes
expressed that credit card payments in combination with an encryption technique
like SSL probably offers enough security for e-commerce transactions.+4 ]t must be
borne in mind that, in the physical world, too, credit card information can be
stolen, for instance, in hotels and restaurants. The acceptance of credit cards for
payments on the Internet has been mentioned as possibly holding back the
development of electronic purses and digital cash.45 In this respect, it should also
be mentioned that, in case of fraudulent use, consumers using credit cards are often
liable for only a limited amount of money or not liable at all. Such a situation may
further reduce the need for consumers to switch to other, perhaps more reliable,
payment systems.

As far as issues of loss of anonymity and the profiling of consumer behaviour
are concerned, the question is whether or not consumers really regard them as
problematic. Although it has often been said that consumers do not want others to
know how much money they spend and where they spend it, this has not prevented
for instance debit and credit card systems fr()m obtaining wide consumer
acceptance, although with these systems the issuers know who spent how much
money and where it was spent. In addition to this, consumers seem willing to

40
F.conomist 20(M), p. 9

41   ECB 1999, p. 20.
42  Btihle and Krueger 2()01, p. 12 and p. 21. Figures about the numbers of Internet buyers:

Nielsen//NetRatings quoted in ebizchronicle.com (2(*)1)
43 I.afferty as quoted in epayner\-s 2()03.
44     Weinberg  1999. p. 47.  For a description o f the SSL protocol, see section 5.4.2.
45

Economist 20()(I, p. 9

150



CHAIrrER 5

sacrifice their anonymity in return for discounts or other bonuses in various
consumer loyaln· schemes, which does not agree well with the view that consumers
in general highly value their privacy. It might therefore be concluded that electronic
payment schemes of which the business case is based,  to a large extent, on offering
anonymous payments may find it harder to gain acceptance than might be thought.
Issues such as ease of use are likely to be more important.

As for the global reach of the Internet, it can be said that although the Internet
opens up possibilities to buy goods and services from anywhere in the world,
people still tend to live their lives rather locally. This is evidenced by the fact that
90% of purchases is carried out within the region in which people live.46 Aforeover,
in the case of the sale of tangible goods, sellers who do business around the world
will, in all likelihood. have to depend on nationally or regionally organised
distribution networks.  Use of such localised networks opens the possibility o f using
national payment solutions, instead of having to rely on newly developed Internet-
based payment systems.

Besides tangible goods, there are of course intangible ones as well as services.
Especially in relation to intangible, digital products such as newspaper articles and
other text documents, music and video files, the case for micro-payment svstems
has been argued and their impending breakthrough has been announced on several
occasions. However, these high expectations have, so far, failed to materialize.
Some even claim to know that they never will. Why would people allow themselves
to be forced into paying whatever small amount for things they can probably get
for free elsewhere on the Internet? And how could consumers be convinced they
should decide whether or not they want to buy and pay for products which, on the
other hand. are said to be virtually without charge747 'I'he issue of available
alternatives is also relevant to the chances of success for micro-payment systems.
Instead of using special micro-payment systems, use could also be made of pre-
and postpaid schemes. In the first case, low-value purchases would be paid for in
advance. while, in the second case, a certain  number of transactions, each of which
by itself would constitute too small an amount of value to have it processed
separately would be aggregated, or metered, and paid for after the transactions have
been carried out. Purchases of digital products could be aggregated by ISPs or
telecom operators and payments could then be settled via the telephone bill, for
instance. Hence, ISPs or telecom operators could become plnyers on the market
for financial services, for the sale of newspapers and graphics or music,
subscription schemes may also be an interesting alternative tc) micro-payment
systems.48 The remaining market for micro-payment systems would then be limited
to that consisting of spontaneous purchases of digital products from merchants
from whom individual consumers buy only infrequently.49 In addition, competition
for low-value payment systems might also come from remote access instruments.

In the past. these systems were thought to be too expensive to process payments in

46    Bade and Riehm 1998a, pp. 41-42.

47   Shirk) 2000·
48   Bohle and Riehm 19986, p. 45: 0KlIA! 2001.
49   Bohle and Riehm 1998b, p. 45.
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small amounts economically, because of the telecommunication costs involved.
However, with developments in the technology of remote access instruments and if
communication costs come down, remote access payment instruments may further
reduce the need for special low-value payment systems.50

Above, alternative ways of payment have been mentioned. Often these
alternatives involve more or less traditional payment systems that are already well-
established, or the newly developed systems resemble old ones. This brings forward
the issues of consumer behaviour and payment culture. Consumers are slow to
change their behaviour.51 Therefore, new electronic payment systems probably
have a better chance of gaining consumer acceptance if they are similar to, and
perhaps modified forms of, already existing, well-known, and trusted payment
instruments.  The new electronic payment systems  that will be success ful  in  the  end
will thus possibly look like present payment techniques.52

New forms of electronic payment will also fail to be accepted by consumers if
they do not offer clear added value over existing payment instruments. As
discussed above, the absence of clearly identifiable added value for consumers in
relation to electronic purses is probably one of the reasons wh)  such systems have
not become as successful as had originally been anticipated. Additionally,
consumers want payment systems that are easy to use. A simple solution will beat a
complicated one any time.

This circumstance has been used to explain the failure of Internet-based
electronic payment systems that require users to download and install special
sc,ftware, often called wallets, before they can be used for the first time.53 People
either find such downloads t(,() cumbersome, or they are simply not able to
correctly install the required software. In both cases, consumers face a barrier
before they can use a certain electronic payment system, a situation that is likely to
be sufficient to deter them from accepting such systems. Here it should be
remembered that, from the perspective of consumers, B2C payments are regarded
as 'dissatisfiers', meaning that successful payments do not increase the satisfaction
consumers get from their purchases, but rather do not decrease it.

Ease of use also requires payment systems that can be used with a large number
of merchants. It is no gc,od if only a small number of merchants accept a specific
payment system. This requirement can become problematic, however, if a payment
scheme is not accepted by consumers due to a lack of participating merchants, and
merchants are hesitant to participate because of the cautious attitude of consumers.
Aforeover, cc,nsumers should not be overwhelmed by a myriad of payment s>·stems
and systems should be interc,perable. As mentioned, numerous systems have
alread> been developed. This is true both on an international level as well as on
various national ones. Such market fragmentation may lead consumers to be forced
to use different electronic payment systems with different merchants for similar
purchases.

50   ECB 1998. pp. 9-1(). Bdhle et al. 2(X)(), p. 8.
51   ECB 1999. p. 19. Iiartanian 2()(X).
52   Bijhle et al. 2(*)0. p. 10.
53     Weinberg  1999. p. 47. I kise 20()(1.
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One way in which some measure of standardization can be achieved is if large,
possibly internationally operating companies would create electronic payment
instruments. In this respect companies like Microsoft, AOL Time-Warner but also
big supermarket chains have been mentioned.54 Standardization does not imply,
however, that all electronic payment systems must ultimately converge into a single
one. Different requirements may ven· well lead to different solutions and, in the
end, several types of electronic payment systems may therefore coexist. The
problem of consumers being forced to use different electronic payment systems
with different merchants can, at least partially, be solved on the merchant side by
the use of payment intermediaries. These intermediaries place themselves between
merchants and issuers o f payment systems. Through them, and  for a fee, merchants
can offer a wide range of payment products, which should meet the needs of many
consumers. The intermediaries, on their part pass on the transactions to the issuers
of the various payment systems. The firms Bibit and Worldpay are examples of
such payment intermediaries.

Finally there is the issue of payment culture. In different countries, the mix of
payment systems used, like cash, and paper-based and electronic payment
instruments, is different. It is often remarked, for instance, that the United States
are a check country, while a number of European countries, including the
Netherlands, and sometimes the European Union as a whole, are qualified as giro
countries.55 And although the worldwide trend in the development of payment
systems is towards a reduction of the use of cash and :in increase in the use of
electronic payment instruments, substantial differences between various countries
still exist.56 These differences could influence the readiness of consumers to accept
new forms o f payment.57

5.4 Cryptography
Cryptography is a key technology in relation tc, electronic payments. It can, for
instance, be used to identify the parties involved in financial transactions or to
provide confidentiality of communications. 7'he latter use of cryptography in
electronic pm·ment systems has lead to fears that money launderers using electronic
pa>·ment systems might remain anonymous and that transactions might be
impossible to trace. In section 5.4.1, the basic concepts of cnptography will be
introduced. 'rhis will then be followed by a discussion of two cryptography-based
systems, namely, Secure Sockets Layer (SSL) and Secure Electronic Transaction
(SET), that are both used to secure financial transactions over computer networks.
These systems will be discussed in sections 5.4.2 and 5.4.3, respectively.

54   BCG 2(M)(k. p. 1. O\TUAI 2(101.
55      Bjihle  mid  Krueger 20()1,  pp.  4-8.

56  See, for instance. The Boston Consultanci Group quoted in l'K 20(K)-2()01, 27863, no. 2,
P. 18.

57   ECB 1999, p. 15.
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5.4.1 Introduction

5.4.1.1 Definition and background

Traditionally, cryptography is the art and science of secret writing. 71lrough the use
of cryptography, messages that are in human-readable form, often called plaintext
or clear text, can be disguised in such a way as to hide their true substance. This

process is called encryption and its product is called code or ciphertext. The reverse
process, that is the process of restoring encrypted messages to their original,
human-readable form, is called decryption.

Cryptography is an important technology because of its usefulness in securing
communications. When people communicate with each other, they usually want to
be sure of a number of things. First of all, they want to be sure that the other
person is who he says he is. This issue is called authentication. Secondly, people
must be able to trust that their messages reach their destinations unaltered, that is,
the original information should not be replaced or changed between sending and
receiving. This is the matter of integrity. Thirdly, once a sender has sent a messages,
he should not be able to deny he did so. This is called non-repudiation. And
fourthly, people sometimes want the content of their communications to remain
confidential. Additionally. people may also want to store their communications in a
secure m:Inner. Under normal circumstances, signing messages, sending them in
envelopes, and putting them safely away in vaults is often sufficient to achieve
these goals. However, if higher levels of security are needed, or if things like
signatures and envelopes no longer work, as is the case with electronic
communications, cryptograph> offers a number of solutions.

People have almost always had a need for secure communications, for instance,
for diplomatic communications and communications in times of war. Cryptography
therefore has a long history: even the Spart:Ins in ancient Cireece and the Romans

used it. 7'he Spartans used a cryptographic system in which a strip of parchment or
papyrus was wrapped around a staff. Next, the message to be encnpted was
written vertically along the staff, resulting in the letters of the message being all
mixed up once the strip of parchment or papyrus was taken off the pole.
Decryption was accomplished by wrapping the encrypted message around a pole of
the same thickness as the original one, after which the original message could again
be read vertically off the pole. In ancient Rome, Julius Caesar hirnself invented a
cryptographic system in which each letter in a text was encrypted by cyclically
replacing it with the letter three places further down the alphabet. Afterwards, the
encrypted text could be decrypted by replacing each letter in the encrypted text
with the letter three places up the alphabet.58

In order to encrypt and decrypt messages, cryptographic systems can basicall>
use TWO different schemes. In the first scheme, cryptographic systems work
analogously to dictionaries in that words or even entire sentences are translated into
other words or symbols. Such systems, in which each word or combination of

58 The examples are taken from Kahn  1967, p.  82 and p.  84.
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words has its own translation and the input and output exist as pairs, are called
codes. Codes are rarely used nowadays. In the second scheme, messages are
encrypted by replacing each letter or symbol in the original message by other letters
or symbols. Such systems are called ciphers. Unlike codes, ciphers do not depend
on the existence of input-output pairs, and any message can be encrypted. Ciphers
are therefore much more flexible than codes and virtually all cryptographic systems
in use today are ciphers. Since the advent of the computer, cryptographic systems
hardly ever operate on traditional letters and symbols. As all data in an electronic
environment are represented by bits and bytes, they nowadays operate on zeroes
and ones instead.

Besides two basic types of cryptographic systems, namely, codes and ciphers,
two basic npes of ciphers can be distinguished: transposition and substitution
ciphers. Transposition and substitution ciphers differ in the way in which they
translate plaintext into ciphertext. With transposition ciphers, the characters used in
the plaintext remain the same, but they are transferred to other positions in the
text. In other words, the characters are mixed up. The cryptographic system used
by the Spartans discussed above is an example of a transposition cipher. With
substitution ciphers, on the other hand, the characters in the plaintext do not
remain the same: instead they are replaced by other symbols. 7'he cryptographic
system invented by Caesar mentioned above is an example of a substitution cipher.
In a cryptographic system, elements of both transposition and substitution ciphers
mar be combined.

Encrypting and decrypting messages can be described as mathematical
functions that translate plaintext into ciphertext and back again. These
mathematical functions form what is called a cryptographic algorithm. In the case
of the Spartans, the algorithm amounted to wrapping a strip of parchment around a
pole of a certain thickness and writing a message vertically on it, thus changing the
order of the original message, while, with Caesar's substitution cipher, the
algorithm was tantamount to shifting the letters in the plaintext a certain number of
positions in the alphabet.

The examples also show, however, that the outcome of the encryption process,
that is, the ciphertext, does not depend on the plaintext and the algorithm used
onh. Depending on the thickness of the stick used by the Spartans and the exact

number of positions characters are shifted in the alphabet in the Caesar cipher, the
ciphertexts produced in both cases would have looked different. In other words, in
addition  to the plaintext  and the algorithm  used, the outcome  of  the  encr> ptic,n

process also depends (,n an extra parameter. This parameter is called a key. One of
the benefits the use of keys offers is that it allows different parties that want to
communicate among themselves to use the same algorithm, while still ensuring
confidentialin: Additionally, the use of keys makes it possible for algorithms to be
made public and analysed for any weaknesses they might have, without having to
breach security. The use of keys is not limited to the examples of ancient histon
They arc used in modern cn·ptographic systems as well In a modern electronic
environment, however, cryptographic keys do not come in the form of the
thickness of a stick or a single number. Instead. keys are formed by bit strings of a
certain length.
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Keys are of crucial importance to the level of security that cryptographic systems
can offer. In an ideal situation, one in which the algorithm of a specific cryptogra-
phic system has been made public and in which this algorithm is constantly
scrutinized for possible weaknesses and none are found, security depends on the
difficulty or ease with which unauthorized persons can find out the keys that are
used in the system. Tile difficuln of finding out keys in turn is determined by their
length, the mathematics with which they are generated, and the soundness of the
way in which they are managed.59 As keys are strings of bits, each of which can be
either zero or one, adding one bit doubles the number of possible keys. If a key is
to be found by tn'ing all possible combinations, that is through a brute force attack,
such an action would, in principle, double the workload for anyone trying to gain
unauthorized access to encrypted information. Keeping keys safe from brute force
attacks can therefore be characterized as a constant struggle with keys of steadily
increasing length. on the one hand, and ever increasing computing power, which,
according to Moore's law, doubles about every 18 months.   On the other  hand.
growing computing power enables more and more key combinations to be tried in
ever smaller amounts of time. 'I'o prevent a situation in which the>· are not able to
crack the cryptography used by criminals to hide their illegal activities,
gc,vernments, especially in the United States, have, in the past, limited the key size
in cryptographic products destined for export to 40 and later 56 bits. Such keys are
vulnerable to brute force attacks. In applications in which cnptography is used
exclusively to secure financial data, however, the use of stronger encryption is often
allowed.60 .[R elatively more robust keys for encnpting financial information have
been granted licenses for export by the U.S. government'.6 1

Based on what keys are used during encryption and decryption, a further
subdivision of cryptographic systems can be made. If the encryption key and
decryption key are the same, a cn·ptographic system is called symmetric. Otherwise
a system is called asymmetric. Symmetric mid asymmetric cryptography need keys
of different lengths to provide the same levels of security. While the length of keys
in symmetric systems usually varies between 56 and 128 bits, asymmetric systems
offering comparable security should use keys varying in length from 512 to 2048
bits.

5.4.1.2 Symmetric cryptography

With symmetric cryptography, the same key is used to encrypt and decrypt
messages. Eymmetric cryptography can be used to ensure confidentiality,
authenticity, non-repudiation, and integrity of messages exchanged between two
communicating parties. As lc,ng as the key is kept secret, unauthorized persons
cannc,t encrypt or decrypt messages, while authorized persons can be identified and
cannot claim they did not send specific messages.

59 See section 5.4.1.5 for a discussion of ker· management.
w   ()'Alahony et al. 1997, p. 25. De Wolf 1999. p 273.
61   ITA 1997, p. 41
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Two kinds of symmetric cryptographic systems can be distinguished, namely,
stream algorithms or stream ciphers and block algorithms or block ciphers. Stream

ciphers operate on a plaintext bit by bit or byte by byte, while block ciphers operate
on groups of bits in the plaintext, called blocks. The main advantage of symmetric
encryption systems is that they are fast, much faster than asymmetric systems. On
the other hand symmetric cryptographic systems have two major drawbacks. First
of all, each pair of persons wanting to communicate needs a different key.
Otherwise the various groups could encrypt and decrypt each other's messages.
This quickly leads to a situation in which a relatively small number of persons
needs a large number of keys to communicate securely with anyone else in this
group.62 Secondly, symmetric keys need to be distributed securely prior to the first
communication between parties. Encrypting symmetric keys with other svmmetric
keys does not solve this problem, because the former keys also have to be
distributed first. Use of asymmetric cryptography can solve this problem, however.
This will be discussed in section 5.4.1.3.

Several well-known symmetric cnptographic systems exist. The best-known
one is probably DES. DES stands for Data Encnption Standard. The s>·stem was
adopted  by  the US government  in 1976 following a request for ciphers  by  the  US
National Bureau of Standards. DES, which has its origins in sin internal IBAI
project called Lucifer, uses 19 rounds of transpositions and substitutions to encrypt
and decrypt messages and it uses 56-bit keys. To enhance security, use can be made
of triple-DES. With triple-DES. a message is encrypted three times using the DES
protocol. A number of variations are possible with triple-DES depending on the
number of different keys that are used and on the pattern for encn·ption and
decryption. In one such pattern, messages are encrypted in step one using one key,
'decrypted' in step two using a second key, and encrypted again in the final step
using a third key. Decryption then follows the pattern decryption-encryption-
decnption.

Other symmetric cnptographic systems than DES include IDFA, AES, RC2,
RC4, and RCS. IDEA, or the International Data Encryption Algorithm, is a block
cipher and uses 128-bit keys. It started in 1990 as PES or Proposed Encryption
Standard, which was later modified and renamed to become IDEA.63 AES, or the
Advanced Encryption Standard, is also a block cipher and supports key lengths of
128, 192, and 256 bits. AES is considered as a successor to DES, the security of
which has weakened due to advances in the analysis of encrypted messages and in
computing power. R(.2, RC4, and RC5 are all cryptographic s>·stems that were
designed by Ron Rivest. RC stands for Rivest Cipher although unofficially it is also
said to stand for Ron's Code. RC2 and RC5 are both block ciphers. While RC2
uses keys of variable length, with RC5 block size and number of encryption rounds
have been parameterised as well. RC4 is a stream cipher and also uses keys which
may var>· in size.64

62      A group of  1 (*) people would need  4.950  keys.
63   Schneier 1996, pp. 319.

64   C)'Afahony et 11 20()1. pp. 22-31
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5.4.1.3 Asymmetric cryptography

In asymmetric cryptographic systems, different keys are used for encrypting and
decrypting messages. Asymmetric cryptography was invented by Whitfield Diffie
and Alartin Hellman  in 1976. Although the National Securin· Agency in the United
States has claimed it developed the concept already  in  1966, no evidence in support
of this claim has been produced.65 With asymmetric cryptography, the keys used
for encrvption and decryption come in pairs. One key is kept secret at all times.
This is called the private key. The other key is made public and is known as the
public key.66 In contrast to symmetric ctyptography, in which there is one secret

key, asymmetric cryptography is also called public-key cryptography.
Public-key cryptography is based on a special type of function, called one-way

trapdoor functions. One-wm functions, of which one-way trapdoor functions are a
subset, are functions that are easy to compute in one direction, but verr hard in the
opposite one. Here, ven* hard means that it would take a normal computer billions
of years or longer, possible even longer than the universe has existed, to carry out
the calculation. This quality of one-way functions might be compared to the
behaviour of a drop of ink diffusing in a glass of water. After a while, the ink has
completely mixed with the water and occupies the entire glass. The reverse process,
however, that of the diffused ink reassembling itself into a single drop, is, although
theoretically not impossible, extremely unlikely. Like one-way functions in general,
trapdoor one-way functions are also easy to calculate in one direction and nearly
impossible in the other. If, however, a person possesses some piece of secret
information, that is the private key, the reverse operation becomes easy, hence the

name trapdoor one-way function.
With public-key cnptography, public keys are, in principle, used for encrypting

messages and private keys for decrypting them. Encrypting messages with private
keys would do little good to keep their contents confidential, because in such a case
the keys needed for decryption would be publicly available. Keeping messages
confidential using public-key cryptography works as follows. Suppose sender .\
wants to send an encrypted message to receiver B. The first thing A and B have to
do is agree on a cryptographic system. Then a public-private key pair is generated
for B. After composing a message for B, A encn·pts it using B's public key. Upon
arrival of the ciphertext, B decnpts the message with his secret private key. In this
way, confidentiality is ensured. Anyone can send B encrypted messages using B's
public key, while only B can decrypt them, because. as long as he keeps it secret, he
is the only one with the correct private key.

Although the scheme outlined above provides confidentialin· it does not
provide authentication. .\n>·one can send messages tc, B without identifying
themselves. Public-ke\- cryptography, however, can be used to solve this problem.
Suppose again that.\ wants tc, send B a message, but that this time B must be able
to trust that A is really who lie claims to be. After .\ and B have agreed on a
cn-ptographic system, a public-private key pair is again generated. This time,

65
Schneter  1996, p.  31.

60   See section 5.4.1.5 on how keys can be made public securely.
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however, the keys are generated for A. When the message is ready to be sent, A
signs it with his private key. After the message has reached B, he can check that the
message really came from A by verifying it against A's public key.67 By using public
and private keys in this way, authentication can be ensured. Unlike in the previous
scheme, however, this use does not provide confidentiality. As the only thing
needed to read the messages sent to B is A's public key, which is widely available,
anyone who obtains the ciphertext sent to B can decrypt and read it.

By combining both of the encryption schemes outlined above, both
confidentiality and authenticin- can be ensured simultaneously. Suppose once more
that A wants to send a message to B. This time, the content of the message must
not only remain confidential, but B must be able to trust that the message really
came from A as well. To accomplish this, two key pairs are generated, one for A
and one for B. A then signs his message for B not once but twice before sending.
First, he uses his private key. This ensures that B can later check the message came
form A using A's public key. On top of signing the message with his private key, A
also signs it using B's public key. In this war, onlv B can open and read the
message. Once B has received the message, he can verift- it using his private key
first :Ind A's public key next.

Authentication of parties wishing to communicate can also take place using
protocols called challenge-response protocols. The theory behind these closely
resembles that discussed above. With challenge-response protocols, one party
challenges the other with a random number on which a specific calculation must be
carried out. The correct execution of this calculation depends on the challenged
parn· having some secret information like a secret or private key. If the correct
answer is returned, the challenged party has been identified. Challenge-response
protocols can use both symmetric and asymmetric cryptography.

As discussed above, public-key cryptography offers important solutions to the
issues of confidentiality and authenticity, from which follows non-repudiation. By
encrypting messages, public-keb· cryptography can, like symmetric cryptography,
also ensure integrity of messages. This matter will be discussed further in the
section 5.4.1.4. Additionally, public-key cryptography does not require parties that
want to communicate securel>· with each other tc) exchange keys beforehand as is
required in symmetric cryptographic systems. In spite of these advantages, public-
key cryptography also has one main disadvantage, namely, that public-key
cryptography works significantly slower than symmetric cryptography, which
reduces the speed of communications. By using public-key cryptography to
encrypt, distribute, and then decrypt symmetric keys, however, optimum use can be
made of the flexibilin· that public-key cn·prography offers for exchanging keys, as
well as of the speed offered by symmetric cryptography. Once the symmetric keys

67 Sometimes the terms 'encrypting with a private key' and 'decrypting with a public key' are
used instead of respectively 'signing' and 'verifying'. as was done in the above text. From a
technical point of view. h(,wever. the various terms are generally not interchangeable.
Interchanging terms is only possible in one cr>·ptographic system, namely RSA. Schneier
1996, p. 39. For an understanding of basic concepts. which is the aim of this section. the
difference in the use of terms is not essential.
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have been distributed using public-key encryption, communications can be secured
through use of fast symmetric cryptography. In such instances, the symmetric keys
are also called session keys, that is, keys that are used to secure a specific
communications sessions. Each time a new session is started, new symmetric keys
are distributed using asymmetric cryptography. In this approach, public-key
cnptograph>· acts like a digital envelope for the symmetric session keys.68

Probably the best-known implementation of public-key cryptography is formed
by the RSA protocol. RSA stands for Rivest, Shamir, and Adleman, the three
cryptographers who developed it in  the late  1970s. The security o f RSA depends  on
the difficulty of factoring large numbers, that is, writing a number as the product of
the multiplication of two other numbers. After messages have been digitised into
bits, encryption and decryption are accomplished by exponentiation of blocks of
bits using the keys as exponents. RSA applications  typically use key lengths of 1,024
and 2,048 bits.

5.4.1.4 Message integrity, hashing, and digital signatures

In the previous two sections, it has been shown that symmetric as well as
asymmetric cryptography can be used to provide confidentiality when sending

messages. There can be instances, however, in which confidentiality is unnecessary
and only integrity is required. In such situations, people do not mind others reading
their messages, but want to be sure their contents have not been altered in transit.
Encnpting entire messages is then not needed and a technique called hashing or
message digesting may be useful. Hashing can be used to produce something
analogous tc) a person's fingerprint for messages. It is based on the use of one-way
functions, which have been discussed in section 5.4.1.3.

Using a one-way functic,n, called a hashing or message digesting algorithm, and
a message the integrity of which must be prc)ven as input, a new, short message of
fixed length is produced. This message is called a hash. Subsequently, the hash can
be encrypted using either symmetric or asymmetric cn·ptography to become what
is sometimes called 61 Alessage Integrity Check (MI(Z). This Al IC is then appended
to the original message and together they are sent to a receiver. Upon arrival of the
message and the AIIC, the receiver can check whether the message has been altered
in transit by calculating the hash of the message himself, using the same algorithm
as the sender. He can then compare this hash to the decrypted hash that was sent
in the MIC.. If the two match, the receiver can be sure the message was not
tampered with. In a somewhat modified scheme, hashing algorithms ma>· use a
cn ptographic key as an extra input in addition to the original message. The hash,
which is now called a IKIessage Authentication Code ( L\C). then depends not only
on the message itself but also on the key used. Good hash functions are collision-
resistant. l'his means that it is hard to generate two different messages that produce
the  same  hash. Well-known hashing algorithms  arc   AID5  and the Secure   1 lash

68 Another disadvantage of the use of asymmetric cryptography is that its use requires a public
key infrastructure to authenticate public keys in order to ensure that the holders of such  keys
are who ther claim to be. See section 5.4.1.5.
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Algorithm (SH.·\).  AID5, in which ILID stands  for Niessage Digest, was developed
by Ron Rivest and produces a hash of 128 bits. SHA was developed by the US
National Institute of Standards and generates a 160-bit hash.

If a hash is signed with a person's private key, the result is called a digital
signature. Digital signatures serve much the same purposes as traditional,
handwritten signatures. Like handwritten signatures, digital signatures can be used
tc, prove authenticity and integrity of messages. If someone receives a digitally
signed message, he can check its authenticity by using the alleged sender's public
key to decrypt the hash. If that hash matches the hash the receiver has calculated
himself using the original message and the same hashing algorithm as the sender,
the receiver can be convinced of both the integrity of the message and the
authenticity of its sender. Special algorithms exist that have been developed
specifically to generate digital signatures. Such algorithms cannot be used for
encryption. One such algorithm is the Digital Signature Algorithm (DSA).

When communications involve three or more parties, digital signatures can be
used to keep the content of individual messages secret from certain parties, while,
at the same time, all parties can be sure of the authenticity and integrity of all
messages. This can be achieved through the use of a concept called dual signatures.
Dual signatures can be useful in relation to, for instance, credit card transactions
over the Internet. Such transactions involve a consumer, a merchant, and at least
one financial institution. For reasons of privacy and fraud protection, it may be
desirable to keep the financial data of the transaction secret from the merchant,
while there is no reason for the financial institution to know what the consumer
ordered.

Dual signatures work as follows. First, two related messages are generated. With
a credit card transaction, one contains, for instance, a consumer's financial
information, while the other holds the order information. Then, both messages are
hashed separately. After that, the two hashes are combined and hashed to form a
new hash which is subsequently encrypted with a secret key to form a dual digital
signature, in this case, the consumer's. If this consumer now sends his c,rder
information, the hash of his financial information, and the dual signature to the
merchant, the merchant can check the validity of these messages by calculating the
hash of the order infc,rmation, combining this hash with that of the financial data
and comparing the result with the dual signature. If a match is obtained, the
merchant can be sure of the validity of the received messages and of the existence
of a message containing the consumer's financial information, although he has not
had access to this information. The financial part of the transaction is dealt with in
a similar wa>, but invc,lves the cc,nsumer's financial information, the hash of the
order information, and the dual signature.69

A special type of digital signatures is formed by a class called blind signatures.
Blind signatures allow persons to digitally sign documents without knowing their
contents. The concept of blind signatures was invented by David Chaum. Using
this concept and the RS.\ algorithm, he developed an electronic money system

69 See section 5.4.3 for a financial transactions protocol using dual signatures.
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called eCash.70 In order to obtain a blind signature, a person first multiplies a
message with a the blin(ling factor consisting of a random number raised to the
power o f the signer's public key. After that, the message is sent off. The signer then
digitally signs the entire message using his private key, after which it is returned to
the sender. The sender in turn divides out the random number he used previously,
leaving the original message, which is now signed with the signer's private key.

5.4.1.5 Key management

In public-key cryptographic systems, one key, the private key, is kept secret, while
the other one, the public key, is made public. In principle, people could distribute
their public keys on their own by giving them to any one who wishes to use them.
It would be more practical, however, if the public keys of many persons were made
available through some central institution or network of institutions. In that case,
anyone looking for a specific public key could simply check a central database.
Aloreover, the central institutions could provide some guarantee that the public
keys in their databases really belong to those they are claimed to belong to. After
all, if persons were to distribute their public keys themselves, they could claim to be
anyone they would like. Central institutions like those rnentioned above exist. They
are called Trusted Third Parties (ITPs) or Certification Authorities (CAs) and their
guarantees  are  called  certificates.

Each certificate contains information that binds a name to a specific public key.
This information includes the identin of the holder of the key, the key itself, the
CA's identin·, as well as the certificate's validity dates. A certificate is signed using
the CA's private key to ensure authenticity and integrity. Persons who want to use a
certificate should therefore possess the CA's public key. The reliabilitv of
certificates depends on how reliable the issuing CAs are themselves. If CAs certify
keys without properly identifying their holders, the usefulness of certificates will be
very  limited.  I f,  on the other hand, holders  are  identified,  for  instance by requiring
their physical presence and the presentation of identification, certificates could be
helpful in establishing trust in a digital environment.

CAs may themselves be certified by other CAs. This is called certificate
chaining. Certificate chaining can be helpful, because it is very unlikely that all
public keys and their certificates will be contained in a single database held by a
single CA. In a hierarchical structure, CAs are organised along the lines of a tree,
with a central or rocit (LA at the top and with groups of other, linked CAs forming
the branches.71 .\11 users in such a structure possess the public key of the root CA
and certificates in individual braches are chained. If a message using keys certified
by a CA lc,cared in one branch is sent to a receiver located in another one, it
contains the certificates of all preceding  -As in the branch it started from, up toC
the signature of the root C.\. '1'he receiver of the message can therefore trace the
chain of trust back tc, the rc,c,t (..4. which all users trust.

711 See section  5.6.4.2 for a discussion of eCash.
71 This structure is similar to that of the Domain Name System discussed in section 2.4.3.2.
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Finally, it should be mentioned that key management is not only a matter of CAs
certifying public keys. It also includes the management of private keys as well as
that of secret keys in symmetric systems. 'Ihese need be kept safe at all times. As a
chain is only as strong as its weakest link, it is no use to build a hight> secure vault
and leave the keys unguarded.

5.4.2 Secure Sockets Layer

Secure Sockets Layer (SSL) is a protocol designed to enable secure communications
across computer networks like the Internet. Originally developed by the Netscape
corporation, SSL is now widely available in web browsers such as Netscape
Communicator and Ahcrosoft's Internet Explorer. One of its main application is
found in securing credit card transactions and electronic banking applications on
the Internet, although it was not designed specifically to secure financial
transactions.

With reference to section 2.4.5.2, in which the TCP/IP layer model of network
communications was discussed, it Can said that SSL operates on top of the 1'(IP
and IP layers, on the one hand, and below the application layer, on the other. While
the first two layers handle the task of sending information across computer
networks, the top layer holds protocols like HTTP, which is the basic protocol for
the World Wide Web. Because of its location in the layer model, SSL can be used
to secure information coming from all sorts of different applications. Using
encryption, SSL can provide confidentiality, integrity, and authenticity of messages
if all parties taking part in the communication are SSL enabled. To accomplish this,
SSL relies on asymmetric cryptography to set up symmetric session keys.72

In principle, the SSL protocol supports a number of different cryptographic
systems. Which systems are supported exactly and what security they offer may,
however, depend on the specific version of SSL used and on export restrictions
limiting key length.73 Additionally, supported systems may also be disabled by
users. Ciphers as well as hashing and digital signature algorithms frequentl\· used in
the SSI. protocol include DES, triple-DES, RC2, RC4, RSA, MD5, SHA, and
DS.7.74 During SSI. sessions, the strongest cipher supported by both
communicating parties is used.

How does an SSL session work? An SSI. session involves two parties, the client,
for instance an Internet shopper, or, to be more precise, an Internet shopper's
computer, and the server, which, in this example, may be the computer of an
Internet merchant. Both parties must be SSL enabled. 'Ille client initiates the
communication by requesting connection to a secure server. 7'he server then
responds by sending its certificate which includes the server's digital signature to
the client. The sending of the server's certificate has been said to be a minimum

72 See section 5.4.1.3.
73 See section 5.4.1.1.
74 See sections 5.4.1.2-5.4.1.4.
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requirement in the protocol.75 Subsequently, the client verifies the server's idenriny
by checking, first of all, whether the current date is within the validity period of the
certificate, secondly, whether the CA issuing the certificate is trustworthy, thirdly,
whether the CA's public key validates the CA's digital signature on the certificate
and, fourthly, whether the domain name in the certificate matches the server's
actual domain name used in the communication. To verify whether a CA is
trustworthy, browsers contain a list of trusted CAs. Checking the server's domain
name is not technically part of the SSL protocol and it is the client's responsibility
to support it. It is the only protection against a type of securin· attack called a man-
in-the-middle attack. In such attacks, a third party intercepts 5111 communications
going back and forth, and presents itself to both communicating parties as being
the other party, while substituting its own messages, like its own URL, for the
original ones. If desired, the client can be authenticated as well. This is done by
checking the client's public key in relation to the client's digital signature on some
random data known to the server, the validity period of the client's certificate, the
trustworthiness of the certificate's CA, as well as by checking the validity of that
CA's public key in relation to the CA's digital signature on the client's certificate.
Additionally, there is an option in which a server can blacklist revoked user
certificates. Besides all this, the SSL protocol also has the client and server agree on

a cipher. This is done by having both parties exchange a list of supported ciphers,
after which the strongest common cipher is chosen. Izinally. symmetric encnption
keys are distributed using asymmetric cn·ptography. Once the symmetric keys have
been received and decn·pted, they are used for the remainder of the session and the
actual communications session can begin.

As mentioned at the beginning of this section, SSL is widely available and at
present it is frequently used to send credit card data over the Internet. As such, SSL
has helped to establish a basic trust in e-commerce and although consumers are still
often said to be wary of transmitting their credit card numbers, some think the
security offered b>· SS]. may be enough for e-commerce transactions.76 In spite of
all this, SSI. has also been criticized. 'Ihis criticism mainly relates to the way in
which SSI. handles authentication and to reported weaknesses in ciphers supported
br the SSI. protc>col. 'lhe latter argument, of course, does not involve the SSL
prc,tocol itself, however.

With respect to the issue of authentication. the main argument brought forward
against SSI. is that, ill contrast to, fc,r instance, the Secure Electronic Transactions
protocol, that will be discussed in the next section, SSI. does not authenticate all
parties involved  in  a  communication.  7 his  is  certainly  true with regard  tc)  SSI.
clients. In the SSI. prc,t(,col, client authentication is optional. However, such a
situation is not necessarilb· problematic. Just as consumers in brick-and-mortar
shops are not identified, why shc,uld ther· when sending their credit card
infc,rmation to an internet merchant? .\ similar situation exists with regard to mail
and telephone ordering in which consumers are also not identified. The issue of
server authentication is more cc,mplicated. As mentioned above, server

7:  Netscape 1998.
76     Weinberg  1999,  p.  47.
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authentication has been said to be a minimum requirement within the SSL
protocol. It has also been stated. however, that server authentication is not essential
to an SSL connection and the abilin· to send and receive encn·pted data.77 This
suggests that, in addition to client authentication, server authentication is also

optional in the SSL protocol. When talking about shopping consumers. such a
situation would already be more of a problem than the previc,us one, because
usually consumers want to be sure of the identity of the merchant they are
supposedly dealing with. On the other hand, it could be argued that consumers
simply must not do business with merchants that do not identift- themselves.

5.4.3 Secure Electronic Transaction

Secure Electronic Transaction (SET) is a protocol that was designed specifically for
securely transmitting payment card related transaction information over networks
such as the Internet. SET enables financial and other transaction related data, like
order information, to be sent safely between consumers, merchants, and financial
institutions, without directly transferring funds. The actual processing of payment
transactions, including the transfer of funds, is done via the existing financial
infrastructure without the use of SET. Developed by VISA and Mastercard, two
large credit card companies, together with firms like Microsoft, IBM, and Verisign,
SET was launched in 1996. This introduction followed and built on earlier, separate
attempts by VISA and Alastercard, and their teams of supporting companies, to
develop their own secure payment systems, called Secure Transaction Technology
(SIT) and Secure Electronic Payment Protocol (SEPP), respectively. Since its
introduction, SET has kept evolving. Originally, SET was designed to secure credit
card payments. In later versions, however, it can also be used to Conduct for
instance debit card, chip card, and m-commerce transactions.78 An application
called Chip-Secure Electronic 'I'ransaction (C-SET) using chip cards for extra

security has been developed as well, as has a model of SET called 3 Domain SET
(3D-SET).

7'llc aims of SET are to provide electronic payment transactions with a certain
level of trust and to reduce the risk of fraud. 'I'o these ends, all parties involved in a
S147' transaction can be authenticated. Additionally, Slil is used to secure the
communication between parties, as well as authorize and capture, that is settle,
payments. To achieve these goals, SET relies on a mix of symmetric and
asymmetric cryptography. DES is the default symmetric key algorithm used in SE. F
t(, protect sensitive financial data. The asymmetric RSA algorithm is used for digital
signatures, certificates, and envelopes.79

In principle, there are four parties to even· card-based transaction: the
consumer or cardholder, the merchant, the merchant's bank, which is sometimes
also called the acquiring bank, and the ccinsumer's bank, also called the issuing

77     Netscape  1999.
78 See sections 5.6.1.3 and 5.6.2.3 for a Dutch application which used SEI' to secure credit and

debit payments.
7() AiasterCard and Visa  1997, p. 64.  See also sections 5.4.1.3-5.4.1.5.
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bank. With electronic transactions, the acquiring bank receives payment trans-
actions through a payment gateway before channelling them into the existing
financial infrastructure for clearing and settlement with the issuing bank, a process
which, as mentioned at the start of this section, is carried out via the existing
financial network. If the consumer and merchant have the same bank, acquiring
and issuing bank are one and the same, but in general this need not be the case. To
be able to participate in SET transactions, cardholders, merchants, and payment
gateways must be SET-enabled. For cardholders, this means that they must obtain
a piece of software called a digital wallet. This digital wallet holds personal
information like a cardholder's address and possibly also a digital certificate. At the
start of SET, however, authentication of cardholders was optional for some period
of time. Merchants must have a digital certificate as well as special point-of-sale
software, while the payment gateways only need a certificate. SET relies on the
certificates to authenticate cardholders, merchants. and payment gateways, although
nowadays cardholders may also be identified using other means than digital
certificates, as will be discussed below. Issuing banks are identified through the
existing financial infrastructure.

SET certificates are issued in a well-defined hierarchical certification structure.w
The top of this structure is formed by the root CA, which with SET is owned and
maintained by the SET Secure Electronic Transaction LLC. The root CA generates
and stores root CA public and private keys, generates root CA certificates, certifies
the CAs located one level lower, and generates and distributes certificate revocation
lists. For signing certificates and revocation lists, the root CA uses 2048 bit RSA
keys. All other applications of public-key cryptography in SET use 1024 bit ke\'s.
The brand CA is situated one level below the root CA. The brand CA manages the
certificates fc,r the various card brands such as VISA, Afastercard, and American
Express. Again one level lower lies the geo-political CA. This CA, which is
optional, allows the brand CA to delegate managing responsibilities for certificates
to geographic or political regions and organizations, for instance, VISA Europe,
thus allowing for policy differentiation. Finally, there are the cardholder, merchant,
and payment CAs. 7'hese CAs are all three located in the level below the brand or
geo-political CA. They manage the issuing of certificates to cardholders, merchants,
and payment gateways, respectively. 1.ike the root CA, the brand, geo-political, and
payment CAs can generate revc,cation lists for certificates they have issued and
which have become compromised.

1 Iow does a SET transaction work?  In the basic SET model, SF.T only comes
into play after a cardholder has agreed to a purchase and its terms. Using SET
software, the cardholder selects the payment card he wants to use and sends this
information tc) the merchant in a message, called a payment initialisation request.
l'hc merchant responds to this request by sending a reply that contains, among
other things, the merchant's and pm·ment gateway's digital certificates. Both the
payment   initialisation   request and response are optional.   If  they are omitted,   the
information exchanged in these messages must be provided through off-line

80 See section 5.4.1.5.
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methods. The messages are also not encrypted, but the response message is signed.
Subsequently, the cardholder generates two messages. One contains the order
information, while the other holds the payment data relating to the purchase. The
latter message also includes a hash of the order information. Together they form
the purchase request message. Both messages are linked together through a single
dual signature, which is included in both of them.81 Next, the message containing
the payment information is encrrpted using the acquirer's public key so that the
merchant does not have access to it. After that, both messages are sent to the
merchant. The merchant in turn checks, among other things, the integrity of the
order information by verifying the dual signature. If all is in order, he may send
back his purchase response to the cardholder, informing the cardholder about the
processing of the purchase. Preferably, the merchant sends this message only after
payment has been authorized, by having the acquiring bank check the cardholder's
credit status with the issuing bank. In this way, the merchant can be sure he will
receive his money. Alternatively, the merchant may wait with sending the purchase
response message until the payment has been captured as well, meaning that funds
have been transferred to his account. All this is not required, however, and a
purchase response message may be sent at any time after receiving a valid purchase

request message. The merchant requests payment authorization by sending a
corresponding message, encrypted with the acquirer's public key, to his acquiring
bank. This request includes the encrypted payment data message the merchant
received from the cardholder in the purchase request message, as well as a hash of
the order information generated by the merchant. After decrypting the message,
the acquiring bank can check whether the cardholder and merchant agree on what
is being ordered as well as on the price by comparing the hashes produced by the
cardholder and the merchant, without knowing what is being ordered.  I f everything
is found to be in order, the acquiring bank requests the cardholder's issuing bank
through the existing financial network to authorize the payment, depending on the
cardholder's credit status. Once authorization has been received, the acquiring bank
notifies the merchant through a message encrypted with the merchant's public key.

Together with a request for payment authorization, a merchant may also request
capture of the payment, although this is not necessary. If authorization and capture

are separated, the merchant must request capture at a later date.
As mentioned earlier at the beginning of this section, SET has continued to

evolve since its initial introduction. One of the results of this evolution has been
the introduction of a model of SET called 3 Domain, or 3D-SliT in July 2000. The
term '3 domain' refers to the three domains that can be recognized in every card
based transaction, namely, the issuing domain, consisting of the cardholder and his
issuing bank, the acquiring domain, which is made up of the merchant and his
acquiring bank, and the interoperability domain, which is formed by the networks
between banks. The 3D-SET model differs from the basic SET model on a
number of points. One difference is that, within the 3D model, banks can choose
how they want cardholders to identify themselves during SET transactions. As

8 1 See section  5.4.1.4
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before, cardholders may be identified using digital certificates, but additionally they
may be authenticated using other identification schemes such as Personal
Identification Numbers (PIN), passwords, and chip technology. Another difference
is that, under 3D-SET, the way in which SET authentication software and digital
certificates are stored has been changed. In earlier SET applications, the certificates
of the various parties involved in a transaction were stored on those parties' own
personal computers. In the 3D model, however, the cardholder authentication
software and certificate are kept on a server controlled by the issuing bank, while

the merchant authentication software and certificate are located on a server

operated by the acquiring bank. This server based approach is more flexible than
the old one, because it allows cardholders to access their SET data not only from
their personal computers, but also from any other computer, as well as from other
devices, including mobile phones. The 3D approach also reduces or removes the
need for people to download and install software and software updates, tasks that
are unpopular with many people.82 Cardholders can access their server-based wallet
through a standard browser or a small computer program called a browser plug-in.
Additionally, this way of storing data is safer, as information stored on servers can
be kept safe more easily than information stored on the personal computers of
many, individual SET participants, which may be vulnerable to attack.

The circumstance that it is hard to keep people's personal computers safe from
hack and attack has also led to the development of a SET-based application called
Chip-Secure Electronic Transaction (C-SET). Developed by the Groupement des
Cartes Bancaires, C-SET stores the secret information that, with SEl-, is usually
stored on a cardholder's personal computer on a chip card instead. Together with a
special card reader which is connected to a personal computer and which includes a
display and a numerical keypad, this chip card can be used to make payments.

1.ike SSL, SET too has received its share of criticism. Often heard comments

include: no one uses SET, SET is dead, SET is not needed, SSL killed SET, and
...2'111    is   too   expensive   and   complex.    It goes without saying   that   the   SET
organization does not agree with these or similar remarks. However, usage of SET
does appear to be limited at the moment. According to a publication dated Alarch
2000, published by the SET organization itself, '[hlundreds of merchants and many
financial institutions across the US, (:anada, Europe, I.atin America and .\sia are
currenth· using SET.'83 This seems a relatively small number for global usage.
Another source suggests that use of SET in the US and a number of European
countries including the Netherlands typically involves a few to a few dozen
merchants.84 Of European bankers, fifteen percent are said to remain faithful to
SET, although not rushing to implement 3D-SET'.85

At present SSL is the most widely used method for securing Internet
transactions and, as mentioned in section 5.3.2, some think SSL offers enough
security. On the other hand, the Sit'I' certification and authentication structure

82 See section 5.3.2.

83   SE720 2()0(). P. 2
1"      ePSO  200la.
85

Eparnews  20()1.
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seems more robust in that all parties are identified. Additionally, with 3D-SET,
payments to merchants are guaranteed, although this benefit may be offset by an
increased liability for disputed transactions for issuing banks.

Finally, it has been said that SET is too expensive and complex. In the early
SET implementations, people were required to download and install sizeable digital
wallets on their own computers. This approach has by and large failed..\ server-
based approach, which minimizes software requirements on the cardholder's side,
in which wallets can be accessed from multiple machines, and in which security can
be maintained more easily, may turn out to be more successful.

5.5 A brief history of electronic payments

Before continuing with a description of various electronic payment systems in
section 5.6, it is important to briefly discuss the histon of electronic payments.
Such an exercise not only helps to put developments in their proper order, it also
illustrates how, by 2003, developments have taken a rather different turn than was
expected by many during the greater part of the 1990s. In the following description
of the history of electronic payment systems, a distinction has been made between
more or less traditional payment systems, like credit and debit card systems as well
as electronic purse schemes which were developed and introduced independently
of and often before the advent o f the Internet and the World Wide Web, and, more
recently, often network-based systems like home and Internet banking applications,
network based digital cash and also mobile payment solutions.86

Although people have been receiving and buying on credit for many centuries,
the history of credit cards goes back to the early 19005. During the 1920s and 1930s
for instance, individual firms in the United States issued store cards with which
their customers could buy things at a certain moment, but pay for them later. Store
cards were accepted only by the issuing firms. Following the Second World War,
universally accepted credit cards started being issued during the 1950s    by

companies like Diners' Club, and American Express and also by banks. 7'he entry
of the latter groups into the market would ultimately lead to the foundation of
presently well-known firms such as VISA and Mastercard. Significant technological
developments with respect to credit cards have included the introduction of remote

terminals through which transactions could be validated and authorized prior to
being carried out, the introduction of magnetic stripes and later chips on cards to
store information on and, of course, the development of the Internet and e-
corirnerce Through the development and application of these technologies, credit
cards have become part o f the information age.

Unlike credit cards with their buy now-pa>· later approach, debit cards enable
transactions of the pay-now n·pe Debit cards are linked to accounts and if
sufficient funds are available in these accounts, debit cards can be used to directly
access these funds to make payments, for instance, at a Point-Of-Sale terminal, or

86 ·lliis section can be read together with section 3.2 to provide a brief but more complete
histon· of monev.
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to  withdraw cash. Debit cards were introduced during   the   late   1980s   and   early
1990s. As such, they form a much more recent developments than credit cards.

Both credit cards and debit cards have become highly successful. Usage of
credit cards issued by VISA and Alastercard alone runs into the hundreds of
millions of cards worldwide, generating an annual sales volume of hundreds of
billions of US dollars. In the Netherlands there were nearlv 3 million holders of a
Alastercard credit card in 2000.87 But although the number of credit card
transactions has risen there by 32% between 1995 and 2000, credit cards are only
used in 2% of all transactions carried out through giro instruments.88 Usage of
debit cards also runs in the hundreds of millions of cards globally. In 2000, there
were  just  over 16 million debit cards   in  the  Netherlands,89  and in comparison  to
1995, the number of debit card transactions, making up 27% of all giro
transactions, had more than tripledg,

Electronic purses have not had the same amount of success. Although tens of
millions of them have been issued in various schemes worldwide, their usage is still
quite low. In the United States, the abilin· to store cash value on a card and use it at
multiple vendors is said to be virtually non-existent.91 In the Netherlands, 21
million electronic purses had been issued by 2000. But despite of reported growth
of 8% over 2000 of the total amount of outstanding value on them, this value was a
mere NLG 57 million (EUR 26 million), leading to an average value of less than
Nl.G 3 (FUR 1.4) per purse. Additionally, e-purse transactions constituted only 1%
of all (Dutch) giro transactions, in spite of a  15% increase in the number o f e-purse
transactions during 2000.92 However, in 2002, e-purse usage rose to 85 million
transactions as compared to 1.069 million for bank cards.93

The introduction of credit cards in the information age as well as the
development, piloting, and introduction of debit cards and electronic purses are
part of what has been called the pre-history of Internet pa>·ment systems, one of
four periods that can be distinguished in the developments of electronic payment
systems. This pre-history period, spanning from 1976 to 1992, is characterized,
among other things, by the development of fundamental teChnologies like public-
key cryptography by Diffie and liellman  (1976),94 and blinded  signatures by (Lhaum
(1982),95 as well as the foundation of DigiCash, the firm to market his eCash
electronic money system based on the use of blind signatures (1989),06 and the
development of Aiondex, a well-publicized e-purse scheme (1991)97. Additionally,

87   Interpay 2001.
88 DNB 2(X)14 p. 176.
89   Interpar' 2()()1.
91,    DNB 20()la. p.  176
91   \'an Drke 2(MK).
92     DNB  20()la, p.  178.
93   DNB 20Ok. p. 132.
94 See section 5.4.1.3.
95      See  section  5.4.1.4.

96  Sec section 5.6.4.2.
9-7 See section 5.6.4.2.
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the pre-history phase also saw the rise of phone and home banking.9 Other phases
which have been distinguished and described in the literature in the development
of the Internet payment systems are the pioneer phase, the roll back and forward
phase, and the next generation, or second wave phase.99

During the pioneer phase (1993-1995), various schemes were introduced to
enable electronic or Internet payments, or to make them safer. Noteworthy
developments during this period include the development of SSL (1994),lm the

101foundation of First Virtual Holding, and CyberCash Inc., two companies
enabling credit card payments over the Internet, as well as pilots by both Mondex
and DigiCash. The pioneer phase was dominated by start-up companies which
were not always related to existing financial institutions. This situation caused some
to think that, with respect to electronic payments, a whole range of new and
possibly unregulated players could emerge which, in turn, might perhaps raise
issues like the control over the amount of money in circulation, as well as law
enforcement issues such as money laundering. From the perspective of the banking
sector, the pioneer phase can be seen as a period in which they were in danger of
losing control and of being replaced by the newcomers with respect to the
provision of payment services. It is against this background that the research
project of which this book is the result was initiated.

During the next phase, the roll back and forward phase (1995-1998), the
banking sector regained the initiative. This was accomplished by taking various
actions, including the introduction of the SET protocol aimed at securing
transactions and at obtaining control over the complete transaction chain in order
to try and fend off new start-up companies, by taking over or adopting payment
schemes developed by the newcomers, and by adapting existing payment methods
for use on the Internet. Also during this period, Mark Twain Bank in the United
States started offering eCash and the first steps towards regulating electronic
money institutions were taken on national (fur instance, Germany) as well as
international (EU) levels. In spite of earlier success, some pioneering firms ran into
trouble towards the end of the roll back and forward phase. First Virtual was
discontinued  in  1998.  The  same  year  saw  DigiCash go bankrupt. However, eCash
Technologies, a firm based in Seattle in the United States, took over the eCash

product and pilots continued, for instance, at Credit Suisse and Deutsche Bank. But
in 2001, eCash Technologies, too, saw itself forced to drop eCash. In 2002, eCash
Technologies was bought by the company Infospace. 102

Following the roll back and forward phase, developments continued with the
introduction of new adapted payment methods said to represent a second

generation of electronic payment svstems. These systems included payment

98   Bdhle 2001, p. 8
99   B6hle 2001, pp. 7-18.
1(111 See section 5.4.2.
101 See section 5.6.1.2.
102  Infospace 2002.
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instruments like Paypal.103 In 2000, the EU reached agreement on a directive for e-
monev institutions. 104 In Alarch 2001, another pioneer, CyberCash, went bankrupt.

One development still deserves mentioning, namely, mobile phones. As has
been mentioned in section 2.4.2, mobile phones have already been used in some
places, like Finland, to pay for things like drinks from vending machines. Similarly,
the Paybox system, which first became available in Germany, allows consumers to
pay for purchases made in shops,105 while mobile phones are also used by banks to
allow their customers to access their bank accounts and transfer funds. In spite of
all this, mobile payments are still in their infancy and the development of WAP,
third generation mobile services, and m-commerce has been slower than expected.

5.6 An overview of electronic payment systems

In this section, various types of electronic payment instruments will be discussed.
This will be done largely on the basis of the typology established in section 5.2.
Therefore, sections 5.6.1-5.6.5 will deal with credit card payments, debit card
transactions, (fixed) phone, hollie, and Internet banking, electronic money, and
mobile payments, respectively. Each of these sections consists of three parts. In the
first part, the general workings and characteristics of a specific payment type will be
discussed. In the second part, examples of specific, non-Dutch electronic payment
systems of a given type are presented, while the third part is about systems from
the Netherlands. The aim of this section is to provide insight into the various kinds
of electronic payment systems and how they work, and to present a number of
well-known, high-profile systems. Some of the systems are still operating with
various degrees of success, whereas others have been discontinued.

As there are in the order of 150 different electronic payment systems,106 it must
be realized that almost any overview must remain non-exhaustive. Moreover,
developments in the field of electronic payment systems are still ongoing. As a
result, any overview involving examples is constantly at risk of becoming outdated,
although developments may leave the typology largely unaffected. Finally, it must
also be realized that the classification of specific payment systems under a certain
payment type is not absolute. Some payment systems may belong to more than one
payment type at once or, depending on the importance given to various
characteristics of a specific system, svstems may be classified differently.

103 See section 5.6.3.2.

1(U   See section 5.7.1.
105 See section 5.6.5.2.
106  B8hle 2001, p. 2.
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5.6.1 Credit card payments

5.6.1.1 General workings and other characteristics

As has been mentioned in section 5.4.3, all card-based transactions, and therefore
also credit card transactions, generally involve four parties, namely, the payer, the
payer's bank, the payee, and the payee's bank. When a credit cardholder wants to
transfer funds to some payee, he either presents his card or, for instance in the case
of phone and Internet ordering in which cards cannot be presented physically, his
card data to that payee. Through the financial network, the payee then requests
authorization  for the payment, thus involving his  own  and the payer's  bank.  I f the
credit card has not been blacklisted, which can happen if the card or the card data
have been stolen, and if sufficient credit is available, authorization will be granted
and the payee's account is credited. The money used to credit the payee's account,
however, does not come from the payer, but from the payer's credit card company
to which the payer now owes money. At regular intervals, the cardholder is
presented with an overview of all his credit card transactions during the preceding
period as well as his credit status. Due to the transactions handling costs and fees
charged by credit card companies to merchants accepting cards, credit cards are not
well suited for transactions involving very small amounts. Usually, they are used for
transactions o f EUR 10 or more.

At the beginning of the Internet age, credit card information was initially
transmitted via unsecured means. Later various methods were developed to make
credit card payments over the Internet safer. These methods include SSL, currently
the most popular way of securing credit card data transmitted via the Internet,
which has been discussed in section 5.4.2, SET and 3D SET, discussed in section
5.4.3, and the CyberCash system developed by C>·berCash Inc., which will be
presented in section 5.6.1.2.

Another way of securing credit card transactions has been the introduction of
virtual credit cards. A virtual credit card is a number, linked to a customer's credit
card account, which replaces the cardholder's actual card data during transactions.
Instead of sending actual credit card information over the Internet, purchases can
be made by using the new number. Virtual credit cards may be generated for each
new purchase or one number may be used multiple times with a single merchant.
With virtual credit cards, actual card data are no longer sent over computer
networks and, as a result, such information can no longer be stored on-line on
merchants' computers. In this way, the risk of credit card fraud due to actual data
being stolen is reduced, although it may of course still be possible to obtain and
misuse virtual card numbers which are used multiple times with one merchant and
which are stored on his server. Apart from the use of a new number, payments
with a virtual credit card are processed in exactly the same wm· as traditional credit
card transactions. An early initiative in the field of virtual credit cards, namely, that
of First T'irtual, will be discussed in section 5.6.1.2.

Other actions, still aimed at or related to making credit card transactions safer
and reducing the risk of fraud include the intrc,duction of verification codes on
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credit cards and shifting liability for fraudulent transactions from merchants to card
issuers. Adding special card verifications codes called CVC or CV \'2 to credit cards
provides an extra check during the authorization process. The added value of such
extra checks appears to be limited.107 In the United States, a verification scheme
called AW'S is said to be operating in which a cardholder's address, which is not
present on the card, is verified during authorization. 108

In spite of all these new security measures, the advent of the Internet has not
changed the basics of credit card payments. Credit card payments are still initiated
by consumers presenting their card data or a substitute for those data to merchants,
after which the latter must request authorization through the existing financial
infrastructure. Once authorization has been given, funds are transferred between
different accounts until all debts are paid. The only thing that may have changed is
the way the card data reach the merchants. Instead of through face-to-face contact
with consumers, these data now reach merchants via computer networks.
However, if mail or phone ordering is taken into account, even this is not really a
novelty.

5.6.1.2 Examples

Example 1: First Virtual

One of the early pioneers of credit card based Internet payment systems was First
Virtual   1 Ioldings.    First T'irtual Holdings was founded    in    1994 and offered    a

payment system in which it acted as an intermedian between consumers and
merchants, on the one hand, and the existing credit card infrastructure, on the
other. Before they could use the system, both consumers and merchants had to
register with First T'irtual in order to obtain an account and an account code, called
a VirtualPIN, which consumers could use as a virtual credit card in multiple
purchases with multiple merchants. The VirtualPIN was changed on a monthly
basis."i" Purchases were aggregated on the accounts and, at regular intervals, billed
to the cc,nsumers' credit cards. In principle, the system used e-mail to exchange

messages between First T'irtual and consumers and merchants and did not involve
the  use of encnption. 1 10 As the system was designed in such a way that at least

consumers, merchants, and First Virtual but possibly also credit card issuers knew
who owed how much mone> to whom, it did not offer anonymous payments.
Although  it  has been reported  that,  in june  1996,  more than 147,000 consumers
and   almost   2,000  merchants   in 144 countries   used the system, '11   the  payment
scheme failed to catch  on  and,  in  July   1998, the service was discontinued   after
which First T'irtual fc,cused on interactive messaging.

w  CMG 2(*)1. p. 68
1(18  (:AIC; 2()()1. p. 68

'cm  Schuster et al. 1997. p. 54.
11(,  Warner 1997, p. 87. ()'Aiahoni· et al. 1997. pp. 65-66.
111   Schuster et al.  1997. p. 55.
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Consumers would start registration by filling in an on-line form and sending it to
First Virtual. This form did not include consumers' credit card data. First Virtual
was provided with data by having consumers make a separate phone call. This dual
approach was chosen, as sending credit card data over the Internet was deemed too
risky in view of possible eavesdroppers. At the end of the registration process,
consumers were in the possession of both a First Virtual account and a
Virtuall'IN.112

Small merchants could register by sending a cheque  o f USD  10 to First Virtual,
although this service has been said to be available only with respect to US accounts.
From this cheque, First Virtual would take the merchant's financial data it needed
to make future payments. To eliminate the risk of chargebacks and observe the 90-
day period required by law in which such chargebacks can be requested, payments
were  withheld  for at least  91 days after  a  sale. 113 Unlike small merchants, larger
ones could receive their money within four days of making a sale but to cover the
costs of a credit check, their registration cost USD 350.114

The First Virtual system worked as follows. Once a consumer had decided to
buy an item, he would send his VirtualPIN to the merchant in question. This
merchant would then forward the consumer's Vii:tualPIN to First Virtual. The
simplest way to do this was to use e-mail. Subsequently, first Virtual would send
the consumer an e-mail asking for confirmation of the purchase. At this point, the
consumer could give a number of responses. If he had not authorized the purchase,
the consumer could send a message indicating fraud in which case his account
would be blocked and his VirtualPIN blacklisted. Alternatively, the consumer could
refuse to pay. Such a response would trigger an investigation by First Virtual and, if
it occurred too often, First Virtual might terminate the account. In the most
straightforward case, however, a consumer would confirm his purchase and
authorize First Virtual to bill his credit card, in the process of which First Virtual
would take a percentage of the transaction as commission. Following confirmation,
a purchase would be registered both on the consumer's and on the merchant's
account and at regular intervals the aggregated sums on these accounts would be
settled using the traditional credit card system. 115

With respect to security, it can be mentioned that unauthorized persons gaining
access t(, and using consumers' T'irtualPINs formed one possible attack on the
system. These unauthorized persons did not need to be special eavesdroppers, they
might have been ordinary merchants as well, who, during purchases, would acquire
the IwirtualPINs in the course of normal business. liowever alarming this might
sound, it should be realized that in the brick-and-mortar world toc>, consumers run
the risk of corrupt shop personnel copying and misusing credit card data.
Atoreover, because consumers were asked to confirm purchases by e-mail fraud
would have been limited to a period of minutes or days, although substantial
damage could have been done in case eavesdroppers had mounted a 'man-in-the-

1 12   Warner  1997, pp. 88-89.
1 13   Schuster et al.  1997. p. 53.
1 14   Warner  1997. p. 89.

115  O'Mahony et al. 1997, p. 66: Schuster et al. 1997, p. 53: Warner 1997. p. 90.
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middle' attack with them posing as consumers towards merchants and blocking or
changing e-mail destined for their victims.

Example 2: CyberCash

The firm CyberCash Inc., located in Reston, Virginin in the United States was
founded in  1994. The company developed a number of different Internet payment
instruments with the aim of offering a comprehensive suite of such systerns. Since
April 1995, its range of products has included, among other things, a credit card
based payment system called C yberCash or the Secure Internet Payment Service. 116

In this system, CyberCash Inc. positioned itself between consumers and merchants,
on the one hand, and the existing financial networks, on the other, by means of a
special payment server known as the CyberCash payment gateway. Additionally,
both consumers and merchants in principle had to poSSeSS special software called
the CyberCash Wallet and the CashRegister, respectively, although transactions
could also be carried out without using the Wallet in case encryption techniques
like Secure Sockets Layers were used to transmit card data from consumers to
merchants.117 Payment messages would flow from consumers to merchants, then
onto the payment gateway and into the financial system ill order to have
transactions authorized, after which the result of the authorization process would
be sent back and the transactions settled. As the system was nothing more than an
adaptation of traditic,nal credit card payments, it did not offer anonymity of
transactions. Although messages were sent in such a way that merchants could not
access consumers' financial data,118 the payment gateway and the financial networks
had 9111 relevant data of the parties involved.

It has been reported that, by mid-1996, over half a million copies of the Wallet
software  were in circulation. 119 While during the first quarter  of  1997,  the  total
number of Cyber(Jash transactions was about 260,000, this number had, by the first
quarter of 1998, risen to about 2 million. During the same period, turnover
increased  from USD 155,000  to  USD 1.4 million.  In June 1998, however,  it  was
announced that the expected turnover of USD 5 million for the second quarter of
1998 would not be achieved and that a turnover of USD 2.5 million was expected

instead. 20% of all personnel was laid off, leaving about 200 workers. Between Alay
1996 and the end of 1997, Cyber(Eash shares dropped from USD 60 to USD 13. In
the first quarter of 1998, losses amounted to USD 5.6 million, while one year earlier
the losses totalled USD 9.2 million.12ci In A[arch 2001, CrberCash filed for
bankruptcy protection and in the end the company was acquired by Z'erisign. 12' In
the meantime, CyberCash Inc. had, together with a number of German banks
including the Commerzbank and the Dresdner Bank, participated in the German

116  Kristoferitsch 1998, p. 140. Schuster et al. 1997. p. 44.
117 (Er-ber(/ash 20()()a: (* r-berCash 2()(*)b.
118 C,·ber·Cash 200(k.
119  0*Afahony et at. 1997, p. 77.

120   EZI-N  19982,  117&31
121  EPSO 2001£.
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firm CyberCash GmbH. 122 In December 1997, CyberCash GmbH started a pilot
project to test the CyberCash system in Germanv,123 and later the system was
offered on an operational basis. At the end of 2000. however, CyberCash GmbH
stopped offering the system due to a lack of consumer interest. Less than 10,000
consumers had installed the software and only about 300 merchants had
participated. Requiring consumers to install the CyberCash Wallet was admitted to
have been a mistake as most consumers had found this to be too cumbersome. In
the future, CyberCash  Gmbl i would concentrate on providing an Internet credit
card payment service based on the use of Secure Sockets Layer to encrypt card

data. 124 Currently, the Commerzbank  and the Dresdner Bank offer  just  such
systems, called COPOSweb and WebPOS, respectively.

As has been mentioned, the CyberCash system consisted of three elements,
namely, the CyberCash Wallet, the CashRegister, and the CybetCash payment
gateway. These elements and the Cyber(=ash transactions process will now be
discussed in more detail.

The CyberCash Wallet was a special piece of software that consumers had to
install on their computers and that worked together with their Web browsers. The
Wallet software could be downloaded from the Internet from CyberCash-licensed
banks. Through a set-up procedure in which consumers had to register the credit
cards they wanted to use and in which the card information was checked by the
payment gateway, credit  card  data was stored securely  in the Wallet. 125  In  addition
to containing card information, the Wallet also encrypted data sent from a
consumer to a merchant. To this end, the Wallet used 56-bit DES session keys,
exchanged with 1024-bit   RS.7   keys.   The RSA algorithm   was   also   used   to   sign
hashes produced with the AID 5 algorithm. 126 The Wallet was secured through use
of a unique code. called the Wallet ID, and a pass phrase. The system could be set
up in such a way that, in case a consumer lost control over the access to his Wallet,
he could have the Wallet blocked by using a special 'blocking' code.127 As an
alternative to the Wallet, card information could als(, be sent from consumers to
merchants by using encryption techniques like SSI..

Aferchants had to install special software called the CashRegister. The
CashRegister communicated with both consumers' Wallets and the CyberCash
gateway. The CashRegister employed the same encnption techniques as the Wallet
and, just like the Wallet, the CashRegister was secured through use of a special ID
code. 128 In earlier versions of the CyberCash system, the CashRegister was a
relatively   large   program   of   about   ZOAIb.    Later   this was changed   intc,   a    100k
Aierchant Connection Kit with the rest of the software and servers located with

122 EZI-N 19982.  17&21
123 EZI-N 1998a. [17&21
124   1 kise 2()00.

1.35  (.r.ber{fash 2()()(ht. ()'Afahon,· 1997. p. 82.
126 Ci·berCash 201)Od.
127 Crber(:ash 2(10(k.
128  CrberCash 20()(ki. (3·berCash 2()(*)a.
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CyberCash instead of merchants.129 This approach illustrates the move towards
server-based systems discussed in section 5.5.

The payment gateway linked the Internet and the financial networks together. It
consisted of three parts, namely, the firewalls and front-end servers, the core
systems, and the back-end processors. Tile function of the front-end and back-end
systems was to communicate with the Internet and the financial infrastructure,
respectively, in the process of which the back-end systems reformatted messages
going into the financial system according to the protocols used in that system. The
core systerns dealt with tasks such as authorization of Wallet IDs, registering
payment instruments, and channelling transactions.13,1 Records of those
transactions were kept by both the payment gateway, the CashRegister, and the
CyberCash Wallet.131

5.6.1.3 Credit card payments in the Netherlands

Since the mid-19905, a number of Internet-based credit card payment systems have
been introduced in the Netherlands. At first, efforts concentrated on a payment
scheme, called I-Pay, developed by Interpay,132 the joint Dutch banks and Internet
provider Planet Internet. This systern will be discussed in Example 1. Following the
discontinuation of I-Pay, banks have proceeded with their own systems, which
sometimes build in the I-Pay project. One such system, the ABN Amro e-Wallet,
will be discussed in Example 2. This situaticm is similar to that discussed in the
previous section with respect to the developments around CyberCash in German>.
Although the original payment system is no longer being offered, individual banks
continue to market derivatives.

Example 1: I-Pay

I-Pay was developed by Interpay, the joint Dutch banks and Internet provider
Planet   Internet. 133 Besides credit card payments, the s>·stem also supported debit
card transactions. 134 In order to send and receive payment messages, both
consumers and merchants had to use special software, while Interpay operated a

payment gateway for channelling payment messages into the financial system.
Payment orders were generated by consumers, then sent to merchants, who, after
adding their own infc,rmation, forwarded them to the payment gateway in order to
be processed by the card issuing institutions. Authorization and settling of

payments took place within the existing financial infrastructure in exactly the same
way as traditional credit and debit card transactions. Initially, I-Pay was based on
the 3KP secure payment protocol a member of the iKP filmily of such protoc()ls

1.29   Crbed-ash  1998.

130 Crber(:ash 200(Ja.
131 Crber·Cash 20(*)e.
132 Sec section 3.3.1.
133  BIS 20(*)c. p. 63
134 See section 5.6.2.3.
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which was developed by  IBAI in early  1995 and which was  one of the ancestors  o f
SET.135  In  1999,  I-Pay  was made SET-compliant  and  from  then  on the system  was
marketed under the name I-Pay with SET.136

In June 1996, a pilot prolect was started to gain practical experience with I-Pay.
About 10,000 consumers joined this trial.137 The pilot project demonstrated   the
technical validity of the system although little use was made of it.138 By the end of
1998, I-Pay reportedly had nearly 90 merchants and 20,000 consumers as its
users.139 In 2000, 43,000 consumers had used the system and 320 companies had
signed up.14 Actual usage probably remained low and I-Pay was terminated in
2001. All was not lost, however. For instance, ABN Amro currently offers a
payment system called the e-Wallet, which builds on the I-Pay system. The e-Wallet
will be discussed in Example 2.

How did the I-Pay system work? In order to participate in the I-Pay scheme, a
consumer had to apply for the system with his bank first. It was then up to this
bank to establish the consumer's identity and to decide on the application. 14' If the

application was accepted, the consumer was provided with special software called
the I-Pay Consumer Wallet, which he had to install on his computer. This wallet
was protected with a username and password and had to be provided with the card
data of the payment cards its owner wanted to use. In addition to these card
identifying data, the Wallet also contained the corresponding digital certificates and

encryption keys. After receiving notification from his bank a consumer could
download these certificates from the bank's Website, a process during which the
consumer had to identify himself. In case of a credit card certificate, the consumer

proved his identity by providing a previously received, single-use, secret code. With
debit cards, the consumer's identity was established in a somewhat different way. 142

Certificates and keys were renewed on a regular basis. 143

135  The iKP (i-Key-Protocol) family of secure payment protocols consists of the 1KP, 2KP, and
3KP protocols. The  1 KP protocol requires  only the acquirer  of a  transaction  to  have  a public
key pair. With the 2KP protocol, this requirement is extended to merchants, while the 3KP
protocol also covers consumers. Following its introduction, iKP was incorporated into the
Secure Electronic Payment Protocols (SEPP), which, together with the Secure Transaction
Technology (S'IT) protocol and the CyberCash Credit Card Protocol, formed the basis of the
Secure Electronic Transaction (SET) protocol (see section 5.4.3). For more inforniation on
iKP, see Bellare et al. 2000.

136 Under the SET scheme, Interpay, either via banks or on its own, acted as certification

authority for consumers and merchants, respectively, while Interpay itself was certified by
Alaster·Card International Inc. for credit card transactions and by Ataestro for debit card

payments   as   part  of  the   hierarchical SET certification structure (Interpar   1999,  paragraph
2.1.1).

137  BIS 200()c, p. 63.
138  BIS 2()00c, p. 64.
139  Bijhle et al. 1999, pp. 48-49.
140 ePSO 200lb.

141  Interpay 1999, paragraph 3.4.1.1.
142   Interpay  1999, paragraph  1.4.  See also section 5.6.2.3.
143    Interpay  1999,  paragraph  3.4.2.
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Before being able to use I-Pay, merchants had to apply first as well, but instead of
applying with their banks, merchants had to send their applications to Interpay
Eurocard Nederland in order to be authorized by Eurocard/Alastercard to receive
I-Pay credit card payments and by Alaestro to receive debit card payments.144 To
process 1-Pay transactions, merchants had to use special software which functioned
as a digital cash register and which could be obtained in three ways. Alerchants
could either use a central Internet cash register provided and operated by Interpay
on a subscription basis, or acquire and manage the software themselves, or obtain
the cash register service from a third pam' that operated the cash register and
linked it to merchants' Websites.

An I-Pay credit card transaction went as follows.145 While visiting a merchant's
Website, a consumer decided to purchase an item or service. After indicating what
he wanted to buy, the consumer provided the merchant with the delivery address.
Next he indicated his preferred method of payment, which,  in this case, would be  a
credit card. 'I'hen the I-Pay Wallet was launched and unlocked by entering the
correct username and password. The Wallet then showed the purchase order,
which was also stored as an electronic receipt, and let the consumer choose from
the payment instruments contained in the Wallet and accepted by the merchant.
Subsequenth, the I-Pay software showed the merchant's digital certificate to enable
the consumer to check the former's identity. In this way, the consumer could verify
whether  he was really dealing  with the party he thought  he was dealing  with.   I f
everything was found to be in order, the payment message was sent to the
merchant and forwarded to the Interpay payment gateway for authorization by the
card issuing institution. Finally. the consumer received a message informing him
about the result of the authorization process, after which the 1-Pay software
returned the consumer to the merchant's Website. In case of a positive
authorization, the transaction was settled within the financial system as a normal
credit card payment.

Example 2: ABN AMRO e-Wallet

7'0 conclude this section about credit card payments and in contrast with the
examples discussed so far, this example will deal with a credit card payment system
that is still in operation, namely, the ABN AAIRO e-Wallet. This system builds on
the 1-Pay system discussed in the previous example and w as introduced in 2001. It
enables both credit and debit card payments and involves the use of an
authentication device  in   the   form  of  a   card   reader,   called   the  ABN   .\AIRE)
c.dentifier, for both types of transaction. 'Ille Wallet is activated by downlc,ading a
small (5 Kb) software plug-in. 146 l'he c-Wallet is based on the SET protocol. 147 .\S
with other SE'l'-based systems, merchants accepting e-Wallet payments do not

144  Interpay 1999. paragraph 2.2.1.
14: ·I'he I-Pay transaction is described here frc,m the point of view of the consumer. For a

description of the SET protocol underlying I-1'ay transactions, see section 5.4.3.
146 .1BN .\MRO 2(*12.
147 Sec section 5.4.3.
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receive a consumer's financial data.148 This does not alter the fact that the card
issuing institutions need to know who must pay how much to whom. The system is
thus not anonymous in the sense that transactions cannot be traced, as are credit
card payments in general. In June 2001, 300 Internet shops accepted the e-Wallet
and that in February 2002 there were 15,000 users  for the e-Wallet.149

E-Wallet credit card payments are almost identical to those carried out with the
I-Pay system. After deciding to make a purchase, the consumer enters the delivery
address, and indicates  the type of pf·ment instrument he wants to use, for instance,
a credit or debit card. Rather than unlocking an I-Pay Wallet with his username and

password, the consumer enters his account number and card number on an ABN
AMRO Website to which the merchant's software has taken the consumer.
Subsequently, the consumer places his payment card in the e.dentifier and types in
his PIN number as well as a challenge code provided by ABN AAIRO on the
Website. 150 The e.dentifier then returns a response, which the consumer enters on

the Web. Once the identification process has been completed, the sequence of
actions is very similar to that of the I-Pay system. The purchase order is shown and
the consumer can select the card with which he wants to pay. He can also opt to
have a look at the merchant's SET certificate to make sure the payment will be
received by the party that is really entitled to it. At this point, the consumer has to
decide if he wants to continue with the transactions. If he does, the payment order
is sent, after which it is authorized and settled as an ordinan· card payment.

5.6.2 Debit card payments

5.6.2.1 General workings and other characteristics

Being a type of remote access instrument, debit cards enable consumers to transfer
funds from one account to another, for instance, at Point-Of-Sale terminals.
Additionally, debit cards can be used to get cash from cash dispensers or AT'AIs. As
outlined in section 5.5, debit cards were introduced in the late 19805 and early
1990s and since then they have become highly successful. In a giro country like the
Netherlands, for instance, over a quarter of 211 giro transactions involves the use of
a debit card.

With the advent of the Internet, new, Internet-based payment s\ stems have
been developed in which debit cards are used to access and transfer funds. These
systems have a number o f new safety features such as the use of card readers based
c,n the challenge-response principle t(, ensure transacticin safety, but just as with
credit cards in section 5.6.1.1, this has not changed the basics of the payments
involved. (:onsumer information is still kept on a magnetic stripe on a card and the
card is still secured with a PIN code. Aforeover, transaction processing has
remained unchanged in spite of the fact that the transaction ma> be generated

148 ABN .\AIRO 2002.
149  eps0 20022.
151) See sectic,ti 5.4.1.3.
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somewhat differently than before. Once a transfer order has been generated,
payment authorization is requested through the existing financial infrastructure.
This authorization is granted if the debit card used has not been blacklisted and if
sufficient funds are available. Following authorization, the transaction can proceed.
This course of events is not different from the processing of 'traditional', non-
Internet-based debit card payments or of payment orders generated through
phone, home, and Internet banking applications or through paper transfer forms,
for that matter.

As debit card payments are linked to accounts, they are not anonymous. Usually
accounts are subject to customer identification requirements, and account

information such as account numbers and possibly also the names of account
holders is used in routing and processing transactions (see sections 3.3.1 and 3.3.2)
Moreover, with payments made at Point-Of-Sale terminals, these terminals not only
carrY information numbers, but merchants get access to a payer's account number
as well although they do not get to see the payer's name, address, place of
residence. etc. It is clear that, with debit card payments, enough financial
information is present t() build an audit trail if need be.

5.6.2.2 Examples

Example 1: Banxafe

Banxafe is a Belgian payment product that was developed by Banksys and the Bank

Card Company and introduced in 2000. It supports not only debit card payments,
but also credit card payments and payments with the Belgian chip card-based
Proton electric money system.151 All these payment options are contained in an
electronic wallet on a personal computer, with access to the wallet being secured b>
the Bancontact/Alister Cash card, the Belgian debit card. and its corresponding
PIN code. 152 This PIN code is the same one that consumers use when using their
debit card to withdraw cash or pay at Point-Of-Sale terminals. The wallet enables
consumers to inspect details of Internet-based debit card payments, view the
balance on their Proton card and recharge this card, and manage wallet settings and
digital certificates. 153 In addition to the wallet, the system consists of a card reader
terminal with numerical keypad that must be attached physically to a personal

computer and installed, and a small piece of software for merchants accepting
Banxafe payments that redirects consumers tc) a payment server run b> Banksys on
behalf of those merchants.154 BY July 2001,24 merchants participated in the
Banxafc s>·stem. 155 In spite of the use of a card reader terminal, Banxafe is card-

151  eps() 2()(}le. Banksi·s 2(*)2.

152  Banks,·s 2(*)2.
153   Banxafe 2(M)22, paragraph 1.3. Banxafe 2(*)2b, F.\(2  1(1.
154  Banksi·s 2(*)2. Banxafe 2(X)21), F.\(,2 22.
155  eps<) 2(X)le.

182



CHAPTERS

based and not terminal-based. This means that Banxafe users can use different
terminals as long as they have their own cards.156

During installation of the Banxafe wallet, two digital certificates must be
installed in a user's web browser. One is used in recharging the Proton card, the
other is used to secure Internet access through SSI...157 For credit card payments,
however, use is made of the SET protocol, with which Banxafe is compatible.158

When making payments with Banxafe, a consumer never enters a card number.
Instead, he confirms a payment by entering the PIN code of his debit card on the
numerical keypad of the card reader terminal after having selected the payment
instrument of his choice from the Banxafe wallet. This code is not transmitted and
stays within the terminal. For security reasons, consumers should therefore always

use the keyboard of the terminal instead of that of their personal computer when
entering their PIN code.159 Not using card numbers means that they cannot be
intercepted during the transmission or stolen from a merchant's database. During
transactions merchants do not see their consumers' financial information and
similarly, banks do not get access to the order information. 160 However, both

consumers and merchants are identified. The system is therefore not anony-
mous. 161

A Banxafe purchase now goes as follows. Having selected an item on the
Website of a Banxafe merchant, a consumer is shown the order information
including a description of the item and its price. If everything is in order, the
consumer can select the payment instrument he wants to use. Here he can choose
between Banxafe-supported and non-Banxafe-supported payment systems. If the
first option is chosen, the consumer has to identify himself by inserting his debit
card into the card reader terminal. Next, the consumer enters the PIN code of the
debit card on the numerical keypad of the terminal. In order to confirm the
transaction and the amount to be paid the PIN code then has to be entered a
second time, after which the purchase is complete.

5.6.2.3 Debit card payments in the Netherlands

In addition to more or less traditional applications of debit cards in networks of
Point-Of-Sale terminals, Automated l'eller Afachines and cash dispensers, various
payment systems have been developed in the Netherlands to use debit cards in an
Internet environment. An example of such a system is the ABN .inlro e-Wallet.
lhe debit card-based version of the e-Wallet works in exactl\' the same wa> :is the
credit card-based version. (Lonsequently, reference is made to section 5.6.1.3 for a
description  of this system. Similar  to the e-wallet,  the  I -Pay  system,  the  credit  card-
based application of which was also discussed in section 5.6.1.3, had a debit card

156  Banrafe 20()2b, FAQ 15
157   Banrafc 2(1022. paragraph  1.3.

158  Batixafc 20()2b. FAQ 28.
159  Banxafe 2(X)2c: Banrafe 20()2a, paragraph 2.3.
16" Banxafe 2002c.
161  Banxafe 2()02(.
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application as well. This application worked somewhat differently from the credit
card-based application and will be discussed in Example 1 in this section. Another
Dutch debit card-based Internet payment system is the Direct Betalen' system
developed by Rabobank. The use of this system resembles that of I-Pay debit card
application and will be outlined in Example 2.

Example 1: I-Pay

In section 5.6.1.3, it was already mentioned that the I-Pay system described in that
section supported not only credit card payments, but also debit card transactions.
With debit card payments, however, use was made of a special hardware token in
the form of a card reader or a calculator for added security. The use of the token
was based on the challenge response approach discussed in section 5.4.1.3. Aiaking
payments with the debit card-based version of I-Pay was to a large extent the same
as making payments with the credit card-based version. At the end of the payment
procedure, however, before the order was made final and dispatched, the user was
presented a challenge to which he had to calculate a response using the token,
which he then had to enter into his computer. In this way, the user's authenticity
could be verified. If this procedure was successful, the payment order was
despatched, concluding the purchase.

Example 2: Rabobank Direct Betalen

Rabobank Direct Betalen can be used by anyone having Rabobank Telebankieren, a
home banking application, or Rabobank Internetbankieren, an Internet banking
application. Rabobank Direct Betalen is part of the Random Access programme of
Rabobank, which is aimed at enabling people to take care of their banking business
when and where they want to. Similar to the ABN Amro e-Wallet and the debit
card-based version of I-Pay, Rabobank Direct Betalen uses a hardware token. This
hardware token cornes in the form of either a calculator or, more recently, a card
reader. The calculator is called the Digipass, while the card reader is called the
Random Reader. Aiaking a purchase with Rabobank Direct Betalen works as
follows. Once a user surfing the Internet has selected an item he wants to buy, he
indicates that he is ready to start the purchasing process. Subsequently he is
presented with an overview of the purchase listing the item, its price, and the
available payment methods, including, in this example, Rabobank Direct Betalen.
After that, the purchase is assigned a payment reference number and payment can
be initiated. To this end, the user has to put his debit card in the Random Reader
and enter his PIN cc,de. The user's authenticity is established using the challenge
response approach, after which the purchase is final.
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5.6.3 Phone, home, and Internet banking

5.6.3.1 General workings and other characteristics

The services offered through phone, home, and Internet banking applications are,
to a large extent, similar to those offered through bank statements and transfer
forms. Phone, home, and Internet banking applications enable their users to access
balance information and to transfer money by making credit transfers from one
account to another. In addition to these services, home and Internet banking
systems sometimes offer consumers other services as well, including investments
services, Internet access, personal administration, etc. In using telephones for
banking applications, there is no malor difference between the use of fixed and
mobile phones. As the use of mobile phones is more recent and as it has received
quite some attention over the last few years, mobile phone systems will be dealt
with separately in section 5.6.5.

The difference between phone, home, and Internet banking applications
consists of the different instruments used by cc,nsumers to access information and
generate orders and of the way in which data are sent from these consumers to

their financial institutions and vice versa. With phone banking systems, phones are
used of course to access information and generate orders, while data are sent over
telephone lines. Home banking applications also use telephone lines to send data
over, but they use standard personal computers instead of a telephone. With
Internet banking systems, use is made of personal computers but instead of using
telephone lines to transmit data, use is made of the Internet. In the past, users of
home banking systems often had to install special software before they could use
the application.163 Nowada>·s, more and more use is made of server-based Internet-
banking applications in addition to phone banking applications. With this new
approach, consumers can conduct business where and when they like.

The use ()f telephones, personal computers, and the Internet also has
consequences for the providers of financial services. For them, these instruments
form new distribution channels for their products. As a result, financial service
providers have to decide how they want to offer their products to consumers in
future, and what mix of new technologies they want to use, not making use o f these
technologies often not being an option. In one scenario, financial institutions
would offer their services through a mix of brick-and-mortar elements, including
branch offices and new technologies, a combination sometimes called bricks-and-
clicks, while, in another scenario, financial service providers would focus solel\· on
a presence on the Internet.

Depending on the business model chosen to market financial products three
types of financial institutions can be distinguished. First of all, there are the
traditional, established financial institutions which offer their services on-line under
their own name. Secondl>, there are the so-called stand-alone institutions which
offer their products under their own name, but are owned by traditional financial

16- see section 5.3.2.
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service providers. An example of such an institution is the British firm Egg, which
is owned by Prudential. Finally, there are the Internet 'pure-plays'. These
institutions have no brick-and-mortar branch offices and offer their service
exclusively on-line. Up to now, the number of such 'pure-plays' has been limited.

5.6.3.2 Examples

Example 1: Payfall63

The  history  of ParPal  goes  back  to  1998.  In  that year, Peter Thiel, a former hedge
funds manager, and Aiax Levchin, a programmer, founded a company called
Confinity or X.com.164 This company received the support of a number of large,
well-known firms like Deutsche Bank, Nokia, and Goldman Sachs, and a year later,
at the end of 1999, PayPal was launched.165 PayPal was set up as an account-based
system enabling anyone with an e-mail address to send and receive payments using
e-mail messages. These e-mail messages do not contain any value themselves. They
are used to give transfer orders or to give notification of receipts. Since its launch,
the PayPal product has evolved and services have been extended, but the account-

166based approach still plays a role in the payment scheme.
Parties wanting to use PayPal have to sign up first. Once a PayPal account has

been opened, funds can be added to it. Initially this was done through a credit card
transaction, but nowadays other funding options like electronic funds transfers
exist as well. When making payments, the money to fund these transactions is in
principle taken out of the PayPal account, but if the balance in the account is
insufficient, or if a user wants to complete the payment with an alternate funding
option, this is possible too. Payments may also be sent to parties that do not use
the system yet. Before these parties can actually access the received funds, they
have to sign up just as the senders of moner did earlier. After signing up, the
received funds are put in the newly opened Pm Pal account. Subsequently. the
receiver can decide either to Use the money to start making payments with Pa)'Pal
himself, or to withdraw the funds and take them out ofthe system. 0 f course, the
operators of ParPal prefer monev to remain within the system, in which case all
transactions  are  book  transfers. 167  This  is  because the interest earned  on the total
amount of money kept in all PayPal accounts together is a source of revenue to

them. Another source of income is formed by the fees and charges c()11ected on
certain types of transactic,ns.

Pa\·Pal can be used with both personal computers and mobile phones. .\ pilot
project involving palm top devices was unsuccessful. Currently PayPal is available
in 37 countries, including the Netherlands. Users in Anguilla, Argentina, Costa

163 Un e ss indicated otherwise, the information presented in this example has been taken form
the ParPal Website.'

164  Sapsford 20()0. Cave 2(*)1. ePSO 200lh.
165   ePSO  2001 h.
166 Jones 2001. pp. 3-4.
167 See section 3.3.1.
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Rica. the Dominican Republic, and Jamaica, however, are limited to sending money
with their PayPal accounts. They are not allowed to receive payments. At the end
of 2001, PayPal had 10 million users, with 8 million being private consumers and 2
million business clients. Of these 10 million users 4.5 million were said to be
located in the United States. Additionally, ParPal processes 200,000 transactions
with a total value of USD10 million each day, constituting almost 75% of all e-mail-
based money transactions over the Internet. Of these transactions, 70% is said to
be related to on-line auctions. Finally, it is claimed that the system grows with
about 18,000 new accounts every day. 168

For    security PayPal, relies    on   the    use   of Secure Sockets Layer with 128-bit

encryption keys and of servers protected by firewalls. 169 PayPal accounts are

secured by means of user names, which are the same as the users' e-mail addresses,
and of passwords, which the users choose themselves.

PayPal is not anonymous. When opening an account, users must provide their
names, addresses, phone numbers, and e-mail addresses. Moreover, they have to
provide credit card, debit card, or bank account information. In particular with
credit and debit cards, the information provided is verified using card authorization
and fraud screening services. If the total value of payments of a user exceeds

USD1,000, bank account information is mandatory. When making a payment or
requested payment with PayPal, transaction information is collected. This
information includes the amount of the transactions, the type of transaction, for
instance, the purchase of goods or of services, as well gis the e-mail address of the
beneficiary or payer, respectively. The IP address of the device used to access the
Paypal account is also recorded.170 Recipients of payments do not see a payer's
financial information like credit card data or bank account information. They can
only see a payer's e-mail address, his sign-up date, and whether he has confirmed
an account at another financial institution.

As described at the beginning of this section, parties wanting to use PayPal have
to sign up first. The sign-up procedure starts with filling out an on-line application
form. Different application forms exist for registering US accounts and
international accounts. Additionally, a distinction is made between personal,
premier, and business accounts. Standard personal accounts are for individual use
and they cannot receive credit card payments because of the costs involved with
such transactions. Premier accounts are meant for users with large transaction
volumes and who also want to receive credit card payments. Business accounts are

for business use only. Standard personal accounts enjoy core features like the ability
to send and request payments as well as tools facilitating on-line auctions, while
premier and business accounts have additional premium features including the
possibility to accept credit card payments and to make mass payments to hundreds
of users  at once.  Use of standard personal accounts  is  free, but the use of premium
and business accounts involves transaction fees. When filling out an application
form a prospective user has to enter standard information like his name and

168 Jones 2001 , p. 2, p. 6, and p. 9.
169 See section 2.4.4.
17() For IP addresses, see section 2.4.3.1.
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address, but also his e-mail address, which will serve as his log-in name.
Additionally he has to choose a password. Once Paypal has received an application
form, it sends an e-mail with a link to the PayPal site to the applicant in order to
verify his e-mail address. On the PayPal, site the applicant has to enter his
password one more time, to confirm his e-mail address. As from that moment, the
PayPal account is open.

In order to use the account to send money, a user has to add a credit card or to
add and confirm a bank account first. To confirm a bank account, PayPal sends
two deposits of between USD 0.01  and USD 0.99 to the account indicated by the
user. Upon receipt of these deposits, the user has to enter the amounts on a special
PayPal page on the Internet in order to cornplete the verification process. After the
bank account information has been verified, money can be transferred between this
account and the PayPal account as an alternative to use of a credit card. Adding
and confirming a bank account is mandatory if the total amount of payments ofa
user  exceeds  USD   1,000,  as was mentioned earlier. International users cannot  use
ParPal's bank account verification system. Before they can actually use PayP:11 to
send money, they have to add a credit card. PayPal then charges this credit card
USD    1.95.    In   addition   to this charge, an international user finds a four-digit
membership confirmation number on his next credit card statement. The user has
to enter this number on the PayPal Website.

PayPal transactions can be funded in several ways. In principle, payments are
funded from the PayPal account. If the account balance is insufficient or if a user
wants to use alternate funding options, transactions can also be paid for via a credit
card of via  an  added and confirmed bank  account.  In the latter case, use can also be
made of 'eChecks' or 'Instant Transfers'. With an Instant Transfer, the beneficiary
is credited immediately. This requires registering a back-up funding source like a
credit or debit card or another bank account to provide in the event that the first
bank account cannot be debited. An e-Check transfer is not immediate. Hence, a
back-up funding source is not required.

If a user wants to send money with ParPal, he has to log in first. He does this
bj entering his e-mail address and password. Next, he selects the 'send money'
option and enters the recipient's e-mail address, the amount of the transfer, and the
type of the transaction. With respect of the type of transaction, a user can choose

from payment for the performance of a service. payment for goods from an on-line
auction, payment for non-auction goods, and quasi-cash. The latter term indicates
the transmission of money without services or goods being involved. A fter that, the
user is presented an overview of the transaction details and he has to decide
whether   he   wants tc, proceed    or   not.    If   the    user   agrees, the trans fur order   is
despatched, and the recipient receives an e-mail message notifying him that money
has been transferred to him via Pa>Pal. If the recipient is already a PayPal user, the
received funds are transferred to his own PayPal account and he can access them
by logging in. lf the beneficiary is not yet a Pa>·Pal user, he has to sign up and
confirm his e-mail address first, after which the funds are credited t() his newly
opened Paypal account. Subsequentl>·, he can decide to transfer the money to a
bank account, to request a cheque, or to use the money to make his own pab·ments
with Pa\·Pal.
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Example 2: Egg

A second example of an Internet banking solution is formed by Egg. Egg is a
British firm, launched in October 1998 by Prudential,171 m international financial
services company established   in   1848  with   more   than 16 million customers   and
some 20,000 employees worldwide.172 Egg floated on 12 june 2000, but Prudential
continues to hold 79% of the share capital.173 From a business model point of
view, Egg is a stand-alone Internet bank which acts under its own name, but which
is part of an already existing brick-and-mortar company. This stands in contrast
with so-called integrated services, in which banks offer Internet-based services
under their own name and with Internet pure-plays, Internet banks that are active
on the Web only, without being part of any brick-and-mortar institution.

Currently Egg provides banking, insurance, investment, mortgage, and
shopping services through its Internet site and other distribution channels, such as
Egg T\T. Products include credit cards, such as the Egg card. So far, Egg has been
verv successful. Within six rnonths of its launch, Egg had attracted GBP 5 billion in
deposits and 500,000 customers.174 In 2000, Egg's customer base grew with
559,000 new customers and in 2001 with another 600,000, while, between 1
Januan· and 21 February 2002, 82,000 new customers were registered. In total, Egg
now has over 2 million customers.175 For its various products, Egg deals with
security in a similar way as other banks do with corresponding products. The Egg
card, for instance, is secured through use of a PIN code and customers using a
personal computer to do their business have to log in first using a user ID and
password. The security of communications between Egg's computers and those of
its clients is based on the Secure Sockets Layer Protocol with 128-bit encryption
kevs.176

To identify itself in such communications Egg uses a digital certificate issued by
Verisign. Additionally, Egg makes use of cookies to check whether a person
accessing the web pages is the same one as the one who logged in. Firewalls and

177monitoring tools are used tc, identifi· potentially fraudulent behaviour.

5.6.3.3 Phone, home, and Internet banking in the Netherlands.

Example 1: Girofoon

Girofoon is a product of the Postbank. With Girofc,on, a user has access through
his telephone to current infc,rmation about the balance in his giro account, about
the latest transactions and about savings, loans, and investments. Aforcover a user

171 Prudential 2002a.
172  Prudential 2()03.
173  Egg 20()22.
174    prudential  2002b.
175  Egg 2(*)2b.
176 Egg 2002c. F.gg 2(}02d.
177  Egg 2(*)2d. Egg 2002e.
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can use Girofoon to transfer money between his various accounts, which may
include current and savings accounts, investment accounts and continuous credit
accounts. Afaking payments into the account of others, including those held with
other banks, is possible, but requires a special payrnent permit, for which a user has
to apply first. The standard maximum amount of money that can be transferred to
others each day totals EUR 700, but with GSAI phones this maximum is EUR
5000. The difference results from the better securin· offered by the SIM
(Subscriber Identity Aiodule) card in GSAI phones and the possibilin- to use PIN
codes  on such phones. 178 An access  code is  used to secure the access  to  Girofoon.
'1'o gain access, the user has to dial a special Postbank phone number first. After
that he has to enter a zero followed by his account number and the special access

179code. A computer voice then guides the user further.

Example 2: ING Interactive banking

ING Interactive banking was the home banking application of ING bank. Being a
home banking application, ING Interactive banking required the user to install
special software. Just as with other home banking systems, and the Internet
banking applications which will be discussed later, ING Interactive banking
enabled the user both to view his balance information and to make payments in a
wm· which closelv resembles the use of traditional bank statements and transfer
forms. The balance information was not limited to that of current accounts, but
included information about savings and continuous credit accounts as well.
Payments could be made by entering a beneficiary's name, address, and account
number, together with the amount of the payment. The date for the payment could
be entered c,ptionally and data pertaining to recurring payments could be stored.
Before payment ()rders were despatched, users were asked to identify themselves.
For this purpose, use was made again of a calculator and PIN code. Besides using
ING Interactive banking to make payments, it also supported a user's personal
administration, gave access to the Internet, and prc,vided on-line information about
subiects like investments. In the meantime, ING Interactive banking has been
replaced in the Netherlands with an Internet banking application, called NIijn ING
Bank.

Example 3: Girote1180

Just as the Girofoon, Clirotel is offered by the Postbank, which is part of the ING
group.181 In additic,n to a home banking version, requiring the installation of special
software by the user, there is also an Internet banking version of the system which

178 ·rhe SIAi card or Subscriber Identit\· Moclule card is the central computer cliip in a mobile
phone.

179  postbank 2(K)22.
m' Unless indicated citlierwise, the inftirmation presented in tliis example has been taken form

the Postbank Website.
181  See section 3.3.1.

190



ClliFTER 5

does not have this requirement. Girotel provides the user with current balance
information about his various Postbank accounts as well as an overview of
transactions. Girotel also enables users to make payments to other Postbank and
non-Postbank accounts which may be entered up to a year in advance. Girotel
transactions are limited to a total value of EUR 25,000 a day if the user and the
beneficiary are not the same. When making a payment, the user has to indicate the
amount of the transaction, the accounts from which ;Ind to which this amount

should be debited and credited, respectively, as well as the beneficiary. Access to
the Internet-based version of Girotel is secured through the use of three codes,
called the Girotel number, the code number, and the Girotel Identification
Number. The Girotel Identification Number consists of six letters and numbers
and is chosen by the user himself, who can also change this code. In addition to
these codes needed to enter the system, a user must also add a transaction
acceptance number when carrying out transactions. Each time data are sent, a new
transaction acceptance number has to be given. A list of such numbers is sent to
users by ordinary mail, after completing their application for Girotel. To secure
communications between a user's computer and that of the Postbank, use is made
o f the Secure Sockets Layer Protocol.

Example 4: Rabo Internetbankieren

Rabo Internetbankieren is a product of the Rabobank. It allows its users to view
both the balance information and the latest transactions relating to their (various)
accounts and to make payments. Access to Rabo Internetbankieren is secured
through use of the Random Reader card reader which was alread) discussed in
section 5.6.2.3 together with customers' own standard bank cards. To gain access

to his current or savings accounts, a user inserts his bank card into the card reader
and enters his PIN code on the device. The Random Reader then generates an
access code which the user has to enter on the Rabo Intemetbankieren log-in
Website after which he has access to his accounts. In order to prevent man-in-the-
middle attacks,18' users are asked to check the URL of the web page shown, in
order to verify and ensure that they are really communicating with the Rabobank

Making payments with Rabo Internetbankieren closely resembles filling out
standard transfer order forms as it does with other home and Internet banking
applications. The user has to indicate the amount, currency, and date of the transfer
as well as the accounts that are to be debited and credited. Additionall\·, the
beneficiag's name and place of residence have to be stated. As an option, a user
can indicate whether the payment is urgent or, for instance, whether it is a recurring
one. In the latter case, the frequency of the payment can be stated. In case several

payment orders are generated, these can be gathered and be sent to the Rabobank
together in a single communications session. When sending payment orders to the
Rabob;ink, use must be made again of the Random Reader together with a bank
card. The codes generated by a Random Reader are valid fc,r a limited period only.

182  For man-in-the-middle attacks, see section 5.4.2.
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If a communications sessic,n is not finished within this period, new codes have to
be generated. To secure the communications link between a user's computer and
that of the Rabob:Ink, use is made of the Secure Sockets Layer protocol. 183

5.6.4 Electronic money instruments

5.6.4.1 General workings and other characteristics

Electronic money was already been mentioned in sections 5.2 and 5.3. As outlined
in section 5.2, electronic money instruments can be defined as payment
instruments other than remote access instruments on which value units can be
stored electronically. To qualify as electronic money, it is furthermore essential that
the value units are accepted by more institutions than just the issuer. Thus,
electronic money is by definition multi-purpose. In general, electronic money
instruments are prepaid systems, intended for low value transactions. Prepaid
means that, before they can use their electronic money instruments tc) make
payments, users must load these instruments with value first. Usually, the amount
of value that can be loaded on an instrument is limited. Issuers keep the funds
received in exchange for the issuance of electronic money in an account called the
float. As most electronic money systems do not allow peer-to-peer transactions, it
is only after a user has made a payment in e-money that funds need to be
transferred. This transfer usually occurs once the benefician· of the payment offers
the received electronic value units to the issuer in order to be credited. The
trans ferred amount is taken  from  the  float. An electronic payment  system  that  does
allow peer-to-peer payments is the Afondex system. This system will be discussed
in section 5.6.4.2.

Electronic rnonev srstems can be subdivided. One such subdivision
distinguishes between hardware-based  and software-based systems.   1 Iardware-
based e-money systems usually involve the use of chip cards. Software-based
s ·stems, on the other hand, require special software that can be used on standard
peric,nal computers. The distinction between hardware-based and software-based
s>·stems is not a strict one, E-money systems have been developed that can be used
on b(,th chip cards and personal computers. An example of a computer-based
system is the eCash system, which was already briefly discussed in sections 5.2 and
5.4.1.4. This electronic moner scheme will be discussed in more detail in section
5.6.4.2.

Another subdivisicm of e-money systems that can be made relates to the way in
which the issued electronic value units are stored. 'Illese value units can be stored
either as an aggregate balance indicating the total amount of electronic value
available to a user or as strings of bits and bytes with each string representing a
single electronic coin or bank nc,te.

l;rom a technical point of view, electronic money srstems can be designed with
any degree of anon>·mit>· desired. However, legal prc,visions may exist fc,rcing

183  Rabobank 2002.
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certain identification requirements to be met. Aforeover, sonic kind of monitoring
of transactions is often performed purely for reasons of good business
management, for instance, in order to detect fraud. One system that has been called
anonymous is the eCash system mentioned above. In this system, issuers could not
determine where users spent their e-money. They did know the amounts of eCash
withdrawn and deposited by each user. In hardware-based electronic monev
systems, each card often carries an identification number which can be linked to an
account, while the amounts of money loaded onto and paid with each card are
recorded for each card individually. Additionally, both the terminals used to load
value onto reloadable chip cards and those used by merchants to receive value
generally carry identification numbers as well. In this way, a sufficient amount of
transaction data is available to construct an audit trail if necessan·. An electronic
monev svstem that works in this way is the Dutch Chipknip system. A non-
account-based electronic purse, which was introduced in the Netherlands in recent
years on the other hand, cannot be linked to an account. It is a prepaid, non-
reloadable, disposable card and consequently any card number, if it exists at all, is
not tied to an account. The maximum value on such a Prepaid Chipknip card is
limited to EUR 50 and the Dutch Central Bank has determined that risks are
controlled adequately. 184 The Chipknip and the Preplid Chipknip will be discussed
in more detail in section 5.6.4.3. As an alternative to electronic money systems in
which individual transactions are monitored as they occur, systems in which
transaction data are stored on the payment instrument and downloaded to the
issuer only after a certain number of transactions are conceivable as well.

Acceptance of e-money systems has been slow. However, in the Netherlands e-
purse usage is increasing. In this respect it was mentioned in section 5.5 that in the
United States, the use o f multi-purpose prepaid cards is virtually non-existent. With
regard to the Netherlands, it was noted that by 2000,21 million electronic purses
had been issued. The total amount of value stored on them was a mere NI.G 57
million, or almost  EUR 26 million, while these purses were used  in  only  1 40  of all
Dutch gil,0 transacticms. In 2002, however, e-purse usage rose to 85 million
transactions as compared to 1,069 million transactions for bank cards.

5.6.4.2 Examples

Example l: eCash

Perhaps the best-known example of an electronic money system is eCash. 'Ille
s,·stem was based on the use of blind signatures, discussed in section 5.4.1.4. As a
result, it was not possible to track where users spent their money. That is why
eCash has been called fully anonymous.185 Currently, eCash is no longer available.

Just as with most other electronic payment systems, parties using eCash played the
role of either bank, consumer, or merchant. In order to use the system, both
consumers and merchants had to possess special software, called a wallet, and a

184  DNB 20('lc. p. 29.
18+  C-)'Alahon>- et al. 1997, p. 146.
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bank account, called an eCash account. Before payments could be made, users had
to transfer money from their bank accounts to their eCash accounts first. After
that, they could download digital eCash coins onto their personal computers or
smart cards using the blind signatures protocol with the value of the coins being
charged to their eCash accounts. To receive a coin, a consumer generated a string
of computer data, multiplied it by a random factor raised to the power of the
bank's public key for the desired denomination of eCash coin, and sent the result
to the bank. The bank then signed this string with a secret key, using different keys
for different denominations, and returned it to the user. Next, the user removed
the random factor from the returned string, leaving the signature intact, after which
he had a valid eCash coin, without the bank knowing which coin had been issued
to which user. Once in possession of valid coins, a consumer could then use them
to pay merchants participating in the eCash scheme. Upon receiving (Cash coins
from a consumer, a merchant had to send the coins to the bank, which would then
check the authenticity of the coins and whether they had not been spent before.
This latter check, called the double-spending check, was performed by checking (a
part  of) the string originally  generated  by the consumer, against  a  list  of already
spent coins. As the bank had not seen this string when it issued the coin because of
the random factor in the blind signature protocol, however, it could not determine
from which consumer the merchant had received the coin being checked. 'I'o
prevent the list of spent coins from becoming too long, eCash coins remained valid
for a limited period of time onlj·.186 If a coin had already been spent, payment was
rejected.  If.  on  the  other  hand. the coins  of a  payment were not on  the  spent-coins
list, they were added to it, and their value was credited to the merchant's e(Jash

account. The merchant could then use the balance in his account to generate new
coins himself if need be. So although an eCash bank could not track where
consumers spent their coins, it did know how much eCash was withdrawn and
deposited by individual users. C ,ins could also be sent using e-mail.

It has been said of the eCash system that it also supported peer-to-peer
payments.   This   is   not   entirely   correct.  Just as merchants receiving payments   in

eCash, recipients of so called peer-to-peer payments also had to deposit the
received coins with their banks in c,rder to have them checked. I f ever ·thing turned
out to be in order, the received cc,ins were exchanged for new ones, which were
sent to the recipient of the pa>'ment. This process was implemented in such a way
that it appeared to a recipient that the new coins were received directly from the
payer, although  this  was  not  actually  the  case. 187  AIoreover,  a  payer had to include
the e(:ash account number of the beneficiary of his payment in the payment
message, a requirement that dcies not agree very well with the notic,n of freely
trans furable coins as implied by the idea of real peer-to-peer payments.188

The eCash system was develc,ped by the firm DigiCash. Digi(Zash, originally
located in Amsterdam in the Netherlands, but later also in Palo Alto in the United
States, focused on developing and licensing payment technolc,gy products including

186  0'Aiahonr et al. 1997. p. 150.
187  0,Aiahony et al. 1997. pp 155-156.
188 EZI-N 1998b. [9&31.
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hardware-based, software-based and hybrid systems.189 The company was founded
in  1990 by David Chaum, an Arnerican computer scientist, who was the inventor
of the blind signature protocol. At the beginning of the 1980s, Chaum came to the
Centre for Mathematics and Computer Science (Centmm voor Ir7skunde en I,#omiatica
(Cli'7)) in Amsterdam, where he became head of the cryptography department.
Chaum's group did work on automatic toll collection on roads for Rijkswaterstaat,
the Dutch Directorate-General for Public works and Water Alanagement. 19()
Although a successful toll collection system was designed, Rijkswaterstaat ultimately
decided not to use it. This did not stop Chaum from going into business himself,
which led to the foundation of DigiCash and the development of eCash. In
October  1995, the American  Alark  l'wain  Bank  became the first  bank to offer
eCash to its clients. In the Netherlands, the system was not used. It appears that
this had to do with the cost of the system (on-line verification of received coins is
relatively expensive) and with some public remarks by Chaum, possibly taken out
of their context, about the safety of the Dutch Chipknip and Chipper electronic
money systems.191 It is said that these remarks cost Chaum a virtually concluded
deal, while Chaum also allegedly played a role in DigiCash losing other lucrative
contracts. 192

Whatever  may  be  true  of this, after 1995, several banks started pilot projects
involving eCash. Following a decision  in  1996, for instance, Deutsche Bank started
a pilot project in October  1997. In Switzerland, Swissnetpay AG started its pilot on
5 june 1998. In this trial, users could pay up to CHF 5,000 (about FUR 3,000) per
month in eCash. By September  1998, over 3,000 consumers and 28 merchants were
participating  in  the project, while another 15 merchants were preparing  to  join. 193

Tlie Swiss pilot project  was  terminated in December 1999, without  any  com-
mitments for the future.'94 In Austria, eCash was available to consumers from
BankAustria from the middle of 1998. Users of this srstem could transfer a
maximum of ATS 2,000 (EUR 145,35) to their eCash accounts, although it was
expected that this limit would be raised in future implementations. As mentioned in
section 5.5, however, in 1998, financial problems for DigiCash had become worse
and worse. In September of that year, the Amsterdam-based branch went bankrupt,
and a few months later the American branch filed for bankruptcy protection.
Naturally, this course of events did a lot of damage to the spread of the system.
Following the end of DigiCash, the firm eCash Technologies, based in Seattle in
the United States, took over the marketing of eCash. Contracts signed by the
company included those with Internet pa\·ment provider Bibit,195 and with
Deutsche Bank 24 AG, a full>· owned subsidiary of Deutsche Bank. With Deutsche

189     DigiCash   1996.
1(M) R,7kswaterstaat is a Dhision of the Dutch Alinistry of Transport, Public Works and Water

Management.
1')1 These Dutch electronic moner· s,·stems arc discussed in section 5.6.4.3.

192    Nextmagazine  1999.
193

EZI-N  1998c,119&21
194 Swissnetpay  1999.
195 eCasli Technologies 2001.

195



ELECTRONIC PAYMENT SYSTEMS AND MONEY LAUNDERING

Bank 24, eCash was integrated with the Yahoo! Card, a Eurocard/Aigistercard credit
card with a computer chip,196 and users could transfer up to DEAI 400 (EUR 205)
to their eCash accounts.197 In mid 2001, however, Deutsche Bank 24 terminated
the eCash project due to a lack of consumer interest. Alerely 50 merchants had
participated in the scheme. 198 Possibly merchants were hesitant to participate,
because they wanted a large consumer base first, while consumers either had no
need for the system, or were waiting for more merchants to join. Additionally,
other and perhaps simpler or more practical electronic payment systems, like the
mobile Pa>·box system, which will be discussed in section 5.6.5.2, were getting
increasingly popular. 199 In the end, eCash Technologies could not make enough
money with eCash, and in the course of 2001, the company stopped marketing the

payment srstem.
To ensure the security of eCash, access to the wallet software and eCash

accounts was protected by passwords, while both communications and the eCash
coins themselves, were secured using various encryption techniques. For securing
communications, use was made of the envelope technique discussed in section
5.4.1.3, in which asymmetric encryption keys are used to exchange symmetric
session keys. RSA keys were used for asymmetric keys and triple-DES keys as
symmetric ones. Aforeover, use was also made of the Secure Hash Algorithm-1,
while, just as in other communications protocols, different messages in the
communication protocol had different sequence numbers, so that in case messages
were lost during transmission, they could be resent.200

When a user wanted t() withdraw coins, he composed a message stating the
desired denominations and containing the blinded strings that were to be turned
into  coins.  lie then signed this message, and encrypted it, using the bank's public
key. Having received the request, the bank in its turn, decrvpted the message, and
checked whether the signature on the request matched the public key registered
with the user's eCash   account.   If everything checked  out,  and  if su fficient funds
were available in the account, the bank then signed the strings generated by the
user into still blinded coins, composed a response message containing these coins,
and signed the message, before sending it to the user. Upon receiving the response,
the user unblinded the coins and stored them in his eCash wallet. To make a
payment, a user assembled a message for the payee, consisting of a description of
the payment, and a message for the bank, encrypted using the envelope technique,
indicating the beneficiary, and containing a hash of the payment description, a hash
of a secret payment cc,de, and the exact amount of the payment in eCash coins.
Upon receiving the pa>·ment message, the pa>·ec added his own hash of the
payment informaticm to the payer's message fur the bank, signed the resulting
message, and forwarded it tc, the bank. Finally, the bank decrypted the payer's
message, checked the payec identifier, compared the hashes sent by the payer and

196 (Casli Technologies 2()(*).
197  Deutsche Bank 24 2(KK).
198  Heise 20(Ila.
199  Heise 20012: Heise 20()1 b.
20 '   Schneier  1996,  p.  145.
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the payee, and verified the validity and freshness of the coins. Only ifall coins were
accepted, payment was accepted as well. The double-spending check required coins
issued by different financial institutions, to be sent to central locations in the eCash

system, for instance central clearing houses. Such clearing houses could be set up
along the lines of different currency areas. For payments between areas with
different currencies, clearing houses were planned that would exchange coins
denominated in the currency of the payer, for coins denominated in the currency of
the payee.

Of course, communications may break down and computers can crash. To
check the status of a pa>·ment in such circumstances, or to prove that a payment
had indeed been made, a user could reveal the secret payment code, a hash of
which had been included in his payment message for the bank. Alternatively, he
could check the status of a payment by resending the coins involved, and see
whether or not these had already been redeemed. In case coins were lost due to
computer failure or a breakdown in communications, the user concerned and the
bank could cooperate to reconstruct all coins generated in a limited period
preceding the problems. Subsequently, the status of these coins could be checked
b>· sending them to the bank for the standard validation and verification process.201

As eCash was a coin-based electronic money system, cryptography was not only
important for securing communications, but also for protecting the eCash coins
themselves. It has already been explained above, that the basis of a coin was
founded by a string of data generated by a user. To prevent certain types of misuse,
such as users making coins of a certain denomination into coins of a higher one,
this initial coin string had to be of a specific format in order to become a valid
eCash coin. According to this format, a coin string consisted of a randomly
generated bit string, analogous to the serial number of a bank note, followed by the
hash of this bit string, and hashed mathematical combinations of the two. It was
the serial number mentioned here, that was checked during the double-spending
check outlined above. To ensure that a specific bit string was generated only once,
it had to be of a sufficient length. In this respect, string lengths of 100 and 160 bits
have been mentioned. If a non-negligible chance existed of one bit string being
generated more than once, a situation could arise in which a coin would be rejected
as payment as having already been spent, although the truth would be different.

After having been multiplied by a blinding factor to ensure spender anonymity,
coin strings could be made into valid eCash coins by having an eCash issuer sign
the strings with the proper secret keys, with different keys being used to sign coins
of different denominations. For the signing of coins, use was made of 768 bit RSA
ke\·s. For this key size, forgen· was deemed to be unfeasible, especially because
e(.ash coins were valid for only a limited period.24,2 After expin· of this period,
unspent coins had to be exchanged for new ones. Upon receiving the signed coins,
a user could compensate for the random blinding factor, and start spending them.
Once spent, coins had to be deposited with the bank in order to be checked for

201  0'Aiahony et al. 1997, pp 156-157.
21)2 Schoenmakers 1998. p. 345. Tlds article contains a full description of the basic security of the

eCash srstem.
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validity and double spending, as mentioned above. These checks were carried out
by 'unsigning' the coin, using the complement of the secret key used to sign the
coin, taking the first part, that is, the serial number, of the resulting coin string and
checking it for double spending, and by checking the format o f the coin. This latter
check was performed by calculating the hash of the serial number and hashed
combinations of the serial number and its hash, and comparing those to the second
part of the coin being checked. If the calculated values matched those in the coin,
the coin was known to be of the required format.

There has been some concern that eCash could have helped criminals hide their
identity and facilitate illegal payments, connected, for instance, to money
laundering, briben·, or extortion. In one example, it has been suggested that a
criminal could kidnap someone, send blinded strings to a bank and demand that
they be signed into coins and published in some public way, for instance, in a
newspaper. The criminal could then save the coins on his computer and unblind
them with him being the only person with knowledge of the blinding factor.203 In
such cases, the bank could possibly have signed the coins with special 'distress' keys
used only in crises situations such as kidnappings, allowing the coins to be tracked,
but criminals with access to the right information might have been able to spot the
use of the special keys, which could then have led to a demand for new coins
signed with standard keys.

In the basic eCash scheme, the potential for criminal inisuse seems to have been
limited. In this respect, institutions that have offered eCash have pointed out
several facts. First of all, it must be realized that withdrawals and deposits of eCash
were recorded, so that eCash accounts could be monitored for any suspicious

activity. Secondly, the identity of eCash account holders was established according
to standard banking procedures. Thirdly, in a number of eCash projects, the
maximum amount that could be held on an eCash account, or that could be paid in
a month was limited, thus reducing the attractiveness for criminal purposes. Finally,
it was also pointed out that eCash coins could not be transferred freely, but only in
'closed loops' going from one issuer to a payer, then on to a payee, and then back
again to the issuer, or some central clearing institution. According to the inventor
of eCash, David Chaum, there was no legitimate basis for concern about eCash
opening possibilities for illicit payments. In this regard, he too has pointed out that
the amounts withdrawn and deposited were recorded, as were the amounts that
passed through each pers()n's hands. Moreover, Chaum has stated that
extortionists, sellers on black-markets, or the acceptors of bribes might be
identified by payers revealing the serial numbers of the coins used for paying these
types of criminals.314 Such an approach would not have worked in the kidnapping
example above, because the criminal generated the strings for the coins himself.

In its standard implementation, eCash offered payer anonymity.305 As payers
generated blinded strings, issuers could not determine where users spent their
money. By inserting a third party between the payer and the payee in the standard

303  Von Solms and Naccache 1992, pp 581-583.
2w Chaum 1995.
205  Warner 1997. p. 190.
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eCash scheme, the system could also be operated in a mode offering 'payee
anonymity'. The term 'payee' then does not refer to the payee in the original set-up,
but to the newly added third party. In this scheme, the new payee generates the
blinded strings of data that will become coins. Instead of sending them to the bank,
however, he sends them to the payer, who then forwards them to the issuer as if
they were his own strings. Next, the bank signs the strings into coins, and debits
the payer's eCash account, after which the coins are returned to the payee via the
payer. The payee now has coins that he can spend anonymously, just as the payer in
the standard eCash scheme. I f the payee added a blinding factor of his own before
forwarding the payee's strings to the bank, the payee is not even able to prove hc
received coins from the payer.

Payee anonymity might have been interesting for criminals. Suppose the payer is
a drugs dealer and the payer a drug addict. In that case the drugs dealer could have
been paid electronically, thus eliminating the need for depositing tangible cash into
an account, and transportation of the money would also become easy by simply
encn·pting the coins and sending them to some hideaway via a computer network,
or on disk or CD. The onh· defence against this scenario would be to monitor the
payer's eCash account for suspicious transactions. Payee anonymity was, however,
not a standard feature of the e(.ash system, and would have required some
reprogramming of the software.

Example 2: Mondex

Alondex is a chip-based electronic money system. The chips used in the Niondex

system can be incorporated into smart cards, mobile phones, personal computers,
771 set-top boxes, etc. In general, these chips are linked to bank accounts, but
AIondex is also said to be available to those without such accounts. To protect
against money laundering, Aiondex electronic money is issued in a hierarchical
structure.'06 The top of this structure is fc,rmed by institutions called originators.
Originators create, control, and redeem electronic cash. Financial institutions
participating in the AIondex scheme form the next level: they buy electronic money

frc,m the originators. They distribute it among the end users, who make up the
third :Ind final level. Users can download electronic value onto chip cards and use it
to pay merchants for purchases in shops. Depending on the circumstances, loading
can be done via ATNIs, card telephones. terminals linked to the phone at home,
mobile phones, or tile Internet. It is an important characteristic  ,f the AIondex
system that it not only allows consumer-tc, business payments, but also business-tc)-
consumer and even consumer-to-consumer pa>·ments with the help of special card-
reading devices. AIondex is the only electrc,nic money system known to enable
these kinds of peer-to-peer transactions. In spite of the possibility for AIondex
users to transfer value among themselves, Aiondex electronic money does not
circulate freely. This is because the Aiondex system defines different classes of
chips, with different rules applying to each class about how much value can be

2()6

O'Alahonr· et al. 1997 p. 185.
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transferred to another class. An originator chip, for instance, can transfer electronic
money to bank chips, but not to consumer chips. Similarly, a merchant chip can
send value to bank chips, but its ability to transfer money value to consumer chips
is limited. Consumer chips have full transferability, but they can only hold a limited
amount of money unlike merchant chips, which can store much more value.207 In
contrast to other electronic money systems, such as the eCash system discussed in
the previous example. transactions are carried out without a central clearing
institution validating each transaction on-line. The Niondex system is therefore an

example of an off-line electronic money system. The scheme is aimed at low value
pay-as-you-go applications including retail payments, payments for digital television
and games, ranging from on-line and mobile games to traditional lotteries, as well
as mobile payment solutions. Currently, Alondex is used in a number of pilot
projects worldwide. Up to now, there has not been a national roll-out.208

The initial concept of Aiondex was developed by Tim Jones and Graham
Higgins of the British National Westminster Bank. Following early research, a
technology trial was launched at a London office complex of the bank in 1992. In
1993, the Alidland  Bank  joined National Westminster in the project  and  in  1996  a
new company, Mondex International, was founded to promote Mondex around the
world.21)9 Since     1997,     this     company     has     been     a     subsidiary     of    Alastercard

International. In July 1995, the first public trial was started in the town of Swindon
in Wiltshire, about  100  kilometres  west of London. 'I'his pilot project  ran for three
years and 8,000-10,000 consumers out of a potential 40,000-50,000 participated.210
The Swindon trial was followed by others, for instance by one in Guelph, (:anada,
which started in Februarr 1997. Here, consumers' response was lukewarm because
of concerns about privacy, costs, and utility. A national roll-out o f AIondex planned
for the first quarter  of 1998  was  put off,211  and the Guelph  test was  terminated.212
Other trials still were launched and pilot projects of Mondex currently include one
in Strasbourg in France and one for the Norwegian State I.otten·. In Strasbourg, at
least 100,000 AIondex cards were issued and more than 1,000 devices installed. At
present, purse-to-purse payments are not allowed, however. In the United
Kingdom, Aiondex is used at a number of universities, while, in Ireland, a loyalty
scheme involving Alondex has been launched in the Blanchardstown Shopping
Centre.213 In the United States, Ikiondex has been tested in internal projects at a
number of financial institutions including one in which Aiondex was used in an
Internet payment scheme in which goods could bc bought from merchants in San
Francisco.

The security of Afc,ndex is based on the elements of prevention, detection, and
recover> . Prevention relies in the first place on the tamper resistance of the

2117  eps() 2(H)1 g: Stalder and C:lement 1998.
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hardware of the chips used and on the software used to control the transfer of
value between chips. With respect to software, the Value Transfer protocol is used
to protect the transfer of electronic value between chips. First, the chips involved
validate each other, followed by the transfer of value using digital signatures and
other encryption techniques. Additionally, the use of different classes of chips also
contributes to the prevention of misuse of the Niondex system.214 As has been
discussed above, each class of chip has its own rules about how much value may be
transferred to each of the other classes. Some chips, such as merchant chips, can
hold    a    lot of value,    but have limited trans fer capabilities, while for instance
consumer chips, have full transferability, but a only limited capacity to store value.

Storage limits fur consumer chips of CAD 2,000 (EUR 1345) and GBP 500 (FUR
780) have been reported.21 S Cards can also be locked using a PIN code.'16

The Niondex system has several features aimed at detecting misuse. Each card
has a unique identifier. Aloreover, each transaction is given a unique sequence
number, so that transactions can be identified as well. Chips furthermore contain
three audit logs. Of these logs the user transaction log is the most important one.
In it transaction data is stored such as value, counterpart and transaction number.
Consumer chips record this data for the last 10 transactions, while merchant chips
store data about the last 300 transactions. l'lie pending log and exception log in
their turn, contain data about the state of the current transaction and unsuccessful
transactions, respectively.

217

Niondex has been said to use 'comprehensive behavioural analysis and statistical
projection to identify inconsistent rates of value flow'. According to Alondex 'la]
detailed control process is undertaken of all transactions for the issue and
redemption of value with Aiondex Afember banks. This provides an abilin to
determine the profile of individual cardholders (being updated on a regular basis),
but also to provide comparative portfolio analysis of such transaction flows with
other similar types of customer.  (...) Such analysis also provides a strong detection

capability against potential money laundering, which may involve sustained or
exceptional levels of value flow.'318 A merchant or consumer card also 'has limits tc)
the maximum amount of money it can transfer in each transaction  (...)  jand,,·\S 
cards have a limit to the cumulative value of transactions it can complete before it
automaticall> 'locks out' for review by the issuing bank.'219 In suspicious
circumstances, AIondex has the abilin' to remotely suspend a card.220 Some chips
can be programmed to shut down temporarily in case unusual card behaviour, such
as very high levels of value turnover, is registered.221 Although merchants do not
have access to the information that links card numbers to users, it is clear that the

214  Stalder and Clement 1998.
315   Stalder and Clement 1998. Kristoferitsch  1998. p.  143.
216  0'Aiahon)· et al. 1997, p. 185.
317   Stalder atid Clement  1998.
'18  Alondex 19982.
219 Mondex 1998b·
224'    Aionder  19982.

221  Stalder mid Clement 1998.

201



EI.ECTRONIC PAYNIENT SYSTEMS AND AIONEY LAUNDERING

logging and analysis of transaction data limits anonymin .If an audit trail has to be
established, it is likely that a sufficient amount of data will be available and of
course the bank knows to whom it issued which card."2

In the event the Aiondex security system is broken or if it becomes outdated,
there is the possibility to switch to a new system. To this end, each chip has two
security systems, which   will be called   A   and   B.   I f a switch becomes necessary,
Alondex can do so without having to replace the cards. What would happen, is that
AIondex would start issuing new cards containing securin' system B and a new
system C. When a new card meets an old one, it triggers the old card to switch to
system B. By the time system B has to be replaced, the same approach can be

223followed by issuing cards with securin systems C and D.
In spite of the efforts described here to keep Niondex secure, some doubt the

effectiveness of the security system. This has to do with both the reliance on
tamper-resistant hardware and Aiondex' reluctance to disclose technical

..1

information, for instance, about the cryptography that is used.-

5.6.4.3 Electronic money instruments in the Netherlands

Example 1: Chipknip and Chipper

Tile two best-known examples of electronic money systems in the Netherlands are
the chip card-based Chipknip and Chipper. The Chipknip was developed by the
joint Dutch banks and is based on the Belgian Proton chip card techn0106\. It was
first issued in 1995. In October of that year, a pilot project was started in the Dutch
city  of Amhem involving 55,000 cards  and 1,100 terminals.  The  card is aimed  at
low-value transactions at Point-Of-Sale terminals and is currently used in shops, for
parking, in vending machines, public pa)phones, public transport, etcetera. In
September 1996, the pilot project was followed by a national roll-out in twelve
cities.225 Shortly after introducing the Chipknip in the 1995 pilot project, banks
could not agree on a common strategy. As a result, P(,stbank decided to develop an
electronic purse of its own, called (:hipper, in a joint venture with the Dutch
telecommunications company KPN.226 Initially, Chipper was mainly targeted at the
vending and coin segment.227 As of .\ugust 1998, all six banks that are part of the
ING Group decided to switch from the use of Chipknip to Chipper.228 However.
having two duplicate electronic purse systems was both confusing for consumers
and expensive fc,r merchants as the latter needed to have card readers for both
s>·stems. This situati ,n was harmful for all, and, in 1999, it was decided to make all
terminals interoperable for both systems. In March 2001, it was announced that the

222  Stalder and Clement 1998.
223   Aiondex  19986.
224   Stalder and  Clement  1998.
225  Proton World 2(1()3.
226  BIS 20()Oc. p. 62.
227 I.elieveldt 2(9).
228 BIS 2000c. p. 63.
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Chipper would be taken off the market in favour of the Chipknip,229 and, as of
February 2002, only one technology has been in use.

Chipknip and Chipper were very similar. In the Chipper system, electronic value
could be loaded onto the card either by using a public pay phone or a loading
device that consumers could use at home. The Chipknip can also be loaded with
value through use of a home loading device. Alternatively use can be made of
loading terminals located at banks. While loading a chipper involved a PIN code
different from the one used for the debit card in which it was generally embedded,
loading a Chipknip involves the same PIN code.230 In the Chipper system, the
minimum and maximum amounts of electronic value that could be loaded onto a
card  were   NLG   25   (EUR   11.34)   and   NLC;   500 (EUR 226,89). Before   the
introduction of the physical euro, these same amounts were used in the Chipknip
system. Since 2002, Chipknip electronic purses can be losided with a nunimum
value of EUR 5 and, depending on the issuing institution, a maximum value of
EUR 500.

Making payments does not involve the use of a PIN code. A merchant's chip
card terminal shows a user the sum to be paid after which that user can push the
'accept button'.  As a result the amount of value stored on the card is decreased and
that stored on the terminal increased. At least once every two weeks, a merchant
has to send the electronic value received to the issuers in order to have his account

credited.231

In the past, both Chipper and Chipknip have been presented as being
anonymous. However, as outlined in section 5.3.1, cards, merchant terminals, and
loading terminals carry identification numbers allowing for the creation of an audit
trail that can be linked to an account. Additionally, the amounts loaded onto and
paid with a card are recorded for each card individually. It was also already
mentioned that chip card use in the Netherlands has been low although at present
it appears to be rising and that a prepaid, non-reloadable, disposable card has been
introduced that is not linked to an account. This card is called the Prepaid Chipknip
and exists in denominations of EUR 5, 10,20, and 50. The card is aimed at persons
without a Dutch bank account, such as tourists.

5.6.5 Mobile payment systems

5.6.5.1 General workings and other characteristics

Alobile phones, with their sometimes very high penetration rates find their inherent
communications capabilities, seem a logical platform through which t() provide
financial services. Both traditional and financial institutions, telecommunications
companies, and others have become issuers of mobile payment systems and there
is a considerable amount of convergence in the field. Sometimes banks and

229   ePSO 2()01 f
231  Lelieveldt 20(X).
231  BIS 2()()(k. p. 63
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telecommunications companies cooperate, for instance, to provide mobile payment
solutions, relying on each other's financial and technical expertise, while some
telecommunication companies offer an increasing range of payment products.
Traditional financml institutions like banks often use mobile phones to enable their
customers to view their balances, access their accounts, and transfer funds.
Additionally, they can also develop mobile commerce payment applications, as has
been done by Alastercard and Paybox which is partly owned by Deutsche Bank and
which will be discussed in Example 2 in section 5.6.5.2. Mobile commerce is also
the area in which telecommunication companies as well as others have become
active as issuers of payment systems. The mobile payment systems offered by these
companies enable consumers to pay for things like parking fees, petrol, Internet
purchases, and items sold from vending machines. Examples of such systems
offered by the Finnish telecommunications company Sonera and the Dutch
company Nedap will be discussed sections 5.6.5.2 and 5.6.5.3, respectively. In the
mobile payment systems developed by telecommunications companies and other
non-traditional banking institutions payments are generally directed to either bank
accounts, credit card accounts, or phone bills or settled against prepaid phone
credits. As will be explained in section 5.7.1, the issuing of payment systems by
telecommunication companies and non-bank entities raises a number of questions
as to how such issuers should be regulated and supervised. Depending on the exact

implementation of the billing part of a mobile phone payment svstem, with
payments being directed to either bank accounts. credit card accounts, phone bills
or prepaid phone credits, it can be argued that the operators of such systems
should be regulated as traditional banks or electronic money institutions, for which
the EU has intrc,duced a special supervison regime, or otherwise.232 However, in
principle mobile payment systems can be implemented both as remote access and
as electronic moner' instruments.

The fact that regulator>· issues have not been settled yet illustrates that mobile
payments are still a relatively new phenomenon. Moreover, issuers are sometimes
still trying to find the right business applications. In Finland, for instance, Sonera
pic,neered and has since discontinued a mobile payment systern for things like soft
drinks from vending machines. in the Netherlands, there is currently only one
bank, the Postbank that offers a mobile banking application. This application,
called m-bankienn. will be discussed in Example 1 in section 5.6.5.3. Paybox,
mentioned above, on the other hand, is at present available in five European
countries and serves over 700,000 consumers and some 10,000 merchants.

The above shows that various parties have developed various mobile payment
systems. Alost of these systems, like those offered by Sc,nera and Paybox, rely on
standard mobile phones for cam·ing out transactions. Other systems, like the dual
slot system developed by Afastercard, use mobile phones in which full-sized chip
cards can be inserted. 7'hese cards contain users' account and shipping information
that can be accessed by entering a PIN code on the mobile phone. AIobile payment
systems are generall)· not anonymous, because most of them rely on some sort of

23,2  See sections 5.7. I and 7.4.1.1.
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account, either bank account, credit card account, customer account with prepaid
value from a bank account, or phone bill.

5.6.5.2 Examples

Example 1: Sonera Mobile Pay and Sonera Shopper

Sonera  is a leading  telecommunications  company in Finland.  On  1  January  2002,  it
opened a UAITS network, only used for test purposes, however, until UMTS
phones become available to consumers.333 In 2000, Sonera launched Aiobile Pay,234
a well-publicised mobile payment system in which consumers could use their
mobile phones to pay, for instance, for the use of car parks and photo booths, luke
boxes, kiddie rides, car washes, and fast food, and at soft drink vending machines.
Early in 2002, the Mobile Pay service was terminated. Its Website was no longer
operational,235 and Sonera announced that it was ceasing the marketing of vending
machines. because these were too expensive and because the payment process
could take up to one minute to complete, whereas the use of coins is immediate 36.
Depending on the service involved and consumer preference, payment with Nfobile
Pay could be settled either via a credit card payment, debit payment, or via the
phone bill. As regards the phone bill, two options existed. In the first one,
consumers could dial a premium number with the price set for each individual
product, while, in the second option, consumers could dial a prefix followed by a
premium number for changing to a separate bill. Payment through the phone bill
did not require consumer registration. Credit card and direct debit payments did,
however, with consumer data being stored on the Alobile Pay payment server.237

One of the services for which consumers had to pay via credit card or direct debit
was the purchase  of fast  food. This concept was tested  in a number of Pizza  I lut
restaurants in the Helsinki City area. In the rest,aurant, a consumer could either
make a telephone call or use his phone to send an SMS, or Short Alessage Service
message. to a service number that was given with the menu. Immediately after that,
a confirmation code was sent back by SAIS. After the meal, a cashier checked this
code and the amount to be charged. The consumer sent a payment request to the
Alobile Pay payment server. the consumer data and the transaction data were
checked, and the pa>·ment either approved or rejected. At the end of the process,
the consumer received an SILIS message as a receipt.238

In Alarch 2002, Sonera Shopper aimed at more expensive products than the
Alobile Pay system. In the Shopper service, payments are directed either to a J'ISA
or Eurocard credit card or to special Sonera Shopper customer accounts. Before a
custc,mer can use his account, he has to transfer money to it from a bank account

23:
Soner:12(*)23.

234  Sonera 2(*}0.
235 ePSO 20(nd.

236 Johnson 2(*)2.
237    EPSO  2(*11 d. Sonera 2001.
238 Sonera 2(*)1.
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first. Users of Sonera Shopper must also register to identi« themselves and select
their method or payment. Customer identification is based on the use of subscrip-
tion numbers and personal security codes.239

Example 2: Paybox

Following a pilot project in 1999, Paybox was launched in German>· in 2000 by
Paybox.net AG, a company that until the end of 2002 was half-owned by Deutsche
Bank.240 Paybox enables consumers to transfer money to mobile phone users,
either through their own mobile phone or through a Paybox Website, to, among
other things, transfer money to someone's bank account. to pay for Internet
shopping, and to recharge phone credits. After users have registered, their mobile
phone is linked to their bank account, to which all payments are directed.241 As an
account-based system, Paybox is not anonymous. Consumers can either request an
application form over the phone or register on-line. Having completed on-line
registration, they can initially spend up to EUR 25. This limit can be raised by
signing and returning documents that are sent to consumers following the on-line
application, after which the daily spending limit lies between EUR 50 and EUR
2500.242 Paybox was also available in Austria (February 2001), Spain (December
2000), Sweden, and the United Kingdom (October 2001),243 and Paybox users can
use the service in all these countries.244 In October 2001, there were 260,000
registered users and 5,000 merchants, in Germany, while in Spain and the United
Kingdom, Paybox was accepted b> 58 and 30 merchants, respectively.245 By March
2002, overall use of Paybox had risen to 750,000 consumers and 10,000 merchants.
In January 2003 Paybox.net AG announced that 'If]ollowing the management buy-
out of shares from the previous majority shareholder, Deutsche Bank, paybox will
be fundamentally restructured. paybox will now focus on its profitable B2B
business with regional payment processors, telcos, and banks, and will continue the
paybox service in Austria with mobilkom austria. Afobile payment services in the
UK, Sweden, and Germany will be discontinued'.246 However, it was later reported
on the Website of Parbox Germany that services would resume after the summer
of 2003.247

The security of the system is based on the simultaneous possession of it mobile
phone's SIAI card, 48 the corresponding PIN code, and a four digit Paybox code. In

239  Sonera 2(*)2b.
34'I Parbox 2(}022, p.1 and p. 3.

241   Paybox 2002b, paragraph 3.8.
242 Parbox 20()2b. paragraph 3.7.
33 ePS0 20()2b.
244  parbox 20()2b, paragraph 3.5.
28 ePSO 2002b.
246 Pm·box 2()03a.
247 Parbox 2()03b.
248 The SIM card or Subscril)er Identin· Mc,dule card is the central computer chip in a mobile

phone.
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case of Internet shopping, communications between consumers and merchants run
over the Internet. Although, in principle, the Internet is insecure and transactions
can be intercepted, the onlb relevant information transmitted during these sessions
is the transaction amount and consumers' mobile phone or Paybox numbers.
Paybox numbers act as aliases for mobile phone numbers for consumers who do
not want to give their mobile phone number to third parties, and only Paybox can
link Paybox numbers with actual mobile phone numbers. Aiobile phone or Paybox
numbers alone are not enough to initiate transactions, whereas for instance credit
card numbers together with their expiry dates are. Moreover, merchants can secure
communications with techniques like SSL. Communications between merchants
and the Paybox payment server are secured using triple-DES SSI., while the server

itself is protected by firewalls. Authentication and PIN code verification arc
conducted over mobile phone networks through callbacks from Paybox to
consumers, who then have to confirm their transactions. The wireless part of
mobile phone communications is encrypted, while landlines are also protected.
Additionally, transactions are analysed for suspicious activity such as a high number
of transactions within a specified period, unusually high transaction volumes or
other behavioural characteristics.249

When applying for Paybox on-line, consumers have to enter their mobile phone
numbers and e-mail addresses first. After that, they have to provide their financial
data, which is needed to process payments. These data are sent over SSI.
connections. Next, Paybox rings the applicants on their mobile phones after which
they must enter a Paybox PIN code of their own choice on the telephone.
Consumers must also give their names, still using the telephone. Following
completion of the on-line application procedure, users have an initial spending limit
of EUR 25 and they can start using Paybox to transfer money to mobile phone
users, t() transfer money to someone's bank account, to pay for Internet shopping,
and to recharge phone credits, as was mentioned above.250

Transferring money to mobile phone users works gis follows. First, the paver
rings a special toll-free service number. llc enters the p:tree's mobile phone
number or Paybox number, which acts on an alias, and the amount of the transfer.
To complete the transfer, the payer has to confirm the transaction by entering his
Paybox PIN code on his mobile phone. Alternatively, the transfer can be made not
by mobile phone, but by using a special Paybox web instead. Recipients need not
be Paybox users. To actually get access to the funds sent, however, recipients must
register with Parbox. If ther do not do so within 30 days of the payment being
sent, the transfer is cancelled and the payer is notified.

Using the Paybox Website, Paybox users can also transfer mone,· to other
people's bank accounts. First, the payer enters the benefician·'s name, account
number, and bank number, as well as his own mobile phone or Paybox number.
Next, Paybox rings the payer who is then read the transaction details. By entering
his Paybox PIN code on his mobile phone, the payer can confirm the transaction.

249 Par·box 2(*)1, pp. 7-9.

2511 Pa>box 2(mlb , paragraph  1.4.
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I f a Paybox user wants to use Paybox to pay for Internet purchases, he can initiate
payment by clicking on the Paybox logo on his merchant's Website, and entering
his mobile phone or Paybox number. just as with transferring money to someone's
bank account, Paybox then rings the consumer on his mobile phone, and reads him
the transaction details, after which the consumer can confirm the transaction by
entering his Parbox PIN code. A ven- similar process can be used to pay in brick-
and-mortar shops. The only difference is that instead of the payer entering his data
on a merchant's Website, he now communicates his phone or Paybox number to
the merchant personally. The merchant then contracts Paybox via a special service
number, after which the payer is rung by Paybox to confirm the order. This process
can also be used to pay for mobile services like taxi rides.

Finally, Paybox users can recharge phone credits by ringing a service number,
selecting credit from their telecom provider and confirming the recharge with their
Paybox PIN code. The number giving access to the phone credit is then sent via

251SMS or e-mail messages, depending on consumers' preferences.

5.6.5.3 Mobile payment systems in the Netherlands

Example 1: M-bankieren252

The mobile banking solution of the Postbank is called m-bankienn, or m-banking.
The service was introduced in 2001 and was the first such service offered by a
Dutch bank. With m-bankienn, a user can view the current balance in his giro
account as well as stock prices. Moreover, m-bankieren allows payments to be made
from Postbank accounts to other Postbank and non-Postbank accounts. In
principle, the maximum amount of monej· that can be transferred daily with m-
bankienn is limited to a maximum of EUR 700. Transferring larger sums, with a
maximum of EUR 5,000, is possible, but requires a user to submit a special
application form first. '1'he information that has to be supplied via this form
includes the user's name and address, his account number, phone number (mobile
and private numbers) as well as his bank card number and its expiry date. M-
bankieren is based on the Wireless Application Protocol discussed in section 2.4.2.
To ensure security, data are sent in encrypted form with data belonging to different
users being encrypted differently. Access to the mobile phone is secured through
use of a personal access code, called the rn-code. This code is chosen by the user
himself. Additionally, m-bankieren uses caller identification. Following a risk analysis,
the Dutch Central Bank has concluded that the Postbank has sufficientl\·
recognized the possible risks involved in m-banking and that it controls these risks
adequately.253 Before a user of the system can start m-banking he has to register
first. From the information shown on the display of the phone, he chooses the
'registration' option and enters an activation code. The user is given this code a few

251    Parbox 20022, pp.  7-10.
352 Unless indicated otherwise, the information presented in this example has been taken form

the Postbank Website.'
253 DNB 2002b, p. 146.
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days prior to receiving the mobile phone. Subsequently, the user has to enter an m-

code of his own choice twice and to buy phone credits. After that, the device is
ready for use.

Balance information can be viewed by logging-in using the m-code. Having
viewed this information, the user can decide either to terminate the communication
or, in case he wants to transfer money, to proceed by selecting the 'payment' option
from the display of the phone. He must then indicate whether the account to be
credited is a Postbank account or an account that is held with a different bank.
Next, the user has to enter the amount of the transfer, and the beneficiary's
account number. After completing this procedure, the user has the option to add a
message to the transfer and the transfer order can be despatched.

As  of june  2003,  no  new  applicants for m-bankieren were accepted. At present,
m-bankieren relies on the use of a Siemens AI35i mobile phone. However, Postbank
expects to make the service available on other types of mobile phone in the future.

Example 2: Nedap Mobile Pay

The Dutch company Nedap offers a mobile solution called Mobile Pay. This
system, which should not be confused with the Sonera Mobile Pay system outlined
in Example 1 in the previous section, is aimed at enabling payments at petrol
stations, for car parking, and for Internet shopping. The latter application is
identical to the Paybox system discussed in Example 2 in the previous section and
Nedap also cooperates with the issuers of the system.

Paying for petrol at petrol stations is integrated into the process of filling up.
Pumps at Mobile Pay-enabled petrol stations have stickers displaying a service
number which consumers have to ring if they want to pay with Aiobile Pay, as well
as four-digit pump numbers. After ringing the service number, consumers must
enter the proper pump number on their mobile phone. Next, they have to enter

their Alobile Pay PIN code and once the transaction request is processed and
authorization granted, the pump is released. Just as with Paybox, consumers can
receive an optional SAIS or e-mail notification of the transaction after filling up.
7'his service is optional, however. The information in the notification includes the
time and date of the transaction, the total price, the identification number of the
petrol station, the user's customer number, etc. After filling up, the transaction is
routed to the user's bank, credit card company, telecom provider, or vendor, who
then pays the petrol station and bills the user. Afobile Pay also supports preplid
mobile phones, but generally payments will not be anonymous. At the end of 2001,
Zilobile Pay was used in a pilot project with British Petroleum (BP).

When using Mobile Par to pay for car parking, users have to ring a service
number at the beginning and end of the parking period and enter the number of
the parking zone, after which the parking fee is calculated and charged.254

254  paashas 2(*)2.
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5.6.6 Summary of electronic payment systems

Different types o f electronic payment systems can be distinguished. These different
types include: credit and debit card payments, phone, home, and Internet banking
applications, electronic money systems, and mobile payment systems. The latter
type of payment instrument may not qualify as a category of its own, but, since it
has received a lot of attention in recent years because of the promotion of mobile
commerce, it has been treated separately.

Another way of categorising electronic payment systems distinguishes between
those payment instruments that enable their holders to access funds held in some
account, that is remote access instruments, and those systems in which electronic
value can be stored on devices themselves, that is electronic money instruments.

Up to now, some types of payment systems have been more successful than
others. No one will doubt, for instance, the wide customer acceptance that credit
and debit cards have achieved. l'hese two systems, however, are examples of more
or less traditional electronic payment systems that already existed long before the
introduction of the Internet and other forms of cyberpayments. On the Internet,
most payment are still being made using traditional credit cards, with
communications being secured through the use of encryption techniques, such as
the SSI. protocol, although since the advent of the global computer network,
Internet-compatible adaptations of both credit and debit card-based payment
systems have been developed. Similarly, phone, home, and Internet banking
applications can be regarded as adaptations of traditional paper transfer forms,
allowing people to transfers funds from one account to another.

Early pioneers in the area of Internet-based remote access payment instruments
have often failed to achieve their goals, as is illustrated by the cases of First virtual
and CyberCash, which both offered credit card-based Internet payment systems.
Current Internet payment systems often closely resemble electronic payment
instruments in the brick-and-mortar world. Electronic money instruments have not
been as successful as originally anticipated. Reasons for this include a lack of user
friendliness as well as added value both on the part of payment systems themselves
and the services that can be obtained with them. Perhaps the best-known example
of an electronic money is the eCash system, originally developed by the firm
DigiCash. Despite an innovative systems which allowed for payer anonymit>·,
demand was insufficient. Nowadays electronic mong systems are generally used
for low-value payments, such as payments for car parking.

Over the years more than 100 electronic payment systems have been developed.
Because of this number, and because new systems are still being introduced, no
overview can be exhaustive. Systems not discussed in section 5.6 are, however,
likely to fit in the categorization presented, without raising fundamentally new
issues.

210



CHAPTERS

5.7 Legal aspects of electronic payment instruments

The issuance and use of payment instruments in general, and of electronic payment
instruments in particular, involve various legal aspects. For instance, adequate
consumer protection must exist, while financial institutions must be properly
supervised in order to ensure the stability and integrity of the financial system. The
various aspects need not always be separate, but may be interconnected as well.
Proper supervision for instance, is not only important to the supervised institutions
themselves, it also protects consumers' interests.

On both international and national levels, steps have been taken tc) regulate
payment instruments. With respect to consumer protection, recommendation
97/489/EC of the European Commission can be mentioned, which, with respect
to electronic payment instruments, contains a number of rights and obligations for
both consumers and issuers of such systems, as well as provisions aimed at creating
adequate dispute settlement mechanisms.255 However, issues of consumer
protection fall outside the scope of this book and will therefore not be discussed

any further.
With respect to supervision, a number of international initiatives have already

been discussed in section 3.4.1. These include initiatives of the European Union, as
well as of the Bank for International Settlements. Supervision in the Netherlands
has been dealt with in section 3.4.2. The initiatives discussed in both sections,
mainly relate to what can be called 'traditional financial service providers', that is,
financial institutions as they were known before the advent of electronic money
and the Internet. Tile development of new payment instruments, described in
section 5.5, as well as that of the Internet and e-commerce, have led to new
regulaton' initiatives. In these initiatives, questions have been addressed about who
should be allowed to issue the newl>· developed payment systems and about the
application of existing regulations, among other things. In the following sections, a
number of regulatory initiatives of the European Union and the Netherlands
relating to new payment systems will be discussed.

5.7.1 Initiatives of the European Union

Background

According to the definition of electronic payment instruments, these instruments
can be divided into remote access and electronic moner instruments. Remote
access instruments enable users tc, access funds held in accounts without any value
being stored on the remote access instruments themselves. As the offering of
accounts and the management of the funds held therein have traditionally been
reserved to credit institutions, the issuance of remote access instruments generally
also falls to such 'traditional financial institutions'. With respect to the issuance of
electronic money instruments, the situation has been somewhat different. With this

25:  (11 1, 2()8. 2.8.1997, p. 52.
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type of payment instrument, it was not immediately clear whether issuance should
also be reserved to credit institutions, or whether others should be allowed on the
market  as  well.   In  1994, the European Nionetary Institute, the predecessor  to  the
European Central Bank, published a report in which this question was addressed.
In its report on prepaid cards, the institute concluded that issuance of (card-based)
electronic money instruments should indeed be reserved to credit institutions.256
The institute came to this result, because it held the opinion that the acceptance of
funds in exchange for the issuance of electronic money constituted the taking of
deposits, an activity reserved to credit institutions.257 This line of reasoning was not
accepted by all.258 To regulate the issuance and use of electronic money, a
European Commission proposal was published in 1998 for a European Parliament
and Council Directive on the taking up, the pursuit of, and the prudential
supervision of the business of electronic money institutions.259 The proposal was
published against the background of the rise of the Internet, the development of e-
commerce, and the pioneer phase in the development of electronic payment
systems. During this phase, which was discussed in section 5.5, various start-up
companies designed new payment systems, and conducted a number of, sometimes
high profile, pilot prolects. As a result, these start-up companies appeared to
challenge the positions held by established financial institutions, and the fear arose
that a situation might be created in which all kinds of unregulated institutions
started issuing electronic payment instruments. This 'doom scenario' was part of a
wider held belief, that the Internet and e-commerce were areas that raised
numerous legal issues. In this respect, issues like encryption, electronic
authentication, privacy, and the protection of personal data, taxation, etc., received
a lot of attention. With respect to e-commerce, especially software-based electronic
money was thought to be emerging as the payment instrument of the future on the
Internet.26  Electronic money was also considered to be verw suitable for making

very small payments, for instance, in amounts of EUR 0.50 or EUR 0.25, for
downloading a page of information on the Internet.

Other reasons for the European Union to introduce a regulaton regime for the
issuance of electronic money were the fact that a number of member states had
already started to develop rules themselves, and that electronic money was thought
to present an opportunity for European consumers to familiarise themselves with
the concept of a single currency.261 Apparently, the European Commission thought
that Europe-wide electronic money systems would develop in the very near future.
As already mentioned several times, however, electronic money was not accepted

by consumers as readily as had been anticipated.

256  EMI 1994, paragraph 52.
257  EAil 1994. paragraph 31.
258   Grigg 1996.

259  OJ C 317, 15.10.1998, p. 7.

36(,  OJ C. 101. 12.4.1999, p. 64, paragraph 1.2.
261 Explanatory Memorandum to the Commission proposal for European Parliament and

Council Directives on the taking up, the pursuit and the prudential supervision of the
business o f electronic money institutions,  1998, p. 4.
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Finally, the supposed anonymity of electronic money also played a part in the
drafting of a proposal for a directive. Because of this supposed anonymity,
electronic money was feared to be 'an ideal vehicle for money laundering or other
illicit purposes'.262 711is fear was, for instance, expressed in the Economic and
Social Committee's opinion on the proposal.263 In the opinion, a distinction was
made between card-based, and software-based electronic money systems.264 With
regard to card-based systems, the Committee noted that, if the maximum amount

o f money  that  can be stored  on chip cards would be limited to about  EUR  150,
'their use for money laundering should not take on worrying proportions'.265
Software money was deemed to be a different matter. Although a 'preventive filter'
was thought to exist with respect to account-based systems, because the accounts
and their owners are subject to existing anti-money laundering standards, it was felt
that such a filter did not exist in non-account-based systems. According to the
Economic and Social Committee, cash is transformed directly into anonymous
software rnoney in such systems, after which it can be transferred in real time to
any destination, a situation that would present a golden opportunity to criminals.266

Directives  2000/46/EC  and  20001 28 / EC

Following the initial proposal, the European Parliament and the Council of the
European Union adopted Directive 2000/46/EC on the taking up, pursuit of, and
prudential supervision of the business of electronic money institutions in
September 2000.267 The aim of the directive is to:

introduce a technology-neutral legal framework that harmonises the prudential
supervision of electronic money institutions so as to ensure their sound and
prudent operation and their financial integrity. At the same time it aims to
provide a regulatory framework that enables electronic money to deliver its full
potential benefits and that will not hamper technological innovation.268

The directive introduces a new type of credit institution, namely, the electronic
money institution, which is an addition to the already existing 'traditional' credit
institution. According to the directive a targeted supervisory regime must apply to
electronic money institutions. which in comparison with the prudential supervisory
regime for traditional credit institutions, is on the one hand less stringent, for
instance, as regards initial capital requirements, but which restricts business
activities and investments. This approach should preserve a level playing field

262  OJ C. 101, 12.4.1999, p. 64, paragraph 2.5.

263   OJ C 101, 12.4.1999, p. 64.
264   Paragraphs  1.2 and  1.3.
265 Paragrapli 2.7.
266 Paragraph 2.7.1.

267  0.1 L 275, 27.10.2000, p. 39.
208 OJC 26.28.1.2000, p. 7
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between electronic money institutions and other credit institutions.269 The most
important provisions o f the directive will now be discussed.

Article 1, paragraph   1   provides   that the directive applies   to electronic money
institutions. These are defined in paragraph 3  (a) o f Article  1 as undertakings or any
other legal persons, other than traditional credit institutions, which issue means of
payment in the form of electronic money. Electronic money institutions form a
new type of credit institution which, as has already been mentioned, comes in
addition to traditional credit institution. This situation has been formalized through
Directive 2000/28/EC.zm This directive amends Article 1, point 1, first
subparagraph of Directive 2000/12/EC, which was discussed in section 3.4.1, in
such a way as to include both traditional credit institutions and electronic money
institutions as credit institutions. By making electronic money institutions credit
institutions, the European Central Bank can impose reserve requirements on
electronic money institutions within the framework of its monetary policies.271
Both traditional credit institutions and electronic money institutions are allowed to
issue electronic money. This right is not reserved to traditional credit institutions.

The question then remains what exactly is meant by the term electronic money.
This question is answered in Article 1, paragraph 3 (b) of Directive 2000/46/EC.
In this provision, electronic money is defined as 'monetary value as represented by
a claim on the issuer which is (i) stored on in electronic device, (ii) issued on the
receipt of funds of an amount not less in value than the monetary value issued, and
(iii) accepted as means of payment by undertakings other than the issuer'. This
definition is complemented by recital 3, in which it is stated that, for the purposes
of the directive, electronic money can be considered as a surrogate fc,r coins and
bank notes, stored on electronic devices as chip cards or computer memories, and
generally intended for effecting electronic payments of limited amounts. Although
the term 'electronic device' in the first element of the definition of electronic
money is not defined, one should thus think of chip cards and computers in the
first place. However, other devices are not been excluded. l'he third element of the
definition means that, for instance, single-use telephone cards, which are accepted
onlr by the issuer, do not qualify as electronic money.

Ille first and third elements of the definition of electr()nic money leave room
discussion as to which institutions qualify as electronic money instituticms. One
can. for instance, debate the issue whether or not prepaid mobile phone credits
qualify as electronic money, and hence the operators of mobile phone s> stems as
electronic money institutions. As the prepaid credits are kept in a computer file on
a network operated by the mobile phone company, and because credits can be used
to ring for instance service nurnbers, there could arguably be a threcfc,ld analogy
between the use of preplid phone credits, and for instance electronic purses. After
all:

269   Recitals  1  1  and  12.

270  OJ L 275. 27.10.2(KX), p. 37.
271  TK 2(K)1-2002. 28189, no. 3, p. 4.
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just as users of electronic purses have to load their purses with prepaid value,
users of prepaid mobile phones have to buy phone credits. Second, just as
electronic purses are used to make purchases in shops, mobile phone systems
can be used to ring service numbers. Third, just as merchants accepting
electronic purse payments are in the end paid by having their banks credit their
accounts from the electronic money float, operators of service numbers are paid
for their services by telecom operators from the float of money prepaid by
users.272

The analogy can, however, also be said to fail on all three counts, illustrating the
room for discussion about the application of Directive 2000/46/EC.

First of all, it can be claimed that, in contrast to electronic purse systems in
which purses under the direct physical control of users are arguably loaded with
prepaid value, the prepaid value in mobile phone systems, if stored in a file on a
computer network, is more similar to money held in an account. Second, one
can argue that, contran' to electronic purse systems in which electronic value is
transferred directly from consumers to merchants, mobile phone users do not
transfer any value to the operators of service numbers themselves. Instead, the
only value transferred to these operators is transferred to them by the telecom
company operating the mobile phone network, and only in so far as the mobile
phone users' credits allow. Third, it can be put forward that the fact that, in
general, both recipients of chip card payments and operators of service
numbers are paid from a float account, is 'only' the result from the situation
that most electronic money systems do not allow person-to-person payments. 273

The second element of the definition of electronic money in Directive
2000/46/EC has led to discussion about the way in which electronic money should
be issued. It has been made clear explicitly in Article 2 (3) and recital 7, that the
issuance of electronic money does not, in itself, constitute the taking o f deposits for
the purposes of Directive 2000/12/EC, if the received funds are immediatel,
exchanged fc,r electronic money. According to recital 7, this is the result of
electronic money being a surrogate for coins and bank notes. With respect to this
issue, it has been noted in thc explanaton' memorandum of the initial proposal for
a directive, that unlike a depositor, the user o f electronic money:

does n()t advance funds tc, an issuer in order to ensure their safekeeping and
handling.  (...) The underlying contract between the customer and the issuer is
that the user will get value for the electronic money from those merchants that
accept it and that the issuer will honour his commitment to give value.274

272  Schudelarc, 2()03. p. 51
273

Schudelaro 2003, p. 53.
274 Explanatory Atemorandum to the Commission proposal for European Parliament and

Council Directives on the taking up, the pursuit and the prudential supervision of the
business o f electronic money institutions,  1998, p.  8
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In the opinion of the Economic and Social Committee, the proposition that the
receipt of funds in exchange for the issuance of electronic money does not
constitute deposit taking, has been deemed 'tenuous:275 Be it as it may, the
immediate exchange of funds for electronic money does not constitute a deposit
taking activity according to the final directive. This situation is said to justify the
introduction of a separate prudential supervisory regime for electronic money
institutions, which differs from the regime that applies to traditional credit
institutions.276 If the receipt of funds from the public in exchange for electronic
money results in a credit balance left on account with an issuer, a different
reasoning is followed. In that case, the receipt of funds does constitute the receipt
of deposits or other repayable funds for the purpose of Directive 2000/12/EC, as
is stated in recital 8.

In addition to the question whether or not the issuance of electronic money
represent the taking of deposits, there is the question whether, according to the
definition of electronic money contained in the electronic money directive, issuers
of electronic money should give customers more or less electronic value than the
value they receive in exchange from these customers, in the form of traditional
funds, such as cash or transferable money.277 Although, according to the common
position of the Council, the second element of the definition of electronic money
means that it is not possible to issue more electronic money than the value of the
funds received in exchanged for the issuance,278 provisions in the Dutch act
implementing Directive 2000/46/EC require just the opposite. Stating that one of
the important elements in the Community definition of electronic money is the
requirement that issued electr(,nic money represents a value that is at least equal to
the value of the funds received,279 Article 85b of the Dutch Act on the Supervision
o f  the   Credit   system 1992 (11-et  Toes#cbt  Kredietwefen 1993), provides just that.
Additionallr, consumer protection has been cited as one of the reasons for this
course o f events as well.28( 

Continuing now with the discussion of other provisions in Directive
2000/46/EC, it is stated in .\rticle 1 (4) that persons and undertakings other than
traditional credit institutions or electronic money institutions are not allowed to
issue electronic money, while, in Article 1 (5), the business activities of electronic
money institutions have been limited. In addition to issuing electronic money, they
are only allowed to provide closely related financial and non-financial services

(Article 1 (5) (a)), and to store data on electronic devices on behalf of other
undertakings or public instituticms (Article  1   (5)  (b))

Article 2 then deals with the applicatic,n of banking directives.  In this article, it
is prc)vided that directives 2000/12/EC and 1991/308/Eli(: generally apply. '1'hese
directives, dealing with credit institutic,ns and anti-money laundering regulatic,ns,

275  C).1 (: 101. 12.4.1999, p. 64, pargigraph 3.2.3.
276  ()1 L 275,27.10.2(KX), p. 39, recital 7.
277 Schudelar   2(K)2, pp 1943-1945.
278  0-1 C 26.28.01.2()(H), p. 7
279  TK 2001-2(*)2, 28189. no. 3. p. 5
280   TX 2001-2(}02,28189, no.  3, p.  5

216



CliAFTER 5

have been discussed in sections 3.4.1.1 and 4.4.5.2, respectively. Comparing Article
2 (1) with recitals 7 and 11. one notices that these provisions do not agree on which
parts of Directive 2000/12/EC apply to electronic money institutions. According
to the explanatory memorandum of the Dutch legislation implementing the
directive, this is the result of some sloppy work and the only correct referral is said
to  be  that in recital  1 1.

As discussed above, Article 3 is about redeemability, that is changing electronic
money back into traditional funds. T:he article states that issuers are requtred to
exchange electronic money for traditional money, and that consumers may be
charged no other costs than those strictly necessan· to carr',· out that operation.
Below a certain threshold, issuers mar refuse to redeem electronic money, but this
threshold may not exceed EUR 10.

Articles 4,5,6, and 7 are of a prudential nature. They impose capital
requirements on electronic money institutions that are less stringent than those
imposed on traditional credit institutions (Article 4), but limit the ways in which
electronic money institutions mab invest the funds they hold (Article 5). Whether
or not electronic money institutic,ns observe these requirements, must be checked

by competent authorities (Article 6). Electronic money institutions must also have
sound and prudent management, administrative, and accounting procedures, as
well as adequate control mechanisms (Article 7).

Article 8 is interesting as it allows member states to partially or entirek waive
the application of directives 2000/46/EC and 2000/12/EC in a number of
situations. Application may be waived if an electronic money institution is small
enough from a financial point of view, meaning that the total amount of liabilities

resulting from the issuance of electronic mong' normally does not exceed IEUR 5
million, and never exceeds EUR 6 million. Application may also be waived if the
electronic money issued by an electronic money institution is accepted only by a
subsidian· or parent company belonging to the same group of companies as the
electronic money institution. Finally, issuers may be exempted from application, if
the payment instrument issued cannot   hold   more   than   EUR   150,   and   if  the
electronic money issued is accepted only b>· a limited number of undertakings,
which either are located in a limited area, or which have a close financial or
business relationship with the issuing institution. Electronic money institutions for
which a waiver has been granted, may not benefit from the mutual recognition
arrangements discussed in section 3.4.1.1, and they must report periodically on
their activities and the total amount o f electronic money liabilities.

Next, Article 9 is about the issue of grandfathering. This article states that
electronic money institutions that have started their operations before the date of
entry into force of provisions adopted in the implementation of the directive, or
the date on which the directive has to be implemented by member states at the
latest, whichever date is earlier, shall be presumed to be authorized. However, after
a certain period of time, member states are required to check if these institutions
comply with the provisions in the directive. If they do not, authorization ma>· be
withdrawn, as may their mutual recognition.

Finally, Article 10 provides that member states have to implement the directive
not later than 27 April 2002.
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5.7.2 Dutch Initiatives

5.7.2.1 Implementation of directives 2000/46/EC and 2000/28/EC

In order to implement directives 2000/46/EC and 2000/28/EC, an act was
adopted in the Netherlands on 20 June 2002,281 which came into force on 1 July
2002282 This act is aimed at implementing both European directives through
amendment  of  the   Act  on the Supervision   o f the Credit System   1992,   and   the
introduction, in this act, of a special supervisory regime for electronic money
institutions. The ASCS 1992 has been discussed in section 3.4.2.2. The new
supervisory regime leaves the structure  o f the  ASCS 1992 intact. Additionally,  the
application, with a few exceptions, of Directive 2000/12/EC to electronic money
institutions, as provided in Directive 2000/46/EC, means that the provisions in the
ASCS 1992 that correspond to Directive 2000/12/EC also apply to electronic
money institutions. These provisions cover issues like applying for authorization
and authorization requirements, granting and withdrawing authorization, checking
the integrity of the persons who determine or co-determine the policy of an
institution, establishing branches, and providing services.283 Provisions in the ASCS
1992 that do not apply to electronic money institutions are those provisions that do
not apply, either because of their nature, such as the ban on receiving repayable
funds from the public, or because their application has explicitly been ruled out in
Directive 2000/46/EC, such as the provisions relating to the prudential
supervision of traditic,nal credit institutions.284 For electronic mone> institutions, a
special regime for prudential supervision has been introduced through Articles 30a
-30£285 The most important amendments  to the ASCS  1992 will now be discussed.

In accordance with the implementation act, electronic money institutions have
been  defined in Article  1  (1)  (a)  2°of the  ASCS  1992, as enterprises or institutions,
c,ther than traditional credit institutions, that receive funds in exchange for which
electronic money is issued that can be used to make payments to the issuing
enterprises or institutions as well as others. However, the term 'electronic money
institution' is not used explicitly. Instead, such institutions have been defined as a
second type of credit institution in addition to the traditional credit instituticms
defined in Article 1  (1) (a)  1°. The definition of electronic money institutions in the
.\SCS 1992, appears  tc)  be in  line with the one given in Directive 2000/46/EC.  In
practice, however, it is still not entirely clear which enterprises or institutions
qualif)  as electronic money institutions and which do not. As pointed out in section
5.7.1, for instance, c,ne can debate the issue whether prepaid phone credits
represent electronic money. In that section, it was also already pointed out that,
with respect to the definition of electronic moncy, the Dutch implementatic,n act
fc,r Directive 2000/46/I:.(1 appears to be wrong in requiring that issued electronic

31*uNWd (Bulletin of.\cts and 1)ecrees). 2002.33(j. p.  1.
282 St,latsblad (Bulletin of.\cts and Decrees),20()2.336. p.  1
283 TK 2001-2(*)2. 28189, no. 3, p. 4.
284 ·rK 2(*)1-2002. 28189, no. 3, p. 5.
285 ·1.K 2001-2002. 28189. no. 3. p. 5.
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money represents a value that is at least equal to the value of the funds received in
exchange for the issuance. This requirement is contained in Article 85b of the
revised  ASCS  1992.

The approach taken in relation to electronic money institutions in the ASCS,
follows a structure ven' similar to the one used towards traditional credit
institutions. For the implementation of the provisions included in Article 1 GB of
the directive, which state that only traditional credit institutions or electronic
money institutions should be allowed tc) carn· on the business of issuing electronic
monev, use has been made, for instance, of the already existing Article 6 of the
ASCS 1992, for as far as electronic money issuers established in the Netherlands
are concerned. Although the structure of Article 6 has been changed somewhat, the
basic provision that no enterprise or institution established in the Netherlands may
pursue the business of a credit institution, except to the extent that it has obtained
authorization to that end from the Dutch Central Bank, has been left unaltered. It
is the same provision that already applied to traditional credit institutions. The
authorization requirements for electronic money institutions established in the
Netherlands, including the integrity check of the persons determining the policy of
an enterprise or institution, are also the same ones as the requirements which
traditional credit institutions already had to comply with. At the time of the
implementation of directives 2000/46/EC and 2000/28/EC, it was expected that
up to ten businesses or institutions would apply for the status of electronic money
institution. However, as of 23 March 2003, no electronic money institutions had
been registered.

A similar situation exists with respect to both Dutch electronic money
institutions wishing to marker their products abroad and non-Dutch electronic
money institutions wishing to become active in the Netherlands. As has been
discussed in section 3.4.2.2, traditional credit institutions established in the
Netherlands that want to carry out the business of credit institutions in another EU
member state, or outside the EU by means of branch offices or services, have to
comply with Articles  16, and  lub (branch offices), and Article 17 (services) of the
ASCS 1992, respectively.  As the provision of services outside  the  EU by credit
institutions established in the Netherlands is not covered by Directive
2000/12/EC, the ASCS 1992 does not contain provisions that specifically deal with
this situation. Traditional credit institutions established in another EU member
state than the Netherlnnds, or outside the EU, have to comply with Articles 31 and
38 (branch offices), and Articles 32 and 82 (services), respectively, in case they want
to enter the Dutch market. Although, in corresponding cases, Articles 17, lub, 31,
and  38 also apply to electronic money institutions, Articles   16,  32,  and  82  do  not.
With respect to electronic money institutions, these latter articles have been
replaced with the new Articles  16432a,  and 383. These articles deal with the issues
of Dutch electronic money institutions setting up branch offices in other EU
member states, and of electronic money institutions established in other EU
member states than the Netherlands, or outside the EU, becoming active in the
Netherlands through the provision of services.
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The restrictions on the business activities of electronic money institutions, laid
down in Article 1 (5) of Directive 2000/46/EC, have been implemented in the
ASCS 1992 by inserting a new Article 7a.

As regards the applicability of the European anti-money laundering directive,
directive 91/308/EEC, it can be noted that electronic money institutions have
been brought within the scope of both the Identification Act and the Disclosure of
Unusual Transactions Act bv Order in Council.286 These acts have been discussed
in sections 4.5.2 and 4.5.3, and form the Dutch implementation of directive
91/308/EEC. It has been mentioned in the explanatory memorandum
accompanying the first version of the Dutch bill aimed at implementing the
European Electronic Aloney Directive that the anti-money laundering directive was
made to apply to electronic money institutions, because the anonymity of electronic
rnoney implies that it can circulate freely, and that it can be transferred without its
origin being traceable. In the same memorandum, it has also been mentioned,
however, that the number of reported unusual transactions involving electronic
money was expected to be negligible.287

The redeemability requirement included in Article 3 of Directive 2000/46/EC,
has been implemented in Article 85b, paragraphs 2 and 3 of the ASCS 1992.
Paragraph 2 provides that, at the request of a consumer, a credit institution has to
exchange electronic money for coins, bank notes, or transferable money. According
to paragraph 3, rules regarding this exchange mav be formulated by Order in
Council.

As discussed in the previous section, Articles 4-7 of the Electronic Aloney
Directive are of a prudential nature. 'Ihese articles have been implemented in the
ASCS  1992 in Articles  11,30b,  3Oe,  55,  and 30c. Article 11 already existed before
the introduction of electronic money institutions, and provides that a credit
institution must have a minimum amount of own funds, and that this amount will
be determined by the Dutch Central Bank. Article 55, dealing with the periodic
subrnission of statements regarding the business of credit institutions, already
existed as well, and applies to electronic money institutions in an essentially
unchanged form.

The above-mentioned Articles 30b, c, and e, together with Articles 304 d, and f,
form a new division in Chapter 2 of the ASCS 1992, which is about the supervision
of the business o f electronic money institutions. The provisions in the new division
concern the possibility of the Dutch Central Bank giving electronic money
institutions directives for the conduct of their business relating to their solvency
and liquidity, among other things. With respect to the administrative organization
(,f electronic mcmer instituticms, the Dutch central Bank can issue
recommendations and general directives. Additionally, the provisions deal with the
subject of qualifying holdings.

\rticle 8 of the F.lectronic Aloney I)irective concerning the possible waiving of
some, or all of thc provisions of Directive 2000/46/ECE, and the application of

286 Staalstilad (Bulletin of Acts and Decrees),2()02.330. Stuatiblad (Bulletin of.\cts and Decrees).
2()03,94.

287  TK 2001-2(102.28189. no. 3. p. 4 and p. 14.
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Directive 2000/12/EC, has largely been implemented in Article 6, paragraphs 2
and   3   0 f  the   ASCS 1992. Although these paragraphs   do not explicitly contain
provisions of the kind of those listed in Article 8 of the Electronic Aioney
Directive, they provide that the Minister of Finance, or the Dutch Central Bank
may grant exemption from the requirement listed in paragraph 1 of Article 6, that
credit institutions established in the Netherlands must be authorized, if allowed by
the nature  of the enterprise  or institution,  and if the interests which  the ASCS  1992
seeks to protect, are adequately protected.

Finally, Article 9 of Directive 2000/46/EC concerning the issue of
grand fathering, has been implemented in Article  112a of the ASCS  1992.

5.7.2.2 Policy Rules for Media under the Act on the Supervision of the
Credit System 1992

Using the Internet for banking activities, may give rise to questions about the
applicability of certain laws that were already in existence. To clarify the
interpretation of certain provisions in the Act on the Supervision of the Credit
System 1992 (ASCS 1992), the Dutch Central Bank, has published its polic> rules
for media under   the   ASCS    1992 in 1999,288 which were updated in 200239
Although the main reason for formulating the policy rules has been the
development of banking activities through the Internet, the policy rules apply not
only to the use of the Internet, but also to that of other mons of
communication.290 The policy rules consist o f 6 sections.

In Section 1, the terms 'media: and 'Internet' are defined. In the policy rules,
the term 'media' is understood to mean the Internet, telephone, television, fax, and
other means of electronic communication, and newspapers, magazines, direct mail,
leaflets, and other paper-based means of communication. The term 'Internet' is
understood to indicate the various methods to distribute information electronically,

including the World Wide Web, bulletin boards, e-mail, etc.
Section 2 of the policy rules is about Article 6 of the ASCS 1992, which requires

enterprises or institutions that want to pursue the business of credit institution to
be authorized by De Nederlandsche Bank. According to Section 2, 'Itlhe
prohibition under section  6  0 f  the  ,\SCS 1992 applies  if the business  of a credit
instituticm as referred to therein is pursued through Media in or from the
Netherlands. The term 'in or from' the Netherlands covers all the institutions
established in the Netherlands which pursue the business of a credit institution,
irrespective of the countn· in which they are active through the hiedia.' Although
the words 'in or from the Netherlands' are not explicitly used in the ASCS, they
should be read into the prohibitions of this act insofar as possible,291 in spite of the
fact that the prohibitions have been formulated 'in such a way that it is not

288 DNB 1999.
2*9 Stdatscourant (Netherlands Government Gazette), 28 june 2002, no. 121, pp. 31-38.
29(, DNB 1999, p. 1

291   DNB  1999. P. 4
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apparent that their scope is restricted territorially'292 Until a certain link with the
Netherlands  has been established, however,  the  ASCS 1992 cannot be deemed  to
be applicable. According to the explanatory notes for Sections 2,3,4, and 5 of the
policy rules, a lead can be taken from criminal law in establishing whether there is a
link with the Netherlands, because the prohibitions of the ASCS 1992 are enforced
through this branch of law. Such a link is said to definitely exist if 'the person or
entity in breach of one of the prohibitions - if solely the geographical neutral
formation of the prohibited activities is taken into account - has his or its head
office in the Netherlands or partly or wholly carries out the prohibited activities
from a branch in the Netherlands'.293 Determining whether the ASCS 1992 covers
activities carried out br institutions not established in the Netherlands, is deemed
to be more complex. According to the explanaton· notes, 'Dutch criminal laws
apply if any of the locations where the criminal offence was committed lies in the
Netherlands. A criminal offence is in any case 'committed' at the place where the
activity was carried out gis well as the place of the activin's outcome, whether or
not this outcome arises in another countn through a medium such as Internet'.294

Section 3 ()f the policy rules deals with Articles 31. 32. 323, 38, and 38:1 of the
ASCS 1992, which concern the talking up of the business of a credit institution in
the Netherlands by enterprises or institutions established either in a EU member
state other than the Netherlands, or outside the EU. Paragraph 1 of Section 3 states
that 'Itlhe prohibition under  section  31   of  the  ASCS   1992  and  the  prohibitions
under sections  38  and  38a  of the  AS(:S  1992  apply  if the business referred  to
therein is pursued through Aledia in or from the Netherlands through a branch in
the Netherlands. In this paragraph the term 'in or from the Netherlands' is
understood to mean all Dutch branches of credit institutions from other countries,
which are active in any country through media from this branch'. Next, it is
provided in paragraph 2 that ' t}he prohibitions under sections 32 and 323 of the
.\SCS 1992 apply if the enterprise or institution referred to therein, is active in the
Dutch market thrc,ugh the AI edia.'

Article 82 of the .·\SCS 1992, containing the prohibition against receiving
repa>·able funds from the public, is, amc,ng other things, dealt with in Section 4 of
the policy rules. '1'his prohibition is said to apply 'to any natural person or legal
entity in respect of activities through Aiedia that take place in or from the
Netherlands' Here. the term 'in or from the Netherlands' refers to 'all persons,
enterprises and institutions resident or established in the Netherlands and those
established in the Netherlands through a branch, irrespective of the countn' in
which they are active through the Aledia', and to 'those not resident or established
in the Netherlands insofar as they are active thrc,ugh the Niedia in the Dutch
market.'

The term 'active in the Dutch market'. used in Sections 3 and 4 of the policy
rules, is clarified in Section 5. Whether a person or legal entity is active in the
Dutch market  (...)  depends on whether the activities pursued  b> the person  or

292   DNB  1999. p.  4
293   DNB  1999. p.  4.

294   DNB  1999. P.  4.
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legal entity through Afedia target persons resident or enterprises and entities
established in the Netherlands'. The question of whether persons or institutions in
the Netherlands are targeted, is addressed on a case-by-case basis, whereby a
number of indicators are taken into consideration. These indicators include: the
omission, or inadequate use, of disclaimers; the failure to include the Netherlands
in the list of countries that are expressly not the target of the activities, or to
properly maintain such a list; the use of Dutch as the official language for the
activities; the Netherlands as a part of the regular area of distribution of the chosen
Aledia; addressing the chosen media (for example in the case of direct mail) to
persons resident or enterprises and entities established in the Netherlands;
references to, or information about, Dutch legislation. hyperlinks on the Internet
whereby visitors are brought to a Website offering banking activities; listing contact
persons or agencies in the Netherlands; the actual conclusion of contracts with
residents of the Netherlands (Section 5.2).

If De Nederlandsche Bank holds that Sections 6,31,32,32a, 38,38a, 82, or 83
of the ASCS 1992 has been breached. it can inform the judicial authorities. DNB
can also inform the supervisory authority of the country where the person or legal
entity which breached  the  ASCS   1992 is resident or established.  This  is  laid  down
in Section 6 of the policy rules.

5.8 Summary

Electronic payment instruments can be divided into remote access and electronic
money instruments. Remote access instruments give holders access to funds held in
accounts with financial institutions, without the instruments carrying any value
themselves. In electronic money payment systems on the other hand, electronic
value is stored on devices themselves. Another possible categorisation of electronic
payment systems, distinguishes credit and debit card payment systems, phone,
home, and Internet banking applications, electronic monev svstems, and mobile
payment solutions.

The success of electronic payment systems has been mixed. Independent of the
Internet, credit and debit cards have become widely accepted. Adaptations of these
methods of payment have also been developed fc,r use on the world-spanning
computer network. The way in which payment orders are generated in these
adaptations closely resembles the use of credit and debit cards in the brick-and-
mortar world. with the addition of extra safety precautions. The same can be said
of phone, home, and Internet banking systems, the use of which is analogous to
that of paper transfer forms. Alobile payment systems are a relatively recent

development, aimed at promoting mobile commerce. Electronic money
instruments are currently used primarily in low-value transactions, such as
payments for car parking or groceries. Expectations that electronic money
instruments would become popular in the electronic commerce era and that they
would be widely used on the Internet, have not yet come true. I kre, considerations
of user friendliness and added value have played a role. The development of often
Internet-related payment systems has gone through different developmental stages,

223



ELECTRONIC PAYMENT SYSTENiS AND NIC)NEY LAUNDERING

at the end of which most early pioneers had stopped operating, and more
traditional issuers of payment systems controlled the market.

Cryptography is the key technology in electronic payment systems, and is used
both to secure communications and transactions, and to achieve various levels of
anonymity. Two cryptographic systems can be distinguished, symmetric and
asymmetric cryptography. With symmetric cryptography, the same keys are used to
encrypt and decrypt messages. Asyrnmetric cryptography, uses different keys, one
public and one secret. Often both cryptographic systems are used in electronic
payment systems. The Secure Sockets Layer protocol, based on a number of
cnptographic algorithms, is currently widely used to secure the transport of credit
card, and other financial data over the Internet.

As remote access instruments are by definition linked to accounts, their
issuance is generally restricted to traditional credit institutions, such as banks. Only
traditional credit institutions are allowed to receive deposits, or other repayable
funds from the public, and grant credit for their own account. This provision has
been laid down in various supervisory regulations discussed in Chapter 3.

Through its directive on the taking up, pursuit of and prudential supervision of
the business of electronic money institution, and amendment of the directive
relating to the taking up and pursuit of the business of credit institution, the
European Union has created a new type of credit institution, namely, the electronic
money institution. On the one hand, the supervison regime for electronic money
institutions is less stringent than that for traditional credit institutions, on the other
hand these latter institutions can choose from a wider range of business activities
and types c,f investments. Anti-money laundering measures apply to both
traditional credit institutions and electronic money institutions, and both may issue
electronic moner.

In the Netherlands the above-mentioned directives have been implemented in
the Act on the Supervision of the Credit System 1992. .\dditionally, policy rules
have been developed to guide the application of this act with respect to institutions
active thrc,ugh media, such as the Internet.

224



Chapter 6
Transaction Monitoring

6.1 Introduction

Technological developments have not only increased communication and
transaction methods, they have also created new ways to record data and extract
useful information. As financial transactions typically generate various kinds of
data, such electronic surveillance techniques may be used to screen transactions, in
order to look for those transactions that could be indicative of money laundering.
Systems capable of detecting transactions exceeding certain thresholds have been
around for many years, but, in recent years, new systems have been developed that
allow financial data to be used to build profiles of individual customer behaviour.
With more and more transactions being carried out electronically. and with less and
less personal contact between financial institutions and their customers, such
profiling systems might represent an important tool to, among other things, detect
and prevent money laundering. This chapter focuses on transaction monitoring and
especially on its latest manifestation, behavioural transaction monitoring. First,
transaction monitoring will be put within the broader context of electronic
monitoring. Next, the reasons for transaction monitoring will be discussed, making
it clear that, with respect to transaction monitoring, there is no turning back. After
that, a brief overview will be given o f how transaction monitoring has been thought
of in the past, followed by a description of transaction monitoring as one form of
knowledge discovery in databases. To provide a feel for the current status of
behavioural transaction monitoring, the present market situation will be discussed
as well. Finally, a look will be taken at the privacy implications of transaction
monitoring from both an international and a Dutch perspective. The aim of this
discussion is not to give an exhaustive and definitive depiction of all monitoring-
related privacy issues, but rather to determine whether transaction monitoring,
especially behavioural transaction monitoring, can be reconcilcd with privacy
considerations.

6.2 Electronic monitoring and transaction monitoring

In its most literal and broadest sense, 'electronic monitoring' can be defined as
'observation using electronic means'. This broad definition covers many things that
can be monitored electronicall>, and manv wars to do it. It can be argued for
instance, that remote sensing ()f the earth using satellites, coronan  care in hospitals
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and electronic card systems used to track the presence of persons in buildings are
all forms of electronic monitoring.

A form of electronic monitoring that is already more relevant to this study is the
monitoring of communications of persons or entities on communications networks
such as the Internet. Without proper arrangements, such monitoring can become
problematic, for instance. when employers start monitoring the communications of
their employees without clear guidelines. Electronic monitoring of communications
becomes even more problematic when it is done in secret and for harmful

purposes. Using software programs called 'sniffers', programs capable of eaves-
dropping on telecommunications traffic and capturing data in transit, malicious

persons may obtain sensitive data, such as credit card data, passwords, and account
numbers, from unsuspecting victims and use these data to commit fraud, take over
communications sessions of authorized persons or initiate such communications
themselves, posing as their victims and possibly stealing money held in electronic
banking accounts. This form of identity theft is called spoofing. In spite of the
seriousness of sniffing and spoofing being used to commit fraud or possibly even
steal money from electronic banking accounts, it should be stressed here that these
actions do not constitute money laundering. Rather than providing illegally
obtained funds with a seemingly legitimate origin, they result in the illegal obtaining
of funds, which then have to be laundered afterwards.

In a more positive application of communications monitoring, Internet service
providers can monitor the activity on their part of the network in order to manage
the load on the network and ensure its proper functioning, and they or the
investigative authorities can look for harmful content, such as racist remarks or
child pornography, or look for the origin of such messages.

'I-his type of electronic monitoring also has its application in the financial world.
The Dutch Central Bank, De Nederlandsche Bank (DNB), in its role of supervisor,
for instance, monitors the Internet in order to search for persons or entities
offering financial services and then checks whether or not these providers of
financial services operate in accordance with Dutch law. To this end, DNB either
cooperates with the Pensions and Insurance Supervisory Authority of the
Netherlands (Pensioen- en 1 -erjkeringskame4 and the Netherlands Authorin· for the
Financial Markets (,Autboriteit Finandile Markten),1 or acts on a more stand-alone
basis, using a special software program called HITS (Handbavinggencbt Internet
Toegcbt S),steem), developed in cooperation with the National Police Services

Agency (Korps Landel#ke Pohtiediensten). which itself searches the Internet for child
pornography. Tlirc,ugh monitoring the Internet, DNB obtains information about
both providers of financial services and their products. This activin· is similar to
DNB's longer existing monitoring of newspapers and magazines for the same
purpose. In this respect, the Internet is just a new distribution channel through
which providers can offer their financial services. Because of its electronic nature
however, monitoring calls for a different approach, while, at the same time, it also
offers possibilities for employing more structural methods. Following a number of

' For information on the organization of the Dutch supervisory systenl see Section 3.4.2.1
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ad hoc investigations, DNB started monitoring the Internet on a structural basis in
the first half of 2002.

By mid-2003 some preliminag results were presented. Working for the De
Nederlandsche Bank (DNB), the Pensions and Insurance Supervisory Authority of
the Netherlands (Pensioen- en T 1efeken>gskameh, and the Netherlands Authorin· for
the Financial Alarkets (Atitboriteit Finandile Markten), HITS found 96,000 references
to suspect Internet sites. Following a first assessment, the number of sites to be
further examined was brought  down to 17,000, with almost  8,100 Websites falling
within tile responsibilin  of De Nederlandsche Bank. With respect to the large

number of hits, it should be realized that the results presented concerned a first
sweep of the Internet. Future sweeps will be more focused.2 Among the sites
detected were sites that did not meet information requirements, sites of which the
issuers had no authorization, sometimes because they thought authorization was
not necessan· on the Internet, sites on which consumers were promised unrealistic
returns, and sites that were probably aimed at simply stealing people's money.

In addition to monitoring communications, electronic monitoring can also be
used to monitor various types of behaviour of individual persons or entities, or of
groups of persons or entities. Aionitored behaviour may relate to, for instance,
someone's telephone habits, travel behaviour, or pattern of financial transactions.
These examples are further outlined below. There is not a strict distinction between
communications monitoring and behaviour monitoring. However, whereas, with
communications monitoring, the emphasis is on the detection of content, the
emphasis with behavioural monitoring is much more on the detection of certain
behavioural characteristics, which may indicate irregularities like fraud, terrorist
activity, or money laundering, or which may indicate certain commercial
opportunities.

Systems fur behavioural monitoring can use various technologies, including
relatively simple 'if-then' rules, and much more complex profiling engines. 'If-then'
rules provide that, if a certain condition is met, a certain action should be
undertaken. Profiling engines, on the other hand, build behavioural profiles by
monitoring or gathering various types of data, and storing them in one or more
databases. These data are then analysed, a process that mar involve cross-
referencing with data from other, external databases, in order to find hidden
information, such as deviations from previously established behavioural patterns.
Once deviations have been found, further investigation is needed to determine
whether the newly found information deserves further attention, for instance, from
investigative authorities or law enforcers. Behavioural pri,filing is thus part of a
larger chain of data processing, which, in addition to post-monitoring analysis, ma>
involve pre-monitoring actions, such as customer acceptance procedures.3
Aionitoring and analysis of data can be done both in real-time, as well as in batch
mode. In the latter case, monitoring and analysis take place some time after the
behaviour to be monitored has occurred. Although 'if-then' rule-based systems

2    \'er(legaal 2003. pp· 7-8.
3   \'arious technologies. as well as the monitoring process, will be discussed in more detail in

section 6.5.
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have been used for many years, profile-based electronic monitoring is of a much
more recent date, as it has been in use since about 1998-2000.

Profile-based electronic monitoring has many applications. In the
telecommunications industn' for instance, some mobile phone system operators
use this type of electronic monitoring to detect theft, payment fraud, and identity
fraud. The monitoring software builds and constantly updates individual customer
profiles and spots when there is a marked change in someone's behavioural pattern
or when someone is in default of payment. In the first situation, the change in a
customer's behaviour ma>· be an indication that the customer's mobile phone has
been stolen and that the thief, or a handler of stolen goods, has started using it for
himself, thus creating his own individual usage pattern, which differs from the
victim's pattern. In the second case, a customer will be disconnected from the
service if he fails to pay in time. If however, the defaulter were to reapply and be
accepted, for instance, because of the use of a false name, the monitoring system
would then detect that the behavioural patterns of the 'new' customer is the same
as that of a known defaulter, because the customer will ring the same phone
numbers as before. Consequently, the service could then be discontinued again.

Other applications of behavioural profiling include, for instance, the detection
of social and medical benefit, fraud, commercial opportunities including cross-

selling, pricing and customer relation management, as well as risk assessment. The
latter application can be illustrated by the use o f behavioural profiling to risk-assess
commercial airline flights in order to detect potential terrorists. It appears that,
following the mid-air explosion of TWA flight 800 over Long Island Sound, a
system called the Computer-Assisted Passenger Pre-screening System (CAPPS),
was set up in the United States to detect patterns that may be indicative of terrorist
activin·. To this end, C.APPS is said to analyse passenger data, such as passenger's
names and addresses and when and how they paid for their tickets. While more
complex s>·stems than ( APPS appear to be in use in Europe and Israel, CAPPS is
credited by some with having spotted two terrorists involved in  the  11  September
2001 attacks in the United States. In the aftermath of these attacks, the use of
behavioural profiling tc, spot possible terrorists has been increased, and new
systems to score momalous patterns in airline reservation records and other
databases, on the basis of, for instance, ethnicity, age, travel history, seating
arrangements, and possible flying skills, are being developed.4

Applications of behavioural monitoring, such as risk assessment, fraud
detection, and the detection of commercial opportunities are also important in the
financial world. Electronic monitoring is used. for instance, during customer

acceptance and credit scoring procedures. By analysing various types of data,
providers of financial services can, on the one hand, assess the commercial
probabilin of a potential customer. On the other hand, data analyses can also be
used to asess whether acceptance of a potential cust(,mer is likel>· to result in a bad
debt or whether there are other grounds to reject an applicant. Additionally,
behavioural monitoring is also used after applicants have been accepted. Once

4     Armstrong and Pereira 200 1.
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customers have been accepted and transactions initiated, behavioural monitoring
can be used to detect behaviour that exceeds certain predefined limits, or to make
profiles of the behaviour of individual customers based on the type, number, and
frequency of the transactions they make, when, where, how, and with whom they
make them, the sums o f money involved, etc. All these data can be linked to names
and account numbers. The data obtained through this kind of transaction
monitoring is not only valuable from a risk assessment, fraud detection, or
commercial opportunity point of view, it can also be valuable for law enforcement
purposes, as behavioural monitoring may be used, for instance, to detect and
investigate possible cases of money laundering. With respect to this latter
application, it can be noted that behavioural profiling goes further than the use of
relatively simple rule-based systems, which may result in more complex and
interesting cases of money laundering being discovered. However, it must also be
realized, that transaction monitoring systems can 'only' detect transactions
exceeding certain limits, or deviating from previously established patterns. They
cannot establish suspiciousness. Determining whether an 'out-of-bounds' or 'out-
of-character' transaction is suspicious will always require post-monitoring analysis,
involving human intervention. As already mentioned above, behavioural profiling
is, contrary to the use of rule-based systems, a recent development that has only
taken  off since about 1998-2000. Consequently, financial institutions  are  generally
still orienting themselves in the field of profile-based transaction monitoring or
they are in earl>· implementation.

In view of the advent of the Internet and electronic and mobile commerce, it is
in principle conceivable to have other entities than financial institutions such as
web merchants, payment intermediaries,5 or Internet service providers monitor
transactions in order to detect possible instances of money laundering. Flowever,
Internet service providers have generally no means to deterrnine which of the
messages they process contain  financial  information,  especiall)   if  they  onlj·  pass  on
messages to another Internet service provider. Aforeover, if the security of financial
messages is upheld, they should not even have access to such information. This is,
to a somewhat lesser extent, also true for merchants and payment service providers.
In section 5.6, many electronic payment systems were discussed. In some of these
sj stems, all transaction data were known to all parties. In others, financial
information was onl) known to the financial institution processing a payment,
whereas information relating to the purchase itself was known to merchants and
possibly also tc, payment service providers. It goes for Web merchants, payment
service providers, and Internet service providers that none of them have a
complete overview of all transactic,ns of a specific person or entitj. Onl)' the
financial institutions which provide financial services to a particular customer have
the most complete picture of that customer's financial behaviour. As such, financial
institutic,ns form a natural starting point for transactic,n monitoring. For the
reascins listed here, it is transaction monitoring by financial institutions, based on

'   See section 5.3.2.
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rules, profiles, or other technologies and with the aim of combating money
laundering that is the focus of the remainder o f this chapter.

6.3 Why transaction monitoring?

Various reasons exist for financial institutions to use transaction monitoring.
Generally, these reasons can be divided into three groups, namely, government
initiatives, which may have an impact on both national and international levels,
non-government initiatives, such as recommendations from organizations in the
financial world itself as well as from international anti-money laundering bodies,
and the interests and obligations of individual financial institutions and the financial
sector as a whole. At present, none of these reasons, which may be inter-
connected, appears to provide an explicit requirement for financial institutions to
monitor transactions, However, implicit requirements may already exist and things
may change in the future. Currently, there is a clear trend towards transaction

monitoring, as it mar be the only practical, if not mandatory, solution for financial
institutions to observe various obligations and uphold certain legitimate interests.
This is especially true because, nowadays, financial institutions often process
millions of transactions each day. In the following, the various reasons for
transaction monitoring will be discussed.

Government initiatives

Two examples of government initiatives with potentially international, that is,
extra-territorial, consequences, which perhaps do not explicitly require transaction
monitoring but certainly seem to promote its use, are the US International Along-

Laundering Abatement and Anti-'I-errorist Financing Act of 2001 and US
Executive Order 13224. Both the Act, which is part of the USA PATRIOT Act,
and the Executive Order have been adopted in the wake of the terrorist events in
the United States  on  11  September  2001,  and  were alread>· discussed in section
4.6.1..is indicated in that section, the institutions and prc,ducts typically targeted in
the Aloney Laundering Abatement Act include Arnerican domestic commercial and
private   banks,   especially with respect to their relations   with non-US persons   or

entities, US agencies or branches of non-US banks, and correspondent accounts.
Financial institutions located outside the United States can however, also fall under
the scope of a number o f provisions.

With regard to transaction monitoring, especiallb· the fc,llc,wing secticms of the

Aloney Laundering Abatement and Anti-7'em,rist i·inancing Act can be mentioned.
Section 314 of the act deals with 'cooperative efforts to deter mone,· laundering'.
Under this provision, the US Secretary of Finance had to adopt, by 23 February
2002:

regulations tc) encourage further cooperation among financial institutions, their
regulatory     authorities,     and     law en forcement authorities,     with the specific

purpose of encouraging regulator> authorities and law enforcement authorities
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to share with financial institutions information regarding individuals, entities
and organizations engaged in or reasonably suspected based on credible
evidence of engaging in terrorist acts or money laundering activities.

These regulations were described as to possibly include or create procedures for
cooperation and information sharing, focusing on, among other things, 'means of
facilitating the identification of accounts and transactions involving terrorist groups
and facilitating the exchange of information concerning such accounts and
transactions between financial institutions and law enforcement organizations: as
well as to potentially 'require that each financial institution designate 1 or more
persons to receive information concerning, and to monitor accounts of )the
aforementioned, ASI individuals, entities, and organizations: In the meantime, a
final rule has been adopted pursuant to Section 314, which on the one hand,
'establishes a mechanism for law enforcement to communicate names of suspected
terrorists and money launderers to financial institutions', while, on the other hand,
'financial institutions receiving the names of those suspects must search their
account and transaction records for potential matches'.6 ' U]nless an information
request states otherwise, a financial institution need only search its records for
current accounts maintained for a named suspect, accounts maintained for a named
suspect during the preceding twelve months, and transactions conducted by, and
funds transfers involving a named suspect dunng the preceding six months'.7 In
case of a match, '[t]he information to be reported is limited to the name or account
number of each individual, entity or organization for which a match was found, as
well as any Social Security number, date of birth, or other similar identift'ing
information that was provided by the individual, entity, or organization when an
account was opened or a transaction conducted'.8,[U]nless an information request
states differentlb·, such a request will not require a financial institution to report on
future customer activity'." It is anticipated that 'the need to report on future activity
will be infrequent and, at least for the immediate future, will be limited to
individuals, entities or organizaticms reasonably suspected of engaging in terrorist
activit\''.1  Section     314    of the Along' Laundering Abatement     ,\ct    and    its
implementation thus appears to be mainly concerned with the use of blacklists
containing the names of suspect individuals and bodies. Such checking of blacklists
also appears in Section 326, in which minimum standards are announced, requiring
financial institutions to comply with reasonable procedures for 'consulting lists of
known or suspected terrorists or terrorist organizations provided to the financial
institution[sl by any government agency tc, determine whether a person seeking to
open an account appears on any of such lists'.

Although checking lists of names can be part of transaction monitoring
procedures, it is not necessarily the same as monitoring transactions on a broader

6       US Department of thel'reasury 20022
7      US Department of the '1'reasurT· 2()02b. p. 5
8      US Department of the 7'reasury 2(X)2b, pp.  17-18

9      US Department of the Treasury 2(X)2b, p. 5
10    US Department of the Treasury 20()2b, p. 10.
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scale. A provision potentially promoting the wider use of transaction monitoring,
mar be found in Section 311. In this section, it is stated that:

Itlhe [US, AS] Secretary of the Treasury may require any domestic financial
institution or domestic financial agency to maintain records, file reports, or
both, concerning the aggregate amount of transactions, or concerning each
transaction, with respect to a jurisdiction outside of the United States, one or
more classes of transactions within, or involving a jurisdiction outside of the
United States, one or more financial institutions operating outside of the United
States, or one or more types of accounts if the Secretan- finds anv such
jurisdiction, institution or class of transactions to be of primary moner
laundering concern.

Clearly, transaction monitoring sb·stems could be used to comply with such
requirements.

Possibly stimulating the use of transaction monitoring systems that can detect
deviations from known transaction patterns is a provision found in Section 312 of
the Aioney Laundering Abatement Act, which deals with 'special due diligence for
correspondent accounts and private banking accounts'. According to this section:

Ie]ach financial institution that establishes, maintains, administers or manages a
private banking account or a correspondent account in the United States for a
non-United States person,  (. ..) shall establish appropriate, specific, and, where
necessary, enhanced, due diligence policies, procedures, and controls that are
reasonably designed to detect and report instances of money laundering
through those accounts.

With respect to certain correspondent accounts, these measures should at least
'ensure that the financial institution in the United States takes reasonable steps (.. .)
to conduct enhanced scrutiny of such account[s , to guard against mone>
laundering and report any suspicious transactions under subsection (g)', of Section
5318 of Title 31 of the United States Code, which is amended by the Aioney
Laundering Abatement and Anti-Terrorist Act. With respect to private banking
accounts, measures should, at a minimum, ensure that reasonable steps are taken to
'report any suspicious transactions under subsection (g): and 'to conduct enhanced
scrutiny of any such account that is requested or maintained by, or on behalf of, a
senior foreign political figure, or any immediate family member or close associate
of a senior foreign political figure that is reasonably designed to detect and report
transactions, that may involve the proceeds of foreign corruption'. It may be
argued that the requirement tc) report 'any' transaction that mav be money
laundering related presents an implicit requirement to monitor transactions. After
all, with millions of transactions being processed by financial institutions each day,
such a requirement cannot reascmabl>' be expected to be observed without the use
of automated transaction monitoring systems, including systems capable of
profiling individual customer behaviour, and detecting deviation from established
patterns. The use of the latter type of transaction monitoring system may be
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promoted by, among other things, provisions such as the one concerning senior
political and related figures, as such systems enable financial institutions to gain
insight into what normal account activin' is, so that transactions falling outside

regular patterns can be identified.
With respect to using new technologies, it can also be mentioned that US

senator Carl Levin, who was involved in introducing the Nioney Laundering
Abatement Act, has been quoted as saying that:

[ilt's essential that new technologies be used and further technologies be
developed in order to identify the deposits which are suspect, to look for
instances and for patterns of deposits. When you've got a couple of hundred
thousand wire transfers per day coming into a large bank, maybe involving even
a trillion dollars a day, you cannot do that except through technology. (...) We
leave  (...)  up to the regulators, whether [banks should, ASI  (...)  buy the best
[anti-money laundering system, AS] that money can buy or (...) buy one that is
reasonably able to identify the suspicious patterns.11

So although there is some room for manoeuvring as to the types of systems that
financial institutions should use, it seems certain that transaction monitoring
systems are, or will become part of, what can reasonably be expected from such
institutions to detect potentially suspicious transactions. The issues of possible
implicit monitoring requirements and political figures will be returned to later in
this section.

One war in which non-US financial institutions may fall within the scope of the
Alone> 1.aundering Abatement Act is Section 319 of this Act. Under this section:

[tlhe Secretary of the Treasury or the Attorney General may issue a summons or
a subpoena to any fc,reign bank that maintains a correspondent account in the
United States and request records related to such correspondent account,
including records maintained outside of the United States relating to the deposit
of funds into the foreign bank.

This mav stimulate such banks to start monitoring at least certain transaction
activity, such as those relating to correspondent accounts.

That compliance with American requirements may also affect non-US financial
institutions is clear from Executive Order 13224.  'I'he order increases the American
ability 'to block U.S. assets of, and deny access to U.S. markets to foreign banks
who refuse to cooperate with U.S. authorities to identift· and freeze terrorist assets
abroad'.12 Under the order, which carries the weight o f law, persons or entities that
commit, threaten to commit, or support terrorism may be designated as Specially
Designated Global Terrorists (SDGTs)..·\11 property and interests in property of
such SDGTs that are in, or come to the United States, or that come within the
possession or control of United States persons are subject to blocking. Various

" Schneider 2()01.
12    US Department of tlie Treasury 2002c, p. 3.
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entities, including individuals, businesses, banks, charities, etc. may be designated as
Specially Designated Global Terrorists. Under the Executive Order, it is illegal for
US persons and entities to have dealings with SDGTs. In this way, any requirement
to monitor transactions might be 'exported' to countries outside the United States,
since not doing business in or with the United States is not an option for many
financial institutions.   As was already mentioned in section   4.6.1,   the   Aioney
Laundering Abatement Act authorities civil and criminal penalties of up to USD 1
nlillion for non-compliance with new anti-money laundering rules, which possibly
apply to each violative transaction separately,13 while, under Section 319, certain
assets of foreign banks may become subject to forfeiture.

A multi-national initiative that may also be relevant to transaction monitoring is
the EU anti-money laundering directive, which was discussed earlier in section
4.4.5.2. According to Article 5 of this directive, EU member states should ensure
that credit and financial institutions examine with special attention any transaction
which they regard Eis particularly likely, by its nature, to be related to money
laundering. Additiona113·, according to Article 6, credit and financial institutions, as
well as their directors :ind employees, should inform the authorities responsible for

combating money laundering of any fact which might be an indication of such
activity. While transaction monitoring analysis techniques may help observe the
first requirement, it can be argued with respect to the second one that, just as in
Section 312 of the Money Laundering Abatement and Anti-Terrorist Financing
Act, the requirement to report all transactions that may be suspicious presents an
implicit requirement to use automated monitoring systems, because other
compliance mthods are not practical. As will be discussed later in this section, this
interpretation may be supported by the interpretation of one of the forty
recommendations of the FATF.

In the Netherlands. the EU anti-money laundering directive has been
implemented through, among other things, the Disclosure of Unusual Transactions
.\ct (W'et Melding OnMbruikel#ke Transactiei).14 Under this act, yalnyone who provides
services on a professional or commercial basis shall be obliged to disclose an
unusual transaction conducted or intended to be made' to the appropriate
authorities (Article 9). It has been clarified in the accompanying explanatory
memorandum that indeed 'all' unusual transactions are meant. 15 Aforeover, and also
possibly strengthening the case fc,r an implicit monitoring requirement in the EU
Anti-Aloney I.aundering Directive and its various national implementing acts, the
explanatory memorandum lists a transaction that is a-typical for a customer, that is,
onc which deviates from the customer's normal behavioural pattern, as an example
of an indicate,r fc,r assessing the unusualness of a transaction.16 Just such
transactions can be detected by modern behavioural profiling monitoring systems.
If a financial institution failed to report 'all' possibly suspicious transactic,ns, it

13     .\mbler et al. 2(*)2, p.  13.
14 See section 4.5.3.
1 5 '1.K 1992-1993,23(*)9. no. 3, p. 5
16   TX 1992-1993.23(*)9, no. 3. p. 7.
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could become subject to prosecution on the accusation of receiving, 17 or money
laundering. 18 However, during the discussion of the Disclosure of Unusual
Transactions Act Bill in Dutch parliament, the ministers responsible for the act
stated that, if an institution is not to blame for not reporting an unusual transaction,
for instance, because the reasons for it being deemed unusual were not initially
known, such an institution is not in violation of its reporting requirement. In such
an instance, it would be for the Public Prosecutor to decide to either take the
matter to court or to drop the case.19 It was already rnentioned with respect to the
Aloney Laundering Abatement Act, however, that the availabilin· of modern
transaction monitoring systems could raise the bar as to what is considered
reasonable compliance.20

Other Dutch initiatives that may be said to promote the use of transaction
monitoring systems, are the Sanctions Act (Sandiewe/) and the bill concerning data
to be requisitioned from institutions in the financial sector tvorderen gegevens financi¥le
sectof). Under the Sanctions Act, institutic,ns must be able to identify transactions
involving people, groups, or other entities included in blacklists, such as suspected
terrorists.21 In the bill, it is provided that public prosecutors may require a financial
institution to supply data immediately after processing, if this is urgently necessary
for an investigation.22 In such a situation, a monitoring system could be useful.

Finally, it can be said in general that a legal requirement to monitor transactions
may arise if credit system supervisory bodies start interpreting supervison· rules and
regulations as requiring transaction monitoring. Such interpretations could be both
implicit and explicit.

Non-government initiatives

In addition to legislation promoting, or perhaps even requiring, the use of
transaction monitoring systems, there are also initiatives from the financial world
itself, as well as from international anti-money laundering organizations, which put
additional pressure on financial institutic,ns to start transaction monitoring. In this
respect, initiatives by the Bank for International Settlements (BIS),33 the Wolfsberg
Group,24 and the Financial .lction Task Force (FATF)25 can be mentioned.

In its October 2001 report on cust(,mer due diligence for banks, tile BIS
explicitly emphazises the importance of account monitoring, describes the role of
supervisor> bodies, and calls for special attention for a number of customer

17   See section 4.5.1.
18   See section 4.5.5.

19   TK 1992-1993,230()9, no. 6, p. 13
20      McGuire  2()Ola. p.  1  and  p.  12.
j Staatsblail (Bulletin of.·\cts and I)ecrees), 2(*)2,553.
22     TK 21*)1-2(H)2,28353. nos.  1-2. pp. 3-4. Article  126 ne. paragraph 3.
23      See  sections  3.4.1.2  and  4.4.3.
24 See section 4.4.7.1.
23 See section 4.4.4.
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identification issues to which transaction monitoring can be relevant.26 Although it
is stated in the report that ytlhe Basel Committee's approach to KYC [know-your-
customer issues, AS] is from a wider prudential, not just anti-money laundering,
perspective',27 and that ' tlhe Basel Committee's interest in sound KYC standards
originates from its concerns for market integrity',28 it is also stated that 'KYC is
most closely ass()ciated with the fight against money laundering'.29 Although issues

like customer identification and, if possible, visiting customers' office locations, are
important as well ongoing monitoring of high-risk accounts is said to be an
essential element of KA'C standards,3, and to include 'proactive account monitoring
for suspicious activities'.31 Additionally:

 b]anks can only effectively control and reduce their risk if they have an
understanding of normal and reasonable account activity of their customers so

that they have a means of identifying transactions which fall outside the regular
pattern of an account's activity. Without such knowledge, they are likely to fail
in their duty to report suspicious transactions to the appropriate authorities in
cases where they are required to do so. The extent of the monitoring needs to
be risk-sensitive. For all accounts, banks should have systems in place to detect
unusual  or suspicious patterns of activity'. (...) There should be intensified
monitoring for higher risk accounts, taking note of the background of the
customer, such as the countn of origin and source of funds, the t\'pe of
transactions  involved, and other risk factors. For higher risk accounts  (...)
Ib]anks should ensure that they have adequate management information
systems to provide managers and compliance officers with timely information
needed to identify, analyse and effectively monitor higher risk customer

accounts.32

The BIS report also cc)ntains provisions on the role of credit system supervisor>·
bodies. According to the report. 'supervisors have a responsibility to monitor that
banks are applying sound KYC procedures and are sustaining ethical and
professional standards on a continuous basis'.33 iloreover, according to the BIS:

ls]upervisors have a duty not only to ensure their banks maintain high KY(3
standards to protect their own safety and soundness but also to protect the
integrity of their national banking system. Supervisors should make it clear that
they will take appropriate action, which mq be severe and public if the

26   BIS 2(X)1.
27   BIS 2(*)1. p. 2. paragraph 4.
38   BIS 2(*)1, p. 3, paragrapli 5.
    BIS 2(X)1, p. 3, paragraph 3.
F     BIS 20()1, p. 5, paragraph  19.
w   BIS 20(11, p. 3. paragraph 4.
3'   BIS 2(X)1, p. 13. paragraphs 53-54.

''    BIS 2001, p. 15, paragraph 61.
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circumstances warrant, against banks and their officers who demonstrably fail
to follow their own internal procedures and regulatory requirements.34

As account monitoring has been said to be an essential element of KYC standards,
supervison· bodies arc thus called upon to stimulate monitoring and take action if
institutions fail to meet their obligations. 7his becomes even clearer as. again

according to the BIS:

supervisors should ensure that banks are aware of and pay particular attention
to transactions that involve jurisdictions where standards are considered
inadequate. The FATF and some national authorities have listed a number of
countries and jurisdictions that are considered to have legal and administrative
arrangements that do not comply with international standards for combating
money laundering. Such findings should be a component of a bank's KYC
policies and procedures.35

Although the BIS recognizes that 'In]ational supervisors are responsible for
ensuring that banks have minimum standards and internal controls that allow them
to accurately know their customers', it also recognizes that, '[vloluntan  codes of
conduct issued by industry organizations or associations can be of considerable
value in underpinning regulaton· guidance, by giving practical advice to banks on
operational matters. However, such codes cannot be regarded as a substitute for
formal regulaton· guidance'.36

In relation to the role of supervisory bodies, it can be mentioned that the Dutch
Central Bank, De Nederlandsche Bank, sent the BIS due diligence report to
financial institutions together with a circular letter in which it stated that 'it  is]
highly important that banks set up adequate controls and procedures'.37 7'0 this
end, institutions were asked in the letter to benchmark their customer due diligence
procedures and guidelines with the Basel recommendations and to subsequently
carry out a gap analysis. The results of these analyses, as well as lists of priorities
and corresponding time schedules, had to be submitted to DNB before 1 January
2003. After that, institutions were requested to formulate further policy measures
to counter possible risks and to imbed this in their organizations. This second stage
should, if possible, be completed by 1 July 2003, but not later than 31 December
2003.

The customer due diligence report by the BIS clearly stresses that:

g und KYC procedures have particular relevance to the safet)  and soundness of
banks, in  that  (...)  they help to protect banks' reputation and the integrity of
banking systems by reducing the likelihood of banks becoming a vehicle for or
a victim of financial crime and suffering consequential reputation damage. The

w   BIS 2001, p. 15, paragraph 62.
35   BIS 2001, p. 15, paragraph 62.
36     BIS 2001. p.  5, paragrapli  17.
37   DNB 2(M)22.
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inadequacy or absence of KYC standards can subject banks to serious customer

and counterparty risks, especially reputational operational, legal and
concentration risks.38

'Banks need to obtain all information necessan· to their full satisfaction the identity
of each new customer and the purpose and intended nature of the business
relationship'.39 According to the report, special attention should be paid to issues
like trust accounts, corporate business entitities being used by natural persons as a
method of operating anonymous accounts, client accounts opened by professional
intermediaries, correspondent banking, politically exposed persons, that is,
individuals who are or have been entrusted with prominent public functions and
who mab· abuse their powers for their own illicit enrichment, and non-face-to-face
customers, whose numbers have increased with the expansion of. for instance,
electronic banking.40 .\11 these issues may, at least partially, be addressed through
transaction monitoring.

The explicitness of '(:ustomer Due Diligence for Banks' does not mean that the
report has gone without any criticism. The Dutch Bankers' Association (Aederlandse

I enninging van Banken) for instance, has stated that risks, aims, and means have not
yet been well-balanced. Aforeover, the association claims that customer acceptance
procedures fit within existing policies and that adding new measures holds the
danger of an 'overkilL' as legal obligations requiring customer identification are
already in place.41 Finally, the Dutch Bankers' Association has pointed out a
number of practical issues as well. First of all, it should be realised that, when
checking lists of names of suspected individuals, which can be part of transaction
monitoring, there can sometimes be literally dozens of ways of transcribing foreign
names.42 .\nd secondly, with respect to politically exposed persons for instance, the
question is which individuals should be accepted and which not, taking into
account that current allies may become future enemies, and how banks should
determine whether an individual is a politically exposed person or not.43 With
respect to the latter issue, it can be menticmed that, in the wake of the terrorist
attacks in the United States, a group of 20 of the world's leading banks, including
Citigroup and UBS, have set up a private intelligence service called the Regulatory
Data (:orporation (RDC). RD(. 'will screen companies, individuals and potential
clients for links with money laundering, terrorist financing, organised crime and
corruptic,n'.44

Another example of an initiative from the financial world itself promoting the
use of transaction monitoring systems can be found in the 'Global Anti-Alone>
Laundering Guidelines for Private Banking', also called the Wolfsberg guidelines,

38   HIS 2(*)1, p. 3, paragraphs 9-10.
39   BIS 2(*11, p. 7, paragraph 27.
40   BIS 2(*)1, pp. 8-12, paragraphs 31-52.
41   NVB 2(*)22
42  NI'B 2(*)2b.
43  N\13 2(}022.

44   Ringshaw 2002.
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which were already discussed in section 4.4.7.1. According to principle 5 of these

guidelines:

[a] sufficient monitoring program must be in place. The priman· responsibility
for monitoring account activities lies with the private banker. The private
banker will be familiar with significant transactions and increased activity in the
account and will be especially aware of unusual or suspicious activities. The
bank will decide to what extent fulfilment of these responsibilities will need to
be supported through the use o f automated systems or other means.

So, although this principle does not force financial institutions to use automated
transaction monitoring systems, it certainly presents this option as one to be
seriously considered.

Finally, transaction monitoring is at least also supported, in practice possibly
even  promoted, by Recommendation   11   of  the   FATF.45 The content  o f  the
recommendation is similar to the provisions of the EU anti-money laundering
directive discussed above and, as such, the recommendation and especially its
interpretation are also relevant to assessing whether or not that directive presents
an implicit monitoring requirement. It is provided in the recommendation that:

[flinancial institutions should pay special attention to all complex, unusual large

transactions. and all unusual patterns of transactions which have no apparent
economic or visible lawful purpose. The background and purpose of such
transactions should, as far as possible, be examined, the findings established in
writing, and be available to help competent authorities and auditors.

Before the 2000-2003 review,  what  is now Recommendation   11   was  known  as
Recommendation 14. According to the interpretative note to that recommendation:

special attention is required not only for transactions between financial
institutions and their clients, but also for transactions and/or shipments

especially of currency and equivalent instruments between financial institutions
themselves or even for transactions within financial groups. As the wording of
Ithe   old, AS1 Recommendation 14 suggests that indeed   "all"   transactions   are
covered, it must be read to incorporate these interbank transactions.46

Although in the 2003 version of the forty recommendations this text is no longer
included  in the interpretative  note  to  the new Recommendation  11,  a  case  can  be
made that, first of all, this recommendation requires that indeed all potentially
suspicious transactions are given special attention. But detecting all these
transactions is not reasonably possible without automated transaction monitoring
in the current financial environment. Secondly, the interpretaticm of the old
recommendation 14 bj· the FATF itself lends support to the position that an

45 See section 4.4.4.
46  FATF 1996c.
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implicit monitoring requirement is contained in, or can be construed on the basis
of, the EU anti-money laundering directive. This is especially so as it is stated in the
recitals of the directive that 'any measures adopted by the Community in this field
should be consistent with other action undertaken in other international fora' and
that 'in this respect any Community action should take particular account of the
recommendations adopted by the financial action task force on money laundenng.'
The interpretative note also raises the issue of monitoring interbank transactions.
This issue will be returned to in section 6.6.2.

Interests offinancial institutions themselves

Apart from the reasons listed above, financial institutions may also have a number
of reasons of their own to start monitoring transactions, fighting money laundering
being one of them. As indicated by the BIS, financial institutions should try to
prevent damage from among other things, operational, legal, and reputational
risks.47 With respect to managing operational risk, transaction monitoring can, as
already outlined in the previous section, contribute to making risk assessments and
provide a means for detecting, controlling, and reducing fraud. For the latter
reason, credit card transactions have been monitored for many years,48 while there
are also monitoring applications to detect for instance, front running. Transaction
monitoring can also help limit legal risks associated with mandatory KYC
procedures, or record-keeping and reporting requirements. Unintended
involvement in criminal transactions which may be related to money laundering
and any law suits resulting from such activity, can also damage reputations, which
in turn may lead to a loss of confidence from customers, supervisors, and financial
markets. Ther mar also lead to fines being imposed on institutions and
individuals.49 To limit such risks, it may already help to deter criminals by letting
them know their transactions are being watched.

Not only can transaction monitoring help minimize a number of costs, it can
also help optimize gains, bv helping to identify those customers who may be
interested in using new products or who may be more profitable than others. Such
marketing and customer relationship management applications were also already
mentioned in the previous section.

In contrast to, for instance, fraud detection applications or marketing
applications of transaction monitoring, however, a disadvantage of anti-money
laundering transaction monitoring is that, unless there are significant legal or
reputational risks, it does not produce tangible, positive financial results for
financial institutions. Whereas detecting fraud helps in reducing losses. the first
effect of deterring criminal transactions is a loss of turnover. In this respect, it can
also be mentioned that, in comparison with, for instance, detecting credit card
fraud, the scoring rate with regard to potential, not to mention confirmed, cases of

47     BIS 20()1,  p.  3,  paragraph   1 ().
48 See section 6.6.1. for some figures on credit card fraud reduction through transaction

monitonng
49      BIS 2001, p. 4, paragraph  13.
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money laundering is much lower, and that different parties in the financial world
sometimes complain that ineffective use is made of reported cases, citing big
differences between the numbers of reported cases and criminal prosecutions. On
the other hand, it can be argued that this difference does not tell the entire story, as
reports may be used to support existing investigations. In general it can be said
that, because chances are that transaction monitoring for anti-money laundering
purposes will have a lower return on investment than monitoring with the aim of
fraud detection, the former will be piggybacked on the latter.

Obtaining, implementing, and operating anti-money laundering systems costs
money, with prices depending on the number of customers or transactions to be
monitored, as well as on the complexity of the systems. Typical prices appear to
range between USD 300,000-500,000 for the simplest systems and a few million US
dollars for more advanced ones. Aloreover, implementation may take two weeks
for small institutions and 6-12 months when larger ones are concerned. lt is for all
these reasons that financial institutions want to have adequate protection against

money laundering, but not at any price.

6.4 A background on electronic monitoring
The use of electronic record systems to serve a number of applications mentioned
in the previous section is not new. In 1986, so following the introduction of
computers of sufficiently large capability and sufficiently small size, the US Office
of Technology Assessment (OTA), a by now defunct organization, published a
report about electronic record systems and individual privacy.50 In this report, the
OTA discussed, among other things, computer matching, that is, comparing
computer files to one another to detect, for instance, fraud, computer-assisted
front-end verification, that is, the screening of applicants for, for instance,
government benefits or services, and computer profiling. At the time, profiling
involved possibly static, rule-based systems, but not the more advanced, dynamic
behavioural profiling systems mentioned in sections 6.2 and 6.3 and to be discussed
in more detail in sections 6.5 and 6.6. The former profiling systems were used by
the US Drug Enforcement Agency. the Internal Revenue Service, and the Federal
Bureau of Investigation to determine the probability of individuals engaging in
illegal drug activity or under-reporting taxable income, or of being violent
offenders.51

In  1995,  the OTA released a report entitled 'In formation Technology  for  the
(:ontrol of Aloney Laundering'.52 At the request of the US Permanent
Subcommittee on Investigation of the Senate Committee on Governmental .\ ffairs,
the C)'I'A assessed the possibility o f monitoring wire transfer traffic and recognizing
suspicious transfers.53 Two technologies, namely, knowledge-based systems and

541     01'A  1986.

51   OTA 1986. p. 87.
52  OT.·\ 1995.
53     OTA  1995, p.  iii.
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link analysis, were identified as being of potential use in wire transfer screening
systems. Knowledge-based systems, also called expert systems, are systems that
make inferences about, in this case, wire transfers and other data autonomously,
using knowledge often expressed in the form of 'if-then' rules. The knowledge
contained in these systems, can be gathered either through knowledge engineering,
which often involves interviewing experts to determine the rules they use
personally, or through data mining, also called knowledge discoven·, which involves
analysing large numbers of cases, using statistics and other technologies.54 Link
analysis, on the other hand, is a technique 'to explore associations among a large
number of c,bjects of different types. In the case of money laundering, these

obiects might include people. bank accounts, business, wire transfers, and cash
deposits'.55 Both knowledge-based systems and link analysis will be discussed
further in section 6.5.2. In addition to the techniques mentioned just now, the
OTA also pointed out the importance of knowledge acquisition to 'construct new
profiles for use during screening', knowledge sharing to 'disseminate profiles of
money laundering activities quickly, reliably, and in a useful form', and data
transformation to 'produce data that can be easily screened and analysed'.56

Besides possibilities for introducing wire transfer screening systems, a number
of hurdles facing such systems were identified in the 1995 OTA report as well. The
hurdles related to both wire transfer data and the characteristics of money
laundering.57 With respect to the data contained in wire trans fur, one of the hurdles
cited had to do with the large vc,lume of data to be screened and possibly reported
to the proper authorities. At the time the C)'1'.\ published its report, US wire
transfer systems alone handled some 700,000 transactions each business day. On
the one hand, this number of transactions to be screened was thought tc) pose
problems to any monitoring system, although these problems seemed to be
manageable because of the small size of each trans fer message. On the other hand,
a large number of reports to authorities was said to possibly outstrip these
authorities' capabilities to analyse and process such reports, as well as the
transmissic,n capabilities of the computer networks to be used to transmit reports
tc, the authorities in the first place.

Another cc,ncern was related tc, data possibly being incomplete or faulty. It was
noted that as payment orders were reformatted for the next phase of a wire
transfer, banks sometimes omitted identification fc,r earlier participants, such as the
sender or intermediate banks. This problem was already mentioned in sections
4.3.1,4.6.1, and 4.6.3. Additionally, wire transfer data can contain mistakes and
typographical errors, while variations in individual and business names and
addresses can also pose problems. Judging from the discussions in sections 4.6.3
and 6.3 about the checking of lists of names involving terrorists, this problem still
exists  and  has  received  renewed attention following the events  of  11  September
2001.

54   OTA 1995. p. 52. p. 56. and p. 58.
55   OTA 1995, p. 56.
56   OTA 1995. pp. 51-52 and pp. 58-63.
57   OTA 1995. pp. 63-73.
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Furthermore, it was noted that wire transfers come in different formats and that
records kept by authorities may be fragmentary, making it more difficult to put wire
transfer reports to efficient use and precluding the use of general behavioural

profiling to match individual behaviours against.
With respect to the characteristics of money laundering, hurdles for an anti-

money laundering monitoring system were said by the OTA to include first of all
the extremely low incidence of money laundering. This problem was already

mentioned earlier, at the end of section 6.3. Despite the fact that money laundering

may involve large sums of money, its overall size is still very small in comparison to
the total volume o f money trans ferred through the financial system. According to a
rough estimate by the OTA, only 0.05% of all wire transfers in the US would be
connected to money laundering. This low incidence of money laundering was also
said to exacerbate the problem of false positive identification of possible money
laundering by autonomous and semi-autonomous systems, which could lead to a
diminished confidence of law enforcers in such systems.

Secondly, it was observed that obtaining tested money laundering profiles by
interviewing experts would be difficult, because of the fact that law enforcement
agents or analysts were said to lack the knowledge to recognize wire transfers as
being related to money laundering activities.

Thirdly, in order to detect money laundering, monitoring systems would,
according to the OTA, have to be able to reveal patterns dispensed both
geographically and in time, as money laundering usually involves multiple
transactions, conducted at different locations, at different times.

Next, it was also said that, since there are many ways to launder money and
money launderers may change their methods frequently, monitoring systems
should be able to evaluate wire transfers against multiple profiles.

Another problem, according to the OTA, was the fact that many patterns
associated with moner laundering are ven similar to legitimate transactions, a
situation that could result in monitoring systems producing many false positives,
which in turn could lead to loss of confidence in such systems, as was mentioned
earlier. In this respect, it was noted that '[mlany people compare the problem of

"'loc,king for illicit wire transfers to "looking for a needle in a haystack . Ted
Senator, Chief of FINCEN's  the US Department of the Treasury's financial crime
enforcement network, AS] Systems Development Division, notes that the problem
is more analogous to "'looking for a needle in a stack of other needles". F.ven if
you examine each transfer, it is not ()bvious which ones are illicit. '58

Finally, the OTA mentioned it thought bank secrecy and data protection laws
presented considerable barriers to the success of any monitoring system.

At the end of its report, the OT,\ analysed five possible options for a
monitoring systeIn., taking the above obstacles into account.59 These options were,
first of all, for an automated informant system, secondly a system for the
computer-assisted examination of wire trans fer records by bank regulators, thirdly a
system for targeted access to wire transfer records for law enforcers via subpoena,

58   OTA 1995. p. 73. note 39.
0   OT.\ 1995. pp 133-144.
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fourthly a two-level screening and evaluation system, and fifthly the incremental
deployment of a wire transfer screening system, progressing from the third option
to a combination of options 3 and 4.

Option 1, the automated informant system, is probably the option closest to
what comes to mind first when thinking about setting up monitoring systems. The
automated informant would monitor all wire transfers and compare these transfers
to profiles or characteristics of illegal transfers. Transfers recognized as being
unusual would be tagged for inspection by law enforcers and could thus result in
new leads. However, the system would not be used to search for specific
individuals or organizations and would therefore not support ongoing
investigations. The automated informant could be placed at either wire transfer
systems, a number of large banks, or one or more government agencies. According
to the OTA, the concept of the automated informant was 'fatally flawed'60 for the
following reasons. Insufficient information was thought to be available on which to
base profiles. Even with profiles, wire transfers were feared to carry too little
information for an effective match. The system was expected to generate an
extremely high proportion of false positives and, with the system being located at
multiple sites, updating was thought to be a constant problem. Additional costs

were also thought to be high and privacb· concerns serious, for instance, in relation
to data being used for other purposes than for which they were originally obtained.
Hence the option was rejected as 'technically difficult, [and, AS] probably
impossible in the immediate future'.61 In ,spite of gill these reservations on the part
of the OT.\ however, the automated informant comes closest of all options
considered to the transaction monitoring systems that financial institution are iust
now beginning to implement.

In the second option, bank examiners 'would examine all wire transfers at all
banks in the course of regular or continuing bank examinations'. These examiners
would bring their own, usually portable, equipment and software to compare
transaction records tc, profiles developed by law enforcers. Unusual or suspicious
transactions would bc forwarded to law enforcement agencies for investigation,
leading primarily to new leads, although the system could alic, be used to search for
identified suspects.  rhis option, tc)0, was dismissed because of the supposed lack of
profiles,  just  as  in  option  1,  the  necessary  changes  to  the  way in which banks  keep
records, cost, the secondary use of data, the fact that money laundering involving
several banks would probably not be detected, etc.

1lle third option called for banks and wire transfer system to provide records in
response to specific requests frc,m law enforcers, in suspicious cases. According to
the   C)1:1, this targeted access t() records would   have   the   advantages   that   it   has   a

built-in check on using law enfc,rcement powers, with grounds for suspicion being
challengeable in court, that it resembled the then current law enft)rcement practice,
and that the number (>f transfers screened would be greatly reduced. In time, the
system should also be able tc) be used to generate profiles. However, the system
would not generate new leads, as it would only be used in ongoing investigations.

w'     C)'I'.\  1995. p.  137.
61    ()7'.\ 1995. p. 138

244



CHAPTER 6

The option was thought to have 'the promise of providing usable support to law
enforcement at the operational field level, in a way not disruptive of current law
enforcements habits and culture, at moderate cost'.62

In the forth option, banks would eliminate non-suspicious transfers while
sending all remaining transfers to a monitoring agency for further review. Such a
two-level screening and evaluation system would create new leads, but costs would
be considerable and privacy concerns severe, with the latter said to resemble those
in option  1. Option 4 was expected to have a high payoff for law enforcement.

The final option, option 5, called for monitoring of wire transfers to begin with
option 3, being considered the easiest option to start with, and then progress by

implementing option 4 when necessary.
As indicated in the discussion of option 1, developments in the field of trans-

action monitoring systems have gone rather differently than the OTA expected.
Especially technological advances have made the automated informant, the most
direct form of monitoring system, much less of an impossibility than was expected
at the time the OTA published its report. Nowadays, systems resembling the
automated informant are beginning to be implemented by financial institutions.
These systems and market developments will be the subjects of sections 6.5 and
6.6.

6.5 Transaction monitoring: Knowledge discovery in
databases, monitoring technologies, and monitoring
systems

As has been mentioned in the previous section, technological developments have
led to the development of transaction monitoring systems taking a different course
than expected by the US Office of Technology Assessment. These technological
developments relate primarily to a field of activity called knowledge discovery in

databases (KDD). KIDD is used in some form or another in all transaction
monitoring systems, whether they are older, static, rule-based systems or modern,
dynamic, behavioural profiling systems. With KDD, data is stored in databases and
subsequently analysed in a number of steps in order to extract useful information
that can be used for various purposes, including fraud detection, customer relation
management, the detection of commercial opportunities, as well as possible money
laundering cases.  KDD is riot  new,  but was  developed  especially during the  1980s
and 1990s. Since the beginning, more and increasingly powerful analysis techniques
have been developed, which allow increasingly precise analyses of ever-growing
databases being made. This development of KDD technologies. as well as the
different steps in the KDD process, are reflected in the development and design of
transaction monitoring systems. KDD technologies that can be used fc,r
transaction monitoring and the general make-up of transaction monitoring systems
will be discussed in the following sections.

62   OTA 1995, p. 140.
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6.5.1 Knowledge discovery in databases

The origins of knowledge discoven' in databases (KDD) go back to the
development of automated data collections. From the time such collections were
created, statistical techniques have been developed to analyse the data contained in
them. Especially since the 19805, techniques  to link various  data  sets have become
more and more popular. In this respect, and with reference to the Office of
Technology Assessment and section 6.4, one can think of computer matching,
front-end verification, and profiling. Later, more powerful techniques were
developed, allowing the analysis of data in ven- large databases and the term
'knowledge discovery in databases' came to be used. From an historical point of
view, KDD can therefore be seen as a combination of linking technologies, such as
matching and profiling, and statistical techniques.63 KDD can be defined in a
number of ways. In ven· broad terms KIDD is sometimes described as 'digging for
treasures in databases'. More precise definitions describe KDD and its objectives as
'the nontrivial extraction of implicit, previously unknown, and potentially useful
information from data',64 or as 'deducting new information and knowledge by
analysing data stored in databases'65. As has been indicated earlier, the new
information may relate to financial transactions that are possibly related to money
laundering activities.

In the last two definitions of KIDD, a distinction is made between data,
information, and knowledge. Within the context of KDD, these terms are not
synonymous as they sometimes are in everyday speech.66 Data are known specifics,
without any specific meaning being attached to them. Entries in a database, such as
the names of persons and institutions, account numbers, times and places of
transactions, and types of transactions, are data as long as they are not linked and
no conclusions are drawn with respect to the behaviour of, for instance, an account

holder. As soon as they are used within a meaningful context, they become
information. Information therefore consists of meaningful data. The total of
information is knowledge, with this knowledge being aimed at taking some form of
action. An analysis of data relating to the financial behaviour of a person may, for
instance, result in the information that this person often carries out large cash
transactions. This behaviour mar be unusual if additional information is available
that the person's occupation does not give rise to such transactions. On the basis
of all this information, knowledge may be gained to start a further investigation
into the matter.

In addition to a distinction between data, information, and knowledge, a
distinction can be made between different types of data.67 Within the context of
this study, the most important types of data are identifiers and transaction data.

63   Schreuders 2()01, p. 20.
64   Frawler et 11.1993, p. 1
65 Translation by the author. In Dutch: 'het afteiden v:iii nieuwe informatie en kennis door

middel van analyse van in databases opgeslagen gegerens. Schreuders 2()01. p. 20.
66   Schreuders 2001, pp. 21-23.
67   Schreuders 2001, pp. 39-40.
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Using an identifier, transaction data that belong together on the basis of that
identifier can be actually put together. Identifiers can be the names of persons or
institutions, but also numbers, such as account or card numbers. Other examples
of identifiers include entire business sectors, of which, for instance, the payment
behaviour may be analysed, and products, of which the use may be studied. In
other words, identifiers form the criteria on the grounds of which other data are
organized. Transaction data are those data that concern the behaviour or use of an
identified variable, such as a person, institution, business sector, or product. For
KDD purposes, transaction data therefore need not always relate to financial
transactions although, for this study, financial transactions form the behaviour of
interest. All kinds of transaction data exist. With respect to payments and the use of
certain financial products, transaction data include the sender and recipients of
payments, transaction amounts, times and places of transactions, pm,·ment products
used, etc.

To conclude this section, it should be noted that KDD is a process that
comprises three steps, as well as a search hypothesis.68 The question of which
transactions are possibly connected with money laundering is an example of a
p()ssible search hypothesis. The three steps that are followed in the KDD process
to test a search hypothesis are data warehousing, data mining, and interpretation,
respectively.

In the data warehousing phase, the database containing the data to be analysed
is built. Building such a database can be necessary, because the data collection to be
fed into the new database, may be unsuited for carrying out the intended analysis.

In creating the new database, its precise architecture is of crucial importance,
especially if the database concerned is large. Certainly in the case of financial
transaction monitoring, quick access to and analysis of data must be guaranteed.
Additionally, the database must be able to store a large number of behavioural
profiles, a number which may run into the millions. Under the principle that
'garbage in means garbage out', data stored in the database must be correct in both
a formal and factual sense. This means that these data should not contain typos or
things that do not correspond to realin'.

The second phase of the KDD process is the data mining phase. In this phase,
the actual analysis of the data in the database takes place. During this analysis, use
can be made of techniques like matching, verification and profiling, rule-based
systems, and neural networks, which will be discussed in the next section. With
respect to transaction monitoring for the purpose of detecting possible cascs of
money laundering, the data mining phase is used to identift- those transactions that
may be connected with this type of criminal behaviour. The more transactic,n data
are taken into account during this process, the better the analysis becomes.

 1'lie third and final phase in the KDD process is the interpretation phase.

During this phase, the information obtained in the data mining process is subiected
to further review, because this information possibly, but not necessarily, satisfies
the search hypothesis. In this respect. it was already mentioned in section 6.2. that

68   Schreuders 20()2. pp. 29-31.
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transaction monitoring systems cannot detect suspicious transaction, but 'only'
transactions that violate predefined characteristics, or that are unusual as they
deviate from established patterns, and that may therefore be suspicious. A myriad
of reasons exist why transactions which do not conform to known patterns can
nevertheless be unsuspicious. A sudden, large deposit need not necessarily indicate
the involvement of the depositor in criminal activity, but may be connected with
the perfectly legal selling of boats, houses, etc. The further investigation o f unusual
transactions during the interpretation phase, which, with transaction monitoring by
financial institutions, is carried out internally, will have to answer the question of
whether or not such transactions are of enough interest to report to the authorities.

6.5.2 Monitoring technologies

In this section, a number of technologies will be discussed that are used in
transaction monitoring systems to detect possibly suspicious transactions. With
monitoring, the point is to determine and find indicators or characteristics that are
related to the occurrence of certain types of behaviour, such as money laundering.
As was indicated in section 6.5.1, financial transaction data can include many
things, such as the names and account numbers of payers and payees, transaction
amounts, times and places of transactions, the countries of origin and destination
of payments, the banks and types of bank of origin and destination, transaction
descriptions, and the types of transaction. The list of technologies discussed in this
section is not meant to be exhaustive. Aforeover, not all of the technologies listed
are used in all transaction monitoring systems. Different monitoring systems may
use different selections of technologies. The aim of this section is to give an
impression of the technologies available, their capabilities, and sometimes also their
limitations. Some technologies were mentioned previously.

Rzties

Rules are a straightforward method to monitor transactions. A well-known example
of rules are logical 'if-then' rules. If, for instance, the amount of a transaction
exceeds a certain limit, then, in many countries, such a transaction must be
reported. Another example concerns Internet casinos. If a transaction is connected
to an Internet casino and payment involves the use of a correspondent account,
then this transaction might also need further investigation. These examples show
that, with rules, transaction filters aimed at complying with reporting requirements
based on clearh identifiable transaction characteristics may be built relatively easily.
"Ihese rules can be based on previous experiences and systems relying on their use
are called rule-based, knowledge-based, or expert systems.

An advantage of the use of rules is that rules can be programmed relatively
easily and quickly and that they thus offer the possibility of a 'quick fix' for possible
'holes' in detection systems. A drawback of rules is that they can be static, so that,
with changes in the behaviour of, for instance, money launderers, new rules have to
be found and programmed. A rule-based monitoring system thus needs to be

248



CILAFFER 6

updated continuously. Additionally, when money launderers obtain knowledge of
the rules used, they will tn' and carn· out their transactions in such a way that no
reporting rules are triggered. Although there has been a time when rule-based
systems were all that was available, both the advantages and drawbacks of such
systems have led to rules often being used in modern transaction monitoring
systems in combination with other technologies.

iNeural nehvorks

Neural networks are networks of processors that try to mimic the working of the
human brain. In its most basic form, a neural network consists of three layers: an
input layer, a hidden layer, and an output layer, with the output of one layer
forming the basis for the input of the next one. Through the input layer, data can
be fed into the neural network, and the result of the processing by the neural
network is obtained through the output layer. Neural networks are set up in such a
way that the sum of weighted outputs of all elements in the input layer form the
input of each element in the hidden layer. The weights may be different for each
element in the hidden layer. Because of the use of weights, neural networks are
sometimes also called weighted networks. By training a neural network, such
weights can be determined in such a way that a certain input generates a certain,
desired output, for instance, an alert if a transaction which is fed to the system is
potentially suspicious.

The training of a neural network can be achieved by presenting it with a large
number of cases, the desired output to which is known. With respect to the
detection of possible money laundering cases, this means that a large number of
known money laundering cases needs to be fed into a transaction monitoring
neural network, so that the correct weights resulting in an alert being given can be
found. The neural network can then determine the probabilin· that a new
transaction is also related to money laundering activity.

An advantage of neural networks is that, within certain limits, they can detect
behaviour that should be reported, but which differs from the examples with which
the network was trained.

.\ drawback of the use of neural networks in the detection of possibly money
laundering related transactions is the small number of known and confirmed cases
of money laundering. This small number presents problems to the training of
neural networks, although the use of different types of networks and of
unsupervised learning models may provide some solutions. In this respect the
pn,gramme manager of one supplier of transaction monitoring systems has stated
that ' ij f. as the US Government has suggested, only 5% of cases are ever detected,
that means you will be training a model that ignores 95% of the suspicious
behaviour'.69

61) SAS programme manager Compliance Solutions Greg Henderson as quoted in Alollor· 2(*)3.
P. 5.
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Another drawback of neural networks is that, in order to remain up to date, they
have to be retrained from time to time. In the case of the detection of possible
occurrences of money laundering, monitoring institutions using neural networks
should, preferably at regular intervals, supply the person or entity maintaining the
network with transactions, in order for the latter to build a new updated model
with new weights. Supplying these transactions may lead to the transborder flow of
data if a monitoring institution is located in one countn; for instance, Switzerland,
and the new model is built in another, for instance, the United States. Moreover, a
monitoring institution has to pay for this type of network maintenance.

A final disadvantage of neural networks appears to be that they may make it
difficult to determine why some transactions are identified gis potentially suspicious,
whereas others are not. There are neural networks, however, which can give a
coded indication of why certain results were arrived at. Because of the strong and
weak points of neural networks mentioned here, neural networks are used in some,
but not all, transaction monitoring systems. In the systems in which they are used,
they do not appear to be the most important detection technology and they are
used in combination with other techniques such as rules.

S tatistics

0 f course, collections o f financial transaction data can be used to develop all kinds
of statistics. The typical amounts of a person's transactions, the locations from
which transactions are usually carried out, how often certain transactions are
carried out, and with whom are all examples of issues that can be statistically
analvsed.

In addition to using statistics to describe a certain person's or institution's
financial behaviour, statistics can also be used to look for certain number
combinations. It turns out that there is a statistical law, called Benford's Law, which
states that. in a collection of numbers, small numbers occur more frequently than
large numbers according to a specific pattern. By looking for deviations from this
pattern, those number combinations can be found which occur more or less
frequently than can be expected. In this way, transactions may be detected that are
structured to remain just below reporting limits.70

Statistics form a very important, if not the most important, part of anv
transaction monitoring system, with the exception perhaps of 'simple' rule-based
systems. 2,tatistics may be supplemented with other techniques, such as rules or
neural networks, as well as with the other technologies discussed in this section.

Clitstering

Clustering is a technology in which one variable from a collection of variables is
plotted as a function of variables from that collection, in order to determine
whether the data being analysed can be divided into groups or clusters, with each

70 De Groot 1999.
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cluster showing a specific type o f behavic,ur different from that of other clusters. In
this way, behaviour deviating from known clusters can be spotted as well. If
clustering is used to analyse the volume and amounts of transactions on the
account of an average person, it may be determined that there is a small number of
relatively large transactions relating, for instance, to the payment of salary, whereas
there is a large number of small transactions, which may have to do with everyday
expenses. In a diagram in which the size of transactions is plotted against volume,
two clearly separated groups of transactions would show up in this example. If the
account holder were now to make a single transaction of moderate size, this
transaction would stand out from the others.

Clustering    can    also    be    used    to visualize various business activities.    I f,    for
instance, an analysis is made of types of businesses and the number and type of
transactions that customers carn out with them, it may be found that bars form a
cluster with customers making many cash payments, whereas, for instance, clothes

shops receive many more non-cash payments such as credit and debit card
payments. Using clustering in the way described above, peer groups, that is, groups
of persons or institutions against which the behaviour of similar persons or
institutions may be compared, offer a means fc,r detecting activities that are used as
a cover for criminal dealings, such as money laundering. If, for instance, the
turnover of a bar were to be artificially increased using criminal funds, this might be
spotted by comparing the claimed turnover with the turnover of similar bars not
used by criminals. In transaction monitoring systems, peer groups can be defined
by monitoring institutions themselves and by default software settings. In the latter
case, settings can of course be customized.

Finally, clustering helps to illustrate that the straightforward use of average
values is insufficient to detect unusual behaviour. Suppose the clustering of
transaction variables leads to a diagram in which different but equally large groups
of transactions can be distinguished, which lie on the circumference of a circle,
with one transaction lying at the circle's centre. In that case, the latter transaction
represents the average of all transactions, but it deviates from the behaviour of all
clusters.

Preqi,eng, volitme, and »duet matching

Prequenc>' matching is a technology which tries to identik relationships between
transactions in time as well as deviations from established patterns in tirne. (:am.,mg
out a large number of 'small' transactions within a short period fc,Ilowed by a single
large transfer may be an indication of smurfing. Sudden activity on an account that
has been dormant for some time, temporary increased activity, and the sudden
termination of activin· ma>· deserve special attention, too.

In volume matching, transaction volumes are analysed. As pointed out in
relation to frequency matching, a large number of transactions may indicate
possible criminal activity. Use can be made of data that have normalized, for
instance, according to season. After 211, during holiday seasons, the transaction
volumes of, for instance, both an entire restaurant chain and a single restaurant
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usually show an increase, with the increase being much larger for the restaurant
chain in absolute terms. In relative terms however, the increases may be very
similar.

In product matching, relationships between the use o f different products can be
identified. Cash deposits followed by a cheque withdrawal, may, for instance, be
part of layering activities.

Link analysis

As explained in section 6.4, the aim of link analysis is to reveal relationships
between various variables, such as account numbers, account holders, Chamber of
Commerce documents, etc. An example of a possible relationship between
variables is the situation in which money held in different accounts, possibly
belonging to different account holders, is transferred to a single different account,
which may belong to ret another account holder. This type of behaviour may be
linked to smurfing activities. If, through link analysis, it is determined that someone

against whom there was no previous suspicious is associated with persons or
institutions that, for instance, on the basis of earlier investigation, suspicious
activity reports, or currency transaction reports, are known to be involved in
criminal acts, further investigation may be necessary. This further investigation
during the interpretation phase should reveal whether the first person is likely to be
a criminal himself or that the association is purely coincidental. Link analysis is thus
a technique that, in principle, allows the unmvelling of entire networks of criminal
activities.

With respect to determining which person or entity carries out transactions with
which other persons or entitities, the term 'fingerprinting' is sometimes used,
whereas determining how a single person or entity uses a product is sometimes
called profiling. In this case, the term 'profiling' has a somewhat narrower meaning
than the general concept that was introduced in section 6.2, and also a different
meaning than profiling as menti(,ned in section 6.4 in relation to the 1986 Office of
7'echnology Assessment report, in which pr( filing did not yet include dynamic
behavioural profiling.

I 'ectoring

Vectoring allows the analysis of both numerical and text data. In a financial
ccmtext, the latter may include transaction descriptions. With vectoring, objects like
behavioural attitudes and measures of transaction activities are represented as
vectors, or arrows, in a vectc,r space, with related objects being assigned vectors
that are close together and unrelated objects vect(,rs that are far apart. This
representation makes it pc,ssible to look for related c,biects and also to determine
whether or not new behavic,ur fits within the limits of established behaviour b> 
considering the magnitude of differential between the behaviour c,f previous
transactions and the transacticm being analysed.
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Matching and velification

In matching and verification, data from different computer files are compared with
each other. The aim of matching is to identift data that are present in multiple files,
although this should not be the case, or that do not appear in files where they
should.71 The goal of verification, on the other hand, is to check the accuracy and
completeness of data by comparing them to other data.72 Within a financial
context, lists with names of known fraudsters, terrorists, or money launderers are
good examples of files that are used during matching and verification. Such lists are
published by organizations like the Financial Action Task Force (FATF) the US
Federal Bureau of Investigation (FBI), and the Office of Foreign Assets Control
(OFAC), a division of the US Treasury Department that administers and enforces
sanctions against foreign countries, institutions, and individuals. With respect to
such lists, matching is used by financial institutions to check whether a name on the
list is present in the present customer file, whereas verification is used to establish
whether a potential new customer is included in one or more lists. From the above,
it is clear that matching and verification are very similar and that the main
difference lies in the moment at which data are checked. This moment can be
either before or after the provision of services has begun.

6.5.3. Transaction monitoring systems

Developments in information technology and knowledge discovery in databases
(KDD) technologies are reflected in the development of transaction monitoring
systems aimed at detecting potentially suspicious transactions and at complying
with anti-money laundering regulations. Over the years, systems of increasing
capability, using increasingly complex detection technologies, have been designed.

Three types of systems can be distinguished, namely, record-keeping and
reporting systems, rule-based products, and 'intelligent', behavioural monitoring
systems.73 Record-keeping and reporting products are designed to filter out
suspected individuals, organizations, or countries included in blacklists, and report
transactions exceeding specific limits or thresholds. Since 1996 for instance, US
banks have had to be able to monitor wire transactions exceeding USD 3,000 at the
request of regulators.74 This could be seen as an implementation of the third
monitoring option identified by the Office of Technology Assessment.75 Rule-
based systems monitor transactions for activity that is 'out-of-character' for a

71   OTA 1986. p. 38.
72   OTA 1986, p. 67.
73 Sometimes other divisions are used, such as divisions in transaction filters, rules engines,

neural networks, and statistical or profiling engines, or in static profiling, rules engines, neural
networks, and beharioural profiling. The differences between these divisions and the one
given in the text lie in the use of terms and in distinguishing between neural networks and

profiling engines. These differences are not material, however.
74     IlkGuire 2(X)1 b. pp· 9-10-
75 See section 6.4.
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customer, account, product, etc., using a set of rules that may be created by
monitoring institutions themselves. Often these rules also include the threshold
monitoring used in record-keeping and reporting systems. 'Intelligent' systems
emplo> a wide range of technologies to profile individual customer behaviour,
identify trends, and detect patterns among customers, accounts, peer groups, etc.

These profiles are continuously updated as new transactions are carried out by
examining a myriad of combinations of transaction data. Nionitoring systems can
operate in both real-time and batch mode.

In general, monitoring systems, especially 'intelligent' ones, comprise the
following elements: a data warehouse, a detection core, and a case management
system. The latter two elements often also include work stations to allow access to

these systems. The data warehouse is linked to core banking systems, such as
transaction and customer inforrnation systems, from which it gets its input, and can
contain hundreds of millions of customer profiles. The output of a transaction
monitoring system consists of actions that can be undertaken following the
investigation of detected and possibly suspicic,us transactions using the case
management system. If a monitoring system is aimed solely at detecting and
reporting transactions exceeding some clearly defined limits or thresholds, such a
system can be made fully automatic, without the need for the investigation of cases

or other forms of intervention. In other situation human intervention is necessan.

Alonitoring systems often have a modular approach, with a core detection
application and different 'add-on' modules serving various purposes, such as fraud
detection, customer relation management, and the detection of possible instances
of money laundering.

The detection core is the heart of each monitoring system. It contains the rules,
models, profiles, and other technologies used to identift- transactions that exceeds
predefined limits, that are unusual for a given customer, account, etc., or that show
patterns that mar be indicative of criminal activity. Transactions can be analysed
and risk-assessed by combining various transaction attributes, which may include
data from different payment streams, different accounts, products, services, and
geographical areas, and comparing current behaviour with among other things, the
normal financial behaviour of the person or entity, peer groups and defined
suspicious behaviours, and the normal use of accounts or products. The latter
comparison may involve matching and verifting transactions against blacklists.
Current monitoring systems are capable of analyzing tens of millions of
transactions a day, and should this number be insufficient, multiple monitoring
systems can bc deployed in parallel.

Sc,me monitoring systems allow users tc) define risk categories themselves.
Using work staticins linked to the detection core, such users can design and test
their business activities. In this way, monitoring systems can be customized and
kept up-to-date. Alternatively new risk segments and rules can be programmed into
a monitoring system by hired consultants.

Unless  a  system  is  fully  automatic,  as  referred to above, the output  of  the
detection core is a prioritized list of potentially suspicious transactions in which
each transaction is given a risk value. 7his value can be based on an assessment of
both the deviation of a transaction from established behaviour and the potential
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damage to a monitoring institution. The list comes with a graphical user interface,
similar in layout to, for instance, windows-based computer programs, in which
information is presented in the form of pull-down menus and clickable links.
Through these menus and links, information can be accessed showing the reason
why a specific transaction was flagged, overviews of all accounts or products used
by a person or entity, etc., transaction activity in numerical or graphical form,
customer in formation, etc. The list o f detected unusual cases can sometimes also be
sorted according to various criteria.

Not all detected cases involve suspicious activity. As was mentioned in section
6.5.1, the perfectly legal selling of a boat or house may result in a sudden, and from
the viewpoint of a monitoring institution, unexpected increase in deposits. Such
false positives, are a problem for virtually all transaction monitoring systems, with
an exception being formed by record-keeping and reporting systems, as well as
rule-based systems looking for transactions that exceed clearly defined limits. With
respect to false positives, there is possibly a role for public relations departments of
monitoring institutions, which could explain to customers that monitoring is done
for safety and integrity purposes and that sometimes, for instance, in the case of
false positives, some inconvenience mar be unavoidable. False negatives. on the
other hand, are only discovered when it turns out a monitoring institution failed to
detect or report a transaction that was part of criminal dealings.

To determine whether or not an identified case should be reported to the
authorities or whether some other type of action is called for, cases must be
investigated. To this end, use can be made of case management systems. These

systems can be integrated parts of a monitoring system as well as independent 'add-
on' modules. In the latter case, the suppliers of the monitoring and case
management systems need not be the same. Just as with the prioritized lists of
detected cases, case management systems present users with a graphical user
interface, allowing easy access and control. Determining how many detected cases
are further investigated is a matter to be determined by monitoring institutions and
supervison bodies. Because of limited resources, not all detected transactions can
be analysed, and institutions and supervisors must agree on what efforts are
necessary and reasonable. Using case management systems, potentially suspicious
transactions can be aissigned by an institution's monitoring supervisor to different
co-workers fc,r investigation, new case files can be created, new incidents can be
linked to existing investigations and multiple incidents involving a single account
holder can be aggregated. New information may also be linked to already closed

cases. Once cases have been assigned, additional information must be collected and
notes, scanned documents, like transaction orders, Chamber of (-c,minerce
documents, etc., can be added to the case file.

At the end of an investigation, a decision must be made about the action that is
tc, be taken. I f everything is in order, the case can be closed. If questions remain,
however, the competent auth()rities must be notified. In all cases, casc management
systems support the reporting process. '1'heb· keep a history of all actions taken and
coninents made to resolve a case and they also contain standard reporting formats
fc,r a number of reporting authorities. Additionally case management systems
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support the making of monitoring reports, detailing the number and types of
analysed and reported cases, trends, etc.

6.6 The market for transaction monitoring systems

Alany companies have develciped 'intelligent' transaction monitoring systems. In
one report alone,  as  many  as   19 such systems  from  different  manufacturers  were
identified.76 Not all suppliers have been equally successful, however. At the
moment, the main players on the supply side of the market for transaction
monitoring systems appear to be, in alphabetical order, American Software, HNC
(which is part of Fair, Isaac, and Company), Mantas, Neteconomy, and
Searchspace. On the demand side of the market are the monitoring institutions
with their individual risk profiles, wishes, implementation paths, etc. In this section,
the main suppliers of transaction monitoring systems will be discussed. as will
developments on the demand side of the market for such systems. This discussion
will serve to illustrate the current market situation, provide an impression of the
financial institutions implementing transaction monitoring systems, and point out
some limitations.

6.6.1 The supply side

.\t present, the supply side of the market for transaction monitoring systems
appears to be dominated by five players, namely, Americas Software,  -INC,
Niantas, Neteconomy and Searchspace. Ilowever, the market is not static, with old
suppliers leaving the market and new ones entering.

.\mericas Software was founded in 1985. Its two main products, ASSIST//ck
and AFACS//web, are aimed at detecting transactions that are possibly related to
money laundering activities and at complying with OVAC reporting requirements,
respectively. Currently, ASSIST/ /ck is installed  at  more  than 85 institutions  in  23
countries,77 including the Citibank Zurich, Switzerland, Barclays,78 the Royal Bank
of Canada's private banking branch in Aliami, United States,79 the Raiffeisen
Banking Group, Austria, the Westdeutsche Landesbank Girozentrale, Germany,
and the Banco del Caribe, Venezuela.841

HNC,  or liecht-Nielsen Neurocomputing Corporation, was founded  in   1986.
HCN has its main activity in the area of systems aimed at detecting credit and debit

card fraud. In 2002, it became part of Fair, Isaac, and (Lompany. The company's
products are said to screen 300 million cards worldwide,81 including 84-90% of US

76   I)eloitte Consulting 2()()2.
77 Americas Software 2(*)2.
78     Deloitte Consulting 2(1()2. p.  10.
79   Schneider 20()2.
84)  Robson 2001.
81   HNC 2002.
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credit cards and 60% of international credit card transactions,82 and are used by
80% of the top credit card issuing banks, where they have cut fraud by several
dozen percentage points.83 Additionally, HNC's products are also used in the
health, insurance, telecommunications, and government sectors. By sheer
coincidence, HNC launched its money laundering detection system, called the
HNC  Falcon or Risk Aianager for money laundering on exactly  11  September 2001.
The application is part of 1 INC's Falcon product suite, which includes products for
opportunity, risk, and efficiency management. The system uses neural network
technology, with codes giving an indication of why transaction were flagged, in
addition to other technologies in order to detect possible instances of money
 undering

Mantas Inc. is a 2001 spin-off of SR_\ international. The firm's products are
used for fraud and money laundering detection, customer relation management,
etc. These products follow a modular approach with the hiantas Behaviour
Detection Platform being at the core of each of them. This core application can be
supplemented with various monitoring packages, such as the Customer Surveillance
Aionitor and the Aloney I.aundering Alonitor. Alantas' customers include
Citigroups.' and Charles Schwab85.

Neteconomy is part of the Economic Data Resources (EDR) Group, which
comprises EDR, Neteconomy, Humanity Consultancy, and the Debt Recovery
Agency   (DRA).  EDR was founded  in  1992,  and  its   IT department developed  a
credit rating system ((ERS). Separate since 1993, this IT department later became
Neteconomy. CRS was used first in the telecom industry, followed by banks,
insurers, and other types of financial institutions. Eventually, the development of
CRS resulted in the development of the Efficient Risk Analysis System
Enhancement (ERASE), which is Neteconomy's current flagship, and which was
originally aimed at managing fraud and bad debt in the telecommunications
industry by monitoring phone calls on mobile and fixed networks in real-time.

Later, interest was expressed by the financial world to adapt ERASE for anti-
money laundering detection. Subsequently, finance and electronic commerce
applications of ERASE were designed.86 At present, the ERASE product suite
includes customer, compliance, fraud, and anti-money laundering detection
managers. 7'he latter has the feature that data relating to both parties in a
transactic,n can be accessed equally easily, opening the possibility to quickly
establish an overview of networks of transactions. One of Neteconomy customers
is the Dutch ING Group. which has a number o f installations worldwide, including
'an offshore & trust business in Curacao, a private bank in the Netherlands [CenE,
.\Sl and a retail activity in Romania' Other customers include the British company

82   HN(: 2()()1. p. 3 and p. 14.
83  port 2()1)1.

84   Madigan 2(X) 1.

83   Aiantas 2()02
86   Neteconomy 2002, p. 16
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Nationwide, Dexia Banque 8 Luxembourg (BIL), and Dexia Banque Privde Suisse

(BPS).87
Searchspace was set up in 1993. Its applications focus on anti-money

laundering, fraud, compliance, operational risk, and opportunity management. The
basis for all these applications is the Intelligent Enterprise Framework (IEF) to
which different modules, called Sentinels, can be added. Sentinels monitor for
specific types of behaviour, such as front running and money laundering. Lloyds
TSB,88 UBS Switzerland,89 Wells Fargo,90 UBS PaineWebber,91 Mind the Landesbank
Hessen-Thuringen Girozentrale, Germany93 are among Searchspace's customers,
the latter four since March, june, September, and October 2002, respectively. The
installation at Lloyds TSB was completed after six months in August 2002.

Other suppliers include DATA4s and SAS , the latter of which has the UK firm
Unity Trust Bank as a customer.93 All this shows that 'intelligent' transaction
monitoring is a very recent development, and that financial institutions worldwide
are only now starting to implement systems.

6.6.2 The demand side

Institutions wanting to implement monitoring systems form the demand side of the
market for transaction monitoring systems. In implementing transaction
monitoring systems, the institutions consider a number of interrelated issues,
including the technology-to-process ratio, configuration effort and user
friendliness, suitability of vendors, accuracy, and complementary functions of
transaction monitoring systems. 94

The issue of the technology-to-process ratio has to do with the question of how
far institutions should go in implementing transaction rnonitoring systems. This
question relates in the first place to the type of transaction monitoring system to be
used, but also to the issue of configuration effort and user friendliness. As has been
explained in section 6.5, transaction monitoring systems can be based on different
technologies. The simple systems rely on rules to detect transactions that exceed
certain predefined limits, whereas 'intelligent' monitoring systems can make
behavioural profiles o f individual customers using a combination of statistical, rule-
based, and sometimes neural network technologies. Some financial institutions take
the position that they should not use more technology than necessary to comply
with existing legal reporting requirements. Such institutions tend to choose rule-
based products that can be enough to comply with requirements to report out-of-
limit transactions. However, as mentioned in section 6.3, the availability of

87   Molloy 2()03. p. 4
88  Seat:chspace 2()()2c.

89  Searchspace 2()023.
90  Searchspace 204)2b.
91      Searchspace  2()02d.
92 Searchspace 2002e.
93   Afollor 2003, p. 5
94 Aberdeen Group 2002, p. 9
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'intelligent' monitoring systems, as well as legal and regulatory pressures, mal· raise
the bar as to what may be called reasonable compliance efforts. In such a case,
using only the simplest of transaction monitoring systems may no longer be
sufficient.

The question of choosing the correct technology-to-process ratio is also related
to the issue of configuration effort and user friendliness. Implementing a
transaction monitoring system is a substantial undertaking for any organization.
Because of these two issues, institutions ma>· choose to start monitoring only
certain types of transactions, transactions involving minimum amounts of money,
c,r at only a number of locations. Of course, partial monitoring carries the risk of
suspicious transactions going undetected, but such an approach can be part of a
phased introduction of monitoring throughout an organization, possibly starting
with those transactions that appear to be most at risk. For instance, ING started
with implementing ERASE at its CenE private banking branch to test the system
and gain experience. Later, the system was installed at an ING branch on the island
of Curaciao and in Bucharest, Romania. A decision to install ERASE at the
Postbank was planned, but has been postponed.

The issues of configuration effort and user friendliness, in their turn, are related
to that of vendor suitability. It must be possible to make transaction monitoring
systems compatible with existing transaction processing systems of institutions
without too much effort. That is why some institutions may consider having their
own IT departments develop transaction monitoring systems. Suppliers of
transaction monitoring systems such as those mentioned in section 6.6.1 therefore
not only have to compete with each other, but also with an institution's own IT
departments. At least one major Dutch bank is considering developing its own
monitoring systems, while the Deutsche Bank has been said to use db-Tracker, an
internally developed, account-based monitoring srstem to crack dc,wn on money
laundering. Aloreover, financial institutions tend to take a conservative approach
towards implementing new technologies because of considerations of reliability.
'I'hey want systems with established track records, so that they do not become a
'testing ground'. This is an important consideration when selecting a suitable
vendor and it makes it difficult for newcomers to enter the market. 7'hirdly,
transaction monitoring systems need tc, be maintained. Consequentl>, institutions

95should themselves ensure the long-term viabilin· of suppliers.
The accuracy of transaction monitoring systems has to do with the issue o f false

positives and false negatives discussed in section 6.5.3. False positives are
unavoidable, but there should be as few as pc,ssible. By making clear tc, cust()mers

that transactions are being monitored fc,r the safety of both institutions and
customers, inconvenience may be kept to a minimum. False negatives are probably
also unavc,idable, if only because money launderers are said to continuously invent
new ways of doing business. They could become problematic if an initially
undetected case became public. In relatic)n to the previously mentioned issue of the
technolc)gy-to-process ratio, institutions might also want to know how effective

95     ,\berdeen Group 2()()2, p.  1 1
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transaction monitoring systems are at detecting suspicious activin'. in order to make
sure that not only 'unsophisticated' money laundering schemes get detected. In this
respect, it has been reported that a large money laundering scheme was uncovered
at the Bank of New York following the installation of a transaction monitoring
system,96 although, according tc, another source, things went the other way around,
with transaction monitoring following only after money laundering activity was
detected through other means.97

Strengthening the case for financial institutions to start transaction monitoring
may also be the fact that, as indicated ill sections 6.2 and 6.3, transaction
monitoring can also be used for other purposes than anti-money laundering
procedures. Transaction monitoring may also contribute to customer relation
management, the spotting of commercial opportunities, etc., although problems
may arise in such instances because of the secondary use of data, that is, use of data
for other purposes than those for which the data were originally collected.98

Up to now, it has always been assumed that transaction monitoring is done by
individual financial institutions. At present, this assumption is correct, with
institutions 'cleaning only their own house'. This situation means however, that
potentially valuable information might be lost when transactions leave one
institution and enter another. In this case, no institution has a complete overview
of the entire chain of events, which may involve other transactions as well. The
Office of Technology Assessment also referred to this issue stating that 'screening
at a single bank or for limited time periods may identify relatively few money
laundering schemes'.99 An obvious potential solution to this problem would be to
set-up a central institution through which all transactions, for instance, in c)llc
country, are channelled and monitored. This scenario is however, unrealistic at the
moment. Transaction monit()ring is still in its infancy, and supervisory bodies are
imly now in the process of encouraging institutions to start using transaction
monitoring systems. Aforeover, financial institutions do not want to waste the
investment they are currently making. The setting up of central monitoring
institutic,ns will not become a mok serious consideration until this initial phase has
been completed. But even then, possible issues about data protection and data
sharing and about who should run such an organization, financial institutions,
governments, (,r ()thers, would probably have to be addressed first.

96  Schneider 2(X)1.
97   Alarlin 2(*) 1.
98 See also section 6.7.
99     OTA  1995, p. 72. For the Office of Technology Assessment. see also section  6.4.
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6.7 Legal aspects of transaction monitoring: Data
protection

6.7.1 Introduction

1.egal aspects relating to the use of transaction monitoring systems can be divided
into two groups. The first group of legal aspects concerns the questions of whether
and why transaction should be monitored. The second group relates to the
question of how transactions should be monitored and data processed once the
decision to monitor has been taken. "I'he first set of legal aspects covers issues like
legislation and regulatory initiatives from the financial world, which were already

discussed in section 6.3, and support, or at least indicate, the growing importance
of transaction monitoring. This section deals with the second set of legal aspects
and focuses on the issue of data protection.

Data protection is a broad concept, which covers the protection not only of
data that are processed in transaction monitoring systems. but also of data that are
used in, for instance, telecommunications systems, medical databases, direct
marketing applications, and scientific research. Its general aim is to protect the
fundamental rights and freedoms of individuals, and sometimes also of entities, and
especially aspects of the right to privacy. The origins of initiatives aimed at the
protection of privacy can be traced back to  1948.  On 10 December of that year, the
United Nations adopted the Universal Declaration of Human Rights.' In Article 12
of that declaration it is provided that, '[n]o one shall be subjected to arbitran'
interference with his privacy, family, home or correspondence, nor to attacks upon
his honour and reputation,' and that 'Ielveryone has the right to the protection of
the law against such interference or attacks'.  In  1966,  an  almost  identical  provision
was included in another UN declaration, namely, in Article 17 of the International
Covenant on Civil and Political Rights.'   In   1950, the Council of Europe  had
adopted its Convention for the Protection of liuman Rights and Fundamental
Freedoms.' Article 8 of this convention contains the following text '1 Everyone
has the right to respect for his private and family life. his house and
correspondence. 2. There shall be no interference by a public authority with the
exercise of this right except such as is in accordance with the law and is necessan·
in a democratic society in the interests of national securin·, public safety or the
economic well-being of the country, for the prevention of disorder and crime, for
the protection of health or morals, or fc,r the protection of the rights :ind freedoms
of others.' In the Netherlands, the right to privacy has been laid down in Article 10
of the Constitution. According to that article, 'lelveryone shall have the right to
respect for his privacy without prejudice to restrictions laid down by or pursuant to
Act of Parliament.' Additionally, ' r1ules to protect privacy shall be laid down by
Act of Parliament in connection with the recording and dissemination of personal
data: and 'Irlules concerning the rights of persons to be in formed of data recorded
concerning them and of the use that is rnade thereof, and to have such data
corrected shall be laid down by Act of Parliament'. The European Convention for
the Protection of Human Rights and Fundamental Freedoms as well as Article 10
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of the Dutch Constitution are primarily aimed at guaranteeing the privacy of
citizens relative to government authorities. In private sector relations between
citizens, they only apply as far as necessary from the viewpoint of the standard of
due care which must be observed in society (maatsebappelijke Zo gpitldi lieid' .

The provisions relevant to the issue of data protection contained in the
Universal Declaration  of  I luman Rights, the International Covenant on Civil  and
Pc,litical Rights, the European Convention for the Protection of Human Rights and
Fundamental Freedoms, and Article 10 of the Dutch Constitution are all of a
general nature. None of these provisions deals with data protection in a detailed

way, let alone the protection of financial data. On an international level however,
especially the Organizatic,n for Economic Cooperation and Development (OECD),
the Council of Europe ((=oE), and the European Union (EU) have, over the years,
taken steps to specifically address the issue of data protection. The
recommendations, conventions, and directives adopted by these organizations
describe the conditions that should be met when certain types of data, including
financial data, are processed. On the one hand, these documents show a certain
level of similarin with respect to content. On the other hand, they vary in both
their levels of detail and of f()cus on financial data. In the case of the Council of
Europe for instance, its data protection convention has been worked out in a series
of sector specific recommendations, one of which covers the protection of
personal data used for payment and other related operations. These international
initiatives either invite or require parties to implement the provisions contained in
the various documents in their national legislations. On the national level of the
Netherlands for instance, the legall)· binding EU Data Protection Directive has
been implemented through the Personal Data Protection Act. In addition to
legislation, cc,des of conduct may also be adopted to protect data. An example of
such a code is the privaq· code of conduct covering Dutch banks and insurers. 100

T'arious data protection initiatives will now be discussed, international initiatives
in section 6.7.2 and Dutch initiatives in section 6.7.3. After that, the question of
whether or not transaction monitoring is permissible under the data protection
rules will bc anah·sed in section 6.7.4.

6.7.2 International data protection initiatives

6.7.2.1 OECD Guidelines on the Protection of Privacy and Transborder
Flows of Personal Data

C)n    23     September     1980,    the    Organisation     for    Economic    (.ooperation     and
Development (OECD) adc,pted the Recommendation of the Council (-oncerning
Ciuidelines    (;overning   the    Protection    of   Privacy    and   7'ransborder   Izlows    of
Personal   Data:    7'his    legall>·    non-binding   recommendation    contained   a   call   to
member states tc) protect privacy and individual liberties, and reconcile cornpeting
values, such as privacy and the free flow of information, in accordance with a

' w See section 6.7.3.
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number of guidelines listed in an Annex to the document. These guidelines apply to
personal data defined as 'any information relating to an identified or identifiable
individual' (Article 1 (b)),101 ' hether in the public or private sectors which because
of the manner in which they are processed, or because of their nature or the
context in which they are used, pose a danger to privacy and individual liberties'

(Article 2). In general, financial data relating to individuals will fall within the scope
of this definition, whereas financial data concerning entities, such as companies,
will not. However, if company data can be identified as belonging to an individual,
for instance, because of the use of individual transaction authorization codes or
because a company is small enough to make it difficult to distinguish between
personal and non-personal data. which may be the case with one man companies,
such data may be considered to be personal data. The OE.(ED guidelines 'should be
regarded as minimum standards which are capable of being supplemented by
additional measures' (Article 6). The guidelines acknowledge the use of personal
data for purposes such as the protection of national sovereignty, national security,
and public policy, although exceptions to the principles should be as few as
possible, and be made known to the public (Article 4).

The most important principles in the guidelines, which will now be briefly
discussed, can also be found in other data protection initiatives, such as those of
the Council of Europe and the European Union, which will be outlined in the next
two sections. According to the collection limitation principle, 'Itlhere should be
limits to the collection of personal data and any such data should be obtained by
lawful and fair means and, where appropriate, with the knowledge or consent of
the data subject' (Article 7), that is, the identified or identifiable individual to whom
the data relate. Personal data should also 'be relevant to the purposes for which
they  are  used  and.  to the extent necessan for those purposes, (...) accurate,
complete and kept up-to-date.' This principle is the data quality principle (Article
8). Under the purpose specification principle, ' tlhe purposes for which personal
data are collected should be specified not later than at the time of data collection
and the subsequent use limited to fulfilment of those purposes or such others as
are not incompatible with those purposes and as are specified on each occasion of
change of purpose' (Article 9). The use limitation principle specifies that, unless a

data subject approves or it is required by law, personal data should not be
disclosed, made available, or otherwise used for purposes other than those
specified under the purpose specificatic,n principle (Article 10). Of course,

'Iplersonal data should be protected by reasonable security safeguards against such
risks as loss or unauthorized access, destruction, use, modification or disclosure of
data' (Article 11, security sa feguard principle). Individuals should  also have the right
to obtain confirmation of whether or not data relating to them is kept somewhere,
to have this data communicated to them, and to have the possibility of having data
relating   to them erased, rectified, completed or amended (Article 13, individual

participation principle). Additionally, It1here should be a general policy of openness
about developments, practices and policies with respect to personal data' (Article

1()1 rhis definition of personal data, or very similar ones, are used in all data protection initiatives
discussed in section 6.7.
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12, openness principle). With respect to transborder flows of personal data, it has
been provided in the guidelines that member countries should ensure that these
flows are uninterrupted. If personal data or certain categories of personal data are
not well protected in a countn- however, other countries may impose restrictions
on the transborder flows of such data, even if the transfer o f data involves multiple
countries (Articles 15-18). Finally, member countries should, in addition   to
adopting appropriate domestic legislation, also encourage and support self-
regulation, for instance, in the form of codes of conduct in implementing the
principles set forth in the guidelines and provide for reasonable means for
individuals to exercise their rights (Article 19 (a), (b), and (c))

6.7.2.2 The Council of Europe Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data (Strasbourg
Convention).

Following its earlier work in the area of data protection, the Council of Europe
(CoE) felt the need for an international agreement, legally binding on participating
states, with respect to this subject. In 1976, the Committee of Afinisters instructed
the Committee of Experts on Data Processing to prepare a text to this end. The
work was carried out in cooperation with the OECD and the Commission of the
European Communities and resulted in the Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data.102 This
convention was adopted and opened for signature on 28 Januan 1981. It is
sometimes called the Strasbourg Convention, but it should not be confused with
the anti-money laundering convention discussed in section 4.4.2.2, which is
sometimes also called the Strasbourg Convention. Thirty states, including the
Netherlands, have either ratified or acceded to the convention. 103

With respect to content, the CoE convention and the OECD guidelines and
principles mentioned in the previous section are, to a certain extent, very sirnilar.
'I'he collection limitation, data quality, purpose specification, security safeguard, and
individual participation principles in the OECD guidelines can, for instance, be
found in the same or similar wording in Articles 5,7, and 8 of the CoE convention.
Article 12 of the convention contains provisions regarding the transborder flow of
personal data, and these too, closely resemble the relevant Articles in the OECD
guidelines.  In a number of instances, including the suppression o f criminal offences
and the protection of data subjects  or the rights and freedoms of others, exceptions
to the application of the main provisions are possible, if these exceptions are laid
down by law and if they constitute a necessary measure in a democratic society.

The CoE convention also contains a number of provisions that are not, or less
explicitly, present in the OECD recommendation. Any participating state mar for
instance, in addition to applying the convention to personal data, also apply it 'to
information relating to groups of persons, associations, foundations, companies,
corporations and any other bodies consisting directly or indirectly of individuals,

102  ETS 108. Explanatory report. paragraphs 4-16.
103 The Netherlands ratified the convention  on 24 August  1993.
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whether    or    not such bodies possess legal personality (Article    3     (2)     (b)).     So
participating states may choose to protect data concerning, among other things,
firms, apparently regardless of whether they are 'small enough' to have their data
qualify as personal data. At least Norway, Denmark, and Luxembourg have made
use of this option.'04

Additionally, a distinction is made in the CoE convention for special sensitive
categories of data. It is provided that '[plersonal data revealing racial origin, political
opinions or religious or other beliefs, as well as personal data concerning health or
sexual life, may not be processed automatically unless domestic law provides
appropriate safeguards. l'he same shall apply to personal data relating to criminal
convictions'(Article 6).

Finally, the convention also contains provisions on mutual assistance, the
setting up and functioning of a consultative committee that should facilitate or
improve the application of the convention, propose amendments, etc. (Articles  13-
21).

As indicated in section 6.7.1, data processing can have many different
applications, for instance, in medical databases and in scientific research. 0 f course,
data are also processed by institutions providing financial services. In order to
clarify and adapt the stipulations of the CoE convention to the particular
requirements of certain types of applications, the convention has elaborated iii a
number of sector-specific recommendations. With respect to financial services, this
has been done in Recommendation R (90) 19 of the Committee of Alinisters to
Alember States on the Protection of Personal Data Used for Payment and Other
Related Operations, which was adopted     on 19 September 1990:     The
recommendation was drawn up by a specially constituted Working Party of the
Committee of Experts on Data Protection, whose task it was to 'examine the data
protection problems posed by certain aspects of the banking sector, in particular
the use of smart cards, point of sale trans fers, etc.'.105 The Working Party however,
took a somewhat broader approach, so that technologies for settlement operations,
such as home banking terminals, non-technology based payment media, fur
instance, cheques, profiling of consumer habits, etc., were also taken into
account. 1( 6

The principles and guidelines put forward in the CoE recommendation, which
has been called 'the most detailed instrument regarding financial data protection',Ic)7
need not be implemented by governments in new binding legislation. Instead,
governments are invited to take them into consideration in the context of such
areas of law as banking law, consumer credit law, etc. Respect for the principles
and guidelines could be ensured by codes of conduct or other self-regulator> 
measures adopted by bodies providing means of payment, although it is felt b>· the

114  OT.\ 1995. p. 109, note 43. \'an der Akulen et al. 1999, p. 117.
1(t5 Explanaton memorandum to the recommendation, paragraph 5.

106    Explanatory  memorandum. paragraphs  6-7, and paragraph  17.

107  OTA 1995, p. 109.
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CoE that such measures 'should be ratified by a superior organ, preferably the
supervisory bodies set up under data protection legislation. '108

The recommendation does not include a specific reference to legal persons.
However, member states are, however, free to apply the principles to corporate
bodies.    I f national legislation explicitlb excludes legal persons   from the scope   o f
data protection laws, the recommendation requires special care for small traders,
one-man companies, etc., with respect to which distinguishing between personal
and non-personal data may be difficult. ll'9

The most important ponciples and guidelines are the fc)llowing. With respect to
the collection and storage of data, it is provided in the recommendation that 'Ii]n
regard to the provision of a means of payment, personal data should only be
collected and stored by the body providing the means of payment insofar as such
data are necessan· for making the means of payment available as well as the services
linked to its use, including verification activities. '110 This means that dat,1, which

under Article 5 (a) of the CoE convention, should be obtained fairly and lawfully,
must be adequate, relevant and not excessive in relation to the purposes for which
they are used. Under this principle, however, financial service providers are allowed
tc, evaluate the risks they may run in providing means of payment and tc) store data
and consult with third parties to this end. 111 In the latter case, individuals should,
'prior to consultation, be fully informed about the categories of sources which may
be consulted, as well as the consequences attaching to a refusal or withdrawal of

'112consent. Notification is also required if consultation becomes necessary when a
means of payment is already in use. It is furthermore provided that 'Iwlhen an
operation is carried out with a means of payment, the personal data relating to this
operation should onlr be collected and stored by bodies providing means of
payment to the extent necessary for validation and proof of the operation as well as
fc,r carrying out the services and fulfilment of any obligation laid down b> domestic

law  associated  with  its  use'.113  By  way  of example,  domestic  law may  require  banks
tc, keep a record of all fund transfers outside the jurisdiction which exceed a certain
amount of money. 114

Processing personal data relating to criminal convictions of an individual is
permissible onl>· if use of such data is justified for determining the suitability of that
individual for receipt or continued use of a means of payment. But in this case, too,
the person involved should either have given his express and informed cc,nsent to

this processing, or it should be in accordance with safeguards stipulated in
domestic  law. 1 1 5

1(8  Explanaton memc,randum. paragraph 23.
11,) Explanatory memorandum, paragraph  31.
1111 Recommendatic„i principle  3.1.
111 Explanaton· memcirandum, paragraph 39.
112 Recommendation principle 3.3.
113 Recommendation principle 3.5.
114  Explanatory memorandum, paragraph 46.
115 Recommendation principle 3.8.
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The recommendation also contains provisions with respect to the use of personal
data. Even if certain conditions are met, such as consent by an informed data
subject, personal data 'should only be used to determine whether a means of
payment should be provided  (...), for verification purposes, for managing  the
account concerned (...), or to avoid abuse in case of loss or withdrawal of a means
of payment'.116 In order to minimize abuse, financial service providers are allowed
to, for instance, circulate the name and account number of the account holder to
banks.117 Additionally, bodies providing a means of payment are allowed to
'interconnect different personal data files'118 to enable the purposes listed above

being accomplished.
Regarding situations in which personal data may be communicated to third

parties, including subsidiaries of bodies providing a means of payment, but
engaging in unrelated activities, it is provided that these situations include the cases

in which data are communicated 'in accordance with obligations laid down by
domestic law,' and in which such communication 'is necessary to protect the
essential and legitimate interests  of the body providing  the  means  of payment'.1 19
These situations are explicitly said to allow data relating to possible instances of
money laundering to be reported to police and to circulate blacklists of abuses or
bring transaction data before a court. Especially in the latter two cases,
communication of data should outweigh the privacy interest of the individual
involved. 120      If     a      data subject gives his express and informed consent

communication of his personal data is also possible, but again he should be
forewarned of possible consequences. 121

The remainder of the CoE recommendation is mainly about a number of
general principles already known from the OECD guidelines and principles,
including the openness principle, 122 the individual participation principle,123 and the
security safeguard principle.124 With respect to the latter principle, it should be
noted that the application of standards is said to include contractors carrying out
certain processing operations on behalf of institutions providing a means of
pm.ment.125 The transborder flow of personal data should be unobstructed, unless
equivalent protection is not guaranteed abroad. 126

If equivalent protection is ensured, 'bodies providing means of payment may
process abroad the data which they collect and store as a result of the use of a

116 Recommendation principle 4.1.
117  Explanaton· memorandum, paragraph 52.
118 Recommendation principle 4.3.
119   Recommendation principle 5.1  (a) and (b).
120 Explanatory memorandum, paragraph 62.
121 Recommendation principle 5.1 (a), Explanatory memorandum, paragraph 62.
122 Recommendation principle 6.
12; Recommendation principle 7.
124  Recommendation principle 8.
125  Explanaton· memorandum, paragraph 71.
126 Recommendation principle 10, Explanatory memorandum paragraphs  75-77.
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means of payment.'127 Finally, personal data should not be kept longer than
necessani a requirement that also applies to contractors. 128

6.7.2.3 The 1995 EU Data Protection Directive

Apparently not satisfied with the speed with which member states ratified the CoE
convention on data protection and the level of protection, achieved in practice
based on that document,129 the European Parliament and Council of the EU
adopted Directive 95/46/EC on the protection of individuals with regard to the
processing of personal data and on the free movement of such data on 24 October
1995.130 Member states were given three years to implement this directive in their
national legislation. In the Netherlands, this led to the introduction of the Personal
Data Protection Act albeit almost two years late. This statute will be discussed in
section 6.7.3.1, which also contains information on how a number of provisions in
the EU Data Protection Directive are interpreted in implementation legislation. On
the one hand, the EU Data Protection Directive contains provisions that, to a
certain extent, are similar to, but sometimes more detailed than, those found in the
recommendations and convention of the OECD and CoE discussed in the
previous two sections. On the other hand, it also contains provisions that are
entirelv new.

Provisions similar to those present in the OECD and CoE documents can, for
instance, be found in Articles 6,8, 10-12, 13, 16-17,22-24, and 27. These articles
first of all cover the collection limitation, purpose specification, data quality,
individual participation. openness, and security safeguard principles. Aloreover, it is
provided in Article 6 (1) (b), that personal data must not be further processed in a
way incompatible with the purposes for which they were originally collected. The
application of most of these principles may be restricted when necessary to

safeguard, for instance, national and public securin·, and the prevention,
investigation, detection, and prosecution of criminal offences (Article  13 (1)  (a), (c),
and (d)). The articles also cover special categories of data, as well as issues such as
iudicial remedies, liabilities, and sanctions if provisions are not observed, and
encourage the drawing up of codes of conduct intended to contribute to the
implementation of national provisions pursuant to the directive.

Other articles deal with criteria for making data processing legitimate, decisions
based solely on the automated processing of data, notification of supervisory
authorities prior to data processing, and the transfer of personal data to countries
outside the EU. The content of these articles will now be outlined.

(.ontrary to the OE(:D and CoE initiatives, the EU Data Protection Directive
contains a list of situations on which processing must be based in order to be
considered legitimate. This list is contained in Article 7, of which the parts relevant
to transaction monitoring read as follows.

127  Explanatory memorgindum, paragraph 75.
128 Recommendation principle  1 1.

1 Van der Klaauw-Koops and Prins 2(X)2. p. 498.
130 OJ L 281, 23.11.1995, p. 31.
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[Plersonal data may be processed only if:

(.. 0

b) processing is necessary for the performance of a contract to which the data
subject is party or in order to take steps at the request of the data subject prior
to entering into a contract; or
c) processing is necessary for compliance with a legal obligation to which the
controller, [that is the person or entity which alone or jointly with others
determines the purposes and means of the processing of personal data, ASj is
subject; or

(...)

f)  processing is necessan· for the purposes of the legitimate interests pursued
by the controller or by the third party or parties to whom the data are disclosed,
except where such interests are overridden by the interests for fundamental
rights and freedoms o f the data subject.

At least in the latter situation, a data subject should be granted the right 'to object
at any time on compelling legitimate grounds relating to his particular situation to
the processing of data relating to him, save where otherwise provided by national
legislation. Where there is a justified objection, the processing instigated by the
controller ma> no longer involve those data.' This provision has been laid down in
Article 14 (a).

Article 8 (1) is about the processing of special categories of data. Under this
article EU member states must prohibit the processing of certain types of data,
including data revealing racial or ethnic origin, political opinions, and religious or
plinosophical beliefs. Paragraph 4 of Article 8 allows EU member states, subject to
the provision of suitable safeguards, to la>· down exemptions to this rule, for
reasons of substantial public interest. Under paragraph 5 the processing of data
relating to offences, criminal convictions or security measures may be carried out
only under the control of official authority.

Article  15 (1) provides  that EU member states must 'grant the right to every
person not tc, be subject to a decision which produces legal effects concerning him

or significantl>· affects him and which is based solely on automated prc,cessing of
data intended to evaluate certain personal aspects relating to him. such as his
performance at work, creditworthiness, reliability, conduct, etc.'. In two instances,
laid  down in paragraph  2  (a)  and  (b) of Article  15,  a  person  may  bc  subjected  to
such a decision, however. First of all this is the case if the decision 'is taken in the
course of the entering into or performance of a contract, provided the request (. . .),
lc,dged b>· the data subject, has been satisfied or that there are suitable measures to
safeguard his legitimate interests, such as arrangements allowing him to put his
point of view'. Secondly, a person may be subjected to a decision based solely on
the automated processing of data if 'the decision is authorized by a law which also
lays down measures to safeguard the data subject's legitimate interests'.
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Under Articles   18-21   and  28-30  of  the  EU Data Protection Directive, member
states must provide 'that one or rnore public authorities are responsible for
monitoring the application within its territon'  of the provisions adopted  (. ..)
pursuant to this Directive' (Article 28 (1)). Controllers of personal data or their
representatives should notifi· these authorities before processing personal data,
although  simplifications and exceptions to this  rule are possible (Article  18  (1)-(2)),
and their notifications should comply with a number of information requirements.
Aforeover, on the basis of Article 29, a Working Party on the Protection of
Individuals with regard to the Processing of Personal Data has been set up to
examine questions covering the application of the national measures adopted under
the directive, advise on proposed amendments to the directive, etc.

70 conclude this section, the EU Data Protection Directive, in Articles 25 and
26, also contains provisions relating   to the trans fer   of personal   data   to   cc,untries
outside the EU. With a number of exceptions, transfer of personal data to such
third countries is allowed only if these countries ensure adequate levels of
protection (Article 25 (1)). 'The adequacy of the level of protection afforded by a
third country shall be assessed in the light of all circumstances surrounding a data
transfer operation or set of data transfer operations; particular consideration shall
be given to the nature of the data, the purpose and duration of the proposed
processing operation or operations, the country of origin and the country of final
destination, the rules of law, both general and sectoral, in force in the third country

in question and the professional rules and security measures which are complied
with in that country' (Article 25 (2))

The Working l'art)· mentioned above may also give the Commission of the EU
an opinion on the level of protection in third countries (Article 30 (1) (b)). In the
meantime, a list of countries with adequate levels of protection has been drawn up,
which includes Canada, Hungani Switzerland, and Argentina.131

Even if protection is found to be inadequate, trans fer of personal data may still
take place under a number of conditions listed in Article 26 (1). 'Ihese conditions
include the situations in which '(a) the data subiect has given his consent
unambiguously  to the proposed transfer;  or  (b)  the  transfer  is  necessan·  for  the
performance of a contract between the data subject and the controller or the
implementation of precontractual measures taken in response to the data subject's
request; or (c) the transfer is necessan for the conclusion or perfc,rmance of a
contract concluded in the interest of the data subject between the controller and a
third party; or (d) the transfer is necessary or legally required on important public
interest grounds, or for the establishment, exercise or defence of legal claims.'

If protectic,n is inadequate :ind transfer of personal data not allowed, however,
the (Lommission of the EU will enter into negotiation tc) remedy the situation
(Article  25 (5))..\ goc,d  example  of this  approach  are  the  Safe  I larbor Principles
negotiated between the F.U and the United States. Their aim is to bridge the
different privacy approaches of the EU and US, which are said tc, rely on
comprehensive legislatic,n and on a mix of legislation, regulatic,n, and self-

131  F.urc,pcati Commission 20()3.
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regulation, respectively, and which might have negatively influenced trans-Atlantic
transfers of personal data.

The Safe Harbor Principles were adopted 2000 and comprise seven ptinciples
relating to notice, choice, onward transfer, access, security, data integtity, and
enforcement. 132 In general, these principles provide that data subjects should be
notified about the purposes for which data are collected and used, to what types of
third parties data may be disclosed, that data subjects should be able to opt out of
disclosures to third parties and use of data incompatible for the purpose for which
they were originally collected, and that the notice and choice principles apply to the
disclosure of data to third parties. They also provide that data subjects should have
access to data relating to them and be able to correct, amend, or delete data if
appropriate, that reasonable steps must be taken to protect data from loss, misuse,
unauthorized access, etc., and that personal data must be relevant, accurate,
complete, and current for the intended purposes. Finally, there must be
mechanisms to ensure compliance with the Safe Harbor Principles. These
mechanisms may involve the US Federal Trade Commission and the US
Department of Transportation. The Safe Harbor Principles cover the issues dealt
with by the principles put forward in the OECD and CoE initiatives mentioned in
sections 6.7.2.1 and 6.7.2.2.

US  organizations can comply with  the Safe  I larbor Principles  and by publicly
declare that they do so, but compliance is entirely voluntary. Organizations
observing   the   Safe I larbor Principles,   must sel f-certify   once   a   year   to   the   US
Department of Commerce, which manages and publishes a list of all these
organizations. In this way. US entities that self-declaredly offer adequate protection
of personal data can be easily identified by EU organizadons.

6.7.3 Dutch data protection initiatives: The Personal Data
Protection Act

In the Netherlands, the European Data Protection Directive has been implemented
through the Personal Data Protection Act. This statute in turn, has resulted in a
code of conduct for financial institutions with respect to the processing of personal

data, covering bc,th banks and insurers (Gedragscode  I· -enverking Persoonsgegevens
Finandile Instellingen).n3 Although the code of conduct contains an elaboration on
the provisions in the Personal Data Protection Act and covers the processing of

personal data by employees of customer departments, for instance for the purpose
of combating fraud and crime, it does not cover such processing by security
departments for security and integrin· purposes or the use of personal data in
warning systems. 134 -Iherefore, the discussion in this section will be limited to that

of the Personal Data Protection Act.

132  0.1 L 215,25.8.2(*X). pp. 10-12.
i33 Stdatkourant (Netherlands Government (;azette), 3 I:ebruarr· 2()03, no. 23, p. 16.
134  Sections 3.2 and 5.5.3 and Explanatory Aiemorandum, section 2.5.
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7'he Dutch Personal Data Protection Act implements the EU Data Protection
Directive in Dutch legislation. As such, the statute is both very similar to the
directive, but also more concrete in its interpretation of provisions. The statute and
its explanaton· memorandum are also rather voluminous, with 83 articles and 200
pages, respectively. Therefore, only the most important points of the Personal Data
Protection Act will now be discussed, with extra emphasis on structure and
interpretation, and from the perspective of transaction monitoring.

The Personal Data Protection Act was introduced in 2000 and became effective
on 1 September 2001, so almost three years after the deadline for implementation
had passed.135 The statute applies to 'the fully or partly automated processing of
personal data. and the non-automated processing of personal data entered in a file
or intended to be entered therein' (Article 2 (1)).136 Tile statute does not apply to,
among other things, the processing of personal data, 'by or on behalf of the
intelligence or securin· services', or 'for the purposes of implementing the police
tasks defined in Article 2 of the Police Act 1993' (Article 2 (1)-(2)), the latter of
which include maintaining public order (bandbaving van de openban• orde) and,
pertaining to criminal law, the maintaining of the legal system Ctrafrechtelijke
bandbaving van   de  recbtsorde) 137

The structure of the Personal Data Protection Act follows that of the EU Data
Protection Directive and comprises three layers of provisions.138 The provisions in
the first layer apply to all processing of personal data. This means that the
provisions in this layer also apply in situations in which provisions from the second
and third layers have to be observed. The provisions in the second layer contain
conditions for the processing of special categories of data, such as data concerning
a person's religion, race, political persuasion, criminal behaviour, etc. Provisions in
the third layer, finally, deal with the transborder flow of personal data to countries
outside the EU. l'he different layers as well as article 42, which is about decisions
based solelb  on the automated processing of data, will be dealt with below.

The core of the first layer is fc,rined by Articles 6-11. Article 6 provides that
'Iplersonal data shall be processed in accordance with the law and in a proper and
careful manner.' In view of, among other things, the legal tradition in Anglo-Saxon
countries on tort and the Dutch provision on wrongful acts tonrecbtmatige daad), this
wording was chosen to implement the terms 'fairly' and 'lawfully' contained in
Article 6 (1) (a) of the EU Data Protection Directive.139 Under Article 7, 'lplersonal
data shall be collected for specific, explicitly defined and legitimate purposes', while
it is provided in .\rticle 10 that, with a few exceptions, '[p]ersonal data shall not be
kept in a form which allows the data subject to be identified for any longer than is
necessary for achieving the purposes fc,r which they were collected or subsequently
processed'. Article  11  then contains  the  stipulations  that  'Iplersonal data shall  only

135  Shiatsblad (Bulletin of Acts and Decrecs). 2(K)(), no. 302. pp.  1-22.
136 Use has been made of a translation of the Personal Data Protection Act published in

Staatsblad (Bulletin o f Acts and Decrees), 2(X)(), 302.
137 TK 1991-1992. 22562, no. 3, p. 34.
138   Schreuders  1998

139 TK 1997-1998. 25892. no. 3, pp. 77-78.
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be processed where, given the purposes for which they are collected or
subsequently processed, are correct and accurate.' Together, these provisions
implement by now well-known data protection principles such as the collection
limitation, purpose specification, and data quality principles. Articles 8 and 9 clarify
when the processing or further processing of personal data is allowed, and deserve
closer attention.

Article 8 of the Personal Data Protection Act contains a list of grounds on the
basis of which personal data may be processed. At any time, the processing or
further processing of personal data should be based on one or more of these
grounds. The list is essentially the same one as that contained in Article 7 of the
EU Data Protection Directive and which was discussed in section 6.7.2.3, but
contains some different wording. Both the grounds for data processing relevant tc>
transaction monitoring and their interpretation will now be looked at.

First of all, the processing of personal data is allowed where 'the processing is
necessary for the performance of a contract to which the data subject is party, or
for actions to be carried out at the request of the data subject and which are
necessary for the conclusion of a contract' (Article 8 (b)). The contracts referred to
do not include contracts specifically aimed at the processing of personal data, but
only those of which the processing of such data is a necessary consequence.
Morec,ver, not all processing which necessarily results from the perfc,rmance or
conclusion of a contract is necessarily carried out at the request of a data subject.
For instance, credit checks which financial institutions are sometimes legally
required to carn out before entering into a contract with a data subject cannot be
regarded as being done at the latter's request. In this case, the ground for
processing personal data lies in upholding the legitimate interests of the party
responsible for the data processing, a ground which will be discussed shortly. 7'his
ground also covers situations in which personal data belonging to a third party, not
party to the contract being performed or concluded, is processed. If a financial
institution processing, for instance, a payment order processes personal data of the
benefician· of the parment, with whom the financial institution does not necessarily
have a contract, the ground for this processing is the performance of ordinary

141business activities, which qualifies as the upholding of legitimate interests.
7'he second ground on which personal data may be processed covers the

situation in which processing is necessan· to comply with a legal obligation to
which the responsible party is subject (Article 8 (c)). To successfully use this
ground, complying with the legal obligation in any reasonable wn, should not be
possible for the responsible parn· without the processing of the personal data
concerned. Basic rights such as those laid down in Article 8 of the V.urc,pcan
Convention  for the Protection  of Human Itights  and  Fundamental  Freedoms  and
Article  10 of the Dutch Constitutic,n, however, should be observed.'41

The final ground relevant tc, transactic,n monitoring on which the prc,cessing of
personal data is allowed is the one which was already mentioned previously,
namely, the situation in which 'the processing is necessary for upholding the

141) TK 1997-1998, 25892, no. 3, pp. 81-82.
141  1.K 1997-1998. 25892, no. 3, pp. 82-83. See also section 6.7.1.
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legitimate interests of the responsible pam  or of a third party to whom the data are
supplied, except where the interests or fundamental rights and freedoms o f the data
subject. in particular the right to protection of individual privacy, prevail'(Article 8
(f)). As was also already mentioned above, the situation in which the processing of
personal data is necessary to perform ordinan' business activities is covered by this

ground. Other business activities, such as combating fraud, which possibly do not
constitute but rather support regular activities, generally fall under the scope of this

processing ground as well. Such activities may also involve umbrella organizations
keeping records, for instance, of detected fraud cases for other institutions.
However, if legitimate interests can be upheld with less drastic measures or if a data
subject's right to privacy prevails, processing of personal data is not allowed.  In this
latter respect, the sensitivity of data and measures taken by parties responsible for
data processing in order to take into account the interests of data subjects, such as
codes of conduct, must be taken into consideration. In general. banks are not
allowed to analyse transaction data of certain customers who, for instance,
frequently exceed credit limits unless these customers are asked to agree to this
procedure and given an opportunity to object. 142

Article 9 of the Personal Data Protection Act deals with the issue of further
processing of personal data beyond the purposes for which they were collected.

Such processing is allowed, but 'Ip]ersonal data shall not be further processed in a
way incompatible with the purposes for which they have been obtained' (Article 9
(1)). In determining whether or not further processing is incompatible, parties
responsible for the processing of data must take into account the following, non-
exhaustive list of factors contained in paragraph two of Article 9:

a. the relationship between the purpose of the intended processing and the
purpose for which the data have been obtained;

b.  the nature of the data concerned;
c.   the consequences of the intended processing for the data subject;
d.  the manner in which the data have been obtained, and
e. the extent to which apprc,priate guarantees have been put in place with

respect to the data subject.

Application of the 'non-incompatibility test' of Article 9 may be waived in a
number of cases, including State security, the prevention, detection, and
prosecution of criminal offences, and the protection of the data subject or the
rights and freedoms of other persons (Article 4 (3)).

Provisic,ns in the second layer of the Dutch Data Protection Act deal with
conditions for the prc,cessing of special categories of data, such as data concerning
an individual's religious or philosophical life, his health or his criminal behaviour or
unlawful or objectionable conduct connected with a ban imposed with regard to
such conduct. Under Article   16 such processing   is generally prohibited. 7'his

prohibition and the conditions for its application are elaborated for the different

143 TX 1997-1998, 25892. no. 3. pp. 86-89.
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types of special  data  in  articles 17-22. Article  22  (2), for instance, provides  that  in
spite of the prohibition of Article 16, the processing of personal data concerning a
person's criminal behaviour does not apply to responsible parties who process
these data for their own purposes with a view to '(a). assessing an application by
data subjects in order to take a decision about them or provide a service to them,
or (b). protecting their interests, provided that this concerns criminal offences
which have been or, as indicated by certain facts and circumstances, can be
expected to be committed against them or against persons in their service'. This
exceptions allows umbrella organizations to pass on data concerning criminal
behaviour to their members.'43 Ilowever, Article 22 does not apply to the
processing of personal data to detect possible criminal behaviour, for instance by
following trends. In that situation the general regime of the first layer applies.144

Other situations in which special types of data may be processed despite the
prohibition to do so contained in Article 16 are listed in Article 23. These situations
include the case in which processing is necessary to comply with an obligation of
international public law and the case in which processing is necessan· with a view
to an important public interest and appropriate guarantees have been put in place
to protect individual privacy and this is provided for by law or else the Data
Protection commission has granted an exemption (Article 23 (1) (d) and (e))
I'rocessing is also allowed for the purpose of scientific research or statistics if '(a).
the research serves a public interest; (b). the processing is necessan- for the research
or statistics concerned; (c). it appears to be impossible or would involve a
disproportionate effort to ask for express consent, and (c). sufficient guarantees are
provided to ensure that the processing does not adversely affect the individual
privacy of the data subject to a disproportionate extent' (Article 23 (2)). The
exceptions contained in Article 23 are based on Article 8 (4) of the F.U Data
Protection Directive.

As mentioned above, the third layer of the Dutch Data Protection Act contains
provisions on the transborder flow of personal data to countries outside the EU.
The most important provisions of Articles 25 and 26 of the EU Data Protection
I)irective are contained in Articles 76 and 77 of the Personal Data Protection Act.
.\rticle 76 establishes the need for adequate protection, as well as ways to assess
adequacy. It applies to the use of personal data within a company if parts of that
company are located outside the EU, the dissemination to third parties outside the
F.U, and the making available of data with the aim of processing.145 Article 77
contains the grounds for permissible transborder flows, even if adequate protection
is not guaranteed. Some of these grounds were already mentioned in section 6.7.2.3
and they include the situations in which 'data subiects have unambiguously given
their consent' and in which 'the transfer is necessan for the perfc, rmance of a
contract relating to, for instance, medical and life insurance between the data
subiects and the responsible parties, or for actions to be carried out at the request
of the data subjects and which are necessary for the conclusion of a contract'

14.3 l'K 1997-1998, 25892, no. 3, p. 12().
144 -I'K 1997-1998, 25892. no. 3. p. 118.
145 TK 1997-1998, 25892, no. 3, p. 193.
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(Article 77 (1) (a) and (b)). On the basis of the second ground, payments resulting
from a contract and the processing of which may run across one or more non-EU
countries is allowed.

Finally, Article 42 is about deasions based solely on the automated processing
of data. This article provides  that:

1. [n]o one may be subjected to a decision to which are attached legal
consequences for then, or which affects them to a substantial degree, where
this decision has been taken solely on the basis of the automated processing
of personal data intended to provide a picture of certain aspects of their

personality.
2.  The provisions of (1) do not apply where the decision referred to therein:

a.  has been taken in connection with the conclusion or execution of a
contract, and
1°. the request of the data subjects has been met, or
2: Appropriate measures have been taken to protect their legitimate

Interests, or;
b.  is based on a law in which measures are laid down for protecting the

legitimate interests of data subjects.
3. Appropriate measures, as referred to under (2) GO, shall be considered as

taken where the data subjects have been given the opportunity to put their
views on the decisions as referred to under (1).

4.  In the case referred to under (2), the responsible party shall inform the data
subjects about the underlying logic of the automated processing of the data
relating to them.

The idea behind the provision in paragraph 1 is that decisions based on certain data
relating to an individual infringe less on this individual's privacy than if, because of
the quantity of data, a more or less unique picture of (aspects of) him is created.
Although decisions may be made using the automated processing of data as a tool,
the decision making process must also include human intervention. Paragraph 2 (a)
allows the programming of a computer to, for instance, bar a person from using
cash dispensers if this person's name appears on a financial blacklist. But In this

146situation, too, the individual must have the opportunity to put his views.

6.7.4 Transaction monitoring and data protection

As transaction monitoring systems keep records of who made what kind of
payment, to which amount, when, where, and to whom, monitoring clearly can
infringe on people's privacy. The question therefore is how transaction monitoring
by financial institutions relates to the issue of dElta protection. This question is
especially relevant to modern, dynamic, behavioural profiling systems, as simpler
rule-based systems, aimed at detecting transactions that exceed specific reporting

146 TK 1997-1998, 25892, no. 3, pp. 169-170.
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limits, have been in use for quite some time. In addressing the issue, it should be
realised that, as was mentioned at the end of section 6.7.1, the data protection
initiatives outlined in sections 6.7.2 and 6.7.3 relate primarily to data concerning
identified, or identifiable, natural persons. In addition to these initiatives, such
personal data are also protected by contractual provisions, in which it may, for
instance, be stipulated that financial institutions will respect the interests of
customers, by secrecy prc,visions under which persons may be punishable who
intentionally disclose secrets which they either know or should reasonably suspect
that they are bound to keep by reason of their office, profession, or legal
requirement, and by provisions covering wrongful acts. These latter three
mechanisms also protect data concerning non-individuals, or non-natural persons.
The situation is therefore not such that personal data are protected whereas other
data are not, but rather that the protection of personal data is more explicit, more
extensive, and more detailed, and consequently probably also more strict.

The question about how transaction monitoring and the issue of privacy relate
to each other will now be addressed by considering how transaction monitoring,
especially of the type involving behavioural profiling, relates to data protection
initiatives concerning personal data, with a focus on the most specific initiatives,
that is, the European Data Protection Directive and the Dutch Personal Data
Protection Act. If it turns out that the use of transaction monitoring systems by
financial institutions is in line with specific data protection initiatives dealing with
personal data, there is little reason to assume that the result will be any different
with respect to other types of data, or more general data protection initiatives.
Because transaction monitoring can serve multiple purposes, the following
discussion does not primarily concern transaction monitoring with the aim of
fighting money laundering, but rather transaction monitoring in a more general
perspective.

Before starting, two things must be borne in mind. First of all, under all privacy
ind data protection initiatives discussed in section 6.7.1-6.7.3, there is room to
infringe on people's privacy and waive the application of privacy protection
provisions if necessar>· for things like the protection of the state, public policy. and
the prevention and suppression of crime. Consequently, these exceptions to the
application of data protection provisions may already suffice to justift· the use of
transaction monitoring.

Secondl\, even with the application of provisions, more may be allowed than
one might think at first. 7 his becomes clear when looking, for instance, at the
(Ec,uncil of Europe recommendation on the protection of personal data used for
payment and other related operations. Although this recommendation is not legally
binding, it was drawn up in order to clarify and adapt the stipulations of the
Council ()f Europe Convention for the Protection of Individuals with regard to
\utomatic Processing of Personal Data, which is a legally binding document. As a

result, one would assume that the recommendation carries some weight.
Under the recommendation, financial service providers are allowed to evaluate

the risks thcb' may run in providing means of payment and to store data and consult
with third parties to this end. If justified for determining the suitabilin· of an
individual fc,r the receipt or the continued use of a means of payment, data relating
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to criminal convictions of that individual may also be part of the analysis. As,
according to the explanaton' memorandum to the recommendation, 'it is obviously
against the interests Of the body [that is, the financial institution, AS] to provide a
means of payment to a fraudster',147 making risk assessments and checking with
third parties allows the carrying out of credit checks, which is sometimes even
required by law, and also the use of blacklists.

Moreover, when an operation is carried out with a means of payment, the
personal data relating to the operation may be used 'to the extent necessary for
validation and proof of the operation as well as for carrying out the services and
fulfilment of any obligation laid down by domestic law associated with its use'.148

The explanatory memorandum to the recommendation explicitly mentions a
requirement for financial institutions to keep records of all fund transfers outside
the jurisdiction which exceed a certain amount of money as an example of such a

legal obligation.
Additionally, the recommendation allows financial institutions to use personal

data 'to determine whether a means of payment should be provided to an applicant,
for verification purposes, for managing the account concerned  (...)  or  to  avoid
abuse in the case of loss or withdrawal of the means of payment: 149 In order to
minimize abuse, financial institutions are allowed to for instance, circulate the name
and account number of the account holder to banks. while they may also
interconnect different personal data files resulting from the various uses of a means
of payment by an individual. It can be argued that the words 'interconnection of
data files' are tantamount to transaction monitoring. After all, with transaction

monitoring, especially behavioural monitoring, data are stored in one or more
databases, after which they are compared and linked to each other. The view that
interconnecting data files is the same as monitoring is supported in the explanatory
memorandum to the Council of Europe recommendation, which states with regard
to using file interconnection for marketing purposes that, 'It]o determine whether
an individual is a suitable person to receive a particular service (financial or
otherwise), the body providing the means of payment may need to monitor the
financial behaviour of the individual. Principle 4.3 [of the recommendatic,n, AS]
authorises file interconnection for such purposes'.15(,

Finally, regarding situations in which personal data may be communicated to
third parties, it is provided in the recommendation that the situations include the
cases in which data are communicated 'in accordance with obligations laid down by
domestic law,' and in which such communication 'is necessan' to protect the
essential and legitimate interests of the body providing the means of payment'.151
These situations are explicitly said to allow data relating to possible instances of

1-17 Explanaton memorandum to recommendation R (9()) 19. paragraph 50.

148  Recommendation R (90) 19, principle 3.5.

14"  Recommendation R (90)  19, principle 4.1.
150  Explanatory memorandum to recommendation R (9()) 19, paragraph 56
151 Recommendation Principle, 5.1 (a) and (b)
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money laundering to be reported to police, to circulate blacklists of incidents, or to
bring transaction data before a court. 152

The above shows that financial institutions may use personal data for a number
of different purposes, including checks of the financial status and backgrounds of
potential customers, and the prevention and detection of misuse of payment
systems. Afore in general, these purposes might be called, the implementation of
know-your-customer principles  and the prevention and detection of crime.

The different goals for which financial institutions may use personal data are
reflected in the notifications of financial institutions like the ING Bank and the
ABN AAIRO Bank to the Dutch Data Protection Authority (College Bescberming
Persoonsgegevens). As outlined in section 6.7.2.3, the European Data Protection
Directive generally requires controllers of personal data or their representatives to
notify such authorities before processing personal data. In the notifications of the
above-mentioned banks, the purposes listed for which personal data are processed
include: the assessment and acceptance of (potential) customers, the entering into
and performance of contracts to which a data subject is pam: processing and
settling transactions, ensuring the safety and integrity of the sector, combating,
preventing, and detecting (attempts to commit) (criminal) actions against the
branch of which a financial institution is part, the group of which a financial
institution is part, the financial institution itself, as well as its customers and
employees, the use of and participation in warning systems, and compliance with
legal obligations.153 It appears that the purposes have been defined in relatively
broad terms, and that it should not prove to be too difficult to place transaction
monitoring under one or more of these purposes.

The European Data Protection Directive not only requires the processing of
personal data to be reported to the proper authorities, it also requires that this
processing is based on one or more grounds listed in Article 7 of the directive. It
appears that the use of transaction monitoring systems can be based on multiple,
potentially interconnected grounds. Of these grounds, the most likely one on which
to base transaction monitoring is that contained in Article 7 (f). Under this
provision, the processing of personal data is allowed if necessary 'for the purposes
of the legitimate interests pursued by the controller or by the third party or parties
to whom the data are disclosed, except where such interests are overridden by the
interests for fundamental rights and freedom of the data subject: Implementing
know-your-customer principles and crime prevention and detection and
commercial and other purposes certainly seem to qualify as legitimate business
interests justifi ing the use of transactic,n monitoring systems. :\fter all just as,
according to the Council of Eurc,pc recommendation, it is not in the interest of
financial institutions to accept fraudulent customers, and institutions are therefore
allowed to carn out credit and background checks, it is not in the interest of
financial institutions, either, to become involved in money laundering operations.
Such involvement could lead to reputational damage, fines, and, taking into account

Executive Order 13224, perhaps even the exclusion from certain markets.

152  Explanaton· memorandum to recommendation R (9()) 19, paragraph 62.
153 -I'ranslation  bv the author.'
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Additionally, involvement in money laundering would not only damage the
integrity of individual financial institutions, but also that of the financial sector as a
whole. It is therefore likely that financial institutions will be allowed to take
preventive measures, as in general the business interests mentioned above will
outweigh the privacy interests o f individuals.

A second data processing ground on which the use of transaction monitoring
systems may be justified is that contained in Article 7 (c) of the European Data
Protection Directive. Under this provision, personal data may be processed if
necessan' 'for compliance with a legal obligation to which the controller of the
personal data is subject'. At present, no explicit requirement to use transaction
monitoring systems appears to exist. Implicit requirements may exist however.
Such implicit requirements may suffice, because, at least under Dutch law, a legal
requirement to process data is said to be present if there is a legal requirement, not
necessarily containing an explicit obligation to process data, to which the party
responsible for the processing is subject and if compliance is not reasonably
possible without the data processing. Such a situation may exist on the basis of
transaction reporting requirements like those contained in the EU anti-money
laundering directive and its Dutch implementation, the Disclosure of Unusual
Transactions Act. Under Article 5 of the European directive, member states should
'ensure that credit and financial institutions examine with special attention any
transaction which they regard as particularly likely, by its nature, to be related to
money laundering'. Under Article 6, member states should 'ensure that credit and
financial institutions and their directors and employees cooperate fully with the
authorities responsible for combating money laundering by informing those
authorities, on their own initiative, of any fact which might be an indication of
money laundering, land, AS] by furnishing those authorities, at their request, with
all necessan· information, in accordance with the procedures established by the
applicable legislation.' The Dutch Disclosure Act requires anyone providing
services on a professional or commercial basis, to disclose unusual transactions,
conducted or intended to be made, tc, the Disclosures Office without delay.
According to the explanatory memorandum to the Dutch statute, the reporting
requirement covers 'all' unusual transactions. Similarly, the wording of
recommendation   11   of  the Financial Action Task Force, which requires   that

'[flinancial institutions should pay special attention to all complex, unusual large

transactions, and all unusual patterns of transactions, which have no apparent
economic or visible lawful purpose', has been said to suggest that indeed 'all'
transactions are covered. 154 It can be argued, that examining and reporting any
transaction that may be related to money laundering is not reasonably possible
without the use of transaction monitoring systems, leading to an implicit
monitoring requirement.

If, the requirement to examine and report all transactions that are possibly
related to money laundering nevertheless does not constitute an implicit
requirement to use transaction monitoring systems, such a monitoring requirement

154 See section 6.3.
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could possibly also result from the fact that institutions are required only to report
and examine those transactions that are unusual or suspicious. This implies that
institutions should have the knowledge and the means to distinguish between
normal and unusual financial behaviour. Arguably, making such distinctions is not
reasonably possible without transaction monitoring. This view is supported by the
2001 BIS report on customer due diligence. In this report, it is stated that 'p]anks
can only effectively control and reduce their risk if they have an understanding of
normal and reasonable account activin of their customers so that they have a
means of identifying transactions which fall outside the regular pattern of an
account's activity. Without such knowledge, they are likely to fail in their duty to
report suspicious transactions to the appropriate authorities in cases where they are
required to do so'.155 According to the report, '15]upervisors should make it clear
that they will take appropriate action, which may be severe and public if the
circumstances warrant. against banks and their officers who demonstrably fail to
follow their own internal procedures and regulatonv requirements'.156

It should also be realised that some forms of automatic transaction monitoring
with the aim of combating money laundering have already been in use for many
years. As explained in section 4.5.3, objective and subjective indicators have been
established under the Dutch Disclosure of Unusual Transactions Act, to help the
providers of services in determining which transactions they should report to the
Disclosures Office. Nowadays, institutions check whether transactions exceed
certain objective reporting limits, in a fully automated way. If they were to stop
doing this, supervisory bodies would arguably not react favourably. Consequently,
an implicit requirement to use automated means  to ensure observance o f objective
reporting indicators may be said to exist. Examples of subjective indicators include
transactions that are atypical for a customer and frequent deposits by non-account
holders. Such indicators are exactly the kind of payment characteristics which can
be checked using transaction monitoring systems. Assuming, on the basis of the
above, that an implicit requirement to use automated monitoring systems with
respect to objective indicators exists, it is difficult to see why subjective indicators
should be dealt with differently.

Admittedly, the European Anti-Alone>· Laundering Directive and the Dutch
Disclosure Act, were drawn up at a time when behavic, ural transaction monitoring
systems did not yet exist. Aforeover, it could be argued that, especially in the
beginning, these anti-money laundering measures were primarily aimed at counter-
based cash transactions. 7'he question is whether these two issues are relevant in
determining whether the transaction reporting requirements contained in the
European Anti-Aloney Laundering Directive and its various implementing acts
imply a requirement to use transaction monitoring. After all. in deciding whether or
not a specific transaction is unusual, a counter clerk would probably base his
iudgement on in formation like the customer's name, the type of customer, the type
of transaction, the amount of the transaction, and, if relevant, the type of account
used and the frequency of transactions. Such information is also used in transaction

155  BIS 2(*)1, p. 13, paragraph 53.
156  BIS 2()01, p. 15, paragraph 62.
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monitoring systems to classify transactions according to unusualness. When the
Disclosure of Unusual Transactions Act was introduced in the Netherlands, the
infringements on people's privacy allowed under the statute were assessed, taking
into account Article 8 of the European Convention for the Protection of Human

Rights and Fundamental Freedoms and Article 10 of the Dutch Constitution, and
found to be acceptable. As transaction monitoring systems use the same or similar
information as that used by counter clerks to determine which transaction is
unusual and which is not, it is not surprising that the infringements on people's

privacy resulting from the use of transaction monitoring systems would also be
deemed acceptable.

Additionally, it is a well-known fact that the interpretation of rules and laws can
change in the course of time under the influence of technological and social

developments. Since the introduction of the European Anti-Money Laundering
Directive and the Dutch Disclosure Act, ensuring the integrity of the financial
sector has received a lot of attention, at least in the Netherlands. As has been
explained in sections 3.4.2.2 and 4.5.4, various statutes dealing with the supervision

of the Dutch financial system contain provisions aimed at ensuring that the
management of financial institutions is trustworthy and that operations are
conducted with care. Implementing know-your-customer principles is very
important to ensure sound operations. Keeping in mind the BIS report on

customer due diligence and the accompanying circular letter which the Dutch
(Pntral Bank sent to Dutch financial institutions, transaction monitoring appears

essential to the implementation of know-your-customer principles. Because of the
various initiatives aimed at ensuring the integrity of the financial sector and the
availability of transaction monitoring systems, it could be argued that nowadays the

European Anti-Aloney Laundering Directive and its implementing acts hold
implicit requirements to use transaction monitoring.

Implicit legal requirements to use transaction monitoring systems could possibly

also result from other requirements than the requirement to examine and report all
those transactions that are unusual or suspicious and that may indicate money

laundering. Such implicit requirements could also result from measures like US
Executive Order 13224, the US Anti-Money Laundering Abatement and Anti-
Terrorist Financing Act, the Dutch Sanctions Act (Sandieiveh, and the Dutch Bill
concerning data to be requisitioned from institutions in the financial sector tvorderen

gegevens jinanciele sector). These initiatives require institutions to check whether  the

transactions they carry out involve people, groups, or other entities included in

blacklists. AIoreover, they require institutions to provide the proper authorities with
information concerning suspicic,us transactions if needed. 157

A third ground in the Eurc,pean Data Protection Directive that could be used to

justify transaction monitoring can be found in Article 7 (b) of the directive. Under
this provision, personal data may be processed if necessan· 'for the performance of
a contract to which the data subject is party or in order to take steps at the request

\57 Stdatsblad (Bulletin of.\cts and Decrees),2(*)2.553. TK 2001-2002,28353, nos.  1-2, pp. 3-4,
Article  126 ne. paragraph  3.
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of the data subject prior to entering into a contract'. Contractual obligations on the
part of the controllers of personal data may justify the use of transaction
monitoring systems.

With respect to the potential use in transaction monitoring systems of certain
categories of special data, such as data relating to criminal behaviour, it can be
mentioned that, as explained in section 6.7.3, the Dutch Data Protection Act allows
the processing of this type of data if necessary for responsible parties to protect
themselves (Article 22 (2)). However, this article does not apply to the detection of
possible criminal behaviour by following trends. In that case the general 'first layer'
regime o f the Data Protection Act discussed above applies. There fore, it seems less
likely to use Article 22 (2) to base the use of special n'pes of data in transaction
monitoring systems on. Additionally, the processing of special types of data can, in
principle, also be justified on the basis of processing data for the purpose of
scientific research or statistics. However, as in general transaction monitoring
systems will be used to detect and investigate concrete cases of possible criminal
behaviour, it is not obvious to conclude that the use of personal data by financial
institutions in transaction monitoring systems qualifies as the processing of data for
the purpose of statistics, let alone scientific research. As discussed in section 6.5.2,
statistical data nevertheless plays an important role in transaction monitoring
systems in support of the monitoring process.

From the above, it can be concluded that the processing of personal data in
transaction monitoring systems used by financial institutions can be based on
multiple, accepted data processing grounds. 0 f these grounds, the one contained in
Article 7 (f) of the European Data Protection Directive is the most obvious one.
Regardless of the precise processing ground or grounds on which the processing of
personal data in transaction monitc,ring systems may be based however, once
monitoring systems have identified transactions that possibly indicate money
laundering, such transactions must be reported under existing anti-money
laundering rules. Whether financial institutions use transaction monitoring for such
legitimate purposes as the protection of their reputations, ensuring their own
integrity as well as that of the entire sector, compliance with contractual
obligations, or the prevention, detection, and investigation of crimes, once
institutions have knowledge of unusual or suspicious transactions, such
transactions must be disclosed. Processing grounds that are essentially unrelated to
the fight against mone,v laundering may therefore be sufficient to justify the use of
monitoring systems, which may then also detect potentially money laundering-
related transactions.

.\lthough the processing of personal data in transaction monitoring systems
may be allowed under data protection rules, there is still the question of whether
such use is proportional to the intended aim, which, ill the context of this study, is
the fight against money laundering. Is it possible for financial institutions to achieve
their goals or comply with obligations using less drastic measures? In a digital age
with manv non-face-to-face financial transactions, implementing know-your-
customer principles and achieving other legitimate aims like fraud protection may
be impossible without some form of transaction monitoring. If it is accepted that
s ,me form of monitoring is necess an-, it is difficult to identift· those types of
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information which can be used in transaction monitoring systems and which
cannot.      After      all,       how can know-your-customer principles      be e ffectively
implemented unless information is used that indicates who made what kind of
payment, to what amount, when, where, and to whom? Without such information,
institutions cannot determine customer behaviour, while this information is also
necessary to detect, for example, fraud and must be included in reports concerning
transactions that may be linked to money laundering. Effective means to protect
people's privacy should therefore probably not focus on limiting the types of
information that can be used in monitoring applications, but rather on ensuring
that personal data are processed fairly and lawfully. Given the way transaction
monitoring works, sufficient safety measures appear to be in place. After all, it must
be realised that, first of all, transaction monitoring systems categorize transactions
according to unusualness. Secondly, only the very unusual transactions are further

analysed by employees of the security departments of financial institutions. Thirdly,
only those transactions with respect to which questions remain after further
analysis are reported to the authorities. Fourthly, at least in the Netherlands, the
notification authority is the Disclosures Office. This office further analyses the
transactions reported by institutions, and only after this analysis has been
completed, the remaining transactions are reported to the investigative authorities.
Finally, institutions using transaction monitoring systems are subject to data
protection laws. Consequenth·, data subjects can invoke the protection offered
under these provisions.

The protection measures mentioned above, and especially the involvement of
employees of the security departments of financial institutions in anal>·sing unusual
transactions before passing any of them on tc) the competent authorities, make it
unlikely that any decisions reached at the end of the analysis process will fall within
the  scope of Article  15  of the  EU Data Protection Directive or Article  42  0 f the
Dutch Data Protection Act. As was explained in section 6.5.3, transaction

monitoring systems, especially 'intelligent' ones, consist of a data warehouse, a
detection core, and a case management system. The presence of the latter element
ensures that generally the use of transaction monitoring systems will include a
human element before any decisions are reached. Therefc,re provisions concerning
decisic,ns based soleh· on the automated processing of data do not appear to apply.
Moreover, it was mentioned in section 6.2 that transaction monitoring systems can
'only ' detect transactions that exceed certain limits, or that deviate from previously

established patterns. l'hey cannot establish suspiciousness. Determining whether an
'Out-of-bounds' or 'c,ut-of-character' transaction is suspicious will therefore always

require post-monitoring analysis, involving human intervention. Only in the case in
which a monitoring system is aimed solely at detecting and reporting transactions
exceeding some clearly defined limits or thresholds, such as the objective indicators
in the Dutch Disclosure of unusual 7'ransactions Act, can such a s)·stem be made
fully autoinatic, without the need for the investigation of cases or other forms of
intervention. In such an instance, however, the automated decision would be based
on a law of which it may be expected that it contains sufficient measures to protect
the legitimate interests of data subiects.
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Concerning the further processing of personal data beyond the goals for which
these data were originally obtained and concerning the transborder flow of personal
data it can be mentioned that, as explained in section 6.7.2.3, Article 6 (1)  (b) of the
European Data Protection Directive provides that personal data may not be further
processed in a way incompatible with the purposes for which the data were
originally collected. Whether or not the processing of personal data qualifies as
further processing depends on whether these original purposes have been defined
in broad or narrow terms. The narrower the definition, the more likely the
processing of personal data is to qualift' as further processing. Given the above-
mentioned data processing notifications of ING Bank and ABN AAIRO to the
Dutch Data Protection Authority however, it appears that the purposes for data
processing are usually defined in rather broad terms, including the prevention and
detection of criminal activities. It is therefore likely that the use of personal data in
transaction monitoring systems can be regarded as the processing rather than the
further processing of such data.

Nevertheless, if the use of personal data in transaction monitoring systems is
regarded as the further processing of personal data, Article 9 of the Dutch Data
Protection Act contains a non-exhaustive list of issues to be considered in assessing

the non-incompatibility of further processing with the original goals for which the
data were collected. This list was presented in section 6.7.3.1. A detailed analysis of
how these issues relate to transaction monitoring is not straightforward however, if
only because other factors than those listed, for instance, the expectations of data
subjects with respect to the use of data concerning them, may play a role as well

158and all issues should be taken together in order to arrive at an overall conclusion.
If necessary, the question of non-incompatibility should therefore be addressed on
a case-by-case basis.

Finally, there is the issue of the transborder flow of personal data. In principle,
the use of transaction monitoring systems can lead to the transborder flow of
personal data in a number o f ways. Transactions carried out in one country may be
prc,cessed and monitored in another, while the retraining of neural networks used
in monitoring systems may involve the export of personal data. As discussed in
section 6.7.2.3, the provisions of Articles 25 and 26 in the European Data
Protection Directive apply in the case of transborder flow of personal data.

6.8 Summary
l'echnological developments have not only led to new ways in which people can
communicate or carn· out transactions, such as the Internet and electronic payment
systems, they have also created new ways to record data and obtain useful
information from those data. S>·stems capable of such data monitoring have many
applications. l'hey are, for instance, used in the detection of social and medical
benefits fraud, of commercial opportunities, including cross-selling, pricing and
customer relation management, as well as fur purposes of risk assessment.

158  Sauerwein and Litinemann 2()02, p. 25.
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Assessing the risk of a terrorist attack on commercial airline flights is just one
example of the latter application.

The monitoring of data can also be used to prevent and detect mone>·
laundering. The data generated by financial transactions for instance, can be
checked for the presence of elements that might indicate money laundering.
Electronic monitoring systems that check whether a specific transaction exceeds
certain reporting limits, for instance, a maximum amount of money, have been
used for many years. Of a much more recent date however, are transaction
monitoring systems that can build profiles of the financial behaviour of individual
customers of a financial institution. These behavioural profiling systems in essence
compare all characteristics of a payment. not only to all characteristics of previous
payments by the same individual or entitr, but also to those of other, similar payers.
Transaction monitoring systems can keep recc, rds of who made what kind of
payment, to what amount, when, where, and to whom. In this way, a kind of
fingerprint of individual customer behaviour can be obtained. This ill turns enables
the detection of patterns that are unusual, for instance, because of the volume, the
amounts, or the persons involved. Although, in the mid 1990s, behavioural
transaction monitoring was deemed to be unfeasible because of the large numbers
of transactions that are processed by financial institutions each day, nowadays
systems exist that can handle tens of millions o f transactions daily, and if necessary,
multiple systems can be used in parallel.

.'\ arlous reasons exist for financial institutions to use transaction monitoring
systems. These reasons include both governmental and non-governmental
initiatives that stimulate the use of transaction monitoring, as well as the interests
of financial institutions themselves. With the current 'War on Terrorism' for
instance, financial institutions are asked by governments to check whether they
cam· out transactions for suspected terrorists. Aforeover, financial institutions are
under the obligation to report all transactions that could be indicative of money
laundering. This requirement could arguably also be a reason to use transaction
monitoring systems.

,\dditic,nal pressure on financial institutions to use transaction monitc,ring
comes from organizations and institutions active in the financial world itself, such
as the Bank for International Settlements and supervison authorities. 1 he Bank for
International Settlements has issued a report in which monitoring is called an
essential element of know-vour-customer standards, which in turn are said to be
closelr associated with the fight against mone> laundering. Supervisory authorities
should ensure that adequate know-your-customer principles are adhered to.

1;inally, financial institutions      also have their own reasons tc, monitor
transactions. One reason is that monitoring systems can help minimise losses by
tn'ing tc) detect fraud. However, monit )ring for the detection and prevention of
money laundering does not bring financial institutions such clear benefits, except
where the protection of the reputatic,n or the integrity is concerned. Currently,
financial institutions across the globe are implementing behavioural transaction
monitoring systems.

AIonitoring the financial behaviour of persons and entities clearh has privacb
implications. Over the past decades, various initiatives have been launched to

286



CHAPTER 6

protect the privacy of individuals. Regardless of their legal status, all these

initiatives, whether they are from the United Nations, the Council of Europe, or
the European Union, allow room for the prevention, detection, investigation, and
prosecution of criminal activities. But in all likelihood, this room is not even
needed to reconcile transaction monitoring with the issue of privacy. Even without
the exceptions mentioned, current privacy provisions allow financial institutions to
process personal data for purposes such as the observance of legal requirements
which may include the reporting of unusual or suspicious transactions, the
performance of contracts that may involve requirements to protect the interests of
customers, and for the upholding of the legitimate interests of the financial
institutions themselves, which may include protection of a financial institution's
reputation. Therefore, depending on individual financial institutions, transaction
monitoring is either coming or already here. It is certainly a thing that is going to

stay and, under current conditions, privacy considerations will not stop it.
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Chapter 7
Electronic Payment Systems and

Money Laundering

7.1 Introduction

In the previous chapters, the following subjects were discussed: the development
and workings of the Internet (Chapter 2), the histon- of money, the processing of
payments, and 'traditional' supervision of financial institutions, that is, supervision
irrespective of 'new' services such as the issuance of electronic money or on-line

banking (Chapter 3), money laundering, including issues like reported size,
methods, and countermeasures (Chapter 4), the development of electronic
payments systems, the need for and success of such systems and the supervision of
electronic money issuers (Chapter 5), and finally, transaction monitoring (Chapter

6).   All these elements   will be combined and discussed   in this chapter in order   to
answer the central questions of this study, namely, whether new, often internet-
related forms of electronic payment introduced since the 199Os, such as electronic
money and on-line banking, present a greater money laundering threat than more
traditional means of payment and whether or not automated transaction
monitoring systems, especially those of the behavioural profiling type, can be used
to counter possible threats.1

To address these questions, a number of hypothetical examples, taken from the
literature, will be presented in section 7.2, to help illustrate how, according to some,
new electronic payment systems might be or might have been used to launder
criminal proceeds. Next. a look is taken in section 7.3 at the evidence currently
available to support any alleged money laundering threat in relation to these
systems. From the examples included in sections 7.2 and 7.3, gis well as the
literature, a number of general issues emerge. that have been said to make
electronic payment systems attractive vehicles for money laundering activities.
These issues will be listed and analysed in section 7.4. The overall conclusion of
this study will be presented in section 7.5.

1 See al:o Chapter 1.
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7.2 The threat in theory

Many have claimed that electronic money and on-line banking services pose a
significant money laundering threat. 'Financial crime will be a severe problem with
digital  money',2 'the potential for conducting financial transactions on-line  (.. .)
presents one of the most significant vulnerabilities to money laundering at
present',3 and yt]he abuse of these systems by launderers is no longer a distant
possibility,4 are just a few of such statements. Some have wondered whether
Internet access might be 'the new type of detergent which allows for cleaner
laundn',5 or have called the increasing utilization and promotion of on-line banking
and electronic payment systems '[t]he greatest boon to money launderers',6 while
others have gone as far as presenting electronic money, together with tax evasion,
as one of the horsemen of the Apocalypse, forgery, currency disruptions, and
surveillance being the other three.7 In this section, a number of ways in which,
according to some, modern electronic payment methods might be used for
laundering criminally obtained funds will be presented. In most instances, these
hypothetical examples will be illustrated through fictitious cases.

Example 1: eCash and money laundering

The following example describes how supposedly anonymous eCash might help
criminals comfortably launder their ill-gotten gains.8

Doug Drug Dealer is the CEO of an ongoing narcotics corporation. Doug has
rooms filled with hard currency which is the profits from his illegal enterprise.
This currency needs to enter into the legitimate, mainstream economy so that
Doug can either purchase needed supplies and employees, purchase real or
personal property or even draw interest on these ill-gotten gains. 0 f course, this

2        ITA  1997, p.  iv.
3       FATF 20()()it, paragraph  104.
4     FATF 19996, paragraph 87.
5    Bortner 1996-
6    Lilley 2()00, p. 114.
7 Technologr writer and, since September 1996. senior editor of Newsweek niagazine Steven

Levy as quoted in Hoogenboom  1997
8     Bortner 1996. This example was first presented by R. Mark Bortner in  1996 as part of a final

paper requirement at the University of Ahami School of Law. In his paper, Bortner analyses
the potential of electronic money for money laundering purposes. Although, according to
Bortner, electronic money systems generally lack anom·min·, he notes one exception, namely,
e(:ash, the payment system originally developed by the company Digicash (see section
5.6.4.2. example 1). This payment scheme is referred to in the cited example. although
Bortner uses a somewhat different spelling than used in this study. Since it was first
published. Bormer's paper has been quoted or referred to in various publications about
electronic payments  and  money  laundering,  for instance, Richards   1999,  pp. 75-76. Solicitor
General Canada 1998, section  2.3, and  I loogenboom, section  5.3.  As  such, it might be  said  to
have attained some status.
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could be accomplished without a bank account, but efficiency demands legalinr
Anyhow, Doug employs Linda Launderer to wash this dirn· monev. Linda hires
couriers ("smurfs") to deposit funds under different names in amounts between
$ 7500 and $ 8500 at branches of every bank in certain cities. This operation is
repeated twice a week for as long as is required. In the meantime, Linda
Launderer has been transferring these same funds from each branch, making
withdrawals only once a week, and depositing the money with Internet banks
that accept ecash. To be safe, Linda has these transfers limited to a maximum of
$ 8200 each. Once the hard currency has been converted into digital e-cash, the
illegally earned money has become virtually untraceable; anonymous. Doug
Drug Dealer now has access to legitimate electronic cash (...).

Once the e-cash account has been established, digital funds can be accessed
from any computer that is properly connected to the Internet. A truly creative,
if not paranoid, launderer could access funds via telnet. Telnet is a basic
command that involves the protocol for connecting to another computer on
the Internet.191 Thus, Linda Launderer could transfer illegally earned funds from
her laptop on the Pacific Island of Vanuatu, telneting to her account leased
from any unknowing Internet service provider in the United States and have her
leased Internet account actually call the bank to transfer the funds, thus
concealing her true identity. This would, of course, leave an even longer trail for
law enforcement to follow. Anyhow, e-cash, being completely anonymous,
allows the account holder total privacy to make Internet transactions. Thus, the
bank holding the digital cash, as well as any seller which accepts e-cash, has
virtually no means of identifying the purchaser. Therefore, the combination of
anonymous e-cash and the availability of telnet may give a launderer enough of
a head start to evade law enforcement, for the moment (...).

Above, the sky is a swirling mixture of pale blue and chalky white. Waves of
liquid life endlessly wash ashore, greeting the soft warm sand. Palm trees
gracefully sway in a quiet dance with the wind. Amidst this tranquil bliss, Linda
Launderer sits on the beach with her laptop computer "jacked-in" to the
Internet. Unlike the AT&T commercial which portra>·s an individual faxing
messages from a sunny beach to a business associate in a cold northern state,
Linda is simply transferring funds into anonymous e-cash accounts so as to
conceal the illegally obtained profits of her employer, Doug Drug Dealer.
Hence, Linda is laundering money over the Internet while sipping a Afargarita.

Example 2: The street drug market

The following example illustrates the potential use of smart cards by street drug
dealers.10

°    See section 2.5.4.
It'  Afolander et al. 1998, p. 18, and Appendix B, C)·berparment Systems Exercise. Tab G.

Exercise Future History (1997-20(34).   l'his   hypothetical  case   was   part   of  a   cyberparment
systems future histon· exercise held 2 June 1997, but set in 2004.
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In April 2001, a Suspicious Activin· Report (SAR) from a bank in Phoenix

reported that a small grocery store which had historically averaged $ 5,000-8,000
per week in Smart Card deposits had recently been processing Smart Card
transactions at a rate of more than $ 80,000 per week. Under questioning by US
Customs Service agents, the grocer admitted that several times a week an
individual fa street drug dealer, AS1 would come to his store with a bag filled
with S 20-$ 100 denomination Smart Cards which had been accepted for drug
purchases by local drug traffickers. The grocer would download the cards' value
to his bank account by running them through his merchant point-of-sale
terminal. 'I'he bank in turn issued certified e-cash coins to the grocer. The
grocer would then transmit the e-cash coins via the Internet based upon
instructions [for instance, to a domestic or offshore account in a process
analogous to the placement, layering, and integration phases of traditional
money laundering, ASj, never forwarding the funds to the same destination
twice. The grocer received a 4% commission on all transactions.

Example 3: Three types of value trans fer

The following hypothetical cases describe how money launderers could allegedly
use electronic payment systems to transfer value, by smuggling smart cards and
using computers or mobile phones. 11

In April 2000, the owner of a Afercedes dealership in Queens was indicted for
allegedl> accepting more than S 30 million in C>berpayment-laundered drug
proceeds in exchange for luxun- automobiles. 7'he drug proceeds were initially
pooled as cash in Panama, loaded in increments of S 20,000 each into merchant
Smart Cards issued by a Panamanian bank, and taken by courier to Europe for
deposit  in a I.ondon  bank  account.  '1'he  money  came  back  to  the  US  through
wire transfers purported tc) represent business transactions between the
Afercedes dealer and a Izuropean investment group. The automobiles in
question were delivered to a variety of alleged drug cartel principals in
Colombia, Atexicc), and Panama.

In September 2000, agents from the South Florida Organized Crime Drug
Enforcement Task Force (C)(:DETI') serving a search warrant on a suspected
stash house of a known crack cocaine dealer in Coral (;ables seized three kilos

of powder cocaine, 5 24,000 in currency, and a computer whose hard drive
revealed electronic purse software cc,ntaining more than S 240,000 in stored e-
cash value Iwhich might, fc,r instance, have come from computer-compatible
smart cards and could be sent over the Internet using increasingly available
anonymous re-mailers to conceal thc points of origin of the illicit funds,.\S1. A
spreadsheet revealed a history of more  than S 7 million in Internet-based e-cash

11  Afolander et al. 1998, p. 19, and Appendix B. Crberpayment Systems Exercise, '1'ab G,
Exercise Future Ilistory (1997-3)04). 'Ilie three hypothetical cases were part of a
cyberpayment systems future history exercise held 2 June 1997. but set in 20()4.
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transactions between the Coral Gables dealer and a money broker linked to
Niexican drug money laundering. Two individuals arrested at Aliami
International Airport in connection with the same operation were found to be
carrying over 300 large denomination Smart Cards issued by a Mexican bank.
Examination of the cards revealed that almost all of them had been altered to
store more value than their supposed maximum denominations.

In October 2000, Houston Narcotics Squad officers conducting a video
surveillance of an open air drug market reported the following incident:
'Customer approaches subject white  male on corner  of  13th and Richmond
Streets. Customer hands subject item which appears to be small plastic card.
Subject produces cellular telephone through which he 'swipes' card. Subject
then places brief telephone call after which he returns card to customer.

Customer crosses street to left front window of residence at 1233 South 13th
where he receives small plastic bag containing what appears to be narcotics.'
Police reports over the next several months contained examples of similar use
of Smart Cards and cell phones for drug purchases in other parts of l'exas.

Example 4: Internet-based front companies

The following two examples illustrate how the internet might be used to Set up a
front company through which criminal proceeds can be laundered. The first
example is about a fake, Internet-based charin·, whereas the second deals with a
fraudulent Internet business company.

In the case of a criminally operated on-line charity, money launderers would set
up a fraudulent charity on the Internet, one which only accepts electronic value as
donations.

Funds collected for an apparently legitimate charity could instead represent the
proceeds of drug trafficking. These funds could be uploaded from the
electronic purses on PCs to a bank account, and then redistributed from one
financial institution to another individual or group elsewhere in the world. 12

In the case of an Internet business company, money launderers would for instance
establish a company offering services payable through the Internet.

The launderer then "uses" those services and charges for them using credit or
debit cards tied to accounts under his control (located perhaps in an offshore
area) which contain criminal proceeds. The launderer's company then invoices
the credit card company which, in turn, forwards the payment for the service
rendered. The launderer's company may then justift· these income payments for
a service rendered. In this example, the launderer actually controls only the
invoiced accounts and the company offering services through the Internet. l'llc

12   Molander et al. 1998, p. 21.
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credit card company, the Internet service provider, the Internet invoicing
service, and even the bank from which the illegal proceeds begin this process
would likely have no reason to believe there was anything suspicious about the
activity, since they each only see one part of it. Indeed, this method is virtually
the same as used in many fraud cases with the difference being that, in the
latter, the bank accounts billed belong to innocent third parties rather than the
perpetrator of the scheme. (...)

'I'he problem for the investigator in dealing with such schemes is being able
to follow the links between the various parts of the scheme. The launderer can
easily use fictitious identities in setting  up his presence  on  the  web.  I f he takes
advantage of the easy access to Internet services in other geographical locations
so as to ensure additional distance between him and his activities, he can be sure
that the lack of uniformin· in maintaining on-line communication records by
service providers will also work to ensure his anonymity. The fact that the
various components of the scheme onh see part of the picture means that it
will be very difficult to determine if illegal activity is taking place without first
obtaining a picture of the whole operation. In short, the criminal using the
Internet takes advantage of certain inherent aspects of the system to ensure that
the whole picture is not visible by the investigator.

Given this scenario, it seems that Internet gambling might be an ideal web-
based "service" to serve asa cover for a money laundering scheme through the
net. 13

Example 5: Internet gambling

7 his example describes two ways in which Internet gambling has been said to
enable money laundering.

1W hen Florida plays l lc,rida State in football, place a bet on each team  n an
Internet gambling site, .\SL Regardless of the c,utcome, and provided the
gambler has properh structured the bets, the gambler willlose the bet placed on
the losing team, but the bet on the winning team will be paid double. 14

IG lambling  on  the  Internet  may  provide  easy means for money laundering.
Internet gambling prc,vides anonymity, remote access. and encrypted data. To
launder money, a pers ,n need only deposit mc,ney  for instance, via a personal
computer, ASj into an c,ffshc,re account, use those funds to gamble, lose a small
percent of the c,riginal funds, then cash out the remaining funds. 15

13   F,\1'F 2(*)lb, paragraphs 13,14, and 16.
I   Ags 2()00. p. 78.
1 5   NGISC 1999, Chapter 5, p. 6. Similar, Lilley 2(NX). p. 113.

294



CHAPTER 7

7.3 The threat in practice

The most striking thing about the claims that new electronic methods of payment
pose a real money laundering threat is the lack of evidence supporting these claims.
Ever since the FATF for instance, began writing about electronic money16 and on-
line banking, 17 it has not been able to come up with any clear, real-life case
involving these kinds of payment systems. Instead, between 1996 and 2001, the
FATF has repeatedly reported a lack of evidence by stating with respect to
electronic money, on-line banking, or both that, 'experts have no evidence to
suggest that cyberpayments technologies Imostly electronic purses, AS] are being
manipulated by criminal interests',18 that 'there have been no reported instances of
money laundering through these systems'w that is, electronic money systems, that
'no case of laundering has been detected in this sector'20 that is, the banking using
new technologies, that 'Ialll delegations continue to report that there have not been
as of yet any investigated money laundering cases involving the new payment
technologies',2 1 that 'there were no reported cases o f this type of laundering [that is,
through on-line banking] taking place at this time',23 that 'no money laundering
cases have been detected yet which involve this mechanism Ion-line banking,

AS]',23 that 'the FATF experts have seen few if any examples of on-line banking
being used in money laundering',24 and that 'the experts were not yet able to
provide case examples of money laundering through on-line banking'.25 Moreover,
in the FATF's 2002 annual report, words like 'the Internet', 'digital', 'electronic',
'smart card', or 'electronic purse' are not even present.26 Finally, in the 2001-2002
report on money laundering typologies, only one case was presented in which on-
line banking might have been used by money launderers, but the link was weak at
best. In documents about electronic money prepared by the G-10 group of
countries and the US Department of the Treasury, similar statements can be
found.27

The FATF does not consider the apparent lack of evidence as indicating that no
money laundering is taking place through on-line connections. Instead, 'some
experts believe that adequate means of detecting this type of laundering activin
have not yet been fully developed'.28 Others have voiced similar opinions, as

16 FATF 1996a, paragraphs  24-29.
17 FATF 19972, paragraph 14, and Annex C, paragraph 43.
18      FATF  19964 paragraph  29.
19      FATF  1997b, Appendix. paragraph  6.
20      FATF 1998, paragraph  7.
21 FATF 1999b, pangraph 27
22 FATI·' 1999b, paragraph 31.
23     F.\TF 200(}a, paragraph  104.  Similar, FATF 200()b, paragraph 92.

24   FAl'F 20(X}b, paragraph 8.
25    F.\TF 2(*)lb, paragraph 11.
26   FATF 2(*)22.
27    US Department of the Treasury 1996, section III, l.aw Enforcement, and G-10 1997. p. 12.
28    F.\.IF 2001b, paragraph 11. Similar. FATF 98, paragraph 7, and FATF 2002b, paragraph 8.
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reflected in the following statemrnt: 'The best fraud schemes are so good that the>·
are not discovered. So, who can tell me that it is not happening'.29

Although evidence with respect to the use of electronic money and on-line
banking for laundering criminal money appears to be rare to non-existent, the

FATF has reported a handful of cases of alleged money laundering through
Internet gambling. l'wo of the four examples below deal with this type of money
laundering, one example is about the above-mentioned case in which on-line
banking was possibly used, and the fourth example is the case of the European
Union bank. Reportedly, this Antigua-based Internet bank 'explicitly proposed
completely anonymous investments'.3<  Such offerings have been suggested to
represent money laundering services being advertised through the Internet. 31

Example 1: A Evirtual' casino is used to launder funds generated by an
organized crime group

7'lie national police force of a European country (Country A) is currently
investigating a virtual casino on the Internet discovered by an analysis unit of
the national customs service; simultaneously, the country's financial intelligence
unit (FIU) received a suspicious transaction report from a bank which noticed
significant movements of funds associated with the virtual casino. Preliminary
investigation showed that the operation was run by a company in Country A.
The rules of play for the virtual casino specify that it is possible to make wagers

directl)- simpl> by providing credit card in fc,rmation.
11ie website of the virtual casino was located on a server maintained in the

Caribbean regicm. To gain access to the gambling services of the site, the user
had to download a relay application from an Internet service provider in
(-c,untry A. 7'he site also belonged to a firm from Countr> A whose
headquarters is located in the southern part of the country. 7'he person in
charge of the company made an investment in another company situated in a
different Caribbean jurisdiction. Through this second company,   (.. .)   the
company bought   an   Internet   domain   name   "GAAIE.COAI".   I Ie   then
transferred the ownership of the name to yet another company based in the Far
East.

l'he customs service and the FIU of Countn· A uncovered movements of
funds involving several companies and their management. Aioney flows
appeared in a bureau de change and a shopping centre in Country .·\, as well as
in several companies from the Far East, the Caribbean region, and a
ncighbouring European country (Countn B). 7'he connections between these
various firms still must be determined.

29   KPMC;  fc,rensic accc,untant F.  I iciek, as quoted in \'an Dinther 2()(X), p. 4(). Iii Dutch: 'I)e
beste fraudes ziin zo goed dat ze niet ontdekt worden, dus „ie zegt mil dat het niet gebeurt'
l'ranslation br tlie author.

31       FATF   1998b.  paragraph   1 1.
31   F.\TI·' 2()(1()b, paragraph 4.
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The person in charge of the bureau dc change was known by the police for
violations of gaming legislation; a stockholder was allegedly involved in a bank
hold up. The company located in Country B was also the subject of an
investigation on gambling by its own authorities. According to these authorities,
the virtual casinos represent one of the methods for laundering funds derived
from criminal activity in Country B.

From this information, it was possible to conduct an investigation that
revealed two illegal activities within the same company. The first of these
consisted of producing components (motherboards) for operating slot
machines, an activity that is prohibited by Country A's law. The profits
generated bb· this activity (sales in Country B) were estimated at USD 739,400
for   1998 as determined from documents seized in Country A; corresponding
figures were not found in the accounting records o f the Country B company.

The second activity, also prohibited by Country A law, was related to the
planning, creation and operation of a virtual casino on an Internet website in
Country A and hosted by a service provider also located within its territory.

The customs service identified the gaming activity during a short period of
56  days  at  the  end  o f  1998. The investigation  by the Country A national police
ft,rce did not reveal a longer period of activity because of the transfer of the
casino to other websites that have not been found.

During the period of activity, 23 gamblers were able to be identified. They
were from Europe, North America and Africa. There were 170 connections  for
wagers of USD 40,300. The authorisation to play occurred after verification of
the credit card. A line of credit was opened  for a defined limit.

Funds credited to a company from a third European country were
transferred to the Far East and then came back to Countn' A (bureau de change
and store).

However,  the  flow  of funds proved  to be greater  than that which would
have been generated simply from the identified gaming operations. Indeed,
funds without justification (false invoices) were regularly transferred to the
account of still another Country A company amounting to USD 94,000. One
transfer for USD 268,500 to the account of the bureau de change was ultimately
trans ferred to the personal account of the manager.32

Example 2: USD 178 million laundered through Internet gambling scheme

A ioint investigation by the national criminal and fiscal police of Countr>' C.
targeted a sports tout service (STC) providing its gambling services by means of
the Internet. The Sl'C also functioned as an Internet service provider (ISP). The
....S i c. collected, collated and analysed statistical and other information relative to
sporting events, and then sold this information to subscribers who would factor
it into their betting decisicms. The targeted Sl'(:/ISP expanded its services to
include two offshore gambling operations located in the Caribbean region, both

12     F.\TF 200lb, paragraph  16, example  1.

297



ELECTRONIC PAYAIENT SYSTEAfS AND MONEY LAUNDERING

of which accepted wagers via the Internet or toll-free telephone numbers.
Agents were successful in infiltrating the targeted operation.

To launder the proceeds from their illegal Internet gambling activities, the
subjects of this investigation employed the services of a lawyer. He devised an
elaborate scheme in which the STC/ISP leased its services to the subjects for a
specified amount. 1 roceeds were also hundered through a series of bank
accounts in the Caribbean area and eventually funnelled back to banking

institutions in Country C. Investigators estimate that approximately USD 178
million was wagered through the STC/ISP annually.

It is anticipated that subjects in this investigation will be charged with
gambling, money laundering, tax evasion and other organised crime related
offences.33

Example 3: Correspondent banking allegedly facilitates laundering of fraud
proceeds, possibly involving on-line banking

Subject R, citizen of an FA'l'F member countn· (Countn· A), registered a bank
(Bank X) in Countn' B. He then went to Bank Y in another FATF country
(Country C) and set up a bank account with them in the name of Bank X, into
which he transferred approximately USD 25 million in proceeds of an
investment fraud perpetrated in Country C. He subsequently opened an account
in the name of Bank X with a bank in a third FATF country (Country D) and
transferred a substantial sum of money into this account. Finally he opened
another account in the name of Bank X with a bank in (:ountry E where over a
period of four months USD 17 million of the fraudulent money was lodged.
These monies were subsequently used  for the purchase of high value goods.

As already stated, these funds were the proceeds of a high yield investment
fraud in the Country C and funds stolen from a Countn· D based company by
an employee. A portion of these funds made its way to Subject R's account iii
Country A. These funds were the subject of an Sl'R  Suspicious Transaction
Report, AS  submitted to the FIU  Financial Intelligence Unit, .\Sj. Although
the correspondent banking procedures did not take place in Country .\, the
main suspect involved was a Country A citizen, and proceeds of the fraud and
the laundered money were transferred to his account in Country A. Information
suggests that he may have directed the transfer of the funds from this
jurisdiction via on-line banking.34

Example 4: The European Union Bank

Thc  ston-  of the  European  Union  Bank  played  between  1994  and  1997.  In  1994,
the East Eurc,pean Internatic,nal Bank was established on the island of Antigua,
which is said to harbour more than 50 offshore banks, 'many consisting of little

33     7.\TF 20(}lb, paragraph  16, example 2.
34 FATF 2002b, paragraph 28, example 8.
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more than a telephone and a computer behind a brass plate on an office door'.35
Within a few months of its establishment, the name of the bank was changed into
the European Union Bank. Having set up a site on the World Wide Web, the
European Union Bank was called the 'first offshore bank operating via the
Internet'.36 According to this, by now, defunct website:

It]he European Union Bank strives to give our European and international
clients eas\·, quick and secure computer access to European Union Bank's
complete range of offshore banking services. Incorporated in Antigua and
Barbuda under the International Business Corporations Act (IBC) of 1982,
European Union Bank provides multicurrency banking and financial services to
clients throughout the world. With utmost privacy, confidentiality and security,
European Union Bank clients receive excellent interest rates, offered in a stable,
tax free environment. 37

Services available from the European Union Bank included numbered accounts,
international wire transfers online, tax protection,  and '[aj number of other
specialized bank services to meet individual needs'.38 Through the European Union
Bank, customers could also register within 48 hours and for USD 995, an Antiguan
International Business Corporation. Such corporations were advertised as 'a perfect
privacy tool', because of the allowed use of bearer shares, the absence of a public
share register, no disclosure of shareholders, no disclosure of beneficial ownership,
and the absence of a requirement to file any corporate reports. The website also
pointed out that:

lulnder Antiguan law, no person shall disclose any information relnting to the
business affairs of a customer, that he/she acquired as an officer, employee,
director, shareholder, agent, auditor or solicitor of the banking ccirpc,ration,
except pursuant to the order of a court in Antigua. The court can only issue
such an order in connection with an alleged criminal offence.39

Because of these advertisements, the European Union Bank was accused of
being involved   in money laundering activities.    In    1996,   I.ord    AIancroft,   then
chairman of the bank and member of the British  Ilouse of Lords, denied these
allegations,wi but the same I.ord Alancroft has also been quoted as saying that the
financial regulation in Antigua comprises 'literall>· two men in a Nissen hut. The
country is tc,(, small and too badly run'.4' In any case, the European Union Bank
attracted the attention of money laundering watchers and, by mid-1995, auditors

35      Rohter  1997.
16   FATI, 1998. paragraph 72.
37    Website of the European Union Bank as quoted in Blum et al.  1998, p. 59.
38    Website of the European Union Bank as quoted in Blum et al.  1998. p. 6().
39   Website of the European Union Bank as quoted m Blum et al. 1998. p. 61.
40   Blum et al. 1998. p. 58.
41      Lille)'  200(), p.   101.
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reported that they were unable to state whether the financial statements presented
by the bank fairly presented the financial position of the company. At the end of
1996, the Bank of England advised potential depositors to exercise appropriate due
diligence with respect  to the European Union Bank, while, in early  1997, the State

of Idaho issued an injunction ordering the bank to Stop soliciting deposits though
the   Internet.   Also in early   1997, the Ministn, of Finance   o f Antigua   told   the
European Union Bank that it was 'not in good standing' and a few months later, it
issued a fraud warning.42 In August of the same year, the two owners of the bank
absconded with the bank's deposits, which were said to amount to USD 10
million,43 apparently leaving a notice on the locked door of the bank's office above
a dentist's office and Nio's Bar and Restaurant, stating that 'European Union Bank
Inc. has been placed in receivership effective this eighth day of August 1997'.44

7.4 Analysis

From the examples in the previous two sections as well as in the literature, a
number of interrelated issues emerge, which have been said to make electronic
payment systems attractive vehicles for money laundering. These issues are: the
(in)adequacy of rules and legislations with respect to electronic payment systems,
the anonymity supposedly offered by these systems, the availability of adequate
audit trails, the ease of use of electronic payment systems, the volume of
transactions, and the use of the Internet as a platform for money laundering

activities, for instance, through Internet-based front companies or Internet-based
gambling operations. These issues, together with the claims made with respect to
thern will now be analysed, in sections 7.4.1-7.4.6, respectively.

7.4.1 (In)adequacy of rules and legislation

The question of the (in)adequacy of rules and legislation in connection with
electronic payment systems and money laundering is the question of whether
existing rules and laws apply to these systems, and if so, whether these rules and
laws can be effectively enforced. The issue of the adequacy of rules and legislation
should be considered while keeping in mind the developments surrounding and
opinions held about electronic payment systems and the Internet as they evolved
from the early 1990s onwards.45 In this period, many different electronic payment

systems have been developed and introduced by a varien· of firms, raising questions
about the legal status of the issuers of these electronic pm'mint systems, that of the
systems themselves, as well as jurisdictional issues. 7'hese issues will now be looked
at.

42   Blum et al. 1998, pp. 58-59 and p. 62
43     IT.\  1997, p.  41.
44   Rother 1997.
45 See. for instance. section 5.5.
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7.4.1.1 The adequacy of rules and legislation with respect to issuers of
electronic payment systems

With respect to the issuance of electronic money, the thought has been expressed
that, in the future, the issuance of money might no longer be a right reserved to
governments, but that private companies could start issuing money on their own.46
Aforeover, it has been feared that leaving some or all of the new private issuers
unregulated, in contrast to already existing financial institutions, could negatively
affect their own integrity and that of the financial sector as a whole, and also
hamper the fight against money laundering. The idea that the Internet creates a

space called cyberspace, not aligned with geography, has only reinforced the fear
'that some of these Ielectronic money, AW systems may be offered by entities who
are not subiect to existing established regulatory regimes'.47 This is clear from the
statement that:

[iln the current financial system there is a high degree o f central bank control in
each relevant country; in the electronic money arena the concept of individual
countries and thus regulaton systems are rendered redundant. 'I'he new world
of electronic commerce has at the moment no monitoring or controlling
mechanisms in respect of money laundering.48

The unsupervised or ill-supervised offering of on-line banking and other electronic
payment services has been thought to pose similar money laundering risks.

The question now poses itself of how much truth there is in the above-
mentioned points of view. In answering this question, a distinction can be made
between electronic money, on-line banking services, and other forms of electronic
payment.

Electronic money

As menticmed above and as discussed in sections 5.5 and 5.6, manv electronic
payment systems have been developed since the early 1990s. Among these systems
were electronic money systems of both hardware- and software-based types.49 The
development of these systems has raised the question of which institutions should
be allowed to issue them.

At first, it was mainh banks and other already regulated institutions that
experimented with issuing electronic money, especially in the form of multi-
purpose, prepaid electronic purses. In 1994, the European Alonetary Institute, the
predecessor of the European Central Bank. issued its report on prepaid cards.50
The main conclusion in this report was that, in general the right to issue multi-

46   Sec, for instance, Rahn 1999, p. 4().
47   FA-1'F 1997b, Appendix, paragraph 2().
48   1.illey 2(K)(J. p. 119.
49  See section 5.6.4.1.
5'     EMI  1994
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purpose preplid cards should be limited to credit institutions.51 This conclusion
had the benefit of regulaton' simplicity, because only regulated institutions, already
subject to customer identification and anti-money laundering requirements, would
be allowed to issue electronic purses and probably also software-based electronic
money. Although not everyone always agreed,52 hardware-based and software-
based electronic money systems have generally been treated in the same way. so
that the report by the European Monetan· Institute could also be seen as indicating
the way in which the latter type of systems would be handled. The basis for the
main conclusion of the report was that, at least in economic terms, exchanging
traditional monej for electronic money was deemed to represent the taking of

deposits for the purposes of the first Council Directive on the coordination of
laws, regulations and administrative provisions relating to the taking up and pursuit
of the business o f credit institutions.53 According to the report:

Iiln economic terms, it is clear that money received by the issuer of an
electronic purse is a bank deposit. It is indeed a claim which the card-holder (or
account holder) has on a third party and which can be used to make cashless

payments to a wide range of providers of goods and services. Such deposits
contrast with deposits which are payments in advance for which the range of
goods or services to be purchased is well defined and limited in scope.

Therefore, in economic terms, the reasons which led public authorities to
reserve deposit-taking to a specific category of institutions should also apply to

the issuers of electronic purses.54

It was admitted, however, that, in legal terms, the matter was not necessarily as
clear as in economic ones,55 and the report also received some criticism. First of all,
not everyone agreed that exchanging traditional money for electronic money

constituted deposit taking.56 Secondly, according to the definition, credit
institutions are institutic,tls that receive funds from the public and grant credit for
their own account. With respect to institutions that only wished to issue electronic
money without granting credit, the question was raised whether these institutions
fall within the scope of the definition of credit institution.57 A third point ()f
criticism was that limiting the issuance of electronic money to credit instituticms

51   EAfI 1994. paragraph 52. In sorne circumstances. exception: were possible. For instance. in
the case of schemes already iti operation. it was accepted that 'the local central bank may
agree that electrc,nic purse issuers do not have to be fully fledged credit institutions provided
that: (i) they provide only domestic payment services: (ii) they are subiect to appropriate
regulations. in particular, with respect to liquidit)· requirements. (Hi) they are supervised by
the institution wlitch supervises credit institutions'. EAH 1994, paragraph 32.

52   See. f(ir instance. (irigg 1996.
53 See section 3.4.1.1.
54      EAII  1994,  paragraph  31.

55   EMI 1994. paragraph 52.
56 See. forinstance. Griggl996.
37     See,  for instance.  Edgar  1999, pp.  18-19.
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would restrict competition, by burdening potential newcomers to the market with
the relatively strict conditions that credit institutions have to meet.58

Following the 1994 EAf I report, the Dutch Central Bank, De Nederlandsche
Bank, and the Dutch Afinistr> of Finance concluded that the issuance of multi-
purpose prepaid cards should be restricted to credit institutions and that the Act on
the Supervision of the Credit System was applicable, a conclusion that, as indicated
above, possiblr also had consequences with regard to software-based electronic
money systems. This conclusion meant that institutions issuing electronic money
either had to be credit institutions or should cooperate with credit institutions in
such a way that the outstanding money in the electronic money system would be
managed in compliance with the Act on the Supervision of the Credit System.59
Outside the Netherlands, such systems were generally issued only by credit or other
regulated institutions regardless of the question of who should be allowed to issue
electronic money. Although the issuance of electronic money was not necessarily
restricted to credit institutions, only regulated institutions issued electronic money
in, for instance, Belgium, Canada, France, Clermany, Italy, and Sweden.60 This
situation was also recognised by the F.\TF in its statement that '14he regime of
authorisation fur the issuers of such [prepaid, ASj cards is quite strict, as the latter
must be issued either by banks or credit institutions which are subject to customer

identification, or by credit card companies which are subject to special
authorisation by financial regulators or central banks (e.g. Denmark, Portugal,
Singapore). In fact. in a maiorit\  of cases, stored value cards are, or will only be
issued by banks or other institutions which are, themselves, already covered by
customer identification requirements (e.g. Australia, Austria, France, Germany,
Hong Kong, Italy, Portugal, Singapore, Sweden, Switzerland). In Belgium and the
Netherlands, stored value cards should necessarily be linked to a bank account
which would imply that identification procedures apply. Normal identification
procedures would also apply to the issuance of the cards in several members (e.g

161Luxembourg, Spain, United Kingdom, United States).
The 1994 report ()n prepaid cards  was not implemented  by  all  EAII  member

states. 'Against this background, the liuropean Commission started in 1997 to
work on a proposal for a European parliament and Council Directive on the
issuance of electronic money by non-credit institutions'.62 This work event:uallr led
to the 2000 F.U directive on electronic money institutions, that was discussed in
section 5.7.1. Under this directive, the prudential supervision requirements fc, r
electronic money institutions are less strict than those for traditional credit
institutions. Atore important with respect to combating money laundering,
however, is the fact that the licensing and anti-money laundering requirements,
such as integrity checks of the management, customer identification, and reporting

58 Sec section 5.7.1.

59     1 nlieveldt  1998, p.  8().
6() Solicitor General Canada 1998, Appendix  IV.
61    1.'ATF 19974 Annex (., paragraphs 81-82.
62   F.AII 1998. p. 74.
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requirements, are the same for both types of institutions.63 With respect to the
United States, it can be menioned here that financial institutions, such as the issuers
of electronic money, are subject to the reporting requirements of the Bank Secrecy
Act.64

On the basis of the above, it can be concluded that, although there may have
been a period during the 1990s in which  it was not entirely clear which institution
should be allowed to issue electronic money. no or very few cases of unregulated
issuance have occurred. At least, no cases seem to have been reported. Following
this period, regulatory and legislative initiatives have subjected issuers of electronic
money to the same anti-money laundering requirements to which credit institutions
are subject. It therefore appears that the money laundering risks associated with the
issuance of electronic money are not greater than those experienced by traditional
credit institutions in issuing their payment services. One possible exception might
be the issuance of electronic rnoney by institutions located in territories without
strict financial regulations, but which, due to the global nature of the Internet, can
tout for business in regulated areas. This situation, however, would seem to be very
similar to that of on-line banking services being offered from unregulated areas, an
issue that will be discussed next.

On-line banking

\1so with respect to on-line banking applications, the question can be asked which
institutions should be allowed to issue such services. On-line banking services

include at least phone, home, and Internet banking applications.65 The use of credit
and debit cards is very similar. These services typically give remote access to funds
held in accounts with financial institutions. Offering accounts and receiving
reparable funds from the public is a right traditionally reserved to credit
institutions. Therefore, the issuance of on-line banking services is and will be
restricted to this kind of already regulated financial institutions. The advent of the
Internet and the development of new electronic payment systems have done
nothing tc, alter the pre-Internet situation in which offering accounts and receiving
repa>·able funds from the public were already limited to credit institutions, already
subject to supervisory. customer identification, and transaction reporting
requirements. Transferring sums of money from one location to another, without
funds being held in an account, on the other hand qualifies as a money transfer
rather than a deposit taking operation. As such, these kinds of transactions are
typically carried out by money transfer businesses. Ovcr the years, however, moner
transfer businesses have also been made subiect to anti-money laundering measures
such as suspicious or unusual transactions reporting requirements.66

63  Sce also section 5.7.2.

w      US Department of 7'reasury  2002d. p.  47.
65 See section 5.6.3.
66   See, for instance. section 4.5.4.
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Considering the example of PayPal discussed in section 5.6.3.2, there has been
some discussion as to whether PayPal qualifies as a credit institution or as a monev
trans fer business.    As    far as PayPal accounts are concerned,   it   can   be   very   well

argued that PayPal qualifies as a credit institution, especially as accounts hold
balances that are repayable to the account holders in a variety of ways. It is
therefore less likely to consider these funds prepayment for goods and services to
be acquired in the future. .\s a credit institution, PayPal would be subject to all the
supervisory, customer identification and transaction reporting requirements
mentioned earlier. If PayPal was nevertheless considered a money trans fer business,
it would be subject to other supervisory requirements, but various anti-rnoney
laundering requirements would still apply.

One issue that needs to be discussed, however, is the issuance of electronic
banking services from unregulated areas. This issue concerns both the offering of
on-line banking services, and that of electronic money systems, as has been
indicated above. Because of the global reach of the Internet, issuing institutions
from unregulated areas could, in principle, give potential customers, including
would-be money launderers in territories with strict financial regulations, access to

unregulated or ill-regulated banking services.
The only known, hight\-publicised example that has been associated with this

kind of situation is that of the Antigua-based European Union Bank.67 This bank
offered financial services that were potentially attractive to money launderers and
has been called 'a perfect example of the way in which the offshore banking
jurisdictions and bank secrecy havens facilitate criminal activin-'.68 As was
mentioned in section 6.2, financial supervisory authorities, such as the Dutch
Central Bank. monitor the Internet to search for persons or entities offering
financial services and then to check whether these providers comply with the
relevant supervisory requirements. To determine whether it has jurisdiction, De
Nederlandsche Bank uses the policy rules for media under the Act on the
Supervision of the Credit System 1992 which were discussed in section 5.7.2.2. In
the case of a violation of supervisory requirements, De Nederlandsche Bank can
inform the judicial authorities or the supervisory authority of the country where the
person or legal entity which has breached the law is resident or h:Is been
established. In a similar way, the Bank of England warned potential depositors to
earn· out appropriate due diligence and the State of Idaho issued an injunction
requiring the European Union Bank to stop soliciting deposits through the World
Wide Web.69

Some have claimed that the steps taken by the Bank of England and the State
of Idaho merely illustrate the inabilin· of authorities to take effective action against
the unregulated offering of unregulated services through the Internet, stating that
the argument that existing rules and regulations apply to new electronic forms of
payment 'seems to miss the point by a long way', and that ' tlhe whole point about
the Internet is that wherever you are based you can tc,ut for business from anyone

67 See section 7.3.
68   Blum et al. 1998, p. 57.
69   Blum et ill. 1998, p. 59.
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anywhere'.70 Although certainly the latter claim may be essentially true, a number of
arguments can be suggested that put matters into some perspective.

First of all, the question is whether money launderers want to deposit money
with financial institutions with an unproven track record and an unknown
management. After all, the story of the European Union Bank illustrates how
members of the management can abscond with depositors' funds. If, on the other
hand, an Internet-based bank were owned or controlled by a money launderer
himself, the question might be asked what the real benefits of having Internet
access would be, as far as issuing financial services is concerned, because, in that
case, the criminal would be able to deposit funds with and transfer money from his
own bank.

.\ second issue concerns the funds that a money launderer would want to
transfer to an institution like the European Union Bank. To deposit money, the
money launderer would either have to transport his funds to the bank, for instance.
in cash, make a transfer of giro money, or use electronic money. In the first case,
the Internet of electronic payment systems would essentially not enter the picture,
and therefore they do not seem to pose an additional money laundering risk. In the
second case, the money launderer would already have to have his funds in some
accc,unt, in which case he would already have succeeded in evading important anti-
money laundering measures, such as the reporting requirements. In the third case,
the money launderer would have to buy electronic value first using traditional
money, and if he succeeds in this, he has again succeeded in evading anti-money
laundering measures, just as in the second case.

Ihirdly, it must be realised that the example of the European Union Bank
appears to be the only one of its kind to date. Following the case of the European
Union Bank, it was reported that 'entities are using the Internet to offer money
laundering services - sometimes styling themselves as legitimate "offshore financial
services" or "investment opportunities"', but no new concrete examples have been
presented.71 Aforeover, the owners of the European Union Bank escaped with a
mere  USD   10  million.  If the  aim  of combating money laundering is considered  to
bc the prevention of criminals attaining a position of influence in the legal
economy,72 one example involving USD 10 million does not appear to be a great
threat.

Fourthly, it can be argued that, even though warnings and injunctions may not

prevent people from doing business with financial institutions of questionable
repute, they can help to put pressure on lc,cal regulators to take actic)n. In the case
of the European Union Bank, the Antiguan authorities in the end took some
action, which may have encouraged the bank owners to abscond.73 ,ilthough it may
not have been their aim, the authorities in this way put an end to the operations of
the European Union Bank.

711   1.ille>· 2(*)(). p. 115.

71    F.\'rF 2(*)01), paragraph 4.
72 See section 4.2.4.
73   Blum et al. 1998, p. 62.
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Fifthly, the possible 'cascading downward' of regulaton· coverage, that is, strict and
effective supervision being circumvented through unsupervised, or ill-supervised
issuers offering services in well-regulated territories, has been 'argued to be worse
in cyberspace, but hardly a unique problem':74 it also exists in the world of bricks
and mortar.

Finally, one can wonder if the case of the European Union Bank is an actual
case of money laundering or rather a case of Internet-based fraud. After all making
off with depositors' money appears to be more similar to plain fraud than to
providing a seemingly legitimate origin to illegally obtained funds, which is the
definition of money laundering.

Other electronic payment services

In section 5.6, a distinction was made between credit card, debit card, phone,
home, and Internet banking, electronic money, and mobile phone electronic
payment systems. In the above, it was shown that the issuance of the first four
categories of payment systems appears to be well regulated, at least when compared
to more traditional means of payment. Possible exceptions to this rule, as well as
resulting consequences with respect to money laundering, appear to be limited.
Therefore, the final issue in relation to the issuance of electronic payment systems
left to be discussed is the issuance of mobile phone-based electronic systems.

The regulatory regime for the issuance of electronic payment systems through
mobile phones depends on the design of the various systems. If a mobile phone
payment system is linked to customers' bank-accounts, the role of the system
operator is restricted to message delivery. In that case, the account offering
institution, which, of necessity, is a credit institution, is subject to anti-money
laundering regulations. If, however, a mobile phone payment system is subscrip-
tion-based and customers receive credit from the system operator for the purchases
they make via the system, its functioning is similar to that of a credit card
institution. So, although there is no evidence whatsoever to suggest that mobile
phone payment systems are being used in money laundering schemes, regulators
could draw on the rules applying to credit card institutions if need be. In addition
to mobile phone payment systems that are linked to a bank account or which are
subscription-based, there are also systems that use prepaid electr()nic value. As has
been indicated in section 5.7.1, issuers of prepaid mobile phone payment systems
can be qualified as electronic money institutions or not, depending on whether the
electronic value used in the system is stored on an electronic device and accepted
bi· more undertakings than just the issuer for the purposes of EU Directive
2000/46/EC. I f the issuers qualift  as electronic money institutions, they are subject
to the same licensing and anti-money laundering measures as traditional credit
institutions. If, on the other hand, a mobile phone payment issuer does not qualify
as an electronic money institution, the issuance of the system is unregulated. Just as
with subscription-based mobile payment systems, however, there is no indication

74

Afussington et al. 1998. p. 47.
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that prepaid mobile phone payment systems are misused by money launderers.  Ifit
should turn out in the future that such systems are used by money launderers, it
would be an option to apply the anti-money laundering measures from the EU
Electronic Aioney Directive. In an even more hypothetical future, one in which
large sums of money are held on prepaid 'accounts', applying a supervison' regime
to prepaid mobile phone system operators, similar to that of credit institutions
might even be an option, but again this situation is entirely hypothetical at the
moment. 75

7.4.1.2 The adequacy of rules and legislation with respect to electronic
payment systems

Another issue that has been raised concerns the fact that the rapid development of
a multitude of electronic payment systems might lead to the introduction of types
of 'transactions that fall outside current legislative or regulaton· definition'.76 So,
the question about the adequacy of existing rules and legislation does not only
involve the question of which institutions should be allowed to issue electronic

payment instruments, but also the question of whether electronic payment systems
themselves fall within the scope of current regulations. So within the framework of
this study, the latter question mainly concerns the anti-money laundering initiatives
discussed in Chapter 4.

International  anti-money  laundering initiatives

The international anti-money laundering initiatives of the United Nations and the
Council of Europe do not deal with payment systems directly. In each of these

initiatives, however, such a definition of money laundering is used that there is no
reason to assume that electronic payment systems fall outside their scope. First of
all, account-based transferable money was of course already known when these
anti-money laundering initiatives were taken up, and this type of money was
therefore covered. Secondly, by defining terms such as 'proceeds' and 'propern·' as
assets of even kind, whether corporeal or incorporeal, movable or immovable, and
legal documents or instruments evidencing title to or interest in such assets, it also
appears that electronic money falls within the scope of the initiatives discussed in
sections 4.4.1 and 4.4.2. lhis impression is strengthened by the fact that, in the
United Nations' documents, the definitions of the terms 'proceeds' and 'property'
also use the words 'tangible or intangible'.

With respect to the 40 recommendations of the FATF, the FATF itself
mentic,ns that ' rlecommendation 8 applies the F.·\17; requirements to non-bank
financial institutions. Recommendation 9 asks member countries to determine
which other financial activities undertaken by non-financial businesses may be
vulnerable to money laundering and, if so, to put in place effective controls. E-

75 See section  5.7.1.
76     F.\TF  1999b, paragraph 27.
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money services probably could corne under both of these recommendations'.77
Considering both the different types of issuers of electronic payment systems and
the different types of electronic payment systems themselves, it thus seems that the
FATF recommendations either apply to new forms of electronic payment, because
payment systems are issued by institutions already regulated, or that the FATF
draws attention to possible money laundering risks associated with non-regulated
issuers. The FATF has wondered, however, whether or not recommendations
concerning, for instance, customer identification and record keeping requirements
will be difficult to apply in an electronic money environment. These issues will be
discussed later in sections 7.4.2 and 7.4.3.

Dutch anti-money laundering legislation

Of the Dutch anti-money laundering legislation discussed in Chapter 4, the
Identification Act, the Disclosure of Unusual Transactions Act, and the Act on
Nioney Transaction Offices are addressed to issuers of payment systems. 7'hese
statutes therefore apply to electronic payment systems in as far as issuers of such
systems are subject to them. As discussed above in relation to the question of who
should be allowed to issue electronic payment systems, this is generally the case.
Articles 416-417bis and Articles 420bis-42Oquinquies of the Dutch Penal Code,
can, in principle, apply to issuers, but, with the exception of Article 42Oquinquies,
they can also be relevant to electronic payment systems themselves.

In relation to electronic payment systems, the question is whether the terms

'property' and 'object' used in all these laws, cover electronic payment systems.
'1-his is certainly the case with respect to remote access instruments, such as credit
and debit cards, phone, home, and Internet banking applications, and certain forms
of mobile phone-based payment systems. As outlined in sections 4.5.1  and 4.5.5, it
is explicitly stated that transferable money is covered by the articles on receiving
and money laundering, and it is this type of money to which remote access
instruments gwes access.

With respect to electronic money systems, this question is rather more subtle as,
in this case, the question is raised whether electronic value stored on a chip card or
a personal computer qualifies as 'property' or an 'object' for the purposes of
.Articles 416-417bis and 420bis-42Oquinquies. Additionally, the issue can be raised
whether or not stored electronic value represents computer data. This is the result
of the fact that, in the Netherlands, computer data are not 'property' under criminal
law.78 7'his conclusion was arrived at by arguing that. although a criminal gains

77    F.\TF 1997b, Appendix, paragraph 18.
78   Iii a 1983 case concerning embezzlement, the court of appeal in Arnhem (the Netherlands)

ruled that computer data are 'propem' because of their transferability (oi,erdraagbaarbet*,
reproducibility (reprodueeerbaarbeid'), availability (besebikbaarbeid). and because they can be
assigned an economic value (e,wromis,·b waan**aa,) (27 October 1983. N 1984,80). In 1993,
it reached a similar verdict (Computer,rebt 1994, pp. 124-127). In the meantime, however. a
commission studying the issue of computer crimes had concluded that computer data are not
'property'. The commission reached this conclusion by arguing that computer data are not
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control over computer data to which he is not entitled when copying data illegally,
the victim does not lose his or her copy of the data in the process. In order to
speak of 'properm·' Qoed) or 'objects' tvoonverp), however, a transfer of control is

deemed to be essential.
Consequently, it could be argued with respect to balance-based electronic

money that the electronic value in such payment systems does not qualify as
'property' or an 'object' for the purposes of the Dutch Penal Code. After all, if a
criminal copies electronic value stored on a chip card, the victim does not lose
anything. On the other hand, when considering rulings by the Dutch Supreme
Court on transferable money, this reasoning seems rather hypothetical, because it
ruled that transferable money is 'property' due to its function in society Cde ftinctie
van Zogenaamd giraal ge/d in bet maatscbappelijk verkee4.19 Moreover, as indicated above,
transferable money is explicitlb covered by the articles about receiving and money
laundering. As balance-based electronic money arguably has the same function as
transferable money, it stands to reason that it also qualifies as property.

With respect to coin-based electronic money systems, the situation is again
slightly different. In these kinds of payrnent systems, value is represented by
individual strings of bits and bytes, and although these strings can be copied
without the victims losing the original strings, the victims do lose the purchasing
power of the digital coins if the person who copied the coins uses them first and
the validity of coins is checked before they are redeemed.81' Coin-based electronic
money systerns could therefore be said to represent an interesting mix of computer
data, on the one hand, and of traditional 'propern·; on the other hand. l'aking into
account the above-mentioned Supreme Court rulings on transferable mcmer, as
well  as  a 1921 ruling that electrical energy  is  'properly'  because it represents   an
economic value,81 however, it seems likely to conclude that coin-based electronic
money, just as balance-based electronic money, is covered by the provisions on
receiving and money laundering.

Aforeover, as outlined in section 4.5.5, the Dutch Afinister ofJustice felt that, in
drafting the separate penalization of mc,ncr laundering, that the term 'property'was
too limited within the context of money laundering, because it is not entirely clear
to what extent the term *property' covers more than just corporeal or material
objects. The Atinister also argued that money laundering may ven- well involve
incorporeal   'objects'.  like  transferable  money  or  loans.82  7'he  use  of  the  term

unique in the sense that if one parn· gains control over the data, another party need not lose
control. and that computer data are the result of intellectual instead of physical lal,our. This
pc,int of view was also adopted in tile Computer Crimes Act (N et Computeny,>m)*Ilite17, 11<
1989-199(), 21551, nos. 1-3). In 1996, the Dutch Supreme Court overturned the Arnhem
rulings,  concluding   that   data   are   not   'propern·'   (HR   3   December   1996,   X1   1997,   574)
Kaspersen and \'an Diik 2001. pp. 12-13.

79 1-IR 11 M* 1982. X/ 1982,583
81 In the eCash sr·stem discussed in section 5.6.4.2 for instance. the issuing instituticm verifies

whether digital coins  received  b>·  payccs  have  been  used  befc,re.  I fso,  the  coins  are  no  longer
valid.

81   1-IR 23 May 1921, XJ 1921.564.
82  TK 2000-2()01. 27159, no. 5, p. 17.
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'object' was furthermore prompted by the wish to also include the indirect
proceeds of crimes under the new articles on money laundering, and has been
derived from the term 'object' (voonve,14 used in Article 36e of the Penal Code.83
This term covers all corporeal property, whether moveable or immoveable,
registered property or not, as well as incorporeal property, such as rights to
bearer.84 Aioney can constitute both corporeal property, namely, in the case of cash
money, as well as property rights, namely, when it is in the form of transferable
money.85 It thus seems that it was intended to cover assets in the broadest sense.

7.4.1.3 Jurisdictional and enforcement issues

'\s a final point concerning the adequacy of rules and legislation, the potential
global reach of electronic payment systems could allegedly raise jurisdictional
issues. Two types of issues are usually distinguished, namely, issues concerning the
licensing of issuers and issues related to the investigation of possible cases of
misuse.

With respect to licensing the issuers of financial services through the Internet,
the FATF has mentioned that 'Internet sites opened by duly authorised banks are
not particularly disturbing in themselves. It seems natural that banks should use
this new commercial technique like other business enterprises. What is clearly a
problem, however, is the opening of bank sites on the Internet in breach of
banking regulations. In this case, the difficuln· is to bring proceedings against the
perpetrator, given the international character of the Internet and the difficulty of
locating a site, which may be different from the one where the illegal practices were
identified, and identifying the national law that would apply. As yet only one case of
this kind has been encountered, namely, that of the Antigua-based "European
Union Bank" which explicitly proposed completely anonymous investments'.86
Thus, the main potential jurisdictional problem with respect to licensing seems to

concern non-regulated or ill-regulated issuers that offer their services in regulated
areas via the Internet. Up to now, however, the FATF has reported only one
example. namely, that of the European Union Bank, as discussed in section 7.4.1.1.
Although offerings like those of the European Union Bank may pose risks, the
absence of a substantial body of evidence, as well as other arguments mentioned in
section  7.4.1.1,  tend  to put matters into perspective.

The second jurisdictional issue concerns problems that might be encountered
during criminal investigations. lin this respect, the FATF has noted that:

flrom the investigative perspective, jurisdictional issues arise in determining
where an on-line transaction has taken place in order to know where
investigative authorities should go to seek documentary evidence87

83   TK 1999-2()00, 27159, no. 3, p. 16.
84   TK 1989-199(), 21504, no. 3, p. 21.
85   TK 200(1-2001, 27159, no. 5, p. 1
86     FATF 19984 paragraph   11.
87      17,\TF  2001 b,  paragraph  10.

311



El..ECITRONIC PAYAIENT SYSTENiS AND NIONEY LAUNDERING

and that:

1a] number of FATF member countries mentioned that they regularl>· attempt
to request information on foreign legal entities using mutual legal assistance
treaties or other agreements with the offshore jurisdiction. Often non-
cooperative jurisdictions refuse to respond to a foreign request for investigative
or judicial assistance because there is no bilateral agreement that would permit
such co-operation. The jurisdictions might also refuse the foreign request
because the information requested is not maintained in any official registry. In
some cases, information on legal entities may be protected from disclosure to
foreign investigative agencies because  o f strict  banking  secrecy   (...)   that  is
impenetrable even to domestic judicial or regulatory authorities.88

Concerning the first quote, obvious solutions are at hand, should an> problems
arise, although it is questionable whether electronic payment systems raise new
problems in comparison with traditional payment services. After all, the Internet is
a means of transaction and not a place of transaction, so that, especially with
respect to remote access payment instruments, the only things that are transported
over the Internet are transfer orders, not value itself, which might also be
communicated through other, more traditional means, such as wire transfers. One
proposed solution is to consider a transaction 'to have taken place in the computer
that includes the financial service provider's information and management system.
"If the server hosting the provider's Website is not in the same location as its

management system where the accounts are held, then the latter could be
considered as the relevant location."',89 although the host of the Website might also
be used as an investigative starting point. The location of establishment of the
financial institution involved and the location from which money laundering
activities are supposedly conducted, that is, the location from which an alleged
criminal sends his messages, can provide jurisdictional powers as well, just as in the
traditional situation.

In connection with the second quote, it should be realised that the problems
mentioned are nc,t unique to the Internet. In fact, the quote relates to offshore
financial centres of non-cooperative countries or territories, which, of course,
already existed before the Internet and new forms of electronic payment came into
being. The question is therefore whether money launderers intent on laundering
substantial amounts of money to obtain a position of power in the upper world
would only now start using the services of offshore centres, just because there is a
new means of communication.

\dditionally, the point of bank secrecy can also be put into perspective.

According to the Bank for International Settlements:

Ii]n most countries, national legislation now provides for bank secrec>· laws to
be overridden when the law enforcement authorities of the courts have prima

88 FATF 1999b, paragraph  24.
89

Banque de France 2(M)(), p. 38.
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facie evidence that a serious crime has been committed, such as terrorism, theft,
kid-napping, drug-trafficking, extortion, money-laundering or fraud (whether it
was committed within a bank, by outsiders against the bank or by the bank itself
against third parties). In such cases, there are normally clear legal procedures to
enable the courts or law enforcement authorities to obtain information, either
domestically or cross-border. 9()

Some have even suggested ulterior motives behind the argument that bank
secrecy is hampering efforts to combat money laundering, stating that:

It]he Swiss, and others who have bank privacy laws, have been under attack for
years by officials and critics in countries that do not have bank privacy laws.
Nations that do not have bank privacy (such as the US) are at a competitive
disadvantage to those countries that do offer bank privacy, and that attract
deposits from around the world. Officials from countries that do not offer bank
privacy often cloak self-interested attacks on their competitors in high-sounding
moral rhetoric. For instance, they suggest that Swiss bank privacy only exists to
protect drug dealers and international criminals. In fact, the Swiss banking laws
were    tightened   in the 1980s and 1990s    to   meet the strictest international
standards. Criminals who wish to disguise the origins of their wealth sometimes
shelter behind the attorney-client privilege and use their lawyers to evade these

laws, but this problem is being addressed by lawmakers in Switzerland and
neighbouring countries. 91

Consequently, it remains to be seen whether new forms of electronic payment
will lead to jurisdictional and en forcement problems not already present.

7.4.2 Anonymity

A very important aspect in relation to the question of whether new forms of
electronic payment pose a realistic money laundering threat is the issue of
anonymity. Afany have claimed that electronic payment systems enable anonymous
transactions. The literature seems to suggest that anonymity in electronic payment
systems is more or less taken for granted. The issue of anonymity is connected to
that of electronic payment systems and money laundering in a number of ways,
including the identification of customers, the abillty to carry out transactions
anonymously, non-face-to-face transactions and know-your-customer principles,
encryption, and the use of the Internet as a means of communication and a
platform for economic activities. These subjects will now be discussed.

m,   BIS 1996b, p. 14.

91   Rahn 1999. P. 61.
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Cnstomer identification and anonymoits transactions

With respect to the issue of customer identification, reference can be made to
section 7.4.1. In that section, it was shown that, to a large extent, issuers of
electronic payment systems are regulated and that they will therefore be subject to
reporting and identification requirements. In general, it can be stated that electronic
payment systems will have to function within the regulatory framework to which
their issuers are subject. As far as regulated issuers are concerned, the issue of
customer identification should therefore not be too problematic, or at least not
more problematic than with respect to traditional means of payment. This point o f
view can be defended best with respect to remote access instruments. Credit and
debit card payments, as well as on-line banking services are, for instance, generally
regarded as not being anonymous as these forms of payment enable their holders
to access funds held in accounts the opening of which involves standard customer
identification procedures. It must also be borne in mind that the use of credit and
debit cards, as well as that of on-line banking services, only means that transfer
orders are generated and communicated electronically, a process that could also be
accomplished through more traditional means, such as paper transfer forms. With
remote access instruments, no value is transferred over open networks, such as the
Internet, but only payment messages. The actual payments are cleared and settled
using the existing, traditional banking infrastructure.

With respect to electronic money systems, the situation is different to the extent
that such systems can be account-based, but not necessarily so. In account-based
electronic money systems, value is debited from existing accounts to which
generally standard identification rules apply. This value is stored on a device after
which it can be used to make payments. In the past, such payments have been
called anonymous, or as anon>·mous as cash payments. With respect to, for
instance, card-based electronic money systems, however, it turns out that, in
practice, the cards and other hardware used in such systems carn unique
identification numbers. Aloreover, transactions are often also given unique
transaction numbers.92 In this way, it is possible to track individual payments and
w establish the value stored on each individual card. It must also be realised that, as
discussed in sectic,n 5.6.4.1, most electronic money systems arc single-10(,p systems,
that is, sj stems in which electronic value can be used to make only one payment,
after which the value must be redeemed with the issuer, or another institution
accepting the electrc,nic value.

In non-account-based electronic money systems, mc,ne>· is not deducted from
any account. In such systems, users can purchase cards already 1(,aded with
electronic value, fc,r instance, at news stands or from vending machines. As far as
such systems are multipurpose, the question is to what extent existing identification
measures apply. If, for instance, within the territory of the EU, a chip card loaded
with electronic value can be used to pay fur both car parking and telephone calls,
the EU Electronic Aloney Directive appears to apply. I lowever, in general, cards

9-2   BIS 1996a, p. 25.

314



CHAPTER 7

used to pay parking fees and make telephone calls will usually have quite low value
limits and it is questionable whether shopkeepers, let alone vending machines, will
ask users to provide any identification. However, the associated rnoney laundering
risk appears to be very limited to almost non-existent, as it is difficult to see the
benefits for money launderers of prepaid cards loaded with, for instance, € 50 over
banknotes of the same denomination. Should criminals be the issuers of electronic

money instead of users of electronic money, existing rules would apply as discussed
in section 7.4.1. These existing rules allow for requirements to be waived with
respect to small issuers, or single purpose systems, but using such schemes to
launder money would be the same as using a front shop, such as a restaurant or bar
for the same purposes. The point of view that the issuing of on-line services by
regulated financial institutions does not pose a problem is acknowledged by the
FATF itself in its statement that ' tlhe Internet sites opened by duly authorised
banks are not particularly disturbing in themselves'.93

The only remaining potential problem then lies in the offering of financial
services through the Internet by unregulated or ill-regulated entities in areas which
do have strict financial regulations. This situation was already discussed above in
connection with the example of the Antigua-based European Union Bank. In this
respect, it must be bore in mind that, in principle, criminals have always been able
to use services offered in ill-regulated areas, either by directly depositing funds in
cash with entities located in these areas or by transferring money to bank accounts

held with such institutions. These possibilities have existed and still exist, regardless
o f the introduction of the Internet. The question then is what the additional benefit
of having the Internet is to money launderers if they either have to transport cash
to ill-regulated territories or channel their proceeds into the regular financial system
before transferring it to ill-supervised financial institutions. If money launderers
were to succeed in channelling their funds into regulated financial systems prior to
transferring their money to ill-regulated areas, existing anti-money laundering
measures would already have failed. Any additional money laundering risk posed by
Internet-based payment systems would therefore appear limited, as long as these
svstems donor allow multiple direct peer-to-peer payments. 94

Non-face-to-face  transactions and  know-your-aistomer principles

\second way in which the use of new forms of electronic payment could arguably
lead to users remaining anonymous is the fact that electronic pa>·ment schemes
allow transactions to be carried out in a non-face-to-face manner. 7'0 carr>· out
transactions customers, including money launderers, no longer need tc) go to a
branch office. As a result of this, an important point of initial suspicion would be
1(,st,95 know-your-customer principles would be difficult to enforce:6 and,

93   FA'I'F 1998b, paragraph 11.
94 Sec section 7.4.5.
95      FATF  20(*)b,  paragraph  9.  I'rA   1997,  p.  38
"6 F.\1'F 1997b, Appendix, paragraph  21.  Lille>·  200(), p.  117.
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regarding Internet banking applications, problems concerning anonymity would
reportedly be aggravated if procedures would allow accounts to be opened without
any face-to-face contact, or without a link with already existing accounts.n

What can be said against these arguments' First of all, the question is to what
extent transactions still needed to be carried out face-to-face, even before the
advent of the Internet and new means of electronic payment. After all, in section
3.2, it was already shown that, in a constant drive to make payments more efficient,
the dematerialisation of money and the diminishing need for face-to-face contact
have been constant factors. Once an account is opened for instance, transactions
can be carried out using traditional paper transfer forms and, using debit cards,
cash can be withdrawn from ATMs, all without any interaction between customers
and employees of a financial institution. Neither traditional trans fer forms nor debit
cards are regularly associated with money laundering risks. According to some, a
comparison with more traditional means of payment is incorrect, as 'the crucial
point with on-line banking is that the customer can conduct transactions without
any employee interaction at all'.98 It is difficult to see, however, how traditional
means of payment, such as those just mentioned, would force a criminal intent on
hiding his identity, to physically contact a financial institution. Moreover, the FATF
has claimed that, with new electronic payment systems, financial institutions can
only assume that, following the issuance of an instrument, it is only used by the
nominal holder,99 but this situation, too, is not different from that encountered
with respect to traditional means of payment. Using front companies, front men,
false identification, etc., it has always been possible for criminals to mislead
financial institutions about the beneficial owners of accounts. That this situation is
not entirely unrealistic is illustrated by the fact that, in 2001, it was reported in the
Netherlands that criminals paid youngsters in exchange for control over the
accounts of the latter for fraudulent purposes. The youngsters would give the
criminals their bank cards and PIN codes, after which the criminals channelled
funds, obtained through fraud with transfer forms, to the youngsters' accounts.
These funds were subsequently withdrawn, leaving the account holders with a debt,
and the risk of criminal prosecution. 1(K)

Secondly, the question can be asked whether the introduction of electronic
payment systems really leads to the loss of an important point of initial suspicion.

Anti-money laundering measures in well-regulated areas have been known for nnore
than a decade now, and if these measures have any effects, it stands to reason to
assume that, by now, money launderers have taken their own countermeasures, for
instance, by moving cash depositing activities to less regulated territories. This
would be an example of the displacement phenomenon, mentioned in section
4.2.1.  In  this way, subjective indicators of suspiciousness,  such  as a customer being
nervous for no apparent reason, have, over the years, probably lost some of their
effectiveness.  1 lowever,  the  introduction  of transaction monitoring so ftware,  as

97 F.\TF 200lb, pangraph 8.
98 FATF 2000b, paragraph 9.
99 FATF 200Ob, paragraph  11.
10(1  NVB 2001, p. 2
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discussed in Chapter 6, opens new possibilities both for obtaining investigative
leads and for enforcing know-your-customer principles.

That monitoring systems, or at least the types of information that can be
obtained through the use of such systems, are useful can be illustrated by all
example given by the FATF itself. In this example, the FATF described how a
bank's suspicions regarding certain transactions were raised by factors including
'numerous large volume wire transfers, frequent transactions following unusual
repetitive patterns (...), and the fact that the direction of the wire transfer often did
not appear to correspond to normal or expected business activity'.101 As recently as
2000, however, the FATF still wondered whether the effectiveness of monitoring
systems might not be limited.102 Even if this should turn out to be the case, the
automated monitoring of transactions is likely to be more effective than manually
checking an ever growing number of transactions, a number that typically reached
several millions per day per financial institution even before the new forms of
electronic payment were introduced.

The possible counterargument that, in a digital age, cash would no longer be
important appears to be untenable. 0 f course, it is true that criminal activities, such
as fraud and the looting of accounts by corrupt political leaders, produce proceeds
in the form of transferable money that do not need to be placed separately into the
financial system. This situation, however, already existed before the introduction of
the Internet and electronic payment systems, and has not changed since. Moreover,
it appears that cash is still an important means of payment in criminal dealings.

After all, the examples listed in section 7.2 in which drug dealers are paid with chip
cards or in which substantial amounts of electronic cash are found on a criminal's
computer have not come true yet. The FATF itself indicates that cash is still
important in relation to certain forms of crime, such as the drugs trade. As
explained in section 4.2.1, it was especially the 'War on Drugs' that initiated the
fight against money laundering.

It has been reported, for instance in the German magazine Der Spegd,103 that
nowadays certain types of drugs can be ordered over the Internet and paid for by
credit card. This may be true, but it should also be realised that, in this report, the
names of the Dutch companies involved as well as those of the employees
interviewed were explicitly mentioned so that, if desired, taking action should not
have been too difficult. Aforeover, one is tempted to think that, with drugs being
sold over the Internet, delivered by mail, and paid for by credit card, thus
generating an audit trail there should be sufficient leads for law enforcers to start
working with.

The issue of the opening of accounts without face-to-face contact or without a
link to already existing accounts has already been dealt with in the discussion of the
developments surrounding the European Union Bank and of the indirect
identification of consumers, as allowed, for instance, by the Dutch Identification
Act. It can also be pointed out that if a person located in one country wants to

101 FATF 2(*)2b, paragraph 3().

/(32 FATF 2(}01 b, paragraph  9.
1()3 Knauer 20()().
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open an account via the Internet with a financial institution situated in a second
countn, such an institution could make a deal with organizations in the first
countni for instance, the postal services, to have them carry out identification
procedures with respect to potential customers in the first countn:

Taking into account the various initiatives, such as the initiatives of the Bank
for International Settlements regarding customer identification, it is ven unlikely
that, in financially well-regulated areas, the opening of accounts without any face-
to-face contact, or without a link with already existing accounts will be possible.
What remains then is the offering of services by ill-regulated or unregulated entities

in well-regulated areas, a topic that has already been covered.

Encoption

A third way in which anonymity has been said to arise from the use of new
electronic payment systems concerns the use of encnption teChniques in such
systems. The fear existed that data encryption would lock out law enforcement
access to financial information'04 while digitised moner·, if encnpted, would
supposedly be unseen so that trying to trace and control it would be an
absurdity.'05  These general remarks  do  not do justice  to  the various  applications  of
data encryption technologies in electronic payment systems. Data encryption can
be used to ensure data security and to create various levels of anonymity.

With respect to data securig, the aim of encryption is to prevent eavesdropping
on and alterations being made to messages while in transit. An example of
encryption technology for data security purposes is the SSL protocol, discussed in
section 5.4.2, that nowadays is widely used to secure credit card data to allow
purchases on the Internet and prevent credit card fraud. The use of data encryptic,n
for security purposes is therefore based on good grounds. And certainly if
encrypticm is used in remote access instruments in which there is a link with an
account held with a financial institution, there is little reason to believe that the use
of encryption technologies would hamper money laundering investigations. After
all, iust as paper transfer orders can be sent to financial institutions in closed
envelopes, which financial institutions have to open in order to carry out the actual
transactic)ns, data encryption is used in remote access instruments to ensure that

messages can be sent safely between users and issuers without eavesdropptng
Issuers still have to decrypt and open the messages, however, in order to know
what users want them to do. In their turn, these financial institutions are generallb
subject to, unusual or suspicious tratisactions reporting requirements and, at least in
well-regulated areas, cooperate with law enforcers. In this respect. the then director
of the FBI, I.. Izrech, has said, when confronted with the US (:c,mmerce
Department's encryption rules fc,r banks and the suggestion that Columbian drug
lords in Cali could use unbreakable encryption to conduct money laundering
thrc,ugh (Litibank in New York, that:

104 F.\TE 1999b, paragraphs 27 and 33; G-10 1997, p. 17.
105

Rahn  1999, p.  71.
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It]he law enforcement communin requires the "plaintext" version of records
and documents in order to investigate criminal activity. Banks and financial
institutions, bound by established  laws and statutory requirements  (...), have
historically cooperated with law enforcement in providing such records during
an ongoing investigation. The FBI encourages the use of robust encryption by
these institutions for authentication and to protect the security of the financial
transaction. Banks and financial institutions, in concert with approved
government regulations and statuton· requirements, allow for immediate law
enforcement access to the "plaintext" version of any encrypted information
requested pursuant to proper legal authorin·'. 106

It is also interesting to note that, in times in which some governments placed
restrictions on the export of certain robust encryption systems, the US government
has granted licences for the export of strong encryption systems for use in the
financial industn-.107

As indicated above, dats encnption techniques can also be used to achieve
vanous degrees of anonymity in electronic payment systems. A protocol that

creates a limited form of anonymity is the SET protocol, outlined in section 5.4.3.
When using this protocol in consumer to merchants payments, merchants have
access to customers' purchase information but not to their financial data, whereas
the situation with respect to the financial institutions settling the payment is just the
other way around. The important thing here is that there is a clear audit trail,
comparable to that generated during the traditional use of credit and debit cards.

An example of an electronic payment system in which cryptography provides
stronger anonymity is the eCash electronic money system. It has been said of this
system that its encryption is 'so powerful that it cannot keep track of how its
customers spend their money'.108 As explained in section 5.6.4.2, payer anonymity
is indeed a unique feature of eCash. However, the literature suggests that the
anonymig available in the eCash system is taken tc, be representative of electronic
money schemes in general, a point of view which is incorrect. It should also be
realised that, in principle, the eCash system was a single-loop system, and that
eCash value was issued in specific currencies. In an internationally operating eCash

scheme, mechanisms for clearing and settling transactions, redeeming and
exchanging different currencies should therefore be available, leading to the
question of whether well-regulated financial institutions would want to participate
in an international system of which less well-regulated entities might also be part.
Although it would have been possible in the e(-ash system to download value onto
computer hard disks and then physically transport these hard disks to any desired
location, criminals would still have to redeem value and exchange currencies. It is
also important to note that the eCash system is no longer available and that it never
operated internationally. Just as in the case of cash, withdrawing or depositing large

11 6  Freeh 1998.
110  IT.\ 1997, p. 41.
It)8  Welling and Rickman 1998, p. 322.
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amounts of eCash might also lead to the reporting of unusual or suspicious
transactions, triggered by the use of monitoring software.  In this respect, the eCash
system has been said to be compliant with existing reporting requirements.109 If
nevertheless problems arise with respect to electronic money systems and money
laundering. it should not prove too difficult to apply the anti-money laundering
measures aimed at cash to digital cash systems, especially in view of the analogy
between the two means of payment.

Use  of tbe Internet

Finally, it has also been claimed that the use of the Internet as a means of
communication and platform for economic activity can contribute to uses of
electronic payment systems remaining anonymous. Electronic commerce for
instance, supposedly could not flourish without anonymous means of payment.
From a more technical point of view, it has also been said that, for instance, the use
of Telnet,110 anonymous  re-mailers,111  and  a  lack  of uniformity  in  maintaining  on-
line communication records by service providers 112 mab· all help criminals, such as
money launderers, hide their identities. Internet service providers have no means to

identift· persons accessing bank accounts through the Internet. 113 Especially the
remarks concerning e-mails and the inability of ISPs to identify persons accessing
accounts appear somewhat odd and have to be regarded against the background of
the issue of data encryptic,n, discussed above. In that discussion, a parallel was
drawn between the use of data encryption techniques and the use of closed
envelopes to exchange messages between issuers of payment systems and users.
7'his parallel can now be extended, because just as employees of postal services do
not have access to the information contained in closed letters, ISPs do not know
who is accessing a bank account. It should be sufficient, with respect to remote

access instruments, that financial institutions know with whom they are doing
business. If need be, checking IP addresses with ISPs might give investigators some
information, but bec:iuse of the possible use of mobile communications and
dynamic IP-addresses,"+ the value of this information may be limited. Any
remaining potential problems again appear to lie in the offering of financial services
from unregulated areas through the Internet, as well as with peer-to-peer payment
systems. While the first issue was alread\· discussed in section 7.4.1.1, the second
one will be dealt with in section 7.4.5.

As regards the issue of the supposed anonymit> offered by electrcmic payment
systems, it certainly looks as if the anticipated problems have failed to materialisc,
or at least as if money laundering risks are limited. It should also be noted that,
even in the absence of clectrc,nic pa>·ment s>stems, there are various alternatives

icm Edgarl)99, p. 25
11(1 See section 2.5.4, and sectic,n 7.2, example 1.
111 See section 2.5.2.
1 12   FATI   2()01 b,  paragraph  14.
113  Lilley 24)0(), P.  115.
1 14 See sectic)11 2.4.3.1.
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for money launderers to conceal their identity, including the use of front men, front
companies, false identification, International Business Corporations, etc. The
discussion of the issue of anonymity in relation to electronic money systems
therefore seems to have been conducted on the basis of false premises.

7.4.3 Availability of audit trails

In addition to the alleged (in)adequacy of rules and legislation and the anonymity
supposedly offered by electronic payment systems, a third issue connected to such
means of payment that has been claimed to make them attractive to money
launderers concerns the supposed lack of or inadequacy of audit trails. Keeping
records from which to build audit trails could supposedly become a problem, either
because new forms of electronic payment would circumvent traditional financial
institutions as chokepoints for record keeping and transaction reporting in the
traditional financial svstem, or because payment systems would not generate
records at all. In this respect, some have claimed that 'tracing a paper trail in an
electronic environment (...) is made increasingly difficult because of the complete
anonymity of current cyberbanking and the increasing use of encryption
technology, which obliterates the paper trail: 1 15 Others have stated  that  the  use  o f
chip  cards is 'completely untraceable'.1 16 Upon closer examination  of the issue,
taking into account some basic security considerations, these statements appear to
be too bold or simply incorrect.

Again making the distinction between remote access instruments, on the one
hand, and electronic money systems, on the other, it is clear that the first categon
of payment systems generates full audit trails, as the only thing customers do
electronically is generating and communicating transfer orders, which they also
could have done using more traditional means such as paper transfer forms or
credit and debit cards. l'he transactions themselves are processed through the
existing infrastructure of the financial system thereby generating the usual audit
trails. This situation is recognised by the FATF in its statement that 'all on-line
banking systems require that on-line operations be tied to an already existing
account at the institution. 'Illerefore there is a continuous record of account

activin.'.117
With respect to electronic money systems, the situation is somewhat different

as, from a technical point of view, such srstems can be designed with various
degrees of record keeping. Although the F.\'1'1, has noted that 'systems vary in the
records    kept    both of individual transactions    and of ownership,'118    the    US
Department of Treasury has stated that 'many smart card systems abroad generate
audit trails',119 which is consistent with the statement by the BIS that 'in all card
based svstems examined by the [BIS's, AS] task force, devices have unique serial

115  Afills 2(Xm, p. 4
116  Richards 1999, p. 68.

117  FATI·' 1999b, paragraph 30.
118 FATI; 1997b, Appendix, paragraph 27.
119 US Department of the Treasury 1996, section III, Law Enforcement.
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numbers, in most cases transactions can be uniquely identified by a transaction
number and transaction logs of some kind are stored on the devices themselves
and in many cases on a central database as well:120 As has already been mentioned
in the previous section, serial numbers and transaction numbers allow issuers of
electronic purse systems to determine the outstanding value on each individual
card. This is the case, for instance, with the Dutch Chipknip system. Electronic
money transactions are therefore not necessarily untraceable.

Good reasons exist for wanting to maintain records and audit trails. Probably
the most important reason, one that is not even directly linked to the fight against
money laundering, is that issuers of electronic money systems do not want to
become victims of fraud. To prevent this form of crime, electronic monev systems

are often designed as single-loop schemes. In such systems, electronic value must
be redeemed each time it is used, a process which usually generates records. Such
records kept by e-money system operators for their own business purposes, as well
as to protect against fraud, could also be employed to combat money laundering. 121

So, independent of any wish to fight money laundering, there are clear incentives

that make it unlikel>· that an> electronic money system will be designed without an
adequate ability to maintain records and build audit trails. Following an
investigation of electronic money products, the BIS even concluded that 'in most
cases, the security features that suppliers intend to implement in order to protect
issuers from fraud risks might make these products less attractive for use in
criminal activities than many existing payment instruments'.132

With respect to electronic money systems and record keeping, the European
Central Bank has noted that:

[slchemes should, at least, be capable of monitoring the level of electronic value
outstanding in the system against the amounts issued and redeemed. For this

purpose, electronic money schemes should include adequate accountability and
audit trails. (...) Several courses of action could be taken in any system to limit
the risks of counterfeits and frauds, such as ensuring a full audit trail, shadow
balance-keeping and the limitation of transferability or behavioural analysis. (...)
In systems which do not have a complete audit trail or shadow balances,
adequate risk management measures need at least to be put in place, so as partly
to alleviate possible problems; some examples are: (i) the establishment of
purse-to-purse limits, (.. .)  (ii) the storage of the last x transactions, (.. .) and (iii)
"know ,·our cust(,mer" procedures and the analvsis c,f customer and retailer
usage patterns, which would allow the issuer to detect "abnormal" amounts

being presented fc,r reimbursement. tv

I'his quote illustrates the basic need of issuers to have at least a minimum amount

of record keeping, and also points at the possible use of behavioural analysis or

12t,  BIS 19962. p. 25.
121 FATF 1997b. Appendix. paragraph 28. Similar,  6-10  1997,  p.  17.
122 BIS 19968. p. 25.
123  ECB 1998, p. 25.
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monitoring to help detect unusual or suspicious activity. This point of view is also
supported by the BIS which has stated that '[r]isk control procedures based on
statistical analysis may also help detect criminal behaviour'.124 In situations in which
full audit trails exist, monitoring could therefore be used to detect unusual
behavioural patterns, and in systems such as eCash, monitoring could be used to
detect unusual withdrawals or deposits of electronic value.

It seems safe to conclude that claims that electronic payment systems would
facilitate money laundering because of a lack or inadequacy of record keeping have
been exaggerated if only because issuers have a direct economic interest in
protecting themselves against criminal activities such as fraud which makes at least
a minimum of record keeping a necessin·. There is even the possibility that
electronic payment systems would generate more records than more traditional
means of payment. 125 Aloreover, behavioural monitoring techniques may be
employed to detect possible instances of money laundering. Just as in the case of
the issue of the anonymity supposedly offered by electronic payment systems, the
discussion of the issue of record keeping and audit trails appears to have been
conducted on the basis of false premises.

7.4.4 Transaction volume

Yet another way in which electronic payment systems have been said to make
money laundering easier concerns the volume of electronic transactions. Because of
the anticipated large number of electronic transactions, criminally obtained funds
would allegedly be eas\ to hide and difficult to detect. With respect to e-money, the
FATF has illustrated this situation by comparing the volume of messages processed
in the SWIFT network with the volume of e-mail messages sent over the Internet.
According to the FATF:

[tlhe mass volume and the speed of processing of computerised data will make
it difficult to develop indicators to detect suspicious activity. As an analogy, the
Socien· for Worldwide   Interbank   Financial   Telecommunications   (SWI FI'),   a
wholesale wire transfer clearinghouse, receives approximately 2.5 million
messages per day, 580 million messages per year, and has 135 member countries
and 5,300 users. Also, SWIFT processes as many as a thousand transactions per
second. (...) Currently, on the Internet, there are an estimated 12.8 million host
locations    and    61.9 million users who generate    more    than a billion e-mail
messages per month. These figures dwarf the SWIFT numbers and serve to
illustrate how monitoring may be even more difficult in the e-money world. 126

Although these figures may be correct, the comparison, as well as the general
claim that the volume of electronic transactions will help criminals tc> hide their

124  BIS 19962, p. 25.
125  G-10 1997, p. 12.
126  FATF 1997b, Appendix, paragraphs 36 and 37.
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illegal funds appears to be somewhat odd. First of all, comparing the volume of
SWIFT messages to that of e-mail messages seems to suggest that e-mail messages
might be used in the same way as wire transfer messages. Such a suggestion, that is,
that electronic payment systems might function as a kind of alternative to wire
transfers, has been made on various occasions.127 It also seems to be related to the
idea that Internet service providers are not able to identift messages containing
financial information, as well as the individuals accessing accounts. If e-mail
messages are sent to financial institutions, the latter can still act as chokepoints in
money laundering detection schemes. Both the comparison of wire transfer
messages with e-mail messages on the Internet coupled with the stated fear that the

volume of e-mail messages might be too large to be monitored also appears to
suggest a supposed financial peer-to-peer functionality in these e-mail messages. As
illustrated in Example 1 in section 5.6.4.2, electronic money schemes could in
principle allow their users to send electronic value via e-mail. However, only ven-
few electronic money schemes have been developed which have a true peer-to-peer
capability. The only system with such a capability seems to be the Aiondex system.
But even in this system, there is a hierarchy among the devices used, which allows
consumer chips, which can only hold a certain amount of money, to communicate
with other consumer chips or merchant chips, whereas merchant chips, which can
hold more value than consumer chips, can only communicate with the issuer's

s>·stems, or other financial institutions participating in the system. True peer-to-
peer capabilities are thus limited, while at the same time the use of electronic

money systems is quite low.
Looking at remote access instruments, it should again be realised that these

kinds of systems are nothing more than a new way to generate and communicate
transfer orders to financial institutions. As has been repeatedly stated, the
transactions ordered through remok access instruments are carried out entirely via
the traditional banking infrastructure. generating the usual audit trails, and mar use
messaging networks such as SWI Fl', Fedwire and Cl CIPS in the same way as the
systems have been used for more traditional transactions in the past. It can also be
said that these more traditional transactions were also, at least in part, already

128electronic. because of the use of the electronic means of communication.
Considering the SWIFI' figures mentioned in the FATF' quote above, as well as

the figures on transaction volume mentioned in sections 3.3.1 and 3.3.2, it should
also be realised that prior to the introduction of new, often Internet-related means
of payment, the large volume of transactions was  alread>· large.  In the Netherlands
for instance, the Interpay organization processes about 8 million transactions each
working day, whereas during the same period, millions of messages are sent
through international wire transfer messaging systems.

Wire transfers are, according to man>·, the method of choice for money
launderers, and typically used for layering operations.139 With respect tc) wire

127  See. for instance. F.\'rl'' 1997b, Appendix, paragraph 8. F.\TF 1998, paragraph 12.
128  Solicitor General Canada 1998, p. 5.
129 Henry 1995. FATF 1998, paragraphs 31, 34, and 74. FATF 1999b, paragraphs 5() and 66.

Solicitor General Canada  1998, pp. 7 and 8
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transfers, the US Treasury Department has also recognised 'the ease with which
large transfers mav be structured or broken into small chunks and wired
individually without risk of detection. NIoney launderers in New York City were
sending great numbers of small wire transfers    back to narcotics sources
overseas:130 As discussed in sections 4.3.1 and 4.6, the FATF has also pointed out
the continued lack of uniformity in identifying the originator of wire transfers
through the SWIFT messaging system. Although, for a number of years, these
messages have provided a field for indicating the originator of funds, the field is
not   mandatory. So despite   the   fact that, since the early 1990s, SWIFT   has
repeatedly issued calls to include information in wire transfer messages on the
odginator or beneficiary of funds,131 this problem has still not been solved a decade
later. If wire transfer messages are really the preferred financial instrument of
money launderers, the lack of identifying information in wire transfer messages
would appear to be a more acute problem than any hypothetical threat that might
be posed by systems that are either hardly used or are nothing more than new
means to generate and communicate transfer orders.

Aforeover, in 1995, that is, before the Internet really took off, the then director
of FinCEN, the US Department of the Treasury's division that fights financial
crime, was quoted as saying at a conference on computerized money laundering
that less than one percent of suspected cases were prosecuted. 132 Another source
has claimed that, according to the British law professor Barn· Rider, 'the British
state has been able to take out 0.004 per cent of the criminal money that has flowed
through London'.133 7'hese figures seem to put into perspective any claim that, with
electronic payments, criminal transactions go unnoticed because of the large
transaction volume. If this claim is correct, it probably was already so before the
introduction of the Internet and the associated forms of electronic payment.

7.4.5 Ease of use

One supposed characteristic of electronic payment systems that clearly stands out
in the hypothetical examples given in section 7.2 is the alleged ease of use
electronic payment systems offer their users, including criminals like monev
launderers. Through the use of electronic payment systems, money launderers
would reportedly enjoy global access to financial services ;ind have the ability to
trans fer large sums of money unseen and easily, fc,r instance, by loading substantial
amounts of money onto chip cards, and then transporting these cards to a
destinatic,n of choice, or by transferring the sums stored on the chip cards using
mobile phones. Aforeover, electronic payment systems would possibly enable
money launderers to circumvent the traditional financial system because of
supposed peer-to-peer capabilities of new electronic means of payment and also

130    ITA  1997. p.  39

B'    FXI'F    1993.    paragraph    85,    FATF 1993. Annex    I I.   p. 34. paragraph    7:    FATF     1994,
paragraphs 6 and 106: FATF 1995, paragraph 81.

132 'Computers: 7'be Orlando Sentine/ luJune  1995.

133  British law professor Barry Rider as quoted in Rahn 2(X}0.
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allow criminals to carry out transactions at great speed. These claims will now be
discussed.

Global access

In an information age with mobile communications and digitised financial services,
both the issuers of such services and their customers could, in principle, be located
anywhere in the world. So, the claim that, with electronic payment systems, money
launderers have global access to financial services appears to have some truth in it,
at least in theory. What about the situation in practice, however?

It was already pointed out that even the FATF agrees that the offering of on-
line banking services by regulated issuers is not problematic and merely an
extension of the services already offered. Therefore, any remaining problem with
on-line financial services would appear to lie with the offering of such services by
unregulated entities. With respect to this latter issue, it was also already pointed out
that the only publicised example so far has been that of the European Union Bank.
So despite the exponential rise in the use of the Internet, which does not
necessarily imply that the use of on-line financial services has increased in the same
way, only one example has surfaced and, as explained in section 7.4.1.1, even this
example can be put into perspective.

One way in which some have tried to convince people of the dangers posed by
electronic payment systems with respect to money laundering concerns the use of
Austrian Sparbuch (pass book) accounts. According to one source:

[flive years ago - or even two years ago - to open a Sparbuch account in Austria
(even if you had heard of such a facility) you would either have had to travel to
that country or hunt out a company that provided the service through
numerous telephone calls or hunting through the ads in a newspaper. Now all
you have to do is click on the button that says 'Order my Sparbuch now'.134

Such a claim suggests that the on-line ordering o f pass book accounts is current

practice., However, it is clear from section 4.3.1 that, after the FATF put
considerable pressure on Austria to stop the issuance of pass book accounts,
Austria gave in to this demand. Consequently. it seems unlikely that the ordering of
Austrian pass book accounts through the Internet is possible, or at least as easy as
claimed in the quote above.

In another example from the same source, the possibilities offered to
consumers by a home-banking application have been listed. The application
enables users to view account details, such as balance and overdraft limit, view the
current and last statement, print and save account information, view direct debits,
view, amend, and cancel standing orders, and move money between accounts.
What could money launderers, who do not want to turn up at a branch office iii

134  Lilley 2000. p. 109.
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person, possibly want more?135 Upon some closer inspection of the options
offered, however, it seems that the risks are limited. After all, what could be the
money laundering risk of criminals checking, printing, and saving their financial
data? One would suppose they already have a pretty good idea of the status of their
assets, without having to rely on on-line banking systems. The only option of any
real interest to money launderers would therefore be the possibility to transfer
funds between accounts, an option that has also been called an example of only
'limited banking services'.136 With on-line banking, the question then is whether
this option only means the transfer of funds between accounts that are in the same
name or that different account holders can also exchange funds. Should the last
option be available. money laundering risks still do not appear to be different from
those existing before on-line banking came into being. As explained in section
5.6.3, on-line banking applications work in much the same way as, for instance,
paper transfer forms, with the main exception being the way in which orders are
generated and delivered. Even with such pre-Internet payment methods, the option
of ordering trans fers without visiting a branch office in person already existed.

With respect to electronic money systems, it should be realised that the use of
electronic money to date is limited, and certainly not of an international nature. So
to put it perhaps a bit bluntly, you cannot launder money using systems that do not
exist or are used on a limited scale only. But even if internationally operating
electronic money schemes were to be available. money launderers would possibly
still have to solve the problem of converting electronic money obtained in one
currency to funds held in other, more desirable currencies, and of redeeming the
electronic value in the first place. In the case of an internationally operating
electronic money system, redeeming would probably involve the clearing and
settlement of transactions between institutions located in different countries, and,
as mentioned in section 7.4.2, this raises the issue of whether well-regulated
financial institutions would be willing to participate in clearing and settlement
systems which possibly involve institutions of a questionable nature, certainly in a
time in which money laundering and terrorist financing are high on the agenda and
involvement in financial crime can have serious consequences.

With respect to the potential global access offered by electronic payment
systems, it must be borne in mind that, in all likelihood, criminal funds will still
need to be inserted into the regular financial system first, before whatever benefits
electronic payment systems might offer can be enjoyed by money launderers. The
hypothetical example in which drug dealers are paid with chip cards h:is yet to
become a realin·, and the FA'I F confirms that '[dlespite the increasing development
of cashless payment systems such as the Internet, bank and wire transfers, etc., the
experts found that a large portion of criminal proceeds is still generated in cash
form. Reasons for this vary. 1''or example, certain criminal activities - such as the
drugs trade - remain more likely to produce cash proceeds'.137 '[Clash remains  the

135   Lilley 2000. p.  114.
136  Richards 1999, p. 66.
In   FATF 200 14 paragraph 81.
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major if not primary form in which illegal funds are generated today'.138 Again, it is
important to note that it is the *War on Drugs' that was instrumental in initiating
the fight against money laundering.139 The current situation therefore seems to be
that important forms of crime still generate cash proceeds. These proceeds must
enter the regular financial system before any use can be made of electronic payment
systems. So, even if money launderers would want to use the services offered in
offshore financial centres and secrecy havens, cash would either have to be
physically transported to such locations, or inserted into the financial system in
some other way, for instance, by making cash deposits in ill-regulated geographical
areas, and subsequently transferring these deposits to a destination of choice. Such
transfers would involve standard banking procedures, which may be different in
various territories, but these differences would, in principle, have nothing to do
with the introduction of on-line banking services or electronic money systems.
These transfers would also be likely to involve the use of traditional wire transfers
which, as mentioned in the previous section, puts claims made with respect to
electronic payment systems and money laundering, into some perspective as, with
these wire transfers, customers, including criminals, have already been able to move
funds around the globe for many )·ears. Additionally, the question is how many and
which criminals really use offshore financial centres and secrecy havens, as opposed
to other criminals, who simph· try to insert their criminal funds into the financial
system by structuring deposits or by transporting cash to neighbouring countries.

Portability

Especially the introduction of electronic money systems has led to fears that the
electri,nic payment systems might free money launderers of the logistical problem
of having to move substantial amounts of cash. Chip cards with very high, or
without any, limits on the value they can hold would allegedly enable criminals to
transport vast sums of money simply by loading value onto these cards, followed
by either the physical transportation of the cards themselves, or by use of the cards

together with mobile phone systems. This latter possibilin· was illustrated in one of
the hypothetical examples in section 7.2. Storing large amounts of money on
electronic purses would supposedly also make it easy for criminals to conceal their
illegally obtained funds. .\s will probably be clear by now from the discussions
contained in, for instance, sections 5.2,5.3.2, and 7.4.5, the use of electronic money
systems is currently such that the use of electronic money systems to circumvent
cash handling problems is likely to be highly theoretical. The use of electronic
money systems is limited, with applications ranging from paying for car parking tc,
making small payments in shops, and all electronic purse systems appear to have
limits on the amount of money they can store. On one occasion, the F.\'Il
mentioned that an electronic purse system reportedly existed in which chip cards
could hold up to USD 92,000, but apparently no further evidence has ever been

138    F.11'1:  2001 b. paragraph  39.
139 See section 4.2.1.
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produced. Although the F.\TF has claimed that there is no inherent reason fc,r
financial institutions to restrict the amount that may be held on an individual chip
card because, if a card is lost, there is no loss to the financial institution itself,1*' the
BIS has noted that:

[slince e-money is being promoted m:linh· as a substitute for cash transactions,
many schemes set a relatively low limit on the maximum value that can be held
by the consumer. Even where there is no such limit, factors such as the securin
of the schemes and any loss of interest compared with holding funds in other
forms will continue to be important in determining whether consumers are
willing to hold large e-money balances:141

Limits on the balances that can be held on electronic purses typically lie in the
range of USD 250-1000. and cards usually weigh between 4.2-5.2 grams. 142 If
launderers were to use such cards to transport their funds, moving USD 1 million
would therefore involve moving between about 5 and 20 kilos of plastic.
Considering that the same amount of money in notes of USD 20 or 100 weighs
about 49 and 10 kilos, respectively, weight benefits offered by electronic purses
would appear to be limited.

Additionally, other factors, such as the wish to prevent, combat, and limit the
effects of fraud, as explained in section 7.4.3, as well as the issue of consumer
protection are likely to ensure that, in the future, the limits On the amount of
electronic value that can be stored in electronic money systems will remain.
 foreover, both financial institutions and their supervisors are aware of the
potential money laundering risks associated with electronic money schemes in
which there are ven· high or no limits on the value consumers can store in these
systems. Therefore, these risks have not gone unnoticed and they may be
reassessed, taking into account safety as well as economic considerations.

Finally, it should also be mentioned that, even in the present situation, in which
limited use is made of electronic money systems, numerous alternatives appear to
be available tc, money launderers. First of all, one wonders, if drug dealers are able
to import drugs without being detected, how likely it is that they find it more
difficult to send money back through the snme channels.143 Secondly, substantial
amounts of value can be transferred by transporting high-value goods, such as
diamc,nds. With diamonds. the amount of value that can be stored in a volume as
small as that of a cigarette case can range from USD 100,000 to 1 million,
depending on the size of the stones. Although large stones are more valuable,
smaller ones still allow criminals to transport considerable amounts of value, larger
than the highest limit on a chip card reported by the FATF. Such smaller stones are
easy to trade. Thirdl>, the example given in section 4.3.5 about underground
banking illustrates how money launderers mab go about their business without an\·

140  FATF 1999b, paragraph 28.
141    BIS  1996c, p.  3
142 The figures on the weight of cards come from card manufacturer Giesecke & Devrient.
143  Rahn 1999, p. 91.
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significant transfers of value at all. Fourthly, funds may also be transferred using
traditional means under the guise of front shops and, finally, there is again the

question of how many and which money launderers really use elaborate laundering
schemes. It may be safe to say that those launderers who have the willingness and
knowledge to devise complex schemes would probably have used such schemes
regardless of the existence of the Internet and electronic payment svstems, whereas
those criminals who do not use complex structures to provide their proceeds with a
seemingly legitimate origin are not likely to change their ways because of the advent
of the Internet and new means o f payment.

Peer-to-Peer transactions

Another point that has been made mainly with respect to electronic money systems
and the supposed benefits they offer money launderers concerns the possibility of
making peer-to-peer transactions, that is, transactions between different users of an
electronic payment system without the direct involvement of all issuer. The fear is
that such payments will prevent financial institutions from playing the role they
have traditionally played in the financial system, namely, that of information choke
points. In this view, criminals would be able to transfer money unseen, for instance,
using chip cards, their personal computers, and e-mails, as well as mobile phones.
In the case of internationally operating electronic money schemes, transactions
could potentially be carried out on a global scale.

Analogous to the situation encountered with respect to the issue of anonymity,
the literature sometimes creates the impression that peer-to-peer capabilities of
electronic moner svstems, sometimes coupled with supposed anonymity and a lack
of audit trails, are almost taken for granted. However, from section 5.6.4 it is clear

that, in practice, things are different. Onl> one electronic money system seems to

have been developed with true peer-to-peer capabilities, namely, the AIondex
system. But as explained earlier, even in this system, there is a hierarchy among
devices limiting the free flow of value: consumer chips can communicate with
other consumer chips as well as merchant chips, whereas merchant chips can only
communicate with systems of financial institutions. Additionally, some records are

kept.

Other electronic money systems than the Afondex system are apparently all
single-loop systems, that is, systems in which electronic value must be redeemed
following each transaction. This opens possibilities for account and device
monitoring. With respect to the eCash system, however, it was explained that. at
least in theon·, value could be downloaded onto computer hard disks, which could,
in principle, be transported to any desired location. But even in this case, criminals
would prc,bably still face problems with respect to exchanging one currency for
another, as well as redeeming the electronic value.

Aloreover, at present, the po ible uses of electronic money are limited and the
possibilities for international transfers probably non-existent. The use of chip cards,
personal computers, and mobile phones illustrated in the examples given in section
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7.2 remain hypothetical. True peer-to-peer capabilities therefore seem to exist more
in theory than in practice.

Speed of transactions

A final issue concerning the ease of use of electronic payment systems concerns the
speed of transactions. Because transactions are allegedly almost instantaneous,
money launderers could supposedly beat law enforcement efforts to curb money
laundering simply by carrying out a large number of transactions, making audit
trails too long to unravel within a reasonable period of time. NIoney launderers
could, for instance, continuously run computer programs designed to transfer
funds from one account to the next.

Again the question is raised how realistic this supposed threat is. The question
is how many accounts a criminal would need to prevent his continuouslb running
computer from running out of accounts. Aforeover, extensive account activiti·
might trigger monitoring systems, although admittedly at present the monitoring of
financial transactions is still at a relatively early stage. Before any speed benefits
might be enjoyed, however, funds still need to be inserted intc, the regular financial
system first. As crime still seems to be an activity producing proceeds largely in the
form of cash, the successful placement of illegally obtained funds by criminals in
the regular financial system implies that current anti-money laundering measures
would have failed in that particular case. The question can therefore be asked
whether the risks of any potential speed benefits really outweigh the apparent fact
that, even with respect to traditional means of payment, financial institutions are
not completely effective in their role of gatekeepers to the financial system. Finally,
one should also consider the speed offered by traditional means of payment, such
as traditic,nal wire transfers, money transfers, the availabilit>· of underground
banking systems, etc.

7.4.6 The Internet as a platform for money laundering activities

A final issue related to electronic payment systems and money laundering does not
primarily concern the use of electronic payments itself, but rather the use of the
Internet as a platform for economic activities. As such, this subject is somewhat
peripheral to the issues discussed previously. All kinds of economic activities can
be developed on the Internet. Such activities may also be used as a cover for
criminal dealings such as money laundering. It is important, however, to distinguish
between those Internet-based criminal activities which are used to provide illegall.
obtained funds with a seemingly legitimate origin and activities through which
criminal funds are not laundered, but merely generated, thus creating a need for
subsequent laundering activities. Sometimes generating and laundering criminal
funds can go hand-in-hand. One example in which electronic payment systems and
the Internet are used to generate criminal assets is that of Internet-based credit card
fraud. Alternatively, criminal funds could also be generated by pretending to offer
goods or services through the Internet, accepting payments, but never delivering
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the products ordered. Aioney laundering activities can be carried out on the
Internet, for instance, through the use of Internet-based front companies, or
Internet gambling. 7'hese two issues will now be discussed in greater detail.

Internet-based front companies

Clearly all kinds of front companies can, in principle, be located on the Internet.
These companies can be used to act as the Internet variant to the example of a bar
used to launder funds given in section 4.3.4. Having established a presence on the
Internet, seemingly in order to offer goods or services, criminal funds can be
presented as the turnover resulting from such Internet front companies. If the
products offered are intangible, like software or adult entertainment, criminals will
not even have to keep a physical stock. And should an Internet front company take
the form of a fake charitr, there would not even be any need to deliver any product
to 'consumers' at all. As a result, and because of the fact that, with Internet-based
activities, there is little need for commercial premises, establishing a front company
on the Internet may be easier than establishing a traditional one. Aforeover, an
Internet-based company can, in principle, be located anywhere on the globe.
i\lthough. from the above, there certainly seems to be a potential for money
laundering through Internet-based front companies, things must again be put into
perspective.

First of all. there is the issue of the form of the criminal funds to be laundered
through an Internet-based front company. It was already explained in section 7.4.5
that important n'pes of crime still tend to generate proceeds in the form of cash.
I)rug dealers have not yet been seen running with chip cards loaded with electronic
value, and computers containing hundreds of thousands of dollars' worth of digital
cash have not yet been found, despite the examples given in section 7.2. This
implies that in relation to some important forms of crime, proceeds will have to be
converted from cash into traditional transferable moner or electronic mone>· before
any laundering through the Internet becomes even a possibility. Once conversion
has taken place, or if proceeds are not in the form of cash but of transferable or
electronic money, it is conceivable that an Internet-based front company is part of
a money laundering scheme, but in such instances traditional anti-money
laundering measures would have to be circumvented first.

However, a second issue that should also be taken into account is that of
available alternatives. Even if Internet front companies could possibly be used to
help launder criminal funds, they certainly do not present the onlv war in which
this aim can bc achieved. It has, for instance, been reported that, in the
Netherlands, criminal funds are sometimes laundered by presenting them as
payment for computer software.'44 Similarly, criminals  may  also use highly valuable
objects like works of art to justify transactions in substantial amounts. In reality,
these works of art do not even need to exist at 211, as fictitious works of art can, fc,r

instance. be presented by corrupt notaries as securities for loans. These examples

144  Schaap 1999, p. 80, note 8.
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illustrate how alleged important benefits of electronic payment systems and
Internet-based companies, often associated with the non-physical nature of such
payment systems and enterprises, may also be enjoyed by criminals through the use
of pre-Internet payment systems and companies. Moreover, one does not need a
Web-based charity to help conceal illegal activities. Brick-and-mortar charities have
been misused to obtain and transfer funds which were then used to fund terrorist
activities. According to the United States' government, for instance, charities
claiming to care for orphans and widows have been used to channel funds to the
al-Qaeda network. 145 Consequently, use of the Internet as a platform for economic
activities aimed at laundering illegal funds may be viewed as an extension of an
already existing pre-Internet situation into the virtual realm, rather than a
development providing criminals with a revolutionan' new means to hide their
illegally obtained funds and provide them with a seemingly legitimate origin.

Internet gambling

This issue is particularly suitable as the final subject, because virtually all of the
grounds on which it was claimed that electronic payment systems would pose a
significant money laundering threat have also been put forward with respect to
Internet gambling. Arriving at the issue of Internet gambling, arguments therefore
seem to have come full circle.

The idea that gambling and especially casinos are vulnerable to monev
laundering stems from the mid 1990s. As was mentioned in section 4.5.3 for
instance, casinos were brought within the scope of the Dutch Disclosure of
Unusual Transactions Act in 1995. In 1996, the FATF stated that:

 wlilling casinos would be attractive to money launderers because they
frequently provide the same services as do banks (including extending credit,
changing currency, and transmitting funds). However, those experts who cited
casinos as a potential problem were quick to note that money laundering does
not appear to be prevalent in the industrv at this time. 146

Later the FATF reported that casinos. gaming businesses, and various lc,tteries
were increasingly used by launderers. 147

With the advent of the Internet, gambling has gone digital. It has been reported
that, for instance, in the Antilles and the Pacific region, Internet gambling is a
malor new business trend. In the latter region, Internet gambling is said to generate
nearly USD 1.5 million a month.148 In 2001, the FATF reported that there is
evidence in some jurisdictions that 'criminals are using the Internet gambling

14: US Department o f the Treasun· 2002c, p.  13.
146    V.17 F  19962, paragraph  30.
147 FATF 1998b, paragraphs 54 and 56.
148    F.\TF  19992. paragraph  106: F.4111 1999b, paragraph  63.
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industry to commit crime and to launder the proceeds of crime.'149 Examples of
such evidence were presented in section 7.3. It has also been reported that:

la]s of 2001, the burgeoning Internet gambling industn  was valued at
approximately two billion dollars (US) annually. This figure is prolected to
exceed six billion dollars by 2004, with about half of this figure originating from
gamblers in the United States. The number of Internet gambling businesses has
multiplied in a few short years to at least two hundred, offering a combined
total  of  more  than 1400 websites at which a patron can gamble.  (...)  The
physical location of these "virtual casinos .'

iis presently outside of the United

States, in places like Antigua or the Netherlands Antilles'.150

Before gambling can start, gamblers typically have to open accounts with the
gambling site first, after which these accounts need to be funded. Funding can
usually be accomplished via credit cards, debit cards, wire transfers, cheques, etc.
Approximately 95% of Internet bets or wagers are said to be funded through credit
cards. 151 Payments  in  cash are sometimes accepted   as  well.152  Standard  ways   in
which gamblers can withdraw their winnings include cheques and deposits to their
credit and debit card accounts.

Various sources have claimed that Internet gambling is vulnerable to money
laundering.153 As explained in example 5 in section 7.2, Internet gambling has been

presented as an easy means fc,r money laundering. To launder money, a person
would allegedly only need to 'deposit money into an offshore account, use those
funds to gamble. lose a small percent of the original funds, then cash out the
remaining funds'.154 Alternitivel>·, wagers could be structured in such a way that a
money launderer can be relatively sure that he can recover his stake.155 As indicated
above, many of the arguments on the basis of which Internet gambling is feared to
present a real money laundering threat are the same or very similar to the ones
which have led people to fear that electronic payment sT'stems would be a real boon
to money launderers. *I'lie inadequacy of rules and legislation, anonymity, a lack of
audit trails, the volume of transactions, ind ease of use would supposedly all
contribute to Internet gambling being able to help money launderers provide their
illegal funds with a seemingly legitimate origin. As far as electronic payment
systems are concerned, these issues were already discussed in sections 7.4.1-7.4.5.
However. with respect to Internet gambling, some additional remarks may be
made.

149    F.\'1'F  2/*)1 b, paragraph  16.
15(  Schopper 2(}02, pp. 3()5-3(B.
151 Internet gambling anah·st fc,r (ihristiatisen Capit()1 Advisors Sebastian Sinclair as quoted iii

Ferguson 2(*)0.
152   Liller· 2(NX}. p.  113.

15-3  Aiussington et 11. 1998. p. 28: 1*diCEN 2()00, p. 13.

154  NGISC 1999, Chapter 5, p. 6.
155  Alills 200(). p. 78.
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Regarding the adequacy or inadequacy of rules and legislation, two important
points are the issue of jurisdiction and the applicability of laws concerning games of
chance to electronic payment systems. As many Internet gambling sites are
supposedly located in the Pacific and Caribbean regions, it is often claimed that the
gambling activities carried out through those sites would fall outside the
jurisdictional domain of countries and territories located in other parts of the
world. Others, however, have argued the opposite. It has been argued, for instance,
that, in the United States, the Federal Interstate Wire Act and the Interstate and
Foreign Travel or Transportation in Aid of Racketeering Enterprises Act effectively
outlaw Internet gambling at a federal level. Atoreover, at a state level, Internet
gambling is said to be illegal, unless explicitly authorised. Additionally. jurisdiction
can be established on the basis of 'a combination of Internet and non-Internet
contacts with the forum state', and on the basis of a theory of law called the theon'
of substantial effect, according to which 'subject matter jurisdiction may be found
over extraterritorial conduct if the conduct has a particular, substantial or
significant impact within the forum state: 156 So although Internet gambling servers
may be located outside a particular country, that countn· may still be able to
establish jurisdiction because its residents can access the gambling sites, make
gambling decisions, place bets, and receive winnings all while located in that
particular country.

In the Netherlands, the matter of Internet gambling and jurisdiction is
approached in a way similar to that of tile supervision of credit institutions that are
active through media such as the Internet. In section 5.7.2.2, it was explained that if
a credit institution active through media such as the Internet is to fall under the
scope of the Dutch Act on the Supervision of the Credit System 1992, there must
be a link with the Netherlands. A similar link must exist if the Netherlands are to
claim jurisdiction with respect to matters of Internet gambling. Cnteria according
to which the existence of such a link can be established include whether or not an
Internet gaming site is in Dutch, whether or not use is made of Dutch financial
institutions, whether or not there are support services in the Dutch language,
whether use is made of a Dutch top-level domain, or whether or not the
registration address is in the name of a Dutch company.

So, in general, it appears that the situation with respect to the offering of
Internet gambling services from outside a specific jurisdiction is similar to that of
offering financial services from unregulated or ill-regulated territories. The example
of the European Union Bank was discussed in this context in sections 7.3 and
7.4.1.1. Some of the arguments that were used in the latter section to put the case
of the European Union Bank into some perspective may also be brought forward
with respect to Internet gambling. Just as money launderers may not be willing to
risk their ill-gotten gains with a financial institution with an unproven track record,
they may be similarly unwilling to trust the provider of an on-line gambling site
with their criminal gains. If money launderers are willing to take the risk or if
money launderers are not only the customers but also the operators of an Internet

t 56    Schwarz  1999.
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gambling service, then the question arises how the funds to be laundered should be
transferred to the gambling establishment. Assuming the gambling business is
established in some far-off tropical region, funds would probably have to be
transported either in cash or through the use of regular bank transfer mechanisms.
.\ possible alternative would be to smuggle high value items, such as diamonds,
precious metals, etc. If money launderers are able to transport either substantial
amounts of cash or high-value items to regions where no questions are asked, the
additional benefits of an Internet gaming operation over more traditional ways in
which money can be laundered appear to be limited. After all, once funds have
been deposited in regions in which combating money laundering is not a priority, it
seems safe to assume that there would be many ways in which criminal funds could
be laundered without having to rely on the use of an Internet gambling operation.
If criminal funds can be successfully transferred using traditional banking
mechanisms, this would imply that the anti-money laundering defences in even
well-regulated geographical areas have failed. This situation might by itself be
considered serious, but, on the other hand, it would also illustrate that criminals do
not have to rely on the Internet to launder their funds and that any conceived
difference in the money laundering threat posed by Internet-based and more
traditional payment and communication systems might not be as clear as is
sometimes stated.

In addition to the issue of Internet gaming and jurisdiction, there is also the
issue of the applicabilin· of laws concerning games of chance to electronic pa>,ment
systems and the general issue of the funding of Internet gaming. In the Netherlands
for instance, the law concerning games of chance not only prohibits offering such
games without a licence, but also the promotion of such activities. 157 With respect
to electronic payment systems, this latter provision raises the issue of whether the
issuer of an electronic payment V·stern promotes illegal gambling if his payment
system is used in support of illegal Internet gambling. Of course, gambling is all
about money and, as such, electronic payment systems may be of great importance
to the operators of Internet gambling sites in helping them to obtain funds from
gamblers. It must also be remembered, however, that Internet gambling operators
rel)· not only on electronic payments systems t() receive funds, but also on more
traditional means of payment such as cheques or even cash and that these methods
of payment are also accepted in brick-and-mortar gaming establishments such as
casinos.  1 f issuers of electronic payment systems were to promote illegal gambling
through the use of their payinent systems on illegal gambling sites, the same could
therefc,re also be said of the cheques industr> and even of states issuing their own
currencies. (:c,nsequentl ·, the claim of electronic payment systems promoting illegal
gambling seems questionable at best.

.\lthough issuers of electronic payment systems are unlikely to prc,mote illegal
Internet gambling, the fact that gamblers and the operators of Internet gambling
sites must be able to exchange funds, and that therefc,re payments are an important
part of Internet gambling activities, has attracted the attention of legislators wanting

157  Betting and Gaming Act (Il et op de kans.pe/en). .\rticle 1 (b)
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to stop Internet gambling. 1•inding that 'Internet gambling is primarily funded
through personal use of bank instruments, including credit cards and wire
transfers', and that 'Internet gambling conducted through offshore jurisdictions has
been identified by United States law enforcement officials as a significant money
laundering vulnerability', the Unlawful Internet Gambling Funding Prohibition Act
was first proposed in the United States in May 2000. This proposal was in part a
response to a 1999 study by the National Gambling Impact Study Commission. In
this report, it was concluded that 'gambling on the Internet may provide an easy
means for money laundering', while at the same time a call was made to pass
legislation 'prohibiting wire transfers to known Internet gambling sites, or the
banks who represent   them: 158   Moreover, the development of enforcement
strategies was recommended that include 'Internet service providers, credit card
providers, money transfer agencies, makers of wireless communications systems,
and others who intentionally or unintentionally facilitate Internet gambling
transactions:159 The aim of the Unlawful Internet Gambling Funding Prohibition
Act is to 'prevent the use of certain bank instruments for unlawful Internet
gambling, and for other purposes'. 160 To  this end, Section  3  of the statute contains
a prohibition of the acceptance of various bank instruments for unlawful Internet

gambling.
The Unlawful Internet Gambling Funding Prohibition Act is the latest in a line

of bills aimed at making Internet gambling illegal, either by targeting individual
gamblers, offshore Internet casino operators, or, as was indicated above, the
payment mechanisms used by Internet gamblers. 161 So far, these proposals have
not been adopted, although the Unlawful Internet Gambling Funding Prohibition
Act was reintroduced to the US Congress in January 2003,162 after earlier efforts
had failed to get a provision prohibiting payments for wagers to Internet gambling
sites included in anti-money laundering legislation following the attacks on the
United States on 11 September 2001.163 The fact that, so far, US effurts to ban
Internet gambling have failed, as well as the opposition to such efforts by, for
instance, credit card companies illustrates that fighting money laundering is not just
a law enforcement issue, but perhaps first and foremost a political and economic
decision, in which more variables may play a role than just those relating to
prevention. Moreover, as the Unlawful Internet Ciambling Funding Prohibition Act
encourages the 'Financial Action Task Force on AIoney Laundering  (...) to study
the extent to which Internet gambling operations are being used for money
laundering;'64 it appears that the statute is more of a pc,litical statement than a
response to a well-researched and well-documented threat.

158  NGISC 1999, Chapter 5. p. 12.
159  NGISC. 1999. Chapter 5. p. 12.
160 I.I.R. 556
161  Schopper 2002, pp 307-3()8.
162   US 1 Iouse Committee on Financial Services 2(*)3.
163  Schopper 20()2, p. 3(}9 mid p. 311.

164  H.R. 556, section 4 (a) (3)
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Whether Internet gambling has to be fought for moral, crime control, or political
reasons, an irnportant issue to be considered is always the question of whether any
action can be effective. Although one countn- may have jurisdiction in an Internet
gambling case in which the gaming business is located in another country, efforts to
curb gaming activity may be hampered by inadequate mutual legal assistance
between two countries or by the effect that the gambling operator has a licence in
the country where his operation is located. Additionally, the technical
characteristics of the Internet may make it easy to move gambling sites, while
banning the use of payment systems, including electronic ones, for Internet
gambling purposes might give a stimulating push to the development of new
anonymous electronic money systems or give already existing ones a new lease on
life. Strategies prohibiting Internet gaming may make it difficult to solve the first
two legal and technical issues. Although 'Internet access providers could easily set

up proxy servers and block any traffic based on Internet addresses'165 and 'lilf the
domain name record for a specific website were removed from all domain name
servers, the computer attempting to access that website via its domain name would
be unable tc, locate the desired computer',166 developments surrounding Dutch
Internet provider XS4ALL suggests that blocking access to SpeCifiC Internet sites
can prove difficult. In April 1997, the German academic network, Deutsche
Forschungsnetz, blocked access to XS4ALL for all its customers, because a left-
wing underground magazine was available through its Website. After some tillie,
the magazine could be accessed through some 50 other sites on the Internet, while
people could also circumvent the blockage by using proxy servers. Aloreover,

selectively barring single home pages has been called 'technically impossible',
although XS4ALL reportedly did stop access to :in Internet site which was used to
sell marijuana and other soft drugs.167 Instead of banning Internet gambling,
legalisation. accompanied by the well-regulated Internet casinos, may prove t() be
more effective in fighting money laundering through Internet gambling sites.

According t() FinCEN 'Imlany countries subscribe to this approach and have found
that strategies other than prohibition are workable from their own economic and
law enforcement perspectives'.168

The third claim about a ban on payment systems used for Internet gambling
only stimulating the development of anc,nymous electronic money is likely to be
exaggerated. After all, as was explained in Chapter 5, many electronic payment
systems have been developed for use in electronic commerce and all but the most
traditional ones have failed tc, achieve wide customer acceptance. One wonders
therefore whether a specific market such as Internet gambling, the reputation of
which is sometimes questioned, will do anything to remedy this situation.
Al(,rec,vcr, FinCEN has concluded that 'Iw]hen gaming establishments offer
account establishment via conventional credit card within a five-minute pclic,d, the

165 Schwarz  1999.

166 1.etter from .James Dc,>·le. .ittorney Getieral. State of Wisconsin. to Jon Kyle and 1)ianne
1''einsteiti, Senati,rs, US Senate  (7  April  1999). as quoted in Schwarz  1999.

167 (:iussani 1997.
168  FinCEN 20(X). p. 51
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additional speed of e-cash does not seem to be a great advantage even though the
securin· and anonrmin· of the technology may prove more attractive'.169
Sometimes, Internet casinos are even said to accept payments in cash. In such a
case, money launderers should, according to one source, simply send cash, play a
few games, and request on-line that the remaining credits are returned in the form
of a cheque. 17(j But if it is possible to send substantial amounts of cash to areas
where anti-money laundering is not high on the agenda, the question arises what
the true benefits of the Internet are to money launderers. After all, in such a case it
would presumably also be possible to send cash to a bank in the same region or to
a front company under a launderer's own control, without any need for the
Internet or electronic payment systems.

Last, but certainly not least, a remark must be made concerning the volume and
amounts of transactions relating to Internet gambling. As stated above, the value of
Internet gaining is estimated to rise from about USD 2 billion to more than USD 6
billion in the near future. Although these figures by themselves may be substantial.
or even staggering to some, it is unlikely, however, that this entire amount

represents criminal funds in the process of being laundered. But even if all
payments associated with Internet gambling were part of money laundering
schemes, the total amount of payments, depending on which estimate of the size of
global money laundering is used, would amount to no more than a few tenths, to
about one percent of the total sum of money that is laundered worldwide each
year. 171 This shows that there are many ways in which criminal funds can be
laundered and that, at best, Internet gambling is just one of them.

7.5 Conclusion

Having reached the end of this study, it is time to make a final assessment of the
additional money laundering risks posed by new forms of electronic payment, and
of the possibilities offered by transaction monitoring to fight money laundering.
Are electronic payment svstems really the new type of detergent which allows for
cleaner laundn, are they really the greatest boon to money launderers, and do they
really herald a money laundering Apocalypsep Judging from the material presented
in this study, the answer at present, as well as for the foreseeable future, is no.

With the benefit of hindsight, the conclusion that electronic payment systems
do not present the money laundering threat once thought should not come as too
much of a surprise. First of all, it was not obvious as recently as five years ago that
the development of new, often Internet-based forms of electronic payment has
taken a different course than was originally anticipated. For various reasons, newly
developed electronic payment systems have failed to achieve broad customer

acceptance. 711ese reasons include the sufficiency of traditional means of payment
resulting in a lack of demand for new payment systems, insufficient user

169  Fin(ZEN 2()00. p. 42.
170  Liller 2000. P. 113.
171 See section 4.2.3.

339



ELECrRONIC PAYMENT SYS'I'EMS AND MONEY LAUNDERING

friendliness coupled with the absence of services with sufficient added value to
justify the use of a new means o f payment, and a general desire on the part o f users
of financial services to stick with the old and trusted. Aforeover, it has turned out
that, in the end, large, established financial institutions with a proven track record
and sufficient economic muscle are better placed to issue payment systems than
smaller, high-tech start-up companies which have sometimes come forward with
innovative payment solutions. In the beginning of electronic commerce, there was
a discussion about whether in general larger, already existing, well-established
companies, or rather smaller, newer, and more flexible ones would have the
advantage in the new environment. As far as the issuance of electronic payments is
concerned, this question seems to have been answered in favour of the former.
Consequently, the introduction of new forms of payment has been evolutionary,
rather than revolutionan·, with mainly traditional financial institutions offering new
or adapted systems that are sometimes used only in specific, limited applications.

Secondly, it appears that the characteristics of electronic payment svstems have
often been misrepresented in the literature. Electronic payment systems are
generally not as anonymous, difficult to track, or easy to use as people have been
led to believe. In a vast majority of cases, anonymity in electronic payment systems
either does not exist or is limited to merchants having access to order information
and financial institutions having access to customers' financial data. Encryption is
used to ensure the security of transactions, or provide some level of anonymity. but
this technology does not tend to make transactions untraceable. This is especially
so because electronic payment systems allowing transactions to be carried out
directl> from person to person, without the intervention of a financial institution,
are not as widely available as has been claimed. On the contrary, only one such
system appears to have been developed, and, even in this system, transaction
records are kept and usage patterns are analysed in order to detect unusual financial
behaviour. Good reasons exist for maintaining records and audit trails. Probably
the most impc,rtant reason is that issuers of electrc,nic money systems do not want
to become victims of fraud. Records kept b>· financial institutions for their own
business purposes, as well as to protect against fraud, could also be employed to
combat money laundering. The discussion of the characteristics of electronic
payment systems therefc>re sometimes seems to have been conducted on the basis
of false premises.

'I'hirdly, especially tlie financial industry is a sector which is typically heavily
regulated. Perhaps again with hindsight, it could have been expected that p ,ssible
legal loopholes created by the issuance and use of new electronic means of
payment wc>uld, in most cases, be taken care of without too much of a delay.
(:ertainly in financiall>· well-regulated geographical areas, the thought that, in
addition to supervised financial institutions, an unregulated sector offering
electronic payments cc,uld develop seems unlikely to come true.

In addition to c()nsiderations concerning the develc,pment of electronic
payment s>'stems, their general characteristics, and the financial institutions as the
issuers   of such systems,   it  must be noted that. since  the late 198Os, anti-money
laundering regulations have undergone a considerable development. Whereas carly
anti-money laundering initiatives were solely, or primarily, aimed at funds generated
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by drugs-related offences, the scope of such initiatives has been extended over the
years, both with respect to the types of predicate offences underlying money
laundering activities and the parties addressed. Nowadays, the scope of anti-money
laundering regulations often includes a whole range of serious crimes, while
institutions and persons that have to comply with these regulations include
financial institutions and, at least in the European Union, also lawyers, the sellers of
valuable items, etc.

Aforeover, the events  of 11  September 2001  have done their part to put money
laundering and terrorist financing in the spotlight, and have resulted in various
initiatives affecting the financial sector and the issue of money laundering. Together
with the already existing fight against money laundering and issues of consumer
protection, these terrorist attacks have also stimulated the use of transaction
monitoring systems. These systems, which enable financial institutions to keep
records o f who made what kind of payment, in which amount, when, where, and to
whom, are currently being implemented by various financial institutions worldwide.
Even if this kind of monitoring turns out to be less than 100 percent effective in
detecting money laundering activities, it still seems likely to be more effective than
going through the millions of transactions which financial institutions process each

day manually.
Furthermore, the apparent lack of evidence supporting any claim that electronic

payments currently pose a money laundering threat should be noted. Some say this
lack of evidence only shows that proper detection techniques have not yet been
developed or that the best fraud schemes are so good that they are not discovered.
0 f course, the absence of evidence is not the same as evidence o f absence. But the
statement that good fraud schemes remain unseen almost seems to suggest that
absence of evidence is a kind of proof of existence, and clearly this can never be
the case.

The conclusion that electronic payment systems do not present the money
laundering threat once thought does not stand on its own, but is supported from
various sides. As reported, the Bank for International Settlements for instance, has
concluded with respect to electronic money that, 'in most cases, the securin·
features that suppliers intend to implement (...) might make these products  less
attractive for use in criminal activities than many existing payment instruments'.172
Others have stated that 'lolnly fully anonymous digital cash stands much chance of
aiding in financial crimes such as money laundering'.173 As explained, such systems
do not exist and are unlikely to be introduced in the future. Aforeover, the question
remains which rational criminal would want to invest in expensive efforts to
launder money in a new, well-secured electronic money system. 174 According to the
Financial Action Task Force on hioney Laundering, 'Itlhere is no single design
feature of the various e-money s,rstems currently available or envisaged which will
make them especially attractive to moner launderers'.175 Although this statement

172  BIS 19962. p. 25.
173  Mondex chairman Tim Jones as quoted in Froomkin 1996.
174   Lelieveldt  1998, p. 82.
175   FATF 1997b, paragraph  64.
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was   made   in 1997, there   is no reason to believe the present situation   is   an>
different. Afore in general and also including on-line banking systems, the FATF
has stated that measures like putting limits on the amounts of value that can be
transferred using cyberpayment systems, linking usage of on-line payment
instruments to accounts that have been established in a face-to-face manner,
enforcing know-i·our-customer principles, and developing information technology
capabilities to detect suspicious on-line transactions could all help deal with the
potential vulnerability of cyberpayments to money laundering. 176 Moreover, certain
monev laundering countermeasures, presumably such as those just mentioned,
could be easily added to the systems, according to the FATF.177 Finally, the
apparent lack of evidence supporting the claim that gberpayments are a money
laundering threat should be considered as well. In 1997, the FATF wrote that 'it is
premature tc, consider prescriptive solutions to theoretical problems'.178 In 2003,
problems do not seem to have developed much beyond that stage.

One final issue should be raised. As explained above, the scope of anti-money
laundering provisions   has been extended   in   more   than   one   way.   I f  one   uses   the
analogy of the fishing net, the net is nowadays cast wider and is finer meshed than
ever before. Yet, in spite of this, it has been claimed that the successes obtained in
the fight against money laundering are still limited.  In this respect, one American
writer has stated that:

[i]n the ten-year-period from 1987-1996, banks filed more than 77 million
Currenc  Transactions Reports (CTRs) with the US Treasun-. This amounts to

approximately 308,000 pounds of paper. Such reports caused the government
to file about   3,000 money laundering cases between   1987   and    1995.   7,300
defendants were charged but only 580 people were convicted, according to the
Justice Department. Environmentalists take note: this works out to about 531
pounds o f paper per conviction.179

Such results have led him to conclude that:

[bly any fair, objective standard, the war on moner laundering has been a
colossal failure. It has not hurt drug dealers, terrorists, or assorted criminals. It
has hurt the American taxpayer and financial institutions. It has only benefited
those in government who owe their jobs to the enforcement effort. m'

Aforeover, clear and empirical data on money laundering, including data concerning
electronic payment systems and Internet gambling is often lacking, while, at the
same time, money laundering investigations are sometimes hampered by such
ordinary things as a lack of information identifying the originator of a wire transfer.

176   1:A' rF  2(*)()b, paragraph   13.
177   FATF 19994 paragraph  87.
m   F.\TF 1997b. paragraph 67.
179  Rahn 1999, p. 1(17

180  Rahn 1999, p. 109.
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All this raises the question of what is the real purpose of the fight against money
laundering. Is it really intended to stamp out all money laundering, or should anti-
money laundering measures rather be regarded as a kind of political statementP
Whatever it may be, it seems reasonable and necessary that, before any new anti-
money laundering measures are adopted, more effective use is made of the
currently existing ones.

The quotation of Plutarch at the beginning of this book is a reminder that one
must always try and approach matters in a critical way. Keeping this in mind, as
well as the fact that things may change in the course of time, it now seems safe to
cc,nclude that, at present, as well as in the foreseeable future, electronic payment
systems do not pose the money laundering threat once thought. and that, with
money laundering and terrorist financing high on the agenda and the availability of
transaction monitoring systems, law enforcers are perhaps better positioned than
ever in the fight against money laundering.
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Summary
One of the most remarkable technological developments of the last ten years has
been the introduction of the Internet to the general public. Who of us can
nowadays imagine a world without the World Wide Web, without e-mail, or
without the almost instantaneous global communications these services offer?

Over the years, the Internet has not only become a medium for simply
connecting people, it has also become a platform for all kinds of economic
activities. The sel]ing of books and compact disks, computers, and other electronic
equipment, and on-line auctions and gambling are just a few examples of such
activities, which have generally become known as electronic commerce, or e-
commerce. Whereas e-commerce was originally rnainly personal computer-based, a
separate branch has developed in recent years, which has even received a name of
its own, namely mobile, or m-commerce. M-commerce potentially enables people
to carry out transactions wherever they want using mobile phones and other hand-
held devices.

Following the maxim   'I f  you buy electronically, you should pay electronically',
electronic commerce has been one of the reasons why, over the last ten years, a
myriad of electronic payment systems has been developed and introduced. Another
reason has been an ongoing trend, one that spans many centuries, to make
payments more efficient. Some of the new electronic payment systems, such as
chip cards, have been developed more or less independently of the Internet. Other
systems like on-line banking applications and personal computer-based digital cash
systems have been designed specifically for use on the global computer network.
Electronic payment systems are also referred to as cyberpayment systems.

Since the mid-199Os, electronic or cyberpayment systems have attracted the
attention of many, including those working in the anti-money laundering field. The
fear has been expressed that cyberpayments might make it much easier for
criminals to launder their illegal funds, that is, to enter them into the legitimate
economy and provide them with a seemingly legitimate origin.

Technological developments have not only enabled the introduction of global
computer networks and new forms of payment, they have also created possibilities
for new types of electronic surveillance. One recent development in electronic
surveillance is the availability of transaction monitoring systems capable of building
dynamic profiles of the financial behaviour of individual persons or entities. New
transactions can be compared to these profiles, ill order to detect unusual or even
suspicious behaviour, which may be an indication of money laundering activities.

The introduction of cyberpayment systems, the fear that these systems pose a
real money laundering threat, and the availability of transaction monitoring
hardware and software raise two questions that are the focus of this study:
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Do  new,  often  Internet-related forms  of  electronic  palment  introduced  since  tbe  19903,  sucb  as
electronic money and on-line bankinh present a greater money latinderin  threat tban more
traditional means of payment, and can automated transaction monitoring systems. especialb  those
of tbe  bebavioural  projiling type,  be  :,sed  to  cozinterpossible  tbreats?

Addressing these issues is not simply a matter of studying a number of law
enforcement issues or the technical characteristics of electronic payment systems.
Whether or not cyberpayments pose a money laundering threat and whether or not
transaction monitoring can be successfully used to minimize and control such risks
is also affected, for instance, by the chances of commercial success for new forms

of payment and by privacy considerations. If a particular electronic payrnent system
fails to achieve wide customer acceptance, it will be taken off the market,
precluding any money laundering risks it might pose. Similarly, if the use of
transaction monitoring systems infringes too much on people's privacy, analysing
financial behaviour and detecting unusual patterns will become controversial to say
the least.

Because of these and other reasons, a broader approach was taken in this study
to the issue of cyberpayments and money laundering. For this broader approach, a
look has been taken at the Internet, the (Dutch) financial system, money
laundering, electronic payment systems, and transaction monitoring. The available
evidence supporting the claim that new forms of electronic payment constitute a
real money laundering threat was discussed as well.

Tbe Internet

The Internet is a world-spanning computer network to which other devices, such
as mobile phones, can be connected as well. The Internet is not a single network,
but rather a collection a numerous, linked individual computer networks. It is a
packet-switched system, which means that messages are broken up into smaller
parts called packets, which are then sent over the network in such a way that
different packets belonging to the same message can take different routes. Routers
determine the optimum route for individual packets. By giving all devices
connected to the internet an address, called an IP address, packets can be routed to
their proper destinations. As IP addresses consist of groups of numbers, they are
difficult for people to use and remember. Therefore people use domain names and
e-mail addresses, made up of words and other characters, to indicate the elements
on the Internet with which they want to communicate. The translation between
domain names and e-mail addresses, on the one hand, and IP addresses. on the
other, is taken care of by the Domain Name System. Basic Internet applications
include e-mail and the World Wide Web. E-mail enables people to exchange
messages containing text and other forms of information, while the World Wide
Web links together millions of documents through the use of clickable hyperlinks.
Ilyperlinks, based  on   the  1-IyperText  M#kup Language, enable people   to   'jump
from document to document, by a simple click with a computer mouse. The Web
can be navigated using programs called browsers and search engines, and has
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become so popular that people often think that the World Wide Web and the
Internet are one and the same thing. Because of its user- friendliness and popularity,
the Web has been instrumental in stimulating electronic commerce. Various
organizations take part in managing the Internet.

Tbe  (Dutcb)financial  system

Money and payments have a long history. As long as people have exchanged
services, they have needed ways to settle their performances. Although all kinds of
things, such as salt, shells, tea, and tobacco leaves have been used as money, more
important has been the development of coins. These, in turn, have led to the
creation of banks, bank notes, and transferable money. After that, the development
of payment systems continued, and nowadays numerous payment methods exist. In
addition to coins and bank notes, these methods include credit and debit cards,
cheques, transfer forms, home, phone, and Internet banking applications. etc. A
driving force behind these developments has been the constant desire to make
payments cheaper.

Some banks have come to play central roles in certain countries, for instance, by
becoming the sole issuer of currency in their particular region. Often, such central
banks also play an important role in supervising the financial sector in that area.
The aim of this supervision is to ensure the reliability, integrity and proper
functioning of the financial sector and payment systems. This goal has been
pursued since long before the advent of the Internet and cyberpayments. Financial
institutions should not take unacceptable risks, nor become involved in criminal
activities, including money laundering.

To ensure the safety of the financial sector, various supervison initiatives have
been undertaken at both national and international levels. In 2000, for instance, the
European union issued a directive relating to the taking up and pursuit of the
business of credit institution. In this directive, a number of earlier directives were
combined into a single text. Among its most important provisions are the
requirements that credit institutions need a licence to operate, that those effectively
directing the business of a credit institution must be of good repute and have
adequate experience, and that there must be sound administrative and accounting
procedures, and adequate internal control mechanisms. Although perhaps not
aimed at preventing money laundering, these requirements could nevertheless help
control the risk of institutions becoming involved in this kind of criminal activity.

In the Netherlands, the relevant supervisory body for financial institutions and
payments is the central bank, De Nederlandsche Bank. Its role is defined in the
Netherlands  Bank Act  1998. De Nederlandsche Bank performs tasks both within
and outside the European System of Central Banks. These tasks include the
supervision of financial institutions and the promotion of the proper functioning of
payment transactions. "I'he supervisory tasks of the Dutch Central Bank have been
elaborated  in  the  Act  on the Supervision  o f the Credit System   1992. This statute
also implements the above-mentioned European directive. As such, it contains the
same, or ven similar provisions. The check performed by De Nederlandsche Bank
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of the reliability of the management and qualified shareholders of institutions under

supervision includes a check of any criminal records and past history, as well as of
personal characteristics, such as law-abidingness. Aspects of integrity are also the
focus of a special supervisory programme, called the integrity audit. These
measures can be expected to have a positive impact on the prevention of money
lizindering.

Mong laundering

Aioney laundering is the activity through which criminals aim to conceal the origin
or ownership of their illegally obtained funds and provide them with a seemingly
legitimate origin. To accomplish this goal, countless schemes have been devised,
limited in number only by the imagination of the criminals involved. Illegal
proceeds can, for instance, be presented as turnover generated by business
activities. or as the result of capital gains or the transfer of capital. Money
laundering schemes may involve the use of financial institutions like banks and
exchange offices as well as the use of legal entities and that of certain professional

groups like lawyers, civil-law notaries, and accountants.
Since 1980 numerous initiatives   have been taken to fight money laundering,

both at the international level and at the national level in various countries,
including the Netherlands. The early anti-money laundering initiatives were mainly
focused on the proceeds of drug trafficking. Later, a clear trend developed towards
extending anti-money laundering measures to cover all forms of serious crimes, all
related proceeds. and an increasingly large group of persons and institutions that
must report unusual or suspicious transactions. At the international level,
organizations like the United Nations, the Council of Europe, the European Union,
and the Financial Action Task Force are involved in the fight against money

laundering. The development of anti-money laundering measures is an ongoing
process that still receives a great deal of attention. On an international scale, this is
evidenced, for instance, by the adoption of the United Nations Convention against
Transnational Organized Crime and the efforts of the European Union to extent

the scope of the 1991 Directive on the prevention of misuse of the financial system
for the purpose of money laundering. In the Netherlands, the continuing fight
against money laundering is expressed, among other things, by the decision to
make money laundering a separately punishable act under the Dutch Penal Code.
As a result of all these ongoing efforts, a comprehensive anti-money laundering
regime appears to have materialized.

The terrorist attacks  in the United States  on   11   September  2001,  have  put
money laundering and terrorist financing high on the international political agenda.

They have led to the broadening of the fight against money laundering, through the
adoption of new anti-money laundering provisions, and extension of the scope of

existing ones by various governments and international organizations.
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Electronic payment gstems

Electronic payment instruments can be divided into remote access and electronic
money instruments. Remote access instruments give holders access to funds held in
accounts with financial institutions, without the instruments carrying any value
themselves. In electronic money payment systems on the other hand, electronic
value is stored on devices themselves. Another possible categorisation of electronic
payment systems, distinguishes credit and debit card payment systems, phone,
home, and Internet banking applications, electronic money systems, and mobile
payment solutions.

The success of electronic payment systems has been mixed. Independent of the
Internet, credit and debit cards have become widely accepted. Adaptations of these
methods of payment have also been developed for use on the world-spanning
computer network. The way in which payment orders are generated in these
adaptations closely resembles the use of credit and debit cards in the brick-and-
mortar world, with the addition of extra safety precautions. The same can be said
of phone, home, and Internet banking systems, the use of which is analogous to
that of paper transfer forms. Mobile payment systems are a relatively recent

development, aimed at promoting mobile commerce. Electronic monev
instruments are currently used primarily in low-value transactions, such as
payments for car parking or groceries. Expectations that electronic moner
instruments would become popular in the electronic commerce era and that they
would be widely used on the Internet, have not yet come true. Here, considerations
of user friendliness and added value have played a role. The development of often
Internet-related payment systems has gone through different developmental stages,
at the end of which most early pioneers had stopped operating, and more
traditional issuers of payment systems controlled the market.

Cryptography is the key technology in electronic payment systems, and is used
both to secure communications and transactions, and to achieve various levels of
anonymity. Two cryptographic systems can be distinguished, symmetric and
asymmetric crvptography. With symmetric cryptography, the same keys are used to
encrypt and decrypt messages. Asymmetric cryptography, uses different keys, one
public and one secret. Often both cryptographic systems are used in electronic
payment systems. The Secure Sockets Layer protocol, based on a number of
cryptographic algorithms, is currently widely used to secure the transport of credit
card, and other financial data over the Internet.

As remote access instruments are by definition linked to accounts, their
issuance is generally restricted to traditional credit institutions, such as banks. Only
traditional credit institutions are allowed to receive deposits, or other repayable
funds from the public, and grant credit for their own account. This provision has
been laid down in various supervisory regulations discussed in Chapter 3.

Through its directive on the taking up, pursuit of and prudential supervision of
the business of electronic money institution, and amendment of the directive
relating to the taking up and pursuit of the business of credit institution, the
European Union has created a new type of credit institution, namelbw, the electronic
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money institution. On the one hand, the supervisory regime for electronic money
institutions is less stringent than that for traditional credit institutions, on the other
hand these latter institutions can choose from a wider range of business activities
and types of investments. Anti-money laundering measures apply to both
traditional credit institutions and electronic money institutions, and both may issue
electronic money.

In the Netherlands the above-mentioned directives have been implemented in
the  Act  on the Supervision  0 f the Credit System 1992. Additionally, policy rules
have been developed to guide the application of this act with respect to institutions
active through media, such gis the Internet.

Transaction monitoring

Technological developments have not only led to new ways in which people can
communicate or carry out transactions, such as the Internet and electronic payment
svstems, they have also created new ways to record data and obtain useful
information from those data. Systems capable of such data monitoring have many
applications. They are, for instance, used in the detection of social and medical
benefits fraud, of commercial opportunities, including cross-selling, pricing and
customer relation management, as well as for purposes of risk assessment.
Assessing the risk of a terrorist attack on commercial airline flights is just one
example of the latter application.

The monitoring of data can also be used to prevent and detect money
laundering. The data generated by financial transactions for instance, can be
checked for the presence of elements that might indicate money laundering.
Electronic monitoring systems that check whether a specific transaction exceeds
certain reporting limits, for instance, a maximum amount of money, have been
used for many years. Of a much more recent date however, are transaction
monitoring systems that can build profiles of the financial behaviour of individual
customers of a financial institution. These behavioural profiling systems in essence
compare all characteristics of a payment, not onl>· to all characteristics of previous
payments by the same individual or entity, but also to those o f other, similar payers.
Transaction monitoring systems can keep records of who made what kind of
payment, to what amount, when, where, and to whom. In this way, a kind of
fingerprint of individual customer behaviour can be obtained. This in turns enables
the detection of patterns that are unusual, for instance, because of the volume, the
amounts,    or the persons involved. Although,    in    the mid 1990s,   behavioural
transaction monitoring was deemed to be unfeasible because of the large numbers
of transactions that are processed by financial institutions each day, nowadays
svstems exist that can handle tens of millions o f transactions daily, and if necessary,

multiple systems can be used in parallel.
Various reasons exist for financial institutions to use transaction monitoring

systems. These reasons include both governmental and non-governmental
initiatives that stimulate the use of transaction monitoring, as well as the interests
of financial institutions themselves. With the current 'War on Terrorism' for
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instance, financial institutions are asked by governments to check whether they
carry out transactions for suspected terrorists. Aforeover, financial institutions are
under the obligation to report all transactions that could be indicative of money
laundering. This requirement could arguably also be a reason to use transaction
monitoring systems.

Additional pressure on financial institutions to use transaction monitoring
comes from organizations and institutions active in the financial world itself, such
as the Bank for International Settlements and supervisory authorities. The Bank for
International Settlements has issued a report in which monitoring is called an
essential element of know-your-customer standards, which in turn are said to be
closely associated with the fight against money laundering. Supervisory authorities
should ensure that adequate know-your-customer principles are adhered to.

Finally, financial institutions also have their own reasons to monitor
transactions. One reason is that monitoring systems can help minimise losses by
trying to detect fraud. However, monitoring for the detection and prevention of
money laundering does not bring financial institutions such clear benefits, except
where the protection of the reputation or the integrity is concerned. Currently,
financial institutions across the globe are implementing behavioural transaction
monitoring systems.

Monitoring the financial behaviour of persons and entities clearly has privacy
implications. Over the past decades, various initiatives have been launched to
protect the privacy of individuals. Regardless of their legal status, all these
initiatives, whether they are from the United Nations, the Council of Europe, or
the European Union, allow room for the prevention, detection, investigation, and
prosecution of criminal activities. But in all likelihood, this room is not even
needed to reconcile transaction monitoring with the issue of privacy. Even without
the exceptions mentioned, current privacy provisions allow financial institutions to
process personal data for purposes such as the observance of legal requirements
which may include the reporting of unusual or suspicious transactions, the
performance of contracts that may involve requirements to protect the interests of
customers, and fur the upholding of the legitimate interests of the financial
institutions themselves, which may include protection of a financial institution's
reputation. Therefore, depending on individual financial institutions, transaction
monitoring is either coming or already here. It is certainly a thing that is going to
stay and, under current conditions, privacy considerations will not stop it.

Electronic payment systems and money  laundering

The development of cyberpayments has led to the question being raised whether
these new forms o f payment are the new type of detergent which allows for cleaner
laundn while they have also been called the greatest boon to money launderers and
have even been presented as one of the four Horsemen of the Apocalypse. Thus,
clear statements have been made in which electronic payment systems have been
depicted as representing a severe money laundering threat.
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How should this threat supposedly take shape in practice? Hypothetical examples
have been presented in which money launderers were going about their business,
sometimes while literally sipping a Margarita on a tropical island. In other, similarly

hypothetical examples, criminals have used smart cards and personal computers,
both loaded with electronic value, together with smart card-enabled mobile phones
and the Internet, to transfer their illegal funds and give them a seemingly legitimate
origin.

In real terms however, remarkably little evidence has come forward so far,
which would support the alleged money laundering threat posed by cyberpayment
systems and which could transform the hypothetical examples into real-life

experiences. Essentially, no cases have been brought forward in which payment
systems like smart cards or on-line banking application have been used to launder
criminal funds. The Financial Action Task Force has given only one example in
which it was said that there was information suggesting that a suspect might have
directed the transfer of funds via on-line banking.

Probably the best evidence up to now, has been formed by a limited number of
reported cases in which Internet gambling was said to have been used for
laundering illegal money, while there has also been the case of the European Union
Bank. This by now defunct, Antigua-based Internet bank offered various services
that were potentially attractive to money launderers, leading some people to believe
it was involved in money laundering activities. In the end, the owners of the bank
reportedly absconded   with   some   USD 10 million   of their depositors' money.

Whatever may be of this example, it raises a few issues.
First of all, was the case of the European Union Bank a real case of money

laundering or rather one of fraud. in which the owners of the bank simply took
their depositors' money? Secondly, how many money launderers would be wiling to
risk their earnings with an institution with an unproven track record or how many
moner launderers actually take the trouble of moving their funds all across the
globe? Thirdly, even if launderers would be willing to take the risk, how should
their funds reach the bank?     If they would transport their funds    in    cash,
cyberparments would essentially not enter the picture. If, on the other hand. funds
would be transferred using bank transfers criminal funds would, by necessity,
already have had to enter the regular financial system at some earlier stage again
minimising the effect of any involvement of cyberpayments. Fourthly, it should be
realised that the example of the European Union Bank is probably the only one of
its kind and that the ten million dollars that were reportedly taken can hardly be
called a realistic threat to upper world economics.

From the hypothetical and real-life cases and from the literature, a number of
general issues can be deduced which lie at the heart of the claim that cyberpayment
systems would really be a boon to money launderers. These issues are: the adequacy
or inadequacy of existing rules and legislation, the supposed anonymity offered by
the use of electronic payment systems and the Internet, an alleged lack of audit
trails, the fear that money laundering-related cyberpayments would go undetected
in the vast numbers of transactions carried out each day, the ease of use of
electronic payment systems and the Internet, and the use of the Internet as a
platform for economic activities. However, analysis of these issues seems to
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indicate that many money laundering fears expressed with respect to cyberpayment
systems are either exaggerated or simply wrong. When they do appear correct, it
often turns out that circumstances are not unique to new forms of electronic
payment, but that similar situations already existed. Moreover, it must be realised
that cyberpayments are not the only means that criminals may try to use to launder
their ill-gotten proceeds. Many other, more traditional ways exist as well, in which
criminal funds may be entered into the legitimate economy and given their
seemingly legal origin. These traditional ways may be as effective as electronic
payments, according to some, allegedly are.

One of the fears expressed with respect to the adequacy or inadequacy of
existing rules and legislations has been that cyberpayment systems could be offered
by institutions not covered by existing supervisory provisions. This in turn, could
supposedly lead to traditional financial institutions no longer being able to function
as efficient choke points in the financial system for the reporting of unusual and
suspicious transactions. In theory such a situation could pose problems, but in
reality things are likely to have turned out differently. Looking at, for instance,
electronic money systems, the European Monetary Institute, the precursor to the
European Central Bank, issued a report as early  as  1994, in which  it was stated  that
issuing electronic money should be a right reserved to traditional credit institutions
like banks. However, independent of this report this restriction was already
standing practice in many countries. In 2000, the report was followed by a
European Union directive on electronic money. Since this directive was adopted,
electronic money is no longer the sole territory of credit institutions. Instead,
electronic money institutions may also issue electronic money, but they are subject
to the same licensing requirements, the same integrity checks, and the same anti-
money laundering provisions as traditional credit institutions.

With respect to remote access instruments it should be noted that offering
accounts and receiving repayable funds from the public are rights that are
traditionally reserved to credit institutions. Therefore, the issuance of on-line
banking services is and will be restricted to this kind of already regulated financial
institutions. The advent of the Internet and the development of new electronic
payment systems have done nothing to alter the pre-Internet situation in which
offering accounts and receiving repayable funds from the public were already
limited to credit institutions, already subject to supervisory, customer identification
and transaction reporting requirements.

Not all systems operating with electronic value may be covered by provisions
relating to either traditional credit institutions or electronic money institutions. One
can, for instance, debate the issue whether prepaid phone credits are electronic
money or not. If they are not, prepaid telephone services, which might enable
consumers to buy things such as soft drinks from vending machines, would not be
subject to anti-money laundering provisions. But it seems unrealistic to see an\'
serious money laundering risk in this.

It therefore appears, that if, in spite of the above, cyberpayments nevertheless
create money laundering problems these problems are most likely to result from
the offering of financial services through the Internet by entities located in
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financially unregulated or ill-regulated territories. At present, there is little evidence
of this however.

The second way in which cyberpayments could supposedly help criminals
launder their illegal proceeds concerns the anonymity they allegedly offer. As
explained, issuers of cyberpayment systems will likely be regulated. Consequently,
they are subject to customer identification requirements. Of course, criminals may
trr· to circumvent proper identification, for instance, by using false documentation
or front men, but this is nothing new and certainly not unique to an Internet
environment.

Then there is the issue of know-your-customer principles. With cyberpayments
there may be little need for consumers to visit their bank in person, which has been
feared to lead to the loss of an important point of initial suspicion with respect to
money laundering activities. Here, it should be remembered that, even before the
Internet came into being, there were many ways in which criminals could try and
hide their identity and that even then, once an account had been opened, the need
to go to a branch office in person was not significantly different from what it is
now. Moreover, the development of modern transaction monitoring systems,
which makes it possible to profile individual customer behaviour, opens new
possibilities both for obtaining investigative leads and for enforcing know-your-
customer principles.

Another issue relating to anonymity concerns the use of data encryption in
cyberpayments. It has been feared that data encryption would lock out law
enforcement access to financial information, while digitised money, if encrypted,
would supposedly be unseen so that trying to trace and control it would be an
absurdity. However, these general remarks do not do justice to the various
applications of data encryption technologies in electronic payment systems.

Data encryption can be used, for instance, to ensure data security. Just as people
do not want someone to eavesdrop on their financial data when sending such data
by for instance mail, they do not want people to access their financial data when
using cyberpayments. This is perfectly normal. But, in general, a financial institution
will have to decrypt its customers' messages to know what it is they want. In such
an instance financial institutions c;in still function as the choke points they have
been for manv years.

Data encryption can also be used to create various levels of anonymity, but
often the anonymity offered in cyberpayment systems is limited. In consumer-to-
merchant payments, for instance, the SET protocol gives merchants access to the
data relating to a specific purchase, but not to a consumer's financial data. With
respect to the financial institution processing the payment, the situation is just the
other way around. So despite the fact that the institution does not know what the
consumer bought, it does know where, when, and with whom the purchase was
made, ;is well as the amount of the payment.

Things may be slightly different when talking about encnption and an
electronic monev svstem like eCash. In the eCash system, issuers could not
determine from whom a person depositing eCash had gotten his funds. However,
they still knew the amounts withdrawn and deposited by each user. Nowadays, the
eCash system is no longer available, mainly because of a lack of consumer interest.
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In addition to the alleged inadequacy of rules and legislation and the supposed
anonymity offered by cyberpayments, a third way in which such means o f payment
have been said to help money launderers concerns a supposed lack of audit trails
associated with them. Such a statement is either exaggerated or simply wrong.
Remote access instruments are by definition linked to bank accounts and are only a
means to generate payment orders. As such, they generate the same audit trails as
credit cards, bank cards, paper transfer forms, etc. Electronic money systems, on
the other hand, are not as untraceable or anonymous as people sometimes think or
have been led to believe. In a vast majority of such payment systems, records are
kept and devices and transactions have unique serial numbers.

The availability of audit trails should not come as a surprise. Good reasons exist
for financial institutions not to introduce payment svstems in which value is
untraceable. The main reason is that institutions want to limit an>· fraud risks.
Records generated for fraud prevention may also be used to fight mona·
laundering. Additionally, analysis of usage patterns, in other words transaction
monitoring, may also prove to be of use.

Next, it has been said that cyberpayments would be impossible to find within
the large volume of transactions processed daily. This may be true. It should also
be realised, however, that even before the advent of the Internet and the associated
attention for cyberpayments, financial institutions, on an individual basis, typiCally
processed hundreds of thousands  if not millions of transactions each day.

Then there is also the issue of ease of use. It has been claimed that
cyberpayments might facilitate money laundering, for instance, by allowing direct
person-to-person payments and by freeing criminals from the need the move cash.
With respect to the first issue, it can be noted that only one cyberpayment system
has been developed with true person-to-person capabilities, namely the Mondex
system. Use of this system is currentlr limited, however, and primarily restricted to
a number of pilot projects. In these projects. the person-to-person capability is
sometimes not even available. Aloreover, transaction records are created, the value
stored on cards may be limited, and usage patterns are analysed, or monitored, to
detect unusual behaviour. No electronic money system appears to have operated
internationally so far. Secondly, even the Financial Action Task Fc,rce has admitted
that cash is still important to many forms of crime such as the trade in drugs.
(:onsequently, there is still a need the move cash. In contrast to the picture drawn
in my hypothetical examples, criminals have not yet been seen running with chip
cards and no computers have been found with hundreds of thousands of euros'
worth o f digital money, if only because such sj·stems either do not exist anrmorc or
because their use is stilltinlited.

Finally, there is the matter of the Internet as a platform for money laundering
activities. Conceivably the Internet could be used to set up various kinds of front
companies. just as with brick-and-mortar front companies, criminals could use
such frcmt companies to present their illicit funds as turnover frc,m a seemingly
legitimate Internet business activity. As on the Internet no physical premises arc
needed, as Websites may be moved across the internet, and because on the Internet
criminals may pretend to sell intangible products like software, Internet-based front
companies could arguably be mc,re attractive to criminals than their brick-and-
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mortar counterparts. Despite these possible advantages of virtual front companies
over physical front companies, criminals will, in general, still have to solve the
problem of getting their funds to their Internet-based front companies. Various
forms of crime reportedly still generate most proceeds in the form of cash. Often a
conversion of funds would therefore be required before any Internet laundering
could even take place. Successful conversion would imply that existing anti-money
laundering measures would have been circumvented, which in turn would put the
real added value to money launderers of Internet front companies into question.
Moreover, there are many traditional ways to launder money that can be used to
essentially duplicate the advantages offered by the non-physical nature of the
Internet. These traditional ways include the pretended sale of software on compact
disks, trade in works of art that need not even exist in reality, etc.

Another Internet-based activity that money launderers could supposedly use to
launder money is Internet gambling. There is some evidence that suggests that
money laundering through Internet gambling does indeed occur. In the United
Stated initiatives have been launched to make accepting various payment
instruments to fund Internet gambling illegal. The failure to implement these
initiatives illustrates that the fight against money laundering is not only a law
enforcement, but also a political and economic issue. Even if all the money said to
be associated with Internet gambling were criminal money in the process of being
laundered, this money would still represent only a small fraction of the total
amount of money that is estimated to be laundered worldwide each year.

The quotation of Plutarch at the beginning of this book is a reminder that one
must always tn and approach matters in a critical way. Keeping this in mind, as
well as the fact that things may change in the course of time, it now seems safe to
conclude that. at present, as well as in the foreseeable future, electronic payment
systems do not pose the money laundering threat once thought, and that, with
money laundering and terrorist financing high on the agenda and the availability of
transaction monitoring systems, law enforcers are perhaps better positioned than
ever in the fight against money laundering.

356



Samenvatting
Edn van de meest opmerkelijke technologische ontwikkelingen in de laatste tien
jaar is de opkomst van het Internet. Wie kan zich tegenwoordig nog een wereld
voorstellen zonder het World Wide Web, zonder e-mail, of zonder de razendsnelle
wereldwijde communicatie die deze diensten mogelijk maken?

In de loop van de tijd is het Internet niet alleen een medium geworden om
mensen met elk:tar te verbinden, maar is het ook een platform geworden voor
allerlei vormen van economische activiteit. Het verkopen van boeken en
compactdiscs, computers en andere elektronische apparatuur en on-line veilingen
en gokken, zijn slechts een paar voorbeelden van zulke activiteiten die in het
algemeen worden aangeduid als electronic commerce of e-commerce. Terwijl e-
commerce aanvankelijk vooral gebaseerd was op het gebruik van personal
computers, is in de afgelopen jaren een aparte tak ontstaan die zelfs een eigen naam
heeft gekregen, natnelijk mobile commerce of m-commerce. M-commerce stelt
mensen in staat transacties uit te voeren waar ze ook maar willen, met behulp van
mobiele telefoons en andere 'hand-held' apparatuur.

Onder het motto 'Als je elektronisch koopt, moet je elektronisch betalen', is
electronic commerce een van de redenen geweest waarom in de laatste tien jaar
talloze elektronische betaalsystemen zijn ontwikkeld en gelntroduceerd. Een andere
reden is de zich voortzettende trend, een trend die zich uitstrekt over vele eeuwen,
om betalingen efficiEnter te maken. Sommige nieuwe elektronische betaalsystemen,
zoals chipkaarten, zijn min of meer onafhankelijk van het Internet ontwikkeld.
Andere systemen, zoals toepassingen voor on-line bankieren en systemen voor
digitaal geld gebaseerd op het gebruik van personal computers, zijn speciaal
ontworpen voor gebruik op het wereldwijde computernetwerk. Elektronische
betaalsystemen zijn ook bekend geworden onder de naam 'cyberpayment
svstemen'.

Sinds het midden van de jaren negentig van de vorige eeuw hebben
elektronische betaalsystemen of cyberpayment systemen de aandacht getrokken van
velen, inclusief van diegenen die zich bezig houden met de bestrijding van
witwassen. De vrees is geuit dat cyberpayment systemen het wel eens veel
gemakkelijker voor criminelen zouden kunnen maken om hun illegale tegoeden wit
te wassen, dat wil zeggen deze tegoeden naar de legale economie door te sluizen en
ze te voorzien van een ogenschijnlijk legale oorsprong.

Technologische ontwikkelingen hebben niet alleen de invoering van
wereldwijde computernetwerken of nieuwe vormen van betaling mogelijk gemaakt,
zij hebben ook nieuwe mogelijkheden gecreLerd voor nieuwe vormen van
elektronisch toeZicht. Een recente ontwikkeling in elektronisch toezicht is het
beschikb:tar worden van transactie monitoring systemen die in staat zijn
dynamische profielen op te bouwen van het financi8le gedrag van individuele
personen, organisaties, etc. Nieuwe transacties kunnen worden vergeleken met deze
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profielen om ongebruikelijk, of zelfs verdacht gedrag, dat kan wijzen op
witwasactiviteiten, te detecteren.

De invoering van cyberpayment systemen, de vrees dat deze systemen een re8el
witwasgevaar vormen en de beschikbaarheid van transactie monitoring hardware en
software hebben aanleiding gegeven tot de twee vragen die centmal staan in dit
onderzoek.

Trormen nier,we, vaak Internet-gerelateerde. vormen van elektroniscb betalen die *introduceerd
fn  sinds  de jaren  negentil van  de  vorige  eeuw,  gals  elektroniscb  geld  en  on-line  bankieren  een
grotere witwasbedreiging dan meer traditionele vonnen van betaling en kunnen geautomatiseerde
transactie  monitoring fystemen, met  name  die van  bet gedragsprojilerende  type, worden gebntikt om
mogelijke risico's te bestrijden.

Het beantwoorden van deze vragen is niet eenvoudigweg een zaak van het
bestuderen van een aantal ordehandhavingsvraagstukken, of van de technische
eigenschappen van elektronische betaalsystemen. Of cyberpayments al dan niet een
witwasbedreiging vormen en of transactie monitoring al dan niet kan worden
gebruikt om dergelijke risico's te minimaliseren en controleren, wordt ook
beinvloed door bijvoorbeeld de hansen op commercieel succes voor nieuwe
vormen van betaling en privacyoverwegingen. Als een bepaald elektronisch
betaalsysteem er niet in zou slagen door consumenten geaccepteerd te worden, zou
het uit de markt genomen worden, waardoor alle witwasrisico's die het systeem met
zich mee zou kunnen brengen, zouden worden weggenomen. Indien het gebruik
van transactie monitoring systemen te veel inbreuk zou maken op de privacy van
gebruikers van betaalsystemen, zou het analyseren van financieel gedrag en het
detecteren van ongebruikelijke patronen op zijn minst omstreden worden.

Vanwege deze en andere redenen, is in dit onderzoek een bredere aanpak
gekozen voor het vraagstuk van cyberpayments en witwassen. Hierbij is
achtereenvolgens gekeken naar het Internet, het (Nederlandse) financ le stelsel,
witwassen, elektronische betaalsystemen en transactie monitoring. Ven.olgens is
ook gekeken naar het beschikbare bewijs dat de bewering dat nieuwe vormen van
elektronisch betalen een re8el witwasrisico vormen ondersteunt.

Het Internet

Het Internet is een wereldwijd computernetwerk waaraan ook andere apparatuur,
zoals mobiele telefoons, kan worden aangesloten.  I let Internet  is  niet een enkel
netwerk, maar een verzameling van talrijke, gekoppelde deelnetwerken. Het is een
packet-switched systeem, wat betekent dat berichten in stukken, packets genaamd,
worden opgedeeld die vervolgens op zo een manier over het netwerk worden
verzonden dat verschillende packets, die tot hetzelfde bericht behoren,
verschillende routes kunnen afteggen. Routers bepalen de optimale route voor
individuele packets. Door het toekennen van Internetadressen, IP-adressen

genaamd, am alle apparatuur die op het Internet is aangesloten, kunnen packets
naar de juiste bestemming worden geleid. Aangezien IP-adressen uit groepen
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getallen bestaan, zijn ze voor mensen moeilijk te gebruiken en te herinneren.
Daarom maken mensen gebruik van domeinnamen en e-mailadressen, die bestaan
uit woorden en andere karakters, om die elementen op het Internet ann te duiden
waarmee zij willen communiceren. De vertaling tussen domeinnamen en e-
mailadressen aan de ene kant en IP-adressen aan de andere kant, wordt verzorgd
door het Domain Name System. Basistoepassingen op het Internet omvatten e-
mail en het World Wide Web. E-mail stelt mensen in stast berichten uit te wisselen
die tekst en andere soorten gegevens kunnen bevatten, terwijl het World Wide Web
milioenen documenten met elkaar verbindt door middel van aanklikbare hyperlinks.

Hyperlinks, gebaseerd op de 1 IyperText Markup Language, stellen mensen in stailt
van document naar document te 'surfen' door een eenvoudige klik met de
computermuis. Met behulp van bladerprogramma's en zoekmachines kunnen

gebruikers  zich  over  het Web bewegen.  I let  Web  is zo populair geworden  dat
mensen vaak het World Wide Web en het Internet met elkaar vereenzelvigen.
Vanwege zijn gebruiksvriendelijkheid en populariteit heeft het Web een grote rol
gespeeld bij het stimuleren van electronic commerce. Verschillende organisaties
verzorgen het management van het Internet.

Het  (Nederlandse) finandle  stelsel

Geld en betalingen hebben een lange geschiedenis. Zo lang als mensen producten
en diensten hebben uitgewisseld, hebben zij behoefte gehad aan manieren om hun
prestaties te vereffenen. Hoewel allerlei zaken, zoals zout, schelpen, thee en tabak,
de rol van geld hebben gespeeld, is voor de ontwikkeling van geld de ontwikkeling
van munten veel belangriiker geweest. Op hun beurt hebben munten geleid tot het
ontst:tail van banken, bankbiljetten en giraal geld. Daarna is de ontwikkeling van
betaalsystemen doorgegaan en tegenwoordig bestaan er tallijke methoden om te
betalen. Behalve munten en bankbiljetten, omvatten deze methoden credit en debit
cards, cheques, overschrijfformulieren, toepassingen voor telefc,on-, thuis- en
Internetbankieren, etc. Een drijvende kracht achter deze ontwikkelingen is het
voortdurende streven betalingen goedkoper te maken.

Sornmige banken zijn in bepaalde geografische gebieden een centt:ale rol gann
spelen, bijvoorbeeld doordat zij in dat gebied de enige uitgever van munten of
bankbilietten zijn geworden. Vaak spelen zulke centrale banken ook een belangriike

rol bil het toezicht op de financiae sector in zo een gebied. Het doel van het
toezicht op de financille sector is het verzekeren van de betrouwbaarheid,
integriteit en het goed functioneren van deze sector. Dit doel werd al nagestreefd
voor de opkomst van het Internet en cyberpayment systemen. FinanciEle

instellingen moeten geen onaanvaardbare risico's nemen en niet betrokken raken
bij criminele activiteiten, zoals witwassen.

Om de veiligheid van de financii:le sector te verzekeren zijn op zowel nationale
als internationale niveaus verschillende initiatieven ontplooid op het gebied
toczicht. In 2000 bijvoorbeeld, heeft de Europese Unie een richtlijn uitgevaardigd
met betrekking tot de toegang tot en de uitoefening van de werkzaamheden van
kredietinstellingen. In deze richtlijn zijn een aantal eerdere richtlijnen gecombineerd
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tot een enkele tekst. Tot de belangrijkste bepalingen in de richtlijn behoren de
vereisten dat kredietinstel]ingen een vergunning nodig hebben, dat degenen die
effectief de gang van zaken bij een kredietinstelling bepalen een goede naam en
voldoende en.aring moeten hebben, dat er een goede administratieve en
boekhoudkundige organisatie moet zijn, alsook adequate interne
controleprocedures. Hoewel deze vereisten wellicht niet primair gericht zijn op het
bestrilden van witwassen, kunnen 24 toch helpen voorkdmen dat financidle
instellingen betrokken raken bij witwasactiviteiten.

In Nederland is De Nederlandsche Bank de meest relevante toezichthouder
vc,or  kredietinstellingen  en  betalingen.  Haar  rol  is  vastgelegd  in  de  Bankwet  1998.
De Nederlandsche Bank voert zowel binnen als buiten het kader van het Europese
Stelsel van Centrale Banken taken uit. Deze taken omvatten het toeZicht op
kredietinstellingen en het stimuleren van de goede werking van het betaalsysteem
De toezichthoudende taken van De Nederlandsche Bank zijn verder uitgewerkt in
de Wet Toezicht Kredietwezen  1992.  Deze wet vormt c,ok de implementatie van de
bovengenoemde Europese richthin. Als zodanig bevat de wet dezelfde of
gelijkluidende bepalingen. De controle die wordt uitgevoerd door De
Nederlandsche Bank met betrekking tot de betrouwbaarheid van het management
en gekwalificeerde aandeelhouders van instellingen onder toezicht omvat zowel een
antecedentenonderzoek alsook een controle van persoonlijke eigenschappen, zoals
gezagsgetrouwheid. Integriteitsaspecten ziin ook de focus van een speciaal
toezichtsprogramma dat de integriteitsaudit genoemd wordt. Van deze maatregelen
zou een positief effect moeten uitgaan met betrekking tot de bestrilding van
witwassen.

...

11 thvasse,1

Winvassen is het geheel van handelingen waarmee criminelen proberen de
oorsprong of het eigendom van hun illegaal verkregen vermogen te verhullen en dit
vermogen te voorzien van een ogenschiinliik legale oorsprong. Om dit doel te
bereiken, zijn talriike methoden bedacht waarvan het aantal slechts begrensd wordt
door de fantasie van de criminelen. Illegale opbrengsten kunnen biivoorbeeld
worden voorgesteld :tls omzet gegenereerd door zakelijke activiteiten, of als het
resultaat van vermogenswinst of vermogensoverdracht. Om geld wit te wissen kan
gebruik gernaakt worden van financille instellingen, zoals bank en wisselkantoren,
alsook van rechtspersonen en van bepaaldc beroepsgroepen, zoals advocaten,
notarissen en accountants.

Kinds   1980 zijn zowel op internationaal   niveau   alsook   op het niveau   van
nat:ionale staten, waaronder Nederland, taltijke initiatieven ontplooid om witwassen
te bestriiden. Aanvankelijk hadden anti-witwasinitiatieven vooral betrekking op de
c,pbrengsten van drugshandel. 1.ater heeft zich een duidelijke trend ontwikkeld om
alle vc,rmen van ernstige misdaad onder de reikwijdte van de anti-witwasbepalingen
te brengen. Op internatic)naal niveau ziin organisatics als de T'erenigdc Naties, de
Rand van Europa, de F.urc,pese Unie en de Financial Action Task Force, betrokken
bii de striid tegen witwassen. 1)e ontwikkeling van anti-witwasmaatregelen is een
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voortdurend proces dat nog steeds veel belangstelling krijgt. Op een internationale
schaal komt dit bijvoorbeeld tot uitdrukking door de aanname door de Verenigde
Naties van de 'Convention Against Transnational Organized Crime' en door de
inspanningen van de Europese Unie om de reikwijdte van de Europese anti-
witwasrichtlijn uit 1991 uit te breiden. In Nederland komt de voortgaande strijd
tegen witwassen tot uitdrukking door, onder andere, de invoering in het
Nederlandse Wetboek van Strafrecht van een aparte strafbaarstelling voor
witwashandelingen. Het resultaat van al deze voortdurende inspanningen lijkt de
totstandkoming van een breed anti-witwasregime.

De terroristische aanslagen  in de Verenigde Staten  op  11   september  2001
hebben witwassen en terrorismefinanciering hoog op de internationale politieke
agenda geplaatst. Ze hebben geleid tot een verbreding van de strijd tegen witwassen
door het aannemen van nieuwe anti-witwasbepalingen en het uitbreiden van de
reikwijdte van bestaande maatregelen door verschillende regeringen en
internationale organisaties.

Elektmniscbe betaalsystemen

Elektronische betaalsystemen kunnen worden verdeeld in instrumenten met
toegang op afstand en systemen voor elektronisch geld. Instrumenten met toegang
op afstand geven houders toegang tot tegoeden die op rekeningen bij financidle
instellingen worden aangehouden zonder dat op deze instrumenten zelf waarde is

opgeslagen. Bij systemen voor elektronisch geld aan de andere kant wordt wel op
de instrumenten zelf elektronische waarde bewaard. Bij een andere mogelijke
indeling van elektronische betaalsysteinen wordt onderscheid gemaakt tussen credit
en debit cards, toepassingen voor telefoon-, thuis- en Internetbankieren, systemen

voor elektronisch geld en mobiele betaaltoepassingen.
Elektronische betaalsystemen hebben verdeeld succes gehad. Onafhankelijk van

het Internet, worden credit en debit cards breed geaccepteerd. Aanpassingen van
deze betaalmetho(len zijn ook ontwikkeld voor gebruik op het Internet. De manier
waarop betaalopdrachten bij deze aanpassingen worden gegenereerd, lijkt sterk op
het gebruik van credit en debit cards in de fysieke wereld, onder toevoeging van
extra veiligheidsmaatregelen. Hetzelfde kan worden gezegd van toepassingen voor
telefoon-, thuis- en Internetbankieren, waarvan het gebruik analoog is aan dat van

papieren overschrijf formulieren. Mobiele betaalsystemen zijn een relatief recente
ontwikkeling, bedoeld om mobile commerce te stimuleren. Systemen voor
elektronisch geld worden mornenteel vooral gebruikt voor de betaling van kleine

bedragen, voor bijvoorbeeld parkeren en levensmiddelen. De verwachting dat
systemen voor elektronisch geld populair zouden worden in een tijdperk van
electronic cornmerce en dat zij veel gebruikt zouden gaan worden op het Internet,
is nog niet uitgekomen. Hierbij hebben zaken als gebruiksvriendelijkheid en
toegevoegde waarde een rol gespeeld. De ontwikkeling van vaak Internet-
gerelateerde betaalsystemen heeft verschillende fasen doorgemaakt. Aan het eind
van de meest recente fase waren de meeste vroege pioniers niet langer actief en
controleerden de meer traditionele uitgevers van betaalsystemen de markt.
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Cnptografie is de voornaamste technologie in elektronische betaals>stemen en
wordt gebruikt voor zowel het beveiligen van communicatie en transacties alsook
voor het creeren van verschillende niveaus van monimiteit. Er kunnen twee
cryptografische systemen onderscheiden warden, namelijk symmetrische en
asymmetrische cryptografie. Bij symmetrische cryptografie warden dezelfde sleutels
gebruikt om berichten te versleutelen en te ontsleutelen. Asymmetrische
cryptografie gebruikt verschillende sleutels, 66,7 publieke en 66n geheime. Vaak
worden beide cryptografische systemen gebruikt in elektronische betaalsystemen.
Het Secure Sockets Layer protocol, dat gebaseerd is op een aantal cryptografische
algoritmen, wordt momenteel veel gebruikt voor het beveiligen van het transport
van credit card en andere financide data over het Internet.

Aangezien instrumenten met toegang op afstand per definitie gekoppeld zijn
aan rekeningen, is de uitgifte ervan in het algemeen voorbehouden aan traditionele
kredietinstellingen zoals banken. Alleen traditionele kredietinstellingen is het
toegestaan deposito's en andere, al dan niet op termijn opvorderbare gelden, van
het publiek ter beschikking te krijgen en voor eigen rekening kredietuitzettingen te
verrichten. Deze bepaling is vastgelegd in verschillende toezichtsmaatregelen.

Door middel van de richtlijn betreffende de toegang tot, de uitoefening van, en
het bedrijfseconomisch toezicht op de werkzaamheden van instellingen voor
elektronisch geld en amendering van de richtli in betreffende de toegang tot, en de
uitoefening van de werkzaamheden van kredietinstellingen, heeft de Europese Unie
een nieuw type kredietinstelling in het leven geroepen, namelijk de instelling voor
elektronisch geld. .\an de ene kant is het toezichtsregime voor instellingen voor
elektronisch geld minder streng dan dat voor traditionele kredietinstellingen, aan de
andere kant kan de laatste groep instellingen kiezen uit een breder scala van
activiteiten en investeringsmogelijkheden. Anti-witwasmaatregelen zijn van
toepassing op zowel traditionele kredietinstellingen als op instellingen voor
elektronisch geld en beide mogen elektronisch geld uitgeven.

In Nederland zijn de bovengenoemde richtlijnen geimplementeerd in de Wet
Ioezicht Kredietwezen 1992. Daarnaast ziin beleidsregels c>ntwikkeld die als
richtsnoer dicnen vc,c,r de tc,epassing van deze wet met betrekking t()t instellingen
die actie f zijn door middel van rnedia, zoals het Internet.

Transactiemonitoring

Tc:chnolc,gische ontwikkelingen hebben niet alleen geleid tot nieuwe manieren
waarop gecommuniceerd kan worden of waarop transacties kunnen worden
uitgevoerd, zoals het Internet of elektronische betaalsystemen, zi j hebben ook
nieuwe mogelijkheden gecrederd om gegevens op te slaan en om uit deze gegevens
bruikbare informatie te verkrijgen. Srstemen die tot dergeliike gegevensmonitoring
in staat zijn hebben vele toepassingen. Zij worden bijvoorbeeld gebruikt voor het
detecteren van zaken als uitkeringsfraude, commerciiile mogeli ikheden, inclusief
cross-selling, pricing en custc,mer relations management, en vc,c,r risicc,beoordeling.

1 let monitoren van gegevens kan ook gebruikt warden ter voorkoming en
detectie van witwassen. De gegevens die worden gegenereerd tijdens financidle

362



SAMENVATTING

transacties bijvoorbeeld kunnen worden gecontroleerd op de aanwezigheid van
elementen die een indicatie kunnen zijn voor witwassen. Elektronische monitoring
systemen die controleren of transacties bepaalde meldingslimieten overschrijden,
zoals een maximum bedrag, worden al jaren gebruikt. Van meer recente datum
echter, zijn transactie monitoring systemen die profielen kunnen genereren van het
financille gedrag van individuele klanten van financiBle instellingen. In wezen

vergelijken deze gedragsprofilerende systemen alle eigenschappen van een betaling,
niet alleen met alle eigenschappen van voorgaande betalingen door dezelfde

persoon of organisatie, maar ook met die van andere, gelijksoortige betalers.
Transactie monitoring systemen kunnen vastleggen wie, wat voor soort betaling
verricht, voor welk bedrag, wanneer, waar en met wie. Op deze manier kan een
soort vingerafdruk van individueel klantgedrag worden verkregen. Op zijn beurt
maakt dit het mogelijk patronen die ongebruikelijk zijn, bi voorbeeld vanwege het
volume, de bedragen, of de personen die erbij betrokken zijn, te detecteren.
Hoewel in het midden van de jaren negentig van de vorige eeuw gedragsmonitoring
als ondoenlijk werd beschouwd, bijvoorbeeld vanwege het grote aantal transacties
dat dagelijks door financiLle instellingen wordt verwerkt, bestaan er tegenwoordig
systemen die tientallen miljoenen transacties per dag kunnen analyseren en indien
noodzakelijk kunnen meerdere systemen parallel gebruikt worden.

Voor financiele instellingen bestaan verschillende redenen om transactie
monitoring systemen te gebruiken. Deze redenen omvatten zowel overheids- als
niet-overheidsinitiatieven die het gebruik van transactiemonitoring stimuleren,
alsook belangen van de financi8le instellingen zelf. In het kader van de huidige
oorlog tegen terrorisme bijvoorbeeld, worden financiele instellingen door
overheden gevraagd te controleren of zij transacties uitvoeren voor personen of
organisaties die van terrorisme verdacht worden. Bovendien zijn financiiile
instellingen verplicht alle transacties te melden die op witwassen kunnen wijzen.
Deze verplichting kan ook aangevoerd worden als een reden om transactie
monitoring systemen te gebruiken.

Bijkomende druk op financiEle instellingen om transactiemonitoring te
gebruiken, komt van organisaties uit de financiBle wereld, zoals de Bank for
International Settlements en toezichthouders. De Bank for International
Settlements heeft een rapport gepubliceerd waarin monitoring een essentieel
element wordt genoemd van ken-uw-klant principes waarvan op hun beurt wordt
gezegd dat zij nauw gerelateerd zijn aan de strijd tegen witwassen. Toezichthouders
moeten ervoor zorgdragen dat adequate ken-uw-klant principes worden nageleefd.

Ten slotte hebben financible instellingen ook hun eigen redenen om transacties
te monitoren. Edn reden is dat monitoring systemen kunnen helpen verliezen te
minimaliseren door het ondersteunen van fraudedetectie. Tenzij hun reputatie
gevaar loopt, levert het monitoren voor de detectie en voorkoming van witwassen
financidle instellingen echter niet zulke duidelijke voordelen op als bij
fraudebestrijding het geval is. Afomenteel zijn financiele instellingen verspreid over
de hele wereld bezig gedragsprofilerende monitoring systemen te implementeren.

Aan het monitoren van het financiEle gedrag van personen en organisaties zijn
privacygevolgen verbonden. In de loop van tientallen jaren zijn door, onder andere,
de Verenigde Naties, de Raad van Europa en de Europese Unie initiatieven
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ontplooid om de privacy van met name natuurlijke personen te beschermen.
Ongeacht hun iuridische status en herkomst, bieden al deze initiatieven ruirnte voor
het voorkomen, opsporen en vervolgen van criminele activiteiten. Naar alle
waarschijnlijkheid is deze mimte echter niet eens nodig om transactiemonitoring
voor de bestrijding van witwassen en privacybescherming met elkaar te verenigen.
Zelfs zonder de genoemde speelruimte, is het financi8le instellingen onder de
huidige privacybepalingen toegestaan persoonsgegevens te verwerken voor
uiteenlopende doelen. Tot de toegestane doelen behoren, onder andere, het
nakomen van wettelijke verplichtingen, die mogelijk het melden van
ongebruikelijke of verdachte transacties omvatten, het uitvoeren van contracten,
wat zorgplichten met betrekking tot de belgingen van klanten met zich mee kan
brengen, en de bescherming van gerechtvaardigde belangen van de financiEle
instellingen zelf, wat onder andere de bescherming van de goede naam kan
mhouden. Vandaar is transactiemonitoring, kijkend naar individuele financidle
instellingen, ofwel in opkomst, ofwel een reeds bestaand gegeven, maar in elk geval
een ontwikkeling die van blijvende aard is. Bestaande privacymaatregelen zullen aan

deze ontwikkeling niet in de weg stlan.

Elektroniscbe betaalsystemen en witwassen

De ontwikkeling van cyberpayment systemen heeft geleid tot de vraag of deze
nieuwe vormen van betaling het nieuwe type wasmiddel voor schonere was ziin,
terwijl zii ook de grootste zegen voor witwassers zijn genoemd en zelfs voorgesteld
zijn als 66n van de vier ruiters van de Apocalyps. Er zijn dus duidelijke uitspraken
gedaan waarin elektronische betaalsystemen zijn voorgesteld als zouden zij een
ernstige witwasbedreiging vormen.

Hoe nu zou deze bedreiging in de praktijk vorm moeten krijgen? Er zijn
hypothetische voorbeelden gepresenteerd waarin witwassers hun activiteiten
ontplooiden terwijl ze soms letterlijk met kleine teugies een Afargarita dronken op
een tropisch eiland. In andere, eveneens hypothetische voorbeelden, gebruikten
criminelen smart cards en personal computers, beide geladen met elektronische
waarde. samen met smart card-compatibele mobiele telefoons en het Internet, om
hun illegale vermogen te verplaststen en het een ogenschiinlijk legitieme oorsprong
te geven.

In werkelijkheid echter, is er tot nu toe opmerkelijk weinig bewijs dat de
bewering, dat cyberpayment systemen een witwasbedreiging vormen, ondersteunt
en dat de hypothetische voorbeelden zou kunnen omvormen tot ervaringen uit de
praktijk. In wezen zijn er geen zaken naar voren gekomen waarin betaalsystemen,
zoals smart cards of toepassingen voor on line bankieren, gebruikt zijn om
crimineel vermogen wit te wassen. De Financial Action Task Force heeft slechts
66n voorbeeld gegeven waarin werd gezegd dat er informatie was die suggereerde
dat een verdachte mogelijk tegoeden zou hebben overgemaakt via on line
bankieren.

Waarschijnlijk het beste bewijs tot nu toe wordt gevormd door een beperkt
aantal zaken waarin Internetgokken gebruikt zou zijn voor het witwassen van
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illegaal geld, terwijl er ook de casus is geweest van de European Union Bank. Deze

op Antigua gevestigde Intemetbank, die inmiddels niet meer bestaat, bood
verschillende diensten aan die potentieel aantrekketijk waren voor witwassers,
waardoor sommigen dachten dat deze bank betrokken was bii witwashandelingen.
Naar wordt beweerd, gingen de eigenaars van de bank er uiteindelijk vandoor met
circa 10 miljoen Amerikaanse dollars. Wat er ook van dit voorbeeld mag zijn, het
roept een aantal vragen op.

Ten eerste kan men zich a fvragen o f de casus van de European Union Bank een
echte witwascasus was of eerder een geval van fraude waarin de eigenaars van de
bank er eenvoudigweg met het geld van hun klanten vandoor gingen. Ten tweede is
er de vraag hoeveel witwassers het risico zouden willen nemen hun opbrengsten
toe te vertrouwen aan een instelling met een onbewezen staat van dienst, of
hoeveel witwassers echt de moeite zouden willen nemen hun vermogen de hele
wereld rond te sturen. Ten derde, zelfs als witwassers het risico zouden willen
nemen, hoe zou hun geld dan bii de bank terecht moeten komen? Als zil hun
vermogen in de vorm van contanten zouden vervoeren, zouden cyberpayment
systemen feitelijk niet in beeld komen. Als aan de andere kant tegoeden zouden
worden overgeboekt met behulp van bankoverschrijvingen, zou crimineel
vermogen noodzakeliikerwijs reeds in een eerder stadium het reguliere financiale

systeem moeten ziin binnengeloodst. waardoor het effect van welk gebruik van

cyberpayment systemen dan ook opnieuw zou worden geminimaliseerd. Ten vierde
moet men zich realiseren dat het voorbeeld van de European Union Bank
waarschijnlijk tot nu toe het enige in zijn soort is en dat de 10 miljoen dollar die,
naar wordt beweerd, werden meegenomen, moeilijk cen realistische bedreiging
voor de legale economie genoemd kunnen worden.

Op grond van de hypothetische voorbeelden, de casus uit de praktijk, alsook de

literatuur, kunnen een aantal algemene zaken worden afgeleid die van centrale

betekenis zijn voor de bewering dat cyberpayment systemen inderdaad een zegen
voor witwassers zouden ziin. Deze zaken zijn: de toereikendheid of
ontoereikendheid van bestaande regels en wetgeving, de veronderstelde anonimiteit
die door het gebruik van elektronische betnalsystemen en het Internet wordt
geboden. een vermeend gebrek bij c>·berpa>·ment systemen aan boekhoudkundige

sporen, de vrees dat witwasgerelatecrde betalingen met cyberpayment systemen niet
gedetecteerd zouden worden in de grote aantallen transacties die dagelijks warden

uitgevoerd, het gebruiksgemak van elektronische betaalsystemen en het Internet, en
het gebruik van Internet als een platfc,rm voor economische activiteiten. Een

anal>·se van deze onderwerpen lijkt echter aan te geven dat de vrees voor
witwassen, zoals die is uitgedrukt met betrekking tot cyberpayment systernen, ofwel
overdreven, ofwel eenvoudigweg onjuist is. Wanneer de vrees gerechtvaardigd lijkt,
blijkt vaak dat de dan geldende omstandigheden niet uniek zijn voor nieuwe
vorrnen van elektronisch betalen maar dat overeenkomstige situaties reeds eerder
bestonden. Bovendien moet men zich realiseren dat g·berpayment systemen niet de
enige middelen zijn die criminelen kunnen gebruiken om hun illegaal verkregen
opbrengsten wit te wassen. Vele andere, meer traditic,nele manieren waarop
criminclen vermogen in de legale economie kunnen binnensluizen en een
ogenschijnlijk legale oorsprong kunnen geven, bestagin eveneens. Deze traditionele
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manieren kunnen net zo effectief zijn als elektronische betalingen volgens
sommigen zijn

Edn van de zorgen die met betrekking tot de toereikendheid of
ontoereikendheid van bestaande regels en wetgeving is geuit, is dat cyberpayment
systemen aangeboden zouden kunnen worden door instellingen die niet
onderworpen zijn min de huidige toezichtsmaatregelen. Dit op zijn beurt, zou dan
kunnen leiden tot een situatie waarin traditionele financ le instellingen niet langer
zouden kunnen functioneren als effectieve bottlenecks in het financiele stelsel voor
het melden van ongebruikelijke of verdachte transacties. In theorie zou een
dergelijke situatie tot problemen kunnen leiden, maar in werkelijkheid is het
waarschiintijk dat de ontwikkelingen een andere loop hebben genomen. Afet
betrekking tot systemen voor elektronisch geld b#voorbeeld, heeft het Europese
Nionetaire Instituut, de voorloper  van de Europese Centrale Bank, reeds  in   1994
een rapp()rt gepubliceerd waarin werd gesteld dat de uitgifte van elektronisch geld
voorbehouden zou moeten zijn aan traditionele kredietinstellingen, zoals banken.
Onafhankelijk van dit rapport echter, was deze restrictie al bestaande praktijk in
vele landen. In 2000, werd het rapport gevolgd door een richtlijn van de Europese
Unit met betrekking tot elektronisch geld. Op grond van deze richtlijn mogen
zowel traditionele kredietinstellingen alsook instellingen voor elektronisch geld
voortaan elcktronisch geld uitgeven. Instellingen voor elektronisch geld zijn echter
onderworpen aan dezelfde vergunningsvereisten, dezelfde integriteitscontroles en
dezelfde anti-witwasmnatregelen als traditionele kredietinstellingen.

Afet betrekking tot instrumenten met toegang op afstand, moet worden
opgernerkt dat het aanbieden van rekeningen en het ontvangen van opvorderbare
tegoeden van het publiek een recht is dat traditioneel is voorbehouden aan
traditionele kredietinstellingen. Daarom is het aanbielen van on line
bankierdiensten voorbehouden aan dit type reeds gereguleerde financiele
instellingen en zal dit ook zo blijven. Dc opkomst van het Internet en de
ontwikkeling van nieuwe elektronische betaalsystemen hebben de bestaande pre-
Internet situatie waarin het aanbieden van rekeningen en het ontvangen van
opvorderbare gelden van het publiek reeds waren voorbehouden aan traditionele
kredietinstellingen, die op hun beurt onderworpen ztin aan toezichts-,
klantenidentificatic; en meldingsverplichtingen, niet gewijzigd.

Alogelijk vallen niet alle sbstemen die werken met elektronische waarde onder
de bepalingen met betrekking tot ofwel traditionele kredietinstellingen, ofwel
instellingen voor elektronische geld. Zo kan er gediscussieerd worden over de vraag
of vooruitbetaalde beltegoeden elektronisch geld vormen of niet. Indien deze
tegoeden Keen elektri,nisch geld zijn, z.ouden vooruitbetaalde telefonische diensten
die het cc,nsumenten biivoorbceld mogelijk kunnen maken zaken als frisdrank uit
automaten te kopen, niet onderworpen ziin aan anti-witwasmaatregelen. Ilet liikt
echter niet realistisch om hierin een serieus witwasrisico te zien.

1 Ier lijkt er daarom op dat indien, ondanks het bovenstaande, gberpayment
s>·stemen toch witwasproblemen zouden opleveren, deze problemen het meest

waarschiinliik zullen voortvloeien uit het aanbieden van financiEle diensten c,ver het
internet. door instellingen die gevestigd zi in in gebieden die in financieel c,pzicht
niet of slecht gereguleerd zijn. Op het moment is hiervoor echter weinig bewijs.

366



SAMENVATTING

Een tweede manier waarop, naar men beweert, cyberpayment systemen criminelen
zouden kunnen helpen hun illegale opbrengsten wit te wassen, heeft te maken met
de anonimiteit die deze betaalsystemen zouden bieden. Zoals uitgelegd, zullen de
aanbieders van cyberpayment systemen naar alle waarschijnlijkheid gereguleerd zijn
Als een gevolg van hiervan zullen zi j ook onderworpen zijn aan klantenidentificatie-
verplichtingen. Natuurlijk kunnen criminelen proberen een correcte identificatie te
omzeilen, bijvoorbeeld door het gebruik van vervalste documenten of stromannen,
maar een dergelijke gang van zaken zou niet nieuw zijn en is zeker niet uniek voor
het Internet.

Vervolgens is er de kwestie van ken-uw-klant principes. Met cyberpayment
systemen zou er voor consumenten wel eens weinig reden kunnen zijn om nog in
eigen persoon naar hun bank te gaan. Alet betrekking tot witwassen heeft deze
mogelijkheid geleid tot de vrees dat er wel eens een belangrijk startpunt van
verdenking verloren zou kunnen gaan. Alen moet zich echter realiseren dat, zelfs
voor de opkomst van het Internet, er vele manieren waren waarop criminelen hun
identiteit konden verhullen en dat ook toen, wanneer een rekening eenmaal
geopend was, de noodzaak om in eigen persoon naar een bankfiliaal te gaan niet
significant anders was dan nu. Bovendien biedt de ontwikkeling van moderne
transactie monitoring systemen die het mogelijk maken individueel consumenten-
gedrag te profileren, nieuwe mogelijkhe(len, zowel voor het verkrijgen van
aanknopingspunten in opsporingsonderzoeken, alsook voor het implementeren van
ken-uw-klant principes.

Een andere kwestie die te maken heeft met anonimiteit is het gebruik van
encryptie in cyperpayment svstemen. De vrees is geuit dat encryptie opsporings-
autoriteiten de toegang tot financiBle informatie onmogelijk zou maken, terwijl
digitaal geld in versleutelde vorm onzichtbaar zou zijn, zodat pogingen het te
traceren en controleren zinloos zouden zijn. Deze algemene uitspraken doen echter
Keen recht aan de verschillende toepassingen van encryptietechnieken in
elektronische betaaisystemen.

Encryptie k:in bijvoorbeeld gebruikt worden voor het beveiligen van gegevens.
Net zoals mensen niet willett dat iemand toegang heeft tot hun financiiile gegevens
wanneer zij deze gegevens bijvoorbeeld met de post versturen, zo willen mensen

ook niet dat anderen toegang hebben tot hun finandde gegevens indien zij
cyberpayment systemen gebruiken. Dit is volstrekt normaal. In het algemeen zal de
financiele instelling die de gegevens ontvangt echter eerst de berichten moeten
ontsleutelen om te weten wat de klant precies wil. In een dergelijke situatie kan de
financi8le instelling dus nog steeds functioneren als een informatiebottleneck zoals
dat al jaren het geval is.

te credren, maar vaak is de anonimiteit die cyberpayment systemen bieden beperkt.
Encryptie kan ook gebruikt worden om verschillende gradaties van anonimiteit

In consumer-to-merchant betalingen bijvoorbeeld, geeft het SET-protocol
winkeliers toegang tot de aankoopgegevens maar niet tot de financidle gegevens
van een klant. Voor de financi8le instelling die de betaling verwerkt, is de situatie

precies andersom. Ondanks het feit dat de instelling niet weet wat de klant precies
gekocht heeft, weet zij wel waar, wanneer en met wie de aankoop heeft

plaatsgevonden, alsook het bedrag van de betaling.
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Wat betreft encn·ptie en een elektronisch geldsysteem zoals eCash, kunnen de
zaken wat anders liggen. In het eCash systeem konden uitgevers niet vaststellen van
wie een persoon die eCash aanbood zijn geld had gekregen. Zij wisten echter wel
welke bedragen elke gebruiker had opgenomen of afgestort. Tegenwoordig is het
eCash systeem niet meer beschikbaar, met name vanwege een gebrek aan
belangstelling van consumenten.

Naast de vermeende ontoereikendheid van regels en wetgeving en de
anonimiteit die cyberpayment systemen zouden bieden, von, t een verondersteld
gebrek aan boekhoudkundige sporen, een derde manier waarop elektronische
betaalsystemen n:tar verluid aantrekkeliik zouden zijn voor witwassers. Deze laatste

veronderstelling is echter ofwel overdreven, ofwel eenvoudigweg onjuist.
Instrumenten met toegang op afstand zijn per definitie verbonden met
bankrekeningen en vormen slechts middelen om betaalopdrachten te genereren.
Als zodanig genereren zij dezelfde boekhoudkundige sporen als andere instrumen-
ten met toegang op afstand, zoals credit cards, bankpassen, overschrijfformulieren.
etc. Systemen voor elektronisch geld aan de andere kant, zi n niet zo ontraceerbaar
of anoniem als mensen soms denken of is voorgehouden. Bij de overgrote
meerderheid van dergelijke betaalsystemen worden gegevens bewaard en hebben
apparatuur en transacties unieke serienummers.

De beschikbaarheid van boekhoudkundige sporen moet niet als een verrassing
komen. Er zijn goede redenen voor financi8le instellingen om geen betaalsystemen
te introduceren waarin waarde niet te traceren is. De hoofdreden is dat instellingen
frauderisico's willen beperken. Gegevens die zijn gegenereerd in het kader van het
voorkomen van fraude zouden ook nuttig kunnen zijn voor het voorkomen en het
bestrijden van witwassen. Bovendien kan ook de analyse van gebruikspatronen, met
andere woor(len transactiemonitoring, nuttig zijn.

Vervolgens is beweerd dat cyberpayments onmogelijk terug te vinden zouden
zijn temidden van de grote aantallen transacties die dagelijks worden verwerkt. Op
zich zou dit iuist kunnen zijn. Men moet zich echter ook realiseren dat zelfs voor
de opkomst van het Internet en de daarmee gepaard gaande belangstelling voor
cyberpayment systemen, een finandifle instelling gewoonliik al honderdduizenden,
zoniet miljoenen transacties per dag verwerkte.

Daarnaast is er de kwestie van gebruikersgemak. Naar verluid zouden
cyberpayment systemen witwassen gemakkeli iker kunnen maken, bijvoorbeeld door
middel van directe betalingen van persoon tot persoon en door criminelen te
bevrijden van de noodzaak contanten te transporteren. Met betrekking tot het
eerste punt kan worden opgemerkt dat slechts 6611 cyberpayment systeem is
ontwikkeld waarin echte, directe betalingen van persoon tot persoon mogeli ik zijn,
namelijk het Mc,ndex systeem. Alomenteel is het gebruik van dit systeem echter
beperkt, voornamelijk tot een aantal proefprojecten waarin de directe
betaalmogelijkheid soms zelfs niet eens beschikbaar is. Bovendien worden
transactiegegevens bijgehouden, kan de waarde die op de kaarten kan worden
bewaard beperkt worden en worden gebruikspatronen geanalyseerd, ofwel
gemonitord, om ongebruikelijk gedrag op te sporen. Tot nu toe lijkt het er op dat
nog geen enkel elektronisch geldsysteem internationaal gefunctioneerd heeft. Alet
betrekking tot het tweede punt heeft zelfs de Financial Action Task Force

368



SAMENVATI-ING

toegegeven dat contanten nog steeds belangrijk zijn voor verschillende vormen van
criminaliteit, zoals de drugshandel. Vandaar bestaat er nog steeds een noodzaak om
contant geld te transporteren. Men heeft nog geen criminelen over straat zien
rennen met chip cards en er zijn nog geen computers gevonden met daarop
honderdduizenden euro's aan digitaal geld, al is het alleen maar omdat zulke
systemen niet meer bestaan of omdat hun gebruik nog steeds beperkt is.

Tenslotte is er de kwestie van het gebruik van Internet als cell platform voor
witwasactiviteiten. Het is denkbaar dat het Internet gebruikt kan worden voor het
opzetten van allerlei bedrijven die als dekmantel voor criminele activiteiten kunnen
dienen. Net als tastbare nepbedrijven, zouden crinlinelen op Internet nepbedrijven
kunnen gebruiken om hun illegale tegoeden voor te stellen als omzet van een

ogenschijnlijk legale, zakelijke Internetactiviteit. Aangezien op het Internet geen
fysieke bedrijfsruimte nodig is, aangezien websites over het Internet verplaatst
kunnen warden en omdat op het Internet criminelen kunnen voorwenden niet-
tastbare producten als software te verkopen, zouden nepbedrijven op het Internet
wel eens aantrekkelijker voor criminelen kunnen ziln dan tastbare nepbedrijven.
Ondanks de mogelijke voordelen van virtuele nepbedrijven ten opzichte fysieke
nepbedrijven, moeten criminelen in het algemeen echter eerst hun tegoeden bij hun
Internetbedrijven zien te krijgen. Veel volmen van crirninaliteit genereren naar
verluid, nog steeds de meeste opbrengsten in de vorm van contant geld. Vandaar
zal er dus vaak eerst een omwisseling plaatsvinden voordat er van enige
witwashandeling via nep Internetbedrijven sprake kan zijn. Het succesvol
omwisselen van criminele opbrengsten zou impliceren dat bestaande anti-
witwasmaatregelen te onizeilen zijn, wat op zijn beurt vragen zou doen ontstaan
over de echte toegevoegde waarde van Internet nepbedrijven voor witwassers.
Bovendien zijn er vele traditionele manieren om wit te wassen die in wezen
dezelfde mogelijkheden bieden als de onstoffelijke aard van het Internet. Hierbij
kan men bijvoorbeeld denken aan de verkoop van software op compact discs, de
handel in, mogelijk fictieve, kunstwerken, etc.

Een andere activiteit op het Internet waarvan witwassers mogelijk gebruik
zouden kunnen maken, is gokken op het Internet. Er zijn aanwijzingen dat gokken
op het Internet inderdaad gebruikt wordt om crimineel vermogen wit te wassen. In
de Verenigde Staten zijn pogingen ondernomen het gebruik van betaalsystemen
voor het gokken op het Internet te verbieden. Het feit dat deze pogingen tot nu toe
niet succesvol zijn geweest, lact zien dat de bestrijding van witwassen niet alleen
een kwestle is van ordehandhaving, maar ook een politiek en economisch
vraagstuk. Zelfs als al het geld dat naar verluid omgaat in het gokken op het
Internet crimineel geld zou zijn dat wordt witgewassen, dan nog valt dit vrijwel in
het niet bij de schattingen van de totale omvang van het bedrag dat jaarlijks
wereldwijd wordt witgewassen.

Het cim#van Plutarchus aan het begin van dit boek herinnert eraan dat men
altijd moet proberen zaken kritisch te bekijken. Met deze boodschap in het
achterhoofd, lijkt het veilig om te concluderen dat, zeker op dit moment,
elektronische betaals>stemen niet de witwasbedreiging vormen waarvoor zij eens
werden gehouden en dat, met witwassen en terrorismefinanciering hoog op de
agenda en met de beschikbaarheid van transactie monitoring systemen,
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opsporingsinstanties wellicht beter dan ooit zijn toegerust voor de strijd tegen
witwassen.
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abbreviations

ANG Netherlands Antillean Guilder

AT'Al Automated Teller Machine
ATS Austrian Shilling

BIS Bank for International Settlements
CA Certification Authority
CAD Canadian Dollar

C -IF Swiss Franc

DEAI German Mark
DNB De Nederlandsche Bank

DES Data Encryption Standard
ECU European Currency Unit
EUR Euro
FATF Financial Action Task Force on Along Laundering
FIU Financial Intelligence Unit
GBP British Pound
HR Hoge Raad (Dutch Supreme Court)
H.R. US House of Representatives
IP Internet Protocol
KDD Knowledge Discovery in Databases
NJ          Nederlandse Jurispn,dentie putch Jurisprudence)
NLG Dutch Guilder

NVB Nederlandse Te,«ging van Banken (Dutch Bankers' Association)
OJ Officiallournal
RSA Rivest, Shamir, Adleman
SET Secure Electronic Transaction

SSL Secure Sockets Layer
SWIFT Socien· for Worldwide Interbank Financial Telecommunication
TCP Transmission Control Protocol

TEU Treaty on European Union

l'K Tweede Kamer (Dutch Lower House)
TLD Top-Level Domain
URL Uniform Resource Locator

USD United States Dollar
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Chapter 3
p.  46:  Act on the Supervision  o f the Credit System  1992

An English translation of the Act on the Supervision of the Credit System 1992

is available at: WWW<http://www.dnb.nl/english/e_toezicht/
wet_regelgeving/hbwtk/pdf/3002e.pdf>.

Chapter 4
p. 72: Directives of the Dutch Bar Association to prevent advocates becoming

involved in criminal dealings
The text of the directives of the Dutch Bar Association to prevent advocates

becoming involved in criminal dealings are available via
WWW<http://www.advocatenorde.nl>.

p. 80: The United Nations Convention against Illicit Traffic in Narcotic Drugs and
Psychotropic Substances (Vienna Convention)
The text of the United Nations Convention against Illicit l'raffic in Narcotic
Drugs and Psychotropic Substances (Vienna Convention) is available at

WWW<http://www.incb.org/e/conv/1988/index.htm>.

p. 82: The Naples Political Declaration and Global Action Plan against Organized
Transnational Crime
The text of the Naples Political Declaration and Global Action Plan against
Organized Transnational Crime is available at

WWW<http.//www.imolin.org/naples.htm>.

p. 84: The United Nations Convention against Transnational Organized Crime
(Palermo Convention)
The text o f the United Nations Convention against Transnational Organized
Crime (Palermo Convention) is available at WWW<http://www.unodc.org/
pdf/crime/final_instruments/383e.pdf>.

p. 86: A/55/383/Add.1. Report of the Ad Hoc Committee on the Elaboration of a
Convention against Transnational Organized Crime on the work of its first to
eleventh sessions. Addendum. Interpretative notes for the official records
(travaux prdparatoires) of the negotiation of the United Nations Convention
against Transnational Organized Crime and the Protocols thereto
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The text of A/55/383/Add.1 is available at WWW<http://www.unodc.org/
pdf/crime/final_instruments/383ale.pdf>.

p. 88: The Convention on the Laundering, Search, Seizure and Confiscation of the
Proceeds of Crime (Strasbourg Convention)
The text of the Convention on the Laundering, Search, Seizure and
Confiscation of the Proceeds of Crime (Strasbourg Convention) is available at
WWW<http://conventions.coe.int/treaty/en/treaties/html/141.hon>.

p. 106: The ICPO-Interpol Convention
The text of the ICPO-Interpol Convention is available at
WWW<http://www.interpol.int/Public/ICPO/LegalAiaterials/constitution/
constitutionGenReg/constitution.asp>.

Chapter 5

p.  186: The PayPal Website
The PayPal Website is available at WWW<http://www.paypal.com>.

p. 190 and p. 208: The Postbank Website
The postbank Website is available at WWW<http://www.postbank.nl>.

Chapter 6

p. 261: The Universal Declaration of Human Rights
The text of the Universal Declaration of Human Rights is available Lit
WWW<http://www.unhchr.ch/udhr/lang/eng.htm>.

p. 261: The International Covenant on Civil and Political Rights
The text of the International Covenant on Civil and Political Rights is available
at WWW<http://www.unhchr.ch/html/menu3/b/a_ccpr.htm>.

p. 261: The European Convention for the Protection of Human Rights and Fun-
damental Freedoms
The text of the European Convention for the Protection of Human Rights and
Fundamental Freedoms is available at WWW<http://conventions.coe.int/
Treaty/EN/cadreprincipal.htm>.

p. 262: The Recommendation of the Council Concerning Guidelines Governing
the Protection of Privacy and Transborder Flows of Personal Data
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The text of the Recommendation of the Council Concerning Guidelines

Governing the Protection of Privacy and Transborder Flows of Personal Data
is available at WWW<http.//wwwl.oecd.org/publications/e-book/
9302011E.PDF>.

p. 264: The Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data (Strasbourg Convention)
The texts of the convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data (Strasbourg Convention) and its
explanatory report are available at WWW<http://conventions.coe.int/Treaty/
EN/CadreListeTraites.htm>.

p. 265: Recommendation R (90) 19 on the Protection of Personal Data Used for
Payment and Other Related Operations
The texts of Recommendation R (90) 19 on the Protection of Personal Data
Used for Payment and Other Related Operations and its Explanatory
Afemorandum are available at WWW<http://cm.coe.int/ta/rec/1990/
90r19.htm>.

p. 279: Notifications of the ING Bank and the ABN AAIRO Bank to the Dutch
Data Protection Authority
The notifications of the ING Bank and the ABN AMRO Bank to the Dutch
Data Protection Authority are available via WWW<http://www.cbpweb.nl/
structuur/pag._reg. htm>.
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