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Genetic Data: The Achilles' Heel of the
GDPR?

Taner Kuru*

Thanks to the latest developments in genetic sequencing technologies, today, we are able to

process vast amounts of genetic data and extract information thereof more than what we

could imagine a decade ago. Once subjected to sequencing and informatic analysis, genet-

ic data reveal crucial information not only about the data subjects but also other individu-

als with whom the data subjects exhibit similar genetic architecture. Because of this, genet-

ic data processing poses challenges for fundamental rights and freedoms at the individual

and group level. Hence, this article examines whether genetic groups can be protected with-

in the European data protection framework. To address this issue, the article applies sever-

al interpretation methods to the most critical notions and provisions of the GDPR that could

potentially provide protection for these groups. Overall, this article concludes that regard-

less of the interpretation, the GDPR either expands the scope of its protection to the extent

that causes ambiguous, contradictory and disproportionate outcomes or excludes genetic

groups from the scope of its protection.

Keywords: Genetic Data | Genetic Groups | GDPR | Personal Data | Teleological Interpreta-

tion

I. Introduction

The cost of sequencing a human genome decreased
significantly in the last two decades - from

$100,000,000 to $1000.1 This development allowed
researchers to advance their understanding of inter-

actions between the genetic make-up of individuals
and specific diseases.2 Advancements in genetic se-
quencing technologies also led to the emergence of
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1 'The Cost of Sequencing a Human Genome' (National Human
Genome Research Institute, 25 August 2020) <https://www
.genome.gov/about-genom ics/fact-sheets/Sequencing-Hu man
-Genome-cost> accessed 20 October 2020.

take-home DNA test kits which later became top-sell-

ers.] Driven by the desire to learn what makes them

unique and from which part of the world they actu-
ally come from, tens of millions of people from all

around the world have been sending in their samples
to companies like 23andMe and Ancestry and shar-
ing their results on social media.4 As a result, the ac-
cumulated genetic material in the hands of private
and public entities is on the increase.

2 Martina C. Cornel and Vence L. Bonham, 'Genomics for all in the
21st century?' (2017) 8(4) Journal of Community Genet-
ics 249-251, 249.

3 Priya Shetty, 'Home DNA test kits cause controversy' (2008)
371(9626) The Lancet 1739-1740, 1739; Christina Farr, 'Ama-
zon Has Suddenly Become A Big Marketplace for Selling Ge-
netic Tests' (CNBC, 21 November 2017) <https://www.cnbc
.com/2017/11/21/amazon-has-suddenly-become-a-big
-marketplace-for-selling-genetic-tests.html> accessed 5 Novem-
ber 2020.

4 Antonio Regaldo, 'More than 26 million people have taken an at-
home ancestry test' (MIT Technology Review,1 1 February 2019)
<https://www.technologyreview.com/2019/02/11/103446/more
-than-26-m ill ion-people-have-taken-an-at-home-ancestry-test/>
accessed 3 November 2020.
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46 Genetic Data: The Achilles' Heel of the GDPR?

Due to its nature, when subjected to sequencing

and informatic analysis, the genomic DNA can re-
veal crucial information, not only about the data sub-
jects but also about other individuals with whom the
data subject exhibits genetic similarity - hereafter
referred as members of a genetic group.5 Consider-
ing this, Ancestry warns its customers by stating:
'You may discover unexpected facts about yourself,
your family, or your health when using our services.

Once discoveries are made, we can't undo them.'6 Ex-

ceeding outcomes of genetic data processing pose
fundamental challenges for the data protection
framework, raising the question whether the Euro-

pean data protection framework provides any pro-
tection for people who exhibit genetic similarity
with the data subject who shares his/her genetic da-
ta.

To answer this question, my article firstly exam-
ines whether members of genetic groups could be
considered as data subjects based on the broad inter-
pretation of personal data and data subject notion

thereof. Subsequently, my article assesses whether

the General Data Protection Regulation7 (GDPR) pro-
vides any ancillary protection for genetic groups
through data protection impact assessment (DPIA)

and right to compensation provisions. My article ar

gues that the notion of personal data may be inter-
preted broadly to recognise members of genetic
groups as data subjects individually; however, such
interpretation inherently will lead to ambiguous and
contradictory outcomes that the GDPR fails to ad-
dress. My article thereafter concludes that given these
outcomes along with the very foundation of the

5 Ellen Wright Clayton et al, 'The Law of Genetic Privacy: Applica-
tions, Implications, and Limitations' (2019) 6(1) Journal of Law
and the Biosciences 1-36, 2; Kart Pormeister, 'Genetic Data and
the Research Exemption: Is the GDPR Going too Far?' (2017) 7(2)
International Data Privacy Law 137-146, 137. When genetic
architecture is shared across multiple individuals, this shared
architecture is a commonality which can be used to classify
these individuals as a 'genetic group'. See Dara Hallinan and
Paul de Hert, 'Genetic Classes and Genetic Categories: Protect-
ing Genetic Groups Through Data Protection Law' in Linnet
Taylor, Luciano Floridi and Bart Van der Sloot (eds), Group
Privacy New Challenges of Data Technologies (Springer 2017)
175-196, 179.

6 'Your Privacy' (Ancestry, 23 September 2020) <https://www
.ancestry.com/cs/legal/privacystatement> accessed 6 November
2020.

7 Regulation (EU) 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on
the free movement of such data, and repealing Directive

GDPR that puts the individual data subject as the fo-

cal point, members of genetic groups cannot be recog-
nised as data subjects either individually or as a
group; therefore, these individuals are excluded from
its primary and ancillary protection. Overall, my ar

ticle concludes that the European data protection
framework, as it stands, does not provide effective,
if not any, protection for genetic groups.

II. Recognising Members of Genetic
Groups as Data Subjects

The interests of groups over their common genetic
data were already recognised in the Marper case,
which considered that rapid advancements in genet-
ic sequencing and information technologies may
have adverse effects on the fundamental rights.8

Therefore, genetic groups are recognised as a sepa-
rate subject for legal protection.9 Following this evo-
lutive interpretation1 0, the same recognition is also
expected at the Union level considering the necessi-

ty '... to strengthen the protection of fundamental
rights in the light of changes in (..) scientific and tech-

nological developments....
Indeed, the interests of genetic groups are getting

recognition to some extent at the Union level.12 How-
ever, it is yet to be known whether the GDPR is flex-
ible to accommodate genetic groups as data subjects
since it was designed to protect only natural per
sons." Hallinan and de Hert argue that the scope of

the European data protection framework might be
extended to genetic groups with a small amendment

95/46/EC (General Data Protection Regulation) [2016] OJ L
119/1.

8 S. and Marper v the United Kingdom App nos 30562/04 and
30566/04 (ECtHR, 4 December 2008) para 104.

9 Hallinan and de Hert (n 5) 180.

10 The evolutive interpretation has been defined in the theoretical
literature as interpretation in the light of present-day conditions.
See Hanneke Ceciel Katrijn Senden, 'Interpretation of fundamen-
tal rights in a multilevel legal system: an analysis of the European
Court of Human Rights and the Court of Justice of the European
Union' (Doctoral Thesis, Leiden University 2011), 374.

11 Charter of Fundamental Rights of the European Union (EU)
[2012] OJ C 326/02, Preambles.

12 European Parliament, 'The Impact of the General Data Protection
Regulation (GDPR) on Artificial Intelligence' (2020) PE 641.530,
46; Article 29 Data Protection Working Party, 'Opinion 4/2007
on the Concept of Personal Data' (2007) WP 136, 8.

13 GDPR, art 1.
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to the data subject notion.4 I argue that there is no
need for such an amendment in order to provide ge-
netic groups with protection, as members of genetic
groups may have already been recognised as data
subjects individually based on the broad interpreta-
tion of the notion of personal data.

1. 'Relating to'

The GDPR defines personal data under Article 4(1)
as any information relating to an identified or iden-

tifiable natural person. Thus, to decide whether mem-

bers of genetic groups could be identified as data sub-
jects, following points require further examination

(1) whether the information is related to members of

genetic groups, and (2) whether members of genetic
groups are identifiable.

While the GDPR does not provide any guidance
on how the 'relating to' criterion must be elaborated,
the Court of Justice of the European Union (CJEU)
decided that for information to be considered as per-

sonal data, it must be related to a person either by
content, purpose or effect elements.15 The content el-

ement is the most obvious appearance of the 'relat-
ing to' criterion, signifying situations where the in-
formation is about that person.16 In the Nowak case,
the CJEU found that the content element has been
met as the content of the individual's answers re-
vealed information about his, inter alia, intellect,
thoughts and judgements.'' As stated above, once
subjected to processing, genetic data of an individ-
ual may reveal crucial information, e.g. a genetic dis-
order or tendency to a certain type of behaviour, not

14 Hallinan and de Hert (n 5) 186.

15 Case C-434/16 Peter Nowak v Data Protection Commissioner
[2017] ECLI:EU:C:2017:994, para 35. The WP29 firstly formulat-
ed this interpretation, and the effect criterion corresponds to the
result criterion of the WP29. See WP29 (n 12) 10-11. The CJEU
decided on the 'relating to' criterion also in the YS and Others
case (Joined Cases C-141/12 and C-372/12 YS and Others v
Minister voor Immigratie [2014] ECLI:EU:C:2014:2081) with a
restrictive approach. It is argued that the Nowak judgment effec-
tively reversed the interpretation of the CJEU in YS and Others by
applying the broad interpretation of personal data that follows the
WP29's opinion. Sharing the same opinion and taking into ac-
count the lex posterior derogat legi priori principle, YS and Others
case is not mentioned in this article.

16 WP29 (n 12) 10.

17 C-434/16 Nowak (n 15) para 37.

18 WP29 (n 12) 10.

19 C-434/16 Nowak (n 15) para 38.

only about the data subject but also about other in-

dividuals who exhibit the same genetic architecture.
Hence, the 'relation to' criterion can be satisfied

through the content element for members of genet-
ic groups associated with the data subject.

The purpose element corresponds to the cases
where information is being used, or likely to be used,
in order to evaluate, treat in a certain way or influ-
ence the status or behaviour of that person." In the
Nowak case, the CJEU found that the purpose ele-
ment was also present as the processing took place
to evaluate the candidate's professional abilities and
suitability.19 Familial DNA searching20 is an example

where the information is being used to evaluate peo-
ple's genetic identity. In such cases, the purpose of
processing the biobank-sample appears 'relating to'
the person whose DNA has found at the crime scene
since the processing takes place to evaluate the kin-

ship between these individuals. Therefore, once
again, the information extracted by genetic data pro-
cessing can be considered as 'relating to' members of

genetic groups associated with the data subject.
Lastly, information could be regarded as 'relating

to' an individual when it is likely to have an impact
on certain rights and interests of that individual.1

In the Nowak case, it was considered that the usage
of the information is liable to affect the candidate's
interests as it could determine the chance for him to
be employed.22 In an example where results of the
genetic test of his/her sibling reveal that the sibling

carries the genes that cause Huntington's Disease23 ,
such information will likely to have an impact on an
individual who works, for instance, as a pilot since
the flight company might ask for this individual to

20 Through familial DNA searching law enforcement officers com-
pare the genetic material held in criminal biobanks with the one
found in the crime scene to find a potential match between these
two samples. See Mary McCarthy, 'Am I My Brother's Keeper:
Familial DNA Searches in the Twenty-First Century' (2011) 86
Notre Dame Law Review 381-412, 381.

21 WP29 (n 12) 11.

22 C-434/1 6 Nowak (n 15) para 39.

23 Huntington's disease is a degenerative brain disorder, in which
afflicted individuals lose their ability to walk, talk, think, and
reason. They easily become depressed, and lose their short-term
memory capacity. They may also experience a lack of concentra-
tion and focus. This disease begins between ages 30-45, and every
individual with the gene for the disease will eventually develop
the disease. Huntington's is an autosomal dominant genetic
disorder which means that if one parent carriers the defective
Huntington's gene, his/her offspring have a 50/50 chance of
inheriting the disease. See 'Genes and Human Diseases' (World
Health Organization) < https://www.who.int/genomics/public/
geneticdiseases/en/index2.html> accessed 15 March 2020.
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be deployed in a non-flying position within the com-

pany.
Taken together, in many cases, the information in

genetic data processing could be considered as 'relat-
ing to' members of genetic groups associated with

the data subject. In the Nowak case, the CJEU high-
lighted such possibility by stating '...the same infor

mation may relate to a number of individuals and may

constitute for each of them, provided that those per

sons are identified or identifiable, personal data '.24

Indeed, the Article 29 Working Party25 (WP29 ) also
stated that, if shared, genetic data of another could
be deemed as personal data also for members of

his/her genetic group, allowing them to be recog-
nised as data subjects with all the rights deriving
from it. 2 6

2. 'Identified or Identifiable'

In the Breyer case, the CJEU stated that a dynamic
IP address cannot be regarded as 'relating to' an'iden-

tified' person as it does not directly reveal the iden-

tity of the natural person in question.2 7 This judg-
ment has serious outcomes in genetic data process-

ing context. As the information extracted from ge-
netic data, in principle, does not precisely reveal the
identity of other genetically related persons as a
stand-alone, it is very unlikely for this information

to be considered as 'relating to' 'identified' persons.
It becomes even harder, if not impossible, when it
comes to the identification of individuals who are
not related to the data subject in question but ex-
hibiting similar genetic architecture for certain

genes. Therefore, the 'identifiable' criterion should
be the focal point while determining whether mem-

bers of genetic groups could be regarded as data sub-

jects.
The GDPR provides some clues about what makes

a person 'identifiable' under Article 4(1). Further-
more, a broad understanding of the identifiability is
recognised under Recital 26 since the test introduced
here could be defined as a 'likelihood of identifica-
tion' by any parties at the given time.2 8 Unlike Recital
26, which only mentions the costs and the amount
of time required for identification, WP29 provides
an enriched list of examples on 'all the objective fac-
tors' should be taken into account while determining

the 'likelihood of identification'.29 WP29 also under_
lines the dynamic nature of such test that requires

consideration of state-of-the-art technology during
the time of processing, as well as the possible tech-
nological developments in the period of further da-
ta processing.30 Such broad interpretation could
make a person identifiable, due to technological de-
velopments, from a piece of data in the future, al-
though the data was anonymous at the time of the
collection." Hence, the determination of what con-
stitutes personal data becomes blurry.3 2

As it was accepted by WP29 back in 2004, it is pos-
sible to identify a particular person with a stored DNA
of another person when certain additional knowl-
edge is available.33 Research showed that it requires

only 2% of the targeted population's genetic materi-

al to be processed for a genetic database to be able to
provide a third-cousin match for nearly all members
of that targeted group.34 Moreover, the state-of-the-
art-technology for the identification of population
members in genetic research is rapidly advancing, al-
lowing even identification of individuals who have
not shared any samples.35 Taking all into account,
members of genetic groups that are associated with

the data subjects are 'identifiable' from the common

genetic data, without a doubt.
WP29, however, underlines that the mere hypo-

thetical possibility of identification would not be

24 C-434/16 Nowak (n 15) para 45.

25 Replaced by the European Data Protection Board in accordance
with Article 68 GDPR since May 2018.

26 Article 29 Data Protection Working Party, 'Working Document on
Genetic Data' (2004) WP 91, 8.

27 Case C-582/14 Patrick Breyer v Bundesrepublik Deutschland
[2016] ECLI:EU:C:2016:779, para 38.

28 Nadezhda Purtova, 'The Law of Everything. Broad Concept of
Personal Data and Future of EU Data Protection Law.' (2018)
10(1) Law, Innovation and Technology 40-81, 44-47.

29 WP29 (n 12) 15: 'The cost of conducting identification is one
factor, but not the only one. The intended purpose, the way the
processing is structured, the advantage expected by the controller,
the interests at stake for the individuals, as well as the risk of
organisational dysfunctions (e.g. breaches of confidentiality
duties) and technical failures should all be taken into account.'

30 ibid

31 Purtova (n 28) 44.

32 Bert-Jaap Koops, 'The Trouble with European Data Protection
Law' (2014) 4(4) International Data Privacy Law 250-261,
256-258.

33 WP29 (n 26) 11.

34 Yaniv Erlich et al, 'Identity Inference of Genomic Data Using Long-
range Familial Searches' (2018) 362(6415) Science 690-694, 690.

35 Megan Molteni, 'Genome Hackers Show No One's DNA Is
Anonymous Anymore' (Wired, 10 November 2018) <https://www
.wired.com/story/genome-hackers-show-no-ones-dna-is
-anonymous-anymore/> accessed 20 October 2020.

EDPL 112021



Genetic Data: The Achilles' Heel of the GDPR? I 49

enough to consider the information as personal da-
ta.36 The means of such identification must be rea-
sonably likely to be used.37 In the Breyer case, the
CJEU took this understanding a step further by de-
ciding that the online media services provider in
question had the legal means which may likely to be
used to identify the user with the assistance of oth-
ers.38 Nonetheless, the CJEU underlined that there
must be a likelihood for information to be combined
and, therefore, identify the data subject.39 Such like-
lihood could only be considered when the identifica-
tion of data subject is not prohibited by law or is prac-
tically impossible.40 Such means could arise under
various circumstances in genetic data processing con-
text, e.g. when a warrant is issued for genetic data to
be shared with law enforcement for investigation
purposes. In fact, identification of members of genet-
ic groups is practically more effortless than ever,
thanks to thousands of genetic-test-takers who have
been sharing their results on social media by reveal-
ing their carrier status, genetic health risk, traits and
sometimes even DNA-relatives themselves. Although
the usage of this information might be prohibited in
some instances, e.g. insurance purposes, posting the
results on social media itself is not. Therefore, a high-

chance of identification should be acknowledged, es-
pecially for the members of genetic groups who are
data subject's next-of-kin.

Overall, members of genetic groups could be re-
garded as data subjects individually based on the
broad interpretation of personal data and data sub-
ject notion thereof, provided that the information is

36 WP29 (n 12) 15.

37 GDPR, recital 26.

38 Case C-582/14 Breyer (n 27) para 49. Subsequently, in the
Nowak case, the CJEU once again dealt with the 'identifiable'
criterion. The CJEU once again underlined that the fact that the
information enabling the identification of data subject is in the
hands of more than one person does not make any difference in
the definition of personal data. See C-434/16 Nowak (n 15) para
31.

39 Case C-582/14 Breyer (n 27) para 45.

40 ibid para 46.

41 Purtova (n 28) 73-75.

42 Information Commissioner's Office, 'The Right to Be Informed'
(2018), 16.

43 Although some DPAs stipulated that, before processing takes
place, a declaration form should be collected for each individual
involved stating that the collected DNA samples belong to them
and they consent to participate in the test, the personal scope of
such obligation covers only the data subjects who share their
genetic data with the data controller. See WP29 (n 26) 12.

44 GDPR, art 14(5)(b) and art 14(5)(d).

relating to them and they are identifiable through

the processing in question.

III. The Law of Everybody

When recognised as data subjects, members of ge-
netic groups are equipped with all the rights arising
from the GDPR granted for data subjects and data
controllers and processors should fulfil their obliga-
tions by taking these individuals into account. How-
ever, the practical consequences of this interpretation
could result in a system overload as Purtova puts it. 41

1. The Inevitable Invisible Processing

Processing personal data without the knowledge of
data subjects creates certain risks as it prevents data
subjects from enjoying their rights.42 Although mem-
bers of genetic groups could be entitled to protection
through broad interpretation, in principle, these in-
dividuals do not even know that their data is being
processed since their data have been collected from
other sources than them.43 Hence, they are still in a
vulnerable position against any misuse. To mitigate
these risks, the GDPR obliges data controllers to pro-
vide information to data subjects in certain cases
through, inter alia, Article 11(2), 14 and 34. However,
application of broad interpretation inevitably leads
to ambiguous and contradictory outcomes while
complying with the obligations arising from these ar
ticles.

Since the personal data of members of genetic
groups have been collected from sources other than
them, Article 14 should be examined primarily. It
must be noted that members of genetic groups
should be identified for this obligation to be consid-
ered. Indeed, as explained in earlier sections, data
controllers can precisely identify members of genet-
ic groups over the common genetic data by combin-
ing extracted information with other datasets. Such
cases usually occur when public authorities process
genetic data, e.g. law enforcement or public research
institutions. The GDPR provides an excessive list of
exemptions in such cases, e.g. for information to re-
main confidential, which could be considered essen-
tial for these authorities to perform their duties.4 4

However, the problem occurs when providing infor-
mation to the identified members of genetic groups

EDPL 1 12021



50 I Genetic Data: The Achilles' Heel of the GDPR?

is not considered as a breach of confidentiality or im-

pairment for achieving the objectives of processing.
Another exemption applies when providing infor-

mation requires disproportionate effort.45 Although
it is not specified what constitutes disproportionate
effort, Recital 62 mentions number of data subjects
as an example. WP29 illustrates this exemption
through an example of a hospital which requires all
patients to fill in a form that includes contact details
of two next-of-kin. WP29 argues that providing in-
formation constitutes disproportionate effort for the
hospital, considering the number of its patients.46 As
numerous data subjects could be identified through

the common genetic data, data controllers, especial-
ly genetic-testing companies, may rely on this exemp-

tion in the absence of other exemptions.
However, data controllers need to carry out a bal-

ancing test between the required effort to provide in-
formation and the impact on data subjects by not be-
ing informed about the processing to evaluate the
disproportionality.47 It will be harder to rely on this
exemption, where the impacts on data subjects be-
come significant.4 8 In WP29 's example, the hospital
processes names and contact information to be used
only in emergencies. Genetic data, on the other hand,
may reveal sensitive information, e.g. hereditary dis-
ease, about members of genetic groups; thus, likely

to have a significant impact on them. In such cases,
the bar for disproportionality should be set high, es-
pecially considering the contact information of mem-

bers of genetic groups that are closely related with

the data subjects, such as next-of-kin, could easily be
obtained via test-takers. Nevertheless, providing in-
formation itself may lead to undesired consequences

45

46

GDPR, art 14(5)(b).

Article 29 Data Protection Working Party, 'Guidelines on trans-
parency under Regulation 2016/679' (2018) WP 260 rev.01, 30.

47 ibid 31.

48 ICO (n 42) 32.

49 Research showed that the practices force individuals to learn
about their likelihood for Huntington's Disease, regardless of their
will to learn, may have extremely adverse effects on them, such
as depression or suicide attempts. See Peter S. Harper et al,
'Genetic testing and Huntington's disease: issues of employment'
(2004) 3(4) The Lancet Neurology 249-252, 251. Also, direct-to-
customer genetic testing may have disruptive effects such as to
identify the birth parents of a child who was adopted or a gamete
donor, which may result in an unwanted contact or surreptitiously
identifying the parentage of the child. See Clayton et al, 'The law
of genetic privacy: applications, implications, and limitations'
(2019) 6(1) Journal of Law and the Biosciences 1-36, 16.

50 GDPR, art 14(5)(b).

by infringing right not to know of members of ge-
netic groups.49 Therefore, data controllers who
process genetic data should carry out a balancing test
by taking into account all these factors before decid-
ing on disproportionality. Today, however, data con-

trollers do not even consider such a balancing test
before they process genetic data, let alone the legali-

ty of such decisions.
Data controllers should take other appropriate

measures to protect the rights and interests of data
subjects, even though providing information re-
quires disproportionate effort.50 Making the infor
mation publicly available, e.g. putting the informa-

tion on a publicly accessible website51 , is one of the
measures that always need to be implemented.2 This
measure could also be applied when data controllers
are able to demonstrate that they are not in a posi-

tion to identify the data subjects or when there is a
personal data breach.53 However, the effectiveness of

such measure is highly debatable in the genetic data
processing context. For instance, when an individual

shares his/her sample with an ancestry-testing com-

pany, members of genetic groups associated with that
individual do not even know about such a test in the
first place. Therefore, the information on the website

would not make any difference for them while caus-
ing invisible processing that prevents them from ex-

ercising their rights. The inevitable invisible process-
ing caused by this measure would have significant
adverse impacts, especially when a personal data
breach occurs. In such cases data controllers could
easily rely on Article 11(1) and/or Article 34(3)(c),
causing members of genetic groups to be in a vulner-

able position against such breaches.

51 WP29 (n 46) 31; Michael Veale, Reuben Binns and Lilian Ed-
wards, 'Algorithms That Remember: Model Inversion Attacks and
Data Protection Law' (2018) 376 Philosophical Transactions of
the Royal Society A, doi:10.1098/rsta.2018.0083, 9; Silviu Dorm
5chiopu, 'Considerations on the Effectiveness of the Data Sub-
jects' Control over the Processing under the General Data Protec-
tion Regulation' (2018) 69(2) Jus et Civitas-A Journal of Social and
Legal Studies (former Buletinul UniversitMii Petrol Gaze din
Ploiesti, Seria Stiinte Socio-Umane si Juridice) 1-6, 3.

52 ICO (n 42) 32.

53 GDPR, art 11(2): 'Where, in cases referred to in paragraph 1 of
this Article, the controller is able to demonstrate that it is not in a
position to identify the data subject, the controller shall inform
the data subject accordingly, if possible.'. GDPR art 34(3)(c): 'The
communication to the data subject referred to in paragraph 1
shall not be required if any of the following conditions are
met...it would involve disproportionate effort. In such a case,
there shall instead be a public communication or similar measure
whereby the data subjects are informed in an equally effective
manner.'.
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The broad interpretation of personal data aims to

empower individuals by recognising them as data
subjects and the GDPR enhances this by narrowing

the scope of invisible processing to limited circum-

stances, as being aware of the processing is consid-
ered to be the first step for data subjects to exercise
their rights. 4 Therefore, data controllers should
proactively search for methods to comply with in-

forming obligation regardless of whether the data
subjects are interested in being informed or not.55

However, when processing genetic data, data con-

trollers may easily rely on one of the exemptions de-
fined in the GDPR that inevitably cause invisible pro-

cessing. Here lies one of the many dilemmas arising
from the broad interpretation within genetic data pro-
cessing: even though members of genetic groups may
be entitled to protectionvia broad interpretation, they
cannot enjoy their rights due to the unawareness of

their status even in case of a personal data breach.

2. Processing Without Legal Basis

Article 9 lists what may constitute the legal basis for

genetic data processing. Therefore, data controllers

should rely on one of these legal bases that need to
be clear and precise as well as being foreseeable for

the persons subjected to it.56 If broad interpretation

applies in genetic data processing, this fundamental
legal obligation creates significant challenges for da-
ta controllers as it may lead to situations in which ge-
netic data is processed without legal basis.

54 Case C-201/14 Smaranda Bara and Others v Casa National! de
Asigurri de Santate and Others [2015] ECLI:EU:C:2015:638,
para 33; When data controllers obtain personal data from sources
other than the individual themselves and they do not provide
information to the individuals regarding the processing, the
processing, then, becomes 'invisible'. See Information Commis-
sioner's Office, Data Protection Impact Assessments (DPIAs)
(2018), 5.

55 European Union Agency for Fundamental Rights and Council of
Europe, 'Handbook on European Data Protection Law' (2018),
207.

56 GDPR, recital 41.

57 Function creep occurs when a technology widens its scope in the
later stages of its application from its original purpose. See Bert-
Jaap Koops, 'The Concept of Function Creep' (2021 forthcoming)
13(1) Law, Innovation and Technology <https://ssrn.com/abstract
-3547903>, 3-13.

58 Treaty on European Union, art 3(3).

59 Case C-131/12 Google Spain SL and Google Inc. v Agencia
Espanola de Proteccidn de Datos (AEPD) and Mario Costeja
Gonzalez [2013] ECL:EU:C:2013:424, Opinion of Advocate
General J55skinen, para 30.

When an individual would like to take an ances-
try test, the company should obtain his/her explicit
consent. However, when broad interpretation ap-
plies, the company processes also personal data of

other members of genetic groups associated with this
individual, for example his/her siblings. Yet, the sib-
lings did not provide their explicit consent to the com-

pany. In fact, they do not even know that the data
subject in question has shared his/her genetic data
with the company. Therefore, such processing be-
comes unlawful for the siblings. Even when the da-
ta subject in question shares his/her genetic datawith
research institutions, where one can argue that the
legal basis for the siblings would be constituted based
on Article 9 (2)(j), due to lack of foreseeability of such
processing by the siblings, this processing would still

be unlawful. Considering these, outcomes of broad
interpretation would be quite shocking: data con-

trollers all around the world have been processing
genetic data of millions of Europeans illegally.

Since the genie is out of the bottle, one practical

solution, then, would be a moratorium for genetic re-
search and genetic-based products in the EU until a
clear legal basis for such initiatives is established.
However, this would have been a clear example of

function creep caused by a possibly unintentional

secondary use that can be classified as a purpose
creep.57 The EU promotes scientific and technologi-
cal advancement58 , and outcomes of broad interpre-
tation should be read in light of this very objective
of the EU. Nevertheless, the scope of data protection
grows unchecked when broad interpretation applies

to genetic data processing and causing contradicting

outcomes with this objective. Therefore, the accura-
cy and legitimacy of applying broad interpretation
in genetic data processing are quite questionable.

3. At Sixes and Sevens: The Aftermath of
Applying the Broad Interpretation into
Genetic Data Processing Context

The broad interpretation of personal data inevitably

causes new factual situations that the GDPR falls
short to deal with comprehensively.59 Examples pro-
vided in previous sections are not reductio ad absur-

dum argumentation; on the contrary, those are the
real and ongoing outcomes of broad interpretation
in genetic data processing context. Interpretation of

the scope of personal data, therefore, needs to take
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place considering such outcomes in accordance with

the proportionality principle to avoid unreasonable
and excessive legal consequences for all parties in-

volved. Indeed, the CJEU has applied narrow inter-
pretation in cases where the broad interpretation of
notions would lead to an unreasonably wide scope
of application and disproportionate outcomes there-
of.60 Such approach is also in line with the legal cer-

tainty principle that has been upheld in the GDPR as
well as the CJEU case-law.

The CJEU, however, did not follow the opinion of

the Advocate General in Google Spain case which con-

sidered the proportionality principle while defining

personal data but instead ensured a high-level pro-
tection of fundamental rights.6 1 Such interpretation
inevitably fails to strike a fair balance between com-

peting rights and interests of the parties in the genet-
ic data processing context. For example, when recog-
nised as data subjects, members of genetic groups
are entitled to enjoy their rights arise from the GDPR
provisions, e.g. right to be forgotten. However, it is
not clear how the CJEU would decide in cases where
the interests of the data subject who shares his/her

genetic data with the data controller and members
of genetic groups are conflicting over the same is-

sue.6 2 Should members of genetic groups be able to
access or even delete the genetic data of the data sub-
ject who shares his/her sample with the controller?
Prima facie decision could be that, since closer link

with data provides stronger protection6, the broad
interpretation should not lead to outcomes where the
rights and interests of members of genetic groups

override those of the data subject who shares his/her

genetic data with the data controller. However, the
problem could get even deeper when these interests
conflict over the right (not) to know of any parties
involved.

It is argued that such outcomes could be avoided

by recognising members of genetic groups as 'sec-
ondary data subjects' while individuals who share
their genetic data with data controllers being the 'pri-
mary data subjects'.64 Indeed, a sector specific inter-
pretation like this could be deemed as a plausible so-
lution. However, this novel approach will inevitably

create its own contradictory and ambiguous out-
comes while re-defining all rights and obligations
within the existing data protection framework. For
instance, this interpretation might cause situations
where a data controller is bound by the obligation of

secrecy regarding the 'primary data subject' but oblig-

ed to provide information to 'secondary data subject'
on the other hand. It is yet to be known how a com-
prehensive balancing test could be applied in such

cases. In fact, when recognised as 'secondary data
subjects' members of genetic groups could easily find
themselves in a perpetual disadvantaged position
against 'primary data subjects', even though the im-

pact of being deprived of enjoying equal rights as-
signed to 'primary data subjects' would be severe. Be-
sides, data controllers might find themselves facing

an unjustifiable burden without a comprehensive
scheme addressing these competing interests. 65

Moreover, in order to comprehensively address all is-

sues that might arise due to this sector-specific inter-
pretation, the binary protection mechanism that cur
rently exists within the European data protection
framework might be revisited all together. However,
this might put the GDPR on a stress-test and eventu-
ally lead a breakdown due to a system overload, as it
was not designed to answer these questions intrinsi-

cally. Perhaps, all these complexities arise because
'...too much is expected from regulating everything
within a single framework of law in the books...', as

Koops puts it.
Overall, it would be a valid guess assuming the

CJEU would apply the broad interpretation of per

sonal data in genetic data processing context since it
favours the broad interpretation of personal data by
stating that such classification cannot get affected
from its consequences.67 However, it is important to
underline once again that data protection is not an

absolute right and must be considered in accordance

60 Case C-101/01 Bodil Lindqvist [2003] ECLI:EU:C:2003:596, paras
67-70.

61 Case 132/12 Google Spain SL and Google Inc. v Agencia Espano-
la de Proteccidn de Datos (AEPD) and Mario Costeja Gonzalez
[2014] ECLI:EU:C:2014:317, para 66.

62 Mark Taylor, Genetic Data and the Law: A Critical Perspective on
Privacy Protection (1st edn, Cambridge University Press 2012),
116-119; Worku Gedefa Urgessa, 'The Protective Capacity of the
Criterion of Identifiability under EU Data Protection Law' (2016)
2 Eur Data Prot L Rev 521, 527.

63 Benjamin Wong, 'Delimiting the concept of personal data
after the GDPR' (2019) 39(3) Legal Studies 517-532, 529; Sara
Latini, 'To The Edge of Data Protection: How Brain Information
Can Push the Boundaries of Sensitivity - A Doctrinal Legal Analy-
sis of EEG and fMRI Neurotechnologies Under EU Data Protec-
tion Law' (Master Thesis, Tilburg University 2018), 31.

64 Taylor (n 62) 105-106.

65 ibid 117-118.

66 Bert-Jaaps Koops, 'The trouble with European data protection
law' (2014) 4(4) International Data Privacy Law 250-261, 261.

67 C-434/16 Nowak (n 15) para 46.
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with the proportionality principle.68 Considering all

disproportionate effects and legal uncertainties it
may cause, the application of broad interpretation in

the genetic data processing context should still be
considered questionable. Therefore, applying anoth-

er interpretation method is conceivable in an effort
to avoid the aforementioned outcomes of the broad
interpretation.

IV. Born This Way: Revisiting the
Fundamentals of the GDPR

The link between the data and the individual is an

essential element in the data protection framework.
The closer the link is between the data and the indi-

vidual, the more the protection attached to it becomes

stronger.6 9 Due to this approach, it is hard to justify

the attribution of data subject status to members of

genetic groups, considering that their link with the
data is very weak. Therefore, instead of applying the
broad interpretation of personal data in the given

context, teleological interpretation should prevail.
Mentioned as the characteristic method of inter-

pretation within the CJEU case-law, this method is

being used to fulfil the purpose and objective of the
law.70 When applying teleological interpretation, the
CJEU gives importance to the underlying purposes,
general schemes and the contexts of directives. 71

Hence, when a piece of legislation needs interpreta-
tion, it needs to be interpreted in accordance with

the objectives of the EU legislator. Needless to say,
interpretation of ambiguous personal data and data
subject notions are not exceptions to this. Therefore,

68 GDPR, recital 4.

69 Wong (n 63) 529, Latini (n 63) 31.

70 Stephen Brittain, 'Justifying the Teleological Methodology of the
European Court of Justice: A Rebuttal' (2016) 55 Irish Jurist
134-165, 143; Nial Fennelly, 'Legal Interpretation at the European
Court of Justice' (1997) 20 Fordham Int'l LJ 656, 664.

71 Kenneth M Lord, 'Bootstrapping an Environmental Policy from an
Economic Covenant: The Teleological Approach of the European
Court of Justice' (1996) 29 Cornell Int'l Li 571, 591.

72 GDPR, art 1. See also Maja Brkan, 'Do Algorithms Rule the
World? Algorithmic Decision-making and Data protection in the
Framework of the GDPR and Beyond' (2019) 27(2) International
Journal of Law and Information Technology 91-121, 100; Dara
Hallinan, Michael Friedewald, and Paul De Hert, 'Genetic Data
and the Data Protection Regulation: Anonymity, Multiple Sub-
jects, Sensitivity and A Prohibitionary Logic Regarding Genetic
Data?' (2013) 29(4) Computer Law & Security Review 317-329,
322.

the objective of the European legislator when formu-
lating these concepts should be elaborated.

The European data protection framework puts the
individual data subject as the focal point.7 2 There-
fore, the whole data protection framework in Europe
was designed around the relationship between this
individual data subject and the controller as the con-

troller has obligations towards this individual data
subject and only this data subject holds the rights at-
tached to the personal data.73 Since it clearly contra-
dicts this objective and underlying purpose of the
GDPR, the broad interpretation of personal data can-
not be applied in the genetic data processing con-

text.74 Besides, at this point, it must be recalled that
the data protection right should be considered in ac-
cordance with the principle of proportionality.75

When applied in genetic processing context, broad
interpretation causes data controllers to deal with not
one but tens or even hundreds of data subjects that
are related to one data. In this case, it is unknown
how the data controllers can comply with their oblig-

ations properly when genetic data is processed.
When applying teleological interpretation, legal

provisions are not necessarily read literally but to be
elaborated in accordance with the aims of the legis-
lator.76 However, in the genetic data processing con-

text, the European legislator, consciously or uncon-

sciously, limited, if not prevented, the interpretation

of genetic data with the provided definition. As such,
related recital and article of the GDPR directly refer

to an individual data subject in the genetic data pro-
cessing.77 Both these provisions make the position-
ing of the GDPR in this debate quite clear; the data
controller has only one individual data subject to ful-

73 Hallinan, Friedewald and de Hert (n 72) 322.

74 Hallinan and de Hert (n 5) 190.

75 GDPR, recital 4.

76 Paul de Hert and Michal Czerniawski, 'Expanding the European
Data Protection Scope Beyond Territory: Article 3 of the General
Data Protection Regulation in its Wider Context' (2016) 6(3)
International Data Privacy Law 230-243, 234.

77 GDPR, recital 34: 'Genetic data should be defined as personal
data relating to the inherited or acquired genetic characteristics of
a natural person which result from the analysis of a biological
sample from the natural person in question, in particular chromo-
somal, deoxyribonucleic acid (DNA) or ribonucleic acid (RNA)
analysis, or from the analysis of another element enabling equiva-
lent information to be obtained.' GDPR, art 4(13): 'genetic data'
means personal data relating to the inherited or acquired genetic
characteristics of a natural person which give unique information
about the physiology or the health of that natural person and
which result, in particular, from an analysis of a biological sample
from the natural person in question.'
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fil its obligations, and this person is the one who

shares his/her genetic material with the data con-

troller. Hence, not only the objectives but also the lit-
eral meaning of the related provisions of the GDPR
prevent the extension of its scope to third persons
within the genetic data processing context either in-

dividually or as a group.
The GDPR aims to ensure the legal and practical

certainty for all stakeholders while defining their
rights and obligations.78 Therefore, when interpret-
ing the GDPR provisions, the legal certainty princi-
ple must be upheld. Especially when the measures
have financial consequences on the persons con-

cerned, the legal certainty principle should be con-

sidered stricter.79 In this regard, primarily, the fore-
seeability of the legislation for all individuals should
be considered.80 This approach could be justified for

the sake of functionality of the data protection legis-
lation. Certainty on the rationae personae is an es-
sential element for the proper functioning of the
GDPR.81 Without having a clear idea of who will be
subjected to protection, the legal certainty principle
cannot be fulfilled. However, applying the broad in-

terpretation of personal data into genetic data pro-
cessing contradicts this principle. Such interpreta-

tion expands the scope of personal data to a limit that
nobody can foresee who will be entitled to protection

and how many data subjects will there be. Moreover,
in order to fulfil their obligations to these people, da-
ta controllers will have to allocate significant amount
of time and resources even though the link between

data and individual is not close.
The scope of the data protection and its interpre-

tation should not be overstretched to apply data pro-
tection rules to cases that are not intended or fore-
seen by the legislator.8 2 Therefore, considering the
objectives and wording of the GDPR, the scope of per-

sonal data notion cannot be extended to genetic
groups. However, the assumption that by protecting
individuals, we will inevitably protect the groups
may not always be correct.83 Especially in the genet-
ic data processing context where genetic groups have
legitimate interests on the data that is processed,
there is still a need for comprehensive solutions in

order to protect these individuals from the misuse of

their common genetic data or undesired conse-
quences arising from such processing. Since these in-

dividuals cannot be considered as data subjects ei-

ther individually or as a group within the existing da-
ta protection framework, other protective measures

under the GDPR should be assessed in an attempt to
provide them with ancillary protection.

V. If Not Data Subjects, What Then?

1. Data Protection Impact Assessment

Hallinan and de Hert argue that genetic groups need
to be considered while carrying out DPIA as they al-

so have a legitimate interest in the processing.8 4 In-

deed, the wording of Article 35 inclines towards such
interpretation as the European legislator, deliberate-

ly or not, used the term natural persons instead of

data subjects which may be interpreted as referring

to anybody.85 Therefore, it might be argued that da-
ta controllers need to assess the impact of the risks
not only for data subjects but also for anybody who
might be affected by such processing.8 6

However, this provision may also be interpreted
narrowly as many recitals and articles of the GDPR

use the terms 'natural persons' and 'data subjects' in-
tertwined. One example of this could be found in
Recital 39, where the GDPR refers to the processing

activity by mentioning the collection and usage of

natural persons' data, making these 'natural persons'
data subjects.87 In fact, since it is stated as 'personal

78 GDPR, recital 7.

79 Case T-11 5/94 Opel Austria GmbH v Council of the European
Union [1997] ECLI:EU:T:1997:3, para 124.

80 Case C-585/13 Europaisch-Iranische Handelsbank AG v Council
of the European Union [2015] ECLI:EU:C:2015:145, para 93.

81 Hallinan and de Hert (n 5) 188.

82 WP29 (n 12) 4-5.

83 Luciano Floridi, 'Open Data, Data Protection, and Group Privacy'
(2014) 27 Philosophy & Technology 1-3, 2.

84 Hallinan and de Hert (n 5) 184.

85 For example, See Clauida Quelle, 'Enhancing Compliance
under the General Data Protection Regulation: The Risky Upshot
of the Accountability and Risk-based Approach' (2018) 9(3)
European Journal of Risk Regulation 502-526, 505; Paul Quinn
and Liam Quinn, 'Big Genetic Data and Its Big Data Protection
Challenges' (2018) 34(5) Computer Law & Security Review
1000-1018, 1008.

86 Felix Bieker et al, 'A Process for Data Protection Impact Assess-
ment Under the European General Data Protection Regulation' in
Stefan Schiffner et al (eds), Privacy Technologies and Policy. APF
2016. Lecture Notes in Computer Science, 9857 (Springer 2016)
21-37, 28.

87 GDPR, recital 39: 'Any processing of personal data should be
lawful and fair. It should be transparent to natural persons that
personal data concerning them are collected, used, consulted or
otherwise processed and to what extent the personal data are or
will be processed.'
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data concerning them', it gets even more clear that
Recital 39 refers to 'data subjects' which constitutes
an example for the intertwined use of the terms 'nat-
ural persons' and 'data subjects'. Furthermore, Arti-

cle 35(7)(c) states that the DPIA shall consist at least:
'an assessment of the risks to the rights and free-
doms of data subjects referred to in paragraph i'

Likewise, Recital 39 states that:
'Natural persons should be made aware of risks,
rules, safeguards and rights in relation to the pro-
cessing of personal data and how to exercise their
rights in relation to such processing.'

Considering these provisions, it can be argued that
the intertwined usage of the terms 'natural persons'
and 'data subjects' also appears in the DPIA context.
In addition, throughout its legislative history, the
wording of Article 35(i) changes from data subjects88

to individuals8 9 and then individuals to natural per-

sons90 , while there is no clear explanation from the
European legislator that these amendments have
been made in an attempt to include individuals oth-

88 European Commission, Proposal for a Regulation of the European
Parliament and of the Council on the protection of individuals
with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation),
(2012)2012/0011 (COD)

89 Council of the European Union, Proposal for a Regulation of the
European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on
the free movement of such data (General Data Protection Regula-
tion) [first reading], (2016) 5455/16.

90 Council of the European Union, Position of the Council at first
reading with a view to the adoption of a Regulation of the Euro-
pean Parliament and of the Council on the protection of natural
persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC
(General Data Protection Regulation), (2016) 5419/16.

91 Such approach also followed by various institutions of the EU.
See European Data Protection Supervisor, 'EDPS Survey on
Data Protection Impact Assessments under Article 39 of the
Regulation' (2020) Case 2020-0066, 6-7.

92 GDPR, art 35(7)(d): 'the measures envisaged to address the risks,
including safeguards, security measures and mechanisms to
ensure the protection of personal data and to demonstrate com-
pliance with this Regulation taking into account the rights and
legitimate interests of data subjects and other persons concerned'

93 Dariusz Kloza et al, 'Data Protection Impact Assessments in the
European Union: Complementing the New Legal Framework
Towards A More Robust Protection of Individuals' (2017) 1
D.Pia.Lab Policy Brief <https://cris.vub.be/files/32009890/dpialab
-pb2017 1final.pdf>, 3.

94 Felix Bieker et al, 'A Process for Data Protection Impact Assess-
ment Under the European General Data Protection Regulation' in
Stefan Schiffner et al (eds), Privacy Technologies and Policy. APF
2016. Lecture Notes in Computer Science, 9857 (Springer 2016)
21-37, 28.

er than data subjects within DPIA processes. There-
fore, when assessing the risks, data controllers should
take into account only the 'data subjects'.91

Nevertheless, such interpretation does not mean
that natural persons other than data subjects are to-
tally excluded from DPIA processes. The European
legislator provided a room for consideration of the
rights and legitimate interests of natural persons oth-

er than data subjects via Article 3 5 (7)(d).92 However,
while the GDPR stays silent on the extent and the
scope of this consideration, it also does not provide
any guidance on the situations where the rights and
legitimate interests of the 'other persons concerned'

prevail the ones of the data subjects. Therefore, com-
prehensive protection for members of genetic groups

cannot be provided under the DPIA provisions ei-

ther.
Even if the broad interpretation of Article 35 pre-

vails and data controllers are obliged to take all rele-
vant natural persons, including members of genetic
groups exhibiting genetic similarity with data sub-
jects, as the focal point for their DPIAs, the downfall

of these processes would be the lack of active partic-
ipation of genetic groups in DPIA processes. Al-

though the Article 35(9) obliges data controllers,
where appropriate, to involve data subjects or their
representatives in the intended processing and to
provide them with a room to express their opinions
on the envisaged processing, it falls short to specify

who exactly should be consulted by the data con-

trollers and how should they be identified.93 In the
genetic data processing context where it is nearly im-

possible to ascertain who might fall into the scope of

'other natural persons concerned' before the process-
ing takes place, this ambiguity becomes even more
visible. Moreover, the GDPR does not provide a clear

guidance on under which situations consultation to

these people would be considered appropriate. Since
the discretion power belongs to the data controllers,
who are not in connection with genetic groups, there
must be a comprehensive counter-measure to pre-
vent the abuse of such power. Although prior consul-

tation could be regarded as a suitable preventive
mechanism here, again, the shortcoming of this
process comes upfront as the lack of active participa-
tion of genetic groups within the process.

It is essential for data controllers to be aware of

the extent of the processing in order to carry out DPIA

adequately and to apply necessary legal and techni-

cal measures.94 However, with its current form, the
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GDPR does not formulate the DPIA process efficient-
ly in order for data controllers to sufficiently protect
the rights and legitimate interests of natural persons.
Hence, the DPIA provision under the GDPR falls
short to provide adequate, if not any, protection for

genetic groups.

2. Right to Compensation and Liability

The GDPR refers to the right to an effective remedy
by explicitly stating 'each data subject' under Article

79; however, the European legislator, deliberately or

not, uses the wording of 'any person' instead of 'nat-
ural person' or 'data subject' in Article 82 while defin-
ing who might be entitled to receive compensation

due to infringement of the data protection rules.95

This inevitably raises the question of whether 'any

person' other than data subjects may also be entitled
to claim compensation which can be read as an ex-
post protection mechanism. The question could get
even more complex if legal persons would also be
considered under the 'any person' definition, even

though they are outside of the scope of the GDPR.

Currently, there are no clear guidelines on how to

explain such a shift in European legislator's choice
and to interpret Article 82, and the CJEU has yet to
decide on its interpretation.6 This lack of explana-
tion inevitably results in legal uncertainty and vari-

ety of interpretations.97 Hence, it is not possible to
come up with a clear idea of whether genetic groups
may seek compensation based on Article 82 in case

95 GDPR, art 82: 'Any person who has suffered material or non-
material damage as a result of an infringement of this Regulation
shall have the right to receive compensation from the controller
or processor for the damage suffered.' Recital 146 GDPR also
follows the same wording: 'The controller or processor should
compensate any damage which a person may suffer as a result of
processing that infringes this Regulation.'

96 Jane Reichel and Johanna Chamberlain, 'The Relationship Be-
tween Damages and Administrative Fines in the EU General
Data Protection Regulation' (2019) 72 Faculty of Law, Stockholm
University Research Paper, 8.

97 Marta Requejo, 'Procedural Harmonization and Private Enforce-
ment in the Area of Personal Data Protection' (2019) 3 MPILux
Research Paper <https://ssrn.com/abstract=3339180>,12.

98 Bohulmila Salachova and Bohumil Vftek, 'Interpretation of
European Law, Selected Issues' (2013) 61(7) Acta Universitatis
Agriculturae et Silviculturae Mendelianae Brunensis 2717-2720,
2718.

99 Jesper van Kempen, 'Obligations of Result or Best Efforts: Dealing
with Problems of Interpretation' in Marjan Peeters and Rose
Uylenburg (eds), EU Environmental Legislation - Legal Perspectives
on Regulatory Strategies, (Edward Elgar Publishing 2014), 157.

of an infringement. To answer the question, howev-

er, the interpretation of 'any person' may be done in

the systematic manner.

When the text of the legislation is ambiguous,
even if the terms are grammatically clear, the system-

atic interpretation should apply in order to under

stand the meaning of the text by focusing on the re-
lation of such text with other provisions.98 As the sys-
tematic interpretation examines the elements in or
near the provision at stake99, the wording of Article
82(4) and Recital 146100 should be taken into account
when interpreting the 'any person' term in Article
82(1). Although the European legislator uses the term

'any person' when recognising persons who are en-

titled to seek compensation in case of the infringe-
ment of the GDPR provisions, by directly referring

to 'data subjects' in Article 82(4), the European legis-
lator narrows the scope of compensation to the 'da-
ta subjects', instead of 'any person' who might get af-
fected by such infringement.10 1 Moreover, in Recital
146, the European legislator, once again, puts the em-
phasis on 'data subjects'.10 2 Taken together, the 'any

person' term should be understood as 'any data sub-
ject' instead of 'any natural or legal person'. Other

wise, for instance, a legal entity or a natural person

who is not under the protection of the GDPR might
also seek compensation. Indeed, in such cases, the
proportionality and legal certainty principles would
be infringed. The term 'any person', therefore, should
be interpreted in a way to ensure the effectiveness
of the GDPR.103 Therefore, members of genetic
groups should be regarded outside of the scope of

100 Recitals are not legally binding themselves; however, usually
reflecting the political compromise during negotiations, they may
clarify the ambiguity over the articles of the GDPR by providing
guidance on how to interpret them. Therefore, they should also be
taken into account when applying systematic interpretation. See
Case C - 215/88 Casa Fleischhandels-GmbH v Bundesanstalt for
landwirtschaftliche Marktordnung [1989] ECLI:EU:C:1989:331,
para 31; Margot E Kaminski, 'The Right to Explanation, Explained'
(2019) 34 Berkeley Tech Li 189, 194; Sandra Wachter, Brent Mittel-
stadt and Luciano Floridi, 'Why a Right to Explanation of Automat-
ed Decision-Making Does Not Exist in the General Data Protection
Regulation' (2017) 7(2) International Data Privacy Law 76-99, 80.

101 GDPR, art 82(4): 'Where more than one controller or processor,
or both a controller and a processor, are involved in the same
processing and where they are, under paragraphs 2 and 3, re-
sponsible for any damage caused by processing, each controller
or processor shall be held liable for the entire damage in order to
ensure effective compensation of the data subject.'

102 GDPR, recital 146: 'Data subjects should receive full and effec-
tive compensation for the damage they have suffered.'

103 Case C-437/97 Evangelischer Krankenhausverein Wien v Ab-
gabenberufungskommission Wien [2000] ECL I:E U:C:2000:110,
para 41.
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the right to compensation either individually or as a
group.

Even if the term 'any person' would be interpret-

ed broadly, then, the scope of the compensation for

the persons other than data subjects should be inter-
preted narrowly. In this case, Article 82(4) and Recital

146 appear as differentiating between natural per-

sons who might seek compensation and data subjects
who are inherently entitled to this right, as they
specifically refer to 'data subjects' regarding the en-

tire damages and full compensation. This differenti-

ation could easily lead to the adjustment of compen-

sation of any other person than data subjects, for ex-

ample, based on their closeness with the data. There-
fore, even if the broad interpretation of the term 'any
persons' would prevail, full and effective protection
for genetic groups cannot be achieved via Article 82.
Besides, compensation is an ex-post measure to pro-
tect the rights and legitimate interests of people
which, in principle, takes place after the damage oc-
curs. However, full and effective protection from in-
fringements can only be reached when preventive
provisions, in other words ex-ante provisions, also
apply. Considering the lack of such preventive mech-

anisms within the GDPR in its current form, compre-
hensive protection of genetic groups cannot be
achieved even if the term 'any person' interpreted
broadly.

VI. Conclusion

According to the case-law of the CJEU, the notion of

personal data may be interpreted broadly and genet-
ic data is not an exception for this. Hence, members
of genetic groups that are associated with the data
subject who share his/her genetic data might be con-

sidered as data subjects individually in the given con-

text, provided that the information is relating to them

and they are identifiable through the processing in

question. However, such interpretation inherently
leads to ambiguous and contradictory outcomes mak-
ing the application of broad interpretation question-

able. What is more noticeable, when applied, the
broad interpretation may even lead to a moratorium

104 Case C-507/17 Google LLC v CNIL [2019] ECLI:EU:C:2019:772,
para 60.

105 Hallinan, Friedewald and de Hert (n 72) 321.

for genetic research and genetic-based products in
Europe, which clearly contradicts the objectives of

the EU.
Although the CJEU is very opinionated on the

broad interpretation of personal data and data sub-

ject notion thereof, by underlining that the right to
data protection is not an absolute right but needs to
be considered in relation to its functions in society
and balance with other fundamental rights as well

as the principle of proportionality in the Google v
CNIL case, the CJEU circumvented the broad appli-

cation, and the interpretation thereof, of the relevant
notions.104 Considering the possible outcomes of

broad interpretation in genetic data processing con-

text, such circumvention may also be expected in cas-
es where the data subject status of members of ge-
netic groups is in question. Even if the CJEU would
apply the broad interpretation in such cases, the per-

sonal scope of such protection would only be limit-
ed to biological family members of the data subjects
due to 'identifiable' criterion, meaning that individ-
uals who exhibit genetic similarity with data subjects
without consanguinity would be deprived of such
protection.

When the relevant provisions are read through the
lenses of teleological interpretation, on the other
hand, it must be accepted that the GDPR takes the in-

dividual data subject into account and excludes any

other individual from its protection when genetic da-
ta is processed. The European legislator, intentional-
ly or unintentionally, also favours such argumenta-

tion via the very definition of genetic data itself and,
therefore, prevents broad interpretation from taking
place in the genetic data processing context. Howev-
er, this leads to the exclusion of individuals, who have
a recognised legitimate interest over the processing

of such data that is 'relating to' them, from the scope

of primary protection as well as marginalising, if not
preventing, the collective use of the data protection
right in the genetic data processing context.

A procedural framework must recognise all relat-
ed stakeholders as well as their rights and legitimate
interests at stake in order to be considered effec-
tive. 05 Regardless of whichever interpretation takes
place, however, the GDPR either expands the scope
of its protection to the extent that causes ambiguous,
contradictory and disproportionate outcomes or ex-

cluding a group of individuals, whose legitimate in-

terest in such processing has already been recog-
nised, from the scope of its protection. Such a dilem-
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ma occurs maybe because the European legislator

has never designed or interpreted the data protection
framework with genetic data in mind.106

Indeed, the GDPR may provide ancillary protec-
tion for individuals who are not data subjects via sev-
eral provisions, e.g. DPIA and right to compensation,
which may also be enforced to protect genetic groups.
As the personal scope of such provisions is not clear,
the systematic interpretation is applied to clarify
their scope. Consequently, it is established that the
GDPR, again, takes the individual data subject into
account while defining the personal scope of these
provisions; hence, fails to provide an effective, if not

any, protection for genetic groups.
Following Purtova, concerns over the transforma-

tion of the GDPR into the law of everything have been
attracting the attention of many scholars; however,
outcomes of such transformation on genetic data are
overlooked despite the severity of such outcomes. In

an attempt to prevent these outcomes, the Union or
member state law may provide counter-measures,
e.g. restricting certain data subject rights based on

Article 89/2. Yet, such counter-measures would un-

doubtedly contradict the very spirit of the GDPR,
strengthening and unifying the data protection right
for all individuals within the EU, by overriding the
recognised interests of genetic groups as well as caus-
ing diversified regimes within the Union on the same
issues. Therefore, further research is strictly neces-
sary to understand if and how genetic groups can be
protected within the data protection framework. One
pragmatic solution comes upfront as revisiting the

Working Document on Genetic Data of 2004 by tak-
ing into account the recent jurisprudence and the cur-
rent state-of-the-art of the genetic technologies as well

as referring to the ever-growing direct-to-customer
genetic testing industry. Until such initiatives take
place, genetic data will continue to pose a serious
threat that can rock the GDPR to its foundations; thus,
being the Achilles' heel of the GDPR.

106 Dara Hallinan, Michael Friedewald and Paul de Hert, 'Genetic
Data and the Data Protection Regulation: A good start, but prob-
lems remain' (2013) 29(4) Computer Law & Security Review, 22.
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